SCHEDULE 1- TECHNOLOGY STRATEGY BOARD

STANDARD TERMS AND CONDITIONS OF CONTRACT FOR MONITORING SERVICES

Contents
ltem Page

SCHEDULE 1 - TECHNOLOGY STRATEGY BOARD ......ccuuiiiiiiii e eva e 1
1 DEFINITIONS AND INTERPRETATION.....ccooiiiieisiciesse st ss s 3
2 INTERPRETATION ..ottt bbbt bbb bbb bbb bbb es 6
3 PROVISION OF MONITORING SERVICES. ..ot ssbe s 6
4 SERVICE PROVIDER’S OBLIGATIONS........ocooiirteersictes st ssseeens 6
5 KPIS ottt b bbb bbb bbb bbb bbbt bbb b bt ee 6
6 SERVICE PROVIDER KEY PERSONNEL .......cccosiiniitnictnicte et 7
7 ASSIGNMENT AND SUB-CONTRACTING.......cccosiminieniennsesse s ssssessssesssssessees 8
8 INVOICES AND PAYMENT ..ottt ettt sttt sse s s s ses 8
9 RECOVERY OF SUMS DUE. ..ottt sssssssssssssssssssssssssssssesssnnes 9
10 MONITORING REPORT ...c.cooiiicircsss sttt sttt st ssssesssssssssssssssssessssssasanes 9
11  DATA PROTECTION. ...ttt sttt sttt st ssse s ss st ssses 9
12 SECURITY STANDARDS........ccoecrtririreisie vt ssssssssssssesessssessssesssssssssessssessssesssssens 13
13 CONFLICT OF INTEREST ....cooiiritssrssis st sssssssss s ssssesssssssssssessssssssssssssessssesssssens 14
14  INTELLECTUAL PROPERTY RIGHTS......cceostiinenrsnrs st sssesssseens 14
15 CONFIDENTIALITY oottt sssss st sssss s sssssssssssssssssssssssssssssssssssssssssssssesssesns 14
16 OFFICIAL SECRETS......co oottt st sttt ssssessssssssssssssssnssessseens 15
17 FREEDOM OF INFORMATION.......ccoiiiiiieite ittt ssss et se s 16
18  INDEMNITIES AND INSURANCE........cccocoiiieiieceeesteete ettt 16
19 TERMINATION FOR INSOLVENCY OR CHANGE OF CONTROL........cccccevevvrreiienens 17
20 TERMINATION FOR BREACH OF CONTRACT ..ot 18
21  CANCELLATION AND SUSPENSION.......ccooviitnietnectneetsisie st 18
22  DISPUTE RESOLUTION.......cooiiieiieiee ettt ettt bbb ae st 18
23 ANTI-BRIBERY AND PROHIBITED ACTS......cooiinenee sttt sesssesesese s sessesns 19
24 AUTHORITY POLICIES.....coiicicsee ettt st bbb bbb 19
25  ACTS BY THE AUTHORITY ..ottt bbb bbb e 19
26  SERVICE OF NOTICES AND COMMUNICATIONS.......cccociviinnrnisineeneesse s 19
27 VALUE ADDED TAX (VAT) ittt sttt sse st s s ssssesssessssenns 19
28  RIGHTS OF THIRD PARTIES ..ottt sssssss s ssssssssessssnns 19
29  NON-DISCRIMINATION......ccoiiiiiieirieiiseiise st sstsssssss s ssssssssss s sessssessssessssessssessssessssesssseens 19
30 DISABILITY EQUALITY SCHEME.........cccooisieinensissse st sssesssssssssssssssss s sssssssesas 20
31  RACE EQUALITY SCHEME......cccciosiirircssesssisssis st ssssessssssssssssssssssssssssesssssssssssssns 20
32 WELSH LANGUAGE ACT ..ot ssss st sssss st st ssssssssssssssssssssssssessssessssssesns 20
33  SUSTAINABLE PROCUREMENT.......cciiiiiiieccte sttt 20




B4 CHANGE ... 20

35  OTHER LEGISLATION ..ottt 20
36 SERVICEPROVIDER STATUS ... 21
37  ENTIRE AGREEMENT ..ot 21
38 WAIVER ... 21
39 SEVERABILITY .o 21
40  EXIT PROVISIONS.......cocooi b s 21
41  LAW AND JURISDICTION......cosiiiieirieiieinisnesisesse s sssens 21
SCHEDULE 2 - SPECIFICATION ... .o 22
SCHEDULE 3 -PROJECT BRIEF... ..ot 23
SCHEDULE 4 - SERVICE PROVIDER TENDER RESPONSE AND CLARIFICATIONS.. 24
SCHEDULE 5 = KPIS. ... 25
SCHEDULE 6 =PRICING.......ccoiiiii e 29
SCHEDULE 7 - INNOVATE UK POLICIES, GUIDELINES AND CODES OF PRACTICE 30
SCHEDULE 8 — CONTRACT CHANGE REQUEST (CCR) FORM TEMPLATE ............. 31
SCHEDULE 9 —PROCESSING, PERSONAL DATA AND DATA SUBJECTS............... 33




TECHNOLOGY STRATEGY BOARD
STANDARD TERMS AND CONDITIONS OF CONTRACT FOR MONITORING SERVICES

1 DEFINITIONS AND INTERPRETATION

In these terms and conditions of contract for senices (“Conditions”):

Additional Fee means the additional fee specified in the Senice Provider's Tender, on the relevant
Additional Fee Rate;

Additional Fee Rate means the Daily Fee Rate, as specified in the Senvice Provider's Tender;

Authority means the Technology Strategy Board (branded as “Innovate UK”) and/or its successors, which
will include United Kingdom Research and Innovation when the transfer becomes effective;

Authority Policies means the policies provided at Schedule 7 (Innovate UK Policies, Guidelines and Codes
of Practice), including the Data Protection and Data Management, Data and Cyber Security; Anti-Fraud and
Anti-Bribery, Modern Slavery Policy, Whistleblowing and Conflicts of Interest policies as added to or
amended by the Authority from time to time;

Authority Requirements means the various requirements in respect of the Monitoring Senices set out in
Schedule 2 (Specification), and Schedule 3 (Project Brief);

Contract Change Request Procedure means the procedure set out at paragraph 34; N.B. this is distinct
from a Project Change Request (PCR) as described in the Monitoring Senvice Specification (9. (E) ISSUE
AND CHANGE MANAGEMENT)

Confidential Information means all information obtained by the Senice Provider from the Authority, any
Project Participant, or any other department or office of Her Majesty's Government relating to and
connected with the Contract and the Monitoring Senices, including but not limited to the Contract itself and
the provisions of the Contract and all information connected with the Contract, the Project or the Monitoring
Senvces;

Contract means the Monitoring Senices Provider Contract;

Contract Change Request Form means the form at Schedule 8;

Contract Reference Number means the unique reference number allocated to the Contract;

Contractor Personnel: means all directors, officers, employees, agents, consultants and contractors of the
Senice Provider and/or of any Sub-Contractor engaged in the performance of its obligations under this

Contract

Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer
take the meaning given in the GDPR.

DPA 2018: Data Protection Act 2018




Data Protection Legislation (i) the GDPR, the LED and any applicable national implementing Laws as
amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to
processing of personal data and privacy; (iii) all applicable Law about the processing of personal data
and privacy;

Data Protection Impact Assessment: an assessment by the Controller of the impact of the envisaged
processing on the protection of Personal Data.

Data Loss Event: any event that results, or may result, in unauthorised access to Personal Data held by
the Senvice Provider under this Contract, and/or actual or potential loss and/or destruction of Personal
Data in breach of this Contract, including any Personal Data Breach.

Data Subject Access Request: a request made by, or on behalf of, a Data Subject in accordance with
rights granted pursuant to the Data Protection Legislation to access their Personal Data.

DPS means the Dynamic Purchasing System established by Innovate UK for the procurement of
Monitoring Senices in compliance with Public Contracts Regulations 2015.

Fixed Fee means the fixed fee (excluding VAT) agreed in respect of the Monitoring Senices submitted
in the Senvice Provider's Tender, which is set out in Schedule 6 (Pricing);

Fixed Fee Increments means the increments of the Fixed Fee divided between the Review Periods
ower the term of the Contract as identified in Schedule 6, following the deduction of the Retained Sum;

Funding Documents means the funding documents identified in Schedule 2 (Specification);

Intellectual Property Rights means patents, rights to inventions, copyright and related rights, moral rights,
trade marks, business names and domain names, rights in get-up, goodwill and the right to sue for passing
off , rights in designs, rights in computer software, database rights, rights to use, and protect the
confidentiality of, Confidential Information (including know-how and trade secrets) and all other intellectual
property rights, in each case whether registered or unregistered and including all applications and rights to
apply for and be granted, renewals or extensions of, and rights to claim priority from, such rights and all
similar or equivalent rights or forms of protection which subsist or will subsist now or in the future in any
part of the world;

ITT means the invitation to Monitoring Senices Providers to submit a tender for a Contract by which the
Senices Provider was selected to provide the Monitoring Senices;

Key Personnel means the Senvice Provider's key personnel identified in Schedule 4 (Senice Provider's
Tender);

KPI means the Key Performance Indicators set outin Schedule 5 and by which the authority will evaluate
the quality of senvice provided (KPIs);

Law: means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act
1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972,
regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of
law, or directives or requirements with which the Senice Provider is bound to comply;

LED: Law Enforcement Directive (Directive (EU) 2016/680)




Material Breach means a material breach of the Contract, under which the parties can terminate the
Contract in accordance with paragraph 20.1. For the awidance of doubt, breach by the Senice Provider of
its obligations in paragraphs 4, 11,12, 14 15, 18, 22.1, 25, 29, 30 and 31 shall be deemed Material
Breaches;

Monitoring Reports means the monitoring reports to be provided by the Senice Provider to the Authority
in accordance with Schedule 2 (Specification) and Schedule 3 (Project Brief);

Monitoring Services means the monitoring of the performance and progress of Projects throughout the term
of the Contract to ensure that funding granted by Innovate UK or awarded under a contract is used in
accordance with the terms and conditions of the award;

Monitoring Service Provider means an organisation or individual who provides Monitoring Senices (or who
wishes to provide Monitoring Senices) which are the subject of the DPS;

Online System means the Authority's online systems associated with monitoring of Projects;

Prohibited Act means any offence in connection with this Contract:
(@) under the Bribery Act 2010 (and/or the laws and legislation it repeals);

(i) under legislation creating offences in respect of fraudulent acts;

(iii) at common law in respect of fraudulent acts;

(iv) under the Modern Slavery Act 2015; or

) under any other statute, enactment, order, regulation or similar duty in UK or EU law;

Project Participants means an individual or company contributing to, and formally recognised by the Funding
Documents as a participant in, the Project which is in receipt of grant funding from Innovate UK or contract
funding. They may be a sole participant (in which case they would be a Lead Participant) or a party to a
collaboration or consortium;

Protective Measures: appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of
systems and senices, ensuring that availability of and access to Personal Data can be restored in a timely
manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures
adopted by it.

Purchase Order means the document so described by the Authority to purchase the Monitoring
Senices, which makes reference to the Contract;

Remedial Process means the Initial, Second and Third remedies identified against the relevant
KPIs in Schedule 5 (KPIs);

Review Period means the review period specified in Schedule 3 (Project Brief);

Service Provider's Tender means the Senvice Provider's response to an Invitation to Tender by which it was
selected to provide the Monitoring Senvices.

Sub-processor: any third party appointed to process Personal Data on behalf of the Senice Provider related
to this Contract.

2 INTERPRETATION
2.1 Interpretation and construction of the Conditions shall be subject to the following provisions:
2.11 a reference to any statute, enactment, order, regulation or similar instrument shall be

construed as a reference to the statute, enactment, order, regulation or instrument as
subsequently amended or re-enacted;




3.1

3.2

3.3

4.1

4.2

4.3

4.4

4.5

5.1

5.2

2.1.2 The headings in these Conditions are for ease of reference only and shall not affect the
interpretation or construction of the Contract;

2.1.3 A person includes a natural person, corporate or unincorporated body (whether or not
having separate legal personality).

PROVISION OF MONITORING SERVICES

The Senice Provider shall provide the Monitoring Senices with reasonable skill and care, in
accordance with good industry practice and to the standard of a reasonably competent provider of
equivalent senices. The Senvice Provider shall ensure that the Monitoring Senices are performed in
accordance with the Authority Requirements and from time to time in accordance with the reasonable
directions of the Authority.

The Authority, acting by its officers, servants and agents or independent auditor shall have the power
toinspect and examine the Senice Provider's performance of the Monitoring Senices at any premises
where any part of the Monitoring Senices are being performed on reasonable notice to the Senice
Provider.

If the performance of the Monitoring Senices by the Senice Provider is delayed by reason of any act
on the part of the Authority or by industrial dispute (other than by an industrial dispute occurring within
the Senice Provider's or its sub-contractor's organisation) or any other cause which the Senice
Provider could not have prevented then the Senice Provider shall be allowed a reasonable extension
of time for completion. For the purposes of this paragraph, the Senice Provider shall be deemed to
have been able to prevent causes of delay that are within the reasonable control of the Senice
Provider, its staff, agents and sub-contractors.

SERVICE PROVIDER’S OBLIGATIONS

The Senice Provider shall not vary any provision of the Project Participant's grant offer letter and
Funding Documents or any other contract or document connected with the Project.

The Senice Provider shall only operate in the following capacities for which they are contracted; to
provide Project assurance as an observer, monitor and/or reporter of the activities of the Project and
in assuring the quality of claims and Project Change Requests submitted by them to the Authority on
behalf of the Project .

The Senice Provider shall not instruct, make recommendation, guide or advise the Project Participants
in any way so as to influence the Project whichis the subject of the Monitoring Senvices.

The Senice Provider shall co-operate with the Authority, including the Authority's employees,
representatives, contractors and sub-contractors as reasonably required by the Authority firm time to
time and in accordance with Schedule 2 (Specification) and provide reasonable information, advice
and assistance in connection with the Project as requested by the Authority.

The Senvice Provider agrees to comply with the reasonable security requirements of the Authority, the
Project Participants, and/ or a third party on whose premises the Monitoring Senices are carried out.

KPIS

The Senvice Provider shall provide the Monitoring Senices in accordance with the KPIs in Schedule
5 (KPlIs).

In the event that the Senvice Provider fails to achieve a KPI, the Senice Provider shall comply with the
Remedial Process identified for the relevant KP1 within the stipulated timeframe in the relevant table
in Schedule 5 (KPIs).




5.3

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

6.9

Failure by the Senice Provider to achieve three (3) KPIs within a Review Period shall entitle the
Authority to terminate the Contract for Material Breach under paragraph 20.1.

SERVICE PROVIDER KEY PERSONNEL

The Senice Provider shall be responsible for appointing the Key Personnel who will carry out the
Monitoring Senices on behalf of the Senice Provider for the term of the Contract. For the awidance
of doubt, the Senice Provider shall ensure:

6.1.1 the Key Personnel receives all appropriate guidance, support and training to enable the
Key Personnel to perform the Monitoring Senvices and to comply with its obligations under
the Contract; and

6.1.2 the Key Personnelis kept up to date with all relevant changes or variations to the Contract,
and any amendments or additions to the Authorities Policies.

Where the Monitoring Senices are provided by the Senice Provider's Key Personnel, and the Key
Personnel is not available at any point during the term of the Contract, the Senice Provider may,
subject to compliance with paragraph 6.1, substitute a suitable qualified individual to perform the
Monitoring Senices in their stead, by following the procedure in paragraph 34.

The relationship between the Senice Provider and the Authority will be that of “independent
contractor” which means that the Service Provider is not an employee, worker, agent or partner of the
Authority and the Senice Provider will not give the impression that they are.

As this is not an employment Contract the Service Provider will be fully responsible for all their own
tax including any national insurance contributions arising from carrying out the Monitoring Senvices.
Under no circumstances will the Authority be responsible for payment of any such tax.

Where the Senice Provider is liable to be taxed in the UK in respect of consideration received under
this contract, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003
(ITEPA) and all other statutes and regulations relating to income tax in respect of that consideration.

Where the Senice Provider is liable to National Insurance Contributions (NICs) in respect of
consideration received under this contract, it shall at all times comply with the Social Security
Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs
in respect of that consideration.

The Authority may, at any time during the term of this contract, request the Senice Provider to provide
information which demonstrates how the Senice Provider complies with Paragraphs 6.5 and 6.6
above or why those Paragraphs do not apply to it.

A request under paragraph 6.7 above may specify the information which the Senice Provider must
provide and the period within which that information must be provided.

the Authority may terminate this contract if:
6.9.1 in the case of a request mentioned in paragraph 6.7 above:

(@ the Senvice Provider fails to provide information in response to the request within a
reasonable time; or

(b) the Senvice Provider provides information which is inadequate to demonstrate either
how the Senice Provider complies with 6.5 and 6.6 abowve or why those Paragraphs
do not apply to it;

6.9.2 in the case of a request mentioned in Paragraph 6.8 abowve, the Senice Provider fails to
provide the specified information within the specified period, or




6.10

7.1

7.2

7.3

7.4

8.1

8.2

8.3

8.4

8.5

8.6

8.7

6.9.3 it receives information which demonstrates that, at any time when Paragraphs 6.5 and 6.6
apply to the Senice Provider, the Senice Provider is not complying with those Paragraphs.

The Authority may supply any information which it receives under Paragraph 6.7 to the Commissioners
of Her Majesty’s Revenue & Customs for the purpose of the collection and management of revenue
for which they are responsible.

ASSIGNMENT AND SUB-CONTRACTING

The Senvice Provider shall not assign, transfer, mortgage, charge, declare a trust over or deal in any
other manner with any of its rights and obligations under this Contract.

The Senice Provider shall not sub-contractany part ofthe Monitoring Senices without the prior written
consent of the Authority.

Subject to paragraph 7.2, ifthe Senice Provider uses a sub-contractor for the purpose of performing
the Monitoring Senices or any part of it, the Service Provider shall include in the relevant contract a
provision which requires the Senvice Provider to pay for those senices within 30 days of the Senvice
Provider receiving a correct invoice from the sub-contractor. The Senvice Provider shall be responsible
for the acts and omissions of his sub-contractors as though they were his own.

The Authority may at any time assign, mortgage, charge, declare a trust over or deal in any other
manner with any or all of its rights under this Contract, provided that it gives prior written notice of such
dealing to the Senice Provider.

INVOICES AND PAYMENT
The Fixed Fee shall be in payable in the Fixed Fee Increments.

The Authority shall retain 20% of the Fixed Fee (the Retained Sum) for the duration of the Contract.
Following successful completion of the Monitoring Senices, the Retained Sum shall be paid following
submission of the Senice Provider's inwice for the final Fixed Fee Increment in accordance with
paragraph 8.3 and 8.5.

The Senice Provider shall submit inwices in respect of the Fixed Fee Increments within 10 working
days after the dates on which the Monitoring Reports are uploaded to the Online System, sawve in
respect of the Senice Provider's inwice for the final Fixed Fee Increment, which shall be submitted
within 10 working days of completion of the activities set out at paragraphs 10.1-10.2 inclusive of the
Specification. Invoices that are submitted outside of this timeframe shall be paid at the Authority's sole
discretion. Details on the correct procedure to submitinwices are set out on the Online System.

The Senice Provider shall ensure that any invoice it submits is valid and sets out the Authority’s
Purchase Order Number and the Contract Reference Number, the relevant Review Period, the Fixed
Fee Increment and, where not all of the Monitoring Senices have been completed, the relevant part
of the Fixed Fee Increment with an appropriate breakdown of time worked, the part of the Monitoring
Senices (if all the Monitoring Senices have not been completed), and its confirmation that the
Monitoring Senices (or relevant part of the Monitoring Senices referred to on the inwoice) have been
fully performed.

Subject to paragraphs 8.2-8.4, the Authority shall pay the Senice Provider's invoices in respect of the
Fixed Fee Increments normally within 30 days of receipt.

Unless the Contract has been properly varied in accordance with paragraph 34.1, the Senice Provider
shall not be entitled to charge for the provision of any senvices that are not part of the Monitoring
Senices.

The Authority shall be entitled to withhold payment in respect of Monitoring Senices that the Senice
Provider failed to provide in accordance with the Authority Requirements, without prejudice to any




8.8

9.1

9.2

9.3
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10.1

10.2
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other rights or remedies of the Authority. The parties shall deal with any dispute in respect of the late
payment of a valid inwice in accordance with the provisions of paragraph 22 (Dispute Resolution).

Pursuant to paragraph 8.7, the Authority shall pay interest on the overdue sum from the due date until
payment of the overdue sum, whether before or after judgment. Interest under this paragraph 8.8 will
accrue each day at 4% a year above the Bank of England's base rate from time to time, but at 4% a
year for any period when that base rate is below 0%.

RECOVERY OF SUMS DUE

The Authority may, at any time, set off any liability of the Senice Provider to the Authority under the
Contract against any liability ofthe Authority to the Senvice Provider under this or any other agreemert,
whether either liability is present or future, liquidated or unliquidated. Any exercise by the Authority of
its rights under this paragraph shall not limit or affect any other rights or remedies available to it under
this Contract or otherwise.

Any over-payment by the Authority to the Senvice Provider shall be refunded by the Senvice Provider
to the Authority within 10 working days' notice.

Without prejudice to the provision of paragraph 9.1, the Senice Provider shall reimburse the Authority
for all reasonable costs incurred by the Authority which have arisen as a direct consequence of the
Senice Provider's failure to carry out the Monitoring Senices in accordance with Authority
Requirements.

MONITORING REPORT

Monitoring Reports shall be provided by the Senice Provider in accordance with the provisions in
Schedule 2 (Specification) and Schedule 3 (ProjectBrief), or as otherwise agreed betweenthe Senice
Provider and the Authority.

The Authority shall be entitled to reject Monitoring Reports submitted to it by the Senice Provider
where, in the reasonable opinion of the Authority, the Monitoring Reports do not comply with the
Authority Requirements.

In the event that a Monitoring Report is rejected by the Authority, the provisions of Schedule 5 (KPIs)
shall apply.

The acceptance of Monitoring Reports shall not prejudice any rights or remedies ofthe Authority under
the Contract.

DATA PROTECTION

New legislation will shortly come into force concerning the protection of personal data. The
Crown Commercial Service has released GDPR compliant data protection clauses
(Procurement Policy Note 03/17) that must be applied from 25 May 2018 onwards.

ServiceProviderswill bepreparing to be GDPR compliant from 25May 2018 but may be signing
this contract priortothat date. Thedataprotection clauseinthiscontractis therefore provided
as Part A and Part B below.

Part A of this clause providesthe legal position under the Data Protection Act 1998 and the
Service Provider’s compliance with this clause will be sufficient until the new regime comes
into force. Part B of this clause is the legal position under the GDPR and Data Protection Act
2018 (when enacted). From 25 May 2018 onwards all Service Providers will be required to be
compliant with Part B of this clause.

PART A
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11.2

11.3

11.4

11.5

11.6

11.7

11.8

11.1

11.2

11.3

In this Part A, references to “personal data”, “ data subjects” and “data processor” are to be interpreted
as defined in the Data Protection Act 1998 (“the Act”). The Authority and the Senice Provider
acknowledge that for the purposes of the Act, the Authority is the data controller and the Senice
Provider is the data processor of any personal data. The Senice Provider shall comply with the Data
Protection Legislation and do nothing which causes, or may cause, the Authority to be in breach of its
obligations under Data Protection Legislation. In particular, to the extent that the Service Provider acts
as a data processor in respect of any personal data pursuant to the Contract, the Senice Provider
shall only process such personal data as is necessary to enable it to fulfil its obligations under this
Contract and in accordance with the Authority's instructions.

The Senvice Provider warrants that it has appropriate technical and organisational measures in place
to protect any personal data it is processing on the Authority’s behalf against any unauthorised or
unlawful processing and against any accidental loss, destruction or damage and undertakes to
maintain such measures during the course of this Contract. The Senice Provider shall also take all
reasonable steps to ensure the reliability of its staff having access to any such personal data.

The Authority is entitled, on giving at least 5 Business Days' notice to the Senice Provider, to inspect
or appoint representatives to inspect all facilities, equipment, documents and electronic data relating
to the processing of personal data by the Senice Provider. This requirement to give notice will not
apply if the Authority believes that the Senice Provider is in breach of any of its obligations under this
paragraph 11. The Senvice Provider will upon the Authority’s requestfrom time to time prepare areport
for it on the technical and organisational measures it has in place to protect the personal data it is
processing on the Authority’s behalf.

The Senvice Provider shall at its own cost, at the Authority’s request, assist the Authority to comply
with any requests for access to personal data under the Act and in particular shall respond to any such
request promptly to enable the Authority to comply with its obligations under the Data Protection
Legislation. Where requested by the Authority the Senice Provider shall at its own cost promptly
provide it with any personal data relating to this Contract.

The Senice Provider shall immediately inform the Authority if any personal data is lost or destroyed
or becomes damaged, corrupted, or unusable. The Senice Provider will restore such personal data
at its own expense.

The Senvice Provider shall not transfer any personal data outside the European Economic Area unless
authorised in writing to do so by the Authority.

Upon the termination of this Contract for whatever reason the Senice Provider shall, unless notified
otherwise by the Authority or required by law, immediately cease any processing of the personal data
on the Authority’s behalf and as requested by the Authority destroy or return the personal data to the
Authority on suitable media within a reasonable timeframe to be agreed between the parties, but in
any event no longer than 10 working days.

The Senice Provider shall promptly carry out any request from the Authority requiring it to amend,
transfer or delete the personal data or any part of the personal data.

PART B

The parties acknowledge that for the purposes of the Data Protection Legislation, the Authority is the
Controller and the Senice Provider is the Processor. The only processing that the Senice Provider is
authorised to do is listed in Schedule 9 by the Authority and may not be determined by the Senice
Provider.

The Senvice Provider shall notify the Authority immediately if it considers that any of the Authority’s
instructions infringe the Data Protection Legislation.

The Senvice Provider shall provide all reasonable assistance to the Authority in the preparation of any
Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at
the discretion of the Authority, include:

10



a)

b)

c)
d)

a systematic description of the envisaged processing operations and the purpose of the
processing;

an assessmentofthe necessity and proportionality ofthe processing operations in relation
to the Senvices;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of Personal Data.

11.4 The Senice Provider shall, in relation to any Personal Data processed in connection with its
obligations under this Contract:

a)

b)

c)

d)

process that Personal Data only in accordance with Schedule 9, unless the Senice
Provider is required to do otherwise by Law. If it is so required the Senice Provider shall
promptly notify the Authority before processing the Personal Data unless prohibited by
Law;

ensure that it has in place Protective Measures, which have been reviewed and approved
by the Authority as appropriate to protect against a Data Loss Event having taken account
of the:

() nature of the data to be protected,;

(i) harm that might result from a Data Loss Event;

(iii)  state of technological development; and

(ivy  cost ofimplementing any measures;

ensure that :

(v)  the Contractor Personnel do not process Personal Data except in accordance
with this Contract (and in particular Schedule 9);

(v) it takes all reasonable steps to ensure the reliability and integrity of any
Contractor Personnel who have access to the Personal Data and ensure that
they:

A are aware of and comply with the Service Provider’s duties under this clause;

B are subject to appropriate confidentiality undertakings with the Senvice
Provider or any Sub-processor;

C are informed of the confidential nature of the Personal Data and do not
publish, disclose or divulge any of the Personal Data to any third party unless
directed in writing to do so by the Authority or as otherwise permitted by this
Contract; and

D have undergone adequate training in the use, care, protection and handling
of Personal Data; and

not transfer Personal Data outside of the EU unless the prior written consent of the
Authority has been obtained and the following conditions are fulfilled:

(vii)  the Authority or the Senice Provider has provided appropriate safeguards in
relation to the transfer (whether in accordance with GDPR Article 46 or LED
Article 37) as determined by the Authority;
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11.5

11.6

11.7

11.8

e)

(viii) the Data Subject has enforceable rights and effective legal remedies;

(ix) the Senice Provider complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any Personal Data
that is transferred (or, if it is not so bound, uses its best endeavours to assist
the Authority in meeting its obligations); and

(x) the Senice Provider complies with any reasonable instructions notified to it in
advance by the Authority with respect to the processing of the Personal Data;

at the written direction of the Authority, delete or return Personal Data (and any copies of
it) to the Authority on termination of the Contract unless the Senvice Provider is required
by Law to retain the Personal Data.

Subject to clause 11.6, the Senice Provider shall notify the Authority immediately if it:

a)
b)

c)

d)

e)

f)

receives a Data Subject Access Request (or purported Data Subject Access Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either party's
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory
authority in connection with Personal Data processed under this Contract;

receives a request from any third party for disclosure of Personal Data where compliance
with such request is required or purported to be required by Law; or

becomes aware of a Data Loss Event.

The Senice Provider's obligation to notify under clause 11.5 shall include the provision of further
information to the Authority in phases, as details become available.

Taking into account the nature of the processing, the Senice Provider shall provide the Authority with
full assistance in relation to either party's obligations under Data Protection Legislation and any
complaint, communication or request made under clause 11.5 (and insofar as possible within the
timescales reasonably required by the Authority) including by promptly providing:

a)

b)

d)

e)

the Authority with full details and copies of the complaint, communication or request;
such assistance as is reasonably requested by the Authority to enable the Authority to
comply with a Data Subject Access Request within the relevant timescales set out in the
Data Protection Legislation;

the Authority, at its request, with any Personal Data it holds in relation to a Data Subject;
assistance as requested by the Authority following any Data Loss Event;

assistance as requested by the Authority with respect to any request from the Information

Commissioner’'s Office, or any consultation by the Authority with the Information
Commissioner's Office.

The Senice Provider shall maintain complete and accurate records and information to demonstrate
its compliance with this clause. This requirement does not apply where the Senice Provider employs
fewer than 250 staff, unless:

a)

the Authority determines that the processing is not occasional
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11.9

11.10

11.11

11.12

11.13

11.14

12

12.1

12.2

b) the Authority determines the processing includes special categories of data as referred to
in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences
referred to in Article 10 of the GDPR; and

c) the Authority determines that the processing is likely to result in a risk to the rights and
freedoms of Data Subjects.

The Senice Provider shall allow for audits of its Data Processing activity by the Authority or the
Authority’s designated auditor.

The Senice Provider shall designate a data protection officer if required by the Data Protection
Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Contract, the Senice
Provider must:

a) notify the Authority in writing of the intended Sub-processor and processing;
b) obtain the written consent of the Authority;

c) enterinto a written agreement with the Sub-processor which give effect to the terms set
out in this clause 11 such that they apply to the Sub-processor; and

d) provide the Authority with such information regarding the Sub-processor as the Authority
may reasonably require.

The Senvice Provider shall remain fully liable for all acts or omissions of any Sub-processor.

The Authority may, at any time on not less than 30 Working Days’ notice, revise this clause by
replacing it with any applicable controller to processor standard clauses or similar terms forming part
of an applicable certification scheme (which shall apply when incorporated by attachment to this
Contract).

The parties agree to take account of any guidance issued by the Information Commissioner’s Office.
The Authority may on not less than 30 Working Days’ notice to the Senice Provider amend this
Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

SECURITY STANDARDS

The Senvice Provider confirms that it shall maintain either; Cyber Essentials, Cyber Essentials Plus or
ISO27001:2013/2005 accreditationduring the term of the Contract, and shall ensure that all Monitoring
Senices are provided in accordance with the standards set out therein. In particular, the Senice
Provider shall provide the Monitoring Senices in such a way as:

12.1.1 not to cause any fault or malfunction in the Project Participant software (or any related
software or system of the Authority); and

12.1.2 not to introduce any viruses (or any other malware) onto the Project Participant's systems
while performing the Monitoring Senvices; and

12.1.3 not to cause any interruption to the business processes of the Project Participants (other
than any agreed and unawoidable interruption which is required in order to perform the
Monitoring Senices in a proper and efficient manner).

The Senice Provider shall comply with the Authority's Data/Cyber Security policy at Schedule 7
(Innovate UK Policies, Guidelines and Codes of Practice) of the Contract at all times during the
provision of the Monitoring Senices.
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13

131

13.2

13.3

14

14.1

14.2

14.3

14.4

15

15.1

CONFLICT OF INTEREST

The Senice Provider shall ensure that there is no conflict of interest likely to prejudice its
independence and objectivity in performing the Contract and undertakes that upon becoming aware
of any such conflict of interest during the performance of the Contract (whether the conflict existed
before the award of the Contract or arises during its performance) it shall immediately notify the
Authority in writing of the same, giving particulars of its nature and the circumstances in which it exists
or arises and shall furnish such further information as the Authority may reasonably require.

Where the Authority is of the opinion that the conflict of interest notified to it under paragraph 13.1
above is capable of being awided or removed, the Authority may require the Senice Provider to take
such steps as will, in its opinion, avoid, or as the case may be, remove the conflict and: -

13.2.1 If the Service Provider fails to comply with the Authority’s requirements in this respect; or

13.2.2 If, in the opinion of the Authority, itis not possible to remowve the conflict, the Authority may
terminate the Contract immediately. For the awidance of doubt, the Authority shall cover
the Senice Provider's reasonable costs following termination of the Contract under this
paragraph 13.2.2.

Notwithstanding paragraph 13.2, where the Authority is of the opinion that the conflict of interest which
existed at the time of the award of the Contract could have been discovered with the application by
the Senice Provider of due diligence and ought to have been disclosed as required by the Invitation
to Tender pertaining to it, the Authority may terminate the Contract immediately for Material Breach
under paragraph 20.1 and, without prejudice to any other rights, recover from the Senice Provider the
amount of any reasonable direct losses resulting from such termination.

INTELLECTUAL PROPERTY RIGHTS

Subject to any pre-existing rights of the parties (which shall remain with the party that introduced such
rights) the Intellectual Property Rights in all reports, documents and other materials which are
generated or acquired by the Senice Provider or any of its sub-contractors (the “Materials”) in the
performance of the Monitoring Senices or arising out of the Contract shall belong to and vest in the
Authority.

The Senvice Provider warrants to the Authority that all of their staff, and sub-contractors are and will
be engaged in relation to the Contract on terms which do not entitle any of them to any Intellectual
Property Rights in the Materials, and which require them to waive all moral rights.

If the Senice Provider in providing the Monitoring Senices uses any materials in which there are pre-
existing Intellectual Property Rights owned by itself, its agents, sub-contractors or third parties, it shall
itself provide, or procure from such sub-contractor or third party a nonexclusive licence for, or, if the
Senice Provider is itself a licensee of those Intellectual Property Rights, it shall grant a sub-licence to,
the Authority to use, reproduce, modify, adapt and enhance the material as the Authority seesfit. Such
licence or sub-licence shall be perpetual and irrevocable and granted at no cost to the Authority.

The Authority shall have the sole right to use any information (whether or not it is Confidential
Information) collected or collated pursuant to the Contract (excluding any information which in the
opinion of the Authority is confidential tothe Senice Provider or which has been communicated to the
Senice Provider under a condition that it shall be confidential to the Senvice Provider), and all original
documents in whatever form which contain that information, including all recording and data storage
media, any wice recording and any special computer program written to give access to the
information, shall on request be deposited with the Authority.

CONFIDENTIALITY
The Senice Provider undertakes to keep in strict confidence all Confidential Information which is

disclosed to it under the Contract, and at any time, and for a period of ten years after termination of
this Contract, shall not disclose to any person any Confidential Information concerning the business,
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15.2

15.3

15.4

15.5

15.6

15.7

16

16.1

affairs, customer, clients or Senvice Providers of the Authority or the Project Participants, except as
permitted by paragraph 15.2.

The Senvice Provider may disclose the Authority's or the Project Participants' Confidential Information:

15.2.1 to its Key Personnel, employees, officers, representatives or advisers who need to know
such information for the purposes of exercising the Service Provider's rights or carrying out
its obligations under or in connection with this Contract. The Senice Provider shall ensure
that its Key Personnel, employees, officers, representatives or advisers to whom it
discloses the Authority's or the Project Participants' Confidential Information comply with
this paragraph 15; and

15.2.2 as may be required by law, a court of competent jurisdiction or any governmental or
regulatory authority.

Information that:

15.3.1 was public knowledge or already known to the Senice Provider at the time of disclosure;
or

15.3.2 subsequently becomes public knowledge other than by breach of the Contract; or

15.3.3 subsequently comes lawfully into the possession of the Senice Provider from a third party;
or

15.3.4 is agreed by the parties not to be confidential or to be disclosable,
shall not be deemed Confidential Information for the purpose of the Contract.

The Senvice Provider shall not without the prior consent in writing of the Authority, use the Authority's
or the Project Participants' Confidential Information for any purpose other than to exercise its rights
and perform its obligations under or in connection withthe Contract.

The Senvice Provider shall not handle or examine any document or thing bearing the Authority or
Government security classification of “Secret” or “Top Secret” other than in a Government
establishment and the Senice Provider shall not remove any such document or thing from such
Authority establishment without the prior written consent of the Authority.

The Senice Provider shall not communicate with representatives of any press, radio, television or
other communications media, with regard to the Project, the Project Participants, the Contract or the
provision of the Monitoring Senices, unless previously agreed in writing with the Authority.

Upon the termination of this Contract for whatever reason the Senice Provider shall, unless notified
otherwise by the Authority or required by law, destroy or return to the Authority on suitable media all
Confidential Information within a reasonable timeframe to be agreed between the parties, but in any
event no longer than 10 working days.

OFFICIAL SECRETS

The Supplier shall comply with the provisions of:

16.1.1 the Official Secrets Act 1911 to 1989 (and for the awidance of doubt, the Senvice Provider
acknowledges that by entering into this Contract it shall abide by the relevant restrictions

of the Official Secrets Act 1911 to 1989); and

16.1.2 section 182 of the Finance Act 1989.
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17

17.1

17.2

17.3

17.4

18

18.1

FREEDOM OF INFORMATION

The Senvice Provider acknowledges that the Authority is subject to the requirements of the Freedom
of Information Act 2000 (“FOIA”) and the Environmental Information Regulations 2004 and shall assist
and cooperate with the Authority, at the Senice Provider's expense, to enable the Authority to comply
with these information disclosure requirements.

In this paragraph:
17.2.1 "Information” has the meaning ascribed to it in section 84 of FOIA; and

17.2.2 "Request for Information" has the meaning ascribed to it in section 8 of FOIA, or any
apparent request for information under the FOI or EIR.

Specifically, the Senice Provider shall:

17.2.3 provide all necessary assistance and cooperation as reasonably requested by the Authority
to enable the Authority to comply with its obligations under the FOIA and EIRs;

17.2.4 transfer to the Authority all Requests for Information relating to this Contract that it receives
as soon as practicable and in any event within 2 Working Days of receipt;

17.2.5 provide the Authority with a copy of all Information belonging to the Authority requested in
the Request For Information which is in its possession or control in the form that the
Authority requires within 5 Working Days (or such other period as the Authority may
reasonably specify) of the Authority's request for such Information; and

17.2.6 not respond directly to a Request For Information unless authorised in writing to do so by
the Authority.

The Senice Provider acknowledges that the Authority may be required under the FOIA and EIRs to
disclose Information (including Confidential Information) without consulting or obtaining consent from
the Senice Provider. The Authority shall take reasonable steps to notify the Senice Provider of a
Request For Information (in accordance with the Secretary of State's section 45 Code of Practice on
the Discharge of the Functions of Public Authorities under Part 1 of the FOIA) to the extent that it is
permissible and reasonably practical for it to do so but (notwithstanding any other provision in this
Contract) the Authority shall be responsible for determining in its absolute discretion whether any
Confidential Information and/or any other information is exempt from disclosure in accordance with
the FOIA and/or the EIRs.

The Senvice Provider shall ensure that all Information produced in the course of the provision of the
Monitoring Senices or relating to the Contract is retained for disclosure and shall permit the Authority
to inspect such records as requested from time to time.

INDEMNITIES AND INSURANCE

The Senvice Provider shall hold harmless and indemnify the Authority on demand from and against all
claims, demands, proceedings, actions, damages, costs (including legal costs), expenses and any
other liabilities arising from claims made by the Authorities' staff or agents, or by third parties, in respect
of:

18.1.1 any death or personal injury;

18.1.2 loss or destruction of or damage to property;

18.1.3 any other loss, destruction or damage, including but not limited to financial losses which
are caused, whether directly or indirectly, by the breach of contract or breach of duty

(whether in negligence, tort, statute or otherwise) of the Senice Prowvider, its Key
Personnel, employees, agents or sub-contractors; or
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18.2

18.3

18.4

18.5

18.6

18.7

19

19.1

18.1.4 any breach of the Senice Provider's obligations in paragraphs 11, 12, 14, or 15 of these
Conditions.

Except in relation to breaches by the Senice Provider of its obligations in paragraphs 11, 12, 14 and
15, the amount of the Senice Provider's liability under this paragraph to the Authority shall be limited
to 200% on a claims made basis of the Fixed Fee payable by the Authority to the Senice Provider
under the Contract in the 12 month period preceding the breach.

The Authority's liability under this paragraph to the Senvice Provider shall be limited to 100% in the
aggregate of the Fixed Fee paid by the Authority to the Senice Provider under the Contract in the 12
month period preceding the breach.

Except in relation to breaches by the Senice Provider of its obligations in paragraphs 11, 12, 14 and
15 neither party to this Contract shall have any liability to the other party, whether in contract, tort
(including negligence), breach of statutory duty, or otherwise, for any indirect or consequential loss
arising under or in connection with this Contract.

For the term of the Contract and for a period of 3 years thereafter the Senice Provider shall effect with
a reputable insurance company a policy or policies of insurance providing an adequate level of cover
in respect of all risks which may be incurred by the Senice Provider in respect of the indemnities
provided under the Contract, which in any event shall not be less than:

18.5.1 professional insurance for not less than £1 million per claim;
18.5.2 public liability insurance for not less than £5 million per claim (unlimited claims);
18.5.3 employer liability insurance for not less than £5 million per claim (unlimited claims).

The Senice Provider shall provide to the Authority the relevant policy documentor documents together
with receipt of other evidence of payment of the latest premium due thereunder.

The Senvice Provider shall ensure that the Authority’s interest is noted on each insurance policy, or
that a generic interest paragraph has been included.

TERMINATION FOR INSOLVENCY OR CHANGE OF CONTROL

The Senvice Provider shall notify the Authority in writing immediately upon the occurrence of any of
the following events:-

19.1.1 where the Senice Provider is an individual, if a petition is presented for bankruptcy, any
composition or arrangement with or for the benefit of creditors is made, or any conveyance
or assignment for the benefit of creditors is made, or if an administrator is appointed to
manage the individuals affairs; or

19.1.2 where the Senice Provider is not an individual but is a firm or a number of persons acting
together, if any event in paragraph 19.1.1 or 19.1.3 occurs in respect of any partner in the
firm or any of those persons, or if a petition is presented for the Senice Provider to be
wound up as an unregistered company; or

19.1.3 where the Senice Provider is a company or limited liability partnership, if the company or
limited liability partnership enters administration or passes a resolution to wind up or the
court makes an administration order or a winding-up order, or the company makes a
composition or arrangement with its creditors, or an administrative receiver, receiver or
manager is appointed by a creditor or by the court, or possession is taken of any of its
property under the terms of a floating charge; or

19.1.4 The Senice Provider undergoes a change of control, where “control” has the meaning
given in section 1124 of the Corporation Tax Act 2010.
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19.2

20

20.1

21

21.1

21.2

22

22.1

22.2

After receipt of the notice under paragraph 19.1 or earlier discovery by the Authority of the occurrence
of any of the events described in 19.1, the Authority may, by notice in writing to the Senice Provider,
terminate the Contract withimmediate effect without compensation to the Senvice Provider and without
prejudice to any right or action orremedy which may accrue to the Authority thereafter. The Authority’s
right to terminate the Contract under paragraph 19.1.4 will exist until the end of a period of three
months starting from receipt of the notice provided by the Senice Provider pursuant to paragraph
19.1, or such other period as is agreed by the parties.

TERMINATION FOR BREACH OF CONTRACT

If either party commits a Material Breach of any term of this Contract which breach is irremediable or
(if such breach is remediable) fails to remedy that breach within a period of 30 days after being notified
in writing to do so, the other party shall be entitled to terminate the Contract with immediate effect by
notice in writing to the party that committed the Material Breach. This is without prejudice to any other
rights or remedies of either party under the Contract.

CANCELLATION AND SUSPENSION

The Authority shall be entitled to terminate the Contract, or to terminate the provision of any part of
the Monitoring Senvices, by giving to the Senice Provider not less than 30 days' notice in writing to
that effect.

The Authority may at any time demand that the Senice Provider suspend the provision of the
Monitoring Senices. In the event of a suspension under this paragraph 21.2, the Authority may, in its
sole discretion, permitthe Senice Provider additional time in which to provide the Monitoring Senvices.

DISPUTE RESOLUTION

The parties shall attempt, in good faith, to negotiate a settlement to any dispute arising out of or in
connection with the Contract betweenthem. Such negotiation will be conducted as follows:

22.1.1 Either party shall give the other written notice that a dispute has arisen setting out the
nature and full particulars of the dispute and including any supporting documents (a
Dispute Notice).

22.1.2 On senice of the Dispute Notice, the parties shall negotiate in good faith to resolve the
dispute.

22.1.3 If the dispute has not been resolved between the parties within 14 days of the date on
which the Dispute Notice was sened, each party shall refer the dispute to a senior
representative of the parties who shall attempt in good faith to resolve it.

22.1.4 If the senior representatives are unable to resolve the dispute within 14 days of the dispute
being referred to them, either party may refer the dispute to mediation in accordance with
the CEDR Model Mediation Procedure pursuant to paragraph 1.3.

22.1.5 Unless otherwise agreed between the parties, the mediator shall be nominated by CEDR.
To initiate the mediation, a party must serve notice in writing (ADR notice) to the other party
to the dispute, requesting mediation. A copy of the ADR notice should be sent to CEDR.
The mediation will start not later than 21 days after the date of the ADR notice.

22.1.6 Unless otherwise agreed, all negotiations connected with the dispute and any settlement
agreement relating toit shall be conducted in confidence and without prejudice tothe rights
of the parties in any future proceedings.

No party may commence court proceedings in relation to the whole or part of a dispute until 60 days
after senice of the ADR notice, provided that, nothing in this paragraph 22.2 shall prevent either party
from obtaining urgent injunctive relief, or, in the case of fraud, breach of confidence or breach of
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22.3

23

23.1

23.2

24

241

25

25.1

26

26.1

27

27.1

28

28.1

29

29.1

intellectual property rights, instigating legal proceedings, save where the parties agree otherwise in
writing.

The Senvice Provider shall not be permitted to suspend performance of the Monitoring Senvices for
the duration of any dispute under this paragraph 22.

ANTI-BRIBERY AND PROHIBITED ACTS

In entering into the Contract, the Senice Provider warrants to the Authority thatit, its Key Personnel,
employees, agents or sub-contractors-have not committed any Prohibited Act, and in performing its
obligations under this Contract the Senice Provider shall not, and shall procure that its Key Personnel,
employees, agents or sub-contractors shall not commit any Prohibited Act. The Senvice Provider shall
notify the Authority immediately on becoming aware of, or suspecting, any failure to comply with any
provision of this paragraph 23.1 in writing.

Any failure to comply with any provision of this paragraph 23.1 shall entitle the Authority to terminate
this Contract forthwith by giving notice to the Senice Provider at no cost, liability or penalty to the
Authority and without prejudice to any other rights or remedies thatmay have accrued to the Authority's
benefit under or in connection with the Contract.

AUTHORITY POLICIES

The Authority Policies shall be adhered to at all times by the Senice Provider in the provision of the
Monitoring Senices, provided that any amendments or additions to the Authorities Policies are brought
tothe attention ofthe Senice Provider and the Senice Provider is provided with copies ofthe Authority
Palicies.

ACTS BY THE AUTHORITY

The Authority may delegate authority to act or discharge its obligations under the Contract to any
person authorised by the Authority.

SERVICE OF NOTICES AND COMMUNICATIONS

Any notice or other communication that either party gives under the Contract shall be made in writing
and given either by hand, first class recorded postal delivery or email. Notice given by hand shall be
effective immediately, notice given by recorded postal delivery shall be effective two working days
after the date of posting, notice given by email shall be effective between the hours of 9.00am and
5.00pm on a working day, or if sent by e-mail outside the hours of 9.00am and 5.00pm on a working
day, at 9.00am on the next working day.

VALUE ADDED TAX (VAT)

The Fixed Fee are exclusive of amounts in respect of VAT. The Authority shall, on receipt of a valid
VAT inwice from the Senice Provider, pay to the Senice Provider any additional amounts in respect
of VAT as are chargeable in respect of the Monitoring Sences.

RIGHTS OF THIRD PARTIES

No one other than a party to this Contract, their successors and permitted assignees, shall have any
right to enforce any of its terms.

NON-DISCRIMINATION

The Senice Provider shall not unlawfully discriminate within the meaning and scope of the anti-
discrimination legislation within the UK in relation to the provision of the Monitoring Senices or
otherwise and shall take all reasonable steps to ensure that its Key Personnel, employees, agents or
sub-contractors do not unlawfully discriminate.
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30.1

31

31.1

32

32.1

33

33.1

33.2

34

34.1

34.2

34.3

34.4

35

35.1

DISABILITY EQUALITY SCHEME

The Authority is subject to the Disability Discrimination Act 1995 as amended by the Disability
Discrimination Act 2005. The Authority has published a Disability Equality Scheme, which is set out
on the Authority's website. The Senice Provider shall, and shall procure that its sub-contractors,
agents and personnel, comply with both the Disability Discrimination Act 1995 as amended by the
Disability Discrimination Act 2005 and the Authority's Disability Equality Scheme.

RACE EQUALITY SCHEME

The Authority is subject to the Race Relations (Amendment) Act 2000. The Authority has published a
Race Equality Scheme, which is set out on the Authority's website. The Senice Provider shall, and
shall procure that its sub-contractors, agents and personnel, comply with both the Race Relations
(Amendment) Act 2000 and the Authority's Race Equality Scheme.

WELSH LANGUAGE ACT

Where applicable the Service Provider shall for the term of the Contract comply with the principles of
the Authority’s Welsh Language Scheme.

SUSTAINABLE PROCUREMENT

The Senvice Provider shall comply in all Material respects with all applicable environmental laws and
regulations in force from time to time in relation to the Monitoring Senices. Without prejudice to the
generality of the foregoing, the Senice Provider shall promptly provide all such information regarding
the environmental impact ofthe Monitoring Senices as may reasonably be requested by the Authority.

The Senvice Provider shall meet all reasonable requests by the Authority for information evidencing
compliance with the provisions of this paragraph by the Senice Provider.

CHANGE

No change to the terms of the Contract, which for the avoidance of doubt shall include variations to
the scope and duration of the Monitoring Senices as set out in the ITT, shall be valid unless agreed
in writing between the Authority and the Senice Provider in accordance with the provisions of this
paragraph 34. Either party may propose a change. Any change proposed pursuant to paragraph 34.1
should be submitted by the party requesting the change to the other party for approval using the
Contract Change Request (CCR) Form.

If the Senice Provider requests a substitution of their Key Personnel, as identified in their original
Tender, the Authority reserves the right to reject a proposed substitute with reasonable explanation of
grounds, at its absolute discretion. The Authority and the Senice Provider will use all reasonable
endeawvours to agree a suitable substitute.

If the change will result in an increase in the Senice Provider's costs, and the Contract Change
Request (CCR) Form is approved by the Authority, the Authority shall raise a new purchase order or
extend the existing purchase order for the Monitoring Senices based on the Additional Fee.

The parties shall agree between them as to when and on what basis the Senice Provider may submit
invoices in respect of the Additional Fee, and when payment of the inwices are to be made by the
Authority.

OTHER LEGISLATION

The Senvice Provider shall, and shall procure that its sub-contractors, agents and personnel, comply
with all other applicable laws.
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36.1

37

37.1

38

38.1

38.2

39

39.1

39.2

40

40.1

40.2

40.3

41

41.1

SERVICE PROVIDER STATUS

Nothing in the Contract shall create or be construed as creating a partnership, joint venture, a contract
of employment or relationship of employer and employee, or a relationship of principal and agent
between the Authority and the Senice Provider, or between the Authority and any of the Senice
Provider's sub-contractors, agents or personnel.

ENTIRE AGREEMENT

The Contract constitutes the entire agreement and understanding between the parties and supersedes
all prior written and oral representations, agreements or understandings between them relating to the
subject matter of the Contract provided that neither party excludes liability for fraudulent
misrepresentations upon which the other party has relied.

WAIVER

A waiver of any right or remedy under this Contract or by law is only effective if given in writing and
shall not be deemed a waiver of any subsequent breach or default.

A failure or delay by a party to exercise any right or remedy provided under this Contract or by law
shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any
further exercise ofthat or any otherright or remedy. No single or partial exercise ofany right or remedy
provided under this Contract or by law shall prevent or restrict the further exercise of that or any other
right or remedy.

SEVERABILITY

If any provision or part-provision of this Contractis or becomes invalid, illegal or unenforceable, it shall
be deemed modified to the minimum extent necessary to make it valid, legal and enforceable. If such
modification is not possible, the relevant provision or part-provision shall be deemed deleted. Any
modification to or deletion of a provision or part-provision under this paragraph shall not affect the
validity and enforceability of the rest of this Contract.

If any provision or part-provision of the Contract is invalid, illegal or unenforceable, the parties shall
negotiate in good faith to amend such provision so that, as amended, it is legal, valid and enforceable,
and, to the greatest extent possible, achieves the intended commercial result of the original provision.

EXIT PROVISIONS

The Senice Provider shall comply with paragraphs 11.7 and 15.7 of these Conditions and the
applicable requirements in Schedule 2 (Specification) and Schedule 3 (Project Brief) onthe termination
of the Monitoring Senices.

Where the Authority intends to continue with senices equivalent to any or all ofthe Monitoring Senices
after termination or expiry of the Contract, either by performing them itself or by the appointment of a
replacement Senice Provider, the Senvice Provider shall use all reasonable endeawvours to ensure
that the transition is undertaken with the minimum of disruption to the Authority.

The Senice Provider shall co-operate fully during the transition period and provide full access to the
Materials, all data, documents, manuals, working instructions, reports and any information, whether
held in electronic or written form, which the Authority considers necessary.

LAW AND JURISDICTION

The Contract shall be governed by and construed in accordance with English Law and shall be subject
to the exclusive jurisdiction of the courts of England and Wales.
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SCHEDULE 2 - SPECIFICATION

Please see Monitoring Senices Specification in the DPS Document Library.

22



SCHEDULE 3- PROJECT BRIEF

Please see Project Brief in the DPS Document Library.
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SCHEDULE 4 - SERVICE PROVIDER’S TENDER AND CLARIFICATIONS
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Project Management Assurance KPls

SCHEDULE 5- KPIS

Description Measure Initial Remedy if KPIlis [ Timeframe | Second Remedy in the event of failure | Timeframe for | Third Remedy
not achieved for Initial | of Initial Remedy to rectify issue Second in the event of
Remedy Remedy failure of
Second
Remedy to
rectify issue
KPI 1. Project Management Assurance — Reporting
All Monitoring Reports | Report If the report is rejected, [ Submission | If the Senice Provider's updated report | As stipulated | The Authority
meet the requirements | accepted/ the Senice Provider | of updated | does not meet the relevant requirements, | by the | may terminate
set out in the| Rejected by | must provide an updated | report within | the Authority will schedule a Senice | Authority. the  Contract
Specification 100% of | Authority version of the report that | 5 working | Management meeting with the Senice for Material
the time. meets the requirements | days of | Provider to agree an action plan for Breach.
set out in the | Authority immediate improvement. The Senice
Specification. rejection of | Provider shall comply with the action plan
initial report. | within the Authority's stipulated timeframe.
KPI 2. Project Management Assurance —Communication
All information | Achieved/ Not | If this KPI is not | Immediately | Inthe event of a 2™ consecutive failure in | As stipulated | The Authonty
provided tothe Senvice | achieved achieved, the Senice the relevant Review Period to | by the | may terminate
Provider by Project Provider shall pass the communicate relevant information, the | Authority. the  Contract
Participants that needs information immediately Authority will schedule a Senice for Material
to be passed to the following Authority Management meeting with the Senice Breach.
Authority as set out in notification. Provider to agree an action plan for

the Specification and
the Contract is
communicated to the
Authority  within 2
working days of receipt

of the relevant
information 100% of
the time.

immediate improvement. The Senice
Provider shall comply with the action plan
within the Authority's stipulated timeframe.

KPI 3. Project Management Assurance - Administration & Control
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Comply with  the [ Achieved/ Not [ If this KPI is not | Immediately | In the event of a 2" consecutive failure in | As  stipulated | The Authority
Senice Provider's | achieved achieved, the Senice | following the relevant Review Period the Authority | by the | may terminate
startup phase Provider shall establish [ Authority will schedule a Senice Management | Authority. the  Contract
obligations set out in and maintain contact | notification meeting with the Senice Provider to agree for Material
clause 6.3 of the with Project Participants an action plan for immediate improvement. Breach.
Specification and following notification. The Senvice Provider shall comply with the
schedule the first action plan within the Authority's stipulated
Review Meeting where timeframe.
relevant.
KPI 4. Project Management Assurance - Administration & Control
Schedule Review | Achieved/ Not | Schedule meetings as | Within 2 [ In the event of a 2nd consecutive failure in | As stipulated [ The Authority
Meetings with Project | achieved stipulated by Authority | working days | the relevant Review Period the Authority | by the | may terminate
Participants as following notification of Authorty | will schedule a Senice Management | Authority. the  Contract
required in the notification meeting with the Senice Provider to agree for Material
Specification 100% of an action plan for immediate improvement. Breach.
the time. The Senvice Provider shall comply with the

action plan within the Authority's stipulated

timeframe.
KPI 5. Project Management Assurance - Administration & Control
Upload all Project Achieved/ Not | If this KPI is not [ Within 2 | In the event of a 2nd consecutive failure in | As stipulated | The Authority
Documents as achieved achieved, the Senvice | working days | the relevant Review Period the Authority | by the | may terminate
required in the Provider shall upload the | of Authority | will schedule a Semnice Management | Authority. the  Contract
Specification to the required documentation | notification meeting with the Senice Provider to agree for Material
Online Systemin to the Online System an action plan for immediate improvement. Breach.
accordance with the following notification by The Senvice Provider shall comply with the
relevant the Authority. action plan within the Authority's stipulated
timescales100% of the timeframe.
time.
KPI 6. Project Management Assurance —Communication
Maintain regular and | Achieved/ Not | If this KPI is not | Lot Owner to | In the event of a 2nd consecutive failure in | As  stipulated | The Authority
effective achieved achieved, the Lot Owner | contact the relevant Review Period the Authority | by the | may terminate
communication  with and/or the Authority shall [ Senice will schedule a Senice Management | Authority. the  Contract
Lot Owner to provide contact the Senvice | Provider meeting with the Senice Provider to agree for Material
them with accurate Provider to explain why | within a | an action plan forimmediate improvement. Breach.
information on the the satisfaction level was | reasonable The Senvice Provider shall comply with the
progress of  the unacceptable. timeframe. action plan within the Authority's stipulated

Project.

timeframe.
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Financial Assurance KPIs

Description Measure Initial Remedy if KPlis [ Timeframe | Second Remedy in the event of failure | Timeframe for | Third Remedy
not achieved for Initial | of Initial Remedy to rectify issue Second in the event of
Remedy Remedy failure of
Second
Remedy to
rectify issue
KPI1 7. Financial Assurance
Senice Provider to | Financial If the Financial Claim | Within 3 | In the event of a 2nd consecutive failure in | As stipulated | The Authority
ensure Project | Claim Validation Form is | working days | the relevant Review Period the Authority | by the | may terminate
Participants' claims | Validation rejected, the Senice | of Authorty | will schedule a Senice Management | Authority. the  Contract
are  \validated in | Form accepted | Provider must repeat the | notification meeting with the Senice Provider to agree for Material
accordance with the | or rejected. validation procedure for an action plan forimmediate improvement. Breach.
requirements in the the claim in question as The Senvice Provider shall comply with the
Specification 100% of set out in the action plan within the Authority's stipulated
the time. Specification, and re- timeframe.
submit the Financia
Claim Validation Form.
Technical Assurance KPIs
Description Measure Initial Remedy if KPlis [ Timeframe | Second Remedy in the event of failure | Timeframe for | Third Remedy
not achieved for Initial | of Initial Remedy to rectify issue Second in the event of
Remedy Remedy failure of
Second
Remedy to
rectify issue
KPI 8. Technical Assurance & Project Management Assurance - Administration & Control
Attend and chair all [ Achieved/ Not | If this KPI is nat | Within 3 | In the event of a 2nd consecutive failure in | As stipulated | The Authority
scheduled Review | achieved achieved, following | working days | the relevant Review Period the Authority | by the | may terminate
Meetings with Project notification by  the | of Authorty | will schedule a Senice Management | Authority. the  Contract
Participants/ Lot Authority the Senice | naotification meeting with the Senice Provider to agree
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Owners as identified in
the Specification 100%
of the time.

Provider shall
reschedule the cancelled
meeting in accordance
with the requirements in
the Specification.

an action plan for immediate improvement.
The Senvice Provider shall comply with the
action plan within the Authority's stipulated
timeframe.

for Material
Breach.

Project Close KPlIs

Description Measure Initial Remedy if KPlis [ Timeframe | Second Remedy in the event of failure | Timeframe for | Third Remedy
not achieved for Initial | of Initial Remedy to rectify issue Second in the event of
Remedy Remedy failure of
Second
Remedy to
rectify issue
KPI1 9 —Service Provider obligations on Project completion
Completion of all | Achieved/ Not | If this KPI is not| Within  the | In the event of a 2nd consecutive failure to | NA NA
Senice Provider | achieved achieved, following | timeframe complete  the Senice Provider
responsibilities at notification by  the | stipulated by | responsibilities at Project completion, the
Project completion Authority the Senice | the Authorty | Authority shall be entitled to withhold
identified in clause Provider shall take the | in its | payment of the Senice Provider's final
10.2 of the steps required by the | notification inwice and terminate the contract for
Specification and Authority to complete the Material Breach.
within  the relevant Senice Provider's
timeframes. responsibilities at Project

completion.
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SCHEDULE 6- PRICING

Fixed Fee for the Monitoring Senices £

Retained Sum at 20% £

Payment of Fixed Fee Increments

Review Period

Fixed Fee Increment

Total

OO B|W[IN]|F-
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SCHEDULE 7- INNOVATE UK POLICIES, GUIDELINES AND CODES OF PRACTICE

Please see the Innovate UK Policies, Guidelines and Codes of Practice in the DPS Document
Library.
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SCHEDULE 8- CONTRACT CHANGE REQUEST (CCR) FORM TEMPLATE

SERVICE PROVIDER AND CONTRACT DETAILS

SERVICE PROVIDER NAME:

CONTRACT TITLE AND REFERENCE NUMBER:

CHANGE DETAILS

DATE OF CHANGE REQUEST:

CHANGE REQUEST NUMBER: (Authority to complete) CCR

TYPE OF CHANGE:

Exception to a specific clause/paragraph
Additional duties

Contract extension

Change of Key Personnel

Other

OoOo0ooo

FULL DESCRIPTION OF REQUESTED CHANGE:

REASONS FOR THE REQUESTED CHANGE:

ADDITIONAL FEE RATE

[0 Daily Fee Rate [ Monthly Fee Rate

REQUIRED BY DATE:

DETAILS OF REQUESTING PARTY

RAISED BY:
NAME:
DATE:
SIGNATURE:

DECISION

ACTION:

D Approve D Reject

COMMENTS:
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NAME:
DATE:
SIGNATURE:
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SCHEDULE 9- PROCESSING, PERSONAL DATA AND DATA SUBJECTS

The Service Provider shall comply with any further written instructions with respect
to processing by the Authority.

Any such further instructions shall be incorporated into this Schedule.

Description

Details

Subject matter of the
processing

The processing is related to the Project for which the
Senice Provider is providing Monitoring Services

Duration of the processing

The duration of the processing is the duration of the
Project for which the Senvice Provider is providing
Monitoring Senices.

Nature and purpose of the
processing

Data may be processed (to include any operation such as
collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction,
erasure or destruction of data (whether or not by
automated means)) for the purpose of monitoring the
Project and complying with any associated obligations
whether legal, contractual or otherwise.

Type of Personal Data

Name, address, date of birth, NI number, telephone
number, pay, images, recruitment information (including
CV), location of emploument, performance information,
disciplinary and grievance information.

Categories of Data subjects

Project participants including staff (wlunteers, agents, and
temporary workers), customers/ clients, suppliers,
collaborators, students, members of the public, users of a
particular website.

Plan for return and
destruction of the data once
the processing is complete
UNLESS requirement under
union or member state law
to preserve that type of data

The data will be retained for the duration of the Project
[and for 10 years after the end date of the Project to
comply with state aid rules]. After this period all records
will be returned to the Authority and any copies held by the
Senvice Provider will be destroyed.
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