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Order Form 


ORDER REFERENCE:		CCZZ21A59

THE BUYER:			Cabinet Office
 
BUYER ADDRESS	:		Redacted Text Under FOIA Section 40, Personal Information

THE SUPPLIER:			Global Disability Innovation Hub C.I.C
SUPPLIER ADDRESS: 		Redacted Text Under FOIA Section 40, Personal Information
REGISTRATION NUMBER: 	Redacted Text Under FOIA Section 40, Personal Information

APPLICABLE DPS CONTRACT

This Order Form is for the provision of the Deliverables and dated 28th October 2022
. 
It’s issued under the DPS Contract with the reference number RM6126 for the provision of Assistive Technology Needs & Capacity Assessment Research

ORDER INCORPORATED TERMS
The following documents are incorporated into this Order Contract. Where numbers are missing we are not using those schedules. If the documents conflict, the following order of precedence applies:
1. This Order Form including the Order Special Terms and Order Special Schedules.
2. Joint Schedule 1(Definitions and Interpretation) RM6126
3. DPS Special Terms
4. The following Schedules in equal order of precedence:

· Joint Schedules for RM6126
· Joint Schedule 2 (Variation Form) 
· Joint Schedule 3 (Insurance Requirements)
· Joint Schedule 4 (Commercially Sensitive Information)
· Joint Schedule 6 (Key Subcontractors)	
· Joint Schedule 10 (Rectification Plan) 			
· Joint Schedule 11 (Processing Data)	
· Joint Schedule 12 (Supply Chain Visibility)	
· Order Schedules for CCZZ21A59 			
· Order Schedule 1 (Transparency Reports)
· Order Schedule 2 (Staff Transfer)
· Order Schedule 3 (Continuous Improvement)
· Order Schedule 4 (Order Tender)
· Order Schedule 5 (Pricing Details)
· Order Schedule 7 (Key Supplier Staff)		 		
· Order Schedule 8 (Business continuity and disaster recovery)
· [bookmark: _heading=h.gjdgxs]Order Schedule 9 (Security)
· Order Schedule 14 (Service Levels)
· Order Schedule 20 (Order Specification)
5. CCS Core Terms (DPS version) v1.0.3
6. Joint Schedule 5 (Corporate Social Responsibility) RM6126
7. Order Schedule 4 (Order Tender) as long as any parts of the Order Tender that offer a better commercial position for the Buyer (as decided by the Buyer) take precedence over the documents above.

No other Supplier terms are part of the Order Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery. 

ORDER SPECIAL TERMS
Cabinet Office Security Schedule (Annex A Security Management - Assurance) 

ORDER START DATE:			8th November 2022

ORDER EXPIRY DATE: 			7th March 2023

ORDER INITIAL PERIOD:			4 months 

DELIVERABLES 
See details in Order Schedule 20 (Order Specification)

MAXIMUM LIABILITY 
The limitation of liability for this Order Contract is stated in Clause 11.2 of the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is £182, 854.00 (excluding VAT).

ORDER CHARGES
See details in Order Schedule 5 (Pricing Details) 

REIMBURSABLE EXPENSES
None

PAYMENT METHOD
Invoice BACS payments – on completion of milestones

BUYER’S INVOICE ADDRESS: 
Redacted Text Under FOIA Section 40, Personal Information 
Email: Redacted Text Under FOIA Section 40, Personal Information
Address: Redacted Text Under FOIA Section 40, Personal Information

BUYER’S AUTHORISED REPRESENTATIVE
Name: Redacted Text Under FOIA Section 40, Personal Information
Role: Redacted Text Under FOIA Section 40, Personal Information
Email: Redacted Text Under FOIA Section 40, Personal Information
Address: Redacted Text Under FOIA Section 40, Personal Information
BUYER’S ENVIRONMENTAL POLICY

Cabinet Office Environmental Policy Statement available online at: https://www.gov.uk/government/publications/cabinet-office-environmental-policy-statement

BUYER’S SECURITY POLICY
Please refer to Annex A Security Management - Assurance

SUPPLIER’S AUTHORISED REPRESENTATIVE
Name: Redacted Text Under FOIA Section 40, Personal Information
Role Redacted Text Under FOIA Section 40, Personal Information
Email: Redacted Text Under FOIA Section 40, Personal Information
Address: Redacted Text Under FOIA Section 40, Personal Information


PROGRESS REPORT FREQUENCY
In writing on the first Working Day of each calendar month

PROGRESS MEETING FREQUENCY
Weekly verbal updates, as requested

KEY STAFF
Supplier Staff
Redacted Text Under FOIA Section 40, Personal Information

Buyer Staff
Redacted Text Under FOIA Section 40, Personal Information

KEY SUBCONTRACTOR(S)

Redacted Text  Under FOIA Section 43, Commercial Interests
E-AUCTIONS
Not applicable 

COMMERCIALLY SENSITIVE INFORMATION
Not applicable

SERVICE CREDITS
Not applicable

ADDITIONAL INSURANCES
Not applicable

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT
The Supplier agrees, in providing the Deliverables and performing its obligations under the Order Contract, that it will comply with the social value commitments in Order Schedule 4 (Order Tender)

	For and on behalf of the Supplier:
	For and on behalf of the Buyer:

	Signature:
	Redacted Text Under FOIA Section 40, Personal Information
	Signature:
	Redacted Text Under FOIA Section 40, Personal Information

	Name:
	Redacted Text Under FOIA Section 40, Personal Information
	Name:
	Redacted Text Under FOIA Section 40, Personal Information


	Role:
	Redacted Text Under FOIA Section 40, Personal Information
	Role:
	Redacted Text Under FOIA Section 40, Personal Information

	Date:
	
	Date:
	





Joint Schedule 2 (Variation Form)
This form is to be used in order to change a contract in accordance with Clause 24 (Changing the Contract)
	Contract Details 

	This variation is between:
	Cabinet Office (“the Buyer")
And 
Global Disability Innovation Hub C.I.C ("the Supplier")

	Contract name:
	[insert name of contract to be changed] (“the Contract”)

	Contract reference number:
	[insert contract reference number]

	Details of Proposed Variation

	Variation initiated by:
	[delete as applicable: CCS/Buyer/Supplier]

	Variation number:
	[insert variation number]

	Date variation is raised:
	[insert date]

	Proposed variation
	

	Reason for the variation:
	[insert reason]

	An Impact Assessment shall be provided within:
	[insert number] days

	Impact of Variation

	Likely impact of the proposed variation:
	[Supplier to insert assessment of impact] 

	Outcome of Variation

	Contract variation:
	This Contract detailed above is varied as follows:
· [CCS/Buyer to insert original Clauses or Paragraphs to be varied and the changed clause]

	Financial variation:
	Original Contract Value:
	£ [insert amount]

	
	Additional cost due to variation:
	£ [insert amount]

	
	New Contract value:
	£ [insert amount]


1. This Variation must be agreed and signed by both Parties to the Contract and shall only be effective from the date it is signed by Buyer
1. Words and expressions in this Variation shall have the meanings given to them in the Contract. 
1. The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this Variation.

Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]
	Signature
	






Joint Schedule 3 (Insurance Requirements) 

The insurance you need to have 
1.1 The Supplier shall take out and maintain, or procure the taking out and maintenance of the insurances as set out in the Annex to this Schedule, any additional insurances required under an Order Contract (specified in the applicable Order Form) ("Additional Insurances") and any other insurances as may be required by applicable Law (together the “Insurances”).  The Supplier shall ensure that each of the Insurances is effective no later than:  
1.1.1 	the DPS Start Date in respect of those Insurances set out in the Annex to this Schedule and those required by applicable Law; and  
1.1.2 	the Order Contract Effective Date in respect of the Additional Insurances. 
1.2 The Insurances shall be:  
	1.2.1 	maintained in accordance with Good Industry Practice;  
1.2.2 	(so far as is reasonably practicable) on terms no less favourable than those generally available to a prudent contractor in respect of risks insured in the international insurance market from time to time; 
1.2.3 	taken out and maintained with insurers of good financial standing and good repute in the international insurance market; and 
	1.2.4 	maintained for at least six (6) years after the End Date. 
1.3 The Supplier shall ensure that the public and products liability policy contain an indemnity to principals clause under which the Relevant Authority shall be indemnified in respect of claims made against the Relevant Authority in respect of death or bodily injury or third party property damage arising out of or in connection with the Deliverables and for which the Supplier is legally liable. 
How to manage the insurance 
2.1 Without limiting the other provisions of this Contract, the Supplier shall: 
2.1.1 	take or procure the taking of all reasonable risk management and risk control measures in relation to Deliverables as it would be reasonable to expect of a prudent contractor acting in accordance with Good Industry Practice, including the investigation and reports of relevant claims to insurers; 
2.1.2 	promptly notify the insurers in writing of any relevant material fact under any Insurances of which the Supplier is or becomes aware; and 
2.1.3 	hold all policies in respect of the Insurances and cause any insurance broker effecting the Insurances to hold any insurance slips and other evidence of placing cover representing any of the Insurances to which it is a party. 
What happens if you aren’t insured 
3.1 The Supplier shall not take any action or fail to take any action or (insofar as is reasonably within its power) permit anything to occur in relation to it which would entitle any insurer to refuse to pay any claim under any of the Insurances. 
3.2 Where the Supplier has failed to purchase or maintain any of the Insurances in full force and effect, the Relevant Authority may elect (but shall not be obliged) following written notice to the Supplier to purchase the relevant Insurances and recover the reasonable premium and other reasonable costs incurred in connection therewith as a debt due from the Supplier. 
Evidence of insurance you must provide 
4.1 The Supplier shall upon the Start Date and within 15 Working Days after the renewal of each of the Insurances, provide evidence, in a form satisfactory to the Relevant Authority, that the Insurances are in force and effect and meet in full the requirements of this Schedule. 
Making sure you are insured to the required amount 
5.1 The Supplier shall ensure that any Insurances which are stated to have a minimum limit "in the aggregate" are maintained at all times for the minimum limit of indemnity specified in this Contract and if any claims are made which do not relate to this Contract then the Supplier shall notify the Relevant Authority and provide details of its proposed solution for maintaining the minimum limit of indemnity. 
Cancelled Insurance 
6.1 The Supplier shall notify the Relevant Authority in writing at least five (5) Working Days prior to the cancellation, suspension, termination or nonrenewal of any of the Insurances. 
6.2 The Supplier shall ensure that nothing is done which would entitle the relevant insurer to cancel, rescind or suspend any insurance or cover, or to treat any insurance, cover or claim as voided in whole or part.  The Supplier shall use all reasonable endeavours to notify the Relevant Authority (subject to third party confidentiality obligations) as soon as practicable when it becomes aware of any relevant fact, circumstance or matter which has caused, or is reasonably likely to provide grounds to, the relevant insurer to give notice to cancel, rescind, suspend or void any insurance, or any cover or claim under any insurance in whole or in part. 
Insurance claims 
7.1 The Supplier shall promptly notify to insurers any matter arising from, or in relation to, the Deliverables, or each Contract for which it may be entitled to claim under any of the Insurances.  In the event that the Relevant Authority receives a claim relating to or arising out of a Contract or the Deliverables, the Supplier shall co-operate with the Relevant Authority and assist it in dealing with such claims including without limitation providing information and documentation in a timely manner. 
7.2 Except where the Relevant Authority is the claimant party, the Supplier shall give the Relevant Authority notice within twenty (20) Working Days after any insurance claim in excess of 10% of the sum required to be insured pursuant to Paragraph 5.1 relating to or arising out of the provision of the Deliverables or this Contract on any of the Insurances or which, but for the application of the applicable policy excess, would be made on any of the Insurances and (if required by the Relevant Authority) full details of the incident giving rise to the claim. 
7.3 Where any Insurance requires payment of a premium, the Supplier shall be liable for and shall promptly pay such premium. 
7.4 Where any Insurance is subject to an excess or deductible below which the indemnity from insurers is excluded, the Supplier shall be liable for such excess or deductible.  The Supplier shall not be entitled to recover from the Relevant Authority any sum paid by way of excess or deductible under the Insurances whether under the terms of this Contract or otherwise. 

ANNEX: REQUIRED INSURANCES 
1. The Supplier shall hold the following [standard] insurance cover from the DPS Start Date in accordance with this Schedule: 
0. professional indemnity insurance [with cover (for a single event or a series of related events and in the aggregate) of not less than] one million pounds (£1,000,000);  
0. public liability insurance [with cover (for a single event or a series of related events and in the aggregate)] of not less than one million pounds (£1,000,000); and 
0. employers’ liability insurance [with cover (for a single event or a series of related events and in the aggregate) of not less than] five million pounds (£5,000,000).  


Joint Schedule 4 (Commercially Sensitive Information)
1. What is the Commercially Sensitive Information?
0. In this Schedule the Parties have sought to identify the Supplier's Confidential Information that is genuinely commercially sensitive and the disclosure of which would be the subject of an exemption under the FOIA and the EIRs. 
0. Where possible, the Parties have sought to identify when any relevant Information will cease to fall into the category of Information to which this Schedule applies in the table below and in the Order Form (which shall be deemed incorporated into the table below).
0. Without prejudice to the Relevant Authority's obligation to disclose Information in accordance with FOIA or Clause 16 (When you can share information), the Relevant Authority will, in its sole discretion, acting reasonably, seek to apply the relevant exemption set out in the FOIA to the following Information:

	No.
	Date
	Item(s)
	Duration of Confidentiality

	1
	17/10/22
	Commercial bid submission (including pricing)
	To be confirmed



  


Joint Schedule 6 (Key Subcontractors) 
1. Restrictions on certain subcontractors 
0. The Supplier is entitled to sub-contract its obligations under the DPS Contract to the Key Subcontractors identified on the Platform.  
0. The Supplier is entitled to sub-contract its obligations under an Order Contract to Key Subcontractors listed on the Platform who are specifically nominated in the Order Form. 
0. Where during the Contract Period the Supplier wishes to enter into a new Key Sub-contract or replace a Key Subcontractor, it must obtain the prior written consent of CCS and the Buyer and the Supplier shall, at the time of requesting such consent, provide CCS and the Buyer with the information detailed in Paragraph 1.4.  The decision of CCS and the Buyer to consent or not will not be unreasonably withheld or delayed.  Where CCS consents to the appointment of a new Key Subcontractor then they will be added to the Platform.  Where the Buyer consents to the appointment of a new Key Subcontractor then they will be added to the Key Subcontractor section of the Order Form.  CCS and the Buyer may reasonably withhold their consent to the appointment of a Key Subcontractor if it considers that: 
2. the appointment of a proposed Key Subcontractor may prejudice the provision of the Deliverables or may be contrary to its interests; 
2. the proposed Key Subcontractor is unreliable and/or has not provided reliable goods and or reasonable services to its other customers; and/or 
2. the proposed Key Subcontractor employs unfit persons. 
0. The Supplier shall provide CCS and the Buyer with the following information in respect of the proposed Key Subcontractor: 
3. the proposed Key Subcontractor’s name, registered office and company registration number; 
3. the scope/description of any Deliverables to be provided by the proposed Key Subcontractor;  
3. where the proposed Key Subcontractor is an Affiliate of the Supplier, evidence that demonstrates to the reasonable satisfaction of the CCS and the Buyer that the proposed Key Sub-Contract has been agreed on "arm’s-length" terms; 
3. for CCS, the Key Sub-Contract price expressed as a percentage of the total projected DPS Price over the DPS Contract Period;  
3. for the Buyer, the Key Sub-Contract price expressed as a percentage of the total projected Charges over the Order Contract Period; and 
3. (where applicable) Credit Rating Threshold (as defined in Joint Schedule 7 (Financial Distress)) of the Key Subcontractor. 
RM6126 - Research & Insights DPS 	 
Project Version: v1.0 	 	 1 
Model Version: v1.1 	 	 	 
Joint Schedule 6 (Key Subcontractors) 
Crown Copyright 2021 
0. If requested by CCS and/or the Buyer, within ten (10) Working Days of receipt of the information provided by the Supplier pursuant to Paragraph 1.4, the Supplier shall also provide: 
4. a copy of the proposed Key Sub-Contract; and  
4. any further information reasonably requested by CCS and/or the Buyer. 
0. The Supplier shall ensure that each new or replacement Key Sub-Contract shall include:  
5. provisions which will enable the Supplier to discharge its obligations under the Contracts; 
5. a right under CRTPA for CCS and the Buyer to enforce any provisions under the Key Sub-Contract which confer a benefit upon CCS and the Buyer respectively; 
5. a provision enabling CCS and the Buyer to enforce the Key Sub-Contract as if it were the Supplier;  
5. a provision enabling the Supplier to assign, novate or otherwise transfer any of its rights and/or obligations under the Key Sub-Contract to CCS and/or the Buyer;  
5. obligations no less onerous on the Key Subcontractor than those imposed on the Supplier under the DPS Contract in respect of: 
4. the data protection requirements set out in Clause 14 (Data protection); 
4. the FOIA and other access request requirements set out in 
Clause 16 (When you can share information); 
4. the obligation not to embarrass CCS or the Buyer or otherwise bring CCS or the Buyer into disrepute;  
4. the keeping of records in respect of the goods and/or services being provided under the Key Sub-Contract, including the maintenance of Open Book Data; and 
4. the conduct of audits set out in Clause 6 (Record keeping and reporting); 
5. provisions enabling the Supplier to terminate the Key Sub-Contract on notice on terms no more onerous on the Supplier than those imposed on CCS and the Buyer under Clauses 10.4 (When CCS or the Buyer can end this contract) and 10.5 (What happens if the contract ends) of this Contract; and 
5. a provision restricting the ability of the Key Subcontractor to sub-contract all or any part of the provision of the Deliverables provided to the Supplier under the Key Sub-Contract without first seeking the written consent of CCS and the Buyer.  


Joint Schedule 10 (Rectification Plan)
	[bookmark: _Hlt365648931][bookmark: _Hlt365630092][bookmark: _Hlt359519846][bookmark: _Hlt359519055][bookmark: _Hlt359343263][bookmark: _Hlt360696975][bookmark: _Hlt359518672][bookmark: _Hlt359518670][bookmark: _Hlt359518665][bookmark: _Hlt358390397][bookmark: _Hlt359518663][bookmark: _Hlt359518637][bookmark: _Hlt359518647][bookmark: _Hlt359518643][bookmark: _Hlt359518634][bookmark: _Hlt359518654][bookmark: _Hlt359518600][bookmark: _Hlt359518596][bookmark: _Hlt359518593][bookmark: _Hlt359518668][bookmark: _Hlt359518645][bookmark: _Hlt359518640][bookmark: _Hlt359518632][bookmark: _Hlt359518628][bookmark: _Hlt359518623][bookmark: _Hlt359518618][bookmark: _Hlt359518614][bookmark: _Hlt359518611][bookmark: _Hlt359518608][bookmark: _Hlt359518591][bookmark: _Hlt359518630][bookmark: _Hlt359518625][bookmark: _Hlt359518621][bookmark: _Hlt359518616][bookmark: _Hlt359518605][bookmark: _Hlt359518577][bookmark: _Hlt365648611][bookmark: _Hlt365627374][bookmark: _Hlt365627344][bookmark: _Hlt362516481]
Request for [Revised] Rectification Plan

	Details of the Default:
	[Guidance: Explain the Default, with clear schedule and clause references as appropriate]

	Deadline for receiving the [Revised] Rectification Plan:
	[add date (minimum 10 days from request)]


	Signed by Buyer :
	
	Date:
	

	Supplier [Revised] Rectification Plan

	Cause of the Default
	[add cause]

	Anticipated impact assessment: 
	[add impact]

	Actual effect of Default:
	[add effect]

	Steps to be taken to rectification:
	Steps
	Timescale 

	
	1.
	[date]

	
	2.
	[date]

	
	3.
	[date]

	
	4.
	[date]

	
	[…]
	[date]

	Timescale for complete Rectification of Default 
	[X] Working Days 

	Steps taken to prevent recurrence of Default





	Steps
	Timescale 

	
	1.
	[date]

	
	2.
	[date]

	
	3.
	[date]

	
	4.
	[date]

	
	[…]
	[date]

	
Signed by the Supplier:
	
	
Date:
	


	Review of Rectification Plan Buyer

	Outcome of review 
	[Plan Accepted] [Plan Rejected] [Revised Plan Requested]

	Reasons for Rejection (if applicable) 
	[bookmark: LASTCURSORPOSITION][add reasons]

	Signed by Buyer
	
	Date:
	




 
	 	 	 


Joint Schedule 11 (Processing Data)

Definitions
0. In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):
	“Processor Personnel”
	all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Subprocessor engaged in the performance of its obligations under a Contract;


Status of the Controller
0. The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under a Contract dictates the status of each party under the DPA 2018. A Party may act as:
1. “Controller” in respect of the other Party who is “Processor”;
1. “Processor” in respect of the other Party who is “Controller”;
1. “Joint Controller” with the other Party; 
1. “Independent Controller” of the Personal Data where the other Party is also “Controller”,
in respect of certain Personal Data under a Contract and shall specify in Annex 1 (Processing Personal Data) which scenario they think shall apply in each situation. 
Where one Party is Controller and the other Party its Processor 
0. Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1 (Processing Personal Data) by the Controller. 
0. The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.
0. The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing.  Such assistance may, at the discretion of the Controller, include:
4. a systematic description of the envisaged Processing and the purpose of the Processing;
4. an assessment of the necessity and proportionality of the Processing in relation to the Deliverables;
4. an assessment of the risks to the rights and freedoms of Data Subjects; and
4. the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.
0. [bookmark: bookmark=id.30j0zll]The Processor shall, in relation to any Personal Data Processed in connection with its obligations under the Contract:
5. [bookmark: bookmark=id.1fob9te]Process that Personal Data only in accordance with Annex 1 (Processing Personal Data), unless the Processor is required to do otherwise by Law. If it is so required the Processor shall notify the Controller before Processing the Personal Data unless prohibited by Law;
5. [bookmark: bookmark=id.3znysh7]ensure that it has in place Protective Measures, including in the case of the Supplier the measures set out in Clause 14.3 of the Core Terms, which  the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures) having taken account of the:
1. [bookmark: bookmark=id.2et92p0]nature of the data to be protected;
1. harm that might result from a Personal Data Breach;
1. state of technological development; and
1. cost of implementing any measures; 
5. [bookmark: bookmark=id.tyjcwt]ensure that :
2. the Processor Personnel do not Process Personal Data except in accordance with the Contract (and in particular Annex 1 (Processing Personal Data));
2. it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:
1. are aware of and comply with the Processor’s duties under this Joint Schedule 11, Clauses 14 (Data protection), 15 (What you must keep confidential) and 16 (When you can share information);
1. are subject to appropriate confidentiality undertakings with the Processor or any Subprocessor;
1. are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Controller or as otherwise permitted by the Contract; and
1. have undergone adequate training in the use, care, protection and handling of Personal Data; 
5. [bookmark: bookmark=id.3dy6vkm]not transfer Personal Data outside of the UK or EU unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:
3. [bookmark: bookmark=id.1t3h5sf]the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or LED Article 37) as determined by the Controller;
3. [bookmark: bookmark=id.4d34og8]the Data Subject has enforceable rights and effective legal remedies;
3. [bookmark: bookmark=id.2s8eyo1]the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and
3. [bookmark: bookmark=id.17dp8vu]the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the Processing of the Personal Data; and
5. [bookmark: bookmark=id.3rdcrjn]at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.
0. [bookmark: bookmark=id.26in1rg]Subject to paragraph 7 of this Joint Schedule 11, the Processor  shall notify the Controller immediately if in relation to it Processing Personal Data under or in connection with the Contract it:
6. receives a Data Subject Access Request (or purported Data Subject Access Request);
6. receives a request to rectify, block or erase any Personal Data; 
6. receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 
6. receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data Processed under the Contract; 
6. receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or
6. becomes aware of a Personal Data Breach.
0. The Processor’s obligation to notify under paragraph 6 of this Joint Schedule 11 shall include the provision of further information to the Controller, as details become available. 
0. Taking into account the nature of the Processing, the Processor shall provide the Controller with assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 6 of this Joint Schedule 11 (and insofar as possible within the timescales reasonably required by the Controller) including by immediately providing:
8. the Controller with full details and copies of the complaint, communication or request;
8. such assistance as is reasonably requested by the Controller to enable it to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation; 
8. the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 
8. assistance as requested by the Controller following any Personal Data Breach;  and/or
8. assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.
0. The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Joint Schedule 11. This requirement does not apply where the Processor employs fewer than 250 staff, unless:
9. the Controller determines that the Processing is not occasional;
9. the Controller determines the Processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or
9. the Controller determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
0. [bookmark: bookmark=id.lnxbz9]The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor.
0. The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation. 
0. Before allowing any Subprocessor to Process any Personal Data related to the Contract, the Processor must:
12. notify the Controller in writing of the intended Subprocessor and Processing;
12. obtain the written consent of the Controller; 
12. enter into a written agreement with the Subprocessor which give effect to the terms set out in this Joint Schedule 11 such that they apply to the Subprocessor; and
12. provide the Controller with such information regarding the Subprocessor as the Controller may reasonably require.
0. The Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.
0. [bookmark: bookmark=id.35nkun2]The Relevant Authority may, at any time on not less than thirty (30) Working Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to the Contract).
0. The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office. 
Where the Parties are Joint Controllers of Personal Data 
0. In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Annex 2 to this Joint Schedule 11. 
Independent Controllers of Personal Data 
0. With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.
0. Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legislation and not do anything to cause the other Party to be in breach of it. 
0. Where a Party has provided Personal Data to the other Party in accordance with paragraph 8 of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.
0. The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of the Contract. 
0. The Parties shall only provide Personal Data to each other:
21. to the extent necessary to perform their respective obligations under the Contract;
21. in compliance with the Data Protection Legislation (including by ensuring all required data privacy information has been given to affected Data Subjects to meet the requirements of Articles 13 and 14 of the UK GDPR); and
21. where it has recorded it in Annex 1 (Processing Personal Data).
0. 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the UK GDPR.
0. A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing activities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon reasonable request.
0. Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Request Recipient”):
24. the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or
24. where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient  will:
1. promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and
1. provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.
0. Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating to Personal Data provided by the other Party pursuant to the Contract and shall: 
25. do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Personal Data Breach; 
25. implement any measures necessary to restore the security of any compromised Personal Data; 
25. work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and
25. not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law. 
0. Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data). 
0. 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations under the Contract which is specified in Annex 1 (Processing Personal Data). 
0. Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 11 to Personal Data, where the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with paragraphs 18 to 27 of this Joint Schedule 11.


Annex 1 - Processing Personal Data
This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Relevant Authority at its absolute discretion.  
0. The contact details of the Relevant Authority’s Data Protection Officer are: Redacted Text Under FOIA Section 40, Personal Information
0. The contact details of the Supplier’s Data Protection Officer are: Redacted Text Under FOIA Section 40, Personal Information 
0. The Processor shall comply with any further written instructions with respect to Processing by the Controller.
0. Any such further instructions shall be incorporated into this Annex.

	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Relevant Authority is Controller and the Supplier is Processor
The Parties acknowledge that in accordance with paragraph 2 to paragraph 15 and for the purposes of the Data Protection Legislation, the Relevant Authority is the Controller and the Supplier is the Processor

	Duration of the Processing
	Duration of the contract

	Nature and purposes of the Processing
	To design and manage an online survey which will include the following primary questions:
· What are the met and unmet population needs in terms of access to assistive technology?
· What is the country’s capacity to meet the identified unmet need?
· What is the impact of assistive technology on the people who use it?
This research must comprise an online survey which is as accessible as possible for 5,000-10,000 disabled people, with three components parts:
· A rapid assistive technology assessment survey to measure the need, demand and barriers to accessing assistive technology.
· An Assistive Products List survey: which asks disabled people to report which are the most essential assistive products in their daily lives.
· Using an assistive technology impact assessment tool to measure the impact of assistive technology on individuals.


	Type of Personal Data
	Contact details, Disability data, Racial/ethnic origins data, Sex/gender data and opinions

	Categories of Data Subject
	Members of the public

	Plan for return and destruction of the data once the Processing is complete

	All analysis, reports and data collected will be returned/provided to the Disability Unit at the end of this project (excluding personal data – which should be deleted by the supplier first).





Annex 2 - Joint Controller Agreement
NOT USED



Joint Schedule 12 (Supply Chain Visibility)
1. Definitions 

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):
	"Contracts Finder"
	the Government’s publishing portal for public sector procurement opportunities; 

	"SME"
	an enterprise falling within the category of micro, small and medium sized enterprises defined by the Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium sized enterprises; 

	“Supply Chain Information Report Template”
	the document at Annex 1 of this Schedule 12; and

	"VCSE"
	a non-governmental organisation that is value-driven and which principally reinvests its surpluses to further social, environmental or cultural objectives.

	
	


1. Visibility of Sub-Contract Opportunities in the Supply Chain 

1.  The Supplier shall:

0. subject to Paragraph 2.3, advertise on Contracts Finder all Sub-Contract opportunities arising from or in connection with the provision of the Deliverables above a minimum threshold of £25,000 that arise during the Contract Period;
0. within 90 days of awarding a Sub-Contract to a Subcontractor, update the notice on Contract Finder with details of the successful Subcontractor; 
0. monitor the number, type and value of the Sub-Contract opportunities placed on Contracts Finder advertised and awarded in its supply chain during the Contract Period; 
0. provide reports on the information at Paragraph 2.1.3 to the Relevant Authority in the format and frequency as reasonably specified by the Relevant Authority; and 
0. promote Contracts Finder to its suppliers and encourage those organisations to register on Contracts Finder. 


1. Each advert referred to at Paragraph 2.1.1 of this Schedule 12 shall provide a full and detailed description of the Sub-Contract opportunity with each of the mandatory fields being completed on Contracts Finder by the Supplier. 

1. The obligation on the Supplier set out at Paragraph 2.1 shall only apply in respect of Sub-Contract opportunities arising after the Effective Date.

1. Notwithstanding Paragraph 2.1, the Authority may by giving its prior Approval, agree that a Sub-Contract opportunity is not required to be advertised by the Supplier on Contracts Finder.  

1. Visibility of Supply Chain Spend

2. In addition to any other management information requirements set out in the Contract, the Supplier agrees and acknowledges that it shall, at no charge, provide timely, full, accurate and complete SME management information reports (the “SME Management Information Reports”) to the Relevant Authority which incorporates the data described in the Supply Chain Information Report Template which is: 
1. the total contract revenue received directly on the Contract;
1. the total value of sub-contracted revenues under the Contract (including revenues for non-SMEs/non-VCSEs); and
1. the total value of sub-contracted revenues to SMEs and VCSEs.

2. The SME Management Information Reports shall be provided by the Supplier in the correct format as required by the Supply Chain Information Report Template and any guidance issued by the Relevant Authority from time to time. The Supplier agrees that it shall use the Supply Chain Information Report Template to provide the information detailed at Paragraph 3.1(a) –(c) and acknowledges that the template may be changed from time to time (including the data required and/or format) by the Relevant Authority issuing a replacement version. The Relevant Authority agrees to give at least thirty (30) days’ notice in writing of any such change and shall specify the date from which it must be used.

2. The Supplier further agrees and acknowledges that it may not make any amendment to the Supply Chain Information Report Template without the prior Approval of the Authority.  

Annex 1
Supply Chain Information Report template








[bookmark: bookmark=id.1ksv4uv][bookmark: _heading=h.44sinio]

	Date
	

	Name (in Capitals)
	

	Address
	

	
	


Signed by an authorised signatory to sign for and on behalf of the Supplier
	Signature
	

	Date
	

	Name (in Capitals)
	

	Address
	








Order Schedule 4 (Order Tender) 

Redacted Text  Under FOIA Section 43, Commercial Interests


Order Schedule 5 (Pricing Details)

Redacted Text  Under FOIA Section 43, Commercial Interests


Order Schedule 7 (Key Supplier Staff) 
1.1	The Annex 1 to this Schedule lists the key roles (“Key Roles”) and names of the persons who the Supplier shall appoint to fill those Key Roles at the Start Date. 

1.2	The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times during the Contract Period.

1.3	The Buyer may identify any further roles as being Key Roles and, following agreement to the same by the Supplier, the relevant person selected to fill those Key Roles shall be included on the list of Key Staff.  

1.4	The Supplier shall not and shall procure that any Subcontractor shall not remove or replace any Key Staff unless:

1.4.1	requested to do so by the Buyer or the Buyer Approves such removal or replacement (not to be unreasonably withheld or delayed);
1.4.2	the person concerned resigns, retires or dies or is on maternity or long-term sick leave; or
1.4.3	the person’s employment or contractual arrangement with the Supplier or Subcontractor is terminated for material breach of contract by the employee.

1.5	The Supplier shall:
1.5.1	notify the Buyer promptly of the absence of any Key Staff (other than for short-term sickness or holidays of two (2) weeks or less, in which case the Supplier shall ensure appropriate temporary cover for that Key Role); 
1.5.2	ensure that any Key Role is not vacant for any longer than ten (10) Working Days; 
1.5.3	give as much notice as is reasonably practicable of its intention to remove or replace any member of Key Staff and, except in the cases of death, unexpected ill health or a material breach of the Key Staff’s employment contract, this will mean at least three (3) Months’ notice;
1.5.4	ensure that all arrangements for planned changes in Key Staff provide adequate periods during which incoming and outgoing staff work together to transfer responsibilities and ensure that such change does not have an adverse impact on the provision of the Deliverables; and
1.5.5	ensure that any replacement for a Key Role has a level of qualifications and experience appropriate to the relevant Key Role and is fully competent to carry out the tasks assigned to the Key Staff whom he or she has replaced.

1.6	The Buyer may require the Supplier to remove or procure that any Subcontractor shall remove any Key Staff that the Buyer considers in any respect unsatisfactory. The Buyer shall not be liable for the cost of replacing any Key Staff.



Annex 1- Key Roles
Refer to Order Schedule 4 – Order Tender for details





Order Schedule 9 (Security)
[bookmark: _Toc379795828][bookmark: _Toc379796024][bookmark: _Toc379805388][bookmark: _Toc379807182][bookmark: _gjdgxs][bookmark: _30j0zll][bookmark: _1fob9te][bookmark: _3znysh7][bookmark: _2et92p0][bookmark: _tyjcwt][bookmark: _3dy6vkm][bookmark: _1t3h5sf][bookmark: _4d34og8][bookmark: _2s8eyo1][bookmark: _17dp8vu][bookmark: _3rdcrjn][bookmark: _26in1rg][bookmark: _lnxbz9][bookmark: _35nkun2][bookmark: _1ksv4uv][bookmark: _44sinio][bookmark: _2jxsxqh][bookmark: _z337ya][bookmark: _3j2qqm3][bookmark: _1y810tw][bookmark: _4i7ojhp][bookmark: _2xcytpi][bookmark: _1ci93xb][bookmark: _2bn6wsx][bookmark: zLastPageB4Annex][bookmark: _Hlt365637335]
Part A: Short Form Security Requirements
1. Definitions
1. In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):
	"Breach of Security"
	the occurrence of:
any unauthorised access to or use of the Deliverables, the Sites and/or any Information and Communication Technology ("ICT"), information or data (including the Confidential Information and the Government Data) used by the Buyer and/or the Supplier in connection with this Contract; and/or
the loss and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including any copies of such information or data, used by the Buyer and/or the Supplier in connection with this Contract,
in either case as more particularly set out in the Security Policy where the Buyer has required compliance therewith in accordance with paragraph 2.2;

	"Security Management Plan" 
	the Supplier's security management plan prepared pursuant to this Schedule, a draft of which has been provided by the Supplier to the Buyer and as updated from time to time;


1. Complying with security requirements and updates to them
2. The Buyer and the Supplier recognise that, where specified in DPS Schedule 4 (DPS Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.
2. The Supplier shall comply with the requirements in this Schedule in respect of the Security Management Plan. Where specified by a Buyer that has undertaken a Further Competition it shall also comply with the Security Policy and shall ensure that the Security Management Plan produced by the Supplier fully complies with the Security Policy. 
2. Where the Security Policy applies the Buyer shall notify the Supplier of any changes or proposed changes to the Security Policy.
2. If the Supplier believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the provision of the Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate those costs.  Any change to the Charges shall be subject to the Variation Procedure.
2. Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the Variation Procedure the Supplier shall continue to provide the Deliverables in accordance with its existing obligations.
1. Security Standards
3. The Supplier acknowledges that the Buyer places great emphasis on the reliability of the performance of the Deliverables, confidentiality, integrity and availability of information and consequently on security.
3. [bookmark: _Ref378071134]The Supplier shall be responsible for the effective performance of its security obligations and shall at all times provide a level of security which:
1. is in accordance with the Law and this Contract; 
1. as a minimum demonstrates Good Industry Practice;
1. meets any specific security threats of immediate relevance to the Deliverables and/or the Government Data; and
1. where specified by the Buyer in accordance with paragraph 2.2 complies with the Security Policy and the ICT Policy.
3. The references to standards, guidance and policies contained or set out in Paragraph 4.2 shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, as notified to the Supplier from time to time.
3. In the event of any inconsistency in the provisions of the above standards, guidance and policies, the Supplier should notify the Buyer's Representative of such inconsistency immediately upon becoming aware of the same, and the Buyer's Representative shall, as soon as practicable, advise the Supplier which provision the Supplier shall be required to comply with.
1. Security Management Plan
4. [bookmark: _Ref490128894][bookmark: _Toc348712399]Introduction
0. [bookmark: _Toc348712400]The Supplier shall develop and maintain a Security Management Plan in accordance with this Schedule. The Supplier shall thereafter comply with its obligations set out in the Security Management Plan.
4. [bookmark: _Toc348712407][bookmark: _Ref321324153]Content of the Security Management Plan
1. [bookmark: _Toc348712408]The Security Management Plan shall:
0. comply with the principles of security set out in Paragraph Error! Reference source not found. and any other provisions of this Contract relevant to security;
0. identify the necessary delegated organisational roles for those responsible for ensuring it is complied with by the Supplier;
0. detail the process for managing any security risks from Subcontractors and third parties authorised by the Buyer with access to the Deliverables, processes associated with the provision of the Deliverables, the Buyer Premises, the Sites and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) and any system that could directly or indirectly have an impact on that Information, data and/or the Deliverables;
0. be developed to protect all aspects of the Deliverables and all processes associated with the provision of the Deliverables, including the Buyer Premises, the Sites, and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) to the extent used by the Buyer or the Supplier in connection with this Contract or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Deliverables;
0. set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Deliverables and all processes associated with the provision of the Goods and/or Services and shall at all times comply with and specify security measures and procedures which are sufficient to ensure that the Deliverables comply with the provisions of this Contract;
0. [bookmark: _Toc348712409]set out the plans for transitioning all security arrangements and responsibilities for the Supplier to meet the full obligations of the security requirements set out in this Contract and, where necessary in accordance with paragraph 2.2 the Security Policy; and
0. [bookmark: _Toc348712410]be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Buyer engaged in the provision of the Deliverables and shall only reference documents which are in the possession of the Parties or whose location is otherwise specified in this Schedule.
4. [bookmark: _Ref349210623][bookmark: _Toc348712404]Development of the Security Management Plan
2. [bookmark: _Ref378082723][bookmark: _Ref378077588][bookmark: _Toc348712405]Within twenty (20) Working Days after the Start Date and in accordance with Paragraph 5.4, the Supplier shall prepare and deliver to the Buyer for Approval a fully complete and up to date Security Management Plan which will be based on the draft Security Management Plan. 
2. [bookmark: _Ref378081114][bookmark: _Ref349211087][bookmark: _Ref349211056][bookmark: _Toc348712406]If the Security Management Plan submitted to the Buyer in accordance with Paragraph 5.3.1, or any subsequent revision to it in accordance with Paragraph 5.4, is Approved it will be adopted immediately and will replace the previous version of the Security Management Plan and thereafter operated and maintained in accordance with this Schedule.  If the Security Management Plan is not Approved, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit to the Buyer for Approval.  The Parties will use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of its first submission to the Buyer.  If the Buyer does not approve the Security Management Plan following its resubmission, the matter will be resolved in accordance with the Dispute Resolution Procedure. 
2. [bookmark: _Ref378081122]The Buyer shall not unreasonably withhold or delay its decision to Approve or not the Security Management Plan pursuant to Paragraph 5.3.2.  However a refusal by the Buyer to Approve the Security Management Plan on the grounds that it does not comply with the requirements set out in Paragraph 5.2 shall be deemed to be reasonable.
2. Approval by the Buyer of the Security Management Plan pursuant to Paragraph 5.3.2 or of any change to the Security Management Plan in accordance with Paragraph 5.4 shall not relieve the Supplier of its obligations under this Schedule. 
4. [bookmark: _Toc348712411][bookmark: _Ref321324115]Amendment of the Security Management Plan
3. [bookmark: _Ref378081351][bookmark: _Toc348712412]The Security Management Plan shall be fully reviewed and updated by the Supplier at least annually to reflect:
0. emerging changes in Good Industry Practice;
0. any change or proposed change to the Deliverables and/or associated processes; 
0. where necessary in accordance with paragraph 2.2, any change to the Security Policy; 
0. any new perceived or changed security threats; and
0. any reasonable change in requirements requested by the Buyer.
3. [bookmark: _Toc348712413]The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably practicable after their completion and amendment of the Security Management Plan at no additional cost to the Buyer. The results of the review shall include, without limitation:
1. suggested improvements to the effectiveness of the Security Management Plan;
1. updates to the risk assessments; and
1. suggested improvements in measuring the effectiveness of controls.
3. [bookmark: _Toc348712415]Subject to Paragraph 5.4.4, any change or amendment which the Supplier proposes to make to the Security Management Plan (as a result of a review carried out in accordance with Paragraph 5.4.1, a request by the Buyer or otherwise) shall be subject to the Variation Procedure.
3. [bookmark: _Ref378082914]The Buyer may, acting reasonably, Approve and require changes or amendments to the Security Management Plan to be implemented on timescales faster than set out in the Variation Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Variation Procedure for the purposes of formalising and documenting the relevant change or amendment.
1. Security breach
5. [bookmark: _Toc348712417][bookmark: _Ref321324276]Either Party shall notify the other in accordance with the agreed security incident management process (as detailed in the Security Management Plan) upon becoming aware of any Breach of Security or any potential or attempted Breach of Security.
5. [bookmark: _Toc348712418]Without prejudice to the security incident management process, upon becoming aware of any of the circumstances referred to in Paragraph 6.1, the Supplier shall:
1. [bookmark: _Toc348712419]immediately take all reasonable steps (which shall include any action or changes reasonably required by the Buyer) necessary to:
0. minimise the extent of actual or potential harm caused by any Breach of Security;
0. remedy such Breach of Security to the extent possible and protect the integrity of the Buyer and the provision of the Goods and/or Services to the extent within its control against any such Breach of Security or attempted Breach of Security; 
0. prevent an equivalent breach in the future exploiting the same cause failure; and
0. as soon as reasonably practicable provide to the Buyer, where the Buyer so requests, full details (using the reporting mechanism defined by the Security Management Plan) of the Breach of Security or attempted Breach of Security, including a cause analysis where required by the Buyer.
5. In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of Security that demonstrates non-compliance of the Security Management Plan with the Security Policy (where relevant in accordance with paragraph 2.2) or the requirements of this Schedule, then any required change to the Security Management Plan shall be at no cost to the Buyer. 
 




Order Schedule 20 (Order Specification) 
1. [bookmark: _Hlt365637504][bookmark: _Hlt365637641][bookmark: _Hlt365636904][bookmark: _Hlt365636907][bookmark: _Toc349230508][bookmark: _Toc349230509][bookmark: _Toc349230615][bookmark: _Toc349230624][bookmark: _Toc349230661][bookmark: _Toc349230715][bookmark: _Toc349230717][bookmark: _Toc349231564][bookmark: _Toc348712421][bookmark: _Toc348712423][bookmark: _Toc348712425][bookmark: _Toc349230720][bookmark: _Toc349231566][bookmark: _Toc348712427][bookmark: _Toc348712429][bookmark: _Toc349230723][bookmark: _Toc348712431][bookmark: _Toc349230725][bookmark: _Toc349231569][bookmark: _Toc349230741][bookmark: _Toc349231585][bookmark: _Toc349232221][bookmark: _Toc349230757][bookmark: _Toc349230765][bookmark: _Toc349231607][bookmark: _Toc349232238][bookmark: _Toc349230785][bookmark: _Toc349231627][bookmark: _Toc349230790][bookmark: _Toc349231632][bookmark: _Toc349230792][bookmark: _Toc349230803][bookmark: _Toc349231642][bookmark: _Toc349232261][bookmark: _Toc349230813][bookmark: _Toc349231652][bookmark: _Toc349232271][bookmark: _Toc349230815][bookmark: _Toc349231654][bookmark: _Toc349232273][bookmark: _Toc349230822][bookmark: _Toc349231661][bookmark: _Toc349232279][bookmark: _Toc349230832][bookmark: _Toc348712442][bookmark: _Toc349230834][bookmark: _Toc349231671][bookmark: _Toc349230841][bookmark: _Toc349231678][bookmark: _Toc349232291][bookmark: _Toc349230869][bookmark: _Toc348712444][bookmark: _Toc348712446][bookmark: _Toc348712448][bookmark: _Toc349230895][bookmark: _Toc349231722][bookmark: _Toc349230912][bookmark: _Toc349230938][bookmark: _Toc349231748][bookmark: _Toc348712500][bookmark: _Toc349231028][bookmark: _Toc349231805][bookmark: _Toc348712594][bookmark: _Toc349231076][bookmark: _Toc349231179][bookmark: _Toc349231185][bookmark: _Toc348712710][bookmark: _Toc348712716][bookmark: _Toc349231204]PURPOSE

1.1 [bookmark: _heading=h.2et92p0]The Cabinet Office’s Disability Unit publicly committed in the National Disability Strategy (NDS) to undertake a needs and capacity assessment process to improve our understanding of the country’s capacity to finance, procure and provide assistive technology (AT), identifying system inefficiencies and maximising the greatest positive impact on the life outcome for individual AT users.
1.2 [bookmark: _heading=h.uz5d0e3pu2tk]A more joined-up approach to AT has real potential to help policy makers identify actions to strengthen service delivery to better meet disabled peoples' needs, improving outcomes for them and reducing inefficiencies in our current approach. However, there is a paucity of structured data to develop this approach. Without filling this key evidence gap we cannot push for the required change. 

2. [bookmark: _heading=h.tyjcwt]BACKGROUND TO THE CONTRACTING AUTHORITY

2.1 [bookmark: _heading=h.g5ri6kgl10dn]The Contracting Authority is the Cabinet Office, which supports the Prime Minister, and ensures the effective running of government. The Contracting Authority is also the corporate headquarters for the government, in partnership with HM Treasury, and takes the lead in certain critical policy areas. More information about the Contracting Authority can be found on its website at:
https://www.gov.uk/government/organisations/cabinet-office 
2.2 The Disability Unit is part of the Equalities Hub in the Cabinet Office along with the Race Disparity Unit and Government Equalities Office. The aim of the Disability Unit is to break down barriers faced by disabled people in the UK.

3. [bookmark: _heading=h.3dy6vkm]OVERVIEW OF REQUIREMENT

3.1 [bookmark: _heading=h.1t3h5sf]One of the commitments made in the NDS is to assess the assistive and accessible technology needs of disabled people in England, to establish where these are being met and where improvements can be made. 
3.2 [bookmark: _heading=h.28yjcxq7o51]Technology is often developed without taking into account the needs of disabled people. From streaming services and smartphone apps to AI-powered recruitment and interview tools, the importance of involving disabled people in design processes is clear.
3.3 [bookmark: _heading=h.f8fwr7vgqtwq]Understanding the met and unmet needs of disabled people, the country’s capacity to meet those needs and understanding the impact of technology on the people who use it will inform the Disability Units additional commitment to develop a new Centre of Assistive and Accessible Technology. Without filling this key evidence gap we cannot push for the required change.
4. [bookmark: _heading=h.4d34og8]DEFINITIONS 

	Expression or Acronym
	Definition

	AT
	Assistive Technology

	Assistive Technology
	Assistive Technology - such as wheelchairs, hearing aids, eyeglasses, communication devices, prosthetics, walking aids etc (link to WHO model APL list: https://www.who.int/phi/implementation/assistive_technology/global_survey-apl/en/) 

	NDS
	National Disability Strategy

	Disability 
	Disability is defined in line with the UK census, which asks the question: “Are your day-to-day activities limited because of a health problem or disability which has lasted, or is expected to last, at least 12 months?”

	[bookmark: _heading=h.lq6cvaqamwa9]Streaming services (para 3.2)
	The Big Hack: Scope, 2020 - https://www.scope.org.uk/big-hack/

	[bookmark: _heading=h.cbmiivmxu1he]Smartphone apps (para 3.2)
	Research Institute for Disabled Consumers, Survey of pan-disability panel, 2020

	[bookmark: _heading=h.kahch73j9hnu]AI-powered recruitment and interview tools (para 3.2)
	[bookmark: _heading=h.satp8apq4jur]Review into Bias in Algorithmic Decision Making: Centre for Data Ethics and Innovation, November 2020

	[bookmark: _heading=h.lz9nq6s14bt2]The importance of involving disabled consumers in the design process is often emphasised. (para 3.2)
	[bookmark: _heading=h.h5c91bqtf8mr]e.g. A review: accessible technology through participatory design: Christian Quintero, July 2020


5. [bookmark: _heading=h.2s8eyo1]SCOPE OF REQUIREMENT 

5.1 The assistive and accessible technology needs assessment must:
5.1.1 Consider all research questions at 6.2.
5.1.2 Develop and apply a clear set of criteria for testing robustness.
5.1.3 Determine and apply a structure for the final report which is both true to the findings of the survey and easily accessible by non-specialist users.
5.1.4 [bookmark: _heading=h.r7d5ovye5pof]Identify and document any evidence gaps and/or limitations with the methodology employed.
5.1.5 Structure the report clearly and extract key findings, so policy makers can easily use them to inform policy development and further research.

5.2 At a minimum, we expect the outputs to be:
5.2.1 Analysed datasets highlighting key findings. 
5.2.2 A written report for the Disability Unit. 
5.2.3 Presentation of findings to Disability Unit staff.

6. [bookmark: _heading=h.17dp8vu]THE REQUIREMENT
6.1 [bookmark: _heading=h.uycc4lehpc3e]The Supplier is required to conduct a needs assessment process to improve our understanding of the country’s capacity to finance, procure and provide assistive technology (AT) identifying system inefficiencies and maximising the greatest positive impact on life outcomes for individual AT users.
6.2 [bookmark: _heading=h.ofc1nfyd6hzg][bookmark: _Ref110951922]To aid the research, it is suggested to minimally address the following primary questions (with secondary research questions included below):
6.2.1 [bookmark: _heading=h.ryz3yfnd9xo4]What are the met and unmet population needs in terms of access to assistive technology?
6.2.2 [bookmark: _heading=h.wzbedx19pc3y]What is the country’s capacity to meet the identified unmet need?
6.2.3 [bookmark: _heading=h.msguppcvtfbx]What is the impact of assistive technology on the people who use it?
6.3 [bookmark: _heading=h.hjd5z7nrf1s9]This research must comprise an online survey which is as accessible as possible for 5,000-10,000 disabled people, with three components parts:
6.3.1 [bookmark: _heading=h.svhng91m0gyu]A rapid assistive technology assessment survey to measure the need, demand and barriers to accessing assistive technology.
6.3.2 [bookmark: _heading=h.npog6rxwoshh]An Assistive Products List survey: which asks disabled people to report which are the most essential assistive products in their daily lives. 
6.3.3 [bookmark: _heading=h.ffgolofvbg6q]Using an assistive technology impact assessment tool to measure the impact of assistive technology on individuals.

6.4 An embargoed report for officials in the Disability Unit will be delivered by the end of the contract:
6.4.1 The report will be set in the context of existing research and evidence about the assistive technology landscape.
6.4.2 [bookmark: _heading=h.pzzhxys3ndgz]The Disability Unit will have the opportunity to review and comment on at least one draft of this before agreeing the final version and approving payment of related invoices. As a minimum, Disability Unit staff would require at least three days to review and return comments on a draft report. 
6.4.3 [bookmark: _heading=h.5tf56z13gczc]The report must make recommendations for how to progress with an assistive technology capacity assessment, which will evaluate the country’s capacity to finance, regulate, procure and provide ATech efficiently, identifying supply chain and market inefficiencies.
6.4.4 [bookmark: _heading=h.n6gvy31f7xpn]All versions of the report and supporting documentation should be provided to the Disability Unit in Google or Microsoft document formats. If this is not possible an alternative should be agreed in advance with the Disability Unit.

7. [bookmark: _heading=h.3rdcrjn]KEY MILESTONES AND DELIVERABLES

7.1 The following Contract milestones/deliverables shall apply:

	[bookmark: _heading=h.u1x0x1vs6gda]Milestone/
[bookmark: _heading=h.dalhwxgpbd9o]Deliverable
	[bookmark: _heading=h.o8r34c9my2gh]Description
	[bookmark: _heading=h.jf1enzgyo7yi]Timeframe or Delivery Date

	[bookmark: _heading=h.298u0u4zrid2]1
	[bookmark: _heading=h.vy3l56csvs0l]Work commences
	[bookmark: _heading=h.47wfpmn24mcg]By week 1 of contract award

	2
	Develop online survey questions in co-production with disabled people. Disability Unit officials given an opportunity to review and agree these.
	By week 3 of contract award

	[bookmark: _heading=h.rpwnd3sounof]3
	[bookmark: _heading=h.677tx64o6wqk]Survey launched and open for 2 months.
	[bookmark: _heading=h.8iyiwfs0jo6b]By week 4 of the contract award

	[bookmark: _heading=h.157zibg2doj8]4
	[bookmark: _heading=h.f0adrif6budg]Analysis of data and first draft of final report.
	[bookmark: _heading=h.o7bo34a4q455]By week 5 of contract award

	[bookmark: _heading=h.r61i0y45zvn5]5
	[bookmark: _heading=h.guzni382ezlj]Final version of report provided and presentation of findings to the Disability Unit
	[bookmark: _heading=h.23zoszc0dt3d]By week 6 of contract award



[bookmark: _heading=h.26in1rg]
8. [bookmark: _heading=h.lnxbz9]MANAGEMENT INFORMATION/REPORTING
8.1 [bookmark: _heading=h.2pmonolxwzli]The Supplier will be expected to update and share their work with the Disability Unit at each of the milestones set out in section 7. In addition to this, weekly half-hour meetings are required, to be kept up to date and to allow space for the Supplier to ask questions of the Disability Unit and vice versa. The Supplier should have availability during normal working hours (9am-5.30pm, Mon-Fri) for these meetings, and should have some degree of flexibility around the availability of Disability Unit’s staff.
8.2 [bookmark: _heading=h.og5vz63s6puj]The Disability Unit will want to engage their network of disability experts and advisors at some or all of these stages, and the Supplier would need to be prepared to have their work scrutinised, validated and challenged by this network.
8.3 [bookmark: _heading=h.4zzuz48roxgv]The Disability Unit will designate a primary point of contact for this work, and the Supplier should update this contact with any significant changes or developments in between regular meetings. Should any questions arise, the Supplier should make contact with the Disability Unit’s primary contact as and when required.

9. [bookmark: _heading=h.35nkun2]VOLUMES
9.1 [bookmark: _heading=h.bbz0w5fmxeu1]This research must comprise an accessible online survey of around 5,000-10,000 disabled people, and will result in a final report which is presented along with findings to the Disability Unit. 

10. CONTINUOUS IMPROVEMENT
10.1 The Supplier will be expected to consider how the required Services could be delivered more effectively in future exercises, learning lessons from the delivery of this particular contract.
10.2 The Supplier should present ideas for new and innovative approaches in the final report and during the presentation to Disability Unit officials. 

11. [bookmark: _heading=h.2jxsxqh]SOCIAL VALUE
11.1 The Supplier will carry out this work in accordance with Social Value requirements linked to the themes of improving wellbeing and creating equal opportunities (see Procurement Policy Note – Taking Account of Social Value in the Award of Central Government Contracts, September 2020). 
11.2 The research will be conducted and presented in such a way that policy makers can use it to understand how assistive technology can help disabled people live full and independent lives, participate in society and address issues which are more prevalent amongst the disabled population, such as loneliness or lack of access to local facilities. 
11.3 Social Value will be assessed along with other service level agreements and performance KPIs (see Section 15 of this document).
12. [bookmark: _heading=h.z337ya]QUALITY
12.1 [bookmark: _heading=h.gf501rhixrix]The online surveys should be made to be as accessible to as wide a range of disabled people, as possible.
12.2 The AT needs assessment should be completed to a high academic standard.
12.3 [bookmark: _heading=h.vlk92s5aokqg]The final output should be completed to a high standard in terms of the accessibility and ease of use for a wide range of non-specialist users.

13. [bookmark: _heading=h.3j2qqm3]PRICE
13.1 [bookmark: _heading=h.4axcn7pgws6s][bookmark: _GoBack]The maximum budget for this work is Redacted Text  Under FOIA Section 43, Commercial Interests. In providing a fixed price, the Supplier should make it clear how many person days will be devoted to completing this work, and provide a breakdown of price for each milestone. If applicable, this should be separated out between different individuals/roles, making clear the skill/experience level and cost of each individual.
13.2 Prices are to be submitted via the e-Sourcing Suite Attachment 4 – Price Schedule including VAT and including all other expenses relating to Contract delivery.
13.3 Invoices for the work should be submitted within 24 hours of each milestone being met.  Please Section 17 of this document for full details of Payments and Invoicing.  

14. [bookmark: _heading=h.1y810tw]STAFF AND CUSTOMER SERVICE

14.1 The Supplier shall provide a sufficient level of resource throughout the duration of the Contract in order to consistently deliver a quality service.
14.2 The Supplier’s staff assigned to the Contract shall have the relevant qualifications and experience to deliver the Contract to the required standard. 
14.3 The Supplier shall ensure that staff understand the Contracting Authority’s vision and objectives and will provide excellent customer service to the Contracting Authority throughout the duration of the Contract.  

15. [bookmark: _heading=h.4i7ojhp]SERVICE LEVELS AND PERFORMANCE

15.1 The Contracting Authority will measure the quality of the Supplier’s delivery against each of the following service areas:

	KPI/SLA
	Service Area
	KPI/SLA description

	1
	Delivery timescales
	All milestones outlined in Section 7 above are met within 24 hours of the target date.

	2
	[bookmark: _heading=h.ddpds7jui6y3]Delivery timescales
	Final project including report and presentation to Disability Unit officials is delivered within the 4 month timeframe.

	[bookmark: _heading=h.84j4kuc49f2e]3
	[bookmark: _heading=h.h7jhqrqiu1gq]Survey outcomes
	[bookmark: _heading=h.bwr5p0olh5nd]Ensure policy makers understand how they can apply the findings to achieve the objectives set out in the Purpose section above (1), including its application to the work of the Centre for Assistive and Accessible Technology (see 3.3)

	4
	[bookmark: _heading=h.r6tmhkgvm2id]Social Value
	[bookmark: _heading=h.d65bx9uppv1a]The Supplier maintains a focus on how AT adds social value and explains this to policy makers using their findings (see 11). 



15.2 [bookmark: _heading=h.2xcytpi]The Disability unit will have regular catch ups with the Supplier to monitor delivery.
15.3 [bookmark: _heading=h.aisubyy4syf0]Due to the length of this contract there are no exit strategies to be applied. 

16. [bookmark: _heading=h.1ci93xb]SECURITY AND CONFIDENTIALITY REQUIREMENTS
16.1 [bookmark: _heading=h.v2l2vblrfdtn]The Supplier will not be required to undertake security vetting.
16.2 [bookmark: _heading=h.ozqs4oxjfw7o]The Supplier will largely be working with information already accessible to them in the public domain. Any documents or information shared with the Supplier by Disability Unit should remain confidential and not be shared further. 

17. [bookmark: _heading=h.3whwml4]PAYMENT AND INVOICING 
17.1 [bookmark: _heading=h.s87jvayzndkk]Invoices should be submitted upon confirmation from the Contracting Authority that delivery of the milestones has been met. The Contracting Authority will provide the Supplier with a Purchase Order Number to enable invoicing.
17.2 [bookmark: _heading=h.h8gg2cc8wyhw]Payment can only be made following satisfactory delivery of pre-agreed certified products and deliverables.
17.3 [bookmark: _heading=h.n7skgseh8ulp]Before payment can be considered, each invoice must include a detailed elemental breakdown of work completed and the associated costs, so that it can be approved by Disability Unit officials.
17.4 [bookmark: _heading=h.78onl7cxlpj]Invoices should be submitted to: Redacted Text Under FOIA Section 40, Personal Information 
17.5 A copy of each invoice should also be sent to Redacted Text Under FOIA Section 40, Personal Informatio
[bookmark: _heading=h.wbpcpuww6oi9]
18. [bookmark: _heading=h.2bn6wsx]CONTRACT MANAGEMENT 
18.1 [bookmark: _heading=h.ndankiakzb6t]The contract will be managed through the processes set out in Section 8.
18.2 [bookmark: _heading=h.npvqs1wbd0g8]All meetings shall be conducted remotely via Google Hangouts/Zoom, so the Supplier shall not incur any travel expenses to attend these meetings.

19. LOCATION
19.1 [bookmark: _heading=h.v1n8eh64cmvw]The services will be carried out remotely at the Supplier’s chosen location.

Annex A Security Schedule
SECURITY MANAGEMENT - ASSURANCE
Definitions
In this Schedule:
	“Anti-Malicious Software”
	means software that scans for and identifies possible Malicious Software in the IT Environment;

	“Breach of Security”
	(a) an event that results, or could result, in:
(b) any unauthorised access to or use of the Authority Data, the Services and/or the Information Management System; and/or
(c) the loss, corruption and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including any copies of such information or data, used by the Authority and/or the Supplier in connection with this Call-Off Contract; 

	“Certification Requirements”
	means the information security requirements set out in Paragraph 5;

	“CHECK Service Provider”

	means a company which has been certified by the National Cyber Security Centre, holds "Green Light" status and is authorised to provide the IT Health Check services required by Paragraph 6.1;

	“CREST Service Provider”
	means a company with a SOC Accreditation from CREST International;

	“Higher Risk Sub-contractor”
	means a Sub-contractor that Processes Authority Data, where that data includes either:
(a) the Personal Data of 1,000 or more individuals in aggregate during the period between the first Operational Service Commencement Date and the date on which this Agreement terminates in accordance with Clause 4.1(b); or
(b) Special Category Personal Data;


	“Cyber Essentials”
	means the Cyber Essentials certificate issued under the Cyber Essentials Scheme;

	“Cyber Essentials Plus”
	means the Cyber Essentials Plus certificate issued under the Cyber Essentials Scheme;

	“Cyber Essentials Scheme”
	means the Cyber Essentials scheme operated by the National Cyber Security Centre;

	“Incident Management Process”
	means the process which the Supplier shall implement immediately after it becomes aware of a Breach of Security which is intended to restore normal operations as quickly as possible, minimising any adverse impact on the Authority Data, the Authority, the Services and/or users of the Services and which shall be shall be prepared by the Supplier in accordance with Paragraph 3 using the template set out in Annex 3;

	“Information Assurance Assessment”
	means the set of policies, procedures, systems and processes which the Supplier shall implement, maintain and update in accordance with Paragraph 3 in order to manage, mitigate and, where possible, avoid information security risks including cyber-attacks, hacks, data leaks, Personal Data Breaches and/or theft and which shall be prepared by the Supplier using the template set out in Annex 3;

	“Information Management System”
	means
(a) those parts of the Supplier System, and those of the Sites, that the Supplier or its Sub-contractors will use to provide the parts of the Services that require Processing Authority Data; and
(b) the associated information assets and systems (including organisational structure, controls, policies, practices, procedures, processes and resources);

	“Information Security Approval Statement”
	means a notice issued by the Authority which sets out the information risks which the Supplier has identified as being associated with using the Information Management System and confirms that:
(a) the Authority is satisfied that the identified risks have been adequately and appropriately addressed;
(b) the Authority has accepted the residual risks; and
(c) the Supplier may use the Information Management System to Process Authority Data;

	“IT Health Check”
	has the meaning given in Paragraph 6.1;

	“Medium Risk Sub-contractor”
	means a Sub-contractor that Processes Authority Data, where that data
(a) includes the Personal Data of between 100 and 999 individuals (inclusive) in the period between the first Operational Service Commencement Date and the date on which this Agreement terminates in accordance with Clause 4.1(b); and
(b) does not include Special Category Personal Data;


	“Personal Data Processing Statement”
	means a document setting out:
(a) the types of Personal Data which the Supplier and/or its Sub-contractors Processes or will Process under this Agreement;
(b) the categories of Data Subjects whose Personal Data the Supplier and/or its Sub-contractors Processes or will Process under this Agreement;
(c) the nature and purpose of such Processing;
(d) the locations at which the Supplier and/or its Sub-contractors Process Personal Data under this Agreement; and
(e) the Protective Measures that the Supplier and, where applicable, its Sub-contractors have implemented to protect Personal Data Processed under this Agreement against a Breach of Security (insofar as that Breach of Security relates to data) or a Personal Data Breach;

	“Process”
	means any operation which is performed on data, whether or not by automated means, including collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;

	“Required Changes Register”
	mean the register within the Security Management  Plan which is to be maintained and updated by the Supplier and which shall record each of the changes that the Supplier shall make to the Information Management System and/or the Security Management Plan as a consequence of the occurrence of any of the events set out in Paragraph 4.2 together with the date by which such change shall be implemented and the date on which such change was implemented;

	“Risk Register”
	is the risk register within the Information Assurance Assessment which is to be prepared and submitted to the Authority for approval in accordance with Paragraph 3;

	“Security Management Plan”
	means the document prepared by the Supplier using the template in Annex 3, comprising: 
(a) the Information Assurance Assessment;
(b) the Personal Data Processing Statement;
(c) the Required Changes Register; and
(d) the Incident Management Process;

	Special Category Personal Data
	means the categories of Personal Data set out in article 9(1) of the GDPR;



Introduction
This Schedule sets out: 
the arrangements the Supplier must implement before, and comply with when, providing the Services and performing its other obligations under this Call-Off Contract to ensure the security of the Authority Data and the Information Management System;
the Certification Requirements applicable to the Supplier and each of those Sub-contractors which Processes Authority Data;
The security requirements in Annex 1, with which the Supplier must comply;
the tests which the Supplier shall conduct on the Information Management System during the Term;
the Supplier's obligations to:
return or destroy Authority Data on the expiry or earlier termination of this Agreement; and
prevent the introduction of Malicious Software into the Supplier System and to scan for, contain the spread of, and minimise the impact of Malicious Software which is introduced into the Supplier System in Paragraph 8; and
report Breaches of Security to the Authority.
Principles of Security
The Supplier acknowledges that the Authority places great emphasis on the confidentiality, integrity and availability of the Authority Data and, consequently on the security of:
the Sites;
the IT Environment; 
the Information Management System; and
the Services.
Notwithstanding the involvement of the Authority in assessing the arrangements which the Supplier implements to ensure the security of the Authority Data and the Information Management System, the Supplier shall be, and shall remain, responsible for:
the security, confidentiality, integrity and availability of the Authority Data whilst that Authority Data is under the control of the Supplier or any of its Sub-contractors; and
the security of the Information Management System.
The Supplier shall:
comply with the security requirements in Annex 1; and
ensure that each Sub-contractor that Processes Authority Data complies with the Sub-contractor Security Requirements.
The Supplier shall provide the Authority with access Supplier Personnel responsible for information assurance to facilitate the Authority's assessment of the Supplier's compliance with its obligations set out in this Schedule at reasonable times on reasonable notice.
[bookmark: _Ref504992258]Information Security Approval Statement 
The Supplier must ensure that its Implementation Plan sets out in sufficient detail how it will ensure compliance with the requirements of this Schedule, including any requirements imposed on Sub-contractors by Annex 2, from the first Operational Services Commencement Date.
The Supplier may not use the Information Management System to Process Authority Data unless and until:
the Supplier has procured the conduct of an IT Health Check of the Supplier System by a CHECK Service Provider or a CREST Service Provider in accordance with Paragraph 6.1; and 
the Authority has issued the Supplier with an Information Security Approval Statement in accordance with the process set out in this Paragraph 3.
The Supplier shall document in the Security Management Plan how the Supplier and its Sub-contractors shall comply with the requirements set out in this Schedule 9 and the Agreement in order to ensure the security of the Authority Data and the Information Management System. 
[bookmark: _Ref505610186]The Supplier shall prepare and submit to the Authority within 20 Working Days of the date of this Call-Off Contract, the Security Management Plan, which comprises:
an Information Assurance Assessment;
the Required Changes Register;
the Personal Data Processing Statement; and
[bookmark: _Ref505610468]the Incident Management Process.
The Authority shall review the Supplier's proposed Security Management Plan as soon as possible and, in any event within 20 Working Days of receipt and shall either issue the Supplier with:
an Information Security Approval Statement, which shall confirm that the Supplier may use the Information Management System to Process Authority Data; or
a rejection notice, which shall set out the Authority's reasons for rejecting the Security Management Plan. 
If the Authority rejects the Supplier's proposed Security Management Plan, the Supplier shall take the Authority's reasons into account in the preparation of a revised Security Management Plan, which the Supplier shall submit to the Authority for review within 10 Working Days or such other timescale as agreed with the Authority.
The Authority may require, and the Supplier shall provide the Authority and its authorised representatives with:
access to the Supplier Personnel;
access to the Information Management System to audit the Supplier and its Sub-contractors’ compliance with this Agreement; and
such other information and/or documentation that the Authority or its authorised representatives may reasonably require, 
to assist the Authority to establish whether the arrangements which the Supplier and its Sub-contractors have implemented in order to ensure the security of the Authority Data and the Information Management System are consistent with the representations in the Security Management Plan. The Supplier shall provide the access required by the Authority in accordance with this Paragraph within 10 Working Days of receipt of such request, except in the case of a Breach of Security in which case the Supplier shall provide the Authority with the access that it requires within 24 hours of receipt of such request.
[bookmark: _Ref506481209]Compliance Reviews 
The Supplier shall regularly review and update the Security Management Plan, and provide such to the Authority, at least once each year and as required by this Paragraph.
[bookmark: _Ref504999967]The Supplier shall notify the Authority within 2 Working Days after becoming aware of:
a significant change to the components or architecture of the Information Management System;
a new risk to the components or architecture of the Information Management System;
a vulnerability to the components or architecture of the Service which is classified 'Medium', 'High', 'Critical' or 'Important' in accordance with the classification methodology set out in Paragraph 9.2 of Annex 1 to this Schedule;
a change in the threat profile;
a significant change to any risk component;
a significant change in the quantity of Personal Data held within the Service;
a proposal to change any of the Sites from which any part of the Services are provided; and/or
an ISO27001 audit report produced in connection with the Certification Requirements indicates significant concerns.
Within 10 Working Days of such notifying the Authority or such other timescale as may be agreed with the Authority, the Supplier shall make the necessary changes to the Required Changes Register and submit the updated Required Changes Register the Authority for review and approval.  
Where the Supplier is required to implement a change, including any change to the Information Management System, the Supplier shall effect such change at its own cost and expense. 
[bookmark: _Ref505612729]Certification Requirements
[bookmark: _Ref505607531]The Supplier shall be certified as compliant with:
ISO/IEC 27001:2013 by a United Kingdom Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and 
Cyber Essentials PLUS, 
and shall provide the Authority with a copy of each such certificate of compliance before the Supplier shall be permitted to receive, store or Process Authority Data. 
The Supplier shall ensure that each Higher Risk Sub-contractor is certified as compliant with either:
ISO/IEC 27001:2013 by a United Kingdom Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; or 
Cyber Essentials PLUS, 
and shall provide the Authority with a copy of each such certificate of compliance before the Higher-Risk Sub-contractor shall be permitted to receive, store or Process Authority Data.
The Supplier shall ensure that each Medium Risk Sub-contractor is certified compliant with Cyber Essentials.
The Supplier shall ensure that the Supplier and each Sub-contractor who is responsible for the secure destruction of Authority Data:
securely destroys Authority Data only on Sites which are included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and
are certified as compliant with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard or an alternative standard as agreed by the Authority. 
The Supplier shall provide the Authority with evidence of its and its Sub-contractor's compliance with the requirements set out in this Paragraph before the Supplier or the relevant Sub-contractor (as applicable) may carry out the secure destruction of any Authority Data.
The Supplier shall notify the Authority as soon as reasonably practicable and, in any event within 2 Working Days, if the Supplier or any Sub-contractor ceases to be compliant with the Certification Requirements and, on request from the Authority, shall or shall procure that the relevant Sub-contractor shall: 
immediately ceases using the Authority Data; and 
procure that the relevant Sub-contractor promptly returns, destroys and/or erases the Authority Data in accordance with the requirements set out in this Paragraph. 
The Authority may agree to exempt, in whole or part, the Supplier or any Sub-contractor from the requirements of this Paragraph 5. Any exemption must be in writing to be effective. The Supplier must include the exemption in the Security Management Plan.
[bookmark: _Ref505005414]Security Testing 
[bookmark: _Ref28683289][bookmark: _Ref505005489]The Supplier shall, at its own cost and expense procure and conduct: 
testing of the Information Management System by a CHECK Service Provider or a CREST Service Provider (“IT Health Check”); and
such other security tests as may be required by the Authority,
The Supplier shall complete all of the above security tests before the Supplier submits the Security Management Plan to the Authority for review in accordance with Paragraph 3; and it shall repeat the IT Health Check not less than once every 12 months during the Term and submit the results of each such test to the Authority for review in accordance with this Paragraph.
[bookmark: _Ref497406597][bookmark: _Ref497408959]In relation to each IT Health Check, the Supplier shall:
agree with the Authority the aim and scope of the IT Health Check;
promptly, and no later than 10 working days, following the receipt of each IT Health Check report, provide the Authority with a copy of the full report;
[bookmark: _Ref497408798]in the event that the IT Health Check report identifies any vulnerabilities, the Supplier shall: spef
[bookmark: _Ref497234791]prepare a remedial plan for approval by the Authority (each a "Vulnerability Correction Plan") which sets out in respect of each vulnerability identified in the IT Health Check report: 
how the vulnerability will be remedied; 
unless otherwise agreed in writing between the Parties, the date by which the vulnerability will be remedied, which must be:
within three months of the date the Supplier received the IT Health Check report in the case of any vulnerability categorised with a severity of “medium”;
within one month of the date the Supplier received the IT Health Check report in the case of any vulnerability categorised with a severity of “high”; and
within 10 Working Days of the date the Supplier received the IT Health Check report in the case of any vulnerability categorised with a severity of “critical”;
the tests which the Supplier shall perform or procure to be performed (which may, at the discretion of the Authority, include a further IT Health Check) to confirm that the vulnerability has been remedied;
comply with the Vulnerability Correction Plan; and
conduct such further tests on the Service as are required by the Vulnerability Correction Plan to confirm that the Vulnerability Correction Plan has been complied with.
The Supplier shall ensure that any testing which could adversely affect the Supplier System shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Services and the date, timing, content and conduct of such tests shall be agreed in advance with the Authority.  
If any testing conducted by or on behalf of the Supplier identifies a new risk, new threat, vulnerability or exploitation technique that has the potential to affect the security of the Information Management System, the Supplier shall within 2 Working Days of becoming aware of such risk, threat, vulnerability or exploitation technique provide the Authority with a copy of the test report and:
propose interim mitigation measures to vulnerabilities in the Information System known to be exploitable where a security patch is not immediately available; and
where and to the extent applicable, remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the Supplier System) within the timescales set out in the test report or such other timescales as may be agreed with the Authority.
The Supplier shall conduct such further tests of the Supplier System as may be required by the Authority from time to time to demonstrate compliance with its obligations set out this Schedule and the Call-Off Contract.
The Supplier shall notify the Authority immediately if it fails to, or believes that it will not, mitigate the vulnerability within the timescales set out in Annex 1 to this Schedule.  
[bookmark: _Ref505003510]Security Monitoring and Reporting  
The Supplier shall:
monitor the delivery of assurance activities;
maintain and update the Security Management Plan in accordance with Paragraph 4;
agree a document which presents the residual security risks to inform the Authority’s decision to give approval to the Supplier to Process, store and transit the Authority Data;
monitor security risk impacting upon the operation of the Service;
report Breaches of Security in accordance with the approved Incident Management Process;
agree with the Authority the frequency and nature of the security reports to be prepared and submitted by the Supplier to the Authority within 20 Working Days of Effective Date.
[bookmark: kix.pf0kq1xwx1mu][bookmark: _Ref498440562]Malicious Software 
The Supplier shall install and maintain Anti-Malicious Software or procure that Anti-Malicious Software is installed and maintained on any part of the Information Management System which may Process Authority Data and ensure that such Anti-Malicious Software is configured to perform automatic software and definition updates as well as regular scans of the Information Management System to check for, prevent the introduction of Malicious Software or where Malicious Software has been introduced into the Information Management System, to identify, contain the spread of, and minimise the impact of Malicious Software.
[bookmark: _Ref497469582]If Malicious Software is found, the parties shall cooperate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Authority Data, assist each other to mitigate any Losses and to restore the Services to their desired operating efficiency.
Any cost arising out of the actions of the parties taken in compliance with the provisions of Paragraph 8.2 shall be borne by the parties as follows:
by the Supplier where the Malicious Software originates from the Supplier Software, the Third Party Software supplied by the Supplier or the Authority Data (whilst the Authority Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Authority when provided to the Supplier; and 
by the Authority, in any other circumstance.
Breach of Security 
If either party becomes aware of a Breach of Security it shall notify the other in accordance with the Incident Management Process.
The Incident Management Process shall, as a minimum, require the Supplier to do the following upon it becoming aware of a Breach of Security or attempted Breach of Security: 
Immediately take all reasonable steps necessary to:
minimise the extent of actual or potential harm caused by such Breach of Security;
remedy such Breach of Security to the extent possible; 
apply a tested mitigation against any such Breach of Security; and
prevent a further Breach of Security in the future which exploits the same root cause failure;
as soon as reasonably practicable and, in any event, within 2 Working Days, following the Breach of Security or attempted Breach of Security, provide to the Authority full details of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Authority.
In the event that any action is taken in response to a Breach of Security or attempted Breach of Security as a result of non-compliance by the Supplier, its Sub-contractors and/or all or any part of the Information Management System with this Call-Off Contract, then such remedial action shall be completed at no additional cost to the Authority. 



Annex 1:  Security Requirements
Security Classification of Information 
If the provision of the Services requires the Supplier to Process Authority Data which is classified as OFFICIAL-SENSITIVE, the Supplier shall implement such additional measures as agreed with the Authority from time to time in order to ensure that such information is safeguarded in accordance with the applicable Standards. 	
End User Devices
The Supplier must manage, and must ensure that all Key Sub-contractors manage, all End-user Devices on which Authority Data is stored or processed in accordance the following requirements:
the operating system and any applications that store, process or have access to Authority Data must be in current support by the vendor, or the relevant community in the case of open source operating systems or applications;
users must authenticate before gaining access;
all Authority Data must be encrypted using a encryption tool agreed to by the Authority; 
the End-under Device must lock and require any user to re-authenticate after a period of time that is proportionate to the risk environment, during which the End-user Device is inactive;
the End-User Device must be managed in a way that allows for the application of technical policies and controls over applications that have access to Authority Data;
the Supplier or Key Sub-contractor, as applicable, can, without physical access to the End-user Device, remove or make inaccessible all Authority Data on the device and prevent any user or group of users from accessing the device; and
all End-user Devices are within in the scope of any current Cyber Essentials Plus certificate  held by the Supplier, or any ISO/IEC 27001:2013 certification issued by a UKAS-approved certification body, where the scope of that certification includes the Services.
The Supplier must comply, and ensure that all Key Sub-contractors comply, with the recommendations in NCSC Device Guidance as if those recommendations were incorporated as specific obligations under this Agreement.
Where there any conflict between the requirements of this Schedule (Security Management) and the requirements of the NCSC Device Guidance, the requirements of this Schedule will take precedence.
Encryption
The Supplier must ensure, and must ensure that all Key Sub-contractors ensure, that Authority Data is encrypted;
when stored at any time when no operation is being performed on it; and;
when transmitted.
Where the Supplier, or a Key Sub-contractor, cannot encrypt Authority Data as required by Paragraph 3.1of this Annex 1, the Supplier must:
immediately inform the Authority of the subset or subsets of Authority Data it cannot encrypt and the circumstances in which and the reasons why it cannot do so;
provide details of the protective measures the Supplier or Key Sub-contractor (as applicable) proposes to take to provide equivalent protection to the Authority as encryption;
provide the Authority with such information relating to the Authority Data concerned, the reasons why that Authority Data cannot be encrypted and the proposed protective measures as the Authority may require.
once the Authority and the Supplier reach agreement, update the Security Management Plan to include:
the subset or subsets of Authority Data not encrypted and the circumstances in which that will occur; and
the protective measure that the Supplier and/or Key Sub-contractor will put in place in respect of the unencrypted Authority Data.
Personnel Security
[bookmark: _Ref497475095]All Supplier Personnel shall be subject to a pre-employment check before they may participate in the provision and or management of the Services.  Such pre-employment checks must include all pre-employment checks which are required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; and, verification of the individual's employment history; verification of the individual's criminal record.
[bookmark: _Ref497475097]The Authority and the Supplier shall review the roles and responsibilities of the Supplier Personnel who will be involved in the management and/or provision of the Services in order to enable the Authority to determine which roles require additional vetting and a specific national security vetting clearance (e.g. a Counter Terrorist Check; a Security Check).  Roles which are likely to require additional vetting and a specific national security vetting clearance include system administrators whose role would provide those individuals with privileged access to IT systems which Process Authority Data or data which, if it were Authority Data, would be classified as OFFICIAL-SENSITIVE.
The Supplier shall not permit Supplier Personnel who fail the security checks required by Paragraphs 4.1 and 4.2 to be involved in the management and/or provision of the Services except where the Authority has expressly agreed in writing to the involvement of the named individual in the management and/or provision of the Services.
The Supplier shall ensure that Supplier Personnel are only granted such access to Authority Data as is necessary to enable the Supplier Personnel to perform their role and to fulfil their responsibilities. 
The Supplier shall ensure that Supplier Personnel who no longer require access to the Authority Data (e.g. they cease to be employed by the Supplier or any of its Sub-contractors), have their rights to access the Authority Data revoked within 1 Working Day.
[bookmark: _Ref27735742]The Supplier shall ensure that Supplier Staff that have access to the Sites, the IT Environment or the Authority Data receive regular training on security awareness that reflects the degree of access those individuals have to the Sites, the IT Environment or the Authority Data.
The Supplier shall ensure that the training provided to Supplier Staff under paragraph 4.6 includes training on the identification and reporting fraudulent communications intended to induce individuals to disclose Personal Data or any other information that could be used, including in combination with other Personal Data or information, or with other techniques, to facilitate unauthorised access to the Sites, the IT Environment or the Authority Data (“phishing”).
Identity, Authentication and Access Control
The Supplier shall operate an access control regime to ensure: 
all users and administrators of the Supplier System are uniquely identified and authenticated when accessing or administering the Services; and
all persons who access the Sites are identified and authenticated before they are allowed access to the Sites.
The Supplier shall apply the ‘principle of least privilege’ when allowing persons access to the Supplier System and Sites so that such persons are allowed access only to those parts of the Sites and the Supplier System they require. 
The Supplier shall retain records of access to the Sites and to the Supplier System and shall make such record available to the Authority on request.  
Data Destruction or Deletion 
The Supplier shall:
prior to securely sanitising any Authority Data or when requested the Supplier shall provide the Government with all Authority Data in an agreed open format;
have documented processes to ensure the availability of Authority Data in the event of the Supplier ceasing to trade;
securely erase in a manner agreed with the Authority any or all Authority Data held by the Supplier when requested to do so by the Authority; 
securely destroy in a manner agreed with the Authority all media that has held Authority Data at the end of life of that media in accordance with any specific requirements in this Call-Off Contract and, in the absence of any such requirements, as agreed by the Authority; and  
implement processes which address the CPNI and NCSC guidance on secure sanitisation.
Audit and Protective Monitoring
The Supplier shall collect audit records which relate to security events in the Information Management System or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the Information Management System, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Authority Data.
The Supplier and the Authority shall work together to establish any additional audit and monitoring requirements for the Information Management System.
The retention periods for audit records and event logs must be agreed with the Authority and documented in the Security Management Plan.  
[bookmark: _Ref28679543]Location of Authority Data 
The Supplier shall not and shall procure that none of its Sub-contractors Process Authority Data outside the United Kingdom or EEA without the prior written consent of the Authority, which may be subject to conditions.
Vulnerabilities and Corrective Action 
The Authority and the Supplier acknowledge that from time to time vulnerabilities in the Information Management System will be discovered which unless mitigated will present an unacceptable risk to the Authority Data. 
[bookmark: _Ref507060078]The severity of vulnerabilities for COTS Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring according to the agreed method in the Security Management  Plan and using the appropriate vulnerability scoring systems including:
the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out by NIST at http://nvd.nist.gov/cvss.cfm); and 
Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’) respectively.
[bookmark: _Ref497467309][bookmark: _Ref497409849]Subject to Paragraph 9.4, the Supplier shall procure the application of security patches to vulnerabilities in the Information Management System within: 
7 days after the public release of patches for those vulnerabilities categorised as ‘Critical’; 
30 days after the public release of patches for those vulnerabilities categorised as ‘Important’; and 
60 days after the public release of patches for those vulnerabilities categorised as ‘Other’.
[bookmark: _Ref497467944]The timescales for applying patches to vulnerabilities in the Information Management System set out in Paragraph 9.3 shall be extended where:
the Supplier can demonstrate that a vulnerability in the Information Management System is not exploitable within the context of the Services (e.g. because it resides in a Software component which is not involved in running in the Services) provided such vulnerabilities shall be remedied by the Supplier within the timescales set out in Paragraph 9.3 if the vulnerability becomes exploitable within the context of the Services;
the application of a ‘Critical’ or ‘Important’ security patch adversely affects the Supplier’s ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of 5 days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Authority; or
the Authority agrees a different maximum period after a case-by-case consultation with the Supplier under the processes defined in the Security Management Plan.   
The Security Management Plan shall include provisions for major version upgrades of all COTS Software to be kept up to date such that all COTS Software are always in mainstream support throughout the Term unless otherwise agreed by the Authority in writing. All COTS Software should be no more than N-1 versions behind the latest software release.
Secure Architecture
The Supplier shall design the Information Management System in accordance with: 
the NCSC "Security Design Principles for Digital Services", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main; 
the NCSC "Bulk Data Principles", a copy of which can be found at https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main; and 
the NSCS "Cloud Security Principles", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles and which are summarised below:
"Cloud Security Principle 1: data in transit protection" which, amongst other matters, requires that user data transiting networks should be adequately protected against tampering and eavesdropping;
"Cloud Security Principle 2: asset protection and resilience" which, amongst other matters, requires that user data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure;
"Cloud Security Principle 3: separation between users" which, amongst other matters, requires that a malicious or compromised user of the service should not be able to affect the service or data of another;
"Cloud Security Principle 4: governance framework" which, amongst other matters, requires that the Supplier should have a security governance framework which coordinates and directs its management of the Services and information within it;
"Cloud Security Principle 5: operational security" which, amongst other matters, requires that the Services need to be operated and managed securely in order to impede, detect or prevent a Breach of Security;
"Cloud Security Principle 6: personnel security" which, amongst other matters, requires that where Supplier Personnel have access to Authority Data and/or the Authority System that those personnel be subject to appropriate security screening and regular security training;
"Cloud Security Principle 7: secure development" which, amongst other matters, requires that the Services be designed and developed to identify and mitigate threats to their security;
"Cloud Security Principle 8: supply chain security" which, amongst other matters, requires the Supplier to ensure that appropriate security controls are in place with its Sub-contractors and other suppliers;
"Cloud Security Principle 9: secure user management" which, amongst other matters, requires the Supplier to make the tools available for the Authority to securely manage the Authority's use of the Service;
"Cloud Security Principle 10: identity and authentication" which, amongst other matters, requires the Supplier to implement appropriate controls in order to ensure that access to Service interfaces is constrained to authenticated and authorised individuals;
"Cloud Security Principle 11: external interface protection" which, amongst other matters, requires that all external or less trusted interfaces with the Services should be identified and appropriately defended;
"Cloud Security Principle 12: secure service administration" which, amongst other matters, requires that any ICT system which is used for administration of a cloud service will have highly privileged access to that service;
"Cloud Security Principle 13: audit information for users" which, amongst other matters, requires the Supplier to be able to provide the Authority with the audit records it needs to monitor access to the Service and the Authority Data held by the Supplier and/or its Sub-contractors; and
"Cloud Security Principle 14: secure use of the service" which, amongst other matters, requires the Supplier to educate Supplier Personnel on the safe and secure use of the Information Management System.



Annex 2: Security Requirements for Sub-contractors
Application of Annex
This Annex applies to all Sub-contractors that Process Authority Data.
The Supplier must:
ensure that those Sub-contractors comply with the provisions of this Annex;
keep sufficient records to demonstrate that compliance to the Authority; and
ensure that its Implementation Plan includes Deliverable Items, Milestones and Milestone Dates that relate to the design, implementation and management of any systems used by Sub-contractors to Process Authority Data.
Designing and managing secure solutions
The Sub-contractor shall implement their solution(s) to mitigate the security risks in accordance with the NCSC’s Cyber Security Design Principles https://www.ncsc.gov.uk/collection/cyber-security-design-principles. 
The Sub-contractor must assess their systems against the NCSC Cloud Security Principles:  https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles at their own cost and expense to demonstrate that the people, process, technical and physical controls have been delivered in an effective way. The Sub-contractor must document that assessment and make that documentation available to the Authority on the Authority’s request.
Data Processing, Storage, Management and Destruction
[bookmark: _Ref28679567]The Sub-contractor must not Process any Authority Data outside the United Kingdom. The Authority may permit the Sub-contractor to Process Authority Data outside the United Kingdom and may impose conditions on that permission, with which the Sub-contractor must comply. Any permission must be in writing to be effective.
The Sub-contractor must securely erase any or all Authority Data held by the Sub-contractor when requested to do so by the Authority; and securely destroy all media that has held Authority Data at the end of life of that media in accordance with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard, or an alternative agreed in writing by the Authority.
Personnel Security
The Sub-contractor must perform appropriate checks on their staff before they may participate in the provision and or management of the Services. Those checks must include all pre-employment checks required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; verification of the individual's employment history; and verification of the individual's criminal record. The HMG Baseline Personnel Security Standard is at https://www.gov.uk/government/publications/government-baseline-personnel-security-standard.
The Sub-contractor must, if the Authority requires, at any time, ensure that one or more of the Sub-contractor’s staff obtains Security Check clearance in order to Process Authority Data containing Personal Data above certain volumes specified by the Authority, or containing Special Category Personal Data.
Any Sub-contractor staff who will, when performing the Services, have access to a person under the age of 18 years must undergo DBS checks
End User Devices
The Sub-contractor shall ensure that any Authority Data stored (for any period of time) on a mobile, removable or physically uncontrolled device is encrypted. The Sub-contractor must follow the Information Commissioner’s Office guidance on implementing encryption, which can be found at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/.
The Supplier shall ensure that any device used to Process Authority Data meets all the security requirements set out in the NCSC End User Devices Platform Security Guidance, which can be found at: https://www.ncsc.gov.uk/guidance/end-user-device-security.
Networking
The Supplier shall ensure that any Authority Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
Patching and Vulnerability Scanning
The Sub-contractor must proactively monitor supplier vulnerability websites and ensure all necessary patches and upgrades are applied to maintain security, integrity and availability in accordance with the NCSC Cloud Security Principles. 
Third Party Sub-contractors
The Sub-contractor must not transmit or disseminate the Authority Data to any other person unless specifically authorised by the Authority. Such authorisation must be in writing to be effective and may be subject to conditions.
The Sub-contractor must not, when performing any part of the Services, use any software to Process the Authority Data where the licence terms of that software purport to grant the licensor rights to Progress the Authority Data greater than those rights strictly necessary for the use of the software.


Annex 3:  Security Management Plan Template
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Guidance



				[Dept] SME Data Collection

				v2.1

				The UK government has made a commitment that 33% of central government procurement spend should go to Small and Medium-sized Enterprises (SMEs), either directly or via the supply chain, before the end of this parliament (2022). To support this key agenda item and to measure progress, the UK government is now requesting that from 1 April 2018 all new contracts valued over £5 million per annum provide data on supply chain spend.
Guidance about the data required is provided below.
PLEASE NOTE YOU WILL NEED TO COMPLETE A SEPARATE TEMPLATE FOR EACH CONTRACT . 

				1) When answering the survey please endeavour to answer every section in full to the best of your knowledge.  2)  Please only report on the relevant contract - do not include spend you have with the departments on other contracts 

				
Questions  A1-A3: Please specify the numbers in full. All figures should be in GBP pounds sterling. Please see an example of how to complete the questions below.



				A1. Total contract revenue (£) received directly from selected department including arms length bodies (ALBs)

				Supplier X has received £1,200,000 revenue directly from the selected department within the requested financial reporting period. Enter £1,200,000 for question A1.

				£1,200,000		ü

				£1.2m		û

				1.2m		û



				A2. Total value of subcontracted revenues (£) 
(Please note that this is the total value of all sub-contracted revenues for SMEs and non-SMEs. 

				Of the £1,200,000 Supplier X received directly from the selected department, £50,000 was subcontracted to SMEs and £140,000 was subcontracted to organisations not covered by the definition of an SME. Enter £190,000 for question A2.

				£190,000		ü

				£190k		û

				190k		û





				A3. Total value of subcontracted revenues to SMEs (£)

				Of the £1,200,000 Supplier X received from the selected department, £50,000 was subcontracted to an SME. Enter £50,000 for question A3.

				£50,000		ü

				£0.05m		û

				0.05m		û



				Data provided by

				In the event we need to contact you about your return, please provide your full contact details. Please provide details of the preferred contact for future reporting (If different).
Please also provide your DUNS Number.  The Data Universal Numbering System (DUNS) is a system developed and regulated by Dun & Bradstreet which assigns a unique numeric identifier, referred to as a 'DUNS Number' to a single business entity. 







				Definitions and Interpretations:

				In this document and all documentation from the Crown Commercial Service SME team:

				1.    Department(s) – means central government department that you have a contract with.

				2.    Supplier(s) – means a company or organisation that sells or supplies goods or services not limited to the UK.

				3.    SMEs – means Suppliers with less than 250 employees and whose annual turnover does not exceed €50m or annual balance sheet total does not exceed €43m. The organisation also has to be autonomous.

				4.    Autonomous – means that the SME does not have more than 25% of its capital or voting rights owned by an organisation or multiple organisations that themselves do not meet the definition of a SME.

				5.   Contract Revenue – means the monetary value (Excl VAT) received through a contract between you and a Central Government Department or its ALBs.

				6.   Subcontracted Revenue – means the monetary value of the contract (Excl VAT) that has been passed to a supplier within the supply chain. It should not include the suppliers overhead expenditure e.g. cleaning services, that might be provided by an SME.

				7.   Supply Chain – means all suppliers that are involved in the production, handling, provision and /or distribution of any part of the contract.

				8.   Contract – means the commercial agreement between the department or its ALB and the supplier for the provision of goods or services.





Supply Chain Data Survey

				[Dept] SME Data Collection																		v2.1

				Please refer to the guidance tab. 
Please answer questions A1 to A6 (populating yellow cells only) as applicable and return to [DEPARTMENTAL CONTACT]

																						Breakdown of Departmental Contract Revenue (100%= £0)

				INSERT YOUR ORGANISATION/COMPANY NAME				Full Year 2018/19 (Apr 2018- Mar 2019)																		Total Revenue retained (£)								£0.00

				SELECT DEPARTMENT				£		%																Total subcontracted revenues to non SME (£)								£0.00

				CONTRACT NAME

				A1. Total contract revenue (£) received directly from selected contract.				£0.00																		 Total subcontracted revenues to SMEs (£)								£0.00

				A2. Total value of subcontracted revenues (£)				£0.00		

				A3. Total value of subcontracted revenues to SMEs (£)				£0.00		

				Data provided by:

				Name

				Organisation		INSERT YOUR ORGANISATION/COMPANY NAME

				DUNS Number

				Email

				Phone

				Date

				Please provide details of the preferred contact for future reporting (If applicable):

				Name

				Email

				Phone















						Supplier		Department		Full Year (17/18) Total Revenue (Revs)		Full Year  (16/17) Total Subcontracted (Sub) Revs		Full Year  (17/18) Total Sub Revs to SMEs		Full Year (17/18) Sub Revs as a %		Full Year (17/18) Sub Revs to SMEs as a %		Payment terms		5. What method did you apply to calculate this data?		6. Can you confirm what quality assurances you have put in place to ensure the robustness of the data you have provided?		DUNS Number		Data provided by Name		Data provided by Email		Data provided by Tel		New Contact Name		New Contact Email		New Contact Tel.

						INSERT YOUR ORGANISATION/COMPANY NAME		SELECT DEPARTMENT		£0.00		£0.00		£0.00						ERROR:#REF!		ERROR:#REF!		ERROR:#REF!		0		0		0		0		0		0		0



						Department picklist

						BEIS

						Cabinet Office

						DCLG

						DCMS

						DEFRA

						DfE

						DFID

						DfT

						DH

						DWP

						FCO

						HMRC

						HMT

						Home Office

						MOD

						MOJ





















Breakdown of Departmental Contract Revenue (100%= £0)	

Total Revenue retained (£)	Total subcontracted revenues to non SME (£)	 Total subcontracted revenues to SMEs (£)	0	0	0	
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<This section should contain a brief summary of the business context of the system, any key IA controls, the assurance work done, any off-shoring considerations and any  residual risks that need acceptance by the Authority. This should be completed at the end of the assurance process.>
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[bookmark: _Toc507591991]Background


< A short description of the project/product/system. Describe its purpose, functionality, aim and scope.>

[bookmark: _Toc507591992]Contractual Arrangements

< Please provide detail of how the system/product/service has been procured including what contracts (service model, call-off, framework, security schedules) are in place.>

[bookmark: _Toc496014865][bookmark: _Toc507591993]Governance, reporting and accountability	

<Include a list of the lead security roles for the project and the reporting structures/decision making process for the security work.>

[bookmark: _Toc507591994]Customers

< Include list of participating departments/organisations if appropriate and known.>

[bookmark: _Toc507591995]Information Assurance Assessment


[bookmark: _Toc507591996]Data/Information

<Include a list of the type and volumes of data that will be processed, managed and stored within the supplier system. If personal data, please include the fields used such as name, address, department DOB, NI number etc.>

[bookmark: _Toc507591997]Overview of technical architecture

[bookmark: _Toc496014870]< In this section, please provide an architectural diagram of the system. A brief explanation of the relevant components should be included.>


[bookmark: _Toc507591998]Logical Data Flow Diagram

< Include a diagram of the logical data flows. The scope of the assurance assessment should be clearly indicated, with components of the architecture upon which reliance is placed but assurance will not be done clearly shown e.g. a cloud hosting service.>

[bookmark: _Toc507591999]Third Party Suppliers

[bookmark: _Toc427232384]< Include a list/table of the Suppliers, what function they perform, what data they store/process and what assurance activities/due diligence activities have been taken place. Also, include evidence of compliance with ISO 27001:2013 or Cyber Essential/Cyber Essential Plus. Please ensure that the service/system or product that you are procuring is included in the scope of certification>

[bookmark: _Toc496014874][bookmark: _Toc507592000][bookmark: _Ref404768851][bookmark: _Toc427232385] Location of data processing, storage, transfer, back-up tapes

< This section to include third party suppliers>

[bookmark: _Toc507592001]Off Shoring

< Please provide detail of any off-shoring arrangements/location, including third party suppliers. Please specify what products, systems, data will be off-shored and where. Also include any detail of what assurance and due diligence has taken place.>

[bookmark: _Ref404602586][bookmark: _Toc427232388][bookmark: _Toc496014876][bookmark: _Toc507592002]Risk Management

< Include a short explanation for what methodology will be used to assess risks to this system/service/product. Have you used a formal methodology or an informal? Please note that advice on risk management can be found via this link: https://www.ncsc.gov.uk/guidance/risk-management-collection.>

[bookmark: _Toc507592003]Risk Register

<This section to include a table containing a prioritised risk list which contains the output from the risk assessment and lists technical, personnel, physical and procedural controls that are being implemented to mitigate those risks. An example table is shown below. Any significant residual risks should be agreed with the Authority/Customer and included in the Executive Summary of this document.>



		Risk ID

		Risk Description

		Vulnerability

		Untreated Risk Level

		Security Controls

		Residual Risk Level



		R1

		Internet attackers could hack the system.

		The service systems are exposed to the internet via the web portal.

		High

		Internet-facing firewalls 

Internet-facing IP whitelist

Protective monitoring

Application access control

Anti-virus for incoming files

Patching



		Low







[bookmark: _Toc507592004]Security controls

< Provide a short explanation of the security controls relied upon to treat the risks in the Risk Register.>



[bookmark: _Toc507592005]Table of Hardware and Software relevant to the service

<This should be a table which lists the end of support dates for hardware and software products and components. An example table is shown below.>

		Name

		Version

		End of mainstream Support/Extended Support

		Notes/RAG Status



		Server Host

		HP XXXX

		Feb 2020/ March 2022

		










[bookmark: _Toc507592006]Incident Management Process 

<The suppliers’ process, as agreed with the Authority/Customer, should be included here. It must as a minimum include the protocol for how and when incidents will be reported to the Authority/customer and the process that will be undertaken to mitigate the incidents and investigate the root cause.>



[bookmark: _Toc507592007]Required Changes Register

<The table below shows the headings for the Required Changes Register which should be maintained and used to update the contents of this document at least annually.>

		Ref

		Section

		Change

		Agreed With

		Date agreed

		Documentation update

		Status



		1

		6.4

		A new Third Party supplier XXXX will be performing the print capability.

		Authority name

		11/11/2018

		Jul-2019

		Open









[bookmark: _Toc507592008]Personal Data Processing Statement

<This should include: (i) the types of Personal Data which the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; (ii) the categories of Data Subjects whose Personal Data the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; the nature and purpose of such Processing; (iii) the locations at which the Supplier and/or its Subcontractors Process Authority Data; and, (iv) the Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect the Authority Data against a Security Breach including a Personal Data Breach.>






[bookmark: _Toc507592009]Annex A. ISO 27001:2013 and Cyber Essential Plus certificates

[bookmark: _Toc507592010]Annex B. Cloud Security Principles assessment (a spreadsheet may be attached).

[bookmark: _Toc507592011]Annex C. Protecting Bulk Data assessment if required by the Authority/Customer (a spreadsheet may be attached).

[bookmark: _Toc507592012]Annex E. Latest ITHC report and Vulnerability Correction Plan


