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Provision of ITT/CDIO/IT Equipment and Associated Services: CCZN23A01
Framework Schedule 6 (Order Form and Call-Off Schedules)

Order Form 
CALL-OFF REFERENCE:		CCZN23A01
THE BUYER:				Redacted under FOIA Section 40, Personal Information
BUYER ADDRESS			Redacted under FOIA Section 40, Personal Information
THE SUPPLIER: 			XMA Limited
SUPPLIER ADDRESS: 		Redacted under FOIA Section 40, Personal Information
                                                         
REGISTRATION NUMBER: 		Redacted under FOIA Section 40, Personal Information
DUNS NUMBER:       			Redacted under FOIA Section 40, Personal Information

APPLICABLE FRAMEWORK CONTRACT
This Order Form is for the provision of the Call-Off Deliverables and dated 01/03/2023.
It’s issued under the Framework Contract with the reference number RM6068 for the provision of Technology Products and Associated Services.   
CALL-OFF LOT:

· Lot 2 Hardware & Associated Services

CALL-OFF INCORPORATED TERMS
The following documents are incorporated into this Call-Off Contract. Where numbers are missing we are not using those schedules. If the documents conflict, the following order of precedence applies:
1 This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
2 Joint Schedule 1(Definitions and Interpretation) RM6068
3 The following Schedules in equal order of precedence:
· Joint Schedules for RM6068 
· Joint Schedule 2 (Variation Form) 
· Joint Schedule 3 (Insurance Requirements)
· Joint Schedule 4 (Commercially Sensitive Information)
· Joint Schedule 10 (Rectification Plan) 			
· Joint Schedule 11 (Processing Data)		
· Call-Off Schedules for CCZN23A01 Call-Off reference number			
· Call-Off Schedule 3 (Continuous Improvement)
· Call-Off Schedule 4 (Call-Off Tender)		
· Call-Off Schedule 9 (Security) Part A 		 
4 CCS Core Terms (version 3.0.6)
5 Joint Schedule 5 (Corporate Social Responsibility) RM6068 
No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery. 

CALL-OFF START DATE:		01/03/2023
CALL-OFF EXPIRY DATE: 		28/02/2025
CALL-OFF INITIAL PERIOD:		2 Years
CALL-OFF OPTIONAL EXTENSION 1 + 1 Year
PERIOD

CALL-OFF DELIVERABLES 
Please reference the deliverables as stated within the Attachment 3 - Statement of Requirements. 

LOCATION FOR DELIVERY
Redacted under FOIA Section 40, Personal Information

DATES FOR DELIVERY OF THE DELIVERABLES
For delivery details, please reference Attachment 3 - Statement of Requirements


TESTING OF DELIVERABLES
None

WARRANTY PERIOD
The warranty period for the purposes of Clause 3.1.2 of the Core Terms shall be a three (3) year, next business day on-site service warranty to cover the laptops

MAXIMUM LIABILITY 
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.
CALL-OFF CHARGES
Redacted under FOIA Section 43, Commercial Interests
All prices are to remain FIRM and VALID for a period of thirty (30) days following the bid submission deadline.
The charges will not be impacted by any change to the Framework Prices. For the period of 30 days following the bid submission deadline only, the charges can only be changed by agreement in writing between the Buyer and the Supplier because of a Specific Change in Law.
[bookmark: _GoBack]After the 30 days following the bid submission deadline, the Authority fully expects providers to propose discounted costs whether through manufacturer discount/Deal registration/special bid schemes or alternative sourcing options. Prices should be provided also indicating the cost against the list price and where it is higher, providers will be expected to explain why and what value will be achieved as a result.
REIMBURSABLE EXPENSES
Bidders will not be reimbursed
PAYMENT METHOD
Purchase Order
Payment can only be made following satisfactory delivery of pre-agreed certified products and deliverables. 
If an invoice is disputed, it will not be paid until the dispute is resolved and the invoice therefore valid to be processed for payment.
Before payment can be considered, each invoice must include a detailed elemental breakdown of work completed and the associated costs whilst also referencing the Authority’s issued PO number.
BUYER’S INVOICE ADDRESS: 
Redacted under FOIA Section 40, Personal Information

BUYER’S AUTHORISED REPRESENTATIVE
Redacted under FOIA Section 40, Personal Information

BUYER’S ENVIRONMENTAL POLICY
Cabinet Office environmental policy statement, 7th June 2022, Available online:
https://www.gov.uk/government/publications/cabinet-office-environmental-policy-statement

BUYER’S SECURITY POLICY
Security policy framework: protecting government assets, 2nd December 2022, Available Online:  https://www.gov.uk/government/publications/security-policy-framework

[bookmark: _heading=h.1fob9te]Personal information security requirements for the Cabinet Office:



SUPPLIER’S AUTHORISED REPRESENTATIVE
Redacted under FOIA Section 40, Personal Information

SUPPLIER’S CONTRACT MANAGER
Redacted under FOIA Section 40, Personal Information

PROGRESS REPORT FREQUENCY
On the first Working Day of each calendar month

PROGRESS MEETING FREQUENCY
Monthly, as arranged

KEY STAFF
To advise at business and service review meetings

KEY SUBCONTRACTOR(S)
Redacted under FOIA Section 40, Personal Information
.

COMMERCIALLY SENSITIVE INFORMATION
As per Joint Schedule 4 (Commercially Sensitive Information)

SERVICE CREDITS
Not applicable

ADDITIONAL INSURANCES
N/A

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT
The Supplier agrees, in providing the Deliverables and performing its obligations under the Call-Off Contract, that it will comply with the social value commitments in Call-Off Schedule 4 (Call-Off Tender)

For and on behalf of the Supplier:
Signature: Redacted under FOIA Section 40, Personal Information
Name:	Redacted under FOIA Section 40, Personal Information
Role: Redacted under FOIA Section 40, Personal Information		
Date: 		


For and on behalf of Buyer:
Signature: Redacted under FOIA Section 40, Personal Information
Name: Redacted under FOIA Section 40, Personal Information
Role: Redacted under FOIA Section 40, Personal Information
Date: 
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1. Introduction

Protection of personal data necessitates the application of appropriate security measures. The Data Protection Act 2018 and the UK General Data Protection Regulation requires the Cabinet Office to embed security and data protection by design and default into all personal data-related operations to protect the confidentiality and integrity of any personal data held and to ensure that pre-emptive action is taken to minimise or mitigate the risk of a personal breach.



1.1. Purpose

The purpose of the policy is to detail the nature of the information security measures required to address the requirements of the legislation. 

1.2. Scope

[bookmark: _heading=h.3znysh7]The scope of the policy covers security processes relating to Cabinet Office systems and physical access. The policy applies throughout the ‘personal-data lifecycle’ from creation, processing, storage and disposal. 

[bookmark: _heading=h.bkrnut7yqqj3]The owner of this policy is accountable for ensuring that this policy reflects legislative and Cabinet Office requirements, that appropriate control and oversight mechanisms are in place and that issues that arise in respect to non-compliance are effectively addressed. 

[bookmark: _heading=h.kxir4kmsz5wc]Business unit risks are to be owned by a Business Unit Risk Owner.

[bookmark: _heading=h.40tzq9ozceig]This policy is subordinate to and aligned with the Government Functional Standard 007 Security and the Information Security Standard being produced by GSG.

1.3. Audience

Every member of staff and others employed by the Cabinet Office are considered to be personally responsible and accountable for ensuring they adhere to the defined information security requirements.



2. Privacy by Design and Default

Privacy and security are key considerations in any enterprise architecture and must form part of any system change/creation scoping and design. The Cabinet Office system development life-cycle requires early involvement by security experts to ensure and evidence that appropriate privacy and security protocols are present and effective in protecting personal data. 

Within the Cabinet Office environment, appropriate data protection must be at the core of any system or service and be integral to both. This requires that personal data must be appropriately protected in any IT system, database or repository where it exists. 

Cabinet Office fulfills this obligation through management and oversight of technical measures.  These include but are not limited to:

· Properly configured and up to date firewalls, network intrusion and prevention software

· Appropriately configured user access-control protocols. 

· Effective password and encryption application for all systems, databases and devices containing personal data.  Password and encryption must be implemented to cover the transmission / transit of personal data. The security measures employed by business units are to be risk-based and reviewed on a periodic basis 

· Routine data backups must be scheduled.  Backup files are to be securely stored and available in the event of an incident.

· Multi-factor authentication is required for remote access and high-risk access



The Cabinet Office has defined how it will manage the key aspects of information security required to ensure that personal data is adequately protected. 



3. Management of Information Security

3.1. Access Control

Business units are to ensure there are appropriate physical and technical access control measures to ensure personal data is appropriately safeguarded.

· Any system containing personal information and data must have managed access. The level of access provided will be dependent on user needs and role. 

· System access to personal data must be regularly reviewed to ensure access permission rights are appropriate and extant. 

· Physical access to personal data must be managed, through appropriate control measures which may include badges, recording mechanisms and access keys.

· Any systems containing personal data must be protected by secure authentication protocols.

· Business units must ensure all personnel have received appropriate training on security and privacy-related measures.







3.2. Asset Management

All IT assets must be identified and appropriately protected. IT assets include any systems, software and physical equipment which contains personal data. 

· Access to hardcopy and electronic forms of personal data must be controlled.

· Any IT assets that pertain to personal data are to be subject to a risk assessment process to determine the level of criticality and sensitivity.

· Any communications equipment or utilities relating to personal data is to be regularly inspected and maintained. All relevant communications equipment must be identified and recorded in an appropriate IT asset management database.  Policies and processes must be in place to control the use of mobile devices in sensitive areas.



3.3. Encryption of Information

The Cabinet Office is responsible for the security and integrity of the personal data it holds. Control measures may include encryption.

· Encryption may be implemented across all devices and systems that contain personal data where deemed appropriate and depending upon the level of risk associated with the information / data

· Encryption practices and technologies that apply to personal data are to be subject to periodic review to ensure alignment with good practice.

· The use of secure laptops and USB sticks is mandated for managing personal data.

· All personal data is to be handled, transported and retained in a secure manner and within a secure environment.

· Only authorised personnel may have knowledge of the encryption password for any device, media or system which contains personal data. 



3.4. Records Backup and Restoration

The Cabinet Office is required to ensure that any personal data for which it is responsible is routinely backed up. This includes a responsibility to ensure the personal data that is backed up may be restored in the event of deletion, loss, corruption or damage. This requires that:

· Adequate system recovery practices, processes and procedures are in place for personal data.

· Recovery procedures for personal data records are documented and regularly reviewed.

· Regular testing is undertaken to establish effectiveness of restoration practices of personal data records.

· Restore requests will only be fulfilled where the user is authorised to access the personal data.  



3.5. Information Classification and Handling

Personal data must be handled appropriately and in accordance with the assigned protective marking. Further information is available from the Information & Records Management Policy, including details around the need to identify the importance of personal data records and apply appropriate classification. The policy states:

· The security over personal data should be based on the classification assigned to the personal data, ensuring that personal data of similar criticality and sensitivity should be similarly categorised. This must be in line with the Government Security Classification.

· Information transmission channels to be defined for each level of personal data record classification.



3.6. Internet and Email Acceptable Use

The Cabinet Office ICT Acceptable Usage Policy defines requirements around the acceptable use of Cabinet Office assets, including internet and email. 



3.7. Secure Desk

All paper and electronic records reflecting personal data are to be suitably secured when not in use.  Personal data records / documents are not to be left unattended or visible on a desk when the user is not in the office.

· All desks / work-spaces to be cleared of any personal data-related records at the end of each day.

· The requirements for appropriate protection applies to electronic personal data records, hard-copy records and related IT equipment.

· IT accounts must be a logged off when unattended.

· Material must only be secured in cabinets / containers which are commensurate with the security level of the documents housed within it.

· Any sensitive material is to be locked away / secured when workstations are left vacant for a prolonged period of time.





3.8. Server Security

The information assurance, certification and testing requirements for core platforms align to the Cabinet Office’s satisfaction of requirements set out in the draft compliance and standards document to be issued by the Government Security Group (GSG).  The following control measures are to be adopted for any servers that contain Cabinet Office personal data requires that:

· Any servers containing personal data to be appropriately stored and protected.

· The administration, maintenance and configuration of any servers containing personal data must incorporate appropriate safeguards to protect personal data.

· Any remote access to servers containing personal data must only be via secure channels.



3.9. Wireless Networks

To effectively protect personal data, the wireless network utilised by the Cabinet Office must incorporate and reflect appropriate security control measures. It is a requirement that:

· Wireless networks must conform to all national regulations, standards and recommended specifications to ensure personal data is protected.

· All wireless devices which involve storage and transmitting of personal data are to adhere to standard configuration settings.

· Wireless security testing is to be performed on a periodic basis to ensure personal data is protected.



3.10. Test Environments

Business units must ensure that there is adequate security in place when designing or implementing any test environments. Business units are to ensure identifiable personal data does not exist within any test environments. 



4. Reporting

Reporting on information security issues relating to personal data is required to be provided to the Cyber, Information and Security Risk Committee (CISRC) on a quarterly basis. Reporting is to be made to the Data Protection Committee where appropriate. Any breaches that do or may relate to personal need to be managed and reported in accordance with the Data Handling - Incident Management Policy. 





5. Policy Review

The policy is to be reviewed every year. It is next scheduled for a review in March 2022. 



6. Version Control

		Version

		Purpose

		Approved by

		Approved on (Date)



		1.0

		First substantive version

		Timothy Rogers

		March 2021
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