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DEFFORM 532

Personal Data Particulars

Data Controller

The Data Controller is the Secretary of State for Defence
(the Authority).

The overarching Data Controlleris , GDPR Team, Main
Building, Whitehall, London, SW1A 2HB

The Personal Data will be provided by:

Authority personnel from DSEME and DSMarE, and this
may be from the Authority's Training Management
Information System (TAFMIS) or from permanent staff or
from students.

DSEME DSMarE
MOD Lyneham HMS Sultan
Calne Road Military Road
Chippenham Gosport
Wiltshire Hampshire
SN15 4XX PO12 3BY

Data Processor

The Data Processor is the Contractor.
The Personal Data will be processed at:

Defence College of Technical Training (DCTT) schools at
Lyneham and Gosport:

e Defence School of Electro Mechanical Engineering
(DSEME)

e School of Army Aeronautical Engineering (SAAE)
e Defence School of Marine Engineering

e Royal Naval Air Engineering & Survival Equipment
School (RNAESS)

DSEME & SAAE DSMarE & RNAESS

MOD Lyneham HMS Sultan
Calne Road Military Road
Chippenham Gosport
Wiltshire Hampshire
SN15 4XX PO12 3BY
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Data Subjects

The Personal Data to be processed under the Contract
concern the following Data Subjects or categories of Data
Subjects:

e Authority permanent staff
e Authority students

e Site staff

e Authority Assurance Teams
e Outside Accreditation staff

Categories of

The Personal Data to be processed under the Contract
concern the following categories of data:

Please see attached Annex for full details but essentially
covers the following categories of Student data:

e Name

e Rank

e Service Number
e Unit

e Qualifications

e Fitness

e Exam/ Course Results

e Special Learning Difficulty details

D
ata e Validation Information
e End of Course Discussions
e Accreditation Details
e Course Certificates
e Timetables for students
e Student Wellbeing data
e Resettlement Information
This information is either entered onto or retrieved from
TAFMIS, JPA or LEARN (which are both MOD online Military
Personnel and Training systems that are held on MODNET)
by contractor Course Administrators, Instructors/Trainers,
Learning Support Officers and Internal Validation.
Spec!al The Personal Data to be processed under the Contract
Categorle_s of | concern the following Special Categories of data:
data (if N K
appropriate) * NNone ’nown

Subject matter
of the

The processing activities to be performed under the contract
are as follows:
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processing

The Electro-Mechanical Training Contract (EMTC) provides
electro-mechanical training and support to training and
training equipment for the DCTT schools in MOD Lyneham
and HMS Sultan. To this end the contractors need to
process student's personal data (as detailed above in
categories of data) to support the students' time/posting to
the DCTT school.

See Annexes for further detail

Nature and the
purposes of the
Processing

The Personal Data to be processed under the Contract will
be processed as follows: [please specify]

e Collecting student's personal, education and career
data from the individual student.

e Retrieving student's personal, education and career
data from JPA and TAFMIS MOD online systems.

e Inputting student's personal data onto JPA and
TAFMIS online systems.

e Updating student's personal data records on JPA and
TAFMIS online systems.

e Collecting and analysing validation data from
students.

e Collecting accreditation data for students.

e Collection and recording of resettlement information
for Authority staff and students.

See Annex for Further detail

Technical and
organisational
measures

The following technical and organisational measures to
safeguard the Personal Data are required for the
performance of this Contract:

All personal data is either input onto MOD online systems
on secure networks which are password protected. All
personal data is safeguarded by data protection policies
and annotated with the relevant security caveat. All hard
copies of information collected or retrieved are stored in
locked cabinets and destroyed in a controlled manner in
accordance with school disposal instructions.

See Annexes for further detail
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The disposal instructions for the Personal Data to be
processed under the Contract are as follows (where
Disposal Instructions are available at the commencement
of Contract):

. Personal data collected/retrieved by the contractor is
Instructions for | o,iered onto TAFMIS or LEARN and these systems are
disposal of therefore subject to any appropriate MOD disposal

Personal Data protocols.

Any hard copies are kept for 7 years and subsequently
physically destroyed in a controlled and recorded manner,
in accordance with School Standing Orders.

See Annex for further detail

Where the date from which the Personal Data will be
Date from processed is different from the Contract commencement
which Personal | date this should be specified here:
Data is to be
processed

Contract commencement date applies

The capitalised terms used in this form shall have the same meanings as in the General
Data Protection Regulations.
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