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CONTRACT FOR THE PROVISION OF
IMS4 SERVICES

SCHEDULE 2.1 (SERVICES DESCRIPTION)

PART B — SUPPLIER SOLUTION
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1. INTRODUCTION

1.1 This Part B describes how the Supplier Solution shall comply with all of the Service
Requirements set out in Part A of this Schedule.

1.2 The Supplier shall provide the Services without any disruption to the Authority and
its End Users, save as otherwise set out in the Agreement.

1.3  The Supplier shall supply the Services to meet the Service Requirements.
1.4 A summary of the Supplier Solution is set out below under this Paragraph 1.4.

2 SCOPE

2.1 The Parties acknowledge and agree that where there are Service Requirement ID
references within the relevant element of the Supplier Solution, such Service
Requirement ID references indicate which specific Service Requirement(s) are
being fulfilled. Notwithstanding the foregoing, this shall not prevent such relevant
element of the Supplier Solution (including the interpretation thereof) fulfilling other
Service Requirement(s) (other than the specific Service Requirement(s) identified
in the Service Requirement ID references in the Award Questionnaire responses),
as applicable.

3 SUPPLIER SOLUTION

3.1 The Supplier Solution is set out in Annex 1 of this Schedule.

Page 2 of 193
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ANNEX 1: SUPPLIER SOLUTION
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PERFORMANCE LEVELS
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1.1

DEFINITIONS

CONTRACT FOR THE PROVISION OF
IMS4 SERVICES

SCHEDULE 2.2

PERFORMANCE LEVELS

In this Schedule, the following definitions shall apply:

“Available”

“E-VIP End User”

“End User”

“Non-Available”

“Performance
Monitoring Report”

“Performance
Review Meeting”

“Repeat KPI
Failure”
“Resolution”

”

“Satisfaction Survey

“Service Availability”

“Service Desk”

“Service Downtime”

“Security Incident”

“Service Requests”

IMS4 — SIGNATURE VERSION

has the meaning given in Paragraph 1.1 of Part C of this Schedule

refers to those VIP End Users who are nominated by the Authority
and notified to the Supplier as requiring the fastest Resolution
targets as more particularly described in KPI-11;

any person authorised by the Authority to use the IT Environment
and/or the Services;

in relation to the IT Environment or the Services, that the IT
Environment or the Services are not Available;

has the meaning given in Paragraph 1.2(a) of Part B of this
Schedule;

the regular meetings between the Supplier and the Authority to
manage and review the Supplier's performance under this
Agreement, as further described in Paragraph 1.5 of Part B of this
Schedule;

has the meaning given in Paragraph 3.4 of Part A of this Schedule;
has the meaning given in Paragraph 5.2 of Part C of this Schedule;

has the meaning given in Paragraph 9.1 of Part C of this Schedule;

has the meaning given in Paragraph 2 of Part C of this Schedule;

the single point of contact help desk set up and operated by the
Supplier for the purposes of this Agreement;

any period of time during which any of the Services are not
Available;

is more particularly described in the table contained in Paragraph
5.8 of Part C to this Schedule, and includes Breaches of Security,
as defined in Schedule 2.4 (Security Management),

means a request from an End User or an End User's authorised
representative for information, advice, a Standard Change, or
access to a service that will initiate a service action which has been
agreed as a part of service delivery including the service requests
listed in Annex 2 to this Schedule.
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“Service refers to a fund which is linked to exceptional Supplier performance
Improvement Fund” against SIF KPlIs, as more particularly described in Paragraph 5 of
or “SIF” Part B to this Schedule;
“SIF KPIs” refers to those specific KPls, as per Annex 4 of this Schedule, that

will be used by the Authority to determine whether exceptional
performance has been achieved by the Supplier;

“System Response has the meaning given in Paragraph 3.1 of Part C of this Schedule;
Time” and

“VIP End User” refers to those End Users determined by the Authority and notified
to the Supplier as entitled to priority Resolution targets over End
Users for the Services.

2 PRINCIPLES

2.1 The Authority has created a Service Credit regime set out in this Schedule which is intended to:
(@) incentivise exceptional Supplier performance in the delivery of the Services;
(b) ensure that the Services are, and remain, of a consistently high quality to meet the

Authority Requirements;

(c) enable the Authority and the Supplier to respectively measure and recognise the impact,
damage and/or loss resulting from the Supplier’s failure to deliver the levels of Service it
has agreed; and

(d) compensate the Authority for continued, or repeated, poor Supplier performance (where
appropriate), without prejudice to remedies provided elsewhere in this Agreement.

22 Performance Indicators and Service Credit measures and mechanisms shall be subject to such
detailed additions and amendments as the Authority deems necessary to make them operate both
efficiently and effectively. To the extent that a mechanism or measure does not operate clearly or
logically, the Authority shall be entitled to determine how it should operate based on the underlying
principles behind the given mechanism, or measure, or (if this is not capable of determination) as
the Authority shall determine acting reasonably.

3 APPLICATION

3.1 Subject to Paragraph 2.3 of Part A of this Schedule below, the provisions in this Schedule shall
apply in their entirety for each Service during the Term.

3.2 Shared KPIs and SPIs (where applicable) shall apply to the Services for which one or more of the
relevant Operational Service Commencement Dates have occurred.

IMS4 — SIGNATURE VERSION
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PART A: PERFORMANCE INDICATORS AND SERVICE CREDITS
1 PERFORMANCE INDICATORS

1.1 Annex 1 sets out the Key Performance Indicators (“KPIs”) and Subsidiary Performance Indicators
(“SPIs”) which the Parties have agreed shall be used to measure the performance of the Services
by the Supplier during the Term.

1.2 KPIs and SPlIs are divided into:

(@ specific KPI Targets, that apply only to the Supplier, and attract Service Points which can
be converted to Service Credits paid to the Authority by the Supplier in accordance with
Schedule 7.1 (Charges and Invoicing);

(b) specific SP| Targets, that apply only to the Supplier, for which Service Credits apply only
when an SPI is promoted to a KPI under sub-Clause 7.7(b) (Changes to Performance
Indicators and Service Credits);

(c) shared KPI Targets, that may apply both to the Supplier and Other Suppliers, subject to
any agreed Service Credit apportionment;

(d) shared SPI Targets, that may apply both to the Supplier and Other Suppliers only when
the Authority promotes an SPI to a KPI under sub-Clause 7.7(b) (Changes to Performance
Indicators and Service Credits); and

(e) limited, specific compound KPIs that comprise several business affecting, weighted
measures. These compound KPIs are identified in those tables labelled as such in Annex
3 to this Schedule

1.3 The Supplier shall monitor its performance against each Performance Indicator and shall send the
Authority a report detailing the level of service actually achieved for each Service Period in
accordance with Part B.

1.4 Service Points, and therefore Service Credits, shall accrue for any KPI Failure and shall be
calculated in accordance with Paragraphs 2, 3 and 5 of Part A of this Schedule and the weightings
applied in Annex 3.

1.5 Service Credits shall be calculated for each Service Period, in accordance with the formula
contained in Paragraph 2.2 to Part C of Schedule 7.1 (Charges and Invoicing) and, where Service
Credits are paid, Service Credits shall:

(@ not apply to Service Request response time failures (unless the provisions of Paragraph
7.6 of Part B to this Schedule apply, or KPI-08 applies);

(b) not be the Authority’s exclusive financial remedy for any Performance Failure (as stated
in Clause 7.3 (Performance Failures)); but

(©) be subject to the Service Credit Cap.

1.6 The Service Credit Cap shall be apportioned against the relevant KPI in accordance with the
Service Points incurred by the Supplier in the relevant Service Period, and for the compound KPls,
such apportionment shall be allocated in accordance with the table in Annex 9 of Schedule 7.1
(Charges and Invoicing). The Authority may vary the amount of Service Credits that can accrue
against each applicable KPI during any Service Period, provided that such accrued Service
Credits do not exceed the Service Credit Cap.

1.7 The weighting to be applied to Service Credits payable for each KPI Failure shall be as set out in
Annex 3.
1.8 Notwithstanding any other provisions of this Schedule or elsewhere in the Agreement, the Parties

IMS4 — SIGNATURE VERSION
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2.2

2.3

24

3.1

CONTRACT FOR THE PROVISION OF
IMS4 SERVICES

acknowledge and agree that in relation to any Services which are only partially switched on and
as such are not 100% operational up to Milestone M2 (Service Desk Go Live), including Early
Start Services up to Milestone M2 (Service Desk Go Live), Service Credits shall not accrue or be
applied in respect of such partially switched on Services.

SERVICE POINTS

If the level of performance of the Supplier during a Service Period achieves the Target
Performance Level in respect of a KPI, no Service Points shall accrue to the Supplier in respect
of that KPI.

Subject to Paragraph 2.3 of Part A of this Schedule, if the level of performance of the Supplier
during a Service Period is belowthe Target Performance Level in respect of a KPI, Service Points
shall accrue to the Supplier in respect of that KPI as set out in Paragraphs 2.3 and 2.4 below.

The level of performance of the Supplier will be measured, and therefore the performance
monitoring obligations on the Supplier in Paragraph 1.1 of Part B will commence, from the
Operational Service Commencement Date, and the provisions of Paragraph 2.2 of this Part A
above (with respect to the accrual of Service Points and deductions of Service Credits by the
Supplier) will apply.

The number of Service Points that shall accrue to the Supplier in respect of a KPI Failure shall be
the applicable number as set out in Annex 3 to this Schedule, unless the KPI Failure is a Repeat
KPI Failure when the provisions of Paragraph 3.2 of Part A of this Schedule shall apply.

REPEAT KPI FAILURES AND RELATED KPI FAILURES
This Paragraph 3 to Part A of this Schedule applies to repeated KPI Failures, other than Service

Availability and Severity 1 and 2 Incidents, and the Supplier shall provide lead support in the
relevant response (supported by Other Suppliers, where necessary).

Repeat Failures

3.2

3.3

34

3.5

3.6

Where the same KPI or SPI is not met by the Supplier in any three (3) Service Periods out of six
(6) Service Periods (on a rolling six (6) Service Period basis), the Supplier shall submit an
Exception Report in conjunction with any Other Supplier to the next meeting of the relevant
Working Group following the third KPI or SPI Failure. The Supplier shall ensure that such
Exception Report includes root cause analysis and rectification activity, including at least the
information set out in Paragraph 1.3(e) and 1.3(g) of Part B of this Schedule below. The Authority
shall then determine whether a Rectification Plan is required and, where required, the Supplier
shall comply with the Rectification Plan Process. The scope and format of all Rectification Plans
shall be defined and documented by the Supplier in accordance with the Authority’s Service
Management Policies and Processes and reflected in the Supplier's Service Management
Operating Procedures.

Failure by the Supplier to improve the relevant KPI or SPI performance shall constitute a
Rectification Plan Failure, and therefore a Supplier Termination Event.

If a KPI Failure occurs in respect of the same KPI in any two consecutive Service Periods, the
second and any subsequent such KPI Failure shall be a “Repeat KPI Failure”.

A ratcheting mechanism will apply to increase the number of Service Points that accrue to the
Supplier in respect of each Repeat KPI Failure.

The ratcheting mechanism for Repeat KPI Failures shall operate by applying a multiplier to the
number of Service Points that would normally accrue to the Supplier in respect of an initial failure
to meet a KPI, as follows:

IMS4 — SIGNATURE VERSION
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0 1.00
1st Repeat Failure 1.25
2nd Repeat Failure 1.50
ird Repeat Fallure 2.00
4th Repeat Failure 2.50
5th and each subsequent Repeat Failure 3.00

Related KPI Failures

3.7

4.1

4.2

4.3

44

If any specific KPIs refer to both Service Availability and System Response Times, the System
Response Times achieved by the Supplier for any period of time during a Service Period during
which the relevant Service or element of a Service is determined to be Non-Available shall not be
taken into account in calculating the average System Response Times over the course of that
Service Period. Accordingly, the Supplier shall not incur any Service Points for failure to meet
System Response Times in circumstances where such failure is a result of, and the Supplier has
already incurred Service Points for, the Service being Non-Available.

PLANNED MAINTENANCE

The Supplier shall not disrupt the provision of the Services for any purpose, and there shall be no
relief or exclusion for the Supplier from the Service Points and Service Credits as a result of any
Planned Maintenance activity.

The Supplier shall ensure that Planned Maintenance takes place only between the hours and on
the days specified in the Maintenance Schedule (and, in any event, outside of the Support Hours
unless the Authority expressly agrees) and is carried out in accordance with the Maintenance
Schedule;

The Supplier shall give the Authority a minimum of 10 Working Days’ (or such shorter period as
is necessary to ensure the integrity of the Services) notice of its requirements in relation to Planned
Maintenance (including timing, duration and measures to minimise business disruption)

The Supplier shall obtain prior written approval from the Authority for each instance of Planned
Maintenance.

CONVERSION
Paragraph 2 to Part C of Schedule 7.1 (Charges and Invoicing) sets out the mechanism by which

Service Points shall be converted into Service Credits. The weighting applicable to Service Credits
is as set out in Annex 3.

IMS4 — SIGNATURE VERSION
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PART B: PERFORMANCE MONITORING

1. PERFORMANCE MONITORING AND PERFORMANCE REVIEW

1.1 As part of the high level design to be provided by the Supplier in connection with Milestone M1
(High Level Design and detailed planning complete), the Supplier shall provide a draft
performance management system (in written, report form) to the Authority (including the tools and
methods it proposes to use to monitor and report on the Supplier's performance against the
Performance Indicators). The draft performance management system report shall be designed
and resourced sufficiently to:

(@)

(b)

©

(d)

ensure that the Authority is able to determine and measure accurate, complete and
transparent Supplier performance against the Performance Indicators;

ensure that the Service Credit regime may be implemented comprehensively, accurately,
and without Dispute;

ensure that the ITSM Product will meet the reporting requirements set out in this Part B to
this Schedule; and

provide a clear picture of performance such that the Authority is able to report accurately
and clearly to other Service Recipients and End Users.

1.2 Following the end of each Service Period, the Suppliershall provide a report to the Authority which
summarises the Supplier's performance:

(@)

(b)

against each of the Performance Indicators as more particularly described in Paragraph
1.3 of this Part B (the “Performance Monitoring Report”); and

over the relevant Service Period as more particularly described in Paragraph 1.4 of this
Part B (the “Balanced Scorecard Report”).

Performance Monitoring Report

1.3 The Performance Monitoring Report shall be in such format as agreed between the Parties from
time to time and contain, as a minimum, the following information:

Information in respect of the Service Period just ended

(@)

(b)
©
(d)
)

()

)

for each KPI and SPI, the actual performance achieved over the Service Period, and that
achieved over the previous 3 Service Periods;

a summary of all Performance Failures that occurred during the Service Period;
the severity level of each KPI Failure which occurred during the Service Period;
which Performance Failures remain outstanding and progress in resolving them;
for any Material KPI Failures or Material SPI Failures occurring during the Service Period,
the cause of the relevant KPI Failure or SPI Failure and the action being taken to reduce

the likelihood of recurrence;

the status of any outstanding Rectification Plan Processes, including:

(i) whether or not a Rectification Plan has been agreed; and

(i) where a Rectification Plan has been agreed, a summary of the Supplier’s progress

in implementing that Rectification Plan;

for any Repeat Failures, actions taken to resolve the underlying cause and prevent

IMS4 — SIGNATURE VERSION
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(h)
()

1)

(k)

V)
(m)

CONTRACT FOR THE PROVISION OF
IMS4 SERVICES

recurrence;
the number of Service Points awarded in respect of each KPI Failure;

the Service Credits to be applied, indicating the KPI Failure(s) to which the Service Credits
relate;

the conduct and performance of any agreed periodic Tests that have occurred, such as
the annual failover Test of the Service Continuity Plan;

relevant particulars of any aspects of the Supplier's performance which fail to meet the
requirements of this Agreement;

such other details as the Authority may reasonably require from time to time; and

details relating to the Supplier's governance of resource demand and capacity
management.

Information in respect of previous Service Periods

(@)

(b)

©

a rolling total of the number of Performance Failures that have occurred over the past six
Service Periods;

the amount of Service Credits that have been incurred by the Supplier over the past six
Service Periods;

the conduct and performance of any agreed periodic Tests that have occurred in such
Service Period such as the annual failover Test of the Service Continuity Plan; and

Information in respect of the next Quarter

(d)

any scheduled Service Downtime for Planned Maintenance and Updates that has been
agreed between the Authority and the Supplier for the next Quarter.

Balanced Scorecard Report

1.4 The Balanced Scorecard Report shall be presented in the form of an online accessible dashboard
and, as a minimum, shall contain a high-level summary of the Supplier's performance over the
relevant Service Period, including details of the following:

(@)
(b)
©
(d)

)

financial indicators;
the Target Performance Levels achieved;
behavioural indicators;

performance against its obligation to pay its Sub-contractors within thirty (30) days of
receipt of an undisputed invoice;

performance against its obligation to pay its Unconnected Sub-contractors within sixty (60)
days of receipt of aninvoice;

® Milestone trend chart, showing performance of the overall programme;
(9) sustainability and energy efficiency indicators, for example energy consumption and
recycling performance; and
(h) Social Value (as applicable).
1.5 The Performance Monitoring Report and the Balanced Scorecard Report shall be reviewed and

IMS4 — SIGNATURE VERSION
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2.1

2.2

2.3

3.1

3.2

4.1
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their contents agreed by the Parties at the next Performance Review Meeting held in accordance
with Paragraph 1.6 below.

Parties shall attend meetings on a monthly basis (unless otherwise agreed) to review the
Performance Monitoring Reports and the Balanced Scorecard Reports. The Performance Review
Meetings shall (unless otherwise agreed):

(@ take place within five (5) Working Days of the Performance Monitoring Report being issued
by the Supplier;

(b) take place at such location and time (within normal business hours) as the Authority shall
reasonably require (unless otherwise agreed in advance); and

() be attended by the Supplier Representative and the Authority Representative.

The Authority shall be entitled to raise any additional questions and/or request any further
information from the Supplier regarding any KPI Failure and/or SPI Failure.

PERFORMANCE RECORDS

The Supplier shall keep appropriate documents and Records (including Service Desk Records,
Supplier Personnel Records, timesheets, training programmes, Supplier Personnel training
Records, Goods received Documentation, Supplier accreditation records, complaints received
etc.) in relation to the Services being delivered. Without prejudice to the generality of the foregoing,
the Supplier shall maintain accurate Records of call histories for a minimum of 12 months and
provide prompt access to such Records to the Authority (through any project board or Working
Group) upon the Authority's request. The Records and documents of the Supplier shall be
available for inspection by the Authority and/or its nominee at any time and the Authority and/or
its nominee may make copies of any such Records and documents.

In addition to the requirement in Paragraph 2.1 of this Part B to maintain appropriate documents
and Records, the Supplier shall provide to the Authority such supporting Documentation as the
Authority may reasonably require in order to verify the level of the performance of the Supplier
both before and after each Operational Service Commencement Date and the calculations of the
amount of Service Credits for any specified period.

The Supplier shall ensure that the Performance Monitoring Report, the Balanced Scorecard
Report (as well as historic Performance Monitoring Reports and historic Balance Scorecard
Reports) and any variations or amendments thereto, any reports and summaries produced in
accordance with this Schedule and any other document or Record reasonably required by the
Authority are available to the Authority on-line and are capable of being printed.

PERFORMANCE VERIFICATION

The Authority reserves the right to verify the Availability of the IT Environment and/or the Goods
and/or Services and the Supplier’s performance under this Agreement against the Performance
Indicators including by sending test transactions through the IT Environment or otherwise.

Where a Dispute arises between the Parties as to whether a Performance Indicator has been
achieved, the Parties shall follow the procedure set out in Schedule 8.3 (Dispute Resolution
Procedure).

CHANGES TO PERFORMANCE MEASURES

The Authority may, at its discretion, conduct a review of any or all of the measurement indicators
set out in this Schedule which are used to measure the Supplier’s performance under this
Agreement, including the Performance Indicators, Target Performance Levels, Service Periods,
Service Credits, Service Points and Service Credit Cap (together, “Performance Measures”) in
accordance with Clause 7.7 (Changes to Performance Indicators and Service Credits).
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Clause 7.7(b) (Changes to Performance Indicators and Service Credits) sets out the mechanism
by which the Authority may convert one or more KPIs into SPIs, or SPIs into KPIs (as applicable).

Where any SPI is promoted to a KPI, then all rights and remedies attributable to KPIs shall be
available to the Authority in respect of that converted SPI, including the right to seek remedies for
a Material KPI Failure.

Where the Supplier consistently achieves a KPI which was promoted from an SPI, the Authority
may (at its discretion) agree to demote the KPI back to an SPI.

The Authority shall use the Performance Monitoring Reports provided pursuant to this Part B,
among other things, to verify the calculation and accuracy of the Service Credits (if any) applicable
to each Service Period, and the weighting to be applied to each Service Credit, as set out in Annex
3.

SERVICE IMPROVEMENT FUND

Where the Supplier:

(@ meets or exceeds all of the SIF KPI Targets for the SIF KPlIs; and
(b) does not accrue any Service Points;

over the same Service Period, this amounts to “exceptional Supplier performance” and the
Authority agrees to pay an amount into the SIF in accordance with Paragraph 5.2 of this Part B.

The Authority shall contribute Sl (incl. VAT) per month into the SIF for every month that the
Supplier satisfies the criteria listed in Paragraph 5.1 of this Part B.

The Authority shall hold all monies in the SIF which shall be available for use by the Authority at
its sole discretion to commission the Supplier to deliver future projects and Work Requests. The
Supplier shall proactively suggest appropriate future projects and Work Requests to be carried
out using the SIF, subject always to the Approval of the Authority.

Payments distributed to the Supplier as consideration for work commissioned from the Authority
and remunerated through the SIF shall not be considered for the purposes of calculating the
Supplier's Maximum Permitted Profit Margin in the Annual Contract Report.

The SIF shall be administered by the IT Programme Board in accordance with the terms of
reference contained in Schedule 8.1 (Governance).

Any amounts remaining in the SIF at the termination or expiry of this Agreement shall remain with
the Authority.
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PART C: RESPONSE TIMES
AVAILABLE
The IT Environment and/or the Services shall be Available when:

(@ End Users are able to access and utilise all the functions of the Supplier System and/or
the Services; and

(b) the Supplier System is able to process the Authority Data and to provide any required
reports within the timescales set out in the Services Description (as measured on a 24 x
7 basis); and

() all Performance Indicators other than Service Availability are above the KPI Target

Performance Levels.
SERVICE AVAILABILITY

Service Availability shall be measured as a percentage of the total time ina Service Period, in
accordance with the following formula:

. o (MP-SD) x100
Service Availability % =

MP
where:
MP = total number of minutes within the relevant Service Period; and
SD = total number of minutes of Service Downtime, in the relevant Service

Period.

When calculating Service Availability in accordance with this Paragraph 2, Service Points shall not
accrue for any Service Downtime due to Emergency Maintenance undertaken by the Supplier
where the Supplier can demonstrate to the Authority (acting reasonably) that the Supplier was not
the cause (in whole or in part) of the fault which required such Emergency Maintenance.

Any maintenance undertaken by the Supplier over eight (8) hours in any Service Period shall
automatically be deemed to be Service Downtime.

RESPONSE TIMES

The “System Response Time” is the round trip time taken to process a message or request of
the IT Environment and/or the Services, and shall be measured from the moment the last packet
of data which relates to a particular message is received at the external interface of the IT
Environment until a response is generated and the first block of data leaves the external interface
(including, for the avoidance of doubt, the time taken for any necessary processing).

The Supplier System Response Time shall be the average System Response Time measured
over the course of a Service Period.

SERVICE DESK RESPONSE TIMES

The Service Desk shall be the main point of contact for End Users to log Incidents and Service
Requests, as more particularly described in Paragraph 19 of Part A of Schedule 2.1 (Services
Description).

Measurement of Service Desk response times will be based on the time taken for a Service Desk
operative to answer a call. Calls receiving an automated response or placed into a queuing system

shall be deemed not to have been answered.

The Supplier shall monitor the Service Desk response times and shall provide the results of such
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monitoring to the Authority in accordance with the provisions of Part B of this Schedule.
INCIDENT RESOLUTION AND FIX TIMES

The Supplier shall manage and oversee the lifecycle of all Incidents, including First Line Support,
Incident triage through to Resolution, consulting with the relevant End User throughout the Fix
Time.

The “Fix Time” of an Incident is the period from the time that the Incident has been reported to
the Supplier to the point of its Resolution and “Resolution” means in relation to an Incident either
the:

(@ root cause of the Incident has been removed and the Services are being provided in
accordance with the Services Description and Performance Indicator; or

(b) Authority has been provided with a workaround in relation to the Incident deemed
acceptable by the Authority.

Incidents shall be assigned a Resolution Severity by the Supplier based on their severity level set
out in the table in Paragraph 5.7 of this Part C below. However, the Authority reserves the right to
assign a different Incident Severity (acting reasonably), which shall be accepted by the Supplier.

Fix Times for Severity 3 Incidents, Incident shall be measured in Operational Hours only.
Fix Times for Severity 1 Incident and Severity 2 Incidents shall be measured 24x7.

The Supplier shall measure Fix Times as part of its service management responsibilities and
report periodically to the Authority on Fix Times as partof the Performance Monitoring Report.

For the purposes of Paragraph 5 of this Part C, the following expressions shall have the meanings
set opposite them below:

“Support Hours” means the Operational Hours of 07:00 — 22.00 on all Working
Days;

“Operational Hours” means, in relation to any Service, the hours for which that
Service is to be operational as set out in Part A of Schedule
2.1 (Services Description);

“Service Hours” refers to the period when the Services are Available to the End
Users, including all Operational Hours and Support Hours;

“Incident” refers to any interruption to any aspect of the Services,
including any reported occurrence of a failure by the Supplier
to deliver any part of the Services in accordance with the
Authority Requirements or the Performance Indicators;

IMS4 — SIGNATURE VERSION

Page 12 of 47



CONTRACT FOR THE PROVISION OF
IMS4 SERVICES

Severity 1 Incident or an Incident which, in the reasonable opinion of the Authority:

“Severity 1”

(Extensive) (a) constitutes a loss of the Service which prevents a
large group of End Users from working, or any VIP
End User or e-VIP End User from completing their
work;

(b) has a critical impact on the activities of the Authority,
including mission critical equipment or services;

(c) causes significant financial loss and/or disruption to
the Authority;

(d) may damage public confidence in the Government;

(e) is, or is suspected of being, concerted, repeating,
targeted efforts to cause harm to systems or Authority
Data;

) may cause loss of an information bearing asset which

has not been verified as in a secure state; or

(9) results in any material loss or corruption of Authority
Data;

Non-exhaustive examples:

a loss of power to a data centre causing failure of Services;
unavailability of the protective monitoring service that
prevents accounting items from being collected,
processed, alerted or reported, and for which such related
data is permanently lost; or

. a failure of the Services to provide End User authentication
service;

Severity 2 Incident or an Incident which, in the reasonable opinion of the Authority
“Severity 2” has the potential to:
(Significant)
(@) have a major (but not critical) adverse impact on the
activities of the Authority and no workaround
acceptable to the Authority is available;

(b) impact a smaller group of End Users and disrupt non-
essential services and/or breaches network security
policy;

(c) affect the reputation of Government bodies and
services;

(d) have a major (but not critical) adverse impact on the

activities of the Authority and no workaround
acceptable to the Authority is available; or

(e) cause a financial loss and/or disruption to the
Authority which is more than trivial but less severe
than the significant financial loss described in the
definition of a Severity 1 Service Failure;

Non-exhaustive examples:
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. corruption of organisational database tables;
. targeted attacks attempting to cause harm; or
) loss of ability to update Authority Data.

Severity 3 Incident or an Incident which, in the reasonable opinion of the Authority

“Severity
(Moderate)

Security Incidents

3" has the potential to:

(a) have a major adverse impact on the activities of the
Authority which can be reduced to a moderate
adverse impact due to the availability of a workaround
acceptable to the Authority; or

(b) have a moderate adverse impact on the activities of
the Authority;

Non-exhaustive example:

. inability to access data for a class of customers;

. unsuccessful denial-of-service attacks;

. majority of network monitoring alerts;

. non-targeted Breaches of Security;

. loss of an information bearing asset where Authority Data is
held in a secure state; and

. behavior recognised as suspicious without supporting
evidence;

5.8 Subject to Paragraph 5.10 of this Part C, the Supplier shall assign Security Incidents and Breaches
of Security a severity level in accordance with the following table:

Severity Level

Definition

1
(Extensive)

A Security Incident that causes, or may cause, the degradation of vital services
for a large number of End Users and involves a serious Breach of Security and/or
affects mission critical equipment or services and/or damage public confidence
in the Government; or

A Security Incident that is, or is suspected to be, a concerted, repeating,
targeted, effort causing harm to confidentiality, integrity or availability of ICT
systems or data; or

Loss of an information bearing asset where it has not been verified that the data
is in a secure state.

2
(Significant)

A Security Incident that is not Critical and which impacts, or may impact, a
smaller group of End Users and disrupts non-essential services and/or breaches
network security policy and/or affects the reputation of Government bodies and
services; or

A Security Incident that is, or is suspected to be, a targeted attack attempting to
cause harm to confidentiality, integrity or availability of ICT systems or data.

3
(Moderate)

A Security Incident that is not Critical or Significant and does not typically impact
IT services and includes instances such as unsuccessful denial-of-service
attacks or the majority of network monitoring alerts; or

A Security Incident that is likely to be non-targeted; or

Loss of an information bearing asset where the data is in a secure state; or
Instances where activity or behaviour is recognised as suspicious but lack
supporting evidence.

5.9 Where a Security Incident occurs, the target Resolution times applicable to the Supplier are set
out in Annex 1 below:

510 The Authority reserves the right to determine a different severity level to a Security Incident, and
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the Supplier and Other Suppliers shall accept and work to the severity level assigned by the
Authority.

VIP END USERS

SERVICE REQUEST FULFILMENT

The Supplier shall provide end to end management of the fulfilment of Service Requests and shall
work with Other Suppliers and to fulfil Service Requests, as set out in Part A of Schedule 2.1
(Services Description).

Service Requests shall be fulfilled in accordance with the relevant fulfilment time as set out in the
Service Catalogue contained in Annex 2. Where there is no fulfiiment time stated in the Service
Catalogue, the fulfilment time shall be agreed between the Authority and the Supplier on a case
by case basis. The Authority has identified key Service Requests as measured catalogue items,
as are set out in Annex 1 and Annex 2 of this Schedule.

The Authority shall be entitled to, in agreement with the Supplier (such agreement not to be
unreasonably withheld or delayed), add further Service Requests at its discretion and without
amendment to the Charges.

Where a Service Request involves Other Suppliers in its fulfilment, any time that is exclusively
due to the activities of the Other Suppliers shall be excluded from the calculation of the Supplier's
performance against the Performance Indicators.

The Authority may determine additional Service Requests without amendment to the Charges.
Where a Service Request involves Other Suppliers in its fulfilment, any time that is exclusively
due to the activity of the Other Supplier(s) (but not including Sub-contractors) shall not be

calculated as part of the Supplier's performance.

The Authority may promote certain Service Requests to KPIs and assign Service Points
individually, where appropriate (acting reasonably).

VULNERABILITY MANAGEMENT
Following the IT Health Check carried out pursuant to Schedule 2.4 (Security Management), the
Supplier shall provide ongoing vulnerability management as required by Part A of Schedule 2.1

(Services Description).

For each identified vulnerability, the Supplier shall specify within its Vulnerability Correction Plan
the timescale for implementation of the Resolution to the identified vulnerabilities, or such shall be
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as specified in Paragraph 9 of Annex A1 (Vulnerabilities and Corrective Action) to Schedule 2.4

(Security Management).
9 SATISFACTION SURVEYS
9.1 In order to assess the level of performance of the Supplier, the Authority may undertake

satisfaction surveys in respect of End Users or various groups of End Users (each such survey a
“Satisfaction Survey”), the results of which may be reflected in the Balanced Scorecard Report.
The subject matter of Satisfaction Surveys may include:

(@ the assessment of the Supplier’'s performance by the End Users against the agreed KPls
and SPls; and/or

(b) other suggestions for improvements to the Services.

9.2 The Authority shall reflect in the Balanced Scorecard Report any aspects of the Supplier's
performance of the Services which the responses to the Satisfaction Surveys reasonably suggest
are not meeting the Services Description.

10 AUTHORITY DOCUMENT MANAGEMENT SYSTEM COMPLETENESS

The Authority Document Management System shall be complete where all of the information
required under Schedule 8.4 (Reports and Records Provisions) Annex 3 (Documentary
Deliverables and Storage Location) has been uploaded to the Authority Document Management
System in accordance with Paragraph 3 of that Schedule.
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