
 
 

   Date of Issue: XX/01/2024 
  

 
For the attention of: 

 
Teledyne UK Limited 
Airedale House 
Acorn Park 
Shipley 
West Yorkshire 
BD17 7SW, UK 

 
FAO REDACTED 
 
 

CONTRACT NUMBER & TITLE: 709282452 – MICA SUPPORT 
 

1.       On behalf of the Secretary of State for Defence, I hereby give you notice of the information 
or assets connected with, or arising from, the referenced Contract that constitute classified material.  

 
2.      Aspects that constitute 'SECRET Matter' for the purpose of the DEFCON 659A Security Clause 
and OFFICIAL-SENSITIVE for the purpose of DEFCON 660 are specified below. These aspects 
must be fully safeguarded. The enclosed Security Condition [Annex B] outlines the minimum 
measures required to safeguard OFFICIAL-SENSITIVE assets and information.  

 

ASPECTS CLASSIFICATION 

Operational Aspects: 
 
Existence of project when divorced from  their specific meaning. 
Existence of project when associated with specific meaning and EW in 
general  
Performance Details 
User Requirements Document 
Systems Requirements Document  
Operational Concept of Use 
Operational Concept of Employment  
Tactical field Application 
Capabilities & Limitations 
Target Set & Scenarios 
EMC Scenario 
Nuclear Survivability  
 
 

 
 

OFFICIAL 
 

OFFICIAL 
SECRET 
SECRET 
SECRET 
SECRET 
SECRET 
SECRET 
SECRET 
SECRET 
OFFICIAL 
SECRET 

Technical Aspects: 
 
EW Techniques 

 
 

SECRET 

Procurement & Supply Aspects: 

 
Deployment Plans 
Project Schedule 

 
 

SECRET 
OFFICIAL 

Field Army (Procure), 
Army Commercial, Army 

Headquarters, Ramillies Bldg, 
Marlborough Lines, Monxton 
Road, Andover, Hants  SP11 

8HJ 



 

Capability: 

 
Codename when associated with a description of the generic 
capability. 
Codename when associated with a description of capability and 
specific threat exploitation. 
 
Details of future development and research 

 
 
 

OFFICIAL – SENSITIVE 
 

SECRET 
 

SECRET – UK EYES ONLY 

The equipment:  

Equipment hardware (part or fully populated equipment case) 
 
Individual circuit boards and components not mounted in the equipment 
case 
 
Software/Firmware related to ES functionality (when programmed into the 
equipment, or external to the equipment) 
 
 

OFFICIAL – SENSITIVE 

 
 

OFFICIAL – SENSITIVE 

 
SECRET (if applicable) 

Data storage: 

 
Usage log 
Equipment specific log 
Captured signals log 

 
 

 
 

SECRET 
SECRET 
SECRET 

Equipment Software 
 
Software involving specific detection algorithms or inhibition protocols 

 
 

SECRET 

Security Features 
 
Technical details of Anti-tamper features, including triggers, of MWESC 
equipment 
Technical details of ZEROISE features, including triggers, of MWESC 
equipment 

 
 

SECRET 
 

SECRET 

Equipment ancillaries 
 
ES/EA antennas when associated with the equipment  

 
 

SECRET 

Documentation 
 
Documentation (including trials plans or results) if they indicate specific 
capability or indicate specific scenarios 
 
Documentation (including trials plans or results), if they indicate general or 
specific performance vs. threats (excluding grouped at theatre or national 
level) 

 
 

 
SECRET 

 
 

SECRET 

Documentation (including trials plans or results), if they indicate 
performance or capability against threats at theatre or national level 
 
Documentation (including trials plans or results), if they indicate any 
capability gaps 
 
The System Requirements (SRD) in its entirety will be handled at the 
highest protective marking of the data contained within. 

 
SECRET 

 
SECRET 

 
 

SECRET 

 
 
 

3. Your attention is drawn to the provisions of the Official Secrets Act 1911-1989 in general, 
and specifically to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the 



 

Act of 1989). In particular you should take all reasonable steps to make sure that all individuals 
employed on any work in connection with this Contract have notice of the above specified aspects  
and that the aforementioned statutory provisions apply to them and will continue to apply after 
completion or earlier termination of the contract  

 
4. Will you please confirm that:  

a. This definition of the classified aspects of the referenced Contract has been brought to the 
attention of the person directly responsible for security of classified material. 
 
b. The definition is fully understood. 
 
c. Measures can, and will, be taken to safeguard the classified aspects identified herein in 
accordance with applicable national laws and regulations. [The requirement and obligations set 
out above and in any contractual document can and will be met and that the classified information 
shall be protected in accordance with applicable national laws and regulations.]  
 
d. All employees of the company who will have access to classified information have either signed 
the OSA Declaration Form in duplicate and one copy is retained by the Company Security Officer 
or have otherwise been informed that the provisions of the OSA apply to all classified information 
and assets associated with this contract. 
 
5. If you have any difficulty either in interpreting this definition of the classified aspects or in 
safeguarding them, will you please let me know immediately.  
 
6. Classified Information associated with this Contract must not be published or 
communicated to anyone without the approval of the MOD Contracting Authority.  
 
7. Any access to classified information or assets on MOD premises that may be needed will 
be subject to MOD security regulations under the direction of the MOD Project Officer in 
accordance with DEFCON 76.   
 
8.  Contact details for the MOD Project Security Officer (PSyO) (responsible for the co-
ordination of effective security measures throughout the Project/Programme) are included below:  
 
 
 
Yours faithfully 
 
Signed Electronically 

 
 

REDACTED 
    SO3 Eqpt | G6 & CEMA Effects Gp  
 
 

Copy via email to: 
ISAC-Group (MULTIUSER)  
COO-DSR-IIPCSy (MULTIUSER)  
UKStratComDD-CyDR-CySAAS-021 

 

mailto:ISAC-Group@mod.gov.uk
mailto:COO-DSR-IIPCSy@mod.gov.uk
mailto:Heather.Uzzell848@mod.gov.uk

