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Contraci Ref No DFERPPU/2018/OjO

1. retation

1.1 In this Contract the following words shall mean.

‘the Project’ te oroject to be performed by the Contractor as
described in Schedue One,

the Project Manager’
Sanctuary Buildings. Great Smith Street, SW1P 38T

—

the Contractors Project
University ot Warwick, Coventry, CV4 7ALManager

ihe Act and the Regulabons means the Copyright Designs and Patents Act 1988
and the Copyright and Rights in Databases Regulations
1997,

Affiliate” in relation to a body corporate, any other entity which
directly or indirectly Controls is Controlled by, or is
under direct or indirect ommon Control with, that body
corporate from time to time,

‘SPSS a level of security clearance described asBaseline Personnel Security pre employment checks in the National Vetting
Standar& Policy Further jnformation can be found aL

.uklgovernmentlpublicationslgovernme
nI-baseline.pcrsonnel-secunty-standard;

CC the Common Criteria scheme provides assuranceCommon Cruena that a deveiope(s claims about the security features of
their product are valid and have been independently
tested against recognised criteria:

-cCP’ is a NCSC scheme in consultation withCertiiied Professional government, industry and academia to address
growing need for specialists in thecyber security
profession and budding a community of recognised
professionals in both the UK public and private
sectors See website:
https.Ilwww ncsc gov ukischeme)certiuied-professional,

CCSC’ is NCSCs approach to assessing the services‘Certified Cyber Security provided by consultances and conflrm;ng that theyConsultancf meet NCSCs standards This approach builds on the
strength of CL.AS and certifies the competence of
supp]iersto deliver a wide and complex range of cyber
security consultancy services to both the public and
private sectors See website
https//www ncsc gov ukischemefcertified-cyber
consultancy;

‘Commercially Sensitive niormation of a commercially sensitive nature relatingInformation” to the Contractor, its (PR or its business or which the
Contrador has indicated Ic’ the Department that if
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Conirad Ref No. IWERPPU/20181010

disclosed by the Department, would cause the
Contractor significant commercial disadvantage or
material financial loss,

“Confidential Information” means all information which has been designated asconfidential by either party in writing or that ought to beconsidered as confidential (however it is conveyed oron whatever media it is stored) including but not limitedto information which relates to the business, affairsproperties, assets, trading practices, services,
developments, trade secrets, Intellectual Property
Rights, know-how, personnel, customers and suppliersof either party and commercially sensitive informationwhich may be regarded as the confidential informationof the disetosing party;

“Contracting Department’ any contracting authonty as defined in Regulation 5(2)of the Public Contracts (Works, Services and Supply)(Amendment) Regulations 2000 other than the
Department.

‘Contractor Personnel” alt employees, agents consultants and contractors ofthe Contractor and/or of any Sub-contractor,
Contractor Software” software which is proprietary to the Contractor,

including software which is or will be used by theContractor for the purposes of providing the Services.
‘Control” means that a person possesses, directiy or indirectly,the power to direct or cause the direction of the

management and pohctes ol the other person (whetherthrough the ownership of voting shares, by contract orotherwise) and “Controls” and “Controlled” shall beinterpreted accordingly
‘Controller” take the meaning given in the GDPR;
Copyright” means any and au copyright, design right (as definedby the Act) and all other lights of a like nature whichmay. during the course of this Contract, come intoeistonce in or in relation to any Work (or any panthor eof).

“Copyright Work’ means any Work in wh;ch any Copyright subsists.
‘CPK is an ‘information assurance scheme’ whichtomrnercial Product Assuranc& evaluates commercial oft the shelf (COTS)jformerly called CESG Product products and their developers against publishedAssurance’) security standards These CPA certified products

Can be used by government, the wider public seclorand industry See websile
bllcs’//whw.ncsc.Qov.uklscheme/comnlercal-productassurance -cpa.

“Crown Body” any department, office or agency of the Crown;
Cyber Essentials” Cyber Essentials is the government backed,Cyber Essentials Plus industry supported scheme to help organisations

protect themselves against common cyber-attacks.Cyber Essentials and Cyber Essentials Plus are levels
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within the scheme:

There are a number of certification bodies that can be
approached for further advice on the scheme, the link
below points to one of these providers
https://www.iasme.co uVappIy-for-self-assessm/

Data means all data, information! text, drawings, diagrams!
images or sound embodied in any electronic or tangible
medium, and which are supplied or in respect of which
access is gi’anted to the Contractor by the Department
pursuant to this Contract, or which the Contractor is
required to generate tinder this Contract!

Data Loss Event! any event that results, or may result! in unauthorised
access to Personal Data held by the Contractor under
this Contract, and/or actual or potential loss and/or
destruction of Personal Data in breach of this Contract,
including any Personal Data Breach:

!•Data Protection Impact an assessment by the Controller of the
Assessment impact of the envisaged processing on the protection of

Personal Data
•!Data Protection Legislation (i) the GDPR. the LED and any applicaote nation&

implementing Laws as amended from time to time (ii)
the DPA 2018 fsubject lo Royal Assent) to the extent
that it relates to processing of personal data and
privacy: (liii) all applicable Law about the proces&ng of
personal data and privacy

‘Data Protection Officer’ lake the meaning given in the GDPR:
!Data Subject” lake the meaning given in the GDPR,
!!Data Suhect Access Request a iequest made by, or on behalt of, a Data Subject in

accordance with rights granted pursuant to the Data
Protection Legislation to access their Personal Data

!!Department Confidential all Personal Data and any information,
Information” however it is conveyed that relates to the business

atfairs, developments, trade secrets, know-how,
personnel! and supp[ors of the Department, including
all tPRs together with all information derived from any
of the above, and any other information clearly
designated as being confidential (whether or not it is
marked !conhidenltal!!) or which ought reasonably be
considered to be confidential

!Depafln,eflt!s Data!! is any data or information owned or retainedDeparlnienls Inlormation in order to. meet departmental business objectves and
tasks, including.

(a) the data, text, drawings diagrams, images or
sounds (together with any database made up of any of
these) which are embodied in any electronic! magnetic
opticat or tangible media and wh;!ch are:
(i) supplied to the Contractor by or on behalf of the
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Department, or

(ii) which the Contractor is required to
generate, process. store or transmit pursuant
to this Contract or

b) any Personal Data for which the Department isthe Controller

means the Department for Educahon,“Department’
Department Security Slandirds’ means the Departments security policy or any

standards, procedures process or specification forsecurity that the Contractor is required to deliver
‘Digital Marketplace/GCloud” Vie Digital Marketplace is the online framework foridentifying and procuring cloud technology and pepleto’ digital projects Cloud services (e.g web hosting oIT Health checks) are on the GCloud framework
“DPA 201W Data Protection Act 2018,
“Effective Dale’ the date on which this Contract is signed by both

parties.
“Environmental Information the Environmental Information RegulationsRegulations” 2004 together with any guidance and/or codes of

practice issues by the Information Commissioner orrelevant Government Department in relation to suchregulations,
TIPS 140.2’

‘ this is he Federal Information Processing Standard
(FIPS) Publication 40.2, (FIPS PUB 140-2) enlitled‘Security Requiemenls for Cryptographic Modules’This document is the de facto security standard usedfor the accreditation of cryptographic modules;

“FOIA” the Freedom of Information Act 2000 and any
subordinate legislation made under this Act tram timeto time together with any guidance and/or codes ofpractice issued by the Information Commissioner orrelevant Government Department in relation to s.chlegislation;

‘GDPR’ the General Data Protection Regulation (Regulation
(EU) 2016/679)

“Good Industry Practice” means the exercise of that degree of skill, careindustry Good Practice’ prudence, efficiency, foresight and timeliness as wouldbe expected from a leading company within the
relevant industry or business sector,

Good lndustiy Standard’ means the implementation of products and“Industry Good Standard” solutions, and the exercise of that degree of skil, care,prudence, efficiency, foresight and timeliness as wouldbe expected from a leading company within the
relevant industry or business sector;

“GSC eGSCP means the Government Security Classification Policywhich establishes the rules for classifying HMG
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“HMG

‘ICT’

“ICT Environment”

• Information

‘intellectual Properly Rights

‘ISOIIEC 2700Y tSO 27001

ISO/lEO 27002’ iSO 2700

‘IT Security Health Check
(ITSHC)”
dIT Health Check (ITHC)”
Penetration Testing

tED’

Malicious Soflware”

‘Need-to-Knov/’

information The policy is available at
htjp.//wwqov.uk/qovernrnenl1pubHca(ionsfgoyernm
nt-security’classifications,
means Her Majesty’s Government;
means Information and Communications Technology
(ICT) used as an extended synonym for Information
Technology (IT), used to describe the bringing togetherof enabling technologies used to deliver the end-to-endsolution;

the Department’s System and the Contractor System;

means a) academic impact. The demonstrable
contribution that excellent research makes to academicadvances, across and within disciplines, including
significant advances in understanding, methods, theoryapplication and academic praclice, and b) wider impactthe effect on. change to or benefit to the economy,
society, culture, public policy or services, health, the
environment, or quahty of life, beyond academia

has the meaning given under section 84 of the
Frnedom of Information Act 2000,
means patents trade marks, ser.’ce marks, design
(rights whether registerable or otherwise), applications
for any of the foregoing know-how, rights protecting
databases trade or business names and other simiiarrights or obligations whether registerable or not in any
country (including but not limited to the United
Kingdom)

is the International Standard describing the Code of
Practice for Information Security Controls
is the International Standard describing the Code of
Practice (or Information Security Controls,
means an assessment to identify risks and
vulnerabilities in. systems, appkcahons and
networks which may compromise the
confidentiality integrity Or availability of information
held on the IT system

Law Enforcement Directive (Directive (EU) 2016/680)
any software program or code intended to destroy
interfere with, corrupt Or cause undesired effects on
program files data or other information, executable
code or application software macros, whether or not its
operation is immediate or delayed, and whether the
malicious software is introduced wilfully, negligently or
without knowledge of its existence;
the Need-toKnow principle is employed within HMG tolimit the distribution of classified information to those
people with a clear ‘need to know’ in order to carry out

“Impact”
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their duties!
‘NCSC” The National Cyber Security Centre (NCSC) fcrnerlyCESO Is the UK governments National Technical

Authority for Information Assurance. The NCSC
website is cJL’.w.ncscjiov.uk;

OFFICIAL’ the term OFFICIAL’ is used to descnbe theOFFICIAL SENSITIVE baseline level of ‘security classification’ described
within the Government Security Classification Policy
(GSCP) which details the level of protection
to be afforded to information by HMG, for all routine
public sector business operations and
services
the OFFICIAL SENSITIVE! caveat is used to
identify a limited subset of OFFICIAL information
that could have more damaging consequences (for
individuals, an organisation or government generally) if
it were lost, stolen or published in the media, as
described in the Government Security Classification
Policy:

Orignal Copyright Work means the first Copyright Work created in whateverform.
Personal Data’ take the meaning given in the GOPR;
Personal Data Sreach take the meaning given in the GDPR:
Processor’ take the meaning given in the GDPR,

‘Protecuve Measures appropriate tecflnical and organisational measures
which may include. pseudonymising and encrypting
Personal Data, ensuring confidentiality, integrity,
availability and resilience of systems and services,
ensuring that availability of and access to Personal
Data can be restored in a timely manner after an
incident! and regularly assessing and evaluating the
effectiveness of the such measures adopted by it;

‘Regulatory Doaies° those government departments and regulatory,
statutory and other entities, committees and bodies
which, whether under statute, rules, regulations! codes
of practce or otherwise, are entitled to regulate,
investigate, or influence the matters dealt with in this
Contract or any other affairs of the Department and
“Regulatory Body” shall be construed accordingly

“Request for InformaHon a request for information or an apparent request underthe Code of Practice on Access to Government
Information. FOJA or the Environmental Information
Regulations,

‘Secure Sanitisation’ Secure sanitisation is the process of treating data
held on storage media to reduce the likelihood of
retrieval and reconstruction to an acceptable level.
Some forms of sanitisation wilt allow you to re-use themedia unuseable. Secure sanibsation was previously
covered by information Assurance Standard No.5
Secure Sanitisation (lS5) issued by the former
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CESG Guidance can be found at:
http:1/wvvw.ncsc.qov,ukJguidance/secure-spnitjsation-storaae-lT!eia;

The disposal of physical documents and hardcopy
materials advice can be found at
https.//www cpni.ciovjikecure-destrycLion,

‘Security and Information Risk the Security and Information Risk Advisor (SIRA)AdvisOr’ is a rate defined under the NCSC CertifiedCOP SIRA’ Professonal (CCP) Scheme See also:‘SIRK https’ulwww ncsc gowuklarticles/about-certified
Qrcfesson al-scheme.

‘SPE This is the definitive HMG Security Policy whichHMG security Policy FrameworlC describes the expectations of the Cabinet Secretary
and Governments Official Committee on Security on
how HMG organsations and third parties handting
HMG information and other assets will apply protecti’se
security to ensure HMG can function effectively,
efficient y and securely.

policy-framework
‘Staff Vetting Procedures” the Departments procedures and departmental policies

for the vetting of personnel whose role wiU invoLve the
handling of information of a sensitive or confidential
nature or the handling of information which is subject toany relevant security measures, including but not
limited to (he provisions of the Official Secrets Act
1911 to 1989,

Sub-Contractor the third party with whom the Contractor enters into a
Sub contract or its servants or agents and any third party
with whom that third paily enters into a Sub-contract or
its servants or agents.

Suh processrn1 any third Party appointed to process Personal Data on
behalf of the Contractor related to this Contract,

‘Third Party Sofiware’ software which s proprietary to any third party (other
than an Affihate of the Contractor} which is or will be
used by the Contractor for the purposes of providing
the Services, and

Worktm means any and all works including but not limited to
literary dramatic, musical or artistic works, Sound
recordings, films, broadcasts or cable programmes
typographical arrangements and designs (as the same
are defined in the Act) which are created from time to
time during the course of this Contract by the
Contractor or by or together with others at the
Contractor’s request or on its behalf and where such
works direclly retate to or are created in respect of the
performance of this Contract or any part at it,

Working Oay” any day other than a Saturday. Sunday or public
holiday in England and Wales
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1 2 References to “Contract” mean this contract (and include the Schedules)References to Clause& and mean clauses of and schedules to thisContract. The provisions of the Schedules shall be binding on the parbes as if set outin foil in this Contract

1 3 Refeience to the singular include the plural and vice versa and references to anygender include both genders. References to a person include any individual. flrmunincorporated association or body corporate
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SCHEDULE ONE

I BACKGROUND

Projections of future skills needs have been pubhshecl regularly since the late 1990s in variousforms, and the most recent Working Futures analysis was published in April 2016 We arecommissioning a new report in order to produce up-to-date, reliable labour market predictionsusing the most recent data and improvements to methodology and reporting

Having a dearer idea of the future labour market composition is key for many stakeholders tomake better-informed decisions It enables

SkIlls Advisory Panels (SAPs)’ to draw on quantitative evidence of how current stalls
trends will help shape the future of their local labour markets in erms of supply anddemand of labour and staBs. it wtl also ensure a consistent stating point, which SAPs
can use to inform (heir further work, analysis and decision making in partnership with
stakeholciers.

• Employers to have information on future requirements for iabour and skills in their
industry and relevant occupations

• Education and training providers to gain an insight into the trends in demand for
skills in the next 10 years

• Policymakers to stay informed on the future needs of the labour market
• Individuals to have an idea of where future job openings may be found helping to

inform decisions on career paths Of Es careers strategy acknowledged the importance
of labour market information (LMI) to ndividual& decision making and committed DfEto continue its IMl forAll service which is heavily dependent on Working Futures data’

It is important that the research produced is useful and reievanl for all of the abovestakehotders

2 AIM

The Contractor shalt use all reasonable endeavours to achieve the followng aim

• To conduct a quantitative assessment of future prospects for UK employment for lheperiod 201? to 2027 using robust and transparent methods, in order to inform
decisions by individuals, employers, education and (raining providers and policymakers

3 OBJECTIVES

The Contractor shall use all reasonable endeavours to achieve the following objectives

• To assess fuftire prospects for output, productivity and employment by detailedindustry sector for the UK and the four nations and nine English regions
• To assess the future occupational structure of employment at an aggregate level andwithin industries, taking account of the gender and employment status profile withinoccupations This analysis is required for the UK and for nations and regions
• To assess future replacement demands by occupation within industries for the UKand by nation and region

Announced in the DIE Skills Summit (2011,)
1 Data for Woriang Futures 2014 to 2024 is availabie on LMI for Ali
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• To assess the future profile of employment by the level of highest qualification heldby workers.
• To assess the future prospects for labour supply for the UK and its constituentnations and regions.
• To assess employment prospects at a local level through the production of indicativeforecasts / projections by industry and occupation, nciuding for Local EnterprisePartnership areas in England.
• To facilitate additional anarysis of detailed labour market prospects by third partyanalysts through the provision of a library of micro data derived from the modellingwork

4 TASKS

The exact method and approach to be employed will be that set out in the contractor’sproposal received on 26h July 2018. The foundation for the projections will be the multisectoral macroeconomic model ci the UK economy developed by CE and the detailedoccupational and qualification forecasting modules developed by IER

The tasks and outputs will be as follows

Task Output

1 Update macroeconomic Detailed projections for Wales, Scotland, Northern IrelandH projections and Eflgland, and for the nine
—2 I Detailed employment Detailed projections for 75 industries (defined in terms ofprojections by industry S1C2007) tar all English regions, and for Wales Scollandand Northern Ireland

______

3 i Detailed labour supply For each of the countries and regions of the UK. theprojections following outputs will be produced

Population (total, aged 16 and over, and working
age)

• Labour force (and Workforce)
Unemployment (lLO, and clamant)
Emplornent (employed residents; and workplace
employment)

Population and the labour force will be disaggregated bygender and broad age-band and employment and

__________

______

4 Sub-regional Projections for 39 Local Enterprise Partnership areas inprojections England split by Soc major groups and 22 industrysectors.

_______

5 Occupational
‘ A set of indu5try by occupation employment matrices forprojections the 75 industries and 25 SOC sub-major groups. bygendr, status and region/country. This will be extended to

-
——___

the &dkgL%QC level

_______--___

6 Qualifications Supply-side projections, demand-side projections, andprojections replacement demand estimates — all split by QCF Levels
1-8.

___________________

7 Comparison with Comparison of output against Working Futures (2014-previous projeobons 2024), and to test how the methodology would haveand Evaluation of performed if used in the past The comparison will includeproposed methodology —

______
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No Tak I Output

regional employment projections for the 12 broad sectors;t andre .ional labour force/activity rates for 7 a e bands.S Reporting

interim reporl initial projections in a stidepack format

Final report

I Executive summary; standalone summary with
headline results

II Main Project Report Executive Summary Main
results and Methodology (including an evaluation
of the models)

III Technical Report, Comprehensive details of
models, sources and methods used to generate Inc
results details of the comparison and evaluation of
the methodology and documentalion ol the
workbooks

Meetings - Four meetings (including the inception meeting and
resentation of results)— rimarily via video conferencin910 Proiect management Monthly catch-up meetings by phone between the project

tearnandOfE
11 Workbooks A full set of detailed results available via a large set of

workbooks, together with guidance materials to supporttheir use All results will be in Microsoft Excel format
Where feasible and appropriate, data will also be madeavailable in non-prop etary formats in tine w lh Open Databest practice The set of workbooks will include interactiveelements (e g users ability to alter assumptions) for
replacement demand projections, -which will provide addedvalue for users

Specific milestones will meet the following timneline

Project milestone Timeline

Initial macroeconomic cro ections WIC 29 October 2018Interim report (initial projections in slidepack WIG 21’ January 2019format)
Final report (executive summary maul WIG ?S March 2019project ceport. and technical report) and
workbooks

5. OPTIONAL OUTPUTS

ER may be asked to produce one or more of the lollowing additional outputs by theDepartment for Education

Optional Outputs (if required) Cost (Inc VAT)

Headline report for W&sh Government____ _L1
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—

- onrremeements

5. STAFFING

Warwick institute for Employment Resea—:h (IER) and Cambridge Econometrics(CE)
Academic Leader
Proiect Mana:er
Pro’ect Director of CE
Project Team.

6 STEERING COMMITTEE

Professor Rob Wilson IER
Salt -Anne Barnes (IER —

Mike Ma -Gillin .s CE
Professor Rob Wilson (FER), Sally-Anne
Barnes (PER) Mike May-Gilhngs (CE).
Professor Derek Bosworih (IER), David
Owen (IER) Shyamoli Pate! (CE), Ha Bui
(CE) An Vu (CE) Luke Bosworth ØER).
RosieDa lEA), Peter Miliar PER

-- --

Professor Rob Wilson (IER), Mike May
Gillin-::s.CE Sail Anne Barnes (IER
Professor Rob Wilson (IERj

-

Eleanor Adamiw
Frank Bowle

The Project. Manager shall set ‘up a Steering Committee for the Project, Consisting ofrepresentatives from the Department the Contractor and any othei key organisations whomthe project will impact on. to be agreed between the parties rhe function of the SteeringCommittee shall be to review the scope and direction of the Project against its aims aridobjectives monitor progress and efficient y. and assess, manage and review expectedimpact and use of the findings from the Project against an agreed Project CommunicationPlan, through the standard Department Communication Plan Template The Committee shallmeet at times and dates agreed by the parties a’ in the absence ot agreement, specified bythe Department The Contractors representatives on the Steering Committee shaFl reporttheir views on the progress of the Prcject to the Steering Committee in writing if requestedby the Department The Contractors representatives on the Steering Committee shall attendall meetings of the Steering Committee unless otherwise agreed by the Department
7 RISK MANAGEMENT

Risk is defined as actions and events which may pose a threat to the outcome of theprogramme or project- To assess the risk. co’sider both how likely it is to happen and theimpact it would Pave if ft did actually happen Risk management includes identifying andassessing the risk at the outset the inherent risk and then putting in place aresponse known as a countermeasure’

The following risks have been identified in relation to this research

Risk
- Receipt of Data

Key data sources may not be
avaitable, may be unsuitable

Ln structure.

Level -

______

-.

.
Adaptive measures —Low I it data are released late the

Part of the pro)ect timetable is options to be discussed with
dependent upon retease of DIE ace either proceeding

1
z

Editorial Team

Academic Leader

_______

DeRartment for Education
Proeci Mana:Fer
Analzl Clearance
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Meeting the timetable
The timescale for undertaking
the project is relatively short

• ONS data to pubhshed
I schedule

Low
• Dependng upon dehvery of

data in time

with existing data or agreeing
a new timetable
Additional resources will be
deployed if required to ensure
deliverables are on time

Resources
Resources may be
insufficient or the
developments proposed

Unforeseen developments
In UK or the world economy

Availability of key staff
The absence of key staff
could affect ability to deliver
on time

IER!CE is confident of their
ability to deliver quality
products within the foreseen
time penod and resource
allocation
Macroeconomic assumptions
(e g. related to Brel) will be

• confirmed with D1L, and any
uncertainty will be highlighted
(quahtatively) throughoul the
re :Ort

The prolect includes
duplication of necessary skills
in key roles allowing
substitution if necessary
Should additional technica’
expertise be required thrs will
be obtained from other staff
within ether IER or CE

S DATA COLLECTION

The Department seeks to mnimIse the burdens on Schools, Childrens Services and LocalAuthorities LAs) taking part in surveys

When assessing the relative merits of data collection muthods the following issues should beconsidered,

• only dala essentat to the proiect shah be collected
• data should be collected electronically where appropriate)preferred

questionnaires should be pre-populated wherever possible and appropriate
• schools must be given at least four working weeks to respond to the exercise fromthe date they receive the request, and
• LAs should receive at least two weeks unless they need to approach schools inwhich case they too should receive 4 weeks to respond

The Contractor shall clear any data collection tools with the Department before engaging ;neld work

The Contractor shall check with the Department whether any of the information that they arerequesting can be provided centrally from information already held

9 tONSENT ARRANGEMENTS

The Department and the contractor shalt agree in advance of any survey activity taking placethe consent arrangements that shalt apply for each of the participant groups. Al! participantsshould be informed of the purpose of the research, that the Contractor is acting on behalf of

!Low

Medium

Low
All staff are in place to meet
the requrements as set out in
the ITT

Page 14 of 40



Contract Ref No OFERPPU)20161010

the Department and that they have the option to refuse to participate (opt out) Contactdetails should be provided including a contact person at the Oepartrnent Children who are16 or over will usually be able to give their own consent but even where this is so. theContractor, in consultation with the Department, should consider whether it is alsoappropriate for parents, guardians or other appropriate gatekeepers (eg. schools, LocalAuthorities) to be informed when a child has been invited to participate in research
10 PROJECT COMMUNICATION PLAN

The Contractor shall work with the Project Manager and Steering Group to agree the contentof the Project Communication Plan on the standard Department Communication PlanTemplate at the start of the Project, and to review and update at agreed key points in theProject and at the close of the Pro)ect. The Communication Plan shall set out (he keyaudierice5 for the Project all outputs intended (or publication (ram the Project the likelyimpact of each output and dissemination plans to tacihtate effective use by the keyaudiences

End of Schedule One
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SCHEDULE TWOEligible expenditure

1 1 The Department shall reimburse the Contractor for expenditure incurred forthe purpose of the Project, pro’iided that: -

(a) the expenditure falls within the heading and limits in the Tabie belowand

(b) the expenditure is incurred, and claims are made, in accordance withthis Contract

Table

All costs correspond to tasks and project milestones in 04 Tasks” in ScheduLe One

The following table is a schedule of tasks and their associated cost.

Na Task

1 Update macroeconomic
piO.ectiOnS

2 Detailed employment

_________

projections by industry
3 Detailed labour supply

_________

projections
4 Sub-regional

__________

pro ections
5 Occupational

proections
6 Qualifications

__________

pro’ections
7 Comparison with

_________

previous ppections
B Reportina
9 Meetin s
10 Proect manaernent
11 Workbooks

Total (ç
The foliowing table is a schedule of invoi es (or these tasks DIE will pay 20% of the totalcost for both the completion of initial projections and the final draft report DtE will pay 60%of the total cost for the interim report

[ Project Milestone Payment Amount exe. Payment Date
j VAT(g)_,j

Initial pr&ections
‘

__________

i WIC ?9 October 2018Interim e art W/C 2lJanuary 2019Finat report, technical report - W/G 25” March 2019and workbooks

Expenditure for the financ’al year 2016-2019 shall not exceed exclusive of VAT

Total Project expenditure shall not exceed £246,620.00 exclusive of VAT.

Cost (exc VAT)
£

2”6 620 00
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2 The allocation of funds in the Table may not be altered except with the prior writtenconsent of the Department

3 The Contractor shall maintain full and accurate accounts for the Project against theexpenditure headings in the Table. Such accounts shall be retained for at least 6years after the end of the financial year in which the last payment was made underthis Contract Input and output VAT shall be included as separate items in suchaccounts

4 The Contractor shall permit duly authorised staff or agents of the Department or theNational Audit Office to examine the accounts at any reasonable time and shaHfurnish oral or written explanations of the accounts if required. The Departmentreserves the right to have such staff or agents carry out examinations into theeconomy, efficiency and effectiveness with which the Contractor has used theDepartments resources in the perfoimance of this Contract

5 Invoices shall be submitted on the invoice dates specified in the Table, be detailedagainst the task headings set out in the Table and must quote the DepartmentsOrder Number The Purchase order reference number shall be provided by thedepartment when both parties have signed the paperwork. The Contractor or hisor her nominated representative or accountant shall certify on the invoice that theamounts claimed were expended wholly and necsarily by the Contractor on theProjects in accordance with the Contract and that the invoice does not include anycosts being claimed from any other body or individual or from the Department wthinthe terms of another contract.

5 Invoices shall be sent to the Department for EducatIon, P0 Box 407, SSCL,Phoenix House, Celtic Springs Business Park, Newport, NPIO SFZ and/or byemail to Apinvoices.DFE-U@sscI.gse.gov.uk. Invoices submitted by email must bein PDF format with one PDF file per invoice incIucing any supporting documentationin the same file Multiple invoices may be submitted ‘n a single email but each invoicemust be in a separate PDF file 1 he Department undertakes to pay correctlysubmitted invoices within 10 days of receipt The Department is obliged to payinvoices within 30 days of receipt from the day of physical or electronic arrival at thenominated address of the Department Any correctly submitted invoices that are notpaid within 30 days may be subject to the provisions of the Late Payment ofCommercial Debt (Interest) Act 1996 A correct invoice is one that. is delivered intiming in accordance with the contract, is for the correct sum, in respect ofgoods/services supplied or delivered to the required quahty (or are expected to be atthe required quality) includes the date supplier name, contact details and bankdetails quotes the relevant purchase order/contract reference and has beendelivered to the nominated address If any problems arise, contact the DepartmentsProject Manager The Department aims to reply to complaints within 10 workingdays The Department shall not be responsible for any delay in payment caused byincomplete or illegible invoices

The Contractor shall have regard to the need for economy in all expenditure Whereany expenditwe in an invoice, in the Department’s reasonable opinion, is excessivehaving due regard to the purpose for which It was incurred the Department shall onlybe liable to reimburse so much (if any) of the expenditure disallowed as, in theDepartments reasonable opinion alter consultation with the Contractor, wouldreasonably have been required for that purpose
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8 If this Contract is terminated by the Department due to the Contractor’s insolvency ordefault at any time before completion of the Projects, the Department shall only beliable under paragraph ito reimburse eligible payments made by, or due to, theContractor before the date of termination.

S On completion of the Project or on termination of this Contract, the Contractor shallprompUy drawup a final irwoice. which shall cover aU outstanding expenditure
incurred for the Project. The final invoice shall be submitted not later than 30 days
after the date of completion of the Projects.

10 The Department shall not be obliged to pay the final invoice until the Contractor hascarried out all the elements of the Projects specified as in Schedule 1

11 II shalt be the responsibility of the Contractor to ensure that the final invoice coversall outstanding expenditure far which reimbursement may be claimed. Provided thatall previous invoices have been duly paid, on due payment of the final invoice by theDepartment all amounts due to be reimbursed under this Ccntract shall be deemedto have been paid and the Department shall have no further liability to makereinthursemefli of any ki’d

End of Schedule Two
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SCHEDULE THREE

1. Contractor’s ObligatIons

11 The Contractor shall prompiiy and efficiently complete the Project inaccordance with the provisions set out in Schedule One,

1.2 The Contractor shall comply with the accounting and information
provisions ot Schedule Two

1 3 The Contractor shall comply with all statutory provisions including allprior and subsequent enactments, amendments and substitutionsrelating to that provision and to any regulations made under it

1.4 The Contractor shatl inform the Department immediately it it isexperiencing any difficulties in meeting its contractual obligations

2. Departments Obligations

2 1. The Department wilt comply with the payment pro’iisions of ScheduleTwo provided that the Department has received full and accurateinformation and documentation as required by Schedule Two to besubmitted by the Contractor hr work completed to the satisfaction ofthe DepartmentS

3. Changes to the Department’s Requirements

3 1. The Department shall notify the Contractor of any materiai change tothe Department’s requirement under this Contract

3 2 The Contractor shall use its best endeavours to accommodate anychanges to the needs and requirements of the Department providedthat it shall be entitled to payment for any additional costs it incurs as aresult of any such changes The amount of such additional costs to beagreed between the parties in writing.

4. Management

4.1. The Contractor shall promptly comply with all reasonable requests ordirections of the Project Manager in respect of the Services

4 2. The Contractor shaH address any enquiries about procedural orcontractual matters in writing to the Project Manager. Any
correspondence relating to this Contract shall quote the referencenumber set out in the Recitals to this Contract

5. Contractors Employees and Sub-Contractors

5.1 Where the Contractor enters into a sub-contract with a supplier oicontractor for the purpose of performing its obligations under the
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Contract, it shaH ensure that a proviston is included in such a subcontract which requires payment to be made of all sums due by theContractor to the sub-contractor within a specified period not exceeding30 days from the receipt of a valid invoice.

5 2. The Contractor shall take reasonable steps to satisfy itself that itsemployees O( any approved sub-contractors (or their employees) aresuitable in aN respects to perform the Project

5 3 The Contractor shall immediately notify the Department if they haveany concerns regarding the propriety of any of its sub-contractors inrespect of work/services rendered in connection with this ContractS

5 4 The Contractor, its employees and sub-contractors (or theiremployees), whilst on Departmental premises, shall comply with suchrules, regulations and requirements (including those relating to securityarrangements) as may be in force from hme to time.

5 5 The Contractor shall ensure the security of all the Property whilst in itspossession, during the supply of the Project in accordance with theDepartments reasonable security requirements as required from timeto time

5 6 If the Department notifies the Contractor that it considers that anemployee or sub-contractor is not appropriately qualified or trained toperform the Project or otherwise is not performing the Project inaccordance with this Contract, then the Contractor shall, as soon as isreasonably practicable, take aU such steps as the Departmentconsiders necessary to remedy the situation or, if so required by theDepartment, shall remove the said employee or sub-contractor fromperforming the Project and shall provide a suitable reptacement (at nocost to the Department).

5.7. The Contractor shall take reasonabie steps to avoid changes ofemployees or sub-contractors assigned to and accepted to perform theProject under the Contract except whenever changes are unavoidableor of a temporary nature, The Contractor shall give at least four week’swritten notice to the Project Manager of proposals to change keyemployees or sub-contractors

6. Ownership of Intellectual Property Rights, Copyright & Licence to theDepartment

6,1 Ownership of Intellectual Property Rights including Copyright, in anyguidance, specifications, instructions, toolkits, plans, data, drawings,databases, patents, patterns, models designs or other materialsprepared by or for the Contractor on behalf of the Department foruse, or intended use, in relation to the performance by the Contractorof its obligations under the Contract shall belong to the Contractor
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62. The Contractor hereby grants to the Department a non-exclusiveheense without payment of royally or other sum by the Department inthe Copyright to:
62.1 to do and authorise others to do any and all acts restricted bythe Act as amended from time to time or replaced in whole orpart by any statute or other legal means in respect of anyCopyright Work in the United Kingdom and in all other territoriesin the world for the ful period of time during which the Ccpyckjhtsubsists; and

6.2.2 to exercise all rights of a similar nature as those described inClause
6.2 1 above which may be confe red in respect of any CopynghtWork by the laws from time to time in all other parts of the world

6 3 The Contractor now undertakes to the Department as follows:
6.3 1 not to assign in whole or in part the legal or beneficial title in anyCopyright to any person, firm or company without the prior

written consent of the Department the granting of which consentshall be at its absolute discretion.
6 3.2 to procure that the Contractor is entitled both legally and

beneficially to all Copyright
6.3.3 to record or procure the recording on each and every CopyrightWork the name of the author or authors and the date on which itwas created and retain safely in its possession throughout theduration of the Copyright all Original Copyright Works
6 3.4 in respect of the Original CopyrLght Works to:
6.3 5 supply copies on request to the Department the reasonablecosts in respect of which the Department will pay; and
6 3.6 allow inspection by an authorised representative of the

Department on receiving reasonable written notice;
6.3.7 to take all necessary steps and use its reasonable endeavoursto prevent the infringement of the Copyright by any person, firmor company which shall include an obligation on the part of theContractor to commence and prosecute legal proceedings forany threatened or actual infringement where there is a

reasonable chance of success and account to the Departmentafter the deduction of all legal expenses incurred in any suchproceedings for one half of all damages paid whether by order,settlement or otherwise.
6 3.6 not to demand and to procure ihat where any further licencesare granted by the Contractor otherwise than to the Departmentthe Licensees thereof do not demand any payment in whateverform and from any person, firm or company directly or indirectlyfor the undertaking of any of the acts restricted by the Copyright(as defined in section 16 of the Act) in relation to any CopyrightWork except in so far as any demand or payment received
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represents only the reasonable costs which might normally be
incurred in respect of such an act.

6.4 The Contractor now warrants to the Department that aN Works:
6.4.1 will not infringe in whole or in part any copyright or like right or

any other intellectual property right of any other person
(wheresoever) and agrees to indemnify and hold harmless theDepartment againsl any and all claims, demands, proceedings,
damages. expenses and losses including any of a consequential
nature arising directly or indirectly out of any act of the
Department in relation to any Work, where such act is or is
alleged to be an infringement of a third party’s copyright or like
right or other intellectual property rights (wheresoever).

6.5 The warranty and indemnity contained in Clause 6.4.1 above shall
survive the termination of this Contract and shall exist for the life of theCopyright.

‘7. Data Protection Act
7.1. The Parties acknowledge that for the purposes of the Data Protection

Legislation, the Department is the Control’er and the Contractor is the
Processor. The only processing that the Contractor is authorised to do is listed
in Schedule 4 by the Department and may not be determined by the
Con tractor

7.2 The Contractor shall notify the Department immediately if it considers that
any of the Departments instructions infringe the Data Protection Legislation.

7.3. The Contractor shall provide all assistance to the Department in the
preparation ot any Data Protection Impact Assessment prior to commencing
any processing. Such assistance may, at the discretion of the Department,
include:

(a) a systematic description of the envisaged processing operations and
the purpose of the processing;

(b) an assessment of the necessity and proportionality of the processing
operations in relation tn the Services;

(c) an assessment of the risks to the rights and freedoms of Data
Subjects; and

(d) the measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of
Personal Data.

7.4. The Contractor shall, in relation to any Personal Data processed in connection
with its obligations under this Contract

(a) process that Personal Data only in accordance with Schedule 4, unless
the Contractor is required to do otherwise by Law. If it is so required
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the Contractor shall promptly notify the Department before
processing the Personal Data unless prohibited by Law;

(b) ensure that it has in place Protective Measures, which have been
reviewed and approved by the Department as appropriate to protectagainst a Data toss Event having taken account of the:
(I) nature of the data to be protected,
(ii) harm that might result from a Data Loss Event;
(iii) state of technological development; and
(iv) cost of implementing any measures;

(c3 ensure that
(i) the Contractor Personnel do not process Personal Data except

in accordance with this Contract (and in particular Schedule 4);(ii) it takes reasonable steps to ensure the reliability and integrity
of any Contractor Personnel who have access to the Personal
Data arid ensure that they.

(A) are aware of and comply with the Contractor’s duties under
this clause;

(8) are subject to appropriate confidentiality undertakings with
the Contractor or any Sub.processor,

(C) are informed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third Party unless directed in writing to do so by
the Department or as otherwise permitted by this Contract;
and

(D) have undergone adequate training in the use, care, protection
arid handling of Personal Data; and

(ci) not transfer Personal Data outside of the EU unless the prior written
consent of the Department has been obtained and the following
conditions are lulfilied:
(i) the Department or the Contractor has provided appropriate

safeguards in relation to the transfer (whether in accordance
with GDPR Article 46 or LtD Article 37) as determined by the
Department;

(ii) the Data Subject has enforceable rights and effective legal
remedies;

(iii) the Contractor complies with its obligations tinder the Data
Protection Legislaton by providing an adequate level of
protection to any Personal Data that is transferred (or, if it is
not so bound, uses its best endeavours to assist the
Department in meeting its obligations); and

(iv) the Contractor complies with any reasonable instructions
notified to it in advance by the Department with respect to the
processing of the Personal Data;

(e) at the written direction of the Department, delete or return Personal
Data (and any copies of it) to the Department on termination of the
Contract unless the Contractor is required by Law to retain the
Personal Data.
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7,5. Subject to clause 7.6, the Contractor shall notify the Department immediately
if it:

(a) receives a Data Subject Access Request (or purported Data Subject
Access Request);

(b) receives a request to rectify, block or erase any Personal Data;
(c) receives any other request, complaint or communication relating to

either Party’s obligations under the Data Protection Legislation;
(d) receives any communication from the Information Commissioner or

any other regulatory authority in connection with Personal Data
processed under this Contract;

(e) receives a request from any third Party for disclosure of Personal Data
where compliance with such request is required or purported to be
required by Law; or

(1) becomes aware of a Data Loss Event.

7.6 The Contracto?s obligation to notify tinder clause 7.5 shall inciude the
provision of further information to the Department in phases, as details
become available.

7 1. Taking into account the nature of the processing, the Contractor shall provide
the Department with fulI assistance in relation to either Party’s obligations
under Data Protection Legislation and any complaint, comnniunication or
request made under clause 7.5 (and insofar as possible within the tirnescales
reasonabty required by the Department) including by promptly pwviding

(a) the Department with full details and copies of the complaint,
communication or request;

(b) such assistance as is reasonably requested by the Department to
enable the Department to comply with a Data Subject Access Request
within the relevant timescales set out in the Data Protection
Legislation;

(c) the Department, at its request, with any Personal Data it holds in
relation to a Data Subject,

(d) assistance as requested by the Department following any Data Loss
Event,

(e) assistance as requested by the Department with respect to any
request from the Information Commissioner’s Office, or any
consultation by the Department with the Information Commissioner
Office

7 8. ihe Contractor shall maintain complete and accurate records and information
to demonstrate its compliance with this clause This requirement does not
apply where the Contractor employs fewer than 250 staff, unless:

(a) the Department determines that the processing is not occasional;
(b) the Department determines the processing includes special categories

of data as referred to in Article 9(1) of the GDPR or Personal Data
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relating to criminal convictions and offences referred to in Article 10
of the GDPR; and

(c) the Department determines That the processing is likely to result in a
risk to the rights and freedoms of Data Subjects.

7.9. The Contractor shall allow for audits of its Data Processing activity by the
Department or the Department’s designated auditor.

710. The Contractor shall designate a data protection officer if required by the
Data Protection Legislation.

7.11 Before allowing any Sub-processor to process any Personal Data related to
this Contract, the Contractor must’

(a) notify the Department in writing of the intended Sub-processor and
processing;

tb) obtain the written consent of the Department,
(c) enter into a written agreement with the Sub-processor which give

effect to the terms set out in this clause such that they apply to the
Sub-processor; and

(d) provide the Department with such information regarding the Sub
processor as the Department may reaconably require.

7.12. The Contractor shall remain fully liable for all acts or omissions of any Sub
processor.

7.13. The Contractor may, at any time on not less than 30 working Days’ notice,
revise this clause by replacing it with any applicable controller to processor
standard clauses or similar terms farming part of an applicable certification
scheme (which shall apply when incorporated by attachment to this
Contract)

7.14. The Parties agree to take account of any guidance issued by the Information
Commis’,ionn’s Office The Department may on not less than 30 Working
Days’ notice to The Contractor amend this Contract to ensure that it complies
with any guidance issued by the Information Commissioner’s Office.

S Departmental Security Standards

8 1 The Contractor shall comply with Departmental Security Standards for
Comractors which include but are not constrained to the following
clauses.

8 2. Where the Contractor will provide ICT products or services or otherwisehandle information at OFFICIAL on behalf of the Department, the
requirements under Cabinet Office Procurement Policy Note — Use ofCyber Essentials Scheme certification - Action Note 09/14 25 May2016, or any subsequent updated document, are mandated; that
“contractors supplying products or senjices to HMG shall have
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achieved, and retain certification at the appropriate level, under theHMG Cyber Essentials Scheme’. The certification scope must berelevant to the services supplied to, or on behalf of, the Department

8.3 The Contractor shall be able to demonstrate conformance to, and showevidence of such conformance to the ISO/lEO 27001 (Information
Security Management Systems Requirements) standard, including theapphcation of controls from ISO/lEG 27002 (Code of Practice for
Information Security Controls).

8.4 The Contractor shall follow the UK Government Security ClassificationPolicy (GSCP) in respect of any Departmental Data being handled inthe course of providing this service, and will handle this data in
accordance with its security classification. (In the event where theContractor has an existing Protective Marking Scheme then theContractor may continue to use this but must map the HMG securityclassifications against it to ensure the correct controls are applied tothe Departmental Data).

8.5 Departmental Data being handled in the course of providing an ICTsotution or service must be segregated from all other data on theContractor’s or sub-contractor’s own IT equipment to protect theDepartmental Data and enable the data to be identified and securelydeleted when required. ri the event that it is not possible to segregateany Departmental Data then the Contractor and any sub-contractorshall be required to ensure that it is stored in such a way that it ispossthle to securely delete the data in line with Clause 1 14

8 6 The Contractor shall have in place and maintain physical security, inline with those outlined in ISOIIEC 27002 including, but not limited to,entry control mechanisms (e.g. door access) to premises and sensitiveareas

8.7 The Contractor shall have in place and maintain an access controlpolicy and process for the logical access (e.g. identification andauthentication) to lOT systems to ensure only authorised personnelhave access to Departmental Data.

8 8 The Contractor shall have in place and shalt maintain procedural.personnel, physical and technical safeguards to protect DepartmentalData, including but not limited to: physical security controls; good
industry standard policies and process; anti-virus and fwewalls, securityupdates and up-to-date patching regimes for anti-virus solutions;operating systems, network devices, and application software, user
access controls and the creation and retention of audit logs of systemuse

8.9 Any data in transit using either physical or electronic transfer methodsacross public space or cyberspace, including mail and couriers
systems, or third party providel networks must be protected via
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encryption which has been certified to FIPS•140-2 standard or a similarmethod approved by the Department p’ior to being used for the transferof any Departmental Data.

8 10 Storage of Departmental Data on any portable devices or media shallbe limited to the absolute minimum required to delkrer the stated
business requirement and shall be subject to Clause 1.11 and 1.12below

8:11 Any portable removable media (including but not constrained to pendrives, flash drives, memory sticks, COs. DVDs, or other devices)which handle, store or process Departmental Data to deliver and.support the service, shall be under the control and configuration
management of the contractor or (sub-)coritractors providing theservice, shall be both necessary to deliver the service and shall beencrypted using a product which has been certified to FIPS14O-2standard or another encryption standard that is acceptable to theDepartment.

8.12 All portable CT devices, including but not limited to laptops, tablets,smartphones or other devices, such as smarl watches, which handle,store or process Departmental Oata to deliver and support the service,shall be under the control and configuration management of the
contractor or sub-contractors providing the service, and shall benecessary to deliver the service, These devices shall be full-diskencrypted using a product which has been certified to FIPSI4O 2standard or another encryption standard that is acceptable to theDepartment

8.13 Whilst in the Contractors care all removable media and hardcopypaper documents containing Departmental Data must be handledsecurely and secured under lock and key when not in use and shalt besecurely destroyed when no longer required, using either a aoss-cutshredder or a protessional secure disposal organisation.

8.14 When necessary to hand carry removable media and/or hardcopypaper documents containing Departmental Data, the media ordocuments being carried shall be kept under cover and transported insuch a way as to ensure that no unauthorised person has either visualor physical access to the material being carried This clause shall applyequally regardless of whether the material is being carried inside oroutside of company premises.

8.15 At the end of the contract or in the event of equipment failure or
obsolescence, all Departmental information and data, in either
hardcopy or electronic format, that is physically held or logically storedon the Contractor’s ICT infrastructure must be securely sanitised ordestroyed and accounted for in accordance with the current HMGpolicy using a NCSC approved product or niethod Where sanitisationor destruction is not possible for legal, regulatory or technical reasons,
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SUCh as a Storage Area Network (SAN) or shared backup tapes, then
the Contractor or sub-contractor shall protect the Department’s
information and data until the time, which may be long after the end of
the contract? when it can be securely cleansed or destroyed.

8 16 Access by Contractor or sub-contractor staff to Departmental Data shallbe confined to those individuals who have a ‘need-to-know” in order tocarry out their role and have undergone mandatory pre-employment
screening, to a minimum of HMG Baseline Personnel Security
Standard (BPSS) or hold an appropriate National Security Vetting
clearance as required by the Department. All Contractor or sub
contractor staff must complete this process before access tQ
Departmental Data is permitted

817 All Contractor or sub•contractor employees who handle Departmental
Data must have annual awareness training in protecting information.

8.18 The Conti’actor shall as a minimum, have in place robust BusinessContinuity arrangements and processes including IT disaster recovery
plans and procedures that conform to ISO 22301 to ensure that the
delivery of the contract is not advesely affected in the event of an
incident An incident shall be defined as any situahon that might, or
could lead to, a disruption, loss, emergency or crisis to the services
delivered. If a ISO 22301 certificate is not available the supplier will
provide evidence of the effectiveness of their ISO 22301 conformant
Business Continuity arrangements and processes including IT disasterrecovery plans and procedures This should include evidence that theContractor has tested or exercised these plans within the last 12
months and produced a written report of the outcome, including
required actions

8 19 Any suspected or actual breach of the confidentiality, integrity or
avadabWty of Departmental Data being handled n the course of
providing this service or any non compliance with these Departmental
Security Standards for Contractors or other Security Standards
pertaining to the solution shall be investigated immediately and
escalated to the Department by a method agreed by both parties.

8.20 ihe Contractor should be subject to independent IT Health Checks
(ITHC) using a CHECK certified tester before go-live and periodically
(at least annually) thereafter The Contractor is not currently subject tothese IT Health Checks, but will use reasonable endeavours to ensurecompliance when pertaining to Cyber Essentials. Warwick will keep theDepartment updated on progress towards this aim. This has been
agreed with the Department’s Senior Information Risk Owner. The
findings of the ITHC relevant to the service being provided are to be
shared with the Department and all necessary remedial work carried
out. In the event of significant security issues being identified, a follow
up remediation test may be required
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8.21 The Contractor or sub-contractors providing the service will provide theDepartment with full details of any storage of Departmental Dataoutside of the UK or any future intention to host Departmental Dataoutside the UK or to perform any form of ICT management, support ordevelopment function from outside the UK The Contractor or subcontractor will not go ahead with any such proposal without the priorwritten agreement from the Department

8 22 The Department reserves the right to audit the Contractor or subcontractors providing the service within a mutually agreed tmeframebut always within seven days of notice of a request to audit beinggiven. The audit shall cover the overall scope of the service beingsupplied and the Contractors, and any sub-contractors compliancewith the clauses contained in this Section

8.23 The Contractor shall contractually enforce all these DepartmentalSecurity Standards for Contractors onto any third-party suppliers, subcontractors or partners who could potentially access DepartmentalData in the course of providing this service.

824. The Contractor and sub-contractors shall undergo appropriate securityassurance activities as determined by the Department. Contractor andsub-contractors shaft support the provision of appropriate evidence ofassurance and the production of the necessary security documentationsuch as completing the DfE Security Assurance Model (DSAM)process or the Business Service Assurance Model (BSAM) This willinclude obtaining any necessary professional security resourcesrequired to support the Contractor’s and sub-contractors securityassurance activities such as a NCSC Certified Cyber SecurityConsuftancy (CCSC) or NCSC Certified Professional CCP) Securityand Information Risk Advisor (SIRA)

9. Warranty and Indemnity

9 1. The Contractor warrants to the Department that the obligations of theContractor under this Contract will be performed by appropriatelyqualified and trained personnel wFth reasonable skill, care and diligenceand to such high standards of quality as it is reasonable for theDepartment to expect in all the circumstances. The Department will berelying upon the Contractors skill, expertise and experience in theperformance of the Project and also upon the accuracy of allrepresentations or statements made and the advice given by theContractor in connection with the performance of the Project and theaccuracy of any documents conceived, originated, made or developedby the Contractor as pan of this Contract The Contractor warrants thatany goods supplied by the Contractor forming part of the Services willbe of satisfactory quality and fit for their purpose and will be tree fromdefects in design, material and workmanship

9.2 Without prejudice to any other remeiy, if any part of the Project is not
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performed in accordance with this Contract then the Department shall
be entitled, where appropriate to

9.21. require the Contractor promptly to re-perform or replace the
relevant pact of the Pcoect without additional charge to the
Department; or

9.22. assess the cost of remedying the failure (‘the assessed cost”)
and to deduct from any sums due to the Contractor the
Assessed Cost for the period that such failure continues.

9 3 The Contractor shall be liable for and shalt indemnity the Department in
full against any expense, hability, loss, claim or proceedings arising
under statute or at common law in respect of personal injury to or death
of any person whomsoever or loss of or damage to property whether
belonging to the Department or otherwise arising out of or in the course
of or caused by the performance of the Project

9 4 The parties shall indemnity on demand and keep indemnified the other
party from and against all and any losses that are sustained, suffered
or incurred by, awarded against or agreed to be paid by the other party
to the extent arising from the first party’s breach of its obligations
and/or failure to comply with the Data Protection Legislation To the
extent permissible by law, the liability of either party shall be limited to
the maximum value of the other party’s tine under the applicable Data
Protection Legislation

9.5. Without prejudice to any other exclusion or limitation of liability in ths
Contract, the liability of the Contractor for any claim or claims under
this Contract shall be hmited to such sums as it would be just and
equitable for the Contractor to pay having regard to the extent of his
responsibility for the loss or damage giving rise to such claim or claims
etc Notwithstanding, the liabilities of either party shall not extend to
indirect or consequential losses (including but not limited to loss of
profit), and in any event the aggregate habitities shall not exceed the
return of monies paid under this agreement

9.6. All property of the Contractor whilst on the Department’s premises shall
be there at the risk of the Contractor and the Department shall accept
no liability for any loss or damage howsoever occurring to it.

9 7 The Contractor shall ensure that it has adequate insurance cover with
an insurer of good repute to cover claims under this Contract or any
other claims or demands which may be brought or made against it by
any person suffering any injury damage or loss in connection with this
Contract, The Contractor shah upon request produce to the
Department, it’s policy or policies of insurance, together with the receipt
for the payment of the last premium En respect of each policy or
produce documentary evidence that the policy or policies are properly
maintained.
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10. Termination

101. This Contract may be terminated by either party giving to the otherparly at least 30 days notice in writing

102. In the event of any breach of this Contract by either party, the otherparty may serve a notice on the party in breach requiring the breach tobe remedied within a period specified in the notice which shall bereasonable in alt the circumstances If the breach has not beenremedied by the expiry of the specified period, the arIy not in breachmay terminate this Contract with immediate effect by notice in writing

10.3. In the event of a material breach of this Contract by either party, theother party may terminate this Contract with immediate effect by noticein writing.

104. This Contract may be terminated by the Department with immediateeffect by notice in writing if at any time:

10.4 1 the Contractor passes a resolution that it be wound-up or thatan application be made for an administration order or the
Contractor applies to enter into a voluntary arrangement with itscreditors or

10 4 2 a receiver, liquidator, administrator, supervisor or administrativereceiver be appointed in respect of the Contractor’s property,assets or any part thereof, or

10.43. the court oiders that the Contractor be wound-up or a receiverof all or any part of the Contractor’s assets be appointed, or

104.4. the Contractor is unable to pay its debts in accordance withSection 123 of the Insolvency Act 1986, or

104.5. there is a change in the legal or beneficial ownership of 50% ormore of the Contractor’s share capital issued at the date of thisContract or there is a change in the control of the Contractor,unless the Contractor has previously notrfied the Department inwriting For the purpose of this Sub-Clause 104.5 “control”means the power of a person to secure that the affairs of theContractor are conducted in accordance with the wishes of thatperson by means of the holding of shares or the possession ofvoting power; or

10.4.6. the Contractor is convicted (or being a company any officers orrepresentatkves of the Contractor are convicted) of a criminaloffence related to the business or professional conduct, or

1047. the Contractor commits (or being a company, any officers or
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representatives of the Contractor commit) an act of grave
misconduct in the course of the business; or

10.4 8. the Contractor fails (or being a company, any officers or
representatives of the Contractor fail) to fuifil his!their obligations
relating to the payment of Social Security contributions; or

10,4 9. the Contractor tails (or being a company, any officers or
representatives of the Contractor fail) to fulfil his/their obligations
wiating to Øayment of taxes; or

10.4 10.the Contractor fails (or being a company, any officers or
representatives of the Contractor fail) to disclose any serious
misrepresentation in supplying information required by the
Department in oi pursuant to this Contract.

10.5. Nothing in this Clause 10 shall atfect the coming into, or continuance inforce of any provision of this Contract which is expressly or by
implication intended to come into force or continue in force upon
termination of this Contract

11. Status of Contractor

ii 1 In carrying out its obl gations under this Contract the Contractor agreesthat it will be acting as principal and not as the agent of the
Department

11 2 The Contractor shall not say or do anythmg that may lead any other
person to believe that the Contractor is acting as the agent of the
Department

12, Freedom of information

12 1 Each party acknowledges that the other is subject to the requirements
of the FOIA and the Environmental Information Regulations and shall
assist and cooperate with the other to enable it to comply with its
information disclosure obirgations

12.2 The Contractor shall and shaH procure that its Sub-contractors shall.

12 2 1 transfer to the Department all Requests for Information that it
receives as soon as practicable and in any event within two

• Working Days of receiving a Request for Information:

1222 provide the Department with a copy of all Information in its
possession, or power in the form that the Department requires
within five Working Days (or such other period as the
Department may specify) of the Department’s request; and

12 2 3 provide all necessary assistance as reasonably requested by
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the Department to enable the Department to respond to (he
Request for Information within the time for compUance set out insection 10 of the FOJA or regulation 5 of the EnvironmentalInformation Regulations.

12.3 The party in receipt of the request shall be responsible for determiningin its absolute discretion and notwithstanding any other provision in thisContract or any other agreement whether any Information is exemptfrom disclosure in accordance with the provisions of the FOIA or theEnvironmental Information Regulations

12.4 The Contractor acknowledges that (notwithstanding the provisions ofClause 13) the Department may, acting in accordance with the Ministryof Justices Code of Practice on the Discharge of the Functions ofPublic Authorities under Part 1 of the Freedom of Information Act 2000(‘the Code”), be obliged under the FOIA, or the EnvironmentalInformation Regulations to disclose information concerning theContractor or the Project

124.1 in certain circumstances without consulting the Contractor, or

12.4.2 following consultation with the Contractor and having taken theirviews into account;

124 3 provided always that where 12.5 1 applies the Department shallin accordance with any recommendations of the Code, takereasonable steps, where appropriate, to give the Contractoradvanced notice, or failing that, to draw the disclosure to theContractors attention after any such disclosure

12 5 The Contractor shall ensure that all Information is retained for disclosureand shall permit the Department to inspect such records as requestedfrom time to time

13. CONFIDENTIALITY

13.1 Except to the extent set out in this clause or where disclosure isexpressly permitted elsewhere in this Contract, each party shaH

13 1.1 treat the other party’s Confidential Information as confidentialand safeguard it accordingly; and

13.3 2 not disclose the other party’s Confidential Information to anyother person without the owner’s prior written consent.
13.2

Clause 13 shall not apply to the extent that

13.2.1 such disclosure is a requirement of Law placed upon the partymaking the disclosure, including any requirements for disclosureunder the FOlk Code of Practice on Access to Government
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Information or the Environmental Information Regulations
pursuant to clause 12 (Freedom of Information);

13.2.2 such information was in the possession of the party making thedisclosure without obligation of confidentiality prior to its disclosure bythe information owner,

13.2.3 such information was obtained from a Third party without
obligation of confidentiality;

1 32.4 such information was already in the public domain at the time ofdisclosure otherwise than by a breach of this Contract; or

13.2.5 ii is independently developed without access to the other party’sConfidential Information

13 3 The Contractor may only disclose the Department’s Confidential
Information to the Contractor Personnel who are directly involved in theprovisiDn ot the Services and who need to know Ihe information, andshall ensure that such Contractor Personnel are aware of and shallcomply with these obligations as to confidentiality

13 4 The Contractor shall not, and shall procure that the ContractorPersonnel do not, use any of the Department’s Confidential Informationreceved otherwise than for the purposes of this Contract

13 5 At the written request of the Department, the Contractor shall p’ocurethat those members of the Contractor Personnel identified in the
Department’s notice signs a confidentiality undertaking prior to
commencing any work in accordance with this Contract

13 6 Nothing in this Contract shall prevent the Department from disclosingthe Contractor’s Confidential Information

136 ito any Crown Body or any other Contracting Department Afl
Crown Bodies or Contracting Authorities receiving such
Confidential Information shall be entitlei to further disclose theConfidential Information to other Crown Bodies or other
Contracting Authorities on the basis that the information is
confidential and is not to be disclosed to a third party which isnot part of any Crown Body or any Contracting Department;

136.2 to any consultant, conhactor or other peion engaged by theDepartment or any person conducting an Office of GovernmentCommerce gateway review,

13 6,3 for the purpose of the examination and certification of the
Department’s accounts; or

13,6.4 for any examination pursuant to Section 60) of the National
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Audit Act 1983 of the economy, efficiency and effectiveness withwhich the Department has used its resources.

13.7 The Department shall use all reasonable endeavours to ensure thatany government department, Contracting Department, employee, thirdparty or Sub-contractor to whom the Contractor’s ConfidentialInformation is disclosed pursuant to clause 13 is made aware of theDepartmenrs obligations of confidentiality.

13.8 Nothing in this clause 13 shall prevent either party from using anytechniques, ideas or know-how gained during the performance of theContract in the course of its normal business to the extent that this usedoes not result in a disclosure of the other party’s Confidentialinformation or an infringement of IPR.

13 9 The parties acknowledge that, except for any information which isexempt from disclosure in accordance with the provisions of the FOIA,the content of this Contract is not Confidential Information. TheDepartment shall be responsible for determining in its absolutediscretion whether any of the content of the Contract is exempt fromdisclosure in accordance with the provisions of the IOtA.

13 10 Subject to Clause 139, the Contractor hereby gives his consent for theDepartment to publish the Contract in its entirety, including from time totime agreed changes to the Contract, to the general public.

13.11 The Department may consult with the Contractor to inform its decisionregarding any redactions but the Department shalt have the finaldecision in its absolute discretion

13.12 The Contractor shall assist and cooperate with the Department toenable the Department to publish this Contract

14. Access and Inlormation

14 1 The Contractor shall provide access at all reasonable limes lo theDepartment’s internal auditors or other duly authorised staff or agentsto inspect such documents as the Department considers necessary inconnection with this Contract and where appropriate speak to theContractors employees.

15. Transfer of Responsibility on Explry or Termination

15.1 The Contractor shall, at no cost to The Department, promptly providesuch assistance and comply wth such timetable as the Depañmentmay reasonably require for the purpose of ensuring an orderly transferof responsibility upon the expiry or other termination of this ContractThe Department shall be entitled to require the provision of such
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assistance both prior to arid, for a reasonable period of time after the
expiry or other termination of this Contract

152 Such assistance may include (without limitation) the delivery of
documents and data iii the possession or control of the Contractor
which relate to this Contract including the documents and data, if any,
referred to in the Schedule.

15 3 The Contractor undertakes that it shall not knowingly do or omit to do
anything that may adversely affect the ability of the Department to
ensure an orderly transfer of responsibihty

16. Amendment and variation

16.1 No amendment or variation to ths Contract shaH be effective unless it
is in writing and signed by or on behalf of each of the parties hereto.
The Contractor shall comply with any formal procedures for amending
or varying contracts that the Department may have in place from bme
to time

17. Assignment and Sub-contracting

17 1 The benefit and burden of this Contract may not be assigned or sub
contracted in whole or in part by the Contractor without the prior written
consent of the Department Such consent may be given sublect to any
conditions which the Department considers necessary. The
Department may withdraw its consent to any sub-contractor where it nolonger has reasonable grounds to approve of the sub contractor or the
sub-contracting arrangement and where these grounds have been
presented in writing to the Contractor

18. The Contract (Rights of Third Parties) Act 1999

18 1 This Contract is not intended to create any benefit, claim Or rights of any
kind whatsoever enforceable by any person not a party to the Contract

19. Waiver

19 1 No delay by or omission by either Party in exercising any right, power,
privilege or remedy under this Contract shalt operate to impair such right
power, privilege or remedy or be construed as a waiver thereof. Any
single or partial exercise of any such right! power, privilege or remedy
shall not preclude any other or further exercise thereof or the exercise ofany other right, power, privilege or remedy

20, Notices

20.1 Any notices to be given under this Contract shall be delivered personally
or sent by post or by facsimile transmission to the Project Manager (in
the case of the Department) or to the address set out in this Contract (in
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the case of the Contractor) Any such notice shall be deemed to beserved, if delivered personally, at the time of delivery, if sent by post,forty-eight hours after posting or, if sent by facsimile transmission, twelvehours after proper transmission

21. Dispute resolution

21.1 The Parties shall use all reasonable endeavours to negotiate in goodfaith and settle amicably any dispute that arises during the continuanceof this Contract

21.2 Any dispute not capable of resolution by the parties in accordance withthe terms of Clause 21 shall be settled as far as possible by mediationin accordance with the Centre for Dispute Resolution (CEDR) ModelMediation Procedure

21.3 No party may commence any court proceedings/arbitration in relation toany dispute arising out of this Contract until they have attempted tosettle it by mediation but any such mediation may be terminated byeither party at any time of such party wishing to commence court
proceedings/arbitration

22. Law and Jurisdiction

22.1 ThIs Contract shall be governed by and interpreted in accordance withEnglish Law and the parties submit to the jurisdiction of the Englishcourts

23. DIscrimination

24 1 The Contractor shalt not unlawfully discriminate within the meaning andscope of any law, enactment, order, or regulation relating to
discrimination (whether in race, gender, religion, disability, sexualorientabon or otherwise) in employment

24.2 The Contractor shall take all reasonable steps to secure the
observance of Clause 24 1 by all servants, employees or agents of theContractor and all suppliers and sub-contractors employed in the
execution of the Contract

24. Safeguarding children who participate in research

24.1 The Contractor will put in place safeguards to protect children from arisk of significant harm which could arise from them taking part in theProject The Contractor will agree these safeguards with the
Department before commencing work on the Project.

24.2 In adthtiori. the Contractor will carry out checks with the Disclosure andBarring Service (OBS checks) on all staff employed on the Project in a
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Regulated Activity. Contractors must have a DBS check done every
three years for each relevant member of staff for as long as this
contract applies. The DBS check must be completed before any of the
Contractor’s employees work with chfldren in Regulated Activity
Please see tips://www.qov.ukJcrb-criminal-re.cprds-bureau-check for
further guidance

25. ProJect outputs

26.1 Unless otherwise agreed between the Contractor and the Project
Manager, all outputs from the Project shall be published by the
Department on the Department’s research website.

26.2 The Contractor shall ensure that all outputs for publication by the
Department adhere to the Department’s Style Guide and MS Word
Template, available to downtoaci from
https:I/www.qov. uk/governmer1tIpublicationsIresearch-repojjgjde-
and-template

26 3 Unless otherwise agreed between the Contractor and Project Manager
the Contractor shall supply the Project Manager with a draft for
comment at east eight weeks before the intended pubHcation date, for
interim reports, and eight weeks before the contracted end date, for
final reports.

264 The Contractor shall consider revisions to the drafts with the Project
Manager in the light of the Department’s comments. The Contractor
shall provide final, signed off interim reports and other outputs planned
within the lifetime of the Project to the Department by no later than four
weeks before the intended publication date, and hnal, signed off
reports arid other outputs at the end of the Project to the Department
by no later than the contracted end date for the Project.

26.2 Until the date of publication, findings from alt Projecl outputs shall he
treated as confidential, as set out in the Clause 13 above. The
Contractor shall not release findings to the press or disseminate them
in any way o at any time prior to publication without approval of the
Department

26.3 Where the Conh’actor wishes to issue a Press Notice or other publicity
material containing findings from the Project, notification of plans,
including timing and drafts of planned releases shall be submitted by
the Contractor to the Project Manager at least three weeks before the
intended date of release and before any agreement is made with press
or other external audiences, to allow the Department time to comment.
All Press Notices released by the Department or the Contractor shall
state the full title of the research report, and include a hyperlink to the
Department’s research web pages, and any other web pages as
relevant, to access the publication/s. This clause applies at all times
prior to pubhcatton of the final report.
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26.4 Where the Contractor wishes to present findings from the Project in thepublic domain, for example at conferences, seminars, or in journalarticles, the Contractor shall notify the Project Manaqer before anyagreement is made with external audiences, to allow the Departmenttime to consider the request. The Contractor sh&l only present findingsthat will already be in the public domain at the time of presentation,unless otherwise agreed with the Department. This clause applies at alltimes prior to publication of the final report.

26.5 The Department acknowledges that the Contractor is required by itsfunders to demonstrate Warwicks Impact and agrees to provide toWaiwick any information (such as but not limited to: the use to whichthe Foreground IP has been put including details of any studies carriedout, the lrnpacl resulting from the use of the Foreground lP, the marketpenetration resulting from the Foreground IP where applicable, furtherForeground lP created since the date of this Agreement, testimonieswith regard to the Research Excellence Framework) which Warwickreasonably requests, in a finely manner! in order to aflow it todemonstrate that Impact provided that under or pui suant to this clauseWarwick wilt not be entitled to receive ot disclose any of theDepartments Confidential Information or any information whichidentWees or allows any living individual to be identified.

End of Schedule Three
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AuthQrised to sign for and on
behatf of the Contractor

Signature
-

Assistant Dredt
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Authonsed to sign for and on
behalf of the Secretary of
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