
SERVICE SUPPORT FOR PROJECT PYRALES IN SUPPORT OF TECHNICAL RESPONSE FORCE (TRF) OPERATIONS

[bookmark: _GoBack]DETAILED DESCRIPTION OF REQUIREMENT

	Introduction

Purpose
1. Project PYRALES was procured to provide CIS capability within the 0-6 hour timeframe for the Technical Response Force (TRF).  Furthermore, it provides an alternative CIS solution should PIZZLE fail or degrade.  PIZZLE is a capability that affords secure communications with the Police during an EOD task.


	Background

1. The TRF refers to the organisation responsible for Chemical Biological Radiological and Nuclear (CBRN) Explosive Ordnance Disposal (EOD) response within Op TAPESTRY.  The nature of a CBRN EOD task in support of the civil authority requires the highest levels of Communication and Information System (CIS) security.

The capability is currently operating on a Risk Balance Case and NCSC authorised Cryptographic Key whilst awaiting certification from NCSC.  It has taken five years to get to this stage and certification is expected imminently.  This is the only service of its kind and that is a contributing factor to the length of time it is taking to get the system certified. 


	Objectives

1. Procuring a Service support contract seeks to extend the technical support provided to the in-service PYRALES capability for a period of 3 years (plus 2 x 1 year options or part thereof).  Additionally, it seeks to explore where redundancy can be built into the system to provide greater resilience to system failure and how applications for other EOD CIS capability can be added to the system.


	Scope

1. PYRALES technical support, service provision and resilience for the following elements:
Table 1
	Location
	PoP
	Notes

	251 Sig Sqn (Aldershot)
	HQ Pack
1 x Router

	TRF HQ Point of Presence (PoP).

	AWE (Aldermaston)
	2 x HQ Pack
2 x Laptop
2 x Router
(No SIMS)

	TRF HQ PoP, only 1 Laptop rather than 2.

	AWE (Aldermaston)
	2 x Comd Pack
2 x Phablet
2 x Laptop
4 x Routers

	TRF HQ PoP, 2nd router to be supplied with Mobile Vehicle Pack.

	Dstl (Porton Down)
	2 x HQ Pack
2 x Laptop
2 x Router
(No SIMS)

	TRF HQ PoP, only 1 Laptop rather than 2.

	Dstl
	2 x Comd Pack
2 x Phablet
2 x Laptop
4 x Routers

	TRF HQ PoP, 2nd router to be supplied with Mobile Vehicle Pack.

	HQ 29 EOD&Search Group (Aldershot)
	Squadron Duty Officer (SDO) pack
1 x Phablet
1 x Tablet
2 x Routers

	TRF Mobile PoP, excluding MANET, 2nd router to be supplied with Mobile Vehicle Pack.

	Resilience (Cheltenham)
	Duplicate Network and Server Stack.

	Warm standby back.

	Spares (251 Sigs Sqn Aldershot)
	10% of all deployed equipment

	Active elements.



3. The aspiration is the PYRALES network and its functionality will largely remain unchanged during the contract period, though opportunities to add other CIS applications onto the network could see the capability grow during this contract.  
3. It is requested that opportunities for increased resilience are explored, agreed, and introduced.
3. It is requested that the feasibility of adding additional EOD CIS applications onto the PYRALES system are explored.
N.B any proposed changes would have to be agreed with the customer and added to the contract through formal amendment.


	Requirements 

1. This is a re-let, intended to replace the current service support contract which expires in Mar 22.  The user requires the Maintenance and Service Support of the current PYRALES capability.  Until future resilience options are agreed, the same support services are required as delivered under phase 2 (current 2018-21 provision).

The need for a Service Support contract to provide the management and maintenance from 1 Apr 22 of the following services and are critical to ensuring the capability remains operational:

4. Single Point of Contact (SPOC). Helpdesk at a dedicated Network Operations Centre (NOC) manned 24/7/365 providing:

(1) Single Phone Number.

(2) Customer activation keyword ‘PRYALES’.

(3) Capture ‘Name’ and ‘Contact Number’ of caller.

(4) Update PYRALES support log with date and time within 15 minutes of call.

(5) Pass on details to PYRALES duty support engineer within 15 minutes of call.

(6) Provide incident report log.

4. Fault Management and Problem Management. Provided by engineers holding SC clearances as a minimum, providing the services outlined below, between Monday to Friday 0900hrs – 1700hrs:

(1) A record of all reported faults and fault trend analysis.

(2) Provide general technical direction to achieve operational requirements.

(3) Provide technical advice and support on system deployments.

(4) Maintain a record of all reported faults and carry out Fault Trend Analysis.

4. Incident Management. Provided by a dedicated Support Engineer 24/7/365 that will:

(1) Within 1 hour of an incident being reported to the NOC provide:

(a) Incident telephone support.

(b) Propose and contribute to investigations and corrective actions in the event of problems affecting deployments.

(2) Within 3 hours of an incident being reported to the NOC provide:

(a) On-site hub support at the location of the NOC and or PYRALES servers (if different).

(b) Application management.

(c) Configuration management.

(d) Crypto enterprise and key management.

(e) Remote network monitoring.

(f) Instigate major Incident support as required.

(3) Within 12 hours of an incident being reported to the NOC provide:

(a) On-site deployed support to Silver HQ (11 EOD Regt HQ - Didcot).

(b) Any UK location that a PYRALES PoP has been deployed to.

(4) The next working day after an incident being reported to the NOC provide:

(a) Co-ordinate AMR from held MOD spares to provide replacement parts to UK site on a next working day basis

4. Project Documentation. Generate, retain, update and maintain a full suite of project documentation to include:

(1) Crypto Management Plan.

(2) Risk Management Plan.

(3) System Technical Instruction.

(4) Detailed breakdown for all system components.

(5) Configuration management plan.

4. Knowledge Management. Through production and maintenance of a System Operating Instruction (SOI) to include:

(1) Overview of operation.

(2) Configuration, initialisation and operation of all system components.

4.  Change Management. Provided by SC cleared support staff and SC cleared engineers which will include:

(1) Reporting and support to PYRALES Configuration Change Board (CCB).

(2) Maintain Configuration Management Database.

(3) Change Management/Release Management.

(4) Spares management records.

(5) Fault / Incident / Problem management records.

(6) Training support pack.

4. Training.  2x Train the Trainer Courses per year. The courses will be delivered at either HQ 29 EOD&S Gp HQ (Aldershot) or 11 EOD Regt HQ (Didcot). The training will ensure candidates become familiar with the actual equipment that will be deployed. The course would be run over a 2-day period for up to 4 candidates to ensure that adequate practical experience is gathered by each candidate including the following topics as a minimum:

(1) User operating requirements (HQ, Mobile Comd and Mobile PoPs).

(2) End User device (laptop, tablet, phablet) configuration, initialisation and deployment (incl battery management).

(3) Crypto management, keying, initialisation, purging and deployment (incl battery management).

(4) Radio configuration, initialisation and deployment (incl battery management).

(5) Router configuration, initialisation and deployment.

(6) Set-up and operation (practical exercises).

(7) Network management and optimization.

(8) Training support documentation.

4. Quality Management. The provider must be certified ISO 9001, 14001, 27001, BS OHSAS 18001 and ITIL v4. Continual service improvement and system service reporting to must include:

(1) Reporting and attendance on authority led Availability Working Group (AWG).

(2) Functionality and performance reporting on quarterly contract review meetings.

(3) Provide a Spares Management Service.

(4) Logistics and management of spares stock holding and repair cycle.

4.  Software Updates and Patches. Enable updates as soon as they become available, ensuring the system maintains the highest technology readiness levels.


	Outputs/deliverables/milestones

1. Service and maintenance support arrangements should encompass PYRALES Phase 1 and 2.  The new contract should provide support for a period of 3 years (plus 2 x 1 year options or part thereof) from 1 Apr 22. They should consist of:

5. Programme management

5. Implementation services

5. Support Services in accordance with the following:
Table 2
	Description
	Detailed Requirement
	KPI

	Service Support 
(24/7/365) 
	Single Point of Contact (SPOC) Helpdesk:

- Single Phone Number. 
- Customer activation keyword ‘PYRALES’. 
- Capture ‘Name’ and ‘Contact Number’ of caller only.
- Update PYRALES support log with date and time.
- Pass on details to PYRALES duty support engineer.
 - Provide incident report log. 

	24/7/365 and within 15 minutes. 

	System Support 

	PYRALES Engineering Support:

· Provide general technical direction to achieve operational requirements.
· Provide technical advice and support on system deployments.
· Maintain a record of all reported faults and carry out Fault Trend Analysis.
· Report findings to quarterly contract review meetings.
· Provide a Spares Management Service.
· Logistics and management of spares stock. 

	Mon-Fri 0900-1700.
All engineers must have a minimum of SC.

	System Support 

	Duty Support Engineer:

· Incident telephone support.
	·  Propose and contribute to investigations and corrective actions in the event of problems affecting deployments.

On-site deployed support: 
· Silver HQ (Didcot).
· Any UK location.

On-site hub support:
· Application management.
· Configuration management.
· Crypto enterprise and key management.
· Remote network monitoring.
· Instigate Major Incident support as required.

Co-ordinate Availability Reliability Maintainability (ARM) from held MoD spares to provide replacement parts to UK.



	

24/7/365 < 1 hour. 
Within 3 hours. 









Within 12 hours. 
Next working day. 
Next working day.

	System Documentation 

	Generate, retain, update and maintain a full suite of project documentation to include: 

· Crypto Management Plan.
· Risk Management Plan.
· System Technical Instruction.  This is to include a detailed breakdown for all system components and a configuration management plan.
· System Operating Instruction.  This is to include an overview of operation and the configuration, initialisation and operation of all system components.
· System Support Instruction.
· Spares management records.
· Fault / Incident / Problem management records.
· Training support pack. 

	



Training

1. Training should be delivered to both AWE and Dstl in accordance with the requirement detailed below:
Table 3
	Training 

	A Train The Trainer (T3) course to be delivered at AWE and Dstl Porton Down. 
Candidates are to be familiarised with all equipment.  Each course is to be run over a 2 day period for up to 4 candidates to ensure that adequate practical experience is gathered by each candidate.  The course must cover: 

· User operation requirements (HQ and deployed).
· End User device (laptop, tablet, phablet) configuration, initialisation and deployment (incl battery management).
· Crypto management, keying, initialisation and deployment.
· Radio configuration, initialisation and deployment (incl battery management).
· Router configuration, initialisation and deployment.
· Set-up and operation (practical exercises).
· Network management and optimization.
· Training support documentation 

	Dates TBC



SERVICE LEVELS AND PERFORMANCE 
The Authority will measure the quality of the Supplier’s delivery by:  
 
12.1 The following KPIs.
            Table 4
	KPI 
	DELIVERY AREA 
	DESCRIPTION  
	TARGET 

	1 
	Service Support 
	 SPOC

	 100%
 
 
   
 
 

	2 
	System Support
	 PYRALES Engineering Support as detailed at Table 2


	100% 

	3 
	System Support 

	 Duty Support Engineer as detailed at Table 2

	100%  

	4 
	System Documentation 
	 Full suite of documents as detailed at Table 2
	100%

	5
	Training
	As detailed at Table 2
	100%

	6
	Reporting 
	Provide monthly update on performance 
	On time delivery 


 
The Authority will use a Red, Amber, Green (RAG) system to monitor each KPI. 
	RAG Key 
(Red, Amber, Green) 

	  
	  
	  

	Service level has failed to improve sufficiently and continues to be below target % 
	Service level drops below target % for the month 
	Service level has improved sufficiently. 


 
12.2 If service levels drop below target % for any of the KPI’s then the contractor will receive an AMBER against this KPI. The contractor will then need to demonstrate to the Authority that it has rectified this by the following months Monthly Mtg. Satisfactory rectification will result in the KPI being moved into GREEN for that month and no further action will be required.  
 
Performance Rectification Process  
 
12.3 This sets out the procedure to address any performance concerns, between Authority and the Service Provider (SP).  Performance concerns are to be resolved at the lowest level and should avoid escalation where possible.  If the Designated Officer (DO) and SP are unable to settle a performance concerns the following process is to be followed:  
 
12.3.1     The Authority shall raise a performance concern using a Service      Provision Report (an example is provided below) 
  12.3.2    The SP shall maintain a record of all corrective and preventative actions taken in response to a complaint that is raised by the Authority.  
  12.3.3      SP shall resolve a performance concern, to the satisfaction of the  
                  DO, within 10 working days of the performance concern being raised by the Authority. 
12.3.4     The SP shall establish and maintain a documented and clearly defined   
                  process to record, manage, and resolve performance concerns raised by the Authority. 
12.3.5      Performance concerns raised by the SP are to be addressed with                  the respective DO, if a resolution is not achieved, the SP is to raise the performance concern with the Assistant Head of DEODS, Dept of Support Integration.  
    
    
EXAMPLE OF A SERVICE PROVISION REPORT 

Service Providers(SP) Name:                 Contract Number: 
 
Comment from Task Lead/SP:  
Proposed resolution:  
Comment from Service provider:  
Proposed resolution:  
Comment from Designated Officer: 
Proposed resolution:  
Has a resolution been achieved satisfactory to the requirements of the  Team?    Yes/No 
Branch Action:  
Army Commercial Action:  
Final outcome of this report:  
Note:  This report is to be reproduced electronically.  A copy of each report is to be initially sent to the service provider and the Designated Officer for action.  All reports are to be recorded and retained by the initiating Unit for 12 months. 
  


	Payment

1. 

· Payment shall be made using the Authority’s e-procurement system, Contracting, Finance and Purchasing (CP&F) tool. There is no alternative payment mechanism.
· Payment can only be made following satisfactory delivery of pre-agreed certified deliverables.
· Before payment can be considered, each invoice from the supplier must include a detailed elemental breakdown of work completed and the associated costs. 
· Invoices should be submitted to: Maj Brett Johnston,  Army Headquarters, Blenheim Bldg, Marlborough Lines Andover, Hants SP11 8HT, Email: brett.johnston398@mod.gov.uk

· Payments will be made monthly in arrears.



	Contract management arrangements

· The contract will be managed and overviewed by DEODS Dept of Support Integration -Project PYRALES team.
· Quarterly Review Meetings with Dates TBC


	End of contract/Exit strategy 
· At the expiry or termination of the contract, the contractor will engage in transfer arrangements, as directed by the Authority. This will include an exit and handover plan, to be provided 30 days before contract end.
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