Schedule 24 Testing

SCHEDULE 24

Testing

1. Introduction

This Schedule 24 describes the procedures to be followed by the Service Provider
for the Testing of the Scheme Assets, Service Systems and Services.

2. Testing Regime General Provisions

2.1 The Service Provider shall, in accordance with:

(A)
(B)
(©)

the applicable Milestones and Milestone Dates;
the Change Control Request Procedure; and

this Schedule 24,

perform and document Testing so as to ensure that the relevant parts of the
Scheme Assets, Service Systems and Services provide the features, functions and
facilities and meet the performance criteria set out in the:

(1)
(@)

Statement of Requirements; and

Service Provider Solution.

2.2  The Service Provider shall:

(A)

(B)

(©)

(D)

(E)
(1)

(@)
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give TTL at least seven (7) Business Days' written notice prior to each
Test being performed;

at all times, provide such access, facilities, Information, Data,
explanation, Documentation and assistance to TTL Personnel and any
Third Party nominated by TTL in order for TTL Personnel (and/or that
Third Party) to participate in such Test Witnessing as TTL may require;

prepare a detailed Test Report in respect of each Test immediately
following the conduct of that Test;

provide TTL with a copy of each Test Report. The Service Provider
agrees that TTL may, notwithstanding anything to the contrary in this
Contract, share the contents of the Test Report with any Third Party for
any purpose in respect of this Contract, the Scheme Assets, Service
Systems, Services, Additional Services and/or the London Cycle Hire
Scheme;

if an Incident arises or becomes apparent during Testing, promptly:

update the Incident Log following the conduct of each Testing in
accordance with paragraph 9 of Schedule 16 (Contract Management
and Reporting); and

resolve Errors, Service Issues and failures identified during Testing at
its own cost, in accordance with the provisions of paragraph 9 of
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(F)

(G)
(1)

(@)

Schedule 16 (Contract Management and Reporting) and within such
timescales so as to avoid any delay to the relevant Milestone;

ensure that the Incident Log is made available to TTL promptly following
the conduct of each Test with accurate, up to date and complete
information and Test Data, including, an Incident Classification agreed
by TTL for each Error or Service Issue; and

subject to any contrary written instructions from TTL from time to time:

ensure that all Test Data containing Personal Data is securely and
promptly destroyed once it is no longer needed for Testing purposes;
and

confirm to TTL once such destruction has been completed.

3. Test Strateqy

3.1 The Service Provider shall, in accordance with Schedule 5 (Milestones and
Deliverables), prepare and submit to TTL a Test Strategy. As a minimum, the Test
Strategy shall include:

(A)

(B)
(©
(D)
(E)
(F)

(G)

(H)

(1

()

(1)
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a high level plan for the Testing of the Scheme Assets and Service
Systems, including the scheduling of all Tests to be completed during
the Implementation Phase;

a description and rationale of the approach to Testing;

the names and contact details of TTL's and the Service Provider's
Representatives responsible for Testing;

the requirements and objectives of the Testing;

any dependencies affecting the Testing, including reliance on Interested
Parties, Other Service Providers, the Insurance Provider and Third
Parties;

the scope of the Testing;

any assumptions made by the Service Provider that may impact upon
Testing;

the perceived risks to Testing, Scheme Assets and/or Services or other
risks and issues as a result of Testing together with their impact and
methods of mitigation;

descriptions of the stages of Testing, including the processes for
establishing and implementing the relevant Test Specification against
which the Testing will be conducted and assessed;

descriptions of the anticipated processes relating to Testing for
achieving a Milestone Acceptance Notice, including:

the performance of the Service Provider’s obligations in respect of:

(&) Test Witnessing;
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(@)

(K)
(L)

(M)

(N)
(©)

(P)
(1)
(@)
3)

Q)
1)
(@)

(b) Test Reports; and
(c) Incident management; and

the business process scenarios to be used in determining whether the
Test Criteria have been met;

the entry and exit criteria applicable to each of the Test Stages;

the roles and responsibilities of all those involved with the Testing
programme, including TTL Personnel, Service Provider Personnel
and/or personnel of Interested Parties, Other Service Providers, the
Insurance Provider and Third Parties where applicable;

an outline of the resource requirements, including TTL Personnel,
Service Provider Personnel and/or personnel of Interested Parties,
Other Service Providers, the Insurance Provider and Third Parties,
training of such personnel, Test Environments, and Testing tools and
how such resources will be used during each Test Stage;

the location of the Testing at each Test Stage;

the sources and mechanisms for creation of Test Data for use at each
Test Stage;

a description of the steps that will be taken to:

secure the Test Data;

process Test Data in compliance with the DPA; and

to delete Test Data securely;

a proposed process for acceptance of:

new Scheme Assets including Cycle Components; and

new versions and/or releases of Service Systems for production use,

during the Operational Phase;

(R)

1)
(@)
3)
(4)
()
(6)
(7)
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the quality management tools and processes to be used in Testing,
including:

the standards to be applied to Testing;
requirement traceability mechanisms,

Incident and Problem management processes;
configuration management;

release management;

capture, logging, and tracking of Test results; and

Test progress and completion reporting; and
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(S)

4. Test Plans

each of the foregoing in respect of any agreed testing of the Business
Continuity Plan.

4.1  Where required:

(A)
(B)
(©

in accordance with the applicable Milestones and Milestone Dates,
in accordance with the Test Strategy, or

as otherwise agreed in writing with TTL,

prepare and submit to TTL a detailed Test Plan prior to conduct of the Testing to a
timetable as agreed with TTL.

4.2 Each Test Plan shall include:

(A)

(B)

(©)
(1)
(@)

a detailed process for Testing of all relevant Scheme Assets and
modifications to and new versions and releases of Service Systems at
the applicable Test Stage, including a policy and rationale for
Regression Testing;

the identification and details of the Environment(s) to be used in
carrying out the relevant Testing;

the scope of the Testing for the:
Scheme Assets; and

modification or new version or release of the Service Systems,

including a description of the Service Systems, constituent parts or functional
areas of the Scheme Assets and Service Systems under Test, together with
listings of functional requirements, Change Control Requests or Errors;

(D)

(E)
(1)
(@)

any specific Testing requirements or objectives where this differs from
the Test Strategy, together with the reasons and rationale for such
differences;

an overview of the specific Testing approach for the:
Scheme Asset; and

modification or new release or version of the Service System,

and the applicable Test Stage;

(F)

(1)
(@)
(G)
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any specific dependencies, pre-requisites, assumptions and risks
related to Testing of any:

Scheme Asset; and
modification or new release or version of the Service System;

identification of the Test scripts to be executed;
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(H) adetailed schedule for the conduct of all Testing;

() named roles and responsibilities for all TTL Personnel (and/or
personnel of Interested Parties, Other Service Providers, the Insurance
Provider and Third Parties appointed by TTL) and Service Provider
Personnel involved with Testing; and

J) a description of the Test Data to be used for Testing.

5. Test Specifications

5.1  The Service Provider shall, where required:
(A) in accordance with the applicable Milestones and Milestone Dates,
(B) in accordance with the Test Strategy or relevant Test Plan, or
(C) as otherwise agreed in writing with TTL,

prepare and submit to TTL a detailed Test Specification no less than ten (10)
Business Days prior to the relevant Testing or in accordance with such other
timetable as TTL may, in its absolute discretion, agree in writing with the Service
Provider from time to time.

5.2 The Service Provider shall ensure that each Test Specification is at all times
accurate, up to date and complete, including in respect of the changing functionality
of the Scheme Assets and Service Systems.

5.3 The Service Provider shall:

(A) ensure that as a minimum each Test Specification includes the
following information:

(1) the Test Criteria with a reference to the:
(@) Statement of Requirements; and

(b) any other documents relevant to the Testing as applicable to the
Test Stage,;

(2) asetof:

(@) Test scenarios (including business process scenarios (where
applicable)); and

(b) Test Cases designed to exercise all the Test Criteria identified
within the Test Specification,

each with a reference to the Test Criteria covered by the Test scenario;
and

(3) a set of Test scripts which:
(@) corresponds with the Test scenarios and Test Cases;

(b) describes the:
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() purpose of the Test;

(i)  the Test Data requirements;

(i) any pre-requisites for the Test;

(iv) actions to be taken during the Test; and

(v) the expected results for each step or action of the Test
against which success or failure of the Test shall be judged;
and

(B) ensure that all requirements specified in this Contract in respect of
Testing are properly and adequately covered by the Test Criteria so as
to meet the:

(1) Statement of Requirements; and
(2) any other documents relevant to the Testing.

6. Test Reports

6.1 Where required in regard to a Milestone, or where otherwise agreed with TTL,
prepare a detailed Test Report immediately following the conduct of the relevant
Testing and deliver that Test Report to TTL within the timescales agreed in writing
between the Parties and in any event where required in regard to a Milestone at
least five (5) Business Days prior to the relevant Milestone Date;

6.2 The Service Provider agrees that TTL may, notwithstanding anything to the contrary
in this Contract, share the contents of the Test Report with any Third Party for any
purpose in respect of this Contract, the Deliverables, Services, and/or the London
Cycle Hire Scheme;

6.3 The Service Provider shall ensure that each Test Report includes as a minimum,
the following information:

(A) the relevant Testing carried out;
(B) the results of the Testing conducted;

(C) any deviation from the Test Strategy, applicable Test Plan and/or Test
Specifications (or, if applicable, Business Continuity Test Schedule or
Business Continuity Plan);

(D) if the Testing failed in any way, the extent and cause of the failure;

(E) summary metrics on Service Issues and Errors raised during the
Testing;

(F) the detail of any outstanding Errors or unresolved Service Issues,
including references to the Incident Log and the Incident Classifications;

(G) the detail of any workarounds required as a result of any outstanding
Errors or unresolved Service Issues, where these workarounds have
been agreed with TTL; and
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7.1

8.1

8.2

9.1

9.2

9.3

(H) a Remedy Plan in respect of all outstanding Errors, Service Issues
and/or any failed Business Continuity Testing.

Testing Documents, Rejected Testing Documents

The Service Provider shall revise and re-submit to TTL any Testing Document
which has been rejected by TTL within five (5) Business Days following the date
that TTL issues its rejection of the relevant Testing Document.

Management Of Issues Arising From Testing And Resubmission Of Test
Documents

The Service Provider shall if an Incident arises or becomes apparent during Testing,
promptly:

(A) update the Incident Log following the conduct of each Test in
accordance with paragraph 9 (Incident Reporting) of Schedule 16
(Contract Management and Reporting)>;

(B) classify and report the Incident in accordance with the provisions of
paragraph 9 (Incident Reporting) of Schedule 16 (Contract
Management and Reporting)>; and

(C) resolve Errors, Service Issues and failures identified during Testing at
its own cost and within such timescales so as to avoid any delay to the
relevant Milestone and/or Key Milestone and in accordance with
paragraph 9 (Incident Reporting) of Schedule 16 (Contract
Management and Reporting)>;

The Service Provider shall ensure that the Incident Log is made available to TTL as
requested by TTL and contains accurate, up to date and complete information and
Test Data, including, an Incident Classification agreed by TTL for each Error or
Service Issue.

Service Proving

The Service Provider shall carry out Service Proving to demonstrate to TTL that the
Service Systems, Operational Processes and Procedures and Service Provider
Personnel required to deliver the Services are ready for live operation.

Service Proving shall comprise:

(A)  Acceptance Testing; and
(B) Simulated Operation Testing.

Acceptance Testing

The Service Provider shall carry out Acceptance Testing to demonstrate to TTL that
the Services fulfil the Requirements and all other requirements set out in this
Contract, and are ready for the Operational Commencement Date.
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9.4  Acceptance Testing shall demonstrate the operation of all aspects of the Services,
including without limitation:

(A)  daily collection, maintenance and return of Bicycles;

(B) daily redistribution of Bicycles;

(C)  scheduling and communication of instructions and information to support
items (A) and (B) above,;

(D) daily monitoring and reporting on Bicycle status and location and forwarding
such asset information as required;

(E) management of incidents and exceptions, including on-street incidents;

(F) third party interactions; and

(G)  sub-contractor management.

9.5 Acceptance Testing shall demonstrate the operation of the Services by means of

employing:

(A) the Service System Software, or parts of the Service System Software;

(B) operational processes and procedures to be employed in delivering the
Services; and

(C)  Service Provider Personnel who are:

(1) versed in the use of the available infrastructure, software and
operational processes and procedures or other material; or

(2) trained in the use of those aspects of the material subject to
Acceptance Testing for which training is available from the Service
Provider.

Simulated Operation Testing

9.6 The Service Provider shall carry out a period of Simulated Operation Testing using:

(A)
(B)
(©)

(D)

the Infrastructure to be used operationally in its final location;
the Service System Software to be used operationally;

relevant Servicer Provider Personnel who make use of the Service Systems
in order to provide services to Customers who have been appropriately
trained in the operational processes and procedures to be employed in
delivering those Service Systems; and

the Service Management framework to be used operationally including the
people, processes and technology that will be used to manage the Services
to meet the Requirements.

9.7 Simulated Operational Testing shall be performed in order to simulate and prove all
the Operational Services to be provided during the Operational Phase:
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(A) arein accordance with the Requirements; and
(B) will deliver an effective service that meets the Service Levels,

and such Simulated Operational Testing shall include, without limitation, the simulation of:

(1) the collection, maintenance and return of Bicycles;
(2)  the redistribution of Bicycles;

(3)  scheduling and communication of instructions and information to
support items (1) and (2) above;

(4) daily monitoring and reporting on Bicycle status and location and
forwarding such asset information as required,

(5) management of Incidents and exceptions, including on-street
Incidents;

(6)  third party interactions; and

(7)  sub-contractor management.

9.8 The period of Simulated Operation Testing shall include Tests of business process
scenarios (including without limitation as reasonably specified by TTL) using the
Service System(s) to demonstrate compliance with the Requirements, and relevant
Test Plan and Test Specification and including without limitation ensuring:

(A) relevant Service Provider Personnel who make use of the Service System(s)
in order to provide services to Customers are appropriately trained, used and
involved by the Service Provider in order to provide the Services;

(B) relevant Service Provider Personnel who manage the Service System(s)
operations (including service management, performance management and
security management) are appropriately trained, used and involved by the
Service Provider in order to support the Services;

(C) all Management Information is provided; and

(D) the operational procedures for the Service Provider to perform its obligations
under this Contract are used and complied with and are sufficient to support
the Service System(s) to meet the required Service Levels, including those
related to the Business Continuity Plan, Business Continuity Infrastructure,
Business Continuity Services and other Business Continuity and back-up
continuity procedures, in each case including as required in accordance with
Schedule 26 (Business Continuity).

10. Pre-Go-Live Testing Audit

10.1 The Service Provider shall carry out Pre-Go-Live Testing Audit to ensure that all
Test related activities required prior to the transition to Operational Service have
been completed, including without limitation ensuring:

(A) full completion of all Testing, including confirmation that:
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(1) Testing of the Security Policy has been undertaken and is complete;

(2) independent external penetration has been undertaken by a company
approved in writing by TfL in advance and is complete;

(3)  Testing of all MIS reporting has been undertaken and is complete; and

(4)  Testing of the Business Continuity Plan, Business Continuity
Infrastructure, Business Continuity Services and other Business
Continuity and back-up continuity procedures has been undertaken
and is complete, in each case including as required in accordance with
Schedule 26 (Business Continuity); and

(B) that it has been demonstrated to TTL’s reasonable satisfaction that the
Service Provider’s data retention mechanisms comply and continue to
comply with the DPA and all TTL Policies.

10.2 The Service Provider shall deliver Pre-Go-Live Testing Audit Report confirming all
Test related activities required prior to the transition to Operational Service that
have been completed, and in each instance where an activity is not complete,
detailing any short fall and including all required remedial action to clear that
shortfall in a Remedy Plan.

11. Reqgression Testing

11.1 The Service Provider shall perform Regression Testing as necessary to
demonstrate that changes to the Software have no adverse impact on the Service
System(s), Interfaces, the Other Service Provider Systems or any Hardware,
Software or Systems of TTL or any other member of the TfL Group.

12. Test Witnhessing

12.1 The Service Provider shall give TTL at least seven (7) Business Days' written notice
prior to each Test being performed where such notice has been requested by TTL,
including as documented in the Test Strategy;

12.2 The Service Provider shall at all times, provide such access, facilities, information,
Data, Documentation and assistance to TTL Personnel and any Third Party
nominated by TTL in order for TTL Personnel (and/or that Third Party) to participate
in such Test Witnessing as TTL may require;

12.3 The Service Provider shall, during Test Witnessing:
(A) follow the reasonable instructions of TTL Personnel in relation to:

(1) the form of Test Witnessing and the way in which Test Witnessing is to
be carried out, including:

(@) TTL Personnel witnessing of a solution demonstration (which
where reasonably required may be remotely);

(b) TTL Personnel witnessing of the execution of the Testing being
carried out by the Service Provider; and

(c) TTL carrying out any Testing using a Third Party in conjunction
with the Service Provider’s Testing;
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(2) any specific sets of business process scenario Tests to be carried out
by the Service Provider and witnessed as part of Test Witnessing; and

(B) demonstrate to the reasonable satisfaction of TTL that adequate
modifications and Testing have been performed leading to closure of
the Service Issue, Error or the successful completion of Testing.

13. Testing of Interfaces with the IRC System

The Service Provider agrees that all testing required in relation to Interfaces with the
IRC System shall be carried out pursuant to the provisions of Schedule 22 (Systems
Integration) and the Accreditation Terms.
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	9.3 The Service Provider shall carry out Acceptance Testing to demonstrate to TTL that the Services fulfil the Requirements and all other requirements set out in this Contract, and are ready for the Operational Commencement Date.
	9.4 Acceptance Testing shall demonstrate the operation of all aspects of the Services, including without limitation:
	9.5 Acceptance Testing shall demonstrate the operation of the Services by means of employing:
	9.6 The Service Provider shall carry out a period of Simulated Operation Testing using:
	9.7 Simulated Operational Testing shall be performed in order to simulate and prove all the Operational Services to be provided during the Operational Phase:
	9.8 The period of Simulated Operation Testing shall include Tests of business process scenarios (including without limitation as reasonably specified by TTL) using the Service System(s) to demonstrate compliance with the Requirements, and relevant Tes...

	10. Pre-Go-Live Testing Audit
	10.1 The Service Provider shall carry out Pre-Go-Live Testing Audit to ensure that all Test related activities required prior to the transition to Operational Service have been completed, including without limitation ensuring:
	10.2 The Service Provider shall deliver Pre-Go-Live Testing Audit Report confirming all Test related activities required prior to the transition to Operational Service that have been completed, and in each instance where an activity is not complete, d...

	11. Regression Testing
	11.1 The Service Provider shall perform Regression Testing as necessary to demonstrate that changes to the Software have no adverse impact on the Service System(s), Interfaces, the Other Service Provider Systems or any Hardware, Software or Systems of...

	12. Test Witnessing
	12.1 The Service Provider shall give TTL at least seven (7) Business Days' written notice prior to each Test being performed where such notice has been requested by TTL, including as documented in the Test Strategy;
	12.2 The Service Provider shall at all times, provide such access, facilities, information, Data, Documentation and assistance to TTL Personnel and any Third Party nominated by TTL in order for TTL Personnel (and/or that Third Party) to participate in...
	12.3 The Service Provider shall, during Test Witnessing:
	(A) follow the reasonable instructions of TTL Personnel in relation to:
	(1) the form of Test Witnessing and the way in which Test Witnessing is to be carried out, including:
	(a) TTL Personnel witnessing of a solution demonstration (which where reasonably required may be remotely);
	(b) TTL Personnel witnessing of the execution of the Testing being carried out by the Service Provider; and
	(c) TTL carrying out any Testing using a Third Party in conjunction with the Service Provider’s Testing;

	(2) any specific sets of business process scenario Tests to be carried out by the Service Provider and witnessed as part of Test Witnessing; and

	(B) demonstrate to the reasonable satisfaction of TTL that adequate modifications and Testing have been performed leading to closure of the Service Issue, Error or the successful completion of Testing.


	13. Testing of Interfaces with the IRC System
	The Service Provider agrees that all testing required in relation to Interfaces with the IRC System shall be carried out pursuant to the provisions of Schedule 22 (Systems Integration) and the Accreditation Terms.


