
Shared Business Services 
Service Level Agreement (Order Form) 

Framework details 
Title: 
Reference: 
Contract Duration: 
End Date: 
NHS SBS Contacts: 

Internal and External Audit, Counter Fraud and Financial Assurance Services 
SBS/20M10024 
16th November 2020 
15th November 2024 

Oder Form details 
This Order Form is between the following parties and in accordance with the Terms and Conditions of the 
Framework Agreement. 

Details of Agreement Contract 
Length 

12 Months with 2 x 12 
month renewal options. 
Maximum Length 36 
Months 

Value 

Minimum Value £0 
Maxmium Value £450,000 

Maximum Value PA 
£150,000 

Period of the Agreement 
Effective 

Date 
01/01/22 

Expiry 
Date 

31/12/22 

Unless otherwise agreed by both parties, this Order Form will remain in force until the expiry date agreed above. If no 
extension/renewal is agreed and the customer continues to access the supplier's services, the terms of this agreement shall 
apply on a rolling basis until the overarching Framework expiry date. 

Supplier Order Form Signature panel 
The "Supplier" 

Name of Supplier AuditOne 
Lot Awarded under Lot 2 
Name of Supplier Authorised Signatory 
Job Title of Supplier Authorised Signatory 
Address of Supplier 

Tanfield Lea Business Park, Stanley, County Durham, DH9 9DB 

Signature of Authorised Signatory Supplier Signature: 

Date of Signature IMIP YYYY 07/01/2022 

Customer Order Form Signature panel 
The "Customer" 

Name of Customer 
The Health and Social Care Information Centre (known as NHS 
Di. ital 

Name of Customer Authorised Signatory 
Job Title 
Contact Details email to: NHSDcommercial@nhs.net 
Contact Details phone 

Address of Customer 7-8 Wellington Place, Leeds, LS1 4AP 

Signature of Customer Authorised 
Signatory 

Buyer Signature: 

Date of Signature 
• ate: 
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1. Agreement Overview 

This Agreement represents an Order Form between AuditOne and NHS Digital for the provision of Internal and 
External Audit, Counter Fraud and Financial Assurance Services. This Agreement remains valid until superseded by 
a revised agreement mutually endorsed by both parties. This Agreement outlines the parameters for all Internal and 
External Audit, Counter Fraud and Financial Assurance Services covered as they are mutually understood by the 
primary stakeholders. 

The Framework terms and conditions (including the specification of service) will apply in all instances, unless 
specifically agreed otherwise by both parties within this document. 

2. Goals & Objectives 

The purpose of this Agreement is to ensure that the proper elements and commitments are in place to provide 
consistent Internal and External Audit, Counter Fraud and Financial Assurance Services to the Customer by the 
Supplier. The goal of this Agreement is to obtain mutual agreement for Internal and External Audit, Counter Fraud 
and Financial Assurance Services provision between the Supplier and Customer. 

The objectives of this Agreement are to: 
• Provide clear reference to service ownership, accountability, roles and/or responsibilities. 
• Present a clear, concise and measurable description of service provision to the customer. 

3. Stakeholders 

The primary stakeholders from the Supplier and the Customer will be responsible for the day-to-date management 
of the Agreement and the delivery of the service. If different from the Authorised Signatory details listed on page 1 of 
this Agreement, please provide the names of the primary stakeholders associated with this Order Form. 

Supplier Contact: 

Customer Contact 

4. Periodic Review 

This Agreement is valid from the Effective Date outlined herein and is valid until the Expiry Date as agreed. This 
Agreement should be reviewed as a minimum once per financial year; however, in lieu of a review during any period 
specified, the current Agreement will remain in effect. 
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5. Service Requirements 

A. Services Provided 
Please detail the Lot(s) and Services that will be provided by the Supplier to the Customer 
This Contract is for the provision of Services under Lot 2 - Provision of Internal Audit Services 

The Supplier will supply the Services to the Authority under the above Lot, as set out the Specification (Annex A), in 
accordance with the terms and conditions of this Contract. 

In performing the Services, the Supplier shall meet, and time is of the essence as to, any performance dates 
specified in the Specification. 

In supplying the Services, the Supplier shall: 

(a) perform the Services with the highest level of care, skill and diligence in accordance with best practice in the 
Supplier's industry, profession or trade; 

(b) co-operate with the Authority in all matters relating to the Services, and comply with all instructions of the 
Authority; 

(c) appoint or, at the request of the Authority, replace without delay a manager, who shall have authority to 
contractually bind the Supplier on all matters relating to the Services. This person shall be the Supplier's 
representative; 

(d) only use personnel who are suitably skilled and experienced to perform the tasks assigned to them, and in 
sufficient number to ensure that the Supplier's obligations are fulfilled; 

(e) ensure that it obtains, and maintains all consents, licences and permissions (statutory, regulatory, 
contractual or otherwise) it may require and which are necessary to enable it to comply with its obligations 
in the Contract; 

(f) ensure that the Services and/ or deliverables shall conform in all respects with the service description set 
out in the Specification and that the deliverables shall be fit for any purpose that the Authority expressly or 
impliedly makes known to the Supplier; 

(g) provide all equipment, tools and other items required to provide the Services; 

(h) ensure that all materials, standards and techniques used in providing the Services are of the best quality 
and are free from defects in workmanship, installation and design; 

(i) 

0) 

comply with all applicable laws, statutes, regulations from time to time in force; 

not do or omit to do anything which may cause the Authority to lose any licence, authority, consent or 
permission on which it relies for the purposes of conducting its business; and 

(k) notify the Authority in writing immediately upon the occurrence of a change of control of the Supplier. 

B. Goods Provided 
Please detail the goods to be provided or include an attachment with full details 

Data%20Sharing%20 
Audit%20Specificatior 

C. Price/Rates 
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Standard supplier pricing and rates are included within the pricing schedule. Please detail any discounts, volume 
arrangements or variations from the standard rates. 
Below is a breakdown of the costs: 

All transactions under this Contract will be subject to the Authority's spend controls and governance processes, 
ensuring that the appropriate approvals are in place for any expenditure in addition to the initial purchase. 

D. Management Information (MI) 
Suppliers should provide Management Information as standard on a monthly basis. Customers should detail any 
additional management information required and the frequency of provision here. 

The Supplier will provide monthly progress to the Authority, which will list: 

• Work Packages issued by the Authority, with the value of each Work Package, with estimated audit days 

• Progress against audit activity, including actual audits days, with justification if these days are more or less 
than those agreed 

• Any issues arising (e.g. deadlines missed, queries referred back to the auditees) 

• Performance against service levels as defined in the Authority's audit guide. Rationale for those not achieved 

Monthly meetings with the Supplier will include agreement of audits schedule, discussion of upcoming audits, 
customer feedback (carried out by the Authority), progress on audit activity, and level / quality of service. 

The above reporting may change as this Contract progresses. 

E. Invoicing 
Please detail any specific invoicing requirements here 

Invoicing Procedure 

1. The Authority shall issue a Purchase Order to the Supplier in respect of any Services to be supplied to the 
Authority under this Contract. The Supplier shall comply with the terms of such Purchase Order as a term 
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of this Contract. For the avoidance of doubt, any actions or work undertaken by the Supplier under this 
Contract prior to the receipt of a Purchase Order covering the relevant Services shall be undertaken at the 
Supplier's risk and expense and the Supplier shall only be entitled to invoice for Services covered by a valid 
Purchase Order. 

2. The Supplier must be in Receipt of a valid Purchase Order Number before submitting an invoice. All 
invoices should be sent, quoting that number to the address given on the purchase order. To avoid delay in 
payment it is important that the invoice is compliant and that it includes an item number (if applicable) and 
the details (name and telephone number) of the Authority contact. Non-compliant invoices will be sent back 
to the Supplier, which may lead to a delay in payment. 

3. Any queries regarding outstanding payments should be directed to the Authority's Accounts Payable section 
by email at financialaccounts@nhs.net.

4. Invoices should clearly quote the purchase order number, be addressed to NHS Digital, T56 Payables 
A125, Phoenix House, Topcliffe Lane, Wakefield, WF3 1WE and be sent as a PDF attachment by email to 
the following email address: sbs.apinvoicing@nhs.net (one invoice per PDF) and emails must not exceed 
10Mb and quote, `T56 Invoice Scanning' in subject line or alternatively invoices can be sent via post to the 
above address. 

5. In consideration of the supply of Services by the Supplier, the Authority shall pay the Supplier the invoiced 
amounts no later than 30 days after Receipt of a valid and undisputed invoice which includes a valid 
Purchase Order Number. The Authority may, without prejudice to any other rights and remedies under this 
Contract withhold or reduce payments in the event of unsatisfactory performance. 

6. All amounts stated are exclusive of VAT which shall be charged at the prevailing rate. The Authority shall, 
following the Receipt of a valid VAT invoice, pay to the Supplier a sum equal to the VAT chargeable in 
respect of the Services. 

7. On or after the completion of all of the tasks and activities associated with a Work Package, the Supplier 
shall submit to the Authority an invoice which gives details of: 

i. each member of the Supplier Personnel who has worked on that Work Package, including their role 
title, applicable fee rate and the number of day(s) they have worked; 

ii. a full breakdown of the Services provided (including mlestones met, if any); and 

iii. the amount of the Contract Price payable (plus VAT, if applicable) for the Services for the Work 
Package. 

8. If there is a dispute between the Parties as to the amount invoiced, the Authority shall pay the undisputed 
amount. The Supplier shall not suspend the supply of the Services unless the Supplier is entitled to 
terminate this Contract. Any disputed amounts shall be resolved through the Dispute Resolution Procedure 
detailed in section `G' (Complaints/Escalation Procedure), below, of this SLA. 

9. If any sum of money is recoverable from or payable by the Supplier under this Contract (including any sum 
which the Supplier is liable to pay to the Authority in respect of any breach of the Contract), that sum may 
be deducted unilaterally by the Authority from any sum then due, or which may come due, to the Supplier 
under this Contract or under any other agreement or contract with the Authority. The Supplier shall not be 
entitled to assert any credit, set-off or counterclaim against the Authority in order to justify withholding 
payment of any such amount in whole or in part. 

F. Cancellations 
Any variations to the standard cancellation terms detailed within the service specification should be captured here. 
Standard requirements from the specification are included for reference but may be amended to reflect local 
requirements.
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G. Complaints/Escalation Procedure 
Please detail any requirements regarding this 

r 
1. Any dispute between the Authority and the Supplier shall be dealt in accordance with the Dispute 

Resolution Procedure. 

2. For the avoidance of doubt, the entirety of Clause 22 of Schedule 2 of this Contract shall be deemed not to 
apply and be deleted in its entirety from this Contract. 

3. If there is a dispute in relation to this Contract, the Party raising the dispute shall serve a Dispute Notice 
setting out the details of the dispute. The Parties shall then attempt in good faith to negotiate a settlement 
to any dispute between them arising out of or in connection with this Contract and such efforts shall involve 
the escalation of the dispute to an appropriately senior representative of each Party. 

4. If the dispute cannot be resolved by the Parties within one month of the date of the Dispute Notice (being 
the date it was received) either Party may exercise any remedy it has under applicable law. For the 
avoidance of doubt, neither Party shall be prevented by this Dispute Resolution Procedure from 
commencing court proceedings more quickly if it is necessary to comply with a limitation period or if it is 
necessary to seek an urgent remedy. 

5. The obligations of the Parties under this Contract shall not cease, or be suspended or delayed by the 
reference of a dispute to any dispute resolution process and the Supplier shall, and shall procure that all 
Staff shall comply fully with the requirements of this Contract at all times. 

6. In relation to any such legal remedies or proceedings the Parties irrevocably agree that the Courts of 
England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in 
connection with this Contract or its subject matter or formation (including non-contractual disputes or 
claims). 

7. For the avoidance of doubt, the entirety of Clause 30.10 of Schedule 2 of this Contract shall be deleted in its 
entirety and replaced with the following new Clause: "30.10 The Parties irrevocably agree that the courts of 
England and Wales shall have exclusive jurisdiction to settle any Dispute or claim that arises out of or in 
connection with this Contract or its subject matter." 

H. Termination 
Standard requirements are provided below as an example but may be amended to reflect local requirements. 
Persistent failure by the Supplier to meet the agreed service levels as specified within the SLA may lead to the 
Contract being terminated or alternative supplier(s) being appointed by the Authority to maintain levels of service 

Prior to termination the complaints and escalation procedure should be followed to attempt to resolve any issue. 
Should suitable resolution not be achieved, the Authority will be allowed to terminate the SLA immediately. 

The Authority may terminate this Contract forthwith in whole or in part by issuing a Termination Notice to the 
Supplier at any time on 30 days' written notice. 

I. DBS 
The Authority should detail the level of DBS check requirement 

1. Supplier Personnel shall be subject to pre-employment checks that include, as a minimum: verification of 
identity, employment history, unspent criminal convictions and right to work, as detailed in the HMG Baseline 
Personnel Security Standard (https://www.gov.uk/government/publications/government-baseline-personnel-
security-standard), as may be amended or replaced by the Government from time to time. 

2. The Supplier shall agree on a case by case basis which Supplier Personnel roles which require specific 
government National Security Vetting clearances (such as `SC') including system administrators with 
privileged access to IT systems which store or process Authority Data. 

3. The Supplier shall prevent Supplier Personnel who have not yet received or are unable to obtain the security 
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clearances required by this Clause 'D' (Staff Vetting) from accessing systems which store, process, or are 
used to manage Authority Data, or from accessing Authority premises, except where agreed with the 
Authority in writing. 

4. All Supplier Personnel that have the ability to access Authority Data or systems holding Authority Data shall 
undergo regular training on secure information management principles. Unless otherwise agreed with the 
Authority in writing, this training must be undertaken annually. 

5. Where Supplier Personnel are granted the ability to access Authority Data or systems holding Authority Data, 
those Supplier Personnel shall be granted only those permissions necessary for them to carry out their 
duties. When staff no longer need such access or leave the organisation, their access rights shall be revoked 
within one (1) Business Day. 

J. Audit Process 
Please detail any Authority audit requirements 

As per clause 24 of Schedule 2 (Records retention and right of audit) of the Contract. 

K. Location(s) at which the Services are to be provided: 

The Supplier will conduct the audits remotely where possible. Audits may also be conducted onsite, at locations 
across the UK, at the discretion of the Auhority. As such, the Services will be delivered by the Supplier as directed 
by the Authority from time to time in accordance with the engagement process and as as determined by the scope 
of the audits. 

REIMBURSABLE EXPENSES 

Where the Contract is to be delivered across multiple sites/locations, the Supplier shall not be entitled to charge 
expenses, save where these are explicitly agreed to be chargeable by the Authority, where these are reasonably 
incurred and in accordance with the Authority's Expenses Policy attached: 

EXPENSES POLICY 

FOR OUTCOME BASE 

6. Other Requirements 

The Supplier shall, at its own cost, participate and provide full co-operation for the completion of any Data Protection 
Impact Assessments conducted by the Authority relating to the Services and any related deliverables, such 
participation and co-operation shall include updating the Data Protection Impact Assessment following any variation 
agreed in writing between the Parties. 

A. Variation to Standard Specification 
Please list any agreed variations to the specification of requirements 

None. 

B. Other Specific Requirements 
Please list any agreed other agreed requirements 
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See supplemental and/or additional clauses below. 

SUPPLEMENTAL AND/OR ADDITIONAL CLAUSES 

The Parties agree to the inclusion of the following supplemental clauses: 

1. Anti-Slavery 

a. The Supplier shall (i) comply with all relevant Law and Guidance and shall use Good Industry 
Practice to ensure that there is no slavery or human trafficking in its supply chains; and (ii) notify the 
Authority immediately if it becomes aware of any actual or suspected incidents of slavery or human 
trafficking in its supply chains. 

b. The Supplier shall at all times conduct its business in a manner that is consistent with any anti-
slavery Policy of the Authority and shall provide to the Authority any reports or other information that 
the Authority may request as evidence of the Supplier's compliance with this requirement and/or as 
may be requested or otherwise required by the Authority in accordance with its anti-slavery Policy. 

2. Corporate Social Responsibility 

a. The Supplier shall: 

i. comply, and procure that all Staff comply with all CSR Laws; 

ii. require its Sub-contractors and any person under its control, to comply with all CSR Laws; 

iii. adopt, and procure that its Sub-contractors and any person under its control adopt, written 
corporate and social responsibility policies that set out values for relevant activity and 
behaviour equivalent to those set out in the CSR Policies (including, without limitation, 
addressing the impact on employees, clients, stakeholders, communities and the 
environment of the Supplier's business activities); and 

iv. notify the Authority in the event that the Supplier's or its Sub-contractors' corporate and 
social responsibility policies conflict with, or do not cover the same subject matter in an 
equivalent level of detail as is in, the CSR Policies. 

3. IR35 

a. The Authority and the Supplier agree and acknowledge that this Contract represents a contract for a 
fully contracted out service and, as a result, the Off-Payroll Working Rules shall not apply to the 
Authority in relation to the provision of the Services (or any part of them) and / or to any 
arrangements involving the performance of any services by any Contractor. 

b. Notwithstanding clause 3a., the Supplier warrants and undertakes to the Authority that (i) each 
Contractor will be directly engaged exclusively as an employee for the purposes of and when 
delivering such Services (with all required Tax being withheld, deducted and/or accounted for in 
respect of any payments or other benefits provided to that Contractor) and (ii) that such 
engagement is not nor will be with any Intermediary of that Contractor. 

c. Promptly upon request from the Authority, the Supplier shall provide (or procure provision) to the 
Authority of all such evidence, information and assistance as the Authority reasonably requires in 
order to confirm that the warranties and undertakings given by the Supplier in clause 3b. are, and 
remain, true, accurate and correct in all respects. 

d. The Authority shall be entitled to make any deductions in respect of Tax, from any payments to the 
Supplier, which it reasonably considers are required to be made as a result of, or connection with, 
the application of the Off-Payroll Working Rules. 
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e. The Supplier shall indemnify the Authority, on demand and on an after-Tax basis, against: 

i. any and all proceedings, claims or demands by any third party (including, but without 
limitation, HM Revenue & Customs and any successor, equivalent or related body); 

ii. any and all Tax and any other liabilities, losses, deductions, contributions or assessments; 
and 

iii. any and all reasonable costs or expenses and any penalties, fines or interest incurred or 
payable, 

in each case, which arise as a result of, in consequence of, or otherwise in connection with, the 
Supplier, at any time, being in breach of any of the warranties or undertakings given in clauses 3b. 
or 3g. 

f. The Authority may at its option satisfy the indemnity given under clause 3e. (in whole or in part) by 
way of deduction from payments due to the Supplier. 

g. The Supplier warrants to the Authority that it is not, nor will it prior to the cessation of this contract 
become, a "managed service company", within the meaning of section 61B of the Income Tax 
(Earnings and Pensions) Act 2003. 

4. Protection of Personal Data 

a. As of the Commencement Date, it is accepted there is no Processing of Personal Data involved 
under this Contract. It is agreed that each Party shall be responsible for ensuring Data Protection 
compliance in accordance with the Data Protection Legislation, in relation to its Processing of any 
Personal Data under this Contract. Should the Data Processing position change, (as there may be 
further services where the Authority is the Controller and the Supplier is the Processor, for 
example), the Parties acknowledge that the only Personal Data which may be shared under this 
Contract will be set out in the data table at Annex B (the Data Protection Protocol), which shall be 
issued as an addendum. Further paragraph 2.2 of Schedule 3 and the provisions of the Data 
Protection Protocol, namely clauses 1.1 to 1.17 (Data protection) of Annex B of this Contract, must 
be complied with by the Parties as a term of this Contract. 

b. For the avoidance of doubt, the Supplier shall ensure it is familiar with the Data Protection 
Legislation and any obligations it may have under such Data Protection Legislation and shall 
comply with such obligations. 

c. The Supplier shall 

i. at all times comply with any information governance requirements and/or processes as may 
be set out in the Specification and Tender Response Document; and 

ii. comply with any new and/or updated requirements, Guidance and/or Policies notified to the 
Supplier by the Authority from time to time (acting reasonably) relating to the Processing 
and/or protection of Personal Data. 

d. The Parties acknowledge that Clauses 2.4.1 and 2.4.2 of Schedule 3 shall be deemed to have been 
deleted and replaced with the Cyber Security Requirements. 

5. Data Protection Impact Assessment Delivery and Assistance 

a. Without limitation to the obligations as set out in the Data Protection Protocol, the Supplier shall 
provide a draft DPIA prior to contract award, where requested to do so by the Authority. 

b. The Supplier shall update the DPIA to be complete for the agreed deliverables and meeting all Law, 
prior to the Commencement Date of the Contract. The Supplier shall be responsible for updating the 
DPIA at each material change of the Services and following any variation. 
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6. Quality Assurance Standards 

The following quality assurance standards shall apply, as appropriate, to the provision of the Services: 

a. The Supplier warrants and represents that it has complied with and throughout the Term will 
continue to comply with the Cyber Security Requirements. 

b. The Supplier shall provide evidence that they have completed a DSP Toolkit submission for 2021, 
or an equivalent assessment. From the Commencement Date, and throughout the Term, the 
Supplier should remain registered with the DSP Toolkit system (or any replacement to such 
system), or an equivalent. 

c. The Supplier shall abide by the terms and guidance as detailed in and provided by the DSP Toolkit 
system. The Supplier shall maintain good information governance standards and practices that 
meet or exceed the DSP Toolkit standards required of its organisation type. 

d. The Supplier shall from the Commencement Date, and throughout the Term should have the 
following accreditations or be able to demonstrate systems that their company operates 
systems/processes equivalent to such standards. The Supplier should supply copies of their 
accreditation certificates or evidence of their equivalent operating systems: 

• BS EN ISO 9001 
• ISO 14001 
• ISO 27001 

7. Publicity and Branding 

a. The Supplier shall not: 
i. make any press announcements or publicise this Contract or its contents in any way; or 
ii. use the Authority's name or brand in any promotion or marketing or announcement of 

orders, 

without the prior written consent of the Authority. 

b. Each Party acknowledges to the other that nothing in this Contract either expressly or by implication 
constitutes an endorsement of any products or services of the other Party (including the Services) 
and each Party agrees not to conduct itself in such a way as to imply or express any such approval 
or endorsement. 

8. Non-solicitation 

a. Except in respect of any transfer of Authority staff pursuant to the TUPE obligations in this Contract, 
the Supplier shall not (except with the prior written consent of the Authority) directly or indirectly 
solicit or entice away (or attempt to solicit or entice away) from the employment of the Authority any 
person employed or engaged by the Authority in the provision of the Services or in the receipt of the 
Services at any time during the Term or for a further period of six (6) months after the termination of 
the Contract other than by means of a national advertising campaign open to all comers and not 
specifically targeted at any of the Authority staff. 

b. If the Supplier commits any breach of this specific Clause 8 (Non-solicitation), it shall, on demand, 
pay to the Authority a sum equal to six month's basic salary or the annual fee that was payable by 
the Authority to that employee, worker or independent contractor, plus the recruitment costs 
incurred by the Authority in replacing such person. 

9. Assignment of Intellectual Property Rights in deliverables, materials and outputs 

a. The Supplier confirms and agrees that all Intellectual Property Rights in and to the deliverables, 
material and any other output developed by the Supplier as part of the Services, in accordance with 
the Specification and Tender Response Document (including any reports) shall be owned by the 
Authority. The Supplier hereby assigns with full title guarantee by way of present and future 
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assignment all Intellectual Property Rights in and to such deliverables, material and other outputs. 
The Supplier shall ensure that all Staff assign any Intellectual Property Rights they may have in and 
to such deliverables, material and other outputs to the Supplier and that such Staff absolutely and 
irrevocably waive their moral rights in relation to such deliverables, material and other outputs. This 
Clause '10' (Assignment of Intellectual Property Rights in deliverables, materials and outputs) shall 
continue notwithstanding the expiry or earlier termination of this Contract. 

b. The product of the Supplier work may include advice or drafting suggestions or other documented 
contributions towards documents/ reports to be issued by the Authority in the Authority's own name 
without reference to the Supplier, which will be the Authority's and for which the Authority alone will 
be responsible. The Supplier will not assert any rights in or over any such documents/ reports 
prepared by the Authority. 

10. Third party software 

a. The following requirements shall take priority above all terms, conditions and specifications set out 
in this Contract (including without limitation any embedded documents and terms), and the Supplier 
shall ensure that the software licences meet and conform with the following requirements: 

i. The Authority shall be entitled, free of charge, to sub licence the software to any contractor 
and/or Sub-contractor of the Authority who is working towards and/or is providing services 
to the Authority. 

ii. The Authority's role as national information and technology partner to the NHS and social 
care bodies involves the Authority buying services for or on behalf of the NHS and social 
care entities. Nothing in the licences for any of the software shall have the effect of 
restricting the Authority from discharging its role as the national information and technology 
partner for the health and care system, which includes the ability of the Authority to offer 
software and services to the NHS and social care entities. Specifically, any software 
licensing clause prohibiting 'white labelling', 'provision of outsourcing services' or similar, 
shall not be interpreted as prohibiting the Authority's services. 

iii. The Authority shall be entitled to deploy the software at any location from which the 
Authority and/or any contractor and/or Sub-contractor of the Authority is undertaking 
services pursuant to which the software is being licenced. 

iv. Any software licenced to the Authority on a named user basis shall permit the transfer from 
one user to another user, free of charge provided that the Supplier is notified of the same 
(including without limitation to a named user who is a contractor and/or Sub-contractor of 
the Authority). 

v. The Supplier shall ensure that the Authority shall be entitled to assign or novate all or any of 
the software licences free of charge to any other central government entity, by giving the 
licensor prior written notice. 

vi. The Supplier shall notify the Authority in advance if any software or service permits the 
Supplier or any third party remote access to the software or systems of the Authority. 

vii. Where the Supplier is responsible for the calculation of the appropriate number of users for 
software, and it is later shown there is a shortfall of licences, the Supplier shall be 
responsible for all costs of the Authority. 

11. Force majeure 

a. For the avoidance of doubt, the COVID-19 pandemic shall not constitute a Force Majeure Event 
under the terms of this Contract. 

12. Change Control Process 

a. Any changes or variations to this Contract, including to the Services, may only be agreed in 
accordance with the Change Control Process set out in Annex C. 
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For the 
definitions 
corresponding 

purposes of incorporation of Schedule 4 (Definitions and Interpretations) into this Contract, 
shall be added (and where such terms are already defined, such definitions shall be 

definitions below): 

the following 
replaced with the 

"Authority Data" means the data, text, drawings, diagrams, images or sounds 
(together with any database made up of any of these) which 
are embodied in any electronic, magnetic, optical or tangible 
media, including any Authority's Confidential Information, and 
which: 

i) are supplied to the Supplier by or on behalf of the 
Authority; or 

ii) the Supplier is required to generate, process, 
store or transmit pursuant to this Contract; or 

iii) any Personal Data for which the Authority is the 
Controller; 

"CSR Policies" 
means the Authority's policies, including, without limitation, 
anti-bribery and corruption, health and safety, modern slavery, 
the environmental and sustainable development, equality and 
diversity, and any similar policy notified to the Supplier by the 
Authority from time to time, and "CSR Policy" shall mean any 
one of them; 

"CSR Laws" means Laws relating to corporate social responsibility issues 
(e.g. anti-bribery and corruption, health and safety, the 
environmental and sustainable development, equality and 
diversity), including but not limited to the Modern Slavery Act 
2015, the Public Services (Social Value) Act 2012, the Public 
Contracts Regulations 2015 and Article 6 of the Energy 
Efficiency Directive 2012/27/EU, from time to time in force; 

"Change Control 
Process" 

means the change control process, referred to in this SLA and 
in accordance with Annex C; 

"Comparable 
Supply" 

means the supply of services to another Authority of the 
Supplier that are the same or similar to any of the Services; 

"Contractor" means any individual delivering the Services (or any part of 
them); 

"Cyber Security 
Requirements" 

means: 

a) compliance with the DSP Toolkit or any replacement of the 
same; and 

b) any other cyber security requirements relating to the 
Services notified to the Supplier by the Authority from time to 
time; 

"DSP Toolkit" means the data security and protection toolkit, an online self-
assessment tool that allows organisations to measure their 
performance against the National Data Guardian's 10 data 
security standards and supports key requirements of the UK 
GDPR, which can be accessed from 
https://wvvw.dsptoolkit.nhs.uk/, as may be amended or 
replaced by the Authority or the Department of Health and 
Social Care from time to time; 

"Data Protection 
Legislation" 

means applicable legislation protecting the fundamental 
rights and freedoms of individuals, in respect of their right 
to privacy and the processing of their personal data, as 
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amended from time to time, including Regulation 
(EU)_2016/679 as transposed into the United Kingdom's 
national law by the operation of section 3 of the EU 
(Withdrawal) Act 2018 (and as amended by the Data 
Protection, Privacy and Electronic Communications 
(Amendments etc) (EU Exit) Regulations 2019;, 'the UK 
General Data Protection Regulation' ("UK GDPR") and the 
Data Protection Act 2018) and the Privacy and Electronic 
Communications Regulations 2003, togetherwith decisions, 
guidelines, guidance notes and codes of practice issued 
from time to time by courts, data protection authorities and 
other applicable Government authorities; 

"Dispute 
means the process for resolving disputes as set out in section 
`G' 

Resolution 
(Complaints/Escalation Procedure) of this SLA; 

Procedure" 

"Force Majeure means any event beyond the reasonable control of the Party 
Event" in question to include, without limitation: 

(a) war including civil war (whether declared or 
undeclared), riot, civil commotion or armed conflict 
materially affecting either Party's ability to perform its 
obligations under this Contract; 

(b) acts of terrorism; 

(c) flood, storm or other natural disasters; 

(d) fire; 

(e) unavailability of public utilities and/or access to 
transport networks to the extent no diligent supplier 
could reasonably have planned for such unavailability 
as part of its business continuity planning; 

(f) government requisition or impoundment to the extent 
such requisition or impoundment does not result from 
any failure by the Supplier to comply with any relevant 
regulations, laws or procedures (including such laws 
or regulations relating to the payment of any duties or 
taxes) and subject to the Supplier having used all 
reasonable legal means to resist such requisition or 
impoundment; 

(g) compliance with any local law or governmental order, 
rule, regulation or direction applicable outside of 
England and Wales that could not have been 
reasonably foreseen; 

(h) industrial action which affects the ability of the 
Supplier to provide the Services, but which is not 
confined to the workforce of the Supplier or the 
workforce of any Sub-contractor of the Supplier; and 

(i) a failure in the Supplier's and/or Authority's supply 
chain to the extent that such failure is due to any 
event suffered by a member of such supply chain, 
which would also qualify as a Force Majeure Event in 
accordance with this definition had it been suffered by 
one of the Parties; 

but excluding, for the avoidance of doubt, (i) an epidemic or 
pandemic and (ii) the withdrawal of the United Kingdom from 
the European Union and any related circumstances, events, 
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changes or requirements; 

"Intermediary" means any "intermediary" (as defined in section 61M ITEPA) 
in respect of which any of Conditions A — C within section 61N 
ITEPA are met; 

"ITEPA" Income Tax (Earnings and Pensions) Act 2003; 

"Law" means any law, statute, subordinate legislation within the 
meaning of section 21(1) of the Interpretation Act 1978, bye 
law, regulation, order, mandatory guidance or code of 
practice, judgment of a relevant court of law, or directives or 
requirements of any regulatory body with which the Supplier is 
bound to comply. For the avoidance of doubt, this shall 
include any Laws arising out of or in connection with any 
withdrawal of the United Kingdom from the European Union; 

"Off-Payroll 
Working Rules" 

means the provisions of Chapter 10 of Part 2 ITEPA relating 
to the engagement of workers through intermediaries and the 
provisions of Social Security Contributions (Intermediaries) 
Regulations 2000/727 (or, in each case, any other provisions 
under any law having like effect); 

"Purchase Order" means the Authority's unique number relating to the supply of 
the Goods and Services; 

"Receipt" means the physical or electronic arrival of the invoice at the 
address specified above in section `G' (Invoicing) or at any 
other address given by the Authority to the Supplier for the 
submission of invoices from time to time; 

"Status 
Determination" 

means a status determination pursuant to, and for the 
purposes of, the Off-Payroll Working Rules; and 

"Tax" 
means income tax, employee national insurance contributions 
and employer national insurance contributions (in each case 
whether or not required to be accounted for under the PAYE 
rules of the United Kingdom) and any equivalent tax, 
contribution or similar obligations elsewhere, together, in each 
case, with all related penalties and interest. 
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This Contract may be executed in any number of counterparts (including by electronic transmission), each of which 
when executed shall constitute an original but all counterparts together shall constitute one and the same 
instrument. 
Execution of this Contract may be carried out in accordance with the Electronic Identification and Trust Services for 
Electronic Transactions Regulations 2016 (SI 2016/696) and the Electronic Communications Act 2000. In the event 
each Party agrees to sign this Contract by electronic signature (whatever form the electronic signature takes) it is 
confirmed that this method of signature is as conclusive of each Party's intention to be bound by this Contract as if 
signed by each Party's manuscript signature. In such situation, this Contract shall be formed on the date on which 
both Parties have electronically signed the Contract as recorded in the Authority's electronic contract management 
system. 

BY SIGNING AND RETURNING THIS SLA THE SUPPLIER AGREES to enter a legally binding contract with the 
Authority to provide the Goods and/or Services. The Parties hereby acknowledge and agree that they have read the 
NHS Conditions of Contract for purchase of goods and/or Services and by signing below agree to be bound by the 
terms of this Contract. 

The individuals set out below shall execute this Contract, on behalf of the Authority and the Supplier, either using a 
manuscript signature or an electronic signature. A manuscript signature shall be placed in the execution block 
below, an electronic signature shall be evidenced in an execution block to be attached as the final page of this 
Contract: 

Authorised Signatory for and on behalf of the Supplier: 

Name and Title 

Signature 

Email businesssupport@audit-one.co.uk 

Date 24.11.21 
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Authorised Signatory for and on behalf of the Authority: 

Name and Title 

Signature 

Email 

Date 
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ANNEX A (Specification) 

The Authority are looking for an audit agency to support its data sharing audits of external organisations. 

The scope of a data sharing audit will consider the fitness for purpose of the main processes of data handling at the 
data recipient along with its associated documentation. The ready availability of suitable evidence will play a key 
part in the audit. 

An audit is likely to involve any joint Controller or Processor(s) engaged by the data recipient to ensure that a 
complete understanding of the handling of the data is obtained. 

An audit takes a minimum of 11 person days and may take up to 16 days for more complex audits. Audits can be 
carried out across a number of locations when necessary. Note: at the current time, audits are carried out remotely. 

Fundamentally, the audit will seek to determine whether: 
the data recipient is adhering to, or could adhere to, the requirements of a data sharing framework contract 
and a data sharing agreement(s) 

the data handling activities performed by the data recipient pose an unacceptable risk to confidentiality or to 
the Authority 

the data recipient conforms to its own policies, processes and procedures 

The above criteria will also apply to any Processor engaged by the data recipient. 

The six scope areas usually considered by the Audit Team are: 
1. information transfer 

2. access control 

3. use and benefits of data 

4. data destruction 

5. risk management 

6. operational management and control 

Data%20Sharing%20 
Audit%20Specificatior 
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ANNEX B (the Data Protection Protocol) 

The table below sets out the agreed description of the Processing being undertaken in connection with the exercise 
of the Parties' rights and obligations under the Contract. The Supplier shall comply with any further written 
instructions with respect to Processing given by the Authority and any such further instructions shall be incorporated 
into this table: 

Table A — Processing, Personal Data and Data Subjects 

Description Details 

Identity of the Controller 
and Processor 

The Parties acknowledge that for the purposes of the Data Prot 
Legislation, the Authority is the Controller and the Supplier is the 
Processor in accordance with Clause [ ]. 
[Guidance: You may need to vary this section where (in the rare case) 
the Authority and Supplier have a different relationship. For exangia 
where the Parties are joint Controller of some Personal Data: 
"Notwithstanding Clause [ ] the Parties acknowledge that they are 
also joint Controllers for the purposes of the Data Protection 
Legislation in respect of: 
[Insert the scope of Personal Data which the purposes and mea 
the Processing is determined by the both Parties] 
In respect of Personal Data under joint control, Clause [ ] wiliM 
apply and the Parties agree to put in place a Joint Controller 
Agreement as outlined in Schedule [Y] instead." 

Subject matter of the 
Processing 

(This should be a high level, short description of what the processing 
is about i.e. its subject matter] 

Duration of the Processing [Clearly set out the duration of the processing including datesi 

Nature and purposes of 
Processing 

[Please be as specific as possible, but make sure that you cover all 
intended purposes. 
The nature of the processing means any operation such as colletillf 
recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, disseminatiori 
or otherwise making available, alignment or combination, restriction, 
erasure or destruction or data whether or not by automated means) 
etc. 
The purpose might include: employment processing, statutory 
obligation, recruitment assessment etc. 
Include location country of data. 
Details of any sub-processors.] 

Type of Personal Data 
being Processed 

[Examples here include: name, ard=!(!ffiffTfIllrlf 
telephone number, pay, images, biometric data etc] 

Categories of Data 
Subjects 

[Examples include: staff (including volunteers, agents, and temp 
workers), Authoritys/clients, suppliers, patients, members of the 
public, users of a particular website etc] 

Plan for return of the data 
once the Processing is 
complete unless 
requirement under union 
or member state law to 
preserve that type of data 

[Describe how long the data will be retained for, how it will be returned 
or destroyed] 

Data Protection Officer 
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Definitions 

The definitions and interpretative provisions at Schedule 4 (Definitions and Interpretations) of 
the Contract shall also apply to this Protocol. Additionally, in this Protocol the following words 
shall have the following meanings unless the context requires otherwise: 

"Data Loss Event" means any event that results, or may result, 
in unauthorised access to Personal Data held 
by the Supplier under this Contract, and/or 
actual or potential loss and/or destruction of 
Personal Data in breach of this Contract, 
including any Personal Data Breach; 

"Data Protection Impact Assessment" and 
"DPIA" 

means an assessment by the Controller of 
the impact of the envisaged Processing on 
the protection of Personal Data; 

"Data Protection Officer" and "Data 
Subject" 

shall have the same meanings as set out in 
the UK GDPR; 

"Data Subject Access Request" means a request made by, or on behalf of, a 
Data Subject in accordance with rights 
granted pursuant to the Data Protection 
Legislation to access their Personal Data. 

"Personal Data Breach" shall have the same meaning as set out in the 
UK GDPR; 

"Protective Measures" means appropriate technical and 
organisational measures which may include: 
pseudonymising and encrypting Personal 
Data, ensuring confidentiality, integrity, 
availability and resilience of systems and 
services, ensuring that availability of and 
access to Personal Data can be restored in a 
timely manner after an incident, and regularly 
assessing and evaluating the effectiveness of 
such measures adopted by it; 

"Protocol" or "Data Protection Protocol" means this Data Protection Protocol; 

"Sub-processor" means any third party appointed to Process 
Personal Data on behalf of the Supplier 
related to this Contract. 
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1 DATA PROTECTION 

1.1 The Parties acknowledge that for the purposes of the Data Protection Legislation, the 
Authority is the Controller and the Supplier is the Processor. The only Processing that the 
Supplier is authorised to do is listed in Table A of this Protocol by the Authority and may not 
be determined by the Supplier. 

1.2 The Supplier shall notify the Authority immediately if it considers that any of the Authority's 
instructions infringe the Data Protection Legislation. 

1.3 The Supplier shall provide all reasonable assistance to the Authority in the preparation of any 
Data Protection Impact Assessment prior to commencing any Processing. Such assistance 
may, at the discretion of the Authority, include: 

1.3.1 a systematic description of the envisaged Processing operations and the purpose 
of the Processing; 

1.3.2 an assessment of the necessity and proportionality of the Processing operations 
in relation to the Services; 

1.3.3 an assessment of the risks to the rights and freedoms of Data Subjects; and 

1.3.4 the measures envisaged to address the risks, including safeguards, security 
measures and mechanisms to ensure the protection of Personal Data. 

1.4 The Supplier shall, in relation to any Personal Data Processed in connection with its 
obligations under this Contract: 

1.4.1 process that Personal Data only in accordance with Table A of this Protocol, 
unless the Supplier is required to do otherwise by Law. If it is so required, the 
Supplier shall promptly notify the Authority before Processing the Personal Data 
unless prohibited by Law; 

1.4.2 ensure that it has in place Protective Measures, which have been reviewed and 
approved by the Authority as appropriate to protect against a Data Loss Event, 
which the Authority may reasonably reject (but failure to reject shall not amount to 
approval by the Authority of the adequacy of the Protective Measures), having 
taken account of the: 

(I) nature of the data to be protected; 

(ii) harm that might result from a Data Loss Event; 

(iii) state of technological development; and 

(iv) cost of implementing any measures; 

1.4.3 ensure that : 

(i) the Supplier Personnel do not Process Personal Data except in 
accordance with this Contract (and in particular Table A of this Protocol); 

(ii) it takes all reasonable steps to ensure the reliability and integrity of any 
Supplier Personnel who have access to the Personal Data and ensure 
that they: 
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(A) are aware of and comply with the Supplier's duties under this 
Protocol; 

(B) are subject to appropriate confidentiality undertakings with the 
Supplier or any Sub-processor; 

(C) are informed of the confidential nature of the Personal Data and 
do not publish, disclose or divulge any of the Personal Data to 
any third party unless directed in writing to do so by the Authority 
or as otherwise permitted by this Contract; and 

(D) have undergone adequate training in the use, care, protection 
and handling of Personal Data; 

1.4.4 not transfer Personal Data outside of the EU unless the prior written consent of 
the Authority has been obtained and the following conditions are fulfilled: 

(I) the Authority or the Supplier has provided appropriate safeguards in 
relation to the transfer (whether in accordance with Article 46 of the UK 
GDPR or Article 37 of the Law Enforcement Directive (Directive (EU) 
2016/680)) as determined by the Authority; 

(ii) the Data Subject has enforceable rights and effective legal remedies; 

(iii) the Supplier complies with its obligations under the Data Protection 
Legislation by providing an adequate level of protection to any Personal 
Data that is transferred (or, if it is not so bound, uses its best endeavours 
to assist the Authority in meeting its obligations); and 

(iv) the Supplier complies with any reasonable instructions notified to it in 
advance by the Authority with respect to the Processing of the Personal 
Data; 

1.4.5 at the written direction of the Authority, delete or return Personal Data (and any 
copies of it) to the Authority on termination or expiry of the Contract unless the 
Supplier is required by Law to retain the Personal Data. 

1.5 Subject to Clause 1.6 of this Protocol, the Supplier shall notify the Authority immediately if it: 

1.5.1 receives a Data Subject Access Request (or purported Data Subject Access 
Request); 

1.5.2 receives a request to rectify, block or erase any Personal Data; 

1.5.3 receives any other request, complaint or communication relating to either Party's 
obligations under the Data Protection Legislation; 

1.5.4 receives any communication from the Information Commissioner or any other 
regulatory authority in connection with Personal Data Processed under this 
Contract; 

1.5.5 receives a request from any third party for disclosure of Personal Data where 
compliance with such request is required or purported to be required by Law; or 

1.5.6 becomes aware of a Data Loss Event. 

1.6 The Supplier's obligation to notify under Clause 1.5 of this Protocol shall include the provision 
of further information to the Authority in phases, as details become available. 
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1.7 Taking into account the nature of the Processing, the Supplier shall provide the Authority with 
full assistance in relation to either Party's obligations under Data Protection Legislation and 
any complaint, communication or request made under Clause 1.5 of this Protocol (and insofar 
as possible within the timescales reasonably required by the Authority) including by promptly 
providing: 

1.7.1 the Authority with full details and copies of the complaint, communication or 
request; 

1.7.2 such assistance as is reasonably requested by the Authority to enable the 
Authority to comply with a Data Subject Access Request within the relevant 
timescales set out in the Data Protection Legislation; 

1.7.3 the Authority, at its request, with any Personal Data it holds in relation to a Data 
Subject; 

1.7.4 assistance as requested by the Authority following any Data Loss Event; 

1.7.5 assistance as requested by the Authority with respect to any request from the 
Information Commissioner's Office, or any consultation by the Authority with the 
Information Commissioner's Office. 

1.8 The Supplier shall maintain complete and accurate records and information to demonstrate its 
compliance with this Protocol. This requirement does not apply where the Supplier employs 
fewer than 250 staff, unless: 

1.8.1 the Authority determines that the Processing is not occasional; 

1.8.2 the Authority determines the Processing includes special categories of data as 
referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal 
convictions and offences referred to in Article 10 of the UK GDPR; and 

1.8.3 the Authority determines that the Processing is likely to result in a risk to the 
rights and freedoms of Data Subjects. 

1.9 The Supplier shall allow for audits of its Processing activity by the Authority or the Authority's 
designated auditor. 

1.10 Each Party shall designate a Data Protection Officer if required by the Data Protection 
Legislation. 

1.11 Before allowing any Sub-processor to Process any Personal Data related to this Contract, the 
Supplier must: 

1.11.1 notify the Authority in writing of the intended Sub-processor and Processing; 

1.11.2 obtain the written consent of the Authority; 

1.11.3 enter into a written agreement with the Sub-processor which give effect to the 
terms set out in this Protocol such that they apply to the Sub-processor; and 

1.11.4 provide the Authority with such information regarding the Sub-processor as the 
Authority may reasonably require. 

1.12 The Supplier shall remain fully liable for all acts or omissions of any Sub-processor. 

1.13 The Authority may, at any time on not less than 30 Business Days' notice, revise this Protocol 
by replacing it with any applicable controller to processor standard clauses or similar terms 
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forming part of an applicable certification scheme (which shall apply when incorporated by 
attachment to this Contract). 

1.14 The Parties agree to take account of any guidance issued by the Information Commissioner's 
Office. The Authority may on not less than 30 Business Days' notice to the Supplier amend 
this Protocol to ensure that it complies with any guidance issued by the Information 
Commissioner's Office. 

1.15 The Supplier shall comply with any further instructions with respect to Processing issued by 
the Authority by written notice. Any such further written instructions shall be deemed to be 
incorporated into Table A above from the date at which such notice is treated as having been 
received by the Supplier in accordance with Clause 27.2 of Schedule 2 of the Contract. 

1.16 The Supplier shall, at all times during and after the expiry of the Contract, indemnify the 
Authority and keep the Authority indemnified against all losses, damages, costs or expenses 
and other liabilities (including legal fees) incurred by, awarded against or agreed to be paid by 
the Authority arising from any breach of the Supplier's obligations under this Clause 1 (Data 
Protection) of this Protocol. 

1.17 Subject to Clauses 1.13, 1.14, and 1.15 of this Protocol, any change or other variation to this 
Protocol shall only be binding once it has been agreed in writing and signed by an authorised 
representative of both Parties. 
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ANNEX C (Change Control Process) 

Contract Amendment Template Letter: 

[Address of Supplier] 

Ref: [ ] 
Date: [ ] 
Contract Amendment No: [ 

CONTRACT FOR: [ ] 

CONTRACT NUMBER: [ ] 

With reference to the Contract dated [ ], both Parties have in principle agreed to the following variation[s] to the 
Contract: [ ] 

[These/This amendment[s] relate[s] to [ ] 

Please confirm in writing by signing and returning one copy of this letter, within 14 working days of the date of 
signature on behalf of [Supplier Name] that you accept the variation[s] set out herein. 

The Contract, including any previous variations, shall remain effective and unaltered except as amended by this letter. 

Words and expressions in this letter shall have the meanings given to them in the Contract. 

Signed by an authorised signatory for and on behalf of [Authority Name] 
Position: 
Signature: 
Date: 

Signed by an authorised signatory for and on behalf of [Supplier Name] 
Position: 
Signature: 
Date: 
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