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1. [bookmark: _Toc297554774][bookmark: _Toc368573030][bookmark: _Toc473719641][bookmark: _Toc296415793]scope of requirement 
The Contractor shall provide Off-Site Transcription, Typing and Equipment Maintenance Services which must include but not be limited to: 
Audio CD, tapes and other forms of electronic media, – English Language spoken to English Language text;
Audio CD, tapes and other forms of electronic media, – Welsh Language spoken to Welsh Language text; 
Written Documents – English Language to English Language text; and
Written Documents – Welsh Language to Welsh Language text.
In the case of any physical documentation needing transcription, the Contractor must provide a correspondence address for materials to be sent to by the Authority’s secure courier network provider, in accordance with paragraph 2.3.19.
Translation Services are not included in the scope of this requirement.
The provision of Transcription recording Equipment is not included in the scope of this procurement except where specified in paragraphs 2.1.1.2 to 2.1.1.17.
1. [bookmark: _Toc368573031][bookmark: _Toc473719642]The requirement
The service to be delivered will require a managed, staffed, secure and equipped facility from within UK Contractor based premises to undertake transcriptions of audio recorded statements/Interviews and typed copy for other submissions.
Equipment Maintenance
The Authority shall provide suitable Police and Criminal Evidence Act (PACE) compliant recording Equipment for use by its staff.
The Contractor shall provide maintenance, repairs and servicing for Police and Criminal Evidence Act (PACE) compliant recording Equipment which is retained on site by the Authority across the UK. The full costs for providing this service (for example logistics involved in collection/distribution/ return of Equipment and warranty arrangements) shall be included as part of the overall price.
The Contractor shall ensure that, when the Authority reports a fault with a recording machine that a piece of working Equipment is provided to the Authority within five (5) Working Days.
The Contractor shall ensure that the working machine is delivered to the location stipulated by the Authority within five (5) Working Days of the faulty machine being reported to the Contractor, at no additional cost.
Within five (5) Working Days of a fault being reported, the Contractor may either return the repaired piece of Equipment, or loan to the Authority an interim piece of comparable Equipment.
Equipment loaned to the Authority as per paragraph 2.1.1.4 shall:
be PACE compliant (more details on PACE compliance - gov.uk);
record onto 2 compact discs simultaneously with the facility to copy additional recordings onto compact disc; 
shall remain in place until repairs to the Authority Equipment are completed and Equipment is returned to the Authority.
The Contractor shall be responsible for the cost of Equipment loans, pursuant to paragraph 2.1.1.5.
The Contractor shall return all repaired Equipment to the Authority and arrange for the collection of any loaned Equipment.
The Contractor shall ensure that any repairs are not undertaken on the Authority’s premises.
The Contractor is responsible for all logistics.
The Contractor shall ensure that all Equipment to be transported is suitability packaged and protected and shall take steps to prevent any potential damage from transit. 
The Contractor shall provide written proof to the Authority within five (5) Working Days if a machine cannot be repaired, or if the cost of the repair is more than 50% of the market value of a replacement machine.
The written proof must include one estimate for repair costs from a recognised repair professional and two written quotations for a replacement machine.
In the event that a piece of Equipment is beyond repair the Contractor shall dispose of the Equipment compliantly with due care to the WEEE directive.
In the event that a piece of Equipment is beyond repair, the Contractor must notify the Authority in writing that the Equipment has been disposed of.
In the event that a piece of Equipment is disposed of, the Authority shall ensure the relevant Authority asset register is updated.
Where a piece of Equipment is disposed of, the Authority will make the decision on whether the purchase of a replacement machine is to be made and will instruct the Contractor to manage the purchase of the replacement machine(s).
The Contractor is responsible for the purchase of replacement Equipment on behalf of the Authority.
The Contractor shall provide two (2) written quotations from a recognised professional supplier. The Authority will instruct the Contractor to make a purchase and will require copies of the invoice once the purchase is complete.
All new Equipment must be delivered to a location stipulated by the Authority.
In the event that a piece of Equipment is replaced the Authority will ensure the relevant Authority asset register is updated.
Currently the Authority has access to 752 AV Niche AIRLight Audio Interview Recorders with rechargeable Battery Base Module (RB2BM) – purchased in 2014. 
Currently the Authority has access to 21 AV Niche Audio Interview Recorders – Light   - purchased in 2009.  
During the Contract term the Authority may increase/decrease their recording Equipment assets which will be subject to the maintenance agreements to be adjusted accordingly via a Change Request, as defined in Schedule 11 – Change Control Procedure, of Attachment 4 – Contract Terms.
The Contractor shall accept Authority transcription requests by various media including, but not limited to:
Tape;
VHS video;
DVD;
CD;
Scanned image;
Hand written hard copy;
Typed hard copy; or
Any sound file or multi-media file.
The Contractor shall provide a solution with the functionality to receive audio recordings in a variety of audio and multimedia coding formats including, but not limited to, MP3, MP4, avi, wav and ogg, via a secure data network and Web Portal.
The Contractor is not responsible for the provision of consumables.
Data Transfer 
The Contractor shall provide the Authority with the functionality to upload scanned copies of written and typed documents, audio recordings and multimedia files via the Contractor’s secure data network, including the provision of a secure web portal.
Web Portal Requirements
The Contractor will be required to publish a Web Portal for audio (and other media) transfer which will require authentication
All actions within the portal must be fully auditable and the Contractor shall respond to audit requests from the Authority within 24 hours.
The Contractor is required to create a High Level Application Design, which must be approved by the Authority security prior to implementation as part of the detailed Implementation Plan
The Web Portal is required to have all relevant Communication Protocols to enable and link directly to the application which supports the transcription service.
Separate Internet Information Services are required on the Contractor’s servers within Contractor secure domain.
The Contractor must ensure that the data held on the portal is protected from interception, theft, destruction, misdirection, unauthorised access or monitoring by either intentional or accidental means.
The Contractor must ensure use of Transport Layer Security (TLS) version 1.2 where vulnerabilities have been actively mitigated and older versions have been disabled.
The Contractor must ensure that completed transcriptions can only be received or downloaded onto Authority computers.  
The Contractor is required to work with the Authority to provide permissions for different user access levels to the Web Portal.
The Contractor is required to ensure that the Authority has the facility to be able to specify “Job Type”, “Reference Number”, “FRAIMS Number”, “Interviewee”, “Other people present” and “notes” to accompany the uploaded file.  
These shall be presented in the form of fields for completion at the point of uploading the file.
The Contractor shall provide a solution that will support additional fields, remove fields, change the name of fields and alter the option of a field to mandatory/non-mandatory requirement for completion where requested by the Authority at no additional cost.
The Contractor shall provide on screen instructions and a help facility, to facilitate the upload of scanned written and typed documents, audio recordings and multimedia files via the secure data network and Web Portal.
The Contractor shall transcribe from audio recordings presented in a variety of audio and multimedia coding formats including but not limited to MP3, MP4, avi, wav and ogg, via a secure data network and Web Portal.
The Contractor shall receive and play any type of audio and multimedia formats during the duration of the Contract as required.  The Contractor shall be able to respond to changes in technology and legislation.  
The Contractor shall provide a means of receiving scanned copies of written and typed documents, audio recordings and multimedia files via a secure data network and Web Portal that fully complies with Authority security requirements.
The Contractor shall adhere to ISO27001 in accordance with Attachment 4 – Contract Terms, Schedule 6 – Security Requirements and Plan, throughout the duration of the Contract term.  
The compression rate of the audio or multimedia coding format shall be of sufficient quality to allow the Contractor to accurately hear the audio recording.   If the Contractor intends to automatically compress files utilising the audio recording Equipment provided, the compression rate shall be agreed with the Authority in advance.
The Contractor shall provide and maintain password access to the secure data network and Web Portal. Password resets shall be automated and immediate.
The Contractor shall receive hard copies of documents and CDs for transcription sent by secure courier service or Royal Mail special delivery.
The Contractor shall securely return hard copies of documents and CDs following transcription by secure courier service or Royal Mail special delivery.
The Contractor shall supply a dedicated helpline from 8.00am until 5.00pm Monday to Friday (excluding Bank Holidays) for queries or complaints in relation to both the audio recording Equipment and the Transcription Service. The Authority will notify the Contractor of any changes to Authority operating hours in line with Authority transformation of services, and the Contractor shall be required to facilitate such changes to hours at no additional cost to the Authority.
The Contractor shall be able to accept communication via telephone, fax, email and / or letter.
Alternative Formats
Alternative formats are not required.
Authority Desktop
The Contractor shall ensure that any Contractor IT System is compatible with the Authority’s minimum desktop IT hardware and software requirements, including, but not limited to compatibility with:
Windows 7 operating system (and successors to this operating system);
Internet Explorer 9 (and successors to this web browser);
Those requirements detailed in the Authority Device Specification and the Authority Accessibility Handbook, as detailed in Appendix C – Authority Desktop IT Requirements
The Contractor shall ensure that compatibility with Authority desktop IT hardware and software requirements is maintained in the event of the Authority changing its IT strategy.
The Contractor is solely responsible for ensuring compatibility with the Authority’s desktop hardware and software including associated costs, including, but not limited to provision of:
External peripheral hardware;
Desktop or browser plug-ins; and
Installations of software to Authority workstations.
The Contractor shall make known the rate of change for any software to be installed on the Authority Desktop during mobilisation of the Contract.
The Authority Desktop is managed with an automated software delivery process based on Microsoft SCCM. Any software to be installed on the Authority Desktop shall be compatible with this delivery process.                                                                                                                            
Data Storage 
The Contractor shall hold the Authority’s digital data in a secure environment that is protected from interception, theft, destruction, misdirection or unauthorised monitoring by either intentional or accidental means.
The Contractor shall comply with ISO27001 for data storage at all times during the delivery of the Contract.
The Contractor shall hold the Authority’s data received in physical formats in a secure environment that is protected from interception, theft, destruction, misdirection or unauthorised monitoring by either intentional or accidental means.
Data Retention
The Contractor shall ensure that digital data is securely and permanently deleted when the transcription has been completed, digital data shall be permanently deleted after 30 days of the return of the transcript to the Authority.
The Contractor shall ensure that data received in physical formats is returned securely to the Contractor in accordance with paragraphs 12.14 and 12.15.
Contingency Planning
The Contractor shall comply with the requirements in Appendix A – Business Continuity and Disaster Recovery.
The Contractor shall plan for loss of or damage to assets and services and have a robust continuity plan to ensure maintenance of service to the Authority.  Continuity planning shall comply with ISO22301 and the Authority shall have prior sight of and be assured as to robustness of such plans prior to Contract signature. 
The Contractor shall ensure that a Disaster Recovery Plan is included in their Continuity Plan, as detailed in Appendix A – Business Continuity and Disaster Recovery. 
1. [bookmark: _Toc368573032][bookmark: _Toc473719643]key milestones FOR IMPLEMENTATION
[bookmark: _Toc302637211]Following Contract award, key milestones for implementation shall be made known as part of the activity carried out by the Authority exit/ implementation team.
1. [bookmark: _Toc368573033][bookmark: _Toc473719644]reporting
Monthly Performance Monitoring Reports from the Contractor shall be required in a form to be specified by the Authority. These reports shall be used by the Authority to assist in performance monitoring and invoice clearance processes. Reports shall include but will not be limited to transcription volumes and minutes, separated into file formats, timeliness, backlogs and poor quality recordings. Reports will be required by the last Working Day of each Month.
The Contractor shall work with the Authority to understand forecast volumes and enable the Contractor to mitigate against the risk of service delivery failures.
Exceptions not included within the MI will need to be reported and should include any service failures.
1. [bookmark: _Toc473719645]CONTINUOUS IMPROVEMENT
The Contractor shall improve the way in which the required Services are to be delivered through performance analysis throughout the Contract duration.
The Contractor shall investigate and seek opportunities of new software that can identify a single speaker and attribute transcribed speech to this speaker, when there are more than two people in a room.
The Contractor shall investigate and understand opportunities of new innovations in sound recording for enhanced quality.
The Contractor shall present new ways of working to the Authority during quarterly Contract review meetings.
Changes to the way in which the Services are to be delivered must be brought to the Authority’s attention and agreed prior to any changes being implemented.
The Contractor shall maximise opportunities for digitalisation and use of online portals and review developments in the market for single platform capability with end-to-end processes.
The Contractor shall present opportunities for improvements and possible value to the Authority. 
1. [bookmark: _Toc368573036][bookmark: _Toc473719646]quality STANDARDS 
The Contractor shall maintain a defined Quality assurance process and ensure this is made available to the Authority to check.
The Contractor shall conduct root cause analysis down to individual Transcriber level.
The Contractor shall test and monitor the suitability of Transcribers skills in the following areas:
English Language 
Key Board skills
Hearing
Listening
Accuracy
The Contractor shall brief the Transcriber about the business they are transcribing for.
The Contractor shall use a feedback mechanism to notify Transcribers of failure to meet standards
The Contractor shall agree quality standards with Transcribers upfront and continually monitor those standards.
The Contractor shall ensure the whole recording is transcribed.
The Contractor shall ensure the transcriptions provided are measured against the defined accuracy standards for grammar, spelling and punctuation, as detailed in paragraph 6.3.
The Contractor shall ensure that the transcription of speech within a recording is attributed to the correct speaker in the transcribed output. 
The Contractor shall share details of proposed staff training programmes that supports effective delivery of the service. This shall also include details of their approach to staff engagement to support quality service delivery.
The Contractor shall submit details of any existing Sustainable Development Policy which Promotes Corporate Social Responsibility (CSR) as detailed in Attachment 4 – Contract Terms, Schedule 7, paragraph 2.2.
1. [bookmark: _Toc368573037][bookmark: _Toc473719647]PRICE 
The Contractor shall invoice the Authority on a Price Per Recorded Minute (PPRM) basis, as detailed in Schedule 4 – Contract Price, of Attachment 4 – Contract Terms. The PPRM shall include set up costs incurred by the Contractor.  
One PPRM shall be used in all turnaround times (Standard, Priority and Urgent), as detailed in paragraph 8.2. All request types and source/destination format and this PPRM will be paid for all minutes to be transcribed up to the total volume of 4,344,828 minutes. Once this volume has been exceeded any minutes transcribed above this volume will be paid at an Excess Volume Rate, in accordance with paragraph 2.2 of Schedule 4 – Contract Price within Attachment 4 – Contract Terms. 
[bookmark: _Toc473719648]service levels and key performance indicators 
SERVICE LEVELS
Where it is not possible to transcribe sections of a recording the transcriber shall enter “inaudible” for that section of the tape.
All transcriptions shall be completed on templates developed in conjunction with the Contractor to ensure compatibility. Each transcription request shall specify the template to be used. The templates shall specify the format of the transcript.
The Contractor shall provide the service from 8.00am until 5.00pm Monday to Friday (excluding Bank Holidays) subject to changes to be notified by the Authority, and the Contractor shall be required to meet any changes to the Authority’s normal working hours throughout the duration of the Contract.
The Contractor shall notify the user that the transcription has been completed as soon as the completed transcription is available.  
The Contractor shall provide transcripts in or compatible with Microsoft Word format to enable the Authority to read, amend and print transcriptions.  
KEY PERFORMANCE INDICATORS
The Contractor shall provide the Authority with a verbatim Transcription Service which is 98% accurate within the standards specified in the Specification, priority and urgent timescales for all cases regardless of the turnaround time.
The Contractor shall complete 100% of transcription activity, for standard cases, within five (5) Working Days of receipt. Standard requests will be the majority of requests.
The Contractor shall complete 100% of transcription activity, for priority cases, within three (3) Working Days of receipt. Priority requests will be between 5-10% of the total.
The Contractor shall complete 100% transcription activity, for urgent cases, within one (1) Working Day of receipt. Urgent cases will be exceptional i.e. less than 2% of the total volume.
100% of Re-Work required shall be completed at the latest by 3 pm on the following Working Day of the day that the Contractor received the request for Re-Work. Any requests for Re-Work received after 5pm shall be treated as being received the next Working Day.
The Contractor shall supply all Management Information (MI) as required by the Authority within seven (7) Working Days of the Month end. 
100% of incidences of machines requiring repair reported to the Contractor must result in a working machine being delivered to the location stipulated by the Authority within five (5) Working Days.  Any reported faults requiring repair received after 5pm will be treated as being received the next Working Day.
Management Information (MI) Requirements
The Contractor shall produce reports including, but not limited to:
Volume of minutes taken to transcribe e.g. 1 minute of recorded = 4 minutes to transcribe.
Number of transcription requests received split by originating business area. 
Actual volumes of recorded minutes against forecast provided by the Authority for year to date.
Number of transcripts returned by the Authority for rework that failed to meet quality and accuracy standards.
Volume of recorded minutes returned by the Authority for rework.
Volume of ‘transcribed’ minutes returned by the Authority for rework.
Number of transcription requests received with a total of transcribed minutes split by 1/3/5 Working Day turnaround.
Number of hard copy transcription requests received.
Date hard copy transcription requests received and returned.
Number of Urgent hard copy transcription requests that met one (1) Working Day turnaround also shown as a percentage of Urgent requests returned.
Number of Priority hard copy transcription requests that met three (3) Working Day turnaround also shown as a percentage of Priority requests returned.
Number of Standard hard copy transcription requests that met five (5) Working Day turnaround also shown as a percentage of Standard requests returned.
Number of Urgent hard copy transcription requests that did not meet the one (1) Working Day turnaround and for each case that did not meet this turnaround time, the number of days taken to turnaround (excluding the 1 Working Day allowed for turnaround.)
Number of Re-Work hard copy transcription requests that met one (1) Working Day turnaround.
The total number of hard copy cases where the transcripts have been sent back for Re-Work as a percentage of the total number of hard copy cases received.
Number of transcription requests returned to the Authority split by Urgent, Priority and Standard requests
Number of Urgent transcription requests that met 1 day turnaround also shown as a percentage of Urgent requests returned. 
Number of Priority transcription requests that met 3 day turnaround also shown as a percentage of Priority requests returned 
Number of Standard transcription requests that met 5 day turnaround also shown as a percentage of Standard requests returned.
Number of Urgent transcription requests that did not meet the 1 day turnaround and for each case that did not meet this turnaround time, the number of days taken to turnaround (excluding the one (1) Working Day allowed for turnaround.) 
Number of Re-Work transcription requests that met 1 day turnaround. 
Number of incidents/escalations reported in Month.
Number of quality checks undertaken, number of errors found, shown as % of the total requests in Month.
Number of reported faults that result in the delivery of a working machine to the Authority’s stipulated location within five (5) Working Days of the fault being reported to the Contractor.
Number of reported faults that result in the non-delivery of a working machine to the Authority’s stipulated location within five (5) Working Days of the fault being reported to the Contractor.
Number of reported faults resulting in the Contractor advising the Authority of repair cost exceeding 50% of replacement value or the machine is unrepairable.
Management Information (MI) must include a trend analysis of throughput minutes/requests/turnaround times.
Management Information (MI) shall be available to the Authority Monthly, ideally through a portal with fall back of MI via email in Excel. 
The Contractor shall provide the Authority with the most up to date Management Information (MI) relating to the previous two quarters at least five (5) Working Days before any meeting.
The Authority shall require no more than 10 staff to have access to the Management Information (MI) portal subject to changes required by the Authority.
The Contractor shall provide a telephone contact point so that originators of request for work may query with the Contractor the progress of the work, or for other operational reasons which will arise from time to time.
Service Credits
Service Credits will apply, as detailed in Appendix 1 Service Credits, within Attachment 4 Contract Terms, which will cover Quality, turnaround times (Standard, Priority and Urgent) and rework. Each Service Credit shall represent a % reduction to the invoice value for the Month in which the failure against service standards occurs. Failure of multiple service standards will attract multiple service credits. 
1. [bookmark: _Toc368573038][bookmark: _Toc473719649]STAFF AND AUTHORITY SERVICE
7. The Contractor is required to produce a proposed Operating Model which enables the Authority to gain an understanding of the Contractor’s business, which includes but is not limited to:
0. details of end to end processes,  including management of requests and deliverables;
0. organisational structures, including roles and responsibilities;
0. technology infrastructure, hardware and software, including any Management Information system;
0. identification of all third parties used, and the services they supply, including how you will secure market insight by working with a Supply Chain and Sub Contractors to size and scale the service; and
0. details of Contractor sites, location, addresses.
The Authority requires the Contractor to provide a sufficient level of resource throughout the duration of the Off-Site Transcription, Typing and Equipment Maintenance Services Contract to meet required service standards in order to consistently deliver a quality service to all Parties. 
The Contractor shall provide details of the level of resource, capacity and planned deployment across this Contract to meet the Authority’s Transcription volumes.
The Contractor shall provide details of workflow management procedures.
Contractor’s Staff assigned to the Off-Site Transcription, Typing and Equipment Maintenance Services Contract shall have the relevant skills and experience to deliver the Services as described in paragraph B3 in Attachment 4 – Contract Terms. 
The Contractor shall ensure that staff understand the Authority’s vision and objectives and will provide an excellent quality service to the Authority throughout the duration of the Contract.  
Staff employed by the Contractor, shall operate under the direction and control of the Contractor, who shall be responsible for their conduct and welfare at all times.
1. [bookmark: _Toc473719650]Account Management and CONTRACTOR Responsibilities
The Contractor shall appoint a National Account Manager (Contractor Representative) with a Contract Manager/Account team. The names and contact details of the persons who will be allocated as the account handlers shall be provided. The Authority or the Agent reserves the right to request an alternative Contractor Representative and Contract Manager if required.
The dedicated National Account Manager tasks shall include, but not be limited to:
Acting as an escalation point for queries, advice and issues
Identification of opportunities for improvements
Trend analysis
Preparation for Contract review meetings
Fulfilling requests for information
Savings analysis
Preparation of proposals
Information security
Incident Handling and responses
Identifying areas for improvement to the Authority using Management Information and trend analysis
The Contractor shall ensure all correspondence regarding Contractual issues is appropriately referenced and sent to the Authority as appropriate.
The Contractor shall ensure that the Contractors Representative is accessible to the Authority at all times during the Authority’s normal working hours (Mon – Fri 8:00am to 5.00pm) (excluding Bank Holidays) in order to discuss operational matters.  All Contractual matters shall be dealt with directly by the Contractor and the Authority’s Representative.  The Authority shall notify the Contractor of any future Authority operating hours in line with the Authority transformation of services, and the Contractor shall be required to meet any changes to the Authority’s normal working hours throughout the duration of the Contract
The Authority may make ad hoc requests for Management Information and support for Freedom of Information requests, Parliamentary Questions or Ministerial Responses, relevant to the Authority all of which shall be provided at no additional cost. The Contractor shall note that such responses are often required within 24 hours or less and should be prepared to work to whatever deadline the Authority proposes/stipulates.
The Contractor National Account Manager shall at all times liaise closely with the Authority Key Personnel.
The Contractor shall establish a change process with the Authority to manage any changes to the Transcription Service, this includes the way in which changes are notified and communicated to the Authority.
The Contractor Account Management team shall ensure that all appropriate staff are fully briefed on the nature and details of the Contract and subsequent changes.
The Contractor shall provide details of their organisation premises including the address, telephone, fax and email details and how they will interface with the Authority.
The Contractor shall attend Strategic Review Meetings every quarter throughout the Contract Period. The meeting shall be attended by the National Account Manager and the Contractor staff as appropriate. The Authority representatives shall attend quarterly meeting and Monthly operational meetings which will be attended by appropriate Contractor staff.
All Contractor Travel and Subsistence expenses incurred by the Contractor in performance of this Contract shall be borne by the Contractor and will not be reimbursable by the Authority.
The Contractor must manage the performance of Transcription Service staff to ensure the relevant service level is achieved.
Quarterly Strategic meetings shall include, but not be restricted to the following topics:-
Overall performance against Key Performance Indicators, in accordance with the agreed performance management procedure.
Volume and expenditure trends for all aspects of the service (volumes to include Monthly and rolling year to date trends)
Compliance and satisfaction levels
Business Continuity issues and updates
Demand Management and trend analysis
Opportunities for innovation, efficiencies and value for money savings
Proposals for improvements on any area of the Contract
Review of market conditions/intelligence
Financial Stability
Review of risk assessment
Consideration of security incidents and trends, other security issues and review of Security Plan
Apprenticeship and Skills return
Baseline Personnel Security Standard (BPSS)
The Contractor shall bear all their costs associated with Account Management including attendance at Account Management meetings which may be held at the Authority or the Contractor’s premises.
1. [bookmark: _Toc473719651]Staff Vetting
The Contractor shall comply with Staff Vetting Procedures in respect of all persons employed or engaged in the provision of the Services. The Contractor shall confirm that all persons employed or engaged by the Contractor or any of its Sub-Contractors shall have complied with the Staff Vetting Procedures prior to commencing the Services. See Appendix B – Personnel Security Standard.
The Contractor shall provide training on a continuing basis for all Contractor Staff employed or engaged in the provision of the Services in compliance with the Security Policy and Security Plan as detailed at paragraph 3 of Appendices A and B of Schedule 6 – Security Requirements and Plan, within Attachment 4 – Contract Terms.
The Contractor shall help the Authority to contribute on its mission on Social Value to transform lives by enabling and supporting disadvantaged people into work, increasing social inclusion and developing the workforce utilising a Guaranteed Interview Scheme and offering apprenticeships.
[bookmark: _Toc368573039]The Contractor shall use a recruitment process that complies in full with the Equality Discrimination Act 2010.
1. [bookmark: _Toc368573040][bookmark: _Toc473719652]Security REQUIREMENTS
Contractors shall meet all Authority Security Requirements as detailed in Schedule 6 of Attachment 4 – Contract Terms. 
The data security classification shall be the OFFICIAL-SENSITIVE TIER. The Government Security Classifications 2014 may be accessed here:
https://www.gov.uk/government/publications/government-security-classifications
The Contractor shall securely deliver all elements of the Authority’s requirements for transcription, and shall take appropriate measures to ensure the security of Authority restricted information, which may include but are not limited to:
Secure production site with secure building access and physical site security control mechanisms and systems;
Secure storage facilities with controlled access;
Secure transcription areas with controlled access;
Provision of secure destruction and disposal of documentation produced resultant of a transcription (including waste) as per paragraph 12.14; 
Implementation of Authority policies and procedures which specifically address the protection of the Authority restricted information which the Contractor may have access to in the course of fulfilling the requirement; and/or
Provision of 3rd party Contract personnel who have been subject to and who have cleared the Baseline Personnel Security Standard (BPSS).
Any person who has access to Authority Data shall have the appropriate level of security clearance. BPSS clearance is required.
The Contractor shall have a clearly documented hierarchy of access provided to and agreed by the Authority.
The Contractor shall have a clearly documented list of named personnel who can access Authority Data.  This must specify levels of data access for each individual.
The Contractor shall ensure that all systems and processes used for the monitoring and recording of User access, are robust, provide a clear audit trail of access to data by named individuals. This information must be made available to the Authority if requested. 
An electronic copy of the transcription shall be returned to the Authority Officer by secure electronic data transfer and in adherence to industry good practice for data protection based on ISO 27002 minimum standards.
Whilst in the possession of the Contractor all data/assets relating to this Contract shall be stored safely and securely on site in accordance with security requirements. The Authority shall check and approve all security arrangements (as outlined in Schedule 6 of the Attachment 4 – Contract Terms).
The Contractor shall manage and mitigate risks that are specifically related to the protection of information; Personal Data (and data about Personal Data) and other confidential information held.
The Contractor shall allow the Authority Security Personnel to visit and inspect their premises at any given time.
Any recommendations made by the Authority’s Security Personnel shall be implemented by the Contractor, at their costs, in order to meet and achieve the Authority’s Security Accreditation requirements.
The Contractor shall provide the Authority with the facility to upload scanned copies of written and typed documents, audio recordings and multimedia files via a secure data network.
The Contractor shall return data related to transcription requests in the manner in which it was sent, unless otherwise specified , and any data recorded resulting from  a transcription request must be securely and permanently deleted within 30 days of the returned transcript.
The completed transcriptions shall be returned to the Authority via a secure data network and Web Portal in adherence to industry good practice for data protection, based on ISO 27002 as a minimum. 
The Authority shall use their approved Courier Network to deliver to the Contractor, any CDs, DVDs and hard copy documents requiring transcription. Fragile items such as CDs and DVDs shall be packaged within a padded envelope to prevent damage and then double packaged in the appropriate packaging. All other items shall be single packaged. 
The Contractor shall return any CDs, DVDs and hard copy items packaged as described above by the Authority Courier network or Royal Mail Special delivery where the Authority Courier Network is not available. 
The Contractor shall ensure that the tape/disk/hard copy is returned in good condition, in accordance with the Cabinet Office Security Policy Framework and as defined by the client Authority.  The envelope or package used to return the tape/disk/hard copy must bear the name and address of the sender.
The Contractor shall clearly set out their storage, retention and disposal policy for digital assets, including hard drives and servers which might contain Authority information. 
The Contractor shall describe the physical security measures protecting access to their premises in general and for maintenance of their ICT Equipment and media storage areas in particular.
Any technology used in the transcription process shall support the following functionality:
Provide secure authentication using unique credentials;
Mandates a session time-out or lockout period for periods of inactivity requiring re-authentication;
Restrict the use of copy and paste functionality to prevent leakage from outside of the transcription tools local environment;
Restrict the use of print screen functionality;
Prevent data from being downloaded to a transcriber’s local environment in an uncontrolled or un-encrypted (plain text) manner which may lead to data loss, leakage or uncontrolled data retention within the local environment;
Secure file/data encryption while in transit and at rest; and
Provide an automated access denial mechanism to the raw data and the final product once transcription is completed. Where possible all record of raw data, communications, final output and transcriber’s hand written notes shall be deleted. The Contractor must have all relevant processes and controls, and audit trails to demonstrate that this is fully undertaken.  
Incident Reporting
As soon as the Contractor becomes aware it shall immediately report any incident affecting or potentially affecting the Authority as appropriate. The Contractor shall undertake an immediate investigation and shall provide feedback on findings, including corrective actions required and trends observed to the Authority within 24 hours of the incident being reported by telephone/email.
Serious incidents include but are not limited to:
Any items which have been stolen whilst in the Contractors possession;
Any items that are found in unauthorised area e.g. outside the Contractors nominated premises/secure working area;
Any loss of the Authority’s data (the Authority’s data is at all times the property of the Authority).
The Contractor shall in the event of a serious incident provide from within Senior Management an escalation contact point within 1 hour of notification. It shall be the responsibility of the Contractor to pursue the investigation and mitigation of the incident to the satisfaction of the Authority on request.
The Contractor shall have in place an effective and efficient incident handling procedure for dealing with security incidents including, but not limited to:
Early identification of any loss of data;
Early notification to the Authority on any security incidents;
Set procedures in place to conduct thorough premises searches;
Provide a holding response/acknowledgment within 24 hours of notification;
Ability to provide immediate feedback on investigations to the Authority contact that may be requested at any time from the notification of the incident;
Internal escalation procedures in place to notify senior Contract Managers and security managers;
Ability within workforce planning to provide on-site management and assurance to ascertain the causes of the security breach and implement any immediate actions in mitigation;
And final report writing procedures in agreement with the Authority as below:
Full written responses to incidents within five (5) Working Days of the initial notification;
Full cooperation with any requests for written reports and information pertaining to security incidents that may be requested by the Information Commissioners Office (ICO).
The Contractor shall use a secure method for such communications which may include as an example a web site, secure email notification, fax and follow up telephone call etc. as agreed in writing with the Authority as appropriate.
The Contractor shall ensure the implementation of security controls and how they shall comply to CESG BC and HMG Security Policy Framework, as detailed at the link below and Industry best practice is documented, with associated security policies and standards:
https://www.gov.uk/government/publications/security-policy-framework
The Contractor shall ensure that prior to the Commencement Date and annually thereafter, that they shall commission CHECK compliant Penetration Testing with an approved CESG provider.   Further information on CESG penetration testing can be found at:
https://www.cesg.gov.uk/articles/using-check-provider
https://www.cesg.gov.uk/scheme/penetration-testing
The Contractor shall ensure that Authority’s information and Data is secured in a manner that complies with the Government Security Classification Policy rating of OFFICIAL-SENSITIVE. The Contractor shall ensure that the Government Security Classification Policy rating is also applied when information and Data is transmitted across all applicable networks and/or in line with the Authority’s requirements.
The Contractor shall, where required, have the capability to employ encryption to information / Data which shall be sent across a network or extracted by electronic means. The Contractor shall ensure that the level of encryption complies in full with the Government Security Classification Policy rating of OFFICIAL-SENSITIVE and/or in line with the Contracting Authority’s requirements.
The Contractor shall ensure that any suspected or actual security breaches are reported to Authority representative immediately.
1. [bookmark: _Toc473719653]Health and Safety
The Contractor shall demonstrate a satisfactory approach to health and safety in the workplace, which is compliant with OHSAS 18001 Occupational Health and Safety Management System standard, or an equivalent or successive standards for the duration of the Contract. 
The Contractor shall have a system in place to identify risks to personnel’s welfare from transcribing distressing material, and provide assistance where required to individuals. This will be at the Contractors expense.
1. [bookmark: _Toc368573041][bookmark: _Toc473719654]intellectual property rights (ipr)
The Contractor shall agree that all Intellectual Property generated during the lifetime of the Contract which has been used to provide the services to the Authority are owned by Authority.
The Authority also brings to the Contractor’s attention that Transcription Services are carried out by some internal Authority staff.  The Authority reserves the right to continue with or increase use of such arrangements as it sees necessary.
Under no circumstances must the Contractor release transcripts or copies of transcripts to any unauthorised persons. Also, under no circumstances must the Contractor make additional copies of the recording unless authorised to do so by email by the Authority nominated contact.  
1. [bookmark: _Toc473719655]IMPLEMENTATION AND TESTING
The Contractor shall cover all aspects of the transfer of a seamless service between the Incumbent Contractor and themselves, ensuring there is no loss of service and maintaining business continuity.
The implementation process shall be professionally carried out in an agreed timescale, with the service fully operational by 1 June 2018.
The Contractor will provide the following in accordance with the timescales outlined in Schedule 1 of Attachment 4 – Contract Terms, which include, but are not limited to: A draft Implementation Plan to be submitted within five (5) Working Days of the Award Date.
Assign appropriate Project Manager / resources to ensure a successful design, build, test, assurance and implementation.
Provide governance structures, including RACI's, escalation procedures, terms of reference for meetings etc. - this can be developed in conjunction with the Authority as necessary.
Develop and agree a detailed Implementation Plan, including all Contractor assumptions, risks, issues and decisions, by no later than 26 January 2018.  
Work with current Incumbent Contractor to understand the exit from the current service and how this will align with the Implementation Plan, to ensure a seamless service for the Authority by the 23 February 2018.
The Contractor shall provide details of any guidance documents that will be made available to users within the Authority during the Contract term, along with details of Key Personnel and their relevant skills and experience for those individuals who will be responsible for training any Key Personnel within the Authority.
Understand and work with the current Authority Contractors, including couriers, to impact the full Contractor chain to identify dependencies.
Work with the Incumbent Contractor and the Authority to define functional requirements for the technical solutions.
Full test of service
Supply a full testing plan and schedule, including but not limited to:
Component Testing;
Integration and System Testing;
Performance Testing;
Security Testing;
User Acceptance Testing;
Field Acceptance Testing;
Any appropriate pilot schemes within the designated Authority operational area; 
work with the Authority to develop and agree appropriate communication strategies for impacted areas.
Ensure appropriate representation to all meetings scheduled by the Authority.
The Contractor will work with the authority to agree all test criteria.
The Contractor must supply results of all completed tests and assurance that all tests have been successful.
Work collaboratively with the Authority to identify any appropriate learning and development or guidance that is required.
Develop any agreed learning and development and guidance material with the Authority if applicable.
Provide the Authority with the following, ideally in the form of a Contract handbook:
Process maps and verbal description of how end users can receive the Contracted provision and their role in relation to the Contract.
Key client and Contractor contact details for queries/ complaints and escalations.
Issue and incident processes.
Complaint and escalation processes.
Agreed new service KPIs/ SLAs and how assurance will be provided that    these are being met/are being adhered to.
The Contractor must produce and adhere to Management Information (MI) terms and reporting schedules.
Business Continuity and Disaster Recovery Plans and processes.
The Contractor shall, if appropriate, contribute to any go live management communications in the early stages of new Contract go live.
The Contractor shall work with the Authority to agree change control mechanisms in the live running of the service.
The Contractor shall supply and agree with the Authority their Implementation Plan which will detail the implementation approach and milestones for the service to be fully operational by 1 June 2018. 
The Contractor is required to provide a named exit manager 12 Months before the Contract ends and produce an exit plan for Authority Approval 6 Months before the Contract ends.
The Contractor shall work collaboratively with existing Contractors of services to the Authority, agree approach and transition with the Authority including quality assurance/control, to ensure a successful delivery and a smooth and seamless transition without loss of service and maintaining business continuity.
To assure the Authority that the Contractor is able to deliver a fully operational service by the Commencement Date, the Contractor shall provide detailed Implementation plans to demonstrate how it will contribute to the smooth transition from the incumbent to the  Contractor to  include, but is not limited to:
A task profile;
MI/Activity Reports;
Service Level Agreements;
TUPE;
Business Continuity;
Performance Management;
Measurement and management of progress during implementation; 
Security (Staffing, Premises and IT Security);
Security and transportation of ‘hardcopy’ transcription requests (secure network) Training;
Guidance;
Key activity steps and milestones over the implementation period;
Risks and Mitigation actions;
Dependencies and control measures;
1. [bookmark: _Toc368573043][bookmark: _Toc473719656]Location 
The Contractor shall ensure that all transcription is undertaken on secure premises.  The premises will be subject to the relevant checks by the Authority Security Department.
The service shall be provided from secure UK premises provided by the Contractor and approved by the Authority.  The Contractor must comply with all directions given by the Authority with regard to maintaining security and confidentiality as detailed in Attachment 4 - Contract Terms, Schedule 6.
1. [bookmark: _Toc364925527][bookmark: _Toc368573044][bookmark: _Toc473719657]dURATION OF THE CONTRACT
The duration of the Contract shall be for 4 Years.
The Authority reserves the right to extend this Contract by up to 1 period of 12 Months, to a maximum of five (5) years, by giving the Contractor three (3) Months’ advanced notice in writing.
The Contractor agrees that the option to extend is entirely at the discretion of the Authority and that there is no guarantee of this extension being implemented. 



[bookmark: _Toc473719658]Appendix A – business continuity and disaster recovery

1. [bookmark: _Toc473216321][bookmark: _Toc473719659]	Business continuity and disaster recovery plan   (bcdr)
Within thirty (30) Working Days from the Award Date the Contractor shall prepare and deliver to the Authority for the Authority’s written Approval a plan, which shall detail the processes and arrangements that the Contractor shall follow to:
Ensure continuity of the business processes and operations supported by the Services following any failure or disruption of any element of the Services; and
The recovery of the Services in the event of a Disaster.
The BCDR Plan shall:
Be divided into three parts:
a. Part A which shall set out general principles applicable to the BCDR Plan; 
b. Part B which shall relate to business continuity (the “Business Continuity Plan”); and
c. Part C which shall relate to Disaster Recovery (the “Disaster Recovery Plan”); and
Unless otherwise required by the Authority in writing, be based upon and be consistent with the provisions of paragraphs 3, 4 and 5.
Following receipt of the draft BCDR Plan from the Contractor, the Authority shall:
Review and comment on the draft BCDR Plan as soon as reasonably practicable; and
Notify the Contractor in writing that it approves or rejects the draft BCDR Plan no later than twenty (20) Working Days after the date on which the draft BCDR Plan is first delivered to the Authority. 
If the Authority rejects the draft BCDR Plan:
The Authority shall inform the Contractor in writing of its reasons for its rejection; and
The Contractor shall then revise the draft BCDR Plan (taking reasonable account of the Authority’s comments) and shall re-submit a revised draft BCDR Plan to the Authority for the Authority's Approval within twenty (20) Working Days of the date of the Authority’s notice of rejection. The provisions of paragraphs 2.3 and 2.4 of this Schedule shall apply again to any resubmitted draft BCDR Plan, provided that either Party may refer any disputed matters for resolution by the Dispute Resolution Procedure at any time.


1. [bookmark: _Toc473216322][bookmark: _Toc473719660]PART A OF THE BCDR PLAN AND GENERAL PRINCIPLES AND REQUIREMENTS
Part A of the BCDR Plan shall:
Set out how the business continuity and Disaster Recovery elements of the BCDR Plan link to each other;
Provide details of how the invocation of any element of the BCDR Plan may impact upon the operation of the provision of the Services and any services provided to the Authority by a Related Contractor;
Contain an obligation upon the Contractor to liaise with the Authority and (at the Authority’s request) any Related Contractors with respect to issues concerning business continuity and Disaster Recovery where applicable;
Detail how the BCDR Plan links and interoperates with any overarching and/or connected Disaster Recovery or Business Continuity Plan of the Authority and any of its other Related Contractor in each case as notified to the Contractor by the Authority from time to time;
Contain a communication strategy including details of an incident and problem management service and advice and help desk facility which can be accessed via multi-channels (including but without limitation a web-site (with FAQs), e-mail, phone and fax) for both portable and desk top configurations, where required by the Authority;
Contain a risk analysis, including:
a. Failure or disruption scenarios and assessments and estimates of frequency of occurrence;
b. Identification of any single points of failure within the provision of Services and processes for managing the risks arising therefrom;
c. Identification of risks arising from the interaction of the provision of Services and with the services provided by a Related Contractor; and
d. A business impact analysis (detailing the impact on business processes and operations) of different anticipated failures or disruptions;
Provide for documentation of processes, including business processes, and procedures;
Set out key contact details (including roles and responsibilities) for the Contractor (and any Sub-Contractors) and for the Authority;
Identify the procedures for reverting to “normal service”;
Set out method(s) of recovering or updating data collected (or which ought to have been collected) during a failure or disruption to ensure that there is no more than the accepted amount of data loss and to preserve data integrity;
Identify the responsibilities (if any) that the Authority has agreed it will assume in the event of the invocation of the BCDR Plan; and
Provide for the provision of technical advice and assistance to key contacts at the Authority as notified by the Authority from time to time to inform decisions in support of the Authority’s Business Continuity Plans.
The BCDR Plan shall be designed so as to ensure that:
The Services are provided in accordance with this Contract at all times during and after the invocation of the BCDR Plan;
The adverse impact of any Disaster, service failure, or disruption on the operations of the Authority is minimal as far as reasonably possible;
It complies with the relevant provisions of ISO22301 and all other industry standards from time to time in force; and
There is a process for the management of Disaster Recovery testing detailed in the BCDR Plan.
The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes to the Services or to the business processes facilitated by and the business operations supported by the provision of Services.
The Contractor shall not be entitled to any relief from its obligations under the Service Levels or to any increase in the Contract Price to the extent that a Disaster occurs as a consequence of any breach by the Contractor of this Contract.
1. [bookmark: _Toc473216323][bookmark: _Toc473719661]BUSINESS CONTINUITY PLAN - PRINCIPLES AND CONTENTS
The Business Continuity Plan shall set out the arrangements that are to be invoked to ensure that the business processes and operations facilitated by the provision of Services remain supported and to ensure continuity of the business operations supported by the Services including, unless the Authority expressly states otherwise in writing:
the alternative processes (including business processes), options and responsibilities that may be adopted in the event of a failure in or disruption to the provision of Services; and
the steps to be taken by the Contractor upon resumption of the provision of Services in order to address any prevailing effect of the failure or disruption including a root cause analysis of the failure or disruption.
The Business Continuity Plan shall:
address the various possible levels of failures of or disruptions to the provision of Services;
set out the services to be provided and the steps to be taken to remedy the different levels of failures of and disruption to the Services (such goods, services and steps, the “Business Continuity Services”);
specify any applicable Service Levels with respect to the provision of the Business Continuity Services and details of any agreed relaxation to the Service Levels in respect of the provision of other Services during any period of invocation of the Business Continuity Plan; and
clearly set out the conditions and/or circumstances under which the Business Continuity Plan is invoked.
1. [bookmark: _Toc473216324][bookmark: _Toc473719662]DISASTER RECOVERY PLAN - PRINCIPLES AND CONTENTS
The Disaster Recovery Plan shall be designed so as to ensure that upon the occurrence of a Disaster the Contractor ensures continuity of the business operations of the Authority supported by the Services following any Disaster or during any period of service failure or disruption with, as far as reasonably possible, minimal adverse impact.
The Disaster Recovery Plan shall be invoked only upon the occurrence of a Disaster. 
The Disaster Recovery Plan shall include the following:
the technical design and build specification of the Disaster Recovery System;
details of the procedures and processes to be put in place by the Contractor in relation to the Disaster Recovery System and the provision of the Disaster Recovery Services and any testing of the same including but not limited to the following:
a. Data Centre and Disaster Recovery site audits;
b. Back-up methodology and details of the Contractor's approach to data back-up and data verification;
c. Identification of all potential Disaster scenarios;
d. Risk analysis;
e. Documentation of processes and procedures;
f. Hardware configuration details;
g. Network planning including details of all relevant data networks and communication links;
h. Invocation rules;
i. Service recovery procedures; and
j. Steps to be taken upon resumption of the provision of Services to address any prevailing effect of the failure or disruption of the provision of Services;
Any applicable Service Levels with respect to the provision of the Disaster Recovery Services and details of any agreed relaxation to the Service Levels in respect of the provision of other Services during any period of invocation of the Disaster Recovery Plan;
Details of how the Contractor shall ensure compliance with security standards  ensuring that compliance is maintained for any period during which the Disaster Recovery Plan is invoked;
Access controls to any Disaster Recovery sites used by the Contractor in relation to its obligations pursuant to this Schedule; and
Testing and management arrangements.
1. [bookmark: _Toc473216325][bookmark: _Toc473719663]REVIEW AND AMENDMENT OF THE BCDR PLAN
The Contractor shall review the BCDR Plan (and the risk analysis on which it is based):
On a regular basis and as a minimum once every six (6) Months;
Within three (3) Months of the BCDR Plan (or any part) having been invoked pursuant to paragraph 7; and
Where the Authority requests any additional reviews (over and above those provided for in paragraphs 5.1.1 and 5.1.2 of this Schedule) by notifying the Contractor to such effect in writing, whereupon the Contractor shall conduct such reviews in accordance with the Authority’s written requirements. Prior to starting its review, the Contractor shall provide an accurate written estimate of the total costs payable by the Authority for the Authority’s Approval.  The costs of both Parties of any such additional reviews shall be met by the Authority except that the Contractor shall not be entitled to charge the Authority for any costs that it may incur above any estimate without the Authority’s prior written Approval. The Contractor is responsible for any overspend unless prior agreement from the Authority has been sought and gained.
Each review of the BCDR Plan pursuant to paragraph 5.1 of this Schedule shall be a review of the procedures and methodologies set out in the BCDR Plan and shall assess their suitability having regard to any change to the Services or any underlying business processes and operations facilitated by or supported by the Services which have taken place since the later of the original Approval of the BCDR Plan or the last review of the BCDR Plan and shall also have regard to any occurrence of any event since that date (or the likelihood of any such event taking place in the foreseeable future) which may increase the likelihood of the need to invoke the BCDR Plan. The review shall be completed by the Contractor within the period required by the BCDR Plan or, if no such period is required, within such period as the Authority shall reasonably require.  The Contractor shall, within twenty (20) Working Days of the conclusion of each such review of the BCDR Plan, provide to the Authority a report (a “Review Report”) setting out:
the findings of the review;
any changes in the risk profile associated with the provision of Services; and
the Contractor's proposals (the “Contractor's Proposals”) for addressing any changes in the risk profile and its proposals for amendments to the BCDR Plan following the review detailing the impact (if any and to the extent that the Contractor can reasonably be expected to be aware of the same) that the implementation of such proposals may have on any goods, services or systems provided by a third party.
Following receipt of the Review Report and the Contractor’s Proposals, the Authority shall:
review and comment on the Review Report and the Contractor’s Proposals as soon as reasonably practicable; and
notify the Contractor in writing that it approves or rejects the Review Report and the Contractor’s Proposals no later than twenty (20) Working Days after the date on which they are first delivered to the Authority. 
If the Authority rejects the Review Report and/or the Contractor’s Proposals:
the Authority shall inform the Contractor in writing of its reasons for its rejection; and
the Contractor shall then revise the Review Report and/or the Contractor’s Proposals as the case may be (taking reasonable account of the Authority’s comments and carrying out any necessary actions in connection with the revision) and shall re-submit a revised Review Report and/or revised Contractor’s Proposals to the Authority for the Authority’s Approval within twenty (20) Working Days of the date of the Authority’s notice of rejection. The provisions of paragraphs 5.3 and 5.4 of this Schedule shall apply again to any resubmitted Review Report and Contractor’s Proposals, provided that either Party may refer any disputed matters for resolution by the Dispute Resolution Procedure at any time.
The Contractor shall as soon as is reasonably practicable after receiving the Authority’s Approval of the Contractor's Proposals (having regard to the significance of any risks highlighted in the Review Report) effect any change in its practices or procedures necessary so as to give effect to the Contractor's Proposals. Any such change shall be at the Contractor’s expense unless it can be reasonably shown that the changes are required because of a material change to the risk profile of the Services.
1. [bookmark: _Toc473216326][bookmark: _Toc473719664]TESTING OF THE BCDR PLAN
The Contractor shall test the BCDR Plan on a regular basis (and in any event not less than once in every Contract Year).  Subject to paragraph 6.2 of this Schedule, the Authority may require the Contractor to conduct additional tests of some or all aspects of the BCDR Plan at any time where the Authority considers it necessary, including where there has been any change to the Services or any underlying business processes, or on the occurrence of any event which may increase the likelihood of the need to implement the BCDR Plan.
If the Authority requires an additional test of the BCDR Plan, it shall give the Contractor written notice and the Contractor shall conduct the test in accordance with the Authority’s requirements and the relevant provisions of the BCDR Plan.  The Contractor's costs of the additional test shall be borne by the Authority unless the BCDR Plan fails the additional test in which case the Contractor's costs of that failed test shall be borne by the Contractor.
The Contractor shall undertake and manage testing of the BCDR Plan in full consultation with the Authority and shall liaise with the Authority in respect of the planning, performance, and review, of each test, and shall comply with the reasonable requirements of the Authority in this regard.  Each test shall be carried out under the supervision of the Authority or its nominee.
The Contractor shall ensure that any use by it or any Sub-Contractor of “live” data in such testing is first approved with the Authority. Copies of live test data used in any such testing shall be (if so required by the Authority) destroyed or returned to the Authority on completion of the test.
The Contractor shall, within twenty (20) Working Days of the conclusion of each test, provide to the Authority a report setting out:
the outcome of the test;
any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed by the test; and
the Contractor's proposals for remedying any such failures.
Following each test, the Contractor shall take all measures requested by the Authority, (including requests for the re-testing of the BCDR Plan) to remedy any failures in the BCDR Plan and such remedial activity and re-testing shall be completed by the Contractor, at no additional cost to the Authority, by the date reasonably required by the Authority and set out in such notice.
For the avoidance of doubt, the carrying out of a test of the BCDR Plan (including a test of the BCDR Plan procedures) shall not relieve the Contractor of any of its obligations under this Contract.
The Contractor shall also perform a test of the BCDR Plan in the event of any major reconfiguration of the Services or as otherwise reasonably requested by the Authority.
1. [bookmark: _Toc473216327][bookmark: _Toc473719665]INVOCATION OF THE BCDR PLAN
In the event of a complete loss of service or in the event of a Disaster, the Contractor shall immediately invoke the BCDR Plan (and shall inform the Authority promptly of such invocation). In all other instances the Contractor shall invoke or test the BCDR Plan only with the prior consent of the Authority.
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1. [bookmark: _Toc473216328][bookmark: _Toc473719667][bookmark: p1]Overview of the Standard 

Except as shown at paragraphs 1.2, 1.3 and 1.6 below, in respect of each member (or prospective member) of the Contractor’s Staff to be given access to the Authority’s Assets, (defined as premises, systems, information or data), the Contractor is required to verify the four elements outlined below:
· Identity;
· Employment History (for a minimum of past 3 years);
· Nationality and Immigration Status;
· Criminal Record (unspent convictions only).
[bookmark: _Ref210454551]The Standard need not be applied in those cases where Contractor’s Staff accessing the Authority’s Assets are accompanied and supervised by the Authority’s Personnel at all times.   
[bookmark: _Ref210454616]For commercial agreements already in place at the time the Standard was first introduced as a requirement (e.g. those Contracts/framework agreements where the requirement to comply with the Standard was implemented by means of a formal ‘variation to Contract/agreement’); the requirements of the Standard do not apply retrospectively to current members of the Contractor’s Staff who already have access to Authority’s Assets in the course of their duties. 
For any new commercial agreements (including where an Incumbent Contractor is successful in retaining the work) the requirements of the Standard, and compliance with all Security Requirements, apply to ALL members of the Contractor’s Staff to be given access to the Authority’s Assets.   
There is no requirement to repeat the verification process for any individual member of staff, providing they remain continuously employed by the Contractor (e.g. once an individual has met the requirements of the Standard, the checks do not have to be repeated during any period of continuous employment with that Contractor). Suitable records must be kept by the Contractor to indicate that an individual member of staff has met the requirements of the Standard, for the duration of the Contract.  
[bookmark: _Ref229881585]Where the Contract of employment of an individual member of staff transfers from one organisation to another under the terms of the TUPE Regulations the receiving organisation must satisfy itself that the Standard has been met. To help do this, it may request from the supplying organisation copies of the HMG Baseline Personnel Security Standard Verification Record (Annex A) and also any associated documentation where this has been retained. For those members of staff where this information is not available, the receiving organisation will be required to undertake the checking and verification process itself.   
The Contractor shall ensure that any sub-Contracting arrangements which are approved by the Authority’s Representative and which include access to the Authority’s Assets by the sub-Contractor’s staff include the requirements of the Standard and shall be responsible for ensuring the full compliance of sub-Contractors with such requirements. The Contractor should note specially that the information provided in Annex D (Contractors Declaration) should include information in respect of Sub-Contractor’s Staff.  
Information collected at each stage of the process should be reviewed and assessed and recorded on the Verification Record (a suggested template document is provided as Annex A). Refusal by an individual to provide any of the required information should be taken into account by the Contractor when making the employment decision.
To allow the four elements of the Standard to be verified, individuals should be asked to provide the following:
· Confirmation of name, date of birth and address;
· National Insurance number or other unique personal identifying number where appropriate;
· Full details of previous employers (name, address and dates), for a minimum of past 3 years;
· Confirmation of any necessary qualifications/licences;
· Educational details and references where someone is new to the workforce when these are considered necessary;
· Confirmation of permission to work in the United Kingdom, if appropriate;
· A Criminal Record Declaration Form (a suggested template document is provided as Annex C) 
Having obtained this information, the Contractor must, in all cases, take steps to confirm the accuracy of the information provided. Ensure that there are no obvious gaps and that the information is consistent by cross-referencing the data provided. The guidance provided in the following sections of this document, recommends methods of checking or confirming the accuracy of the information provided by the individual.
Following a conditional offer of employment, a ‘Basic Disclosure Certificate’ should be obtained from Disclosure Scotland (www.disclosurescotland.co.uk) to confirm the accuracy of the information regarding unspent convictions provided on the Criminal Record Declaration Form. Further details of this process can be found in section 6 of this document.
Unless stated otherwise in the relevant commercial agreement, the Contractor is required to satisfactorily complete this process in respect of each individual before they are permitted to access the Authority’s Assets.
Where the Contractor utilises existing processes and/or documentation which are, equivalent to and no less strict, than those laid down in the Standard, these can continue to be utilised, providing that such processes or documentation fully capture all the information required to ensure that the requirements of the Standard are met in full.
Where Contractor’s Staff based outside the United Kingdom are required to access the Authority’s Assets, the Contractor shall ensure that appropriate and robust procedures, which comply with relevant local legislation, are in place to carry out checks which are as far as possible broadly equivalent to those outlined in the Standard. A copy of these procedures should be provided to the Authority for their Approval. Note specially that the information on criminal convictions available from Disclosure Scotland is largely confined to UK residents and offences committed in the United Kingdom. The Security Industry Authority website does include guidance on obtaining a criminal record check in a number of countries (ignore the information included about ‘your licence application’ at the end of certain of the entries as this relates to SIA application procedures). The Disclosure Scotland site also includes limited information on overseas criminal record checks: 
· Overseas criminal record checker (this link will take you to the Security Industry Authority website)
· Disclosure Scotland website

1. [bookmark: _Toc473216329][bookmark: _Toc473719668][bookmark: p2]Verification of Identity
The individual’s full name and signature date of birth and full permanent address should be corroborated using as many of the following qualifying documents as is considered necessary on a case-by-case basis. Only original documents should be used for identification purposes – copies are not appropriate. Where a signature has not previously been provided (e.g. because of an e-application), the individual should be asked to provide it at a later date (e.g. at interview), for checking against relevant documentation:
· Current signed full passport, travel document, National ID Card and/or other documentation related to immigration status and permission to work (see further guidance on verification of nationality and immigration status in section 5 of this document);
· Current UK photocard driving licence;
· Current full UK driving licence (old version);
· Current benefit book or card or original notification letter from the DWP confirming the right to benefit);
· Building industry sub-Contractor’s certificate issued by HMRC;
· Recent HMRC tax notification;
· Current firearms certificate;
· Birth certificate (long version only);
· Adoption certificate;
· Marriage certificate;
· Divorce, dissolution or annulment papers;
· Civil Partnership Certificate;
· Citizencard (www.citizencard.com);
· Gender recognition certificate;
· Police registration document;
· HM Forces identity card;
· Proof of residence from a financial institution;
· Confirmation from an Electoral Register search that a person of that name lives at that address*;
· Recent original utility bill or certificate from a utility company confirming the arrangement to pay for the services at a fixed address on prepayment terms*;
· Local authority tax bill (valid for current year)*;
· Bank, building society or credit union statement or passbook containing current address*;
· Recent original mortgage statement from a recognised lender*;
· Current local council rent card or tenancy agreement*;
· Court Order*.
Not all documents are of equal value. The ideal is a document that is issued by a trustworthy and reliable source, is difficult to forge, has been dated and is current, contains the owners name, photograph and signature and itself requires some evidence of identity before being issued (e.g. a passport). Those marked with an * should be recent (at least one should be within the last six Months unless there is a good reason why not) and should contain the name and address of the applicant.
Where individuals do not have photo ID, they should be asked to provide additional identifying documents from the list. Where they are unable to provide adequate identifying documents (e.g. because of age, lack of residence, etc), discretion should be exercised, taking into account all other material obtained through the recruitment process. Where this appears genuinely to be a problem, the individual should be asked to provide a passport sized photograph of him/herself endorsed on the back with the signature of a person of some standing in the individual’s community (e.g. a JP, medical practitioner, officer of the armed forces, teacher, lecturer, lawyer, bank manager, civil servant, etc) and accompanied by a signed statement, completed by the same person, stating the period of time that the individual has been known to them (minimum 3 years). The statement, itself, should always be checked to ensure that the signature matches the one on the back of the photograph and that it contains a legible name, address and telephone number. The signatory should be contacted to check that he or she did, in fact, complete the statement.
The following techniques can be used to help confirm the authenticity of identity documents provided by the individual:
· Examine the documents carefully to make sure that they are originals and not copies or photocopies;
· Where possible, compare with examples of known original documents, checking paper type, typeface, watermarks and the like (e.g. passports and driving licences contain a number of design features);
· Examine the documents for alteration or signs that the photograph have been tampered with or replaced (a bright light or the more sophisticated ultra-violet lamp can be useful for this purpose);
· Check that any signature on the documents compares with other examples and, if practicable, ask the candidate to sign something in the presence of an authorised individual;
· Check that details given on the documents correspond with what is already known about the individual;
· Take a note of the condition of documents in relation to issue dates, particularly where they appear to be new and referee coverage is barely adequate.
Guidance on ID documentation checks is available from the Centre for the Protection of the National Infrastructure (CPNI) 2015: https://www.cpni.gov.uk/system/files/documents/f2/0b/pre-employment-screening-document-verification-guidance.pdf
1. [bookmark: p3][bookmark: _Toc473216330][bookmark: _Toc473719669]National Insurance Number (NINO)
25. National Insurance Numbers (NINOs) can be acquired fraudulently and therefore they should not be accepted as a sole means of identification or as a wholly reliable indicator of entitlement to work in the UK. 
25. As of July 2011 HM Revenue and Customs stopped issuing NI number cards to adults (mainly foreign nationals), this has been replaced with a letter that will be issued by DWP.
25. As of October 2011 HM Revenue and Customs stopped issuing NI number cards to Juveniles (young people) and now issue a letter.
25. National Insurance cards however, will still be in circulation for those individuals who received cards prior to July/October 2011.
1. [bookmark: p4][bookmark: _Toc473216331][bookmark: _Toc473719670]Verification of Employment History
26. Although the Contractor may continue to seek suitable references if they wish, they are not required as part of the Standard. To satisfy themselves that prospective employees have been honest and are not concealing associations or gaps, the Contractor should, as a minimum, verify recent (minimum of past 3 years) employment history. Approaches to a previous and/or current employer should not be made without the individual’s prior written permission. For periods of self-employment, the individual should be asked to co-operate in providing evidence (e.g. from bankers, accountants, solicitors, trade or client references etc), as appropriate, confirming that the individual’s business was properly conducted and was terminated satisfactorily.
26. Where the Contractor continues to seek references, reasonable steps should be taken to ensure they are genuine, especially where they appear less than convincing (e.g. are provided on poor quality paper or contain basic spelling or grammatical errors). Such checks might include:  
· Telephoning the author to confirm they provided the reference. In these circumstances the telephone number should be ascertained independently. A telephone number supplied by the individual being checked should not be relied upon;
· Checking the existence of the employer (e.g. that it appears in the phone book or relevant business directories).
26. The Contractor may wish to use the Employment History/Reference Report Form provided at Annex B when seeking verification of employment history/references. It is designed to help former employers provide relevant information about the individual and minimise the effort involved to prompt a quick response. Alternatively, for speed and to keep delays in the process to a minimum, the Contractor may wish to e-mail former employers for confirmation of an individual’s employment history. In these circumstances, email addresses should be ascertained independently. An email address supplied by the individual being checked should not be relied on. The telephone can be used to check details already provided (e.g. in writing or by email), but it is not recommended as an initial or sole means of verifying employment history and/or obtaining references unless it is clear that the person on the other end is who they claim to be. Where the telephone continues to be used for this purpose, the details should still be recorded.
26. Depending on the individual’s circumstances, the following actions may also be required:
· Where an individual has been overseas for 6 Months or more during the previous 3 years, every effort should be made to verify employment details or obtain a reference from an overseas employer;
· Where for any reason, confirmation of employment history or an employer’ reference is not available, a personal reference should be obtained from a referee of some standing in the individuals community (e.g. a JP, medical practitioner, officer of the armed forces, teacher, lecturer, lawyer, bank manager, civil servant, etc). (This is not necessary if the period of coverage is less than 6 Months).
· Where an individual has been in full time education during the period, confirmation or a reference should also be obtained from the relevant academic institution(s).
26. It may also be possible to make use of an electronic CV checking service to assist with this process; there are a number of commercial products and service providers available.
1. [bookmark: _Toc473216332][bookmark: _Toc473719671][bookmark: p5]Verification of Nationality and Immigration Status
27. Under the Immigration, Asylum and Nationality Act 2006, it is an offence for any person to employ a person aged 16 or over who is subject to immigration control, unless that person has valid and SUBSISTING LEAVE TO ENTER OR REMAIN IN THE UK, WHICH DOES NOT PROHIBIT him from taking up the employment in question, or unless certain other conditions are fulfilled.
27. Guidance on the obligations of employers and the steps they must take to avoid penalties are contained in the document ‘Prevention of Illegal Working – Comprehensive Guidance for Employers on Preventing Illegal Working’, produced by the Home Office Border & Immigration Agency; which is available via the Home Office website (www.homeoffice.gov.uk) or via the hyperlink below:
Preventing illegal working: guidance booklets for United Kingdom employers
1. Verification of Criminal Record (“unspent” convictions only)
28. Individuals should be asked to complete a ‘Criminal Record Declaration Form’ (a suggested template document is provided as Annex C). This form relies entirely on the honesty of the individual to provide complete and accurate information and it is, therefore, necessary to obtain independent verification of the information that has been provided. Further guidance on how this should be done is shown later in this section. 
28. In completing the form, individuals should disclose criminal convictions that are unspent under The Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013. Under the Act, most convictions become spent after five years because most lead to a fine or community order. Those convictions that result in short prison sentences take longer, while convictions that lead to conditional discharge orders generally become spent after the orders have expired. Cautions, reprimands and final warnings, which are formal admonishments mainly given in police stations, usually become spent instantly. Other Information about the rehabilitation periods for this is available at www.nacro.org.uk.  
28. Where unspent convictions have been declared, the Contractor will wish to consider:
· The number of offences and their seriousness. In general a number of offences and convictions resulting in prison sentences will be of greater concern than single convictions and those that have resulted in fines and discharge orders. Those offences that result in community penalties are generally more serious than those that result in fines and discharge orders, but less serious than those that result in imprisonment.
· The relevance of the offence(s). In general, the relevant offences in relation to the Authority’s Assets are property offences, notably theft and fraud, but also criminal damage. Other offences, such as drink-driving, assault and public order offences may in some instances be serious, but are not necessarily relevant to a particular post.
· The length of time since the offence occurred. While there will always be exceptions to this rule, Home Office statistics show that if someone goes more than two years from conviction or release from prison without re-offending, their chances of being cautioned or convicted again is considerably reduced. 
· The nature and background of the offence. Offence labels tend to sound worse than the behaviours they describe and the circumstances behind individual offences vary from the mitigating to the sorely aggravating. It is important to speak to individuals about their offences in order to make assessment about whether they represent a risk or not. 
· The individual’s attitude to the offence and evidence of change. Many offenders will regret what they have done and feel a sense of remorse. Many will have been young at the time of their offences and will have matured and settled down and are unlikely to get into trouble again. This is especially true of young women but is also true of young men, although generally they take longer to settle down.
28. It must be stressed that the Authority is committed to combating social exclusion and is in no way mandating or encouraging the exclusion of individuals purely because they have an unspent criminal conviction.  While some individuals are likely to be unsuitable because of the nature and seriousness of their offences, there should be no blanket bans. Rather the best way to determine whether an individual is a risk is by discussing their offences and their attitudes to those offences with them. Decisions should not be made without giving individuals the opportunity to discuss their offences.
28. [bookmark: p13][bookmark: _Ref228696221]Except in the cases outlined at paragraph 6.7 below, independent verification of the information provided in respect of unspent convictions, should be obtained by means of a ‘Basic Disclosure Certificate’ which can be obtained from Disclosure Scotland (www.disclosurescotland.co.uk). A ‘Basic Disclosure Certificate’ is available to anyone, for any purpose, subject to confirmation of the identity of the applicant and payment of the appropriate fee. The ‘Basic Disclosure Certificate’ will contain details of convictions held in central police records which are “unspent” according to the ROA, or will state that there are no such convictions. Only one copy is issued, normally to the individual and will not be provided directly to employers or prospective employers unless by prior agreement with Disclosure Scotland (see paragraph 6.6 below).
28. [bookmark: _Ref210537968]For those organisations that are likely to have a high volume of demand for this service, Disclosure Scotland should be contacted directly to discuss the possibility of allowing the organisation to register as a ‘Responsible Body’ with them. Such registration would, with the prior written consent of each individual applicant, allow for the Basic Disclosure Certificate to be sent directly to the organisations HR team and for additional features, such as Monthly invoicing to be provided. No charge is levied for registration for those organisations where only Basic Disclosure Certificates are to be provided. Disclosure Scotland has indicated that it would be able to provide assistance in implementing a suitable process. 
28. [bookmark: _Ref210538013]Those organisations recruiting people to work with children and vulnerable adults or to specified professional, licensing and regulatory bodies have additional legal obligations which require them to obtain a different type of criminal record Disclosure Certificate. These ‘Standard’ or ‘Enhanced’ Disclosure Certificates provide details of all convictions and not just those which are unspent. In England and Wales this service is provided by Disclosure and Barring Service (DBS) (previously the Criminal Records Bureau) and in Scotland by Disclosure Scotland. Organisations using this service are not required to duplicate effort by also following the process outlined in paragraph 6.5 above. For the purposes of applying the HMG baseline Personnel Security Standard such organisations should, however, seek to identify and disregard spent convictions. 
28. The availability of the ‘Basic Disclosure Certificate’ service should be seen as complementary to existing recruitment practice and should only be requested after a candidate has been provided with a conditional offer of employment. 
28. The Authority may request the Contractor to supply evidence that Disclosures have been issued in respect of each of their employees prior to that individual being given access to the Authority’s Assets. Such evidence could include being provided with Disclosure Certificate numbers (note that in accordance with Part V of the Police Act 1997, unless the Authority has input to the recruitment decision, it has no right to view the actual Disclosure Certificate).  
28. Note specially that the information on criminal convictions available from Disclosure Scotland is largely confined to UK residents and offences committed in the United Kingdom. The Security Industry Authority website does include guidance on obtaining an criminal record check in a number of countries (ignore the information included about ‘your licence application’ at the end of certain of the entries as this relates to SIA application procedures). The Disclosure Scotland website also includes limited information on overseas criminal record checks. 
· Overseas criminal record checker (this link will take you to the Security Industry Authority website)
· Disclosure Scotland website
1. [bookmark: p10][bookmark: _Toc473216334][bookmark: _Toc473719673]Post Verification Process
29. Details of the checks carried out in each case and the results should be recorded on the HMG Baseline Personnel Security Standard Verification Record (Annex A) or similar document and the completed verification record should be retained on the individual’s personnel record.
29. It remains the responsibility of the Contractor to ensure that they fully comply with the provisions of the Data Protection Act 1998 in respect of access to and retention of data held by them.
29. Within one Month of the end of each calendar year (e.g. by 31st January for year ending 31st December), or more frequently where specified by the Authority’s Representative, the Contractor shall confirm in writing, using the Contractor’s Declaration provided as Annex D, that the Standard has been fully complied with in respect of each member (or prospective member) of their Staff, or their sub-Contractor’s staff, to be given access to the Authority’s Assets. 
29. Additionally, the Contractor shall provide a Contractor’s Declaration (Annex D) within 4-weeks of the start of any new commercial agreement, in order to confirm that they have undertaken the necessary actions as part of implementation activity.  
29. Subject to their obligations under the Data Protection Act 1998, the Contractor shall, on request, provide the Authority’s Representative with any additional documentary evidence requested to prove their compliance with the Standard. 
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[bookmark: p7]Annex A

HMG BASELINE PERSONNEL SECURITY STANDARD 
VERIFICATION RECORD

	1. Employee/Applicant Details

	Surname:

	Forenames:

	Address:


	


	

	Postcode:

	Date of birth:

	Place of birth (town/country):

	Nationality:
(with dates if applicable)
	Former or dual nationality:



	2. Certification of Identity

	Document:
	Date of issue:

	a)

	

	b)

	

	c)

	

	d)

	



	3. References (if taken)

	a) Referee:

	Relationship:

	Address:


	


	Length of association:


	

	b) Referee:

	Relationship:

	Address:

	

	

	

	Length of association:

	

	
	

	c) Referee:

	Relationship:

	Address:

	

	

	

	Length of association:

	



4. Other Information (i.e. verification of employment history (past 3 years); verification of nationality and immigration status; unspent criminal record declaration and independent verification via Disclosure Scotland; academic certificates seen; additional checks carried out; etc).



	I certify that in accordance with the HMG Baseline Personnel Security Standard:
· I have personally examined the documents listed at 2 above and have satisfactorily established the identity of the above named employee/applicant;
· I have obtained the references (if taken) and information listed at 3 and 4 above and can confirm that these satisfy the requirements.

	Name:


	Appointment/Post:


	Signature:

	Date:



	Important: Data Protection Act (1998). This form contains “personal” data as defined by the Data Protection Act 1998. It has been supplied to the appropriate HR or security authority exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or security authority must protect the information provided and ensure that it is not passed to anyone who is not authorised to see it.





[bookmark: p8]ANNEX B

HMG BASELINE PERSONNEL SECURITY STANDARD
EMPLOYMENT HISTORY/REFERENCE REPORT FORM

(The draft covering letter shown below may be used together with the HMG Baseline Personnel Security Standard Employment History/Reference Report Form overleaf. Alternatively the Contractor may wish to include the Report Form with their normal letter requesting employment history / references, or gather the required information using other standard documentation).

Dear [          ],

SUBJECT: [                     ]

You may be aware that we are required to verify employment history / seek references to help confirm the reliability of persons who may have access to Government Assets (defined as premises, systems, information or data). The person named above (who is an employee of / has applied for employment with) this organisation comes within the terms of this procedure.

S/he has given us your name as a (previous employer) / (personal acquaintance willing to give such a reference). It would be appreciated, therefore, if you would be good enough to let us have (confirmation (with dates) of his/her employment with you / (any information about him/her which you think may help us in assessing his/her reliability) by completing the attached Report Form and returning it to us by no later than [insert date]. Your reply will be treated in the strictest confidence.

Your cooperation and understanding in this matter will be greatly appreciated.

Yours sincerely



[Signed]


SUBJECT: [                     ]


	1. How long did the subject work for you and in what capacity?

	From:

	To:

	Capacity i.e. appointment/post)




	2. Are you related to the subject? If so, please state your relationship.

	




	3. Over what period have you known the subject?

	From:

	To:



	4. Please state the nature and depth of your acquaintance.

	




	5. Do you believe the subject to be strictly honest, conscientious and discreet?

	




	6. Do you know of any factor concerning the subject which might cause his/her fitness for employment on sensitive work to be questioned? If so, please give details.
(Among the factors which are relevant are significant financial difficulties, abuse of alcohol or drugs, an extravagant mode of living or signs of mental or physical illness which may impair judgement or reliability.)

	





(Important note – remove before issue. To avoid difficulties in relation to the Disability Discrimination Act 1995, the Contractor should note that in the case of mental or physical illness there will need to be a proper assessment of whether the person’s condition genuinely is a barrier to carrying out the role in question. It is very important to avoid assumptions about the effects which a particular condition (e.g. depression) may have on a person’s ability to carry out their job.)

	Name:




	Signature:
	Date:


	Contact address:


	


	Postcode:
	Tel No:


	E-mail:




	Company Name and Address (Stamp if applicable):








	Important: Data Protection Act (1998). This form contains “personal” data as defined by the Data Protection Act 1998. It has been supplied to the appropriate HR or security authority exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or security authority must protect the information provided and ensure that it is not passed to anyone who is not authorised to see it.
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[bookmark: p9]ANNEX C
	
HMG BASELINE PERSONNEL SECURITY STANDARD
CRIMINAL RECORD DECLARATION FORM
(for access to Government assets)

	Note: If a conditional offer of employment is made to you, you will be required to obtain and produce for inspection, a ‘Basic Disclosure’ Certificate from Disclosure Scotland (who provide this service for posts located throughout the UK), which provides an independent check against the National Collection of Criminal Records to confirm the accuracy of the information provided in this Form.   



The company named at the bottom of this form has Government Contracts, some or all of which require it to access Government Assets (defined as premises, systems, information or data). The company has a duty to protect these assets and this obligation extends to its employees and agents. Since you are, or may become, such a person please complete the following sections:  

	Surname:


	Full Forenames:


	Full permanent address:


	


	
	Date of Birth:




	1. Do you have any unspent convictions, cautions, reprimands or warnings?

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  



	2. Have you ever been convicted by a Court Martial or sentenced to detention or dismissal whilst serving in the Armed Forces of the UK or any Commonwealth or foreign country? You need not declare convictions which are “spent” under the Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013.

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  




	3. Do you know of any other matters in your background which might cause your reliability or suitability to have access to government assets to be called into question?

YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)  



	If you answered ‘YES’ to any of the questions on this form, please give details below.









I declare that the information I have given on this form is true and complete to the best of my knowledge and belief. In addition, I understand that any false information or deliberate omission in the information I have given on this form may disqualify me for employment in connection with Government Contracts. I undertake to notify any material changes in the information I have given above, including any future criminal convictions, to the HR or security authority concerned.

	Signature:

	

	Date:

	



	The information you have given above will be treated in strict confidence.



	Important: Data Protection Act (1998). This form asks you to supply “personal” data as defined by the Data Protection Act 1998. You will be supplying this data to the appropriate HR or security authority where it may be processed exclusively for the purpose of a check against the National Collection of Criminal Records. The HR or security authority will protect the information which you provide and will ensure that it is not passed to anyone who is not authorised to see it.
By signing the declaration on this form, you are explicitly consenting for the data you provide to be processed in the manner described above. If you have any concerns, about any of the questions or what we will do with the information you provide, please contact the person who issued this form for further information. 



	Name and address of Sponsoring Company:






[bookmark: P11]
ANNEX D

HMG BASELINE PERSONNEL SECURITY STANDARD
CONTRACTOR’S DECLARATION
	Contract/Framework Agreement Title:
	

	Contract/Framework Agreement Reference No
	



	1. Review Period:

	From:
	To:



	2. Number of Staff 
	Contractor’s Staff
	Sub-Contractor’s Staff

	(a) Number of staff granted access to DWP Assets for the first time in the review period under the terms of the above Contract/Framework Agreement Number
	
	

	(b) Number of the above staff in respect of whom the HMG Baseline Security Standard checks have been fully completed
	
	

	(c) Number of the above staff in respect of whom the HMG Baseline Security Standard checks are not yet completed (where specifically authorised)
	
	



	I hereby warrant that during the review period shown above, all staff employed by this organisation and by approved sub-Contractors who have been granted access to Department for Work and Pensions (DWP) Assets (defined as premises, systems, information or data) for the first time under the terms of the above Contract/Framework Agreement Number, have been assessed for their suitability to do so in accordance with the requirements of the HMG Baseline Personnel Security Standard, except as indicated at 2(c) above.

	Name:


	Job Title:


	On behalf of (organisation):


	Signature:

	Date:



	Important: The Contractor should note that a false declaration above may be considered to be a fundamental breach of Contractual obligations and under certain circumstances may constitute criminal negligence.    




APPENDIX C – AUTHORITY DESKTOP IT REQUIREMENTS

Authority Device Specification



Authority Accessibility Handbook




Appendix D – Authority Recording Equipment

1. This Appendix provides information on the Recording machines currently held by DWP and GIAA that will require maintenance and repair by the Contractor.
	
	DWP Fraud and Error Service
	Government Internal Audit Agency

	Number of recording machines.  
Recording machine model and year of purchase.
	752 AV Niche AIRLight Audio Interview Recorders with rechargeable battery base module (RB2BM) Purchased in 2014.
	21 AV Niche AIRLight Audio Interview Recorders – Light (without rechargeable battery base module) Purchased in 2009.

	Number of repairs to  recording machines requested during last 2 years
	74
	2

	Locations of recording machines.
	Recording machines are located nationally.  Locations will be supplied to the winning Contractor.
	Recording machines are located nationally.  Locations will be supplied to the winning Contractor.

	Current process for repair.
	1. DWP user calls Contractor Helpdesk. 
2. Contractor helpdesk takes details of the fault and completes the warranty form.
3. Contractor emails a copy of the completed form to DWP user and the recording machine manufacturer.
4. The recording machine manufacturer issues a replacement machine to the DWP user.
5. DWP user returns the faulty machine to the manufacturer in the box provided.
6. DWP user contacts the Contractor helpdesk to advise that the replacement has been received and the faulty machine has been returned to the manufacturer.
	1. GIAA user calls recording machine manufacturer to report fault.
2. GIAA user arranges for recording machine to be sent to the manufacturer via courier.
3. The manufacturer repairs and then returns the recording machine to the GIAA user.





Appendix E – Glossary

	“Account Team”
	means the individuals authorised to act on behalf of the Contractor’s Contract Manager for the purposes of a the Contract between the Authority and the Contractor. 

	“Agent”
	means Crown Commercial Service, acting on behalf of the Authority.

	“Approval”
	means the prior written consent of the Authority including consent provided by email by the Authority’s Representative

	“Apprentices”
	means people given practical training with study in the form of an apprenticeship which is organised through the National Apprenticeship Service

	“Authority”
	means the Secretary of State for Work and Pensions.

	“Authority’s Assets”
	means any premises, systems, information or data which is owned, occupied, used or in the possession of the Authority.

	“Authority Data”
	a)	the data, guidance, specifications, instructions, toolkits, plans, databases, patents, patterns, models, design, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:-

(i)	supplied to the Contractor by or on behalf of the Authority; or

(ii)	which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or

b)	any Personal Data and any Sensitive Personal Data for which the Authority is the Data Controller. 


	“Authority ICT System”
	means the Authority’s computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Authority or the Contractor in connection with the Contract which is owned by or licensed to the Authority by a third party and which interfaces with the Contractor ICT system or which is necessary for the 	Authority to receive the Services.		

	“Authority’s Personnel”
	means persons directly employed by the Authority.

	“Authority’s Premises”
	means any premises owned by the Authority or for which the Authority has legal responsibility.

	“Authority’s Representative”
	means the representative(s) of the Authority authorised to act on behalf of the Secretary of State for Work and Pensions on all matters relating to the Contract.



	“Authority Software”
	means software which is owned by or licensed to the Authority, including software which is, or will be used by the Contractor for the purpose of providing the Services but excluding the Contractor Software.

	“Authority’s Security Accreditation”
	means the demonstration that adequate security controls are in place to protect the information that the Contractor processes or holds. The accreditation process identifies and mitigates risks, ensuring they are within the Authority’s risk appetite. Where risks are above the Authority’s appetite, the accreditation process ensures they are understood and agreed by the appropriate person.

	“Authority Security Personnel”
	means persons employed by the Authority to advise on security and ensure that adequate security controls are in place.

	“Award Date”
	means the date from when this Contract becomes legally binding. The Contract will take effect (is awarded or made) on the date of the second party’s signature which is the Award Date.

	“Baseline Personnel Security Standard” or “BPSS”
	means the standard of pre-employment screening required of civil servants, members of the armed forces, temporary staff and government Contractors, as detailed at:    https://www.gov.uk/government/publications/government-baseline-personnel-security-standard

	“Basic Disclosure Certificate”
	means a document, issued by Disclosure Scotland (www.disclosurescotland.co.uk), which provides independent verification of an individual’s record of “unspent” criminal convictions.

	“Breach of Security”
	means the occurrence of unauthorised access to or use of the Premises, the Authority’s Premises, the Services, the Authority ICT System, the Contractor ICT system or any ICT or data (including the Authority’s Data), any Personal Data and any Sensitive Personal Data used by the Authority or the Contractor in connection with this Contract.

	“Bribery Act 2010”
	means the Bribery Act 2010 and any subordinate legislation made under that Act from time to time together with any guidance or codes of practice issued by the relevant government department concerning the legislation.

	“Business Continuity Plan”
	means any plan prepared as directed in clause H5.6 of Attachment 4 – Contract Terms, as may be amended from time to time.

	“Change Communication”
	means any Operational Change Request, Operational Change Confirmation, Change Request, Impact Assessment, Change Authorisation Note or other communication sent or required to be sent pursuant to the Change Control Procedure.

	“Change Control Procedure”
	means the procedure for changing this Contract, as set out in Schedule 11 (Change Control Procedure) of Attachment 4 – Contract Terms.

	“Change Request”
	means a written request for a Contract Change which shall be substantially in the form of Appendix 1 of Schedule 11 (Change Control Procedure) of Attachment 4 – Contract Terms.

	“Commencement Date”
	means 1 June 2018 and is date when the Contractor (or any Sub-Contractor) commences the supply of the Services (or any part of the Services) under this Contract.

	“Commercially Sensitive Information”
	means the Information:-

(i) Which is listed in Schedule 5 (Commercially Sensitive Information) of the contract;

(ii) notified to the Authority in writing (prior to the Commencement Date) which has been clearly marked as Commercially Sensitive Information which is provided by the Contractor to the Authority in confidence; or

(iii) which constitutes a trade secret.

	“Commercially Sensitive Information Schedule”
	means the information which is listed in Schedule 5 of Attachment 4 – Contract Terms containing a list of the Commercially Sensitive Information provided by the Contractor.

	“Commercial Optimisation Review”
	means the governance process that is put in place to periodically review the costs of the Contract and in collaboration with the Contractor, proactively assess cost reductions measures that may be implemented.


	“Commercial Optimisation Review Board”
	means the collective representatives of the Contractor and the Authority charged with the responsibility for undertaking the Commercial Optimisation Review.

	“Communication Protocols”
	means a system for exchanging messages between computing system.

	“Confidential Information”
	means:

a)	any information which has been designated as confidential by either Party in writing or that ought reasonably to be considered as confidential (however it is conveyed or on whatever media it is stored) including information that relates to the business, affairs, developments, trade secrets, know-how, personnel and Contract suppliers of the Contractor, including Intellectual Property Rights, together with all information derived from the above, and any other information clearly designated as being confidential (whether or not it is marked as “confidential”) or which ought reasonably to be considered to be confidential; and

b)	the Commercially Sensitive Information and does not include any information: 

i)	which was public knowledge at the time of disclosure (otherwise than by breach of clause E4 (Confidential Information));

ii)	which was in the possession of the receiving Party, without restriction as to its disclosure, before receiving it from the disclosing Party; 

iii)	which is received from a third party (who lawfully acquired it) without restriction as to its disclosure; or

iv)	is independently developed without access to the Confidential Information.

	“Contract”
	means this written agreement between the Authority and the Contractor consisting of this specification and the terms and conditions of contract and any attached Schedules, Appendices and any document referred to in Attachment 4 – Contract Terms, Schedule, including this Specification, Clarifications, the Tender, the Implementation Plan and the Contractor Guidance.

	“Contract Change”
	means any change, amendment, Variation, restatement or supplement to this Contract other than an Operational Change.

	“Contract Manager”
	means an individual authorised to act on behalf of the Contractor’s National Account Manager for the purposes of the Contract between the Authority and the Contractor.

	“Contract Period”
	means the period from the Award Date to: 

a)	the date of expiry set out in clause A2 of Attachment 4 – Contract Terms (Initial Contract Period), or
b)	where clause F8 of Attachment 4 Contract Terms is used following an extension pursuant to clause F9 (Extension of Initial Contract Period), the date of expiry of the extended period, or
c)	such earlier date of termination or partial termination of the Contract in accordance with the Law or the provisions of the Contract. 

	“Contract Price”
	means the price (exclusive of any applicable VAT), payable to the Contractor by the Authority under the Contract, as set out in the Prices and Rates Schedule, for the full and proper performance by the Contractor of its obligations under the Contract where Clause C4 of Attachment 4 Contract Terms is used but before taking into account the effect of any adjustment of price in accordance with clause C4 (Price Adjustment on Extension of Initial Contract Period).

	“Contract Year”
	means each year of the Contract from the Commencement Date

	“Contractor”
	means the person, partnership or company with whom the Authority enters into the Contract.

	“Contractor’s Final Personnel List”
	means a list provided by the Contractor of all those persons who will transfer under the TUPE Regulations on the Service Transfer Date.





	“Contractor Guidance
	means the instructions and recommended practices, including any instructions of an operational nature, and/or relating to Sustainable Development and promotion of race equality and non-discrimination, copies of which have been provided by the Authority to the Contractor prior to the Commencement Date including but not limited to the Transparency Guidance document at https://www.gov.uk/government/publications/procurement-and-contracting-transparency-requirements-guidance and any other instructions and recommended practices notified by the Authority to the Contractor from time to time.

	“Contractor’s Provisional Personnel List”
	means a list prepared and updated by the Contractor of all those persons who are at the date of the list wholly or mainly engaged in or assigned to the provision of the Services or any relevant part of the Services which it is envisaged as at the date of such list will no longer be provided by the Contractor.

	“Contractor Representative”
	means the individual authorised to act on behalf of the Contractor for the purposes of a specific commercial agreement between the Authority and the Contractor.  

	“Contractor Software”
	means software owned or licensed to the Contractor, including software which is or will be used by the Contractor for the purposes of providing the Services.  

	“Contractor’s Staff”
	means all persons used by the Contractor to perform services under a specific commercial agreement and includes sub-Contractor’s staff.

	“Criminal Record Declaration Form”
	means a self-declaration of unspent criminal
convictions provided by a member of the Contractor’s Staff, an example of which is provided as Annex C to Appendix B of this document.

	“Crown”
	means the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and The Welsh Government), including, but not limited to, government ministers, government departments, government and particular bodies, and government agencies. In this Contract, the Authority is acting as part of the Crown.

	“Data Centre”
	means a facility used to hold computer systems.

	“Data Controller”
	shall have the same meaning as set out in the DPA.

	“Data Subject”
	shall have the same meaning as set out in the DPA.

	“Default”
	means any breach of the obligations of the relevant Party (including but not limited to fundamental breach or breach of a fundamental term) or any other default, act, omission, negligence or statement of the relevant Party or the Staff in connection with or in relation to the subject-matter of the Contract and in respect of which such Party is liable to the other.

	“Directive”
	means EC Council Directive 2001/23/EC.

	“Disability Confident Employer”
	means an employer who has achieved this status through the Disability Confident Scheme and has registered their commitment to recruit and retain Disabled People and people with health conditions.

	“Disability Confident Scheme”
	is a scheme which aims to help employers make the most of the opportunities provided by employing Disabled People. It is voluntary and has been developed by employers and Disabled People’s representatives. 

	“Disabled Person”
	means a person who under section 6 and Schedule 1 of the Equality Act 2010 has a physical or mental impairment that has a substantial and long-term adverse effect on their ability to do normal daily activities.

	“Data Protection Legislation”
	means the Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating to processing of Personal Data and Sensitive Personal Data and privacy, including where applicable the guidance and codes of practice issued by the Information Commissioner (as amended from time to time).


	“Disaster”
	means a disruption to the Service that requires a switch to a second site or alternative provision, including, but not limited to, Force Majeure.

	“Disaster Recovery”
	means the recovery and continuity of the Services in the event of a Disaster.

	“Disaster Recovery Plan”
	has the meaning given to it by paragraph 4 of Appendix A – Business Continuity and Disaster Recovery.

	“Disaster Recovery Services”
	has the meaning given to it in Appendix A.

	“DOTAS”
	means the Disclosure of Tax Avoidance Schemes rules which require a promoter of tax schemes to tell HM Revenue and Customs of any specified notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained  in Part 7 of the Finance Act 2004 and as extended to the National Insurance Contributions by the National Insurance Contribution (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI 2012/1868 made under s.132A Social Security Administration Act 1992.


	“DPA”
	means the Data Protection Act 1998 and any subordinate legislation made under such Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such legislation.


	“DWP Offshoring Policy”
	means the Authority’s policy and procedures in relation to hosting or accessing the Authority ICT System or official information outside of the UK including Landed Resources as advised to the Contractor by the Authority from time to time.


	“Earned Profit”
	means the revenue remaining once all costs associated with running the Service have been met.


	“Eligible Employee”
	means any Fair Deal Employee who at the relevant time is an eligible employee as defined in the Admission Agreement.


	“Employment Experience”
	means an opportunity for an unemployed person to undertake unpaid work for an employer, to provide an understanding of a working environment and develop employment related skills. Employment experience opportunities must not replace paid jobs in the organisation.

	“Environmental Information Regulations”
	means the Environmental Information Regulations 2004 and any guidance and/or codes of practice issued by the Information Commissioner or relevant government department 	in relation to such regulations.

	“Equipment”
	means the Contractor’s equipment, plant, materials and such other items supplied and used by the Contractor in the performance of its obligations under the Contract.

	“Excess Volume Rate”
	means the Price Per Recorded minute that the Authority will be charged when the number of recorded minutes to be transcribed has exceeded 4,334,828 minutes.

	“Ex-Offenders”
	means an individual who has an unspent criminal conviction under  The Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013 or The Rehabilitation of Offenders Act 1974 (Exclusions and Exceptions) Scotland Order 2013

	“Fair Deal Employees”
	means those Transferring Employees who are on the Relevant Transfer Date entitled to the protection of New Fair Deal or become entitled to the protection of New Fair Deal on the Relevant Transfer Date by virtue of having originally transferred pursuant to a Relevant Transfer under the TUPE Regulations (or the predecessor legislation) from employment with a public sector employer and who were once eligible to participate in the Schemes.

	“Financial Model”
	means the pricing methodology set out in Schedule 4 (including the spreadsheet cost breakdown model) that governs the prices and rates payable in respect of the Services provided by the Contractor as part of its Tender (as varied in accordance with the provisions of this Contract).

	“FOIA”
	means the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such legislation.

	“Fraud”
	means any offence under Law or common law creating offences in respect of fraudulent acts, fraudulent acts in relation to the Contract, defrauding or attempting to defraud or conspiring to defraud the Crown.


	“Fraud Referral and Intervention Management System” or “FRAIMS”
	means the Authority computer system used for recording information relating to benefit fraud allegations and investigations. 

	“Freedom of Information”
	means the right of access to information, printed documents, computer files, letters, emails, photographs and sound/video recordings held by the Authority.

	“General Anti-Abuse Rule”
	means:-

a)  	the legislation in Part 5 of the Finance Act 2013; and

b) 		any future legislation introduced into parliament to counteract tax advantages arising from abusive arrangements to avoid national insurance contributions. 

	“Good Industry Practice”
	means standards, practices, methods and procedures conforming to the Law and the degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar type of undertaking under the same or similar circumstances. 

	“Guarantee”
	means the deed of guarantee in favour of the Authority entered into by the Guarantor on or about the date of the Contract (which is substantially in the form set out in Schedule 10 (Parent Company Guarantee) or such similar form acceptable to the Authority from time to time).

	“Guaranteed Interview Scheme”
	means a commitment from the employer to interview any Disabled Person whose application meets the minimum criteria for a given post.

	“Guarantor”
	means the body who has agreed to guarantee the due performance of the Contract by the Contractor as defined in clause G4 and the deed at Schedule 10 (Parent Company Guarantee).

	“Halifax Abuse Principle”
	means the principle explained in the CJEU Case C-255/02 Halifax and others.

	“Hard Copy”
	means a copy of textual, numerical or graphic information produced on paper for the purpose of the Transcription Services. This definition shall include soft copy documents regardless of whether they are printed for the purpose of the Transcription Services.

	“ICT”
	means information and communications technology.

	“ICT Environment” 
	means the Authority ICT System and the Contractor ICT system.


	“Impact Assessment”
	means an assessment of a Change Request in accordance with paragraph 5 of Schedule 11 (Change Control Procedure). 


	“Implementation Plan”
	means the document to be developed and provided by the Contractor in accordance with paragraph 2 of Schedule 1.





	“Incumbent Contractor”
	means any contractor providing services to the Authority before the Commencement Date that are the same as or substantially similar to the Services (or any part of the Services) and shall include any sub-contractor of such contractor (or any sub-contractor of such sub-contractor).

	“Indexation”
	means the adjustment of payment by the rate of inflation.


	“Information”
	has the meaning given under section 84 of the FOIA. 


	“Information Services” or “IS”
	means an integrated set of components used for gathering, processing, storing and communicating multiple types of information for improved societal and organizational efficiency. 
Typical information systems include data about people, software, hardware and procedures. Collected digital data is used for study and analysis.	

	“Initial Contract Period”
	means the period from the Award Date to the date of expiry set out in clause A2 (Initial Contract Period) of Attachment 4 – Contract Terms, or such earlier date of termination or partial termination of the agreement in accordance with the Law or the provisions of the Contract.

	“Intellectual Property Rights”
	means patents, inventions, trademarks, service marks, logos, design rights (whether registerable or otherwise), applications for any of the foregoing, copyright, database rights, domain names, trade or business names, moral rights, goodwill and other similar rights or obligations whether registerable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off.

	“Implementation Plan”
	means a document, developed by the Contractor, which provides the Authority with detailed planning / assurance information and guidance to support the delivery of a specific change initiative, as described in paragraph 2 of Schedule 1 – The Services, within Attachment 4 – Contract Terms.

	“Key Personnel”
	means those persons named in Schedule 2 (Administration Requirements) of Attachment 4 – Contract Terms.

	“KPI”
	means a Key Performance Indicator to which the Services are to be provided as set out in the Attachment 4a – Specification (Contract Schedule 1).

	“Landed Resources”
	means when the Contractor or its Sub-contractor causes foreign nationals to be brought to the United Kingdom to provide the Services.

	“Law”
	means any applicable Act of Parliament, subordinate legislation, exercise of the royal prerogative, enforceable European Community right, regulatory policy, guidance or industry code, judgment of a relevant court of law, or directives or requirements or any Regulatory Body of which the Contractor is bound to comply.

	“Life Chances through Procurement Guidance for DWP Contractors”
	means a Guidance document held on GOV.UK explaining DWPs Social Value in Schedule 8 promoting and encouraging opportunities for certain DWP Priority Groups within their workforce.







	“Malicious Software”
	means any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence. 

	“Management Information” or “MI”
	means the collected data or statistics that will be used to measure service performance, as detailed in the Attachment 4a – Specification (Contract Schedule 1) and Attachment 4 - Contract Terms, Schedule 3 (Monitoring Requirements).

	“Minimum Service Levels”
	means the set of service levels to which the Services must be provided as set out in Attachment 4 – Contract Terms, Schedule 3 Appendix A and any other service levels as notified by the Authority to the Contractor from time to time.

	“Ministerial Responses”
	means the reply given to a Minister of State following a request for information.

	“Monitoring Requirements Schedule”
	means the details of the monitoring arrangements, more particularly described in Schedule 3 (Monitoring Requirements) of the Contract.

	“Month”
	means calendar month.

	“National Account Manager”
	means the individual authorised to act on behalf of the Contractor for the purposes of the Contract between the Authority and the Contractor.  

	“Older Worker”
	means a person 50 years of age and over.


	“Open Book Data”
	means is the scrutiny of the Contractor’s costs and margins through the reporting of, or accessing, accounting data.


	“Open Book Contract Management”
	means the structured process for the sharing and management of charges and costs and operational and performance data between the Contractor and the Authority.


	“Operating Model” 
	has the meaning given to it by paragraph 9.1.

	“Operational Change”
	means any change in the Contractor's operational procedures which in all respects, when implemented:-

(i) will not affect the Contract Price and will not result in any other costs to the Authority;

(ii) may change the way in which the Services are delivered but will not adversely affect the output of the Services or increase the risks in performing or receiving the Services; 

(iii) will not adversely affect the interfaces or interoperability of the Services with any of the Authority ICT System; and

(iv) will not require a change to this Contract.


	“Operational Change Confirmation”
	means a written response to an Operational Change Request in which the Party that receives the Operational Change Request confirms its agreement to it. The confirmation may be sent by electronic mail or letter.

	“Operational Change Request”
	means a written request for an Operational Change which may be sent by electronic mail or by letter. 


	“Parliamentary Question”
	means the way in which a Member of Parliament makes a request, to the Authority, for information.

	“Party”
	means a party to the Contract. 

	“Performance Improvement Plan”
	means the plan to be provided by the Contractor in accordance with clauses F5.2.2 and F5.2.4(i).


	“Performance Monitoring Report”
	has the meaning given to it by paragraph 4.1.

	“Personal Data” 
	shall have the same meaning as set out in the DPA.

	“Premises”
	means the location where the Services are to be supplied, as set out in the Specification.

	“Price Per Recorded Minute” or “PPRM”
	means the price chargeable by the Contractor for the transcription of one minute of Authority audio recording, as defined in paragraph 7.1.

	“Priority Request”
	means a request for Transcription Services with a three (3) Working Day turnaround timescale.

	“Profit Share Amount”
	means the amount of profit to be shared between the Contractor and the Authority as calculated by the Profit Share Calculation.

	“Profit Share Buffer”
	means a 2% buffer added to the profit level the Contractor included in their Financial Model creating the Profit Share Threshold.

	“Profit Share Calculation”
	means the annual calculation of the profit earned by the Contractor on the Contract undertaken by comparing income and costs incurred in delivery of the Service during the Contract Period. The Profit Share Calculation will be supported by a financial statement detaining costs as depicted in the Financial Model.

	“Profit Share Threshold”
	means the threshold above which the Contractor’s actual profit is shared with the Authority under the Profit Share Amount arrangements.

	“Prohibited Act”
	shall have the meaning given in clause D1.

	“Project Manager”
	means a person who has overall responsibility for the successful design and implementation of a project.


	“Property”
	means the property, other than real property, issued or made available to the Contractor by the Authority in connection with the Contract.

	“Quality Standards”
	means the quality standards published by BSI British Standards, the National Standards Body of the United Kingdom, the International Organisation for Standardisation or other reputable or equivalent body, (and their successor bodies) that a skilled and experienced operator in the same type of industry or business sector as the Contractor would reasonably and ordinarily be expected to comply with, and as may be further detailed in the Specification.

	“Receiving Party”
	means the Party which receives a proposed Contract Change.

	“Regulatory Bodies”
	means those government departments and regulatory, statutory and other entities, committees, ombudsmen and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in the Contract or any other affairs of the Authority and “Regulatory Body” shall be construed accordingly.

	“Related Contractor”
	means a Contractor to the Authority who, or whose service delivery, may be affected by this Contract or by any Disaster affecting this Contract, or by invocation of any element of the BCDR Plan pertaining to this Contract.

	“Relevant Tax Authority”
	means HM Revenue & Customs or, if applicable, a tax authority in the jurisdiction in which the Contractor is established.

	“Relevant Transfer”
	means a transfer of employment to which the TUPE Regulations apply.

	“Relevant Transfer Date”
	means a Relevant Transfer, the date upon which the Relevant Transfer takes place.


	“Replacement Sub-contractor”
	 means a sub-contractor of the Replacement Contractor to whom Transferring Employees will transfer on a Service Transfer Date (or any sub-contractor of any such sub-contractor).


	“Request for Information”
	shall have the meaning set out in FOIA or the Environmental Information Regulations as relevant (where the meaning set out for the term “request” shall apply).

	“Review Report”
	has the meaning given to it by paragraph 5.2 of Appendix A – Business Continuity and Disaster Recovery.

	“Re-Work”
	means any transcribed documents that have to be returned to the Contractor that do not meet the quality requirements in Attachment 4a - Specification (Contract Schedule 1) in terms of accuracy and require correction.


	“Schedule”
	means a Schedule attached to, and forming part of, the Contract.

	“Security Plan”
	means the Contractor’s security plan prepared as directed in paragraph 3 of Schedule 6 (Security Requirements & Plan) of Attachment 4 – Contract Terms.

	“Security Policy”
	means the Authority’s Security Policy annexed to Schedule 6 (Security Requirements and Plan) within the Contract as updated from time to time.

	“Security Tests”
	means conduct tests of the processes and countermeasures contained in the Security Plan.

	“Sensitive Personal Data”
	shall have the meaning given in the DPA.

	“Service Failure”
	means a failure by the Contractor to deliver any part of the Services in accordance with any of the Minimum Service Levels.

	“Service Levels”
	means the service levels to which the Services are to be provided, as set out in the Specification and in Schedule 3, Monitoring Requirements.

	“Service(s)”
	means the provision of Offsite Transcription, Typing and Equipment Maintenance Services, as described in Attachment 4a – Specification (Contract Schedule 1).

	“Social Value”
	means the economic, social and environmental well-being in connection with public services Contracts; and for connected purposes.

	“Specification”
	means the description of the Services to be provided as specified in Attachment 4a – Specification (Contract Schedule 1) at Schedule 1 (The Services) of Attachment 4 – Contract Terms.

	“Staff”
	mean all persons employed by the Contractor to perform its obligations under the Contract together with the Contractor’s servants, agents, suppliers and Sub-Contractors used in the performance of its obligations under the Contract.

	“Staff Vetting Procedures”
	means the Authority’s procedures for the vetting of personnel and as advised to the Contractor by the Authority.

	“Standard”
	means the HMG Baseline Personnel Security Standard staff vetting procedures, issued by the Cabinet Office Security Policy Division and Corporate Development Group.	

	“Standard Request”
	Means a request for transcription services with a five (5) Working Day turnaround timescale (Monday-Friday)

	“Strategic Review Meetings”
	has the meaning given by paragraph 10.13.






	“Sub-contract”
	means a contract between two or more suppliers, at any stage of remoteness from the Authority in a sub-contracting chain between the Contractor and the Sub-Contractor, made wholly or substantially for the purpose of performing (or contributing to the performance of) the whole or any part of this Contract).

	“Sub-Contractor”
	means any third party appointed by the Contractor which through its employees or agents directly delivers the Services.

	“Tender”
	means the document(s) submitted by the Contractor to the Authority in response to the Invitation to Tender.

	“Third Party Software”
	means software which is proprietary to any third party (other than an Affiliate of the Contractor) which is or will be used by the Contractor for the purposes of providing the Services.

	“Transcriber”
	means a member of Contractor’s Staff responsible for the accurate transcription of Authority Data.

	“Transcription Service”
	means the element of the Services which converts audio recordings and handwritten text produced by the Authority into an electronic text document. 

	“Transfer Date”
	means the date the Transferring Employee is transferred to the employment of the Contractor from the Incumbent Contractor.

	“Transferring Employees”
	means employees of the Incumbent Contractor or the Authority (as applicable) engaged immediately prior to the Commencement Date in the performance of the activities to be performed as the Services (or part of the Services) and who are subject of a Relevant Transfer to the Contractor or any Sub-contractor by virtue of the application of the TUPE Regulations.

	“TUPE Regulations”
	means the Transfer of Undertakings (Protection of Employment) Regulations 2006, as amended from time to time.

	“Urgent Request"
	Means a request for transcription services with a one (1) Working Day turnaround timescale (Monday-Friday).

	“Variation”
	has the meaning given to it in clause F3.1 (Variation).of the Contract.

	“VAT”
	means value added tax in accordance with the provisions of the Value Added Tax Act 1994.

	“Waste Electrical and Electronic Equipment Regulation (WEEE) Directive”
	Is a European Union Directive that designates safe and responsible collection, recycling and recovery procedures for all types of electronic waste.

	“Working Day”
	means any day other than a Saturday, Sunday, or public holiday when banks in the United Kingdom are open for business.

	“Work Trials”
	means an opportunity for employers to try out a potential employee before offering a job, offered in accordance with the Jobcentre Plus eligibility criteria.

	“Young People”
	means people below 25 years of age.
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4 TRANSFORMED DESKTOP CLIENT COMPONENTS

4.1 Target Platforms

4.2 Minimum Workstation Specification

The transformed Desktop Service provides the HP dc60xx range of devices as the standard Desktop PC with
the following specification:

e AMD Athlon Il X2 B24 Processor
e 4GB PC3-10600 Memory (2x2GB)

e 250GB SATA 3.5 1st Hard Drive

e Integrated AMD DX10 graphics
e HP LA2306wg 23" widescreen monitor

e Six rear and four front USB 2.0 ports (plus two
internal USB ports)

e Infegrated Broadcom NetXtreme Gigabit
Ethernet BCM 5761 (10/100/1000)

e HP 22-in-1 3.5 JB Media Card Reader

e DVD ROM optical drive

e PS/2 Optical Scroll mouse

e HP USB Smartcard keyboard — provided by the

account

e Smarfcard reader integrated in the keyboard -
see above.

4.21 Base Operating System:
Microsoft Windows 7 Enterprise 64-Bit sp1 or
Microsoft Windows 7 Enterprise 32-Bit sp1 (for Accessibility Users)
Default Plug-ins:  Adobe Flash Player 11.4
Adobe Shockwave 11.6
Microsoft Silverlight V5

4.21.1 Citrix Receiver:

Citrix Receiver for Windows 3.4.1

4.21.2 Microsoft Data Access Components (MDAC):
MDAC 6.1

Version 14a Copyright © 2012, Hewlett Packard Development Company LP.
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4.21.3 Microsoft .Net Framework:

Microsoft .Net Framework V3.5 is installed on all workstations and laptops

4.21.4 Microsoft Installer:

Microsoft Installer V5

4.21.5 Media Player:
Microsoft Media Player V12

4.21.6 DirectX:
DirectX 10

4.3 Minimum Laptop Specification
HP have selected a small form factor Laptop PC from the HP 64xxb range of devices, in order to comply with
the Departments Laptop model specification as outlined in Schedule 2.1. At the time of writing the Laptop PC
that HP proposes is the HP 6465b with the following specification:

e 14 inch HD LED Display panel

e Dual Core AMD A4-3310MX Processor

e 4GB DDR Memory

e 250GB 7200RPM SATA 2.5 HDD

e DVD/CD-ROM optical drive

e AMD Radeon HD 6480G GPU

e Resolution — HD+ antiglare (1600 x 900
resolution)

e USB 2.0 ports
e DIB HP PR 90W 1.0 Docking Station

e Infegrated Realtek Ethernet (10/100/1000
NIC)

e Infegrated SEC Active Smart Card reader
e MDC 1.5 Modem

e Inftegrated 802.11n Wireless Card

o Weight — 4.46 pounds.

4.31 Base Operating System:
Microsoft Windows 7 Enterprise 64-Bit or
Microsoft Windows 7 Enterprise 32-Bit sp1 (for Accessibility Users)

4.3.1.1 Service Pack Level:
Windows 7 Service Pack 1
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4.3.1.2 HotFix Level:

The hot fix level is by its very nature volatile. For details of the latest hot fix list please contact the Desktop
Tower.

4.3.1.3 Internet Explorer:

Microsoft Internet Explorer 9 (32Bit) — Service Pack 1

4.3.1.4 Service Pack Level:
Windows 7 Service Pack 1

4.3.1.5 Hot Fix Level:

The hot fix level is by its very nature volatile. For details of the latest hot fix list please contact the Desktop
Tower.

4.3.1.6 Internet Explorer:
Microsoft Internet Explorer 9 (32Bit) — Service Pack 1
Default Plug-ins:  Adobe Flash Player 11.4
Adobe Shockwave 11.6
Microsoft Silverlight V5.0.61118.0

4.3.1.7 Citrix Receiver:

Citrix Receiver for Windows 3.4.1

4.3.1.8 Microsoft Data Access Components (MDAC):
MDAC 6.1

4.3.1.9 Microsoft .Net Framework:

Microsoft .Net Framework V3.5 is installed on all workstations and laptops

4.3.1.10 Microsoft Installer:

Microsoft Installer V5

4.3.1.11 Media Player:
Microsoft Media Player V12

4.3.1.12 DirectX:
DirectX 10
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DWP IT ACCESSIBILITY MANAGEMENT


April 2016


Purpose


This Handbook is intended to help people deliver accessible IT applications and services.  It covers a range of activities, including procurement, design, development and testing. 


We have tried to keep the Handbook as compact as possible.  As a consequence in some instances it provides signposts to more detailed information rather than the information itself.  It is not a stand alone resource.  


It is largely intended as a reference source rather than an end to end narrative.  


Structure


The Handbook is divided into 8 parts.


		Section

		Outline of Content

		Purpose



		1  Introduction

		A general discussion of the concept of accessibility, how it is dealt with in DWP and its relationship to the standards.

		Background



		2


Standards

		An overview of the external standards adopted by DWP and an overview of WCAG to help people find all of the resources that it offers

		Reference



		3


Design

		A set of principles that can be applied to help create an accessible design.  This emphasises the fact that accessibility must be considered before any development work starts.

		Reference



		4


Development




		Decodes WCAG guidelines and acceptance criteria for a non-technical audience.  A brief description of WAI-ARIA.



		Reference



		5


Testing & Assessment




		Explains the principles behind assuring and testing IT accessibility.

		Background



		6


Tools




		An overview of generic assistive technology software.

		Background
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INTRODUCTION

Purpose


This section discusses the concept of IT accessibility and how it can be measured.

What do we mean by Accessibility?


There are a number of definitions of accessibility.  One states:


Accessibility describes the degree to which a product, device or service is available to as many people as possible, allowing them to derive the intended benefit.  This encompasses people with a broad range of abilities and impairments.


More specifically, accessibility is the concept of not excluding people because of a particular characteristic or characteristics associated with disability.  The reason that one person can us a piece of IT effectively and another cannot should not lie solely in the fact that the second person is blind, dyslexic or has some other disability.


The legal basis is the obligation placed on DWP by the Equality Act (2010).

What are we trying to achieve?


Figure 1 below represents an IT system and its target population.  Those within the circle can use the system effectively.


Figure 1
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A number of things will influence the radius of the circle.  These include complexity of the system, complexity of the process being delivered, the skills and experience of the user population, and the support provided by training and guidance.  


And some people will be excluded solely by reason of a characteristic or characteristics associated with a disability.  These are shown in blue in figure 2.


Figure 2
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As you can see, some are already within the reach of the application, because the application of good design and build principles will be sufficient to meet their needs.  IT accessibility aims to allow those outside the circle to also use the application.  This differs from a general increase in the reach of the application that would include all of those currently excluded.  


Accessibility provision is aimed at satisfying specific requirements.  In terms of these diagrams, the concept would more accurately be presented as moving the blue figures into the circle, rather than extending the circle out to them. 

Standards 

The DWP approach to accessibility is supported by two open source standards:


· EN 301 549 v1.1.1 (Accessibility requirements for public procurement of ICT products and services in Europe)


· WCAG v2.0 to AA Standard (Web Content Accessibility Guidelines)


(Note: Existing contractual arrangements specify ISO 9241-171 and WCAG v2.0 as the departmental accessibility standards.  Two standards were required because WCAG states that it is specifically intended for web based applications and not all DWP IT fell into this category.  However, EN 301 549 enables the WCAG guidelines to be related to all types of application.  These standards have the advantage over ISO 9241 of being open source and easier to use.)


There are two points to note:


· WCAG is not solely a set of standards and testable criteria against which a product can be measured.  WCAG 2.0 and its supporting documentation contains a lot of practical information on how to deliver accessible IT, down to the level of specific techniques that can be applied when coding.


· Adopting these techniques and meeting WCAG guidelines does not guarantee that a particular person will be able to use an application, but it will increase the number of disabled people overall who are able to use it.  


The next section expands on the need to apply value judgements when delivering and assessing accessibility.


Measuring accessibility and setting targets


A simple description of a product as either Accessible or Inaccessible is unlikely to communicate much in the way of useful information.  It assumes that accessibility is a binary issue, and that the same evaluation would be applicable for all disabled users.


For the purposes of the first part of this discussion Accessible will mean that a disabled user can achieve the desired goal when using the product and Inaccessible will mean that they cannot.


From this position, it is unlikely that the entire population of disabled users will arrive at the same assessment.  For example, an IT application may raise no barriers for people with a visual or cognitive impairment but create significant difficulties for people with only limited ability to use a mouse and keyboard.  


Within this latter group the experience may vary because the issues caused by the disability, and hence the specific requirements, will also vary.  A person whose problems are limited to the hand and wrist may find an application usable because they are able to use the mouse to position the cursor on the right part of the screen and then use an AS tool to issue the mouse button commands and dictate text.  Someone else who is dependent on the AS tool to navigate round the screen may find that they cannot use the same application effectively.  


Changing the perspective and considering an application from the perspective of just one user, it is possible to illustrate the degree to which usability is an issue within the wider concept of accessibility.    


For example, an application may have been constructed in a way that allows a screen reader to accurately announce all of the relevant information on a screen, but that screen is so complex that the application is unusable in practical terms for someone who has to hold a picture of the screen content in their head.  The result is likely to be an evaluation modified by caveats:  “I can use this application but . . . “


It is clearly impracticable to get an assessment from each potential user of a product.  And it should be noted that the examples given above show the need to be cautious when drawing general conclusions from the particular in this area.  While a group of disabled users will have some shared requirements, each individual will also have specific ones (that may even contradict those of others in the group).  The digital development approach puts input from end users as one of its key components, and disabled people absolutely should be included, but as with any such representation you need to be cautious about the degree to which the views of a single individual accurately represent the perspective of a wider group.  


For accessibility, the solution to identifying practical benchmarks against which a product can be measured.  For DWP this is done through the widely adopted international standards listed above.  


That this measurement process is not as simple as completing a checklist can be illustrated by looking at different types of testing.


There are usually two versions of functional test of an application: System Test and User Testing.  Whether or not these are separate phases in a waterfall delivery, or rolled up together in an agile approach, the distinction is true:


· System Test establishes whether or not the product meets its agreed specifications;


· User Testing establishes whether or not the product allows users to achieve their desired goal and usually incorporates some assessment of usability.


Something could fail to meet a particular specification but still satisfy the needs of the users, or meet every single specification but fail to achieve its intended aim.


In this analogy the WCAG A and AA guidelines and acceptance criteria would represent (the minimum) accessibility specifications for an IT application.  These guidelines essentially represent collected good practice in delivering accessible IT and are seen as the best way to increase the chances of meeting the needs of as many as possible of the disabled users.  However, as with any other specification, just applying the guidelines cannot guarantee an effective product, and it will need to be supplemented by user testing.  This should be carried out by a number of users employing a number of different types of assistive software.  It should also include consideration by people with particular needs but who do not use assistive software, since accessibility is more than just ensuring that a product is compatible with assistive software tools.  In fact, the aim should be to allow as many people as possible to use it without the need for supplementary software.


Hopefully this demonstrates that while the DWP standards provide a framework for establishing whether the required provision has been made for accessibility, it cannot be a mechanical process and some measure of judgement and consideration will be needed, just as is the case when considering the usability of a system for the general population of users.

Assessing Accessibility


There are a number of tools available to help in the creation of accessible products.  Details are provided in the Testing and Resource section of the Handbook 


There are two important points to consider.  Firstly, these are not tools in the sense of automated testing tools like QuickTest Pro that actually exercise a system.  They are a means of carrying out static testing.  


Secondly, they are not capable of directly assessing accessibility. Instead, they measure the degree to which recommended practices and guidelines have been applied (in most cases at least some of those found in WCAG) on the assumption that this will result in a more accessible product.  


This makes the tools very useful for highlighting elements that may have a detrimental impact on accessibility, but the fact that everything that a tool has identified has been rectified does not guarantee that people will be able to use the application.


In the end, the only way to find out whether someone can use a product effectively is to get them to try it.  In other words, user testing.  This may not always be appropriate, there may be cases where a product is so basic (lacking in features) that this is not required, but it will only be very rarely that tool based testing alone will be sufficient. 


STANDARDS


Purpose


This section provides some background on the standards that DWP has adopted to underpin IT accessibility.  This includes information on the use of the standards and a guide to what can be found in WCAG and associated texts.


Introduction


 DWP has a number of legal obligations under the Equality Act (2010), including provision of accessible IT.  The Introduction section discusses the difficulties involved in defining accessibility, and the solution that has been adopted is to use two internationally recognised standards as benchmarks.  However, it is important to understand that, particularly, WCAG offers far more value than a simple checklist against which a product can be measured.  The guidelines express best practice that will increase the chances of a product being usable by as many people as possible and these are supported by detailed techniques providing information on how the guidelines and success criteria can be met.


The standards adopted by DWP are:


· EN 301 549 v1.1.1  


· WCAG v2.0 (to AA standard)


Both are open source and can be accessed from the links above.


EN 301 549


This is a relatively new standard and designed to be used in conjunction with WCAG, to the extent that many of its guidelines are simple references to the WCAG text.  One of its main values is to extend the scope of WCAG, which explicitly deals with web-based applications.  EN 301 549, sometimes with the aid of suitable amendments to the wording of WCAG guidelines and success criteria, allows it to be extended across the range of IT applications.


The embedded spread sheet cross references EN 301 549 and WCAG guidelines/success criteria.
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WCAG v2.0


WCAG can be applied at three levels of sophistication, A, AA or AAA.  DWP has elected to apply the A and AA levels.


WCAG contains a great deal of useful information, both practical techniques and background material on accessibility.  However, it does not help itself or its users when it comes to finding this information, particularly with the addiction to hyperlinks.  The section that follows is an attempt to map some of the more useful elements.  An explanation of the less straightforward parts of the text is provided in the Development section.


The WCAG standard itself has a hierarchical structure:


· Principles - within which are


· Guidelines - within which are 


· Success Criteria


		Principles




		Guidelines

		Success Criteria



		Perceivable

		4

		A - 9


AA - 5


(AAA - 8)



		Operable

		4

		A - 9


AA - 3


(AAA - 8)



		Understandable

		3

		A - 5


AA - 5


(AAA - 6)



		Robust

		1

		A - 2



		

		12

		A - 25


AA - 15


(AAA - 22)





Each guideline has an associated hyperlink labelled Understanding Guideline n.n.  This goes to the relevant text in one of the supporting documents: Understanding WCAG 2.0.


Each success criterion also has an associated hyperlink labelled Understanding n.n.n that goes to the relevant text in the same supporting document as the guideline hyperlink.


Each success criterion also a further hyperlink labelled How to Meet n.n.n that goes to the relevant text in a further supporting document: How To Meet WCAG 2.0.


The diagram below shows the relationship between the principle documents.  The documents themselves can be accessed by clicking on the title for relevant section in the text below the diagram.
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Understanding WCAG 2.0

This document provides background information on each guideline and success criterion.  It explains the intent and also provides practical examples to explain the purpose.  Although not accessible by hyperlink from the WCAG Standard, this document also includes an explanation of each of the four Principles


How to Meet WCAG 2.0

This document largely acts as a cover to Techniques for WCAG and also provides a means of filtering the content presented in the latter document.  Filters are available to define the technology included (HTML, CSS, Client Scripting and so on, in any combination); the levels shown (A, AA or AAA) and the content (the levels of technique).


Techniques for WCAG 2.0

The content of this document is determined by any filters that have been set in How to Meet WCAG 2.0.  In its default state a set of generally applicable techniques are followed by entries specific to a particular technology, such as HTML or CSS.  Each entry includes an explanation of what is intended, code samples and links to other resources that may be useful, including ones external to WCAG.


WCAG Overview


The Web Accessibility Initiative page on the W3C website contains a lot of useful information, reachable through the menu down the left hand side.  The entries are:


· Getting Started


· A general introduction to the concept and links to some useful resources


· Designing for Inclusion


· Includes a number of case studies of people with accessibility requirements as well as information on how these requirements can be met


· Guidelines & Techniques


· Links to a number of resources including WCAG at a Glance which list the four Principles and twelve guidelines


· Planning & Implementing


· Includes hints and tips on involving users in the design and development process, and gaining an understanding of how they interact with IT


· Evaluating Accessibility


· Includes information on tools that are available to help evaluate accessibility, and how to use them


· Tutorials & Presentations


· Various materials that have been used in presentations on web accessibility


DESIGN


Purpose


This section provides a framework for creating an accessible design.  There is some overlap with the principles and guidelines expressed in WCAG 2.0 but it is important to emphasise the need to consider accessibility from the very beginning of the delivery process.  If accessibility is not built in until code is being produced it may be too late.  While it may be possible to correct errors in the code that are found to be detrimental to accessibility during testing, it will be much more difficult to address fundamental issues in the design.


Design statement


A clear purpose is the key to a good user experience and accessibility. Sprawling, cluttered websites and complex, multi-layered web applications are harder for everyone to use. By maintaining focus on essential features and functionality and favouring simple solutions, designs are better for everyone.


Don’t try to be too clever or create a complex design for its own sake –  something simple and straightforward will always be more accessible.


Design Principles

(Where appropriate, a selection of references is provided for the source material)


1. Do organize screens to present content in a straightforward fashion that reflects a logical flow. 


· Make it easy for the user to know where they are, how to get to where they want to be, what they need to do, and how to do it. https://www.plainenglish.co.uk/files/websitesguide.pdf

· For complex actions use short multi-step forms rather than a single, long one. http://www.w3.org/WAI/tutorials/forms/multi-page/

· Use clear and straightforward language.  The Plain English Campaign guidelines are a good starting point. http://www.accessibleinfo.co.uk/pdfs/Making-Myself-Clear.pdf,

· Take a uniform approach to the design to provide users with a consistent and predictable experience. http://webstyleguide.com/wsg3/7-page-design/3-visual-design.html

· Always allow the user to know where the focus is sitting on the screen.  This is particularly important for people who navigate without using a mouse or touchscreen. http://webaim.org/techniques/keyboard/ and https://www.nngroup.com/articles/keyboard-accessibility/ 


· Put important information at the top of the page.  This will help screen reader users, who will be working through the content from top to bottom. http://www.webcredible.com/blog/improving-usability-screen-reader-users/ 


2. Do not rely on graphics alone to communicate information.  Not everyone can see them. https://www.linkedin.com/pulse/20140923144758-6380787-how-to-design-accessible-websites-and-web-applications?forceNoSplash=true 


· Provide text descriptions of graphs and charts. http://accessibility.umn.edu/provide-text-based-alternatives-for-charts-and-graphical-data.html 


· Complex tables provide difficulties for people using screen readers or magnifiers.  Include a summary of the points being made by the table. http://accessibility.psu.edu/images/charts/ 

3. Do not spread content too widely across the screen (or even off the visible screen altogether), some people can only see a small part of the screen at any one time. 


· Labels should be above or on the same line as the item they are describing http://www.afb.org/info/programs-and-services/technology-evaluation/creating-accessible-websites/the-users-technology/1235

· Labels should be close to the item that they are describing.  If it is necessary to space them, there should be a visual guide (eg line or shaded bar) that will allow a magnifier user to accurately track from the label to the item it describes. http://www.webbie.org.uk/usingthelabelelement.htm 

· Avoid the need for horizontal scroll bars.  These cause problems for magnifier and voice recognition users.


4. Do use designs that allow everyone to navigate easily and efficiently.


· Blind and low vision users cannot visually scan a page and then focus on items of interest, but they can use screen elements (links, buttons, input fields etc) to get an overview of the format and content.  Bear this in mind when creating the layout. 


· Headings are particularly important in allowing blind and low vision users to move quickly through a page.  Ensure they are in a proper hierarchy and that their wording accurately reflects the content. http://www.webcredible.com/blog/improving-usability-screen-reader-users/ and https://webaccess.berkeley.edu/resources/tips/web-accessibility#accessible-headings 


· All links and buttons should have meaningful names.  For example Select here to return to main menu rather than just Select.  Users should not have to rely on the context to understand the purpose of a link. http://www.webcredible.com/blog/improving-usability-screen-reader-users/ 


· Make it easy to reach the landing page from any point in the application.  This will help people who have become lost and need to orientate themselves.


· Provide alternative ways of navigating (eg hierarchical menus or a search facility) and a site map and breadcrumb trails. http://www.w3.org/WAI/tutorials/menus/multiple-ways/ 


· Put distinguishing information that allows users to understand the content and purpose at the beginning of elements (text, headings, links, etc) https://webaccess.berkeley.edu/resources/tips/web-accessibility#accessible-links 

· Consider using Skiplinks (also called Quicklinks) to make it easy for users to reach popular or important content. http://webaim.org/techniques/skipnav/ and https://www.nngroup.com/articles/keyboard-accessibility/ 

5. Do consider people with dyslexia when creating a design. http://www.bdadyslexia.org.uk/common/ckeditor/filemanager/userfiles/About_Us/policies/Dyslexia_Style_Guide.pdf

· User fonts from the Sans Serif family (eg Arial).


· Avoid mixing font types.


· Avoid BLOCK LETTERS.


· Avoid large areas of italic text as this makes the words run together.


· Avoid lengthy sections of underlined text as this has the same effect of running words together.


· Avoid full justification (ie text that is right and left justified).


· Support text with images, as they provide visual memory aids.


6. Do think carefully about how you use colour.  It makes things clearer for some people but more confusing for others. https://webaccess.berkeley.edu/resources/tips/web-accessibility#accessible-color and http://webaim.org/articles/visual/colorblind 


· Do not use colour alone to communicate meaning.  For example, a green button signifying initiation of an action should have the text Start or Go on it. http://webaim.org/articles/visual/colorblind#designing 


· Good colour contrast between foreground and background is essential.  Do not sacrifice legibility to style. http://webaim.org/articles/visual/lowvision#highcontrast  


· Be sparing in the use of colour.  Certain combinations cause problems with people who are colour blind or who have cognitive issues. http://webaim.org/articles/visual/colorblind#types 


7. Do not put too many links on a page as this causes problems for screen reader users and people with cognitive issues. Aim for a maximum of ten per page.   It may not be possible to stick to this limit in some instances, for example on a home page, but in this case it becomes even more important to ensure that links are given meaningful and unique names.   http://www.autism.org.uk/professionals/others/website-design.aspx

8. Do create a consistent experience for the user. As far as possible controls should be in the same place on the screen and behave in the same way (eg the closure ‘X’ in MS Windows). The same rules should be applied to processes (eg creating a new blank document in MS Word and MS Excel)


9. Try to avoid mixing font sizes in block text as it will cause issues for people using screen magnifiers. Where it is necessary to use different sizes for emphasis or to indicate the structure try to avoid a difference greater than two points.


10. Do make the user aware that an update or change has taken place on the screen, and what it is. Remember, people using magnifiers will only be looking at part of the screen and those using screen readers are reliant on the tool being notified of the change.  This is an issue when the user has initiated a change but the updated field is remote from the current point of focus, or a system rule has led to an update without any action on the part of the user.


11. Do not allow videos  to open up automatically. Users should be able to control these via function buttons.


12. Do not include moving, blinking, or flickering content, and background audio that cannot be turned off by the user.  This includes ticker-tapes and other instances of automatically scrolling text.

DEVELOPMENT


Purpose


This section concentrates on the conversion of design into finished product – coding and configuration – and does so by reference to the WCAG version 2.0 standard.  


Structure


It follows the WCAG hierarchy of:


· Principle (level n) – under each of which is a group of:


· Guidelines (level n.n) – under each of which is a group of:


· Success Criteria (level n.n.n) – which are more detailed statements relating to the parent guideline 


Under each Principle there is a brief explanation of its intent.  Under each Guideline there is a Scope heading that describes the purpose of that guideline.  Where necessary there is also explanatory text expanding on the WCAG success criteria.  This is omitted where the original text is straightforward.  These explanations are not aimed at developers, as it is assumed that they will be comfortable with the language used in WCAG. 


To make it easier to link the Handbook text with the actual standard, the WCAG reference numbers are provided at each level of the hierarchy.


Text of all principles, guidelines and level A and AA success criteria is included.  However, there is a reference to AAA success criterion 5.1.3 dealing with simplicity of language.  Rather than putting them under separate headings WCAG shows which category a success criterion falls into with a discrete bracketed entry at the end of the text.  They are placed in order, so that under an individual guideline they will state all the A success criteria first, followed by all the AAs and then all the AAAs.


Introduction

As discussed in more detail in the general introduction to this Handbook, the WCAG guidelines are designed to increase the chances of more people being able to use an application more effectively.  Adoption of all guidelines and application of the related techniques does not guarantee that an individual will find an application accessible.  The converse is also true, failure to apply a guideline or technique does not automatically have an adverse impact on accessibility.


Properly constructed applications will deliver accessibility in two ways.  Firstly, they will allow as many people as possible to use them effectively without the need for any supplementary tools, either because they are fine for them as they are, or because any necessary adjustment can be made within the application or the browser or operating system.  


Secondly, proper coding will increase the chances that assistive technology will be able to successful interact with an application.


In relation to the latter point, WCAG uses the term programmatically determined in a number of guidelines.  Essentially this ensures that the structure and relationships of the content is expressed in the code, as well as by what is seen on the screen.


This is a very important point to bear in mind.  Tools interact with the screen and its contents in a different way to an ordinary user.  If you read from the screen, it is based on what you can see on the user interface; when a screen reader does the same thing it is based entirely on the underlying code, which may give a completely different version of the content and structure.


The heading to this section of the Handbook was created by using the appropriate MS Word style.  It would have been possible to create the same effect by setting the font to bold and inserting hard returns, but in that case a screen reader would perceive it as another piece of text, no more significant than the paragraph that follows it.


The term focus is also widely used in WCAG.  In the context of the standard it refers to the part of a screen or page that is currently active and ready to receive user input or respond to a command.  If the flashing cursor is in an input field then that is where the focus currently lies.  


Principle 1 - Perceivable


WCAG says: Information and user interface components must be presentable to users in ways they can perceive.


Guideline 1.1 – Text Alternatives


WCAG says:  Provide text alternatives for any non-text content so that it can be changed into other forms people need, such as large print, braille, speech, symbols or simpler language.


WCAG means:  Text is a format that can easily be perceived by a wide range of users, and easily adapted to the needs of those with particular requirements.  In this context text means content that is coded as text, rather than an image that only looks like text.  Providing text alternatives for elements that convey information, such as images or colour (eg graphs or charts), helps to ensure that as many users as possible can understand what is going on.


Scope

There is one level A success criterion.

Success Criterion 1.1.1 - Non-text Content Level A

WCAG says: All non-text content that is presented to the user has a text alternative that serves the equivalent purpose, except for the situations listed below.


· Controls, Input: If non-text content is a control or accepts user input, then it has a name that describes its purpose. (Refer to Guideline 4.1 for additional requirements for controls and content that accepts user input.)


· Time-Based Media: If non-text content is time-based media, then text alternatives at least provide descriptive identification of the non-text content. (Refer to Guideline 1.2 for additional requirements for media.)


· Test: If non-text content is a test or exercise that would be invalid if presented in text, then text alternatives at least provide descriptive identification of the non-text content.


· Sensory: If non-text content is primarily intended to create a specific sensory experience, then text alternatives at least provide descriptive identification of the non-text content.


· CAPTCHA: If the purpose of non-text content is to confirm that content is being accessed by a person rather than a computer, then text alternatives that identify and describe the purpose of the non-text content are provided, and alternative forms of CAPTCHA using output modes for different types of sensory perception are provided to accommodate different disabilities.


· Decoration, Formatting, Invisible: If non-text content is pure decoration, is used only for visual formatting, or is not presented to users, then it is implemented in a way that it can be ignored by assistive technology.


WCAG means: 1.1.1 lists elements that are exempt from the general rule.  These are usually things that cannot be successfully converted into text, or are not worth converting.  There is a reference to Sensory content.  This covers instances where a description cannot invoke the same reaction.  For example, describing a piece of music cannot have the same impact as actually hearing it.


Guideline 1.2 – Time-based Media


WCAG says: Provide alternatives for time-based media.


WCAG means:  There must be an alternative means of communicating information that is otherwise transmitted as audio or video content or a combination of the two.


Scope

There are three level A success criteria and two level AA.  They cover captions, transcripts and descriptions of video content.

Success Criterion 1.2.1 - Audio-only and Video-only (Pre-recorded) Level A

WCAG says: For pre-recorded audio-only and pre-recorded video-only media, the following are true, except when the audio or video is a media alternative for text and is clearly labeled as such: 


· Pre-recorded Audio-only: An alternative for time-based media is provided that presents equivalent information for pre-recorded audio-only content.


· Pre-recorded Video-only: Either an alternative for time-based media or an audio track is provided that presents equivalent information for pre-recorded video-only content.

Success Criterion 1.2.2 - Captions (Prerecorded) Level A

WCAG says: Captions are provided for all prerecorded audio content in synchronized media, except when the media is a media alternative for text and is clearly labeled as such.

Success Criterion 1.2.3 -  Audio Description or Media Alternative (Prerecorded) Level A

WCAG says: An alternative for time-based media or audio description of the prerecorded video content is provided for synchronized media, except when the media is a media alternative for text and is clearly labeled as such.


Success Criterion 1.2.4 - Captions (Live) Level AA

Captions are provided for all live audio content in synchronized media.


Success Criterion 1.2.5 - Audio Description (Prerecorded) Level AA

WCAG says: Audio description is provided for all prerecorded video content in synchronized media.


Guideline 1.3 – Adaptable


WCAG says:  Create content that can be presented in different ways (for example simpler layout) without losing information or structure.


WCAG means:  You must remember that not everyone will be using the default  version of the screen and some will not be using the screen at all.  Users will need to alter the way it looks by changing font size, font colour, background colour and any combination of those.  Those who are dependent on assistive software will have the content converted into audio output.


Scope

There are three level A success criteria.

Success Criterion 1.3.1 - Info and Relationships Level A

WCAG says:  Information, structure, and relationships conveyed through presentation can be programmatically determined or are available in text.

WCAG Means: 1.3.1 covers building the structure and relationships on the page into the code rather than just the visual appearance.  For example, bold font above rows of standard font may be easily identified as a list when looking at the screen. 


Sizes


Colours

Extra large

Red


Large


Blue


Medium

Green


Small


White


If this effect has been achieved solely by the positioning of the text, rather than using the appropriate HTML header and list tags, the association will be lost to a screen reader user.  By default the tool will read a page from left to right so without the correct structure being dictated by the code this would be announced to the user as: “Sizes – colours – extra large – red – large – blue . . . “ and so on.


Success Criterion 1.3.2 - Meaningful Sequence Level A

WCAG says:  When the sequence in which content is presented affects its meaning, a correct reading sequence can be programmatically determined.


WCAG Means: 1.3.2 is related to 1.3.1 and deals with ensuring that information can be read in the correct order.  For example, the layout of the page may have been constructed so that some text is presented visually as two columns, with the intention that the user reads down the columns in turn.  However, a screen reader will announce text in the order that it encounters it in the code so may read left to right, an entry from each column in turn as it works its way down the page.


Success Criterion 1.3.3 - Sensory Characteristics Level A

WCAG says:  Instructions provided for understanding and operating content do not rely solely on sensory characteristics of components such as shape, size, visual location, orientation, or sound.


Note 1: For requirements related to color, refer to Guideline 1.4.


WCAG Means: 1.3.3 says that information should not be conveyed in a way that can only be understood by a single sense, it cannot be communicated solely through colour or shape or sound.  For example, the moderately irritating expression “I ♥ everything” would be announced by a screen reader as “I symbol everything”.  Notifying an input error solely with a beep would not help someone who could not hear it.


Guideline 1.4 – Distinguishable


WCAG says:  Make it easier for users to see and hear content including separating foreground from background.


WCAG means:  It is more important that users can easily perceive the content of a screen than that it should look attractive.


Scope

There are two level A success criteria and three at level AA.  They cover the use of colour, ensuring proper contrast between foreground and background, resizing text, presenting text as images and enabling users to control sounds played by the application that may interfere with their ability to perceive the content.


Success Criterion 1.4.1 - Use of Colour Level A

WCAG says:  Colour is not used as the only visual means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.

Note 1: This success criterion addresses color perception specifically. Other forms of perception are covered in Guideline 1.3 including programmatic access to color and other visual presentation coding.

Success Criterion 1.4.2 - Audio Control Level A

WCAG says: If any audio on a Web page plays automatically for more than 3 seconds, either a mechanism is available to pause or stop the audio, or a mechanism is available to control audio volume independently from the overall system volume level.

Note 1: Since any content that does not meet this success criterion can interfere with a user's ability to use the whole page, all content on the Web page (whether or not it is used to meet other success criteria) must meet this success criterion. See Conformance Requirement 5: Non-Interference.

Success Criterion 1.4.3 - Contrast (Minimum) Level AA

WCAG Says: The visual presentation of text and images of text has a contrast ratio of at least 4.5:1, except for the following: 


· Large Text: Large-scale text and images of large-scale text have a contrast ratio of at least 3:1;


· Incidental: Text or images of text that are part of an inactive user interface component, that are pure decoration, that are not visible to anyone, or that are part of a picture that contains significant other visual content, have no contrast requirement.


· Logotypes: Text that is part of a logo or brand name has no minimum contrast requirement.


Success Criterion 1.4.4 - Resize text Level AA

WCAG Says: Except for captions and images of text, text can be resized without assistive technology up to 200 percent without loss of content or functionality.

Success Criterion 1.4.5 - Images of Text Level AA

WCAG Says: If the technologies being used can achieve the visual presentation, text is used to convey information rather than images of text except for the following: 


· Customizable: The image of text can be visually customized to the user's requirements;


· Essential: A particular presentation of text is essential to the information being conveyed.


Note 1: Logotypes (text that is part of a logo or brand name) are considered essential.

WCAG Means: 1.4.5 advises against presenting text as an image unless it is absolutely unavoidable.  If this is the case, the underlying code must also include the text that has been rendered on the screen as an image, so that it can be relayed to a user by a screen reader.  All in all, it would be easier not to present text as an image.


Principle 2 - Operable


WCAG says:  User interface components and navigation must be operable.


Guideline 2.1 Keyboard Accessible


WCAG says:  Make all functionality available from a keyboard.


WCAG means:  Ensure that it is possible to use an application without the need for a mouse (or touch screen technology).  This includes activities like accessing help and dismissing screen messages.


Scope

There are two level A success criteria.

Success Criterion 2.1.1 – Keyboard Level A


WCAG Says: All functionality of the content is operable through a keyboard interface without requiring specific timings for individual keystrokes, except where the underlying function requires input that depends on the path of the user's movement and not just the endpoints.


Note 1: This exception relates to the underlying function, not the input technique. For example, if using handwriting to enter text, the input technique (handwriting) requires path-dependent input but the underlying function (text input) does not.


Note 2: This does not forbid and should not discourage providing mouse input or other input methods in addition to keyboard operation.

Success Criterion 2.1.2 - No Keyboard Trap Level A

WCAG Says: If keyboard focus can be moved to a component of the page using a keyboard interface, then focus can be moved away from that component using only a keyboard interface, and, if it requires more than unmodified arrow or tab keys or other standard exit methods, the user is advised of the method for moving focus away.


Note 1: Since any content that does not meet this success criterion can interfere with a user's ability to use the whole page, all content on the Web page (whether it is used to meet other success criteria or not) must meet this success criterion. See Conformance Requirement 5: Non-Interference.


WCAG Means: 2.1.2 refers to keyboard traps.  This represents a situation in which it is possible to use the keyboard to shift the focus onto an area of the screen but it is not possible to move away again.

Guideline 2.2 Enough Time


WCAG says:  Provide users enough time to read and use content.


WCAG means:  Not all users can react to the screen with the same speed.


Scope

There are two level A success criteria.  One deals with situations in which a time limit has been set for user activity, as when an online banking site times a user out if there has been no activity after a set limit.  A period of time that seems reasonable for the generality of users may not be sufficient for people with a disability.  The other success criterion covers giving the user control over moving elements on the screen or automatic updates on a page.  Scrolling or flashing images can be distracting for people with cognitive issues, such as dyslexia, while an automatic update may disorientate someone receiving information about the page through a screen reader.

Success Criterion 2.2.1 – Timing Adjustable Level A

WCAG Says: For each time limit that is set by the content, at least one of the following is true: 


· Turn off: The user is allowed to turn off the time limit before encountering it; or


· Adjust: The user is allowed to adjust the time limit before encountering it over a wide range that is at least ten times the length of the default setting; or


· Extend: The user is warned before time expires and given at least 20 seconds to extend the time limit with a simple action (for example, "press the space bar"), and the user is allowed to extend the time limit at least ten times; or


· Real-time Exception: The time limit is a required part of a real-time event (for example, an auction), and no alternative to the time limit is possible; or


· Essential Exception: The time limit is essential and extending it would invalidate the activity; or


· 20 Hour Exception: The time limit is longer than 20 hours.


Note 1: This success criterion helps ensure that users can complete tasks without unexpected changes in content or context that are a result of a time limit. This success criterion should be considered in conjunction with Success Criterion 3.2.1, which puts limits on changes of content or context as a result of user action.


Success Criterion 2.2.2 - Pause, Stop, Hide Level A

WCAG Says: For moving, blinking, scrolling, or auto-updating information, all of the following are true: 


· Moving, blinking, scrolling: For any moving, blinking or scrolling information that (1) starts automatically, (2) lasts more than five seconds, and (3) is presented in parallel with other content, there is a mechanism for the user to pause, stop, or hide it unless the movement, blinking, or scrolling is part of an activity where it is essential; and


· Auto-updating: For any auto-updating information that (1) starts automatically and (2) is presented in parallel with other content, there is a mechanism for the user to pause, stop, or hide it or to control the frequency of the update unless the auto-updating is part of an activity where it is essential.


Note 1: For requirements related to flickering or flashing content, refer to Guideline 2.3.


Note 2: Since any content that does not meet this success criterion can interfere with a user's ability to use the whole page, all content on the Web page (whether it is used to meet other success criteria or not) must meet this success criterion. See Conformance Requirement 5: Non-Interference.


Note 3: Content that is updated periodically by software or that is streamed to the user agent is not required to preserve or present information that is generated or received between the initiation of the pause and resuming presentation, as this may not be technically possible, and in many situations could be misleading to do so.


Note 4: An animation that occurs as part of a preload phase or similar situation can be considered essential if interaction cannot occur during that phase for all users and if not indicating progress could confuse users or cause them to think that content was frozen or broken.

Guideline 2.3 Seizures


WCAG says:  Do not design content in a way that is known to cause seizures.


Scope


There is one level A success criterion.

Success Criterion 2.3.1 - Three Flashes or Below Threshold Level A

WCAG Says: Web pages do not contain anything that flashes more than three times in any one second period, or the flash is below the general flash and red flash thresholds.


Note 1: Since any content that does not meet this success criterion can interfere with a user's ability to use the whole page, all content on the Web page (whether it is used to meet other success criteria or not) must meet this success criterion. See Conformance Requirement 5: Non-Interference.


Guideline 2.4 Navigable


WCAG says:  Provide ways to help users navigate, find content, and determine where they are.


Scope


There are four level A success criteria and three at level AA.

Success Criterion 2.4.1 - Bypass Blocks Level A

WCAG Says: A mechanism is available to bypass blocks of content that are repeated on multiple Web pages.

WCAG Means: 2.4.1 gives all users the ability to skip selected content on a page.  AS tool users must be able to jump over content that is repeated at the top of each page (such as links to help, menus and so on).  This stops screen reader users being forced to listen to the same output over and over again, and replicates the ability of a sighted user to skip straight to the variable content.

Success Criterion 2.4.2 - Page Titled Level A

WCAG Says: Web pages have titles that describe topic or purpose.

WCAG Means: 2.4.2 refers to the page title that appears on the tab at the top of the screen (for example, the text specified in the HTML header).  Presence of this information allows a screen reader user to more easily identify items in their browser history.


Success Criterion 2.4.3 - Focus Order Level A

WCAG Says: If a Web page can be navigated sequentially and the navigation sequences affect meaning or operation, focusable components receive focus in an order that preserves meaning and operability.

WCAG Means: 2.4.3 deals with ensuring that all users can follow the logical structure of a screen, whether they are doing so visually or with a screen reader, and moving the focus point with a mouse or by tabbing.  For example:   
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In this form the logical order is to read down in each column in turn.  This is clear to someone looking at the form, but it must also be made clear in the way that it is coded.  Without any clues provided by the structure, a screen reading tool would default to reading from left to right across the page.

Success Criterion 2.4.4 - Link Purpose (In Context) Level A

WCAG Says: The purpose of each link can be determined from the link text alone or from the link text together with its programmatically determined link context, except where the purpose of the link would be ambiguous to users in general.


WCAG Means: 2.4.4 provides two options for identifying the purpose of a link.  One is to do this with the actual link text, in which case it would look like this:
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This is preferable as it would allow a screen reader to provide meaningful information if the user asks it to list all links on a page.  


The alternative is to ensure that the context makes the purpose and designation of the link clear, and to do this context must be programmatically determined.  On the screen it might look like this:
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In the code it would be necessary to ensure that all of this text lies in a single paragraph, or if a table has been used to create the layout, that all of the text is in the same cell.

Success Criterion 2.4.5 - Multiple Ways Level AA

WCAG Says: More than one way is available to locate a Web page within a set of Web pages except where the Web Page is the result of, or a step in, a process.


WCAG Means: 2.4.5 This success criterion would be met by including a combination of site map, structured menu and search facility, allowing an individual user the opportunity to select the approach that best meets their requirements.

Success Criteria 2.4.6 - Headings and Labels Level AA

WCAG Says: Headings and labels describe topic or purpose.


Success Criterion 2.4.7 - Focus Visible Level AA

WCAG Says: Any keyboard operable user interface has a mode of operation where the keyboard focus indicator is visible.

WCAG Means: 2.4.7 This success criterion deals with making it clear to a user where on the screen focus currently lies.  In this context, focus means the area on the screen which is ready to accept input or respond to a command.  In the figure below the focus lies on the Our role button.


                                     [image: image9.png]. A http://intralink/index.asp

Home | Accessibilty | A to Z | Directory | ¢

| @ Department for Wi

Operational in







Principle 3 - Understandable


WCAG says:  Information and the operation of user interface must be understandable


Guideline 3.1 Readable


WCAG says:  Make text readable and understandable.


Scope


There is one success criterion at level A and one at AA.  However, it would also be desirable to consider the level AAA success criterion 3.1.5 which deals with the reading level required to understand content.

Success Criterion 3.1.1 - Language of Page Level A

WCAG Says: The default human language of each Web page can be programmatically determined.

WCAG Means: 3.1.1 deals with making it clear in the code what language is being used on a web page.  This information is required for screen reader and dyslexia support tools, but it is also useful for any spell checking programmes that might be run against text.

Success Criterion 3.1.2 - Language of Parts Level AA

WCAG Says: The human language of each passage or phrase in the content can be programmatically determined except for proper names, technical terms, words of indeterminate language, and words or phrases that have become part of the vernacular of the immediately surrounding text.

WCAG Means: 3.1.2  follows on from 3.1.1 and deals with a situation in which some of the text within a page differs from that declared in meeting success criterion 3.1.1.  For instance, a French term may be used in an otherwise English language page.

Success Criterion 3.1.5 - Reading Level Level AAA

WCAG Says: When text requires reading ability more advanced than the lower secondary education level after removal of proper names and titles, supplemental content, or a version that does not require reading ability more advanced than the lower secondary education level, is available.


Note: 3.1.5 deals with Reading Levels.  This is categorised as a AAA requirement, so not formally mandated by DWP.  However, any effort made as part of general good design principles to make language as simple and straightforward as possible will also contribute to accessibility.


Guideline 3.2 Predictable


WCAG says:  Make Web pages appear and operate in predictable ways.


WCAG means:  Users should be able to have accurate expectations on how a new page in an application will behave based on their experience of earlier pages, and they should not get surprises.


Scope


There are two success criteria at level A and two at AA.

Success Criterion 3.2.1 - On Focus Level A

WCAG Says: When any component receives focus, it does not initiate a change of context.


WCAG Means: 3.2.1  seeks to avoid situations in which moving the focus to a screen element automatically causes a change of context.  For the purposes of WCAG, context is the overall meaning.  For example, a page offers the option of viewing it in English or Welsh.  Simply moving the focus to the Welsh option should not change the language in which the page is presented.  The content is the same, but since the context has changed to a Welsh presentation of that content, it will not mean anything to someone who does not understand the language.  This change must be initiated by a conscious decision on the part of the user.  Less extreme examples, such as automatically moving the focus from a Help button into a window showing the help text will have a significant impact on users dependent on alternative means of navigation, such as the keyboard or an AS tool.

Success Criterion 3.2.2 - On Input Level A

WCAG Says: Changing the setting of any user interface component does not automatically cause a change of context unless the user has been advised of the behaviour before using the component.


WCAG Means: 3.2.2 deals with a similar area to 3.2.1 and is intended to ensure that an action will cause a significant change in what they are looking at.  For example, rather than having a form submitted because the user has completed (and tabbed out of) the final input field there should be a separate button that will allow the user to initiate the submission.

Success Criterion 3.2.3 - Consistent Navigation Level AA

WCAG Says: Navigational mechanisms that are repeated on multiple Web pages within a set of Web pages occur in the same relative order each time they are repeated, unless a change is initiated by the user.


WCAG Means: 3.2.3 and 3.2.4 deal with consistency of navigation conventions and the presentation of controls on the screen.  It is worth noting that this is an instance where good accessibility practice is also good general design as with the use of the underscore/box/cross controls [image: image10.png]|= = 2%




 throughout Windows.

Success Criterion 3.2.4 - Consistent Identification Level AA

WCAG Says: Components that have the same functionality within a set of Web pages are identified consistently.

WCAG Means: See 3.2.3

Guideline 3.3 Input Assistance


WCAG says:  Help users avoid and correct mistakes.


Scope


There are two success criteria at level A and two at AA.

Success Criterion 3.3.1 - Error Identification Level A

WCAG Says: If an input error is automatically detected, the item that is in error is identified and the error is described to the user in text.

Success Criterion 3.3.2 - Labels or Instructions Level A

WCAG Says: Labels or instructions are provided when content requires user input.


WCAG Means: 3.3.2  In relation to this success criterion, be aware that just because you can see a label on the screen, it may not have been coded in such a way as to be available to a screen reader.

Success Criterion 3.3.3 - Error Suggestion Level AA

WCAG Says: If an input error is automatically detected and suggestions for correction are known, then the suggestions are provided to the user, unless it would jeopardize the security or purpose of the content.

Success Criterion 3.3.4 - Error Prevention (Legal, Financial, Data) Level AA

WCAG Says: For Web pages that cause legal commitments or financial transactions for the user to occur, that modify or delete user-controllable data in data storage systems, or that submit user test responses, at least one of the following is true: 


1. Reversible: Submissions are reversible.


2. Checked: Data entered by the user is checked for input errors and the user is provided an opportunity to correct them.


3. Confirmed: A mechanism is available for reviewing, confirming, and correcting information before finalizing the submission.


Principle 4 - Robust


WCAG says:  Content must be robust enough that it can be interpreted reliably by a wide variety of user agents, including assistive technologies.


WCAG means:  Make sure that the product can be used effectively by people who are reliant on assistive technology.


Guideline 4.1 Compatible


WCAG says:  Maximise compatibility with current and future user agents, including assistive technologies.


WCAG means:  The product must be created in a fashion that supports compatibility with assistive software.  The standard does not specify particular tools, or even generic types, the requirement is to produce properly structured and accurate code.


Scope


There are two level A success criteria.  

Success Criterion 4.1.1 – Parsing Level A

WCAG Says: In content implemented using markup languages, elements have complete start and end tags, elements are nested according to their specifications, elements do not contain duplicate attributes, and any IDs are unique, except where the specifications allow these features.


Note 1: Start and end tags that are missing a critical character in their formation, such as a closing angle bracket or a mismatched attribute value quotation mark are not complete.

WCAG Means: 4.1.1  aims at producing code that is technically correct.  The more complete the code, the more accurately assistive software will be able to interface with it.  Properly written code is also more likely to produce the same results across a range of browsers and versions of those browsers (including ones not yet created), so its value extends beyond accessibility.  Tools like WAVE that can help in detecting code that is incomplete or inaccurate are essentially supporting this success criterion. 

Success Criterion 4.1.2 - Name, Role, Value Level A

WCAG Says: For all user interface components (including but not limited to: form elements, links and components generated by scripts), the name and role can be programmatically determined; states, properties, and values that can be set by the user can be programmatically set; and notification of changes to these items is available to user agents, including assistive technologies.


Note 1: This success criterion is primarily for Web authors who develop or script their own user interface components. For example, standard HTML controls already meet this success criterion when used according to specification.


WCAG Means: 4.1.2  Just because it looks like a button to you on the screen, it does not mean that an AS tool will perceive it as a button.  It needs to be correctly coded to allow the assistive software to do its job.

WAI – ACCESSIBLE RICH INTERNET APPLICATIONS (WIA-ARIA)

This is a high level and non-technical overview of ARIA.  More detailed information can be found in the technical specification.  The link can be found at the end of the section.

ARIA is a means of supplementing the information supplied to assistive software, particularly screen readers, by HTML code.   It is a specification introduced by the World Wide Web Consortium in 2014 in response to the increasing use of languages like JavaScript to add functionality into web pages.  ARIA is a means of giving users of screen readers a more accurate version of what is happening on a page and how to make things happen.  

It is not a magic way of wallpapering over the cracks in badly designed and executed applications or web pages.  Particularly where citizen-facing applications and services are concerned, the first priority should always be to make them as simple and straightforward as possible.  This will not only help to deliver accessible products, but also ensure that they can be used by as many people as possible, including those with little experience of the internet, or who may have learning difficulties.

The standard approach when assessing accessibility of a web page used to be to disable JavaScript and CSS, and then see whether it still made sense and allowed a user to achieve their desired goal.  In part, this was based on an assumption that most users of assistive technology browsed the web with JavaScript disabled.  This is no longer the case.  A survey carried out by WebAIM in 2012 found that 98.6% of screen reader users had JavaScript enabled on their browser.  They expected to get the richer functionality being experienced by other users.


Citizens do not come to DWP digital services for excitement, and neither are they selecting them from a range of available options.  They are using them from necessity, and wish to achieve their desired goal as quickly as possible.  For this reason, the approach of ensuring that the service is still viable without JavaScript is probably still legitimate.


However, this does not necessarily hold in all cases, particularly where an application is only supplied to DWP staff.  In that instance someone may be using the same application day after day for long periods of time, and will be looking for additional functionality that will provide more support.  


In these cases the use of ARIA may be necessary to ensure that people reliant on assistive software are also able to get the best out of the application.

There are three main concepts in ARIA:


· Roles


· States and Properties


· Live Regions


Roles


Many web pages include interactive elements enabled by client side scripting, such as tree menus in which items can be expanded to show additional information or collapsed to give a summary view.  There is an example on the left hand side of the DWP intranet staff directory on the intranet depicting the organisational structure of the department.  

The HTML alone cannot alert a screen reader to the presence of this type of functionality.  It needs the addition of the appropriate ARIA description to warn the screen reader that the appropriate section of HTML is being used for something other than its normal purpose.  Without the ARIA a screen reader may only tell the users that there is a blank column on the page.  Adding the appropriate ARIA description lets the user know that a tree menu is available to them.

States and Properties


This element of ARIA conveys information about the current status of something whose purpose has been explained by its Role.  For example, in the case of a menu tree the state would notify the screen reader that an item was currently either expanded or collapsed.

Live Regions

This makes it possible to warn the screen reader, and hence the user, of changes in a page that do not involve the whole page reloading.  Without the help of ARIA the user would not be aware of any changes in the screen taking place outside the current focus of their tool.  Changes can either be notified once the screen reader has finished what it is currently saying, or immediately by interrupting the current output, if the need is sufficiently urgent.

Useful Links


Specification: https://www.w3.org/TR/wai-aria/

Overview:  https://www.w3.org/WAI/intro/aria.php

TESTING & ASSESSMENT


Purpose and Scope


This section explains some of the underlying principles of testing accessibility, rather than supplying detailed guidance on carrying it out.  The aim is to put people in a position to make informed decisions on how best to conduct testing in the particular circumstances that they encounter.  This will be within the wider framework of the DWP testing approach, which reflects the fact that accessibility should be a facet of several elements in a testing programme, rather than a separate phase. 


Structure 


There are two approaches to assessing accessibility:


· Indirect Testing looks for the application of agreed guidelines and techniques designed to increase the chances of making a product accessible;


· Direct Testing  assesses the actual accessibility of a product by asking one or more people to use it, and establish whether or not they can achieve their desired goals.


This reflects the discussion in the introduction on what is meant by accessible or inaccessible, and the need to introduce some commonly agreed standards as a practical solution to the problem.  

The identification of these two broad types of test parallels other categorisation such as technical test/functional test, or system test/user test.

Indirect Testing


This is a secondary measurement of accessibility.  It checks for the application of techniques and standards  recognised as likely to increase the chances of a product being accessible to as many people as possible.  As noted elsewhere, accessibility is a consideration before any code has been produced.  Things like wireframes or other screen mock ups should also be considered against the benchmark of accessible design.


As far as code is concerned, this process is very similar to a review or inspection.   It is static rather than dynamic testing, so the code will not actually be exercised.  The check is for compliance with relevant standards.  For DWP the principle accessibility standard is WCAG ver 2.0 (AA).  


Aside from the specific techniques covered by WCAG, general accuracy in coding will also help to make a product accessible.  Assistive software has to interact with a huge range of applications so it is not possible to tailor them to every system with which they will have to interact.  As with the adoption of accessibility standards, the solution is to create them on the assumption that other products will have been created against the appropriate coding standards, such as those set for HTML by  W3C.  


In this respect assistive software is similar to browsers, which can be forgiving and render inaccurate code on screen  in the way originally intended.  But the best way of ensuring a more uniform experience across a range of browser types and versions is to present them with accurate code.  As far as assistive software tools are concerned the less guessing that they have to do to compensate for inaccurate or incomplete elements, the better the experience for the user.  


This means that checking that code is likely to be compatible with assistive software also plays a part in ensuring that it will interact effectively with other tools.


Tools - Indirect Testing 


There are a number of tools that can help in checking the code, BUT:  


· None of them can provide a definitive judgement on accessibility, implicit in the fact that they are supporting indirect testing.


· None does the job without some measure of human intervention.  They are not automated in the sense that this expression is usually employed.  Some accessibility test tools will work their way right through an application auditing all of the screens against the criteria built into the code while others are browser extensions and will be manually directed to an element to be assessed, but none can be programmed to exercise the functionally of a system and establish its degree of accessibility.


· Their accuracy is only as good as the wit of their developers.  Tools will ignore some issues that have a practical impact on some users, and identify others incorrectly.  Estimates vary, but tools may only pick up 20% of the issues that might have an impact on accessibility.  If you identify any shortcomings during the course of testing, please feed them back to the people who created the tool.  It will help them to improve them for everyone.

· Tools can only find what they are looking for.  They will only provide results on the particular rules that have been built into them.    

What they can help in is clearance of the undergrowth.  For example, it would not necessarily be productive use of a developer’s time to go through the code checking for any image (img) tags lacking the alternative text (alt) attribute that describes a visual image to a screen reader user when a tool could do it for them.  However, there is no tool that will pick up the defect where an alternative text has been included, but it does not accurately reflect the image.  


These tools assist human activity, they do not replace it.


The table below provides information on some of the available tools.  (Please note: GDS are currently undertaking a review of tools.  Once the results are available they will be used to update this section.)  

		Automated Checks






		Tenon

Created by web accessibility expert Karl Groves.  

This tool tests the Document Object Model.



		axe | Deque Systems

Deque System’s aXe (The Accessibility Engine) open source library is a lightweight (~100 KB), fast, portable JavaScript library that executes automated accessibility testing inside your testing framework or browser of choice.  Used by Barclays





		Worldspace Web Accessibility Development Testing Tool 


Deque Systems: “WorldSpace for Web Development is the easiest way to add comprehensive accessibility testing to a mature development process. Works great with agile development!”  Used by Barclays.





		WAVE Web Accessibility Tool

WAVE is developed and made available as a free community service by WebAIM

This tool tests the Document Object Model.



		IDI Web Accessibility Checker : AChecker

This tool checks single HTML pages for conformance with accessibility standards to ensure the content can be accessed by everyone.

This tool tests the source code.



		Manual Checks






		IE Web Accessibility Toolbar (WAT) | The Paciello Group



The Web Accessibility Toolbar (WAT) has been developed to aid manual examination of IE web pages for a variety of aspects of accessibility. Without any technical expertise, you can perform a mini-accessibility audit on any site in just a couple of minutes.


This tool tests the Document Object Model.



		Accessibility Viewer (aViewer) | The Paciello Group

The Accessibility viewer (aViewer) is an inspection tool for Windows that displays the accessibility API information (MSAA, IAccessible2, UI Automation, ARIA, HTML DOM) exposed by web browsers to the operating system, and thus to any assistive technology such as screen readers.


This tool tests the Document Object Model.



		Colour Contrast/Combination






		Color Laboratory -- AWARE Center -- HTML Writers Guild

This color laboratory allows you to select colors and see how they appear next to one another, and in various foreground/background combinations. It also allows you to see those colors as they might appear to color-blind users.






		Accessibility Color Wheel

This tool helps to improve site accessibility by analyzing the contrast of a color pair and showing how color-blind people will see it. It simulates three kinds of vision deficiencies: deuteranopia, protanopia and tritanopia.






		WebAIM: Color Contrast Checker

Simply select or enter a foreground and background color in RGB hexadecimal format level and a WCAG pass or fail is displayed. AA requires a contrast ratio of 4.5:1 for normal text and 3:1 for large text








Keyboards


Any keyboard is a simple but effective tool for testing accessibility and can be used throughout the development cycle.  


It must be possible to navigate through an application by only using the keyboard.  If this is not the case, it will definitely cause problems for users of screen readers and speech recognition software (when used for navigation), and will probably make life difficult for people who use screen magnifiers.

Direct Testing


Direct testing of accessibility is essentially a version of user testing and should be included whenever, and however, any other user testing is being conducted.


As with any such test an individual will represent a group or category, with part of the risk lying in the validity of drawing general conclusions from specific results.  This is more acute when it comes to assessing accessibility, as there is a greater chance of people having significant but particular needs.  


A number of things may prevent a person representing a population.  In the figure below the person (shown in orange) closest to the computer is the tester, those in yellow members of the intended user population who are now being effectively  represented by the tester.  The interests of the figures in white are not being represented by this test.
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If there is only one tester the issues are fairly straightforward.  People are not covered by the test for two basic reasons:


· They do not customarily use any assistive software, but an assumption has been made that this is how users address accessibility issues;


· They do use assistive software, but it is of a different generic type.  Tools do have some shared compatibility requirements, but these issues are the ones that are likely to have been picked up in indirect testing, where checks are being made for complete and accurate code.


Increasing the number of testers starts to address the problem, but there can still be factors that leave groups of people outside the scope of the test.
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· The specific type of tool.  Within the screen reader family there are many different specific tools, including JAWS, NVDA, VoiceOver, Window-Eyes and ORCA.


· How the person is using the tool.  Screen magnifier users may only be increasing the size of the image, altering the presentation of the image, using the screen reading functionality or any combination of these.


· The version of the tool.  Vendors will typically release a major upgrade every 12-18 months.


· The experience and expertise of an individual in using a tool.  Making use of a screen reader to access IT is a complex interaction and different people will report different degrees of comfort.


In practice, no testing is likely to guarantee full coverage (it will certainly not be economic or practicable to do so) and for accessibility testing it is even more difficult.


Selection of representative testers should be based on the product and its intended users, and the level of risk to be mitigated.  And since accessibility is more than compatibility with assistive software, the results from other user testing may have a bearing on the assessment.  If any testers report difficult in distinguishing text due to poor contrast with the background this is an issue that needs to be addressed.  It may not have been raised by a visually impaired person testing with a screen magnifier because they are using the tool to change the colour presentation of the screen.


Tools – Direct Testing


In this case the tools are supporting the users in accessing the product under test.  The tools are not testing the product, they are allow the users to test it.


There are four generic types of tool and generally there should be at least one example of each in a test.  They are:


· Screen readers


· Screen magnifiers


· Speech recognition tools


· Dyslexia support tools


As noted above, within each of these generic types there are many specific brands, and within them there may be several versions in use at any one time.  General information about the prevalence of particular tools is sketchy, let alone in relation t particular demographic groups.  Below is a list of the more prominent tools within each group:


		Screen readers






		JAWS

		A highly sophisticated dedicated screen reading tool



		NVDA

		Open source dedicated screen reading tool



		VoiceOver

		Screen reading functionality provided in the Apple operating system



		TalkBack

		Screen reading functionality provided in the Android operating system



		ZoomText

		A screen magnifier that includes screen reading functionality



		Window-Eyes

		A dedicated screen reader currently offered free to users of MS Office 10 and later



		Screen Magnifiers






		ZoomText

		



		MAGic

		From the same vendor as JAWS



		Speech Recognition






		Dragon

		The market leader in supplementary speech recognition software



		Dyslexia Support






		Read & Write Gold

		





As with any testing the issue is one of risk mitigation.  As a minimum it is suggested that testing includes an example from each generic type of tool.  Beyond that, it is the same issue of judgement regarding the degree to which a single instance of something can safely be taken to represent a class. 


Since it is likely that any current testing will include the use of mobile devices, this should also include exercising any built in accessibility software such as VoiceOver and TalkBack.


Why Two Approaches?


The relationship between indirect and direct testing is similar to that between unit/system test and user testing.  Checking the code as it is created and correcting errors will allow direct testing to concentrate on a more nuanced assessment, without having to worry address basic issues.


Indirect testing alone will not allow an accurate assessment of accessibility, because the standards are guidelines, not laws of nature.


For example, WCAG success criterion 1.3.1 states:


Info and Relationships: Information, structure, and relationships conveyed through presentation can be programmatically determined or are available in text.


One of the techniques associated with this success criterion is H71:  Providing a description for groups of form controls using fieldset and legend elements.  There has been an instance of this being applied on a form containing more than 20 fields.  The result for JAWS users was that before they could get to the specific name of a field in the form the tool had to announce the legend text each time.  As well as being an irritant, this rendered unusable the JAWS functionality that would otherwise have allowed them to quickly move to a desired field by starting to type its name.  


This is not to say that this technique should not be applied, but that in all cases you need to be aware of the ultimate aim of a technique, and form a judgement on whether or not it will be met by its application in a particular instance.


TOOLS


Purpose and Scope


This section describes the generic types of assistive software available, an overview of the functionality that each provides to a user and an insight into how the software interacts with the application being accessed.


The main types of tool are:


· Screen Readers


· Screen Magnifiers


· Speech Recognition Software


· Dyslexia Support


Making IT compatible with assistive software is an important component of delivering accessibility, and many of the WCAG guidelines are aimed at supporting this aim.  However, it is essential to recognise that this is not the sole aim, or even the most important.  Ideally, no user would require supplementary software and all of their access requirements could be met by adjustments that they can make in the combination of application/browse/operating system.  This is clearly not possible in practical terms, but IT should seek to remove the need for supplementary tools as far as possible, and include in any assessment of accessibility the needs of people who do not use AS tools.  For example, it is not acceptable to say that where a design has created problems for people who have difficulty in perceiving certain colour combinations the solution should always be for them to use a screen magnifier to change the presentation locally.  The first port of call should be to aim to create a universally accessible design.


Screen Readers


Dedicated screen readers are primarily used by people with no sight or very poor sight.  These tools convert the information that would otherwise go to the screen into audio or braille keypad output.   


Screen readers don’t read the screen.  


Someone looking at a screen perceives it in two dimensions and is able to make use of well laid out content to scan it for the elements that they want.  A screen reader can only present the information in a linear fashion, essentially a one dimensional view of the screen.  This leaves it to the user to construct a mental image of the structure of the screen and relationships between the elements in it.


This is the first part of the GOV.UK home page:
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Once it has got past the header and page information, a screen reader announces the same content like this:


welcome to g o v . u k internet explorer


g o v . u k


welcome to g o v . u k


link


skip to main content


banner landmark


visited link


g o v . u k


main landmark


heading level one


welcome to g o v . u k


the best place to find government services and information


simpler, clearer, faster


search landmark


search gov.uk


edit


button


search


heading level two


popular on gov.uk


list with five items


link


universal jobmatch job search


link


review vehicle tax


link


log in to student finance


link


book your theory test


link


employment and support allowance


out of list


heading level two


services and information


list with six items


heading level three


link


benefits


includes tax credits, eligibility and support


heading level three


link


birth, deaths, marriages and care


. . . and so on


 This particular screen has been designed and built with accessibility in mind.  The layout is relatively straightforward and it has been constructed with appropriate code to help the screen reader tool make sense of the structure, but this example still demonstrates that requires skill and concentration.  Overly complex design and coding that does not allow full use of the tools’ functionality make engaging with an application impossible.


There are a number of specific tools:


· JAWS – is the market leader in the field


· NVDA – aims to provide broadly similar functionality to JAWS and is free


· VoiceOver – incorporated into the Apple operating system, including smart phones


· TalkBack is the Android equivalent of VoiceOver


· Window-Eyes


These tools offer varying degrees of sophistication, with JAWS having well over a hundred short cut keys.  In all cases, it is necessary that a page is properly coded to allow a user to get the most out of their tool since they will use the mark up to provide additional information to users, such as the presence of headings and links.  For example, people will use functionality that lists all headings on a page in the same way as a sighted person would quickly scan it to get a rough idea of the content.


Many of the guidelines in WCAG are designed to meet this requirement and it lies behind the concept of programmatic determination that is used frequently in WCAG and is explained in the Development section of this handbook.

Screen Magnifiers


These tools are used by people with a range of visual impairments, including poor vision beyond that which can be addressed with corrective lenses, incomplete field of vision, blurred vision and colour blindness.  Beyond the obvious functionality of allowing the user to magnify a section of the screen they also allow radical changes in the colour scheme.  Most screen magnifiers also include screen reading functionality.  This is less sophisticated than that found in a dedicated screen reader, but will support the visual perception available to a user.


There are a couple of points to bear in mind.  Just as we have tried to suggest that the mental image created by the term screen reader may fall well short of the reality, the actual implications for users of having to magnify part of the screen needs to be considered.


The image below shows the GOV.UK home page again, this time showing the effect of running a screen magnifier lens over it.  The level of magnification here is set to 3x.  This is far from unusual, and many people require more.  Even at this level the effect can be disorientating and it becomes difficult both to navigate the page and establish the context of the content being displayed in the lens.
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The other major functionality offered by screen magnifiers is the ability to make radical changes in the colour scheme on a page.  Many users with a visual impairment will select a high contrast setting, sometimes used in concert with magnification.  Typically a high contrast view would look like this:
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and may result in something that looks very different from the original design.  There is a particular problem if the screen has been decorated with images.  What looks pretty in the standard view may be a disorientating mess when the presentation has been manipulated to meet someone’s access requirements.


There are a number of screen magnifiers available, including:


· ZoomText


· SuperNova


· MAGic


Speech Recognition Software


These tools are typically used by people who have difficulty in using a mouse and/or keyboard for prolonged periods of time, and also by some people with dyslexia.


The most straightforward functionality offered is the ability to dictate text.  Once the focus lies on any input field – a cell in a spread sheet, field in a form or an MS Word page, anything said into the microphone by the user will be converted into input.  This functionality is the most widely applicable.  As well as being useful for people unable to type for long periods of time due to a physical issue, it allows people with severe dyslexia to bypass the need to enter text via a keyboard.  It is worth noting that several of the vendors are suggesting that the value of this function is not limited to people with accessibility requirements, and it is being presented as a general aid to productivity.


The more sophisticated element of these tools is the ability to navigate IT by issuing voice commands.  In theory it should be possible to do anything in this way that would otherwise be done by using a mouse or keyboard but it is worth noting that limitations are accepted.  These tools do not offer a guaranteed hands-free option in every circumstance.  Nuance, the vendors of Dragon, suggest that the aim should be to allow users to operate without mouse or keyboard at least 80% of the time.  This recognises that there will be occasions when the user is expected to resort to alternative methods of navigating.  In other words, these tools are not designed for people completely incapable of using hands or fingers, but they do aim to very significantly limit that use.


As with screen readers, speech recognition software is heavily dependent on properly structured code to allow people to make full use of the functionality.


The most widely used specialist tool is Dragon NaturallySpeaking.  


A number of applications include some degree of speech recognition as a function, such as Siri in the Apple operating system and Voice Recognition in  Windows.


Dyslexia Support


As indicated by the name, these tools provide support for people suffering from dyslexia.  It is fairly common to find these tools used in concert with software like Dragon, since none of the tools currently available include functionality to convert speech into text input.


Dyslexia manifests in a number of different ways, and as a consequence support tools offer a package of different functions.  There will be some element of screen reading – this does not have to be as sophisticated as that found in a dedicated screen reader, as the person will usually be asked to select the text to be read aloud.  There will also be enhanced spell checking functionality, sometimes with a pictorial dictionary to supplement the text one.  As people with dyslexia can be affected by the way in which content is presented the tools will also offer functions like the ability to screen off most of the content, allowing them to concentrate on the section that they wish to read.


The main tool is Text Help Read & Write.  Support will also be provided by the functionality included in a number of other items such the conversion of text to speech found in mobile phone, tablet and PC operating systems.  


DISABILITIES


Purpose


This section provides background information on various categories of disability, their impact on people’s ability to interact with IT, and the methods of addressing these issues.  The aim is to provide an insight into why certain accessibility techniques are recommended.


The increasing use of digital engagement with DWP customers makes it necessary  to take account of a wider range of impairments than might have been the case when accessibility provisions only had to deal with the needs of DWP staff.  For example, the need to ensure that applications are usable by people with a low reading age.


Types of Disability


For the purposes of this discussion relevant disabilities will be grouped under four broad categories.  This is clearly necessary from a practical perspective, but it is also worth bearing in mind that individual needs within these groups are just that, and something that is accessible for one person with a visual disability may raise serious barriers for another.  


The groups used are:


· Visual 


· Motor


· Auditory


· Cognitive & Neurological


Visual Disabilities


This covers a range of impairments including:


· Blindness


· Low vision


· Colour blindness


People who are blind will be reliant on some form of screen reader to translate content into an audio or braille format.  Many of the guidelines in WCAG are designed to directly or indirectly make IT compatible with these tools. 


Low vision describes a situation in which an impairment cannot be corrected by glasses, contact lenses or surgery.  The results can be blurring or an incomplete visual field – in some cases the person can only perceive the centre of the visual field, in others only the periphery.  


People suffering from low vision will frequently make use of screen magnification tools to increase the size of the part of the screen they wish to view.  They may also change the colour presentation with options like reversing black and white, or selecting high contrast.  This is another reason why colour should never be used as the sole means of communicating meaning (WCAG acceptance criterion 1.4.1).

Colour blindness can have a number of different impacts.  Rarest is the form that leaves people with no perception of colour at all, but a significant number of people have difficulty in distinguishing between particular colours.  This will cause problems for them if the design of an application page assumes that everyone will see colours in a particular way. 


People who are colour blind may either adjust screen appearance using browser and operating system settings, or make use of the more sophisticated functionality available in a screen magnification tool.


This website - http://www.colourblindawareness.org/ - gives a good insight into the practical effects of various types of colour blindness.


Motor Issues

For our purposes this means people who have problems in using their upper limbs.  They may experience pain through prolonged repetitive movement of their arms, wrists or fingers, or have problems in controlling their movements that make delicate operations difficult.


There are a number of options available in operating systems that will change the way keys behave, allowing for the impact of a tremor, for example.  Otherwise people will use a speech activation tool such as Dragon to reduce the amount that they need to use a keyboard and/or mouse.


Auditory Problems


The effects of this range of conditions can range from mild hearing impairment through a difficulty in distinguishing speech (especially against background noise) through to deafness.


The impact from an IT perspective is likely to be with any systems that rely on, or include, audio output.  While this is not currently a major issue, the increasing use of video content with a soundtrack means that it needs to be taken into account, particularly if there is any move to support public facing applications with You Tube type instructions and guidance.  Practical solutions include the provision of captions or transcripts.

Cognitive and Neurological problems 


This heading covers a wide range of issues.  In this context they do not reflect the intelligence of the person affected, but do impact the way in which they process information.


One of the most commonly encountered problems under this heading is dyslexia, which is thought to affect between 5% and 10% of the population.  It has a range of different impacts that will vary from person to person, but they include difficulty in understanding text and problems with memorizing text, which may be necessary if a user is required to carry significant amounts of information from one page of an application to another.


While there are a very wide range of distinct impairments under this heading that manifest themselves in many different ways, the best way to ensure that an application is accessible to, and usable by, as many people as possible is to keep it as simple and straightforward as is compatible with it fulfilling its function.


RESOURCES


		General



		IT Accessibility Management intranet home page

		http://intralink/1/corp/sites/psd/service_delivery/guidance/accessibility/index.asp



		WebAIM – a good general source of information

		http://webaim.org/





		Integrating accessibility into agile projects - article

		http://desarrolloweb.dlsi.ua.es/web-accessibility/integration-web-accessibility-agile-methods



		A discussion on the approaches to creating accessible code and design

		https://24ways.org/2013/coding-towards-accessibility/





		Marco’s Accessibility Blog – a variety of interesting and informative  articles by the Mozilla accessibility engineer

		https://www.marcozehe.de/







		Standards



		WCAG  ver 2.0

		https://www.w3.org/TR/WCAG20/



		Visual map of WCAG showing relationship between elements

		https://www.digitalpulse.pwc.com.au/wp-content/uploads/2014/08/WCAG20Map.pdf





		EN 301 549

		https://www.w3.org/TR/WCAG20/



		W3C Cheat sheet.  Tool to search for HTML, CSS and JavaScript that included specific accessibility hints on appropriate items.  

		https://www.w3.org/2009/cheatsheet/







		Disabilities and Accessibility Tools



		General information on the interaction of disabled people with IT

		http://www.evengrounds.com/articles/how-do-people-with-different-disabilities-use-the-computer





		Autism – impact of the condition on use of IT

		https://www.abilitynet.org.uk/factsheets/autism-and-computers



		Autism – general background from the National Autistic Society

		http://www.autism.org.uk/





		Colour blindness – general awareness

		http://www.colourblindawareness.org/





		Dyslexia – Ability Net factsheet

		https://www.abilitynet.org.uk/factsheets/dyslexia-and-computing



		Dyslexia – general background from British Dyslexia Association

		http://www.bdadyslexia.org.uk/dyslexic





		Speech recognition software

		https://www.abilitynet.org.uk/factsheet/keyboard-shortcuts



		Tool simulations

		http://webaim.org/simulations/



		Visual impairment and interraction with IT

		https://www.abilitynet.org.uk/factsheets/vision-impairment-and-computing



		Visual impairment – RNIB guide to assitive technology

		http://www.rnib.org.uk/information-everyday-living-using-technology-beginners-guides/beginners-guide-assistive-technology



		Windows shortcut keys

		https://www.abilitynet.org.uk/factsheet/keyboard-shortcuts





		Accessibility Tool Vendors



		Dragon (Nuance)

		http://www.nuance.co.uk/dragon/index.htm



		JAWS (Freedom Scientific)

		http://www.freedomscientific.com/



		MAGic (Freedom Scientific)

		http://www.freedomscientific.com/



		NVDA (NV Access)

		http://www.nvaccess.org/



		Read & Write Gold (Text Help)

		https://www.texthelp.com/en-gb/readwriteforwork



		Supernova (Dolphin)

		http://yourdolphin.com/products?id=1



		ZoomText (Ai Squared)

		http://www.aisquared.com/products/zoomtext/





		Government Digital Service (GDS)



		The Service Manual

		https://www.gov.uk/service-manual



		Blog providing background on the design process

		https://gds.blog.gov.uk/2014/07/18/whats-the-design-process-at-gds/





		Personas



		DWP personas (7 personas)

		http://intralink/1/corp/sites/psd/service_delivery/guidance/accessibility/dwp_t861500.asp#TopOfPage



		Aegis Project (16 personas)

		http://www.aegis-project.eu/index.php?Itemid=53&id=63&option=com_content&view=article
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			Multiple ways																					9.2.24			2.4.5


			Headings and labels																					9.2.25			2.4.6			10.2.25			2.4.6			11.2.1.25			2.4.6


			Focus visible																					9.2.26			2.4.7			10.2.26			2.4.7			11.2.1.26			2.4.7


			Language of page																					9.2.27			3.1.1			10.2.27			3.1.1			11.2.1.27			3.1.1			11.2.2.27			3.1.1


			Language of parts																					9.2.28			3.1.2			10.2.28			3.1.2


			On focus																					9.2.29			3.2.1			10.2.29			3.2.1			11.2.1.29			3.2.1


			On input																					9.2.30			3.2.2			10.2.30			3.2.2			11.2.1.30			3.2.2


			Consistent navigation																					9.2.31			3.2.3


			Consistent identification																					9.2.32			3.2.4


			Error identification																					9.2.33			3.3.1			10.2.33			3.3.1			11.2.1.33			3.3.1			11.2.2.33			3.3.1


			Labels or instructions																					9.2.34			3.3.2			10.2.34			3.3.2			11.2.1.34			3.3.2


			Error suggestion																					9.2.35			3.3.3			10.2.35			3.3.3			11.2.1.35			3.3.3


			Error prevention (legal, financial, data)																					9.2.36			3.3.4			10.2.36			3.3.4			11.2.1.36			3.3.4


			Parsing																					9.2.37			4.1.1			10.2.37			4.1.1			11.2.1.37			4.1.1


			Name, role, value																					9.2.38			4.1.2			10.2.38			4.1.2			11.2.1.38			4.1.2			11.2.2.38			4.1.2


			Caption positioning																											10.2.39


			Audio description timing																											10.2.40
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