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	Digital Marketplace service ID number:
	327329787260745

	Call-Off Contract reference:
	ICT2019/022 / RD1002261

	Call-Off Contract title:
	IRIS BAU Support for Microsoft Dynamics 365 Platform

	Call-Off Contract description:
	Support and maintenance of the DoSF IRIS system

	Start date:
	1st August 2019

[redacted]

	Expiry date:
	31th July 2020 (with provision for a further 12 month extension, subject to internal approvals)

	Call-Off Contract value:
	The total value of this Call-Off Contract is £99,348 (12 month) for the support provision. (£8,279 per month) (excluding VAT).

Any additional development costs will be covered and agreed by the RFQ process up to a value of £100,000.

	Charging method:
	The supplier shall issue electronic invoices monthly based on payment profiles at Schedule 2.

	Purchase order number:
	To be agreed



This Order Form is issued under the G-Cloud 10 Framework Agreement (RM1557.10).
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	Buyer’s main address:
The Secretary of State for the Department for Education 
Sanctuary Buildings 
Great Smith Street 
London 
SW1P 3BT

	To: the Supplier



	Supplier’s address:
NTT DATA UK Ltd
2 Royal Exchange
London
EC3V 3DG

Company number: 03085018

	Together: the ‘Parties’



Principle contact details
	For the Buyer:


	Title: 	[redacted]
Name: 	[redacted]
Email: 	[redacted]
Phone: [redacted]

	For the Supplier:
	Title: 	[redacted]
Name: 	[redacted]
Email: 	[redacted]
Phone: [redacted]



Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 01 August 2019 and is valid for 12 months, with provision for a further 12 month extension, subject to internal approvals.

	Ending (termination):
	The notice period needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for undisputed sums or at least 30 days from the date of written notice for Ending without cause.

Termination of appointment/work package from RFQ, is 5 working days, but subject to agreement between Buyer and Supplier for each work package.

	[bookmark: _1fob9te]Extension period:
	This Call-Off Contract can be extended by the Buyer for 1 period(s) of 12 months each, by giving the Supplier 1 month’s written notice before its expiry. Any changes in budget will be subject to DfE’s internal controls and sign off procedures.  
Extensions which extend the Term beyond 24 months are only permitted if the Supplier complies with the additional exit plan requirements at clauses 21.3 to 21.8.
The extension period after 24 months should not exceed the maximum permitted under the Framework Agreement which his 2 periods of up to 12 months each.
Under the Spend Controls process, prior approval must be obtained from the Government Digital Service (GDS) if the:
· Buyer is a central government department
· Contract Term is intended to exceed 24 months



Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud Lot:
	This Call-Off Contract is for the provision of Services under:
 Lot 3 - Cloud support.

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:

Support and maintenance of the CRM Dynamics 365 environment (IRIS365) which resides on DfE’s Microsoft Azure instance, working to agreed SLA’s and KPI availability information. 

The supplier will be expected to work alongside DfE internal IT teams who support other elements of the application such as the hosting provider and other teams such as the Exchange admin team and DfE’s Knowledge Management team (integrated SharePoint online support).

DfE require the ability to raise and request RFQ’s with the supplier for ad-hoc software and functional development work.  There may be a requirement in the future to expand the current IRIS build to include other business functionality. DfE require a supplier to plan, support and deploy Microsoft’s EverGreen approach to updates for CRM Dynamics 365.  
[bookmark: _2et92p0]

	Additional services:
	No expectation that additional services will be required other than (as above) DfE require the ability to raise and request RFQ’s with the supplier for ad-hoc software and functional development work.  There may be a requirement in the future to expand the current IRIS build to include other business functionality.
DfE require the supplier to plan, support and deploy Microsoft’s EverGreen approach to updates for CRM Dynamics 365 (schedule to be agreed).

	Location:
	There is no expectation for the supplier to work on DfE sites as they will be provided with IT facilities (devices and appropriate access) to carry out the agreed support provision.  However, if there is any development work which requires DfE on-site working this will be agreed with supplier as part of the requirement and RFQ.


	Quality standards:
	The quality standards required for this Call-Off Contract are - The Supplier warrants that it will carry out the services with reasonable care and skill and that all services supplied hereunder shall be of satisfactory quality and fit for the particular purpose for which they are supplied with reference to the Buyer’s requirements and in line with G-Cloud 10 offerings and in accordance with ISO 9001: 2013.

The supplier is expected to work in an 'Agile' way, to support customer (DDaT Group and DfE) and also to any clauses at Annex A. 

The quality standards required for this Call-Off Contract are:
· ISO9000, ISO 27001 and ISO 20000 accreditation
· Service Management Framework aligned with ITIL v3 and best practice

	Technical standards:
	The technical standards required for this Call-Off Contract are as set-out in the Supplier’s published service definition under the Service reference stated at the head of this Order Form.

Attachment; contains the required Technical Standards within the already issued clarification document.
 [redacted] 


	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are:

Incidents and requests are assigned a priority, depending on the impact and urgency of the issue. Technology Directorate and its suppliers must aim to respond and resolve issues against their incident priority level, set out in the table below:



	 Priority
	 Target Response
	 Target Update
	 Target Resolution

	 P1
	 15 minutes
	 Every hour 
	 4 hours

	 P2
	 1 hour
	 Every 4 hours
	 1 day

	 P3
	 1 day
	 Every 2 days
	 5 days

	 P4
	 2 days
	 On request
	 5 days

	 P5
	 3 days
	 On request
	 15 days



The service should be available 24/7 with supported operational hours - 09:00-17:00, Monday – Friday (excluding Bank Holidays).

Overall service availability during core hours is 99.9% and 99.5% at all other times.
The following table explains how the priority levels are assigned based on the incident and its impact to the business. 
	​Priority
	Description and examples ​

	​Priority 1 (P1) - Major Incident
	​An Incident causing an extremely serious impact to the business, as a result of the system(s) / service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects more than 50% of all service users; and the service affected is a core business service / function; and areas outside of DfE are affected; or
- A business unit is halted completely. 

	​Priority 2 (P2) - Significant
	An Incident causing significant impact to the business as a result of the system(s) / service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects between 25% and 50% of all service users; and the service affected is a core business service / function; or
- The Incident affects more than 50% of all service users; and the service affected is a non-core business service / function. 

	​Priority 3 (P3) - Minimal
	​An Incident causing minimal impact to the business as a result of the system(s)/service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects less than 25% of all service users; and the service affected is a core business service/function; or
- The Incident affects less than 50% of all service users; and the service affected is a non-core business service / function; or
- A single user is unable to perform their core daily business function effectively.

	​Priority 4 (P4) - Negligible
	​  An Incident causing negligible impact to the business as a result of the system(s)/service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects a single user, regardless of service type; or
- The service affected is not managed by Technology Directorate 

	​Priority 5 (P5) - Service Request
	 A Service Request that may require submission to the Technology Directorate Change Advisory Board (CAB) or that requires procurement of equipment, e.g.

- A request for a new device; or
- A new version of software that needs CAB approval and testing.





	Onboarding:
	The Buyers assumption is on-boarding will begin with a supplier kick-off meeting at a NTT site with all key stakeholders.  The areas for on-boarding discussion to include:

· Roles and responsibilities within respective organisations (DfE & NTT);
· Support model including use of Service Now and triage model;
· Access requirements for Day 1 (where applicable);
· Supplier/Service Management model/wrap (regular KIT’s, service reviews, etc.,);
· Commercial/Contract Management expectations and financials;
· Business context (requirements, business criticality, performance needs/peak times); 
· Potential CSIP’s;
· Timetable of activities;
· Licensing.

Follow up sessions may be required as part of outcomes with specific technical teams to ensure processes and access are in place for the start of the contract.


	Offboarding:
	The off-boarding plan for this Call-Off Contract shall be agreed between the parties within 6 weeks of the start of contract ‘go live’ date and re-reviewed three (3) months from the expiry date of the Call-Off Contract, in the form of an agreed exit plan.  

	Collaboration agreement:
	This Call-Off Contract is conditional on the Supplier providing a Collaboration Agreement to the Buyer before the Start Date.
Not applicable

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed £1 Million. 
The annual total liability for Buyer Data defaults will not exceed £100,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater). 
The annual total liability for all other defaults will not exceed the greater of £100,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).


	Insurance:
	The insurance(s) required will be:
· a minimum insurance period of [6 years] following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 30 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits.

List the required audit provisions from clauses 7.3 to 7.12 of the Framework Agreement.
[bookmark: _Toc2175878]What will happen when the Framework Agreement ends
7.4 The Supplier will provide a completed self audit certificate (Schedule 2) to CCS within 3 months of the expiry or Ending of this Framework Agreement.
7.5 The Supplier’s records and accounts will be kept until the latest of the following dates:
· 7 years after the date of Ending or expiry of this Framework Agreement
· 7 years after the date of Ending or expiry of the last Call-Off Contract to expire or End
· another date agreed between the Parties
7.6 During the timeframes highlighted in clause 7.5, the Supplier will maintain:
· commercial records of the Charges and costs (including Subcontractors’ costs) and any variations to them, including proposed variations
· books of accounts for this Framework and all Call-Off Contracts
· MI reports
· access to its published accounts and trading entity information
· proof of its compliance with its obligations under the Data Protection Legislation and the Transparency provisions under this Framework Agreement
· records of its delivery performance under each Call-Off Contract, including that of its Subcontractors
[bookmark: _Toc2175879]What will happen during an audit or inspection
7.7 CCS will use reasonable endeavours to ensure that the Audit does not unreasonably disrupt the Supplier, but the Supplier accepts that control over the conduct of Audits carried out by the auditors is outside of CCS’s control.
7.8 Subject to any Confidentiality obligations, the Supplier will use reasonable endeavours to:
· provide audit information without delay
· provide all audit information within scope and give auditors access to Supplier Staff
7.9 The Supplier will allow the representatives of CCS, Buyers receiving Services, the Comptroller and Auditor General and their staff, any appointed representatives of the National Audit Office, HM Treasury, the Cabinet Office and any successors or assigns of any of the above, access to the records, documents, and account information referred to in clause 7.6 (including at the Supplier’s premises) as may be required by them and subject to reasonable and appropriate confidentiality undertakings, to verify and review:
· the accuracy of Charges (and proposed or actual variations to them under this Framework Agreement)
· any books of accounts kept by the Supplier in connection with the provision of the G-Cloud Services for the purposes of auditing the Charges and Management Charges under the Framework Agreement and Call-Off Contract only
· the integrity, Confidentiality and security of the CCS Personal Data and the Buyer Data held or used by the Supplier
· any other aspect of the delivery of the Services including to review compliance with any legislation
· the accuracy and completeness of any MI delivered or required by the Framework Agreement
· any MI Reports or other records about the Supplier’s performance of the Services and to verify that these reflect the Supplier’s own internal reports and records
· the Buyer’s assets, including the Intellectual Property Rights, Equipment, facilities and maintenance, to ensure that the Buyer’s assets are secure and that any asset register is up to date
[bookmark: _Toc2175880]Costs of conducting audits or inspections
7.10 The Supplier will reimburse CCS its reasonable Audit costs if it reveals:
· an underpayment by the Supplier to CCS in excess of 5% of the total Management Charge due in any monthly reporting and accounting period
· a Material Breach
7.11 CCS can End this Framework Agreement under Section 5 (Ending and suspension of a supplier’s appointment) for Material Breach if either event in clause 7.10 applies.
7.12 Each Party is responsible for covering all their own other costs incurred from their compliance with these audit obligations.


	Buyer’s responsibilities:
	The Buyer will provide the necessary IT equipment and access to enable the supplier to access the DfE network and application to provide the agreed support.

	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes:

· Microsoft Surface Pro laptop
· DfE Network Account
· DfE Administration account (where applicable)

As part of the on-boarding plan the Buyer will discuss with the Supplier the requirements and provide DfE equipment as appropriate.

Any DfE equipment that is issued will be recorded and Annexe A DfE Special Clauses will apply.





Supplier’s information
	Subcontractors or partners:
	The following is a list of the Supplier’s Subcontractors or Partners 
Not applicable



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is 30 days of the date on the invoice, by BACS for services/outputs delivered or as detailed in the RFQ for each work package in accordance with Annex B RFQ Template.


	Payment profile:
	The payment profile for this Call-Off Contract is monthly in arrears.


	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.


	Who and where to send invoices to:
	Invoices will be sent to:

For the Buyer:
Department for Education
PO Box 407
SSCL
Phoenix House
Celtic Springs Bus. Park
Newport
NP10 8FZ
APinvoices-DFE-U@sscl.gse.gov.uk   

A copy of the invoice must also be sent to the contract manager/Service Manager with the Purchase Order.



	Invoice information required – for example purchase order, project reference:
	All invoices must include the purchase order number and if work package an RFQ reference:

A valid invoice will: 
· be dated and have a unique invoice number; 
· quote a valid purchase order number; 
· include correct Supplier details; 
· specify the services supplied; 
· include the correct RFQ reference 
· be for the correct sum; 
· be in .pdf format;
· in accordance to costs agreed with the Customer; and
· provide contact details for queries.


	Invoice frequency:
	Invoice will be sent to the Buyer Monthly according to the successful delivery of service or completion of work packages in arrears.  


	Call-Off Contract value:
	The total value of this Call-Off Contract is £99,348 (12 month) for the support provision. ([redacted].

Any additional development costs will be covered and agreed by the RFQ process up to a value of £100,000.


	Call-Off Contract charges:
	The breakdown of the Charges is as above £8,279 per month





[bookmark: _5iohy2muxioh]
[bookmark: _c3yo7ilfh9o6]Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables:
	[bookmark: _3rdcrjn]This Call-Off Contract will include the following implementation plan, exit and offboarding plans and milestones:

· On-boarding plan and supplier kick-off meeting date to be agreed between DfE and supplier to be delivered before 30th June 2019
· Service Delivery is expected to commence on 1 August 2019.  This will be subject to; go-live of the IRIS365 application and completion of transition and on-boarding activities.
· Date will be agreed between supplier and DfE Monthly Service Review meetings
· Month Contract Review meetings
· Weekly Business As Usual “keep in touch” meetings


	Guarantee:
	This Call-Off Contract is conditional on the Supplier providing a Guarantee to the Buyer.

Not applicable

	[bookmark: _1ksv4uv]Warranties, representations:
	.
Not applicable

	Supplemental requirements in addition to the Call-Off terms:
	
In accordance with Call-Off Contract clauses, the Supplier must agree to unqualified acceptance of the Buyers Special Terms as these will apply to the G-Cloud Call-Off Contract terms – as set out in the DfE Special Terms document attached at Annex A.

	Alternative clauses:
	These Alternative Clauses, which have been selected from Schedule 4, will apply:
Not Applicable


	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	Not Applicable 


	Public Services Network (PSN):
	Not Applicable

	Personal Data and Data Subjects:
	Not Applicable



1. Formation of contract
1. By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.1 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.2 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.3 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement
1. The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.10.
(A) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	[redacted]
	[redacted]

	Title:
	[redacted]
	[redacted]

	Signature:
	[redacted]
	[redacted]

	Date:
	[redacted]
	[redacted]



[bookmark: _Toc509486707][bookmark: _Toc534722913]Schedule 1 – Services
The supplier shall provide the service set out in section 2.3 of the attached Service Definition document:




[bookmark: _Toc509486708][bookmark: _Toc534722914]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) is fixed during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term is based upon the attached rate card. 
For any additional services the attached rate card will apply:





· Each work package commissioned under the RfQ template will detail the specific activities and milestones associated to the work and this will be used for monitoring delivery against milestones and payment. 
· All work packages will be priced on a fixed cost basis but the breakdown of cost per deliverable will be shown on the RFQ.
It is not anticipated that the Supplier will be required to incur travel and subsistence costs however in the event that this occurs. Supplier shall work with the Buyer to minimise the impact on the public purse for T&S associated with the operation of this contract. 
Unless otherwise provided for under the Supplier’s G-Cloud 10 framework offering, and/or the Supplier has an office in close proximity to one of the Buyer’s office where a meeting is to be held (approx. 25 miles radius), if expenditure on T&S is identified as being necessary, T&S will be paid at the level commensurate with the DfE rate in place at the time the expenditure is incurred. DfE rates in place as at April 2017 are listed below: 
· Hotel accommodation bed and breakfast – London £110.00 including VAT and elsewhere £75.00 including VAT
· Rail travel shall be restricted to standard class 
· Car mileage at the ‘Public Transport Rate’ of 0.25p per mile 
· Taxis only payable where their use can be justified against using public transport

No other out of pocket expenses shall be allowable.

[bookmark: _Toc509486709][bookmark: _Toc534722915]Part B - Terms and conditions

1. Call-Off Contract start date and length
1. The Supplier must start providing the Services on the date specified in the Order Form.
1.1 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.2 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.3 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms
1. The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:
· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations)
· 4.2 to 4.7 (Liability)
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.2 to 5.3 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.6 (Continuing rights)
· 5.7 to 5.9 (Change of control)
· [bookmark: _xi3yu141afy3]5.10 (Fraud)
· [bookmark: _ata7ymz16ovs]5.11 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance)
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4]8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes)
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality)
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.1 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:
· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.2 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.3 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

3. Supply of services
1. The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.1 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
1. The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.1 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.2 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.3 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.4 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.5 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.6 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment.
4.7 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
1. Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
1. The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.1 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.2 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
1. The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.1 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.2 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.3 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer.
7.4 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.
7.5 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.6 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.7 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item.
7.8 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.9 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998.
7.10 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.11 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
1. If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
1. The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.1 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.2 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.3 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.4 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.5 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.6 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.7 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer
10. Confidentiality
1. Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
1. Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.1 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.2 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source.
11.3 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.4 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services
· use by the Buyer of the Services
11.5 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.6 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.7 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
1. The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.1 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.2 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.

1. The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.1 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.2 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form.
13.3 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.4 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
13.5 The Buyer will specify any security requirements for this project in the Order Form.
13.6 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.7 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.8 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
1. The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.1 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.2 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.3 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.4 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
1. All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.1 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
16. Security
1. If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.1 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.2 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.3 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.4 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.5 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.6 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date.
17. Guarantee
1. If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
1. The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.1 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.2 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence.
18.3 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.4 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.5 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.6 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
1. If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.1 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.2 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.3 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.4 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.5 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.6 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
1. Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by PDF to the correct email address without getting an error message



20.1 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
1. The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.1 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.2 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date.
21.3 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.4 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.5 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.6 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.7 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition
22. Handover to replacement supplier
1. At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.1 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.2 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
1. If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
1. Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows:
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
1. If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.1 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.2 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.3 This clause does not create a tenancy or exclusive right of occupation.
25.4 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.5 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
1. The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.
26.1 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.2 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
1. Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
1. The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.1 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
1. The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.1 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of:
· the activities they perform
· age
· start date
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer
29.2 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.3 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.4 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.5 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.6 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.7 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
1. The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party.
30.1 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
1. If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.1 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
1. The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.1 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.2 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
33. Data Protection Legislation (GDPR)
33.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only Processing the Supplier is authorised to do is listed at Schedule 7 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional Processing if permitted by Law). 	

33.2	The Supplier will assist the Buyer with the preparation of any Data Protection Impact Assessment required by the Data Protection Legislation before commencing any Processing (including provision of detailed information and assessments in relation to Processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.

33.3	The Supplier must have in place Protective Measures, details of which shall be provided to the Buyer on request, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.

33.4	The Supplier will ensure that the Supplier Staff only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier staff with access to Personal Data, including by ensuring they: 	
i) are aware of and comply with the Supplier’s obligations under this Clause; 	

ii) are subject to appropriate confidentiality undertakings with the Supplier

iii) are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 	

iv) are given training in the use, protection and handling of Personal Data.	

33.5	The Supplier will not transfer Personal Data outside of the European Union unless the prior written consent of the Buyer has been obtained, which shall be dependent on such a transfer satisfying relevant Data Protection Legislation requirements.
33.6	The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
33.7	The Supplier will notify the Buyer without undue delay if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation, and insofar as this is possible, in accordance with any timescales reasonably required by the Buyer
33.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless: 	
i) the Buyer determines that the Processing is not occasional; 	
ii) the Buyer determines the Processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 	
iii) the Buyer determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
33.9	Before allowing any Sub-processor to Process any Personal Data related to this Call-Off Contract, the Supplier must:
i. notify the Buyer in writing of the proposed Sub-processor(s) and obtain its written consent;
ii. ensure that it has entered into a written agreement with the Sub-processor(s) which gives effect to obligations set out in this Clause 33 such that they apply to the Sub-processor(s); and
iii. inform the Buyer of any additions to, or replacements of the notified Sub-processors and the Buyer shall either i) provide its written consent or ii) object.
33.10	The Buyer may at any time put forward a Variation request to amend this Call-Off Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: _Toc509486710][bookmark: _Toc534722916]Schedule 3 - Collaboration agreement – N/A
The Collaboration agreement is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents

[bookmark: _Toc509486711][bookmark: _Toc534722917]Schedule 4 - Alternative clauses – N/A
The Alternative clauses are available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents

[bookmark: _Toc509486712][bookmark: _Toc534722918]Schedule 5 – Guarantee – N/A
The Guarantee is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents

[bookmark: _Toc509486713][bookmark: _Toc534722919]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract.

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the Data Protection Legislation.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event  
	Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged processing by the Processor under this Call-Off Contract on the protection of Personal Data.

	Data Protection Legislation
	Data Protection Legislation means:	

1. the GDPR, the LED and any applicable national implementing Laws as amended from time to time
i) the DPA 2018 to the extent that it relates to processing of personal data and privacy;
ii) all applicable Law about the processing of personal data and privacy, including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	Data Subject
	Takes the meaning given in the Data Protection Legislation.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.10 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FOIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government guidance and the Crown Commercial Service guidance, current UK Government guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	A claim as set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the Data Protection Legislation.

	Personal Data Breach
	Takes the meaning given in the Data Protection Legislation.

	Processing
	Takes the meaning given in the Data Protection Legislation but, for the purposes of this Call-Off Contract, it will include both manual and automatic Processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Processor
	Takes the meaning given in the Data Protection Legislation.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment.

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form.

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.





[bookmark: _Toc509486714][bookmark: _Toc534722920]
Schedule 7 - Processing, Personal Data and Data Subjects – N/A
[redacted]

GUIDANCE NOTE TO BUYERS:  THE FOLLOWING SCHEDULE IS JUST AN EXAMPLE. YOU MUST CONSIDER HOW DATA PROTECTION LEGISLATION APPLIES TO YOUR SPECIFIC SERVICE  AND SUPPLIER AND MUST INCLUDE ANY FURTHER DATA DETAILS IN THIS SCHEDULE WHICH MAY BE REQUIRED TO ENSURE COMPLIANCE WITH THOSE LAWS.  FOR EXAMPLE, WHERE THERE MAY BE JOINT CONTROLLERS, DATA SHARING PROVISIONS, ETC.  YOU SHOULD ALSO REVIEW THE SUPPLIER’S DATA PROTECTION LEGISLATION TERMS AND CONDITIONS WHICH MAY BE SUFFICIENT IN THEIR OWN RIGHT] 

Subject matter of the processing: 
This should be a high level, short description of what the Processing is about ie its subject matter]
Duration of the processing: 
Clearly set out the duration of the Processing including dates]	
Nature and purposes of the Processing: 
Please be as specific as possible, but make sure that you cover all intended purposes. The nature of the Processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc) The purpose might include eg: employment Processing, statutory obligation, recruitment assessment etc]	
Type of Personal Data: 
Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc]	
Categories of Data Subject: 
Examples include: Staff (including volunteers, agents, and temporary workers), customers/ clients, suppliers, patients, students / pupils, members of the public, users of a particular website etc]
Plan for return or destruction of the data once the Processing is complete UNLESS requirement under union or member state law to preserve that type of data: 
Describe how long the data will be retained for and how it will be returned or destroyed]
[redacted]

	



Annex A – DfE Special Clauses



Add RFQ template
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NTT DATA SFIA Definitions & Rate Card 


1. Standard Rate Card 
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1.     Follow 500 350 570 315 


2.     Assist 570 450 690 405 


3.     Apply 690 550 855 550 


4.     Enable 950 850 900 800 


5.     Ensure/Advise 1190 948 1071 934 


6.     Initiate/Influence 1300 1143 1170 1029 


7.     Set Strategy/Inspire 1498 1322 1350 1190 


 


2. Standards for cloud Consultancy Day Rate Cards 


This includes: 


 Consultant’s working day - 8 hours exclusive of travel and lunch. 


 Working week - Monday to Friday, excluding national holidays. 


 Office hours - 09:00 to 17:00 Monday to Friday. 


 Travel and subsistence - included in day rate within M25; payable at department’s standard 
Travel & Subsistence rates outside the M25. 


 Mileage - as above. 


 Professional Indemnity insurance - included in day rate. 


3. Parent Company Guarantee 


Please note that NTT DATA UK Ltd is not able to provide a Parent Company Guarantee. If you require 
a Parent Company Guarantee, then NTT DATA UK Ltd will have to withdraw from this Procurement 
exercise. 
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4. Level Definitions 


Level Autonomy Influence Complexity Business Skills 


1 Follow Works under close 
supervision. Uses little 
discretion. Is expected to 
seek guidance in 
expected situations. 


Interacts with immediate 
colleagues. 


Performs routine activities in 
a structured environment.  
Requires assistance in 
resolving unexpected 
problems. 


Uses basic information systems and technology functions, 
applications, and processes. Demonstrates an organised 
approach to work. Learns new skills and applies newly 
acquired knowledge. Has basic oral and written 
communication skills. 


Contributes to identifying own development opportunities. 


2 Assist Works under routine 
supervision. 


Uses minor discretion in 
resolving problems or 
enquiries. Works without 
frequent reference to 
others. 


Interacts with and may 
influence immediate   
colleagues. May have 
some external contact with 
customers and suppliers. 
May have more influence 
in own domain. 


Performs a range of varied 
work activities in a variety of 
structured environments. 


Understands and uses appropriate methods, tools and 
applications. 


Demonstrates a rational and organised approach to work. Is 
aware of health and safety issues. Identifies and negotiates 
own development opportunities. Has sufficient 
communication skills for effective dialogue with colleagues. 
Is able to work in a team. Is able to plan, schedule and 
monitor own work within short time horizons. Absorbs 
technical information when it is presented systematically 
and applies it effectively. 


3 Apply Works under general 
supervision. Uses 
discretion in identifying 
and resolving complex 
problems and 
assignments. Usually 
receives specific 
instructions and has 
work reviewed at 
frequent milestones. 
Determines when issues 
should be escalated to a 
higher level. 


Interacts with and 
influences 
department/project team 
members. 


May have working level 
contact with customers 
and suppliers. In 
predictable and structured 
areas may supervise 
others. Makes decisions 
which may impact on the 
work assigned to 
individuals or phases of 
projects. 


Performs a broad range of 
work, sometimes complex 
and non-routine, in a variety 
of environments. 


Understands and uses appropriate methods, tools and 
applications. 


Demonstrates an analytical and systematic approach to 
problem solving. Takes the initiative in identifying and 
negotiating appropriate development opportunities. 
Demonstrates effective communication skills. Contributes 
fully to the work of teams. Plans, schedules and monitors 
own work (and that of others where applicable) competently 
within limited deadlines and according to relevant legislation 
and procedures. Absorbs and applies technical information. 
Works to required standards. Understands and uses 
appropriate methods, tools and applications. Appreciates 
the wider field of information systems, and how own role 
relates to other roles and to the business of the employer or 
client. 
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Level Autonomy Influence Complexity Business Skills 


4 Enable Works under general 
direction within a clear 
framework of 
accountability. 


Exercises substantial 
personal responsibility 
and autonomy. Plans 
own work to meet given 
objectives and 
processes. 


Influences team and 
specialist peers internally. 
Influences customers at 
account level and 
suppliers. Has some 
responsibility for the work 
of others and for the 
allocation of resources. 
Participates in external 
activities related to own 
specialism. 


Makes decisions which 
influence the success of 
projects and team 
objectives. 


Performs a broad range of 
complex technical or 
professional work activities, 
in a variety of contexts. 


Selects appropriately from applicable standards, methods, 
tools and applications. Demonstrates an analytical and 
systematic approach to problem solving. Communicates 
fluently orally and in writing, and can present complex 
technical information to both technical and non-technical 
audiences. Facilitates collaboration between stakeholders 
who share common objectives. 


Plans, schedules and monitors work to meet time and 
quality targets and in accordance with relevant legislation 
and procedures. Rapidly absorbs new technical information 
and applies it effectively. Has a good appreciation of the 
wider field of information systems, their use in relevant 
employment areas and how they relate to the business 
activities of the employer or client. Maintains an awareness 
of developing technologies and their application and takes 
some responsibility for personal development. 


5 Ensure / 
Advise 


Works under broad 
direction. Is fully 
accountable for own 
technical work and/or 
project/ supervisory 
responsibilities. Receives 
assignments in the form 
of objectives.  


Establishes own 
milestones and team 
objectives, and 
delegates 
responsibilities. Work is 
often self-initiated. 


Influences organisation, 
customers, suppliers and 
peers within industry on 
the contribution of own 
specialism. Has significant 
responsibility for the work 
of others and for the 
allocation of resources. 
Makes decisions which 
impact on the success of 
assigned projects i.e. 
results, deadlines and 
budget. Develops business 
relationships with 


customers. 


Performs a challenging range 
and variety of complex 
technical or professional 
work activities. 


Undertakes work which 
requires the application of 
fundamental principles in a 
wide and often unpredictable 
range of contexts. 
Understands the relationship 
between own specialism and 
wider customer/ 
organisational requirements. 


Advises on the available standards, methods, tools and 
applications relevant to own specialism and can make 
correct choices from alternatives. Analyses, diagnoses, 
designs, plans, execute and evaluates work to time, cost 
and quality targets. Communicates effectively, formally and 
informally, with colleagues, subordinates and customers. 
Demonstrates leadership. 


Facilitates collaboration between stakeholders who have 
diverse objectives. Understands the relevance of own area 
of responsibility/ specialism to the employing organisation. 
Takes customer requirements into account when making 
proposals. Takes initiative to keep skills up to date. Mentors 
more junior colleagues. Maintains an awareness of 
developments in the industry. Analyses requirements and 
advises on scope and options for operational improvement. 
Demonstrates creativity and innovation in applying solutions 
for the benefit of the customer. 
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Level Autonomy Influence Complexity Business Skills 


6 Initiate/ 
Influence 


Has defined authority 
and responsibility for a 
significant area of work, 
including technical, 
financial and quality 
aspects. Establishes 
organisational objectives 
and delegates 
responsibilities. Is 
accountable for actions 
and decisions taken by 
self and subordinates. 


Influences policy formation 
on the contribution of own 
specialism to business 
objectives. Influences a 
significant part of own 
organisation and 
influences 
customers/suppliers and 
industry at senior 
management level. Makes 
decisions which impact the 
work of employing 
organisations, 
achievement of 
organisational objectives 
and financial performance. 


Develops high-level 
relationships with 
customers, suppliers and 
industry leaders. 


Performs highly complex 
work activities covering 
technical, financial and 
quality aspects. Contributes 
to the formulation of IT 
strategy. Creatively applies a 
wide range of technical 
and/or management 
principles. 


Absorbs complex technical information and communicates 
effectively at all levels to both technical and non-technical 
audiences. Assesses and evaluates risk. Understands the 
implications of new technologies. Demonstrates clear 
leadership and the ability to influence and persuade. Has a 
broad understanding of all aspects of IT and deep 
understanding of own specialism(s). Understands and 
communicates the role and impact of IT in the employing 
organisation and promotes compliance with relevant 
legislation. Takes the initiative to keep both own and 
subordinates' skills up to date and to maintain an 
awareness of developments in the IT industry. 


7 Set 
Strategy/ 
Inspire 


Has authority and 
responsibility for all 
aspects of a significant 
area of work, including 
policy formation and 
application. Is fully 
accountable for 


actions taken and 
decisions made, 


both by self and 
subordinates 


Makes decisions critical to 
organisational success. 
Influences developments 
within the IT industry at the 
highest levels. Advances 
the knowledge and/or 
exploitation of IT within 
one or more organisations. 


Develops long-term 
strategic relationships with 
customers and industry 
leaders. 


Leads on the formulation and 
application of strategy. 
Applies the highest level of 
management and leadership 
skills. Has a deep 
understanding of the IT 
industry and the implications 
of emerging technologies for 
the wider business 
environment. 


Has a full range of strategic management and leadership 
skills. 


Understands, explains and presents complex technical 
ideas to both technical and non-technical audiences at all 
levels up to the highest in a persuasive and convincing 
manner. Has a broad and deep IT knowledge coupled with 
equivalent knowledge of the activities of those businesses 
and other organisations that use and exploit IT. 


Communicates the potential impact of emerging 
technologies on organisations and individuals and analyses 
the risks of using or not using such technologies. Assesses 
the impact of legislation, and actively promotes compliance. 
Takes the initiative to keep both own and subordinates’ 
skills up to date and to maintain an awareness of 
developments in IT in own area(s) of expertise. 
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1. Service Definition for Cloud Customer Relationship 
Management Solutions & Services (Dynamics) 


1.1 Introduction 


This is the Service Definition Document for NTT DATA UK Ltd (NTT DATA) cloud customer relationship 
management solutions and services on the GCloud Framework. The information provided in this 
document is required by the GCloud framework and is designed to help clients determine how these 
services can meet their requirements. 


1.2 Overview of services 


Government departments are facing the issue of raising citizen and organisational expectations of 
government services against a background of reducing budgets. In response to these pressures and the 
Governments Digital Transformation strategy, departments are looking for ways of making Government 
services simpler, clearer and faster to use while improving efficiently and effectiveness to reduce costs. 
Integrated CRM platforms are a cost effective enabling technology for both external and internal ICT 
services which help departments do more with less and become more agile. 


For many years NTT DATA have been working with a number of Government departments with their 
entire CRM lifecycle from business consultancy covering CRM strategy, business case development 
and business change to CRM delivery with CRM design, implementation, integration and ongoing 
support. We are proud of our reputation for quality, innovation and a “safe pair of hands” which we have 
built over this time. Successful projects include CRM programmes delivered to the Department for 
Education for correspondence management supporting over 3,000 users resulting in large 
improvements in efficiency, reduced handling time and adherence to process, and the NHS and 
Charities Commission where we have designed and implement digital transformation and case 
management solutions. The reasons for this success are the quality of our people, our proven project 
implementation methodologies and our culture of promoting open timely communication and creating a 
“one team” approach with our clients. 


The following services are designed to help clients to plan and implement their cloud-based strategy. 
Please note that these services work in conjunction with NTT DATA's other CRM services including its 
Lot 2 software-as-a-service propositions. 


 Customer Experience Management Consultancy Service - citizens and businesses are 


expecting to engage with the public sector in an equivalent way to that provided by leading 


brands such as Apple or Virgin. To address this need, public sector organisations need to 


review and enhance their entire customer engagement strategy and consider the deployment of 


cloud solutions, supported with appropriate processes, organisational structure, culture, 


behaviour and systems.  


 Dynamics 365 (CRM) Design and Implementation Service – working with clients to design and 


implement CRM solutions for relationship management, case/service/correspondence 


management and contact centre solutions. These projects are often enablers for digital 


transformation programmes. 


 Dynamics 365 (CRM) Support Services - delivers remote incident resolution between 08:30 - 


17:00 UK Time Monday to Friday, augmented by optional 24 x 7 incident resolution for critical, 


priority incidents outside of normal working hours. Our support desk is ITIL compliant and was 


awarded the Service Desk Institute Small Service Desk of the Year award in 2015. 


 Dynamics 365 (CRM) Integration Service – CRM and Digital Transformation programmes are 


rarely implemented as standalone solutions. These solutions need to interface with new and 


legacy data sources to satisfy a customer's business requirements and implement process. NTT 


DATA deploy a number of integration tools which allow us to deliver integration requirements 


quickly and efficiently.  


 Dynamics 365 (CRM) Upgrade Service - designed to help customers understand and quantify 


how much effort and cost is required to upgrade, and then implements the upgrade. 
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 Microsoft Dynamics 365 (CRM) Online Migration Service - designed to help customers to 


migrate, consolidate, and re-platform their CRM on premise system to Microsoft’s Dynamics 365 


(CRM) Online Cloud Service. 


 Dynamics 365 (CRM) Diagnostic Service - designed to help customers who have an existing 


Dynamics CRM installation, but have problems with the solution that need to be resolved. 


Potential issue areas include: performance, functionality issues and faults. 


 


Please see Section 2 for full service descriptions. 
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2. Service Descriptions 


2.1 Customer Experience Management Consultancy Service 


 


Introduction 


Please note that these consultancy services work in conjunction with NTT DATA's Lot 2 CRM software-
as-a-service propositions. 


The UK population and businesses have an expectation of engaging with the public sector in an 
equivalent way to that provided by leading brands such as Apple, Amazon or Virgin Media. To address 
this expectation, public sector organisations need to review and enhance their entire customer 
engagement strategy and deploy appropriate processes, organisational structure, culture and 
behaviour, and supporting ICT (i.e. cloud-based solutions). This change will require a fundamental 
refocusing of the organisation, involving changes to people, processes and underlying technology, but 
will in the long term provide improved business effectiveness and efficiencies through driving process 
efficiency and supporting the digital by default agenda. 


 
Consultancy and Business Change Services 


NTT DATA offer a suite of consultancy services that review, define and implement a new Customer 
Management Strategy based upon the specific needs and wants of customers for the public sector 
organisation: 


 Define business objectives - the business objectives are defined in terms on Organisational 


Drivers, Objectives and Process impact. Initial target benefits are captured alongside 


constraints, timescales and risks. The Objectives are used to drive the scope and delivery of 


your new customer engagement strategy. 


 Map customer touch points – Through mapping and defining the Customer Journey that an 


organisation should have, then analysing all of the customer touch points (across traditional and 


social channels) to maximise the experience and efficiency. Key owners within the organisation 


are identified for each customer touch point together with actions and desired outcomes. This is 


an input into the Desired Customer Experience. 


 Map desired customer experience - the desired customer experience is mapped across the 


customer journey and across the different touch points. An analysis of the impact of each touch 


point is completed (identifying Moments of Truth) and ranking assigned for the importance of 


each touch point. These are used to prioritise improvement programmes. 


 Define the high level customer facing processes - the customer facing processes are 


documented covering customer actions, organisation actions and automated (system) actions. 


Target (To-Be) processes are derived from either i) As-Is processes, ii) optimal new innovative 


concepts iii) combination including customer experience drivers. 


 Desired to actual customer experience mapping - a gap analysis is performed between the 


desired and current customer experience - this is used to identify and prioritise the project plan 


going forward. 


 Map customer facing processes to IT systems - an analysis of IT Systems is carried out to 


identify where these can be further exploited, where they need to be replaced with cloud-based 


approaches and where improved integration can deliver the key benefits. The results of this 


analysis will feed into a systems improvement/cloud adoption programme. 


 New operating model - the To-Be operating model is defined covering organisational impact and 


a business change programme to ensure user buy in. 


 Gap analysis and programme prioritisation - a gap analysis is completed and SWOT/Cost 


Benefit Analysis used to prioritise the IT and Business change programme focusing on a 


combination of quick wins and longer term strategic initiatives. A roadmap for change is 


produced providing a structure for future projects to ensure ongoing benefit accrual. 
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 Capture business requirements, benefits, risks and KPI - in parallel with the above activities 


business requirements (functional, non-functional, data, etc.) will be gathered along with 


benefits, new KPI and programme risks. 


 Build business cases for change – to develop a cost benefit analysis and KPI to prove and 


measure the business benefit of change. 


Implementation and Adoption Services 


These include:  


 Product selection - advising you on the Customer Experience Management platform (potentially 


covering CRM, Marketing Automation, Channel Automation and Digital Services) and cloud-


based approach that best fits your business requirements. 


 BI strategy and product selection - integrating to the customer management strategy and 


ensuring the right metrics are in place for business improvement. 


 Integration strategy - advising on how best to provide a seamless customer experience across 


multiple IT systems. 


 CRM system implementation and roll out - including configuration, integration and user training 


utilising a proven agile delivery methodology. 


 Transition planning and delivery – within public sector organisations, managing a successful 


change to ways of working involving people, process and technology is a key factor in the ROI 


of a project.  Through support, guidance and leadership of our Business Change team, we will 


plan, detail and deliver the strategy that will ensure employee adoption and ownership of new 


ways of working, systems and culture through: 


o Realising the Kotter 8 Step process of leading Change 


o Change Strategy Planning 


o Stakeholder Management 


o Communications Planning 


o Project Management 


o Knowledge transfer 


o Quality assessments (Citizen, Staff and Process) 


o Change Risk register and mitigations 


o Deployment management 


o Integrated approach 


 


2.2 Dynamics 365 (CRM) Design and Implementation Service 


 


Introduction  


Dynamics 365 CRM is a platform which tracks relationships and interactions with citizens, contacts and 
organisations to improve services and increase efficiency. Using out of the box case management and 
workflow features these relationships and interactions can trigger automated workflows which 
implement business process to increase efficiency and process compliance. Using powerful 
management reporting features users, team leaders and managers understand workloads and 
relationship data to make informed and better decisions. Excellent integration capabilities means 
Dynamics CRM solutions do not need to work in a silo and can be easily integrated to document 
management solutions, email systems, legacy line of business systems and data warehouses so that 
information is shared without the need for re-keying, guaranteeing data accuracy and enabling 
organisations get the most of the information it is gathering. Dynamics CRM user adoption is also high 
due to its intuitive user interface and Learning Paths, a contextually-rich training tool, which allows new 
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users to quickly become productive. Organisations can choose to deploy Dynamics 365 CRM in many 
ways including the browser client, within Microsoft Outlook, on mobile devices such as mobile phones 
and tablets or to citizens and partners via community portals. Leading IT industry analyst Gartner 
believe these integration capabilities and along with Dynamics 365 CRM platform features make 
Dynamics 365 the best CRM solution within government for enabling Digital Transformation. 


Dynamics 365 CRM contains many features and is highly configurable to meet an individual 
organisation’s needs. With this versatility comes the risk of poor design and implementation so selecting 
the correct partner is very important.  As a Microsoft CRM Gold partner NTT DATA has many years’ 
experience of designing and implementing Dynamics CRM solutions into government departments and 
has been working with Dynamics 365 since the UK’s first release in 2003. This experience of the 
platform and working in government ensures high quality in design and the projects we deliver. We 
understand the importance of working closely with our clients in a “one team” approach and as a true 
partner, ensuring solutions implemented are cost effective and focused on meeting business objectives. 
Our starting point and preference on projects is to use configuration (core product features) over 
enhancements via bespoke development as this is the most cost effective solution for our clients. 


Over many years we have developed a number of CRM specific implementation methodologies ranging 
from traditional waterfall to iterative and agile and work with our clients to select the most appropriate 
methodology for their organisation and project. Using these methodologies we prefer that our clients 
work closely with the development teams to obtain early visibility of the solutions being built so that 
clients have input into the development lifecycle. This approach saves time and money resulting in 
enriched project success and higher user adaption.  


Our project managers are PRINCE, Scrum Master and Microsoft SureStep certified and experienced in 
delivering CRM projects. Our projects are delivered using UK based Microsoft Dynamics CRM certified 
consultants and developers.  


NTT DATA uses an Application Lifecycle management (ALM) framework for delivering projects which 
allow us to track business requirements/user stories end to end through configuration/development, unit 
test, integration test, user acceptance testing, deployment and ongoing maintenance and 
enhancements.    


Our combination of culture, quality, delivery process and technical expertise ensure our projects are 
delivered to time, cost and budget and with very high client satisfaction. 


2.3 Dynamics 365 (CRM) Support Services 


 


Introduction 


This service works in conjunction with NTT DATA's other CRM services, including its Lot 2 software-as-
a-service propositions. 


NTT DATA offer a Microsoft Dynamics Service which delivers remote incident resolution between 08:30 
and 17:00 UK Time Mon to Fri, augmented by optional 24 x 7 incident resolution for critical, priority 
incidents outside normal working hours. 


NTT DATA's support service provides a single point of contact for incident management. All calls logged 
with NTT DATA's Service Desk will be resolved directly by Service Desk specialists, who are Dynamics 
CRM certified, or allocated to a 3


rd
 line Microsoft Dynamics specialist consultant. As a Microsoft 


Dynamics Gold partner we have a Dynamics support agreements in place with Microsoft and have an 
assigned Microsoft support account manager (SAM) so that if issues arise with the platform we have a 
direct escalation route to Microsoft support teams. 


Ownership of all Incidents remains with the NTT DATA Service Desk until resolution. High priority 
issues are automatically escalated to an NTT DATA ITIL qualified Service Delivery Manager to ensure 
issues are actively managed through to resolution. 


The Service Delivery Manager, supported by the Director of Service Delivery, is able to call on all levels 
of resources within NTT DATA, its partners and vendors to ensure a timely resolution to support related 
issues or queries. The Service Management team works continually with clients to review the levels of 
service being delivered and actively practice Continual Service Improvement. In 2015 our Service Desk 
was awarded the Service Desk Institute Small Service Desk of the year. 
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Scope of the Service  


NTT DATA offers full ISO 20000:2011 support services for Microsoft Dynamics from our Service Desk in 
Birmingham. The Service Desk operates with full ITIL management practices and offers a seamless, 
competitive, high quality support service with: 


 Experienced ITIL v2 and v3 certified Service Managers. 


 Microsoft Dynamics certified Service Desk analysts and consultants. 


 A culture of long term relationships with clients, built on integrity and trust. Our commitment to 


excellence and customer satisfaction wins renewal of support agreements year-on-year. 


 Continuous ISO20000 certification for IT Service Management since introduction of the 


standard. 


 Incident management through a central audited Service Desk system which provides accurate 


measurement of SLAs and KPIs, reported on for the client at regular intervals. 


 High priority Incident escalation procedures. 


 Robust, proven and audited Problem Management and Major Incident processes to ensure full 


management of issues impacting our client's business.  


 
Service Options  


Available support options include: 


 Application support hours - flexible / customer-specific up to 7 x 24 hours. 


 Dedicated Service Desk staff, if required. 


 Application support packages - incident packages in multiples of 10; unlimited incident package; 


cost per month. 


 Technical application support packages - Level 1 + Level 2 + Level 3; Level 2 + Level 3; Level 


3; dedicated technical resource. 


 
NTT DATA work with our clients to create bespoke support agreements specific to their needs. 
Support agreements can be simple call off contracts to fully managed services. 


2.4 Dynamics 365 (CRM) Integration Service 


 
Introduction  


Data migration and integration can often be the most challenging part of any project. NTT DATA has 
extensive experience of designing, developing and deploying data integration and data migration 
solutions for Microsoft Dynamics cloud applications. A sub team within our CRM practice is dedicated to 
implementing data migration and integration deliverables. The knowledge and experience of this team 
removes the risks associated with data migration and integration within projects. 


Our approach is to work closely with the customer to understand their specific integration requirements. 
We then propose an integration solution that is the best fit to those requirements. NTT DATA has a wide 
and in-depth experience of integrating Microsoft Dynamics with a host of other applications including 
other Microsoft products and client legacy systems. 


 


Integration Options 


We understand that integration can often be achieved in several different ways; however, we seek the 
best solution for the customer, given the constraints of the integrated data sources or applications. 
Typically, a solution is based on one or more of the following data migration/integration technologies:  


 Web service APIs 
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 Message queue-based processing 


 Text file transfer 


 Direct database connectivity 


 Azure Service Bus or Logic Apps integration service/framework 


 Scribe Insight integration platform  


 Mulesoft Anypoint enterprise integration platform 


In some instances, staging databases may also be deployed to support data cleanse and transformation 
activities. 


Typical integration solutions we have deployed may incorporate complex real-time, high-volume 
transaction processing, scheduled batch processing, and event file initiation. Data loads including 
millions of records have also been supported with many of our customers.  


In support of this, NTT DATA is a Microsoft CRM Gold partner and Scribe Elite partner; consequently, 
our integration team is trained and certified in leading integration products for Microsoft, Scribe Software 
and MuleSoft. 


 
Approach 


When designing an integration NTT DATA hold workshops with all relevant parties to gain a low level 
understanding of business and technical requirements of the integration and to jointly agree the best 
approach and integration strategy. The output from the workshop is an “Interface Contract” which 
contains all the information required by all parties to implement the integration. Once formally agreed 
this “Interface Contract” then forms the specification for interface build and testing by all parties involved 
in delivering the integration. This formal approach ensures that all parties have a common 
understanding of what is required by each endpoint of the integration and therefore removes the risk of 
misunderstanding between delivery teams. 


2.5 Dynamics 365 (CRM) Upgrade Service 


 


Introduction 


NTT DATA has extensive experience implementing Microsoft Dynamics CRM on every version from 


Dynamics CRM 1.2 released in 2003 through to the current version of Dynamics 365 released in 2017. 


We have upgraded, migrated, transitioned, re-platformed and consolidated systems on every CRM 


version, giving us a deep understanding of the migration issues and an established and proven 


approach. 


NTT DATA recognises that without understanding the key processes and issues with the existing 


system it is impossible for a customer to identify the key benefits of moving to the new cloud version 


and which features would add value to the solution. This gives a holistic approach for addressing both 


business and technical challenges. 


This service also helps customers understand and quantify how much effort and cost is required to 
upgrade their existing Dynamics CRM system and which upgrade method is most suitable for their 
environment. 


 


Approach 


The project will consist of a number of phases with defined deliverables as follows. 


a) Project Kick-off 


Agree project scope, roles and responsibilities; agree initial risk register and mitigations; introduce the 


team members to each other; agree governance structure for project; produce detailed project plan. 


Produce Project Initiation Document. 


b) Analysis 
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Information gathering covering: obtain a high level understanding of the current solution; obtain a high 
level understanding of the existing infrastructure supporting the solution; understand any functional 
issue or concerns with the solution; identify any third party products being used within the solution; 
obtain a copy of the test system.  


Evaluate upgrade options and determine key risks, technical and business impacts; document upgrade 
options in terms of cost, time and business/technical benefits to the client; present options to the client.  


Evaluate the existing implementation and produce recommendations on the upgrade covering: 


 New capabilities in CRM 365 and how they could be exploited by the client. 


 Identify any code in the solution which is no longer supported and needs to be replaced. 


 Assessment of the infrastructure supporting the existing solution. 


 Identify any quick wins that could be implemented as part of the upgrade project. 


c) Development/Test Upgrades and Solution Build 


 Build and enable NTT DATA development server. 


 On the development server, upgrade the existing CRM system to the current version. 


 Identify and resolve any issues following the upgrade. 


 Upgrade any unsupported plug-in code that was created prior to Dynamics CRM v4.0. 


 Upgrade all JavaScript code to use the new API. 


 System testing of the solution. 


c) Training and Solution User Test 


Ensure the upgraded Dynamics CRM solution is working correctly by carrying out the following: 


 Provision a second CRM test system instance. 


 Import any fixes that have been developed and/or introduced. 


 Train staff that will be carrying out user acceptance testing in the new interface. 


 Train CRM System Administrators. 


 Support the customer while user acceptance testing is being performed. 


e) Production System Upgrade and Solution Deployment  


 Produce the implementation plan. 


 Create/update the solution “Run Book”. 


 Upgrade Dynamics CRM production instance. 


 Upgrade/deploy any required 3
rd


 party products (on-premise and/or online). 


 Import changes from the test activities. 


 Provide post-upgrade support. 
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2.6 Dynamics 365 (CRM) Online Migration Service 


 


Introduction 


NTT DATA has extensive experience implementing Microsoft Dynamics CRM from version 1.2 through 


to the current version. We have migrated many Dynamics CRM systems to the cloud and gained a 


thorough understanding of the migration issues and have developed a proven approach. 


NTT DATA recognises that without understanding the key processes and issues with the existing 


system it is impossible for a customer to identify the key benefits of moving to the new cloud version 


and which features would add value to the solution. This gives a holistic approach for addressing both 


business, user experience and technical challenges. 


 


Upgrade Method 


The method for upgrading Dynamics CRM On-Premise to Dynamics CRM 365 Online is dependent on 


the version of CRM that is currently in use. The method to upgrade requires upgrading the existing on 


premise solution to Dynamics CRM 2016/365 prior to migrating/importing to CRM 365 Online. Data will 


need to be migrated from on premise to online as part of the process. NTT DATA use the Scribe 


migration tool to move data from on premise to online as Scribe has adapters which understand how to 


communicate to the Dynamics 365 CRM APIs. This allows migration scripts to be created quickly and 


cost effectively.  


 


Approach 


The project will consist of a number of phases with defined deliverables as follows. 


a) Project Kick-off and Detailed Planning: 


Agree project scope, roles and responsibilities; agree initial risk register and mitigations; introduce the 


team members to each other; agree governance structure for project; produce detailed project plan. 


Produce Project Initiation Document. The NTT DATA project management services are provided as 


agreed with each client and will work with the clients own project managers as needed. 


b) Analysis: 


The goal of this phase is to evaluate the existing implementation and produce recommendations on the 


migration to Dynamics CRM Online covering: 


 New capabilities in Dynamics 365 and how they could be exploited by the client. 


 Identify any quick wins that could be implemented as part of the migration project. 


c) Development/Test Upgrades and Solution Build: 


 Deploy NTT DATA development server.  


 On the development server, upgrade the existing CRM system to the current version. 


 Identify and resolve any issues following the upgrade. 


 Upgrade any plug-in code that was created prior to Dynamics CRM v4.0. 


 Upgrade all JavaScript code to use the new API. 


 System testing of the solution. 


d) Training and Solution User Acceptance Test: 


Ensure the upgraded Dynamics CRM Online solution is working correctly by carrying out the following: 


 Provision a second CRM Online test system instance.  


 Import any fixes that have been developed and/or introduced. 


 Train staff that will be carrying out user acceptance testing in the new interface. 
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 Train CRM System Administrators. 


 Support the customer while user acceptance testing is being performed. 


e) Production System Upgrade and Solution Deployment:  


 Produce the implementation plan. 


 Create/update the solution “Run Book”. 


 Deploy a CRM Online production instance. 


 Perform data migration. 


 Provide post-upgrade support. 


 


2.7 Dynamics 365 (CRM) Diagnostic Service 


 
Introduction  


Please note that this service works in conjunction with NTT DATA's other CRM services including its Lot 
3 software-as-a-service propositions. 


The Microsoft Dynamics Diagnostics service is designed to help customers who have an existing 
Dynamics CRM installation, but have problems with the solution that needs to be resolved. For 
example: 


 Performance issues - the solution is running slow and affecting the productivity of staff. 


 Functionality issues - due to changes in business processes or issues with the initial project 


design, the Dynamics CRM solution does not meet the current business need, resulting in 


inefficiencies, user adaption and lack of return on investment. 


 Faults - parts of the solution do not work correctly or as planned. 


 


Approach  


The Dynamics CRM Health Check service consists of three phases: a) Information Gathering, b) 
Investigation and c) Recommendations. The actual work undertaken in each phase will vary depending 
upon the issue being investigated. However, the list below provides the typical activities performed at 
each phase. 


 
a) Information Gathering  


 Obtain detailed understanding of the issue. 


 Windows Server Performance Analysis data capture (on premise). 


 Network latency analysis. 


 Perform a general review of the CRM system to gain an understanding of its configuration and 


customisations. 


 Review Windows Event logs (on premise). 


 Capture SQL load using SQL Profiler and feed this into SQL tuning advisor (on premise). 


 Enable Dynamics CRM Platform tracing. 


 Perform General SQL Server Health check (on premise). 


 Workshops to understand functional requirements. 


 
b) Investigation  
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 Analysis of platform tracing results (on premise). 


 Analysis of Windows performance data (on premise). 


 Analysis of SQL Tuning Advisor result (on premise). 


 Review Microsoft Partner Knowledge Base and other sources for any known issues of this type. 


 Review solution design against business requirements. 


 Analyse customisations and code. 


 
c) Recommendations  


The findings and recommendations are documented and presented to the customer. If NTT DATA's 
professional services are required to resolve the issue, the project timeframe, necessary resources and 
a phased project costing will be provided.  


 


Benefits  


The aim of the Dynamics CRM Diagnostic service is to identify the root cause of identified issues within 
a small, fixed price assessment. Using the resulting recommendations, the business can decide 
whether any investments to resolve the issue can be justified.  
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3. Commercial Arrangements 


3.1 Parent Company Guarantee (PCG) 


Please note the following details in relation to any direct award or competition under the GCloud 
framework agreement. 


NTT DATA is not able to provide a Parent Company Guarantee (PCG).  If your call-off order or 
competition requires a PCG, then NTT DATA will be forced to decline the call-off order or withdraw from 
the competition. 


3.2 Use of subcontractors and partners 


These services are delivered by NTT DATA with support from partners such as ITelligence, SfW, 
Charteris, Triad, Dimension Data, Bluemetrix, Qualitest and Certeco. 


3.3 Pricing 


Please see the Cloud Store for the NTT DATA Pricing Document and SFIA Rate Table associated with 
these services. 


3.4 Ordering and invoicing process 


Clients will be expected to follow the GCloud IV ordering process as outlined in the Framework’s Terms 
and Conditions. This will ensure that the scope, timeline and technical requirements are understood, 
agreed and can be delivered.  


Each assignment will then require a formal work order to be raised, which would define:  


 The name and contact details of the consumer’s representative. 


 The objective(s) of the work and the Key Performance Indicators. 


 The amount and type of resource required (number of roles and duration). 


 Start and end dates for the project. 


 The scope and requirements for the project. 


 The specific technical or business knowledge required by NTT DATA. 


 Advise whether the project is expected to be carried out on the consumer’s premises (in which 


case location is required), or at NTT DATA’s premises. 


 Expected deliverables, quality levels and acceptance criteria for sign-off. 


 
Upon receipt of a work order, NTT DATA will evaluate the requirement and confirm a start date. Once 
NTT DATA accepts a work order, we will commence work upon receipt of a purchase order. 


NTT DATA will operate the following invoicing process: 


 For time and material projects and assignments - monthly invoices will be issued in arrears for 


payment within 30 days. 


 For fixed price projects and assignments - invoices will be based upon agreed staged payments 


associated with formal client sign-off of interim or final deliverables. Invoices are issued in 


arrears for payment within 30 days. 


 For managed services - Transition Charges and Managed Services Charges will be invoiced 


quarterly in the middle of each quarter.  


3.5 Consumer responsibilities 


The client will provide a Project Manager responsible for the following activities: 
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 Ensure the organisation is aware that external support is being provided by NTT DATA and that 


staff and teams are clear about the project, its scope and their roles and responsibilities in it. 


 Manage the client personnel and responsibilities for this project. 


 Serve as the interface between NTT DATA and all the client’s departments participating in the 


project. 


 Administer the Change Control Procedure with the NTT DATA Project Manager. 


 Participate in project status meetings. 


 Obtain and provide information, data, and decisions within three working days of NTT DATA’s 


request unless a different response time is agreed in writing. 


 Review and approve the Milestone achievements. 


 Help resolve any project issues and the client deviations from the estimated schedule, and 


escalate issues within the client organisation, as necessary. 


 Provide staff as required to undertake the User Acceptance Testing. 


 Ensure client staff are made available for any meetings, interviews, document review and 


presentations within the proposed timescale. 


 Provide client staff able to deliver authoritative answers to questions and clarification requests in 


a timely manner. 


 Provide NTT DATA personnel with suitable office space, other accommodation and facilities 


that personnel may reasonably require to perform the services required during the project. 


3.6 Accreditations 


For these services, NTT DATA has corporate membership of the ITSMF, SDI, MCA and techUK 
(formerly Intellect) trade bodies and holds a number of relevant accreditations including: 


 ISO 9001 Quality Assurance 


 ISO 14001 Environmental Management 


 ISO 27001 Information Security Management 


 PRINCE2 Practitioner Project Managers 


 ISO 20000-1 IT Service Management 


 Cyber Essentials 


  
NTT DATA’s IT services and systems integration activities are supported by a wide range of technical 
and vendor accreditations including: 


BMC Premier/Elite Interactive Itelligence Elite Partner 


CDC (Pivotal) ITyX Partner 


Click Dimensions Partner Microsoft Gold certified Dynamics CRM, Cloud 
Accelerate Partner 


Cisco Oracle Platinum, Gold and OPN Partner 


Cordys Gold Partner Salesforce Platinum Partner 


Genesys Strategic VAR/ Premier Partner SAP Expertise Partner, Partner Edge Service 


HP VAR, Business Partner, Systems Integrator Scribe Insight 


IBM Business Partner Premier (Value 
Package), Systems Integrator 


Tibco Consulting /Platinum Partner 
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4. About NTT DATA 


4.1 Globally 


NTT DATA Corporation is a global IT innovator delivering technology-enabled services and solutions to 
clients around the world and is the world’s 6th largest global IT Services provider (reference: Gartner). It 
employs more than 90,000 people across 40 countries and has annual revenues of more than $16bn. 


For more than 45 years, the NTT DATA Corporation has been successfully providing IT services to a 
wide range of clients in the automotive, electronics and high technology, energy and utilities, financial 
services, healthcare and life sciences, insurance, manufacturing, media and entertainment, professional 
services, public, retail, telecommunications and transportation and logistics sectors. 


NTT DATA has significant global coverage across the Americas, Europe/Middle East and Africa (EMEA) 
and Asia Pacific regions.  In EMEA, NTT DATA has operations in 39 cities across the region. 


4.2 In the UK 


NTT DATA UK Ltd (NTT DATA) is a subsidiary of the NTT DATA Corporation and is a systems 
integrator headquartered in the Royal Exchange in the heart of the City of London and Birmingham. 


NTT DATA in the UK is a £140m per annum turnover organisation that focuses on supporting clients in 
Public Services, Telecommunications and Media, Financial Services (banking and insurance) and 
Manufacturing sectors. Its operations are underpinned by ISO registrations (ISO9001, ISO27001 and 
ISO14001), Cyber Essentials and membership of UK professional bodies. 


NTT DATA has partnerships with a number of leading software vendors and works closely with NTT 
group companies to provide a wide range of solutions including NTT Europe, NTT Security, Itelligence, 
everis and Dimension Data to UK clients. 


4.3 How we help our clients? 


NTT DATA provides a portfolio of services to support every aspect of its client’s business technology life 
cycle, including:  


 Strategy to create competitive advantage. 


 Implementation with speed, confidence, efficiency, and surety. 


 On-going management to optimise your assets with the best resource mix and cost. 


 Evolution to create new opportunities and future-proof your enterprise. 


NTT DATA helps its clients by building value through the visualisation and realisation of innovation. This 
involves working in close partnership with clients to: 


 Design innovation - create robust IT strategies geared towards optimising business processes 


and the use of IT and networking concepts along the customer’s entire value chain. We help our 


clients use IT to differentiate themselves from their competitors. 


 Develop solutions - use our advanced systems structuring and application capabilities to 


develop and provide solutions that make business innovation a reality. 


 Drive performance and efficiency - provide constant support for our clients helping them exploit 


the full potential of their IT solutions and take advantage of the latest IT innovation thinking. 


4.4 Trade body membership and accreditations 


NTT DATA has corporate membership of the MCA and techUK trade bodies and our activities are 
supported by technical and vendor accreditations including: BMC Premier/Elite; CDC (Pivotal); ITyX 
Partner; Click Dimensions Partner; Microsoft Gold certified Dynamics CRM, Cloud Accelerate Partner; 
Oracle Platinum, Gold and OPN Partner; Cordys Gold Partner; Salesforce Platinum Partner; SAP 
Expertise Partner, Partner Edge Service; HP VAR, Business Partner, Systems Integrator; Scribe 
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Insight; IBM Business Partner Premier (Value Package), Systems Integrator; Tibco Consulting /Platinum 
Partner. 


4.5 Services 


We support UK clients with the following solutions and services: 


 Customer Experience 


 Data & Intelligence 


 Intelligent Automation 


 Internet of Things 


 Optimise IT 


 Cyber security   


4.6 Framework agreements 


NTT DATA’s services are available through the following Crown Commercial Service frameworks. 


Customer Scope 


Corporate Software 


Solutions (RM1042) 


Crown Commercial Service 


06/10/14 - 05/10/18 


Lot 1 - ERP Solutions and ancillary services 


Lot 2 - Finance Systems and ancillary services 


Lot 3 - Human Resources and Payroll systems and ancillary services 


Lot 4 - Customer Relationship Management and ancillary services 


Lot 5 - Enterprise Content Management systems and ancillary 


services 


Lot 6 - BI and Data Management and ancillary services 


Lot 7 - Mobile applications 


Consultancy Two (RM3745) 


Crown Commercial Service 


21/11/17 – 20/11/21 


Lot 8 - ICT and Digital Consultancy 


G-Cloud 9 (RM1557) 


Crown Commercial Service 


22/09/17 – 21/05/19 


Lot 1 - Cloud Hosting 


Lot 2 - Cloud Software 


Lot 3 - Support Services 


Digital Outcomes 


and Specialists (RM1043) 


Crown Commercial Service 


30/01/2017 - 27/01/2019 


Lot 1 - Digital outcomes 


Lot 2 - Digital specialists 


Lot 3 - User research studios 


Lot 4 - User research participants 


Technology Services 2 


(RM1058) 


Crown Commercial Service 


06/09/17 – 05/09/2018 


 


Lot 1 - Technology Strategy and Service Design 


Lot 2 - Transition and Transformation 


Lot 3 - Operational Services 


3a: End User Services 


3b: Operational Management  


3c: Technical Management 


3d: Application and Data Management 
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Lot 4a - Programmes and Large Projects 


Quality Assurance & Testing 


(RM3810) 


Crown Commercial Service 


24/3/2017 – 23/3/2019 


 


Lot 2 - Automation, Agile & Dev Ops 


Lot 4 - Functional Testing 


Lot 7 - QA & Testing Management Service 


Lot 8 - QA & Testing Consultancy Service 


 


4.7 Further information 


See http://emea.nttdata.com/uk/home/index.html for further information or contact Russell Wolak, 
0777.585.3300, russell.wolak@nttdata.com. 
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1. Pricing Document for Customer Relationship Management 
Solutions and Services (Dynamics) 


1.1 Introduction 


This is the Pricing Document for NTT DATA’s customer relationship management solutions and 
services. 


1.2 Pricing 


The pricing details for these services are presented in the SFIA table below. 
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1.     Follow 500 350 570 315 


2.     Assist 570 450 690 405 


3.     Apply 690 550 855 550 


4.     Enable 950 850 900 800 


5.     Ensure/Advise 1190 948 1071 934 


6.     Initiate/Influence 1300 1143 1170 1029 


7.     Set Strategy/Inspire 1498 1322 1350 1190 


1.3 Standards for cloud Consultancy Day Rate Cards 


This includes: 


 Consultant’s working day - 8 hours exclusive of travel and lunch. 


 Working week - Monday to Friday, excluding national holidays. 


 Office hours - 09:00 to 17:00 Monday to Friday. 


 Travel and subsistence - included in day rate within M25; payable at department’s standard 
Travel & Subsistence rates outside the M25. 


 Mileage - as above. 


 Professional Indemnity insurance - included in day rate. 


1.4 Parent Company Guarantee 


Please note that NTT DATA UK Ltd is not able to provide a Parent Company Guarantee. If you require a 
Parent Company Guarantee, then NTT DATA UK Ltd will have to withdraw from this Procurement 
exercise. 
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NTT DATA SFIA Definitions & Rate Card 


1. Standard Rate Card 
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1.     Follow 500 350 570 315 


2.     Assist 570 450 690 405 


3.     Apply 690 550 855 550 


4.     Enable 950 850 900 800 


5.     Ensure/Advise 1190 948 1071 934 


6.     Initiate/Influence 1300 1143 1170 1029 


7.     Set Strategy/Inspire 1498 1322 1350 1190 


 


2. Standards for cloud Consultancy Day Rate Cards 


This includes: 


 Consultant’s working day - 8 hours exclusive of travel and lunch. 


 Working week - Monday to Friday, excluding national holidays. 


 Office hours - 09:00 to 17:00 Monday to Friday. 


 Travel and subsistence - included in day rate within M25; payable at department’s standard 
Travel & Subsistence rates outside the M25. 


 Mileage - as above. 


 Professional Indemnity insurance - included in day rate. 


3. Parent Company Guarantee 


Please note that NTT DATA UK Ltd is not able to provide a Parent Company Guarantee. If you require 
a Parent Company Guarantee, then NTT DATA UK Ltd will have to withdraw from this Procurement 
exercise. 
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4. Level Definitions 


Level Autonomy Influence Complexity Business Skills 


1 Follow Works under close 
supervision. Uses little 
discretion. Is expected to 
seek guidance in 
expected situations. 


Interacts with immediate 
colleagues. 


Performs routine activities in 
a structured environment.  
Requires assistance in 
resolving unexpected 
problems. 


Uses basic information systems and technology functions, 
applications, and processes. Demonstrates an organised 
approach to work. Learns new skills and applies newly 
acquired knowledge. Has basic oral and written 
communication skills. 


Contributes to identifying own development opportunities. 


2 Assist Works under routine 
supervision. 


Uses minor discretion in 
resolving problems or 
enquiries. Works without 
frequent reference to 
others. 


Interacts with and may 
influence immediate   
colleagues. May have 
some external contact with 
customers and suppliers. 
May have more influence 
in own domain. 


Performs a range of varied 
work activities in a variety of 
structured environments. 


Understands and uses appropriate methods, tools and 
applications. 


Demonstrates a rational and organised approach to work. Is 
aware of health and safety issues. Identifies and negotiates 
own development opportunities. Has sufficient 
communication skills for effective dialogue with colleagues. 
Is able to work in a team. Is able to plan, schedule and 
monitor own work within short time horizons. Absorbs 
technical information when it is presented systematically 
and applies it effectively. 


3 Apply Works under general 
supervision. Uses 
discretion in identifying 
and resolving complex 
problems and 
assignments. Usually 
receives specific 
instructions and has 
work reviewed at 
frequent milestones. 
Determines when issues 
should be escalated to a 
higher level. 


Interacts with and 
influences 
department/project team 
members. 


May have working level 
contact with customers 
and suppliers. In 
predictable and structured 
areas may supervise 
others. Makes decisions 
which may impact on the 
work assigned to 
individuals or phases of 
projects. 


Performs a broad range of 
work, sometimes complex 
and non-routine, in a variety 
of environments. 


Understands and uses appropriate methods, tools and 
applications. 


Demonstrates an analytical and systematic approach to 
problem solving. Takes the initiative in identifying and 
negotiating appropriate development opportunities. 
Demonstrates effective communication skills. Contributes 
fully to the work of teams. Plans, schedules and monitors 
own work (and that of others where applicable) competently 
within limited deadlines and according to relevant legislation 
and procedures. Absorbs and applies technical information. 
Works to required standards. Understands and uses 
appropriate methods, tools and applications. Appreciates 
the wider field of information systems, and how own role 
relates to other roles and to the business of the employer or 
client. 
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Level Autonomy Influence Complexity Business Skills 


4 Enable Works under general 
direction within a clear 
framework of 
accountability. 


Exercises substantial 
personal responsibility 
and autonomy. Plans 
own work to meet given 
objectives and 
processes. 


Influences team and 
specialist peers internally. 
Influences customers at 
account level and 
suppliers. Has some 
responsibility for the work 
of others and for the 
allocation of resources. 
Participates in external 
activities related to own 
specialism. 


Makes decisions which 
influence the success of 
projects and team 
objectives. 


Performs a broad range of 
complex technical or 
professional work activities, 
in a variety of contexts. 


Selects appropriately from applicable standards, methods, 
tools and applications. Demonstrates an analytical and 
systematic approach to problem solving. Communicates 
fluently orally and in writing, and can present complex 
technical information to both technical and non-technical 
audiences. Facilitates collaboration between stakeholders 
who share common objectives. 


Plans, schedules and monitors work to meet time and 
quality targets and in accordance with relevant legislation 
and procedures. Rapidly absorbs new technical information 
and applies it effectively. Has a good appreciation of the 
wider field of information systems, their use in relevant 
employment areas and how they relate to the business 
activities of the employer or client. Maintains an awareness 
of developing technologies and their application and takes 
some responsibility for personal development. 


5 Ensure / 
Advise 


Works under broad 
direction. Is fully 
accountable for own 
technical work and/or 
project/ supervisory 
responsibilities. Receives 
assignments in the form 
of objectives.  


Establishes own 
milestones and team 
objectives, and 
delegates 
responsibilities. Work is 
often self-initiated. 


Influences organisation, 
customers, suppliers and 
peers within industry on 
the contribution of own 
specialism. Has significant 
responsibility for the work 
of others and for the 
allocation of resources. 
Makes decisions which 
impact on the success of 
assigned projects i.e. 
results, deadlines and 
budget. Develops business 
relationships with 


customers. 


Performs a challenging range 
and variety of complex 
technical or professional 
work activities. 


Undertakes work which 
requires the application of 
fundamental principles in a 
wide and often unpredictable 
range of contexts. 
Understands the relationship 
between own specialism and 
wider customer/ 
organisational requirements. 


Advises on the available standards, methods, tools and 
applications relevant to own specialism and can make 
correct choices from alternatives. Analyses, diagnoses, 
designs, plans, execute and evaluates work to time, cost 
and quality targets. Communicates effectively, formally and 
informally, with colleagues, subordinates and customers. 
Demonstrates leadership. 


Facilitates collaboration between stakeholders who have 
diverse objectives. Understands the relevance of own area 
of responsibility/ specialism to the employing organisation. 
Takes customer requirements into account when making 
proposals. Takes initiative to keep skills up to date. Mentors 
more junior colleagues. Maintains an awareness of 
developments in the industry. Analyses requirements and 
advises on scope and options for operational improvement. 
Demonstrates creativity and innovation in applying solutions 
for the benefit of the customer. 
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Level Autonomy Influence Complexity Business Skills 


6 Initiate/ 
Influence 


Has defined authority 
and responsibility for a 
significant area of work, 
including technical, 
financial and quality 
aspects. Establishes 
organisational objectives 
and delegates 
responsibilities. Is 
accountable for actions 
and decisions taken by 
self and subordinates. 


Influences policy formation 
on the contribution of own 
specialism to business 
objectives. Influences a 
significant part of own 
organisation and 
influences 
customers/suppliers and 
industry at senior 
management level. Makes 
decisions which impact the 
work of employing 
organisations, 
achievement of 
organisational objectives 
and financial performance. 


Develops high-level 
relationships with 
customers, suppliers and 
industry leaders. 


Performs highly complex 
work activities covering 
technical, financial and 
quality aspects. Contributes 
to the formulation of IT 
strategy. Creatively applies a 
wide range of technical 
and/or management 
principles. 


Absorbs complex technical information and communicates 
effectively at all levels to both technical and non-technical 
audiences. Assesses and evaluates risk. Understands the 
implications of new technologies. Demonstrates clear 
leadership and the ability to influence and persuade. Has a 
broad understanding of all aspects of IT and deep 
understanding of own specialism(s). Understands and 
communicates the role and impact of IT in the employing 
organisation and promotes compliance with relevant 
legislation. Takes the initiative to keep both own and 
subordinates' skills up to date and to maintain an 
awareness of developments in the IT industry. 


7 Set 
Strategy/ 
Inspire 


Has authority and 
responsibility for all 
aspects of a significant 
area of work, including 
policy formation and 
application. Is fully 
accountable for 


actions taken and 
decisions made, 


both by self and 
subordinates 


Makes decisions critical to 
organisational success. 
Influences developments 
within the IT industry at the 
highest levels. Advances 
the knowledge and/or 
exploitation of IT within 
one or more organisations. 


Develops long-term 
strategic relationships with 
customers and industry 
leaders. 


Leads on the formulation and 
application of strategy. 
Applies the highest level of 
management and leadership 
skills. Has a deep 
understanding of the IT 
industry and the implications 
of emerging technologies for 
the wider business 
environment. 


Has a full range of strategic management and leadership 
skills. 


Understands, explains and presents complex technical 
ideas to both technical and non-technical audiences at all 
levels up to the highest in a persuasive and convincing 
manner. Has a broad and deep IT knowledge coupled with 
equivalent knowledge of the activities of those businesses 
and other organisations that use and exploit IT. 


Communicates the potential impact of emerging 
technologies on organisations and individuals and analyses 
the risks of using or not using such technologies. Assesses 
the impact of legislation, and actively promotes compliance. 
Takes the initiative to keep both own and subordinates’ 
skills up to date and to maintain an awareness of 
developments in IT in own area(s) of expertise. 
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Departmental Security Standards



12. Departmental Security Standards for Business Services and ICT Contracts



		“BPSS”

“Baseline Personnel Security Standard”

		a level of security clearance described as pre-employment checks in the National Vetting Policy. Further information can be found at: https://www.gov.uk/government/publications/government-baseline-personnel-security-standard



		“CCSC”

“Certified Cyber Security Consultancy”

		is NCSC's approach to assessing the services provided by consultancies and confirming that they meet NCSC's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy 



		“CCP”

“Certified Professional”



		is a NCSC scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-professional 



		“CC”

“Common Criteria”



		the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 



		“CPA”

“Commercial Product Assurance”

[formerly called “CESG Product Assurance”]



		is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry. See website: https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa 



		“Cyber Essentials”

“Cyber Essentials Plus”

		Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme. 

There are a number of certification bodies that can be approached for further advice on the scheme; the link below points to one of these providers: https://www.iasme.co.uk/apply-for-self-assessment/ 



		“Data”

“Data Controller”

“Data Processor”

“Personal Data”

“Sensitive Personal Data” 

“Data Subject”, “Process” and “Processing”

		shall have the meanings given to those terms by the Data Protection Act 2018



		"Department’s Data"

“Department’s Information”

		is any data or information owned or retained in order to meet departmental business objectives and tasks, including:

(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:

(i) supplied to the Contractor by or on behalf of the Department; or 

(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or

(b) any Personal Data for which the Department is the Data Controller;



		“DfE”

“Department”

		means the Department for Education



		“Departmental Security Standards”

		means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.



		“Digital Marketplace / GCloud”

		the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.



		[bookmark: _GoBack]“FIPS 140-2”

		this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’.  This document is the de facto security standard used for the accreditation of cryptographic modules.



		“Good Industry Practice”

“Industry Good Practice”

		means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“Good Industry Standard”

“Industry Good Standard”

		means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“GSC”

“GSCP”



		means the Government Security Classification Policy which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications 



		“HMG”

		means Her Majesty’s Government



		“ICT”

		means Information and Communications Technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution



		“ISO/IEC 27001” “ISO 27001”

		is the International Standard for Information Security Management Systems Requirements



		“ISO/IEC 27002” “ISO 27002”

		is the International Standard describing the Code of Practice for Information Security Controls.



		“ISO 22301”

		is the International Standard describing for Business Continuity



		“IT Security Health Check (ITSHC)”

“IT Health Check (ITHC)”

“Penetration Testing”

		means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.



		“Need-to-Know”

		the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.



		“NCSC”

		The National Cyber Security Centre (NCSC) formerly CESG is the UK government’s National Technical Authority for Information Assurance. The NCSC website is https://www.ncsc.gov.uk 



		“OFFICIAL”

“OFFICIAL-SENSITIVE” 

		the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the Government Security Classification Policy (GSCP) which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 

the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the Government Security Classification Policy.



		“Secure Sanitisation”





		Secure sanitisation is the process of treating data held on storage media to reduce the likelihood of retrieval and reconstruction to an acceptable level. Some forms of sanitisation will allow you to re-use the media, while others are destructive in nature and render the media unusable. Secure sanitisation was previously covered by “Information Assurance Standard No. 5 - Secure Sanitisation” (“IS5”) issued by the former CESG. Guidance can now be found at: https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media 



The disposal of physical documents and hardcopy materials advice can be found at: https://www.cpni.gov.uk/secure-destruction



		“Security and Information Risk Advisor” 

“CCP SIRA”

“SIRA”

		the Security and Information Risk Advisor (SIRA) is a role defined under the NCSC Certified Professional (CCP) Scheme. See also:

https://www.ncsc.gov.uk/articles/about-certified-professional-scheme 



		“SPF”

“HMG Security Policy Framework”

		This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely. https://www.gov.uk/government/publications/security-policy-framework 



		”Tailored Assurance”

[formerly called “CTAS”, or,

”CESG Tailored Assurance”]



		is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks. https://www.ncsc.gov.uk/documents/ctas-principles-and-methodology 





1. 

1.1. The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 

1.2. Where the Contractor will provide ICT products or services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 25 May 2016, or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.

1.3	The Contractor shall be able to demonstrate conformance to, and show evidence of such conformance to the ISO/IEC 27001 (Information Security Management Systems Requirements) standard, including the application of controls from ISO/IEC 27002 (Code of Practice for Information Security Controls).

1.4 The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data). 



1.5 Departmental Data being handled in the course of providing an ICT solution or service must be segregated from all other data on the Contractor’s or sub-contractor’s own IT equipment to protect the Departmental Data and enable the data to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 1.14.



1.6 The Contractor shall have in place and maintain physical security, in line with those outlined in ISO/IEC 27002 including, but not limited to, entry control mechanisms (e.g. door access) to premises and sensitive areas 

1.7 The Contractor shall have in place and maintain an access control policy and process for the logical access (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.

1.8 The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.

1.9 Any data in transit using either physical or electronic transfer methods across public space or cyberspace, including mail and couriers systems, or third party provider networks must be protected via encryption which has been certified to FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.

1.10 Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 1.11 and 1.12 below.

1.11 Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.

1.12 All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.

1.13 Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure disposal organisation.

1.14 When necessary to hand carry removable media and/or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has either visual or physical access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.

1.15 At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed and accounted for in accordance with the current HMG policy using a NCSC approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed. 



1.16 Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” in order to carry out their role; and have undergone mandatory pre-employment screening, to a minimum of HMG Baseline Personnel Security Standard (BPSS); or hold an appropriate National Security Vetting clearance as required by the Department. All Contractor or sub-contractor staff must complete this process before access to Departmental Data is permitted.

1.17 All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.

1.18 The Contractor shall, as a minimum, have in place robust Business Continuity arrangements and processes including IT disaster recovery plans and procedures that conform to ISO 22301 to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might, or could lead to, a disruption, loss, emergency or crisis to the services delivered. If a ISO 22301 certificate is not available the supplier will provide evidence of the effectiveness of their ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures. This should include evidence that the Contractor has tested or exercised these plans within the last 12 months and produced a written report of the outcome, including required actions. 

1.19 Any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, or any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, shall be investigated immediately and escalated to the Department by a method agreed by both parties.

1.20 The Contractor shall ensure that any IT systems and hosting environments that are used to handle, store or process Departmental Data shall be subject to independent IT Health Checks (ITHC) using a NCSC approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.

1.21 The Contractor or sub-contractors providing the service will provide the Department with full details of any storage of Departmental Data outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management, support or development function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.

1.22 The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.

1.23 The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.

1.24 The Contractor and sub-contractors shall undergo appropriate security assurance activities as determined by the Department. Contractor and sub-contractors shall support the provision of appropriate evidence of assurance and the production of the necessary security documentation such as completing the DfE Security Assurance Model (DSAM) process or the Business Service Assurance Model (BSAM). This will include obtaining any necessary professional security resources required to support the Contractor’s and sub-contractor’s security assurance activities such as: a NCSC Certified Cyber Security Consultancy (CCSC) or NCSC Certified Professional (CCP) Security and Information Risk Advisor (SIRA)



Property and Premises 

Issued Property 

1. 1 In this clause "Issued Property" means all items of property belonging to the Department issued to the Contractor for the purposes of the provision of the Services ***add the following if appropriate  'including without limitation:' ***

Details of equipment to be inserted here 

1.2 Issued Property shall remain the property of the Department and shall be used in the execution of the Contract and for no other purpose whatsoever, save with the prior written approval of the Department.  Within a reasonable period the Department shall re-issue Issued Property agreed to be defective or requiring replacement.

1.3 The Contractor shall be liable for any damage to Issued Property caused by misuse or negligence by the Contractor but shall not be liable for deterioration in Issued Property resulting from its normal and proper use in the performance of this Contract.  The Contractor shall also be responsible for loss, including theft, of the Issued Property.

1.4 The Department will be responsible for the maintenance of the Issued Property.  The Contractor shall be responsible for the safe custody of Issued Property and its prompt return upon expiry or termination of the Contract.  Neither the Contractor nor its sub-contractors or other person shall have a lien on Issued Property for any sum due to the Contractor, sub-contractor or other person and the Contractor shall take all such steps as may be reasonably necessary to ensure that the title of the Department, and the exclusion of any such lien, are brought to the notice of all sub-contractors and other persons dealing with any Issued Property. 

1.5 The Contractor shall keep an up-to-date inventory of all Issued Property.  The inventory shall be available for inspection on request by the Contract Manager.

1.6 Issued Property shall include any equipment purchased by the Contractor and subsequently paid for as an identified item by the Department unless expressly stated otherwise in this Contract.
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		Service Provider Request for Quote



		This form is structured in three parts: Part 1 is the Request for Quote, Part 2 is the Service Provider’s Response, Part 3 is the Customers’ Acceptance, together with the guidance that should be followed to raise a Purchase Order Requisition.



		To be completed by Technology Directorate Contracts and Commercial Team (CCT)



		Date Request sent to 
Service Provider:

		

		RfQ Reference:

		







		Part 1. Request for Quote. To be completed by the work requester



		

All requests must be completed in accordance with the Technology Directorate commissioning process / governance arrangements. By submitting this form, you are confirming that all the necessary business case approvals are in place to allow the services to be sourced.

NOTE: all sections of the request for quote Part 1 must be completed in full. Any partially completed forms will be rejected. A copy of the approved business case must be submitted along with this completed RFQ. 





		Request Title / Project Name:

		



		Work Requester:

		



		Directorate / Division:

		



		Principal Contact Name:

		



		Principal Contact Role:

		



		Principal Contact Address:

		



		Principal Contact Telephone No:

		







		IR35 Assessment Outcome



		ACTION: It is the responsibility of the work package requester to complete the HMRC IR35 assessment and embed the resulting pdf into the comments cell below. Failure to do so will result in this request being rejected.





		Outcome of IR35 assessment for this Request for Quote

		The intermediaries legislation does not apply to this engagement ☐

Comments:

		









[NOTE: if the outcome of the IR35 assessment is either “the intermediaries legislation does apply to this engagement” or “unable to determine the tax status of this engagement” please stop and seek advice from the Contracts and Commercial Team]









		Working Arrangements:

This request for work is for a service
If it looks like a people role then it probably is!



		Please describe in the below table how you intend to work with the service provider to ensure that it is compliant with IR35 guidance. Here is a helpful reminder on the behaviours of working arrangements:



· Control – the department is responsible for stating what is to be delivered. The service provider is responsible for using its own initiative in determining how the services are to be delivered and the provision of resources to support the services [which shall include one or more specialists].

· Risk (financial) – the financial risk of delivering the service/deliverables/outcome must lie with the service provider. Outputs and deliverables will be linked to payments.  If the work does not meet the acceptance criteria it is the responsibility of the service provider to correct it at their own expense. The Purchase Order is the agreement by which the customer instructs the service provider to provide services as described in the service provider response to the work package / request for quote. The service provider will commence the work within the agreed timeframe upon receipt of this Purchase Order

· Integration (part and parcel of the organisation) - The service provider should not be treated as one of the team or be indispensable. They are expected to provide the services on such hours/days as required to meet any deadlines, as agreed between the service provider and the department.

· Substitution – the department are willing to accept substitute personnel with the relevant skills and expertise from the service provider (e.g. to cover holidays, illness etc.). 

· Provision of own equipment - The service provider must provide their own equipment where security requirements permit.  Please describe any exceptions, and the reasons for these exceptions, to this (e.g. DfE accounts, MS Azure accounts)



		

[Please select from the above which apply for this service or add your own wording]





























		Funding



		Funding Team/Division

		



		Cost Centre

		







		Term



		Target Commencement Date 

		



		Target Delivery Date

		









		

Work Package Objectives

Provide a summary of the Department's requirements, including the overall objectives and activities for the service to be provided and known skills required. Please indicate if there are any requirements to visit departmental offices.



		





		Work Package Deliverables

List any specific deliverables that the Service Provider must produce.  All deliverables must be defined against measurable acceptance criteria.



		

		Ref

		Deliverable Date

		Deliverable Description

		Acceptance Criteria (quality expected)



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		















		Risks



		Please identify all known risks that might affect the service provider’s ability to deliver the service requirement which meets the acceptance criteria.



		



		Evaluation Criteria



		Please specify the criteria and weightings that will be used to evaluate the quote.  This could include skills, experience, knowledge, substitution capacity, location, price, ability to deliver.





		



		RfQ Termination



		The work requester will have the right to terminate this work-package at any time by giving the notice to the service provider specified in this RfQ Form. The service provider’s obligation to provide the services will end on the date set out in the work requester’s notice.

The minimum notice period to be given by the work requester to terminate under this clause will be 5 working days.







		
Senior Responsible Officer (SRO) / Deputy Director Sign Off



		 I confirm that I have appropriate technical, project and funding approval for this proposal. 

I accept the risk and liability in the event of an investigation by HMRC in respect of the IR35 status of this engagement.

		Name/Signature of SRO/DD

		



		Date SRO/DD approval received

		



		Date of FBP approval:

		













The RfQ must now be sent to the email mailbox ContractManagement.TECHDIRECTORATE@education.gov.uk








		

Part 2. Response to RfQ to be completed by the Service Provider









		Service Provider Response
Provide details on the proposal which sets out an overview of the proposed solution to the Department’s Requirements.



		







		Service Provider Obligations on the Department
Provide details of any obligations on the Department that may be necessary for the activities contained within this Work Package. 





		













		Service Provider Milestones Deliverables and Costs

Provide details on the deliverables and costs for each milestone. The charges shall be constructed using the rates agreed as part of the call-off contract.





		Fixed price/capped time and materials (CTAM):



The service provider will continue at its own cost and expense to provide the services even where the agreed price has been exceeded; and the work requester will have no obligation or liability to pay for the cost of any services delivered relating to this order after the agreed price has been exceeded.



		Milestone 

		Deliverables 

		Milestone Date 

		Duration & Units 

(No. of days x rate) 

		Price (excluding VAT) 



		 

		 

		 

		 

		 



		 

		 

		 

		 

		 



		 

		 

		 

		 

		 



		 

		 

		 

		 

		 



		 

		 

		 

		 

		 



		 

		 

		 

		 

		 



		 

		 

		 

		Discounts to be applied 

		 



		 

		 

		 

		Total 

		 















		Term



		Commencement Date 

		



		Delivery Date

		







		Service Provider Sign Off 



		Additional comments

		Response Prepared by

		



		Position

		



		Signature

		



		Date Submitted to the Department

		











The RfQ must now be sent to the email mailbox: ContractManagement.TECHDIRECTORATE@education.gov.uk







		
Part 3.  Evaluation, Customer Acceptance and Authority for the Work to Commence






The work requestor will evaluate the quote against the work package requirement using the evaluation criteria set out in part 1 (where applicable)

[bookmark: _GoBack]All relevant information from this form must now be transferred onto the appropriate Request for Goods and Services/Purchase Order Request template and passed to the nominated Requisitioner for loading onto the appropriate financial system so that a Purchase Order can be produced.  The Purchase Order is the agreement by which the customer instructs the service provider to provide services as described in the service provider response to the work package / request for quote. The service provider will commence the work within the agreed timeframe upon receipt of this Purchase Order.  Any Purchase Order queries should be directed to the Work Requester.

The work requester should not request that the work commence without presenting the service provider with a purchase order first

The service provider should not commence work without cover of a purchase order
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