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Introduction
The Buyer has a requirement to secure a Supplier to:
Deliver User Research services to the Buyer pursuant to Statement of Works (SOWs) agreed under this Call-Off Contract;
deliver such services across a range of separate programmes, which are separately funded;
potentially deliver such services across different locations (as detailed in the applicable SOWs); and
deliver such services in a manner compliant with the terms and conditions of this Call-Off Contract, including without limitation the Buyer’s requirements as further detailed in Schedule 1(A)-1(G).
Initial Statement of Work
The Buyer requires the Supplier to be able to deliver the services detailed in the Initial Statement of Work (“Initial SOW”).
The Supplier must be familiar with the toolsets and technologies detailed in the Initial SOW.
The Supplier must be capable of delivering the outcome based milestones as detailed in the Initial SOW.
The Supplier must be capable of providing staff to deliver the services in the Initial SOW in accordance with the timescales indicated in the Initial SOW.
Development Lifecycle
The Buyer requires the Supplier to be capable of delivering services to include, but not limited to the following: 
Discovery:
prioritising user needs;
prioritising story cards to feed into project teams;
understanding teams and the necessary capabilities required to complete the project;
ability to scope and plan an alpha;
feeding into decision making process on whether to progress to next phase;
development of prototypes;
stakeholder engagement activities;
understanding existing services and drawing on such precedents as applicable; and
understanding users and their needs.
Skills & Experience
The Buyer's core requirements for skills are set out in the Initial SOW:
Overarching licencing requirements
[bookmark: _GoBack]The following requirements shall take priority above all terms, conditions and specifications set out in this contract (including without limitation any embedded documents and terms), and the Supplier shall ensure that the software licences meet and conform with the following requirements:
The Buyer shall be entitled, free of charge, to sub licence the software to any contractor and/or Subcontractor of the Buyer who is working towards and/or is providing services to the Buyer.
The Buyer’s role as national information and technology partner to the NHS and social care bodies involves the Buyer buying services for or on behalf of the NHS and social care entities. Nothing in the licences for any of the software shall have the effect of restricting the Buyer from discharging its role as the national information and technology partner for the health and care system, which includes the ability of the Buyer to offer software and services to the NHS and social care entities. Specifically, any software licensing clause prohibiting ‘white labelling’, ‘provision of outsourcing services’ or similar, shall not be interpreted as prohibiting the Buyer’s services. 
The Buyer shall be entitled to deploy the software at any location from which the Buyer and/or any contractor and/or Subcontractor of the Buyer is undertaking services pursuant to which the software is being licenced.
Any software licenced to the Buyer on a named users basis shall permit the transfer from one user to another user, free of charge provided that the Supplier is notified of the same (including without limitation to a named user who is a contractor and/or Subcontractor of the Buyer). 
The Supplier shall ensure that the Buyer shall be entitled to assign or novate all or any of the software licences free of charge to any other central government entity, by giving the licensor prior written notice.
The Supplier shall notify the Buyer in advance if any software or service permits the Supplier or any third party remote access to the software or systems of the Buyer.
Where the Supplier is responsible for the calculation of the appropriate number of users for software, and it is later shown there is a shortfall of licences, the Supplier shall be responsible for all costs of the Buyer.
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SCHEDULE 1(A): SUPPLEMENTARY & SPECIAL TERMS
	
Supplementary Terms
The following provisions are supplementary standard terms and conditions that shall apply to the Call-Off Contract, and to all Services and SOWs agreed by the Parties, unless specifically excluded in an agreed Statement of Work (SOWs) or Change Control Note (CCNs).
Definition of Services
The definition of Services in Part C of the Call-Off Contract shall be replaced by the following definition:
"The Services to be performed by the Supplier which are described in the SOW from a range of activities including solutions and software development, development operations, testing and auditing, live service support, user experience and design, performance analysis and data security, service delivery, and/or user research."
Non Exclusivity
This Call-Off Contract awarded pursuant to the Digital Outcomes and Specialists (DOS) and each SOW executed pursuant to this Call-Off Contract is for the non-exclusive supply of services to meet the Buyer’s needs for the stated portfolio numbers on a non-exclusive basis. For the avoidance of doubt, this means that:
the Buyer is contracting for the provision of Services of this type on a non-exclusive basis;
the Buyer is contracting for the provision of Services to support the programmes listed on a non-exclusive basis, and may contract with multiple suppliers to support the programmes; and
the Supplier is providing these Services to the Buyer on a non-exclusive basis.
No Guarantee of Further SOWs
The Buyer follows an agile methodology in its provision of its DevOps capability. Programmes can be re-planned, the approach can be fundamentally revised, or even cancelled. 
The Buyer gives no commitment or warranty that there will be any further SOW(s) following the agreement of the initial SOW.
Standard Requirements
The Buyer requires, and the Supplier shall ensure that all Services and SOWs are compliant with the Standards which are set out in Schedule 1(D). The definition of Good Industry Practice shall be revised to: 
“Good Industry Practice means standards and procedures conforming to the Law, and the application of skill, care and foresight which would be expected from a person or body who has previously been engaged in a similar type of undertaking under similar circumstances. 
The person or body must adhere to the standards set out in Schedule 1(D). 
The person or body must also adhere to the technology code of practice (https://www.gov.uk/service-manual/technology/code-of-practice.html) and the government service design manual (https://www.gov.uk/service-manual).”
Where adherence to such standards is not mandated by the Buyer than this shall be detailed in the applicable SOW.
The Buyer requires, and the Supplier shall ensure that all Services and SOWs are compliant with the reporting requirements which are set out in Schedule 1B. Management Information requirement.
The Buyer requires, and the Supplier shall ensure that all Services and SOWs are compliant with the collaboration requirements which are set out in Schedule 1(C). Collaboration Requirements.
The Buyer requires, and the Supplier shall ensure that all Services and SOWs are compliant with the required Standards which are set out in Schedule 1(D). Standards.
The Buyer requires, and the Supplier shall ensure that all Services and SOWs are compliant with the security requirements which are set out in Schedule 1(E). Security Requirements.
For the avoidance of doubt, the Supplier shall not be entitled to charge in addition for its compliance with these obligations in the SOWs.
Standard Charges and Pricing 
The Supplier shall detail the full rate card (even if such role is not required in the first SOW). These rates shall apply for the whole term of the Call-Off Contract, and shall be used to evaluate charges and pricing in further SOWs and changes to those SOWs.
Multiple SOWs can operate concurrently.
[bookmark: _Ref487100339]Each SOW shall set out the pricing method that shall apply to that SOW (fixed price, capped time and materials, or time and materials). The following provisions shall apply dependant on which pricing method has been selected. The following terms supplement and are in addition to Clauses 8 (Payment terms and VAT) and 9 (Recovery of sums due and right of set-off) of Part C.

	
	T&M
	Capped
	Fixed

	The Supplier will provide a detailed breakdown of rates based on time and materials Charges, inclusive of expenses and exclusive of VAT, with sufficient detail to enable the Buyer to verify the accuracy of the time and materials Call-Off Contract Charges incurred.
	√
	√
	

	
	
	
	

	The detailed breakdown for the provision of  Services during the term of the SOW will include (but will not be limited to): 
	
	
	

	· a role description per Supplier Staff;
	√
	√
	√

	· a facilities description;
	√
	√
	√

	· the agreed relevant rate per day;
	√
	√
	

	· any expenses charged per day, which are in line with the Buyer’s expenses policy (available on request);
	√
	√
	

	· the number of days, or pro rata for every part day, they will be actively providing the Services during the term of the SOW; and
	√
	√
	√

	· the total cost per role / facility
	√
	√
	

	
	
	
	

	The Supplier will also provide a summary which is to include:
	
	
	

	· Maximum value of the SOW
	√
	√
	√

	· total value of this SOW
	√
	√
	√

	· Overall Call-Off Contract value
	√
	√
	√

	· Remainder of value under Overall Call-Off Contract value, yet to be contractually committed
Where: Remainder of value under overall Call-Off Contract value = overall Call-Off Contract value - sum of total value of all SOWs contractually committed
	√
	√
	√

	· Whether there is any risk of exceeding Overall Call-Off Contract Charge (and thereby requiring a CCN to continue delivery of Services)
	√
	√
	√

	
	
	
	

	If a capped or fixed price has been agreed for a SOW:
	
	
	

	· The Supplier will continue at its own cost and expense to provide the Services even where the agreed price has been exceeded; and
	
	√
	√

	· The Buyer will have no obligation or liability to pay for the cost of any Services delivered relating to this order after the agreed price has been exceeded.
	
	√
	√

	
	
	
	

	The occurrence of any known or specified risks or contingencies will be included in the Charges. 
	
	√
	√

	
	
	
	

	The occurrence of any unknown and unspecified risks or contingencies will be included in the Charges.
	
	√
	√

	
	
	
	

	The Supplier will keep accurate records of the time spent by the Supplier staff in providing the Services and will provide records to the Buyer for inspection where required by the Buyer and on request.
	√
	√
	√

	
	
	
	

	Payment shall be made monthly in arrears, provided that the Supplier has included the required management information in its invoice. 
	√
	√
	

	
	
	
	

	Payment shall be made upon successful completion of Milestones and receipt of a Milestone Achievement Certificate from the Buyer, provided that the Supplier has included the required management information in its invoice.
	
	
	√

	
	
	
	

	Service credits may apply where stated in the SOW.
	√
	√
	√



Where the SOW and Clause 6.3 above states that the Services are payable upon completion of Milestones, then the following process shall apply to such approvals:
The cost model set out in the SOW shall state the Milestone reference, Milestone Description and achievement criteria, and planned achievement Milestone Date.
The Supplier shall contract the Buyer and shall state the Milestone that it considers has been successfully achieved.
The Buyer shall review such information, and if it agrees, it will provide the Supplier with a Milestone Achievement Certificate confirming the same.
If the Buyer does not agree that all components of the Milestone have been completed, then it shall inform the Supplier within fourteen (14) days of the initial request. The Supplier shall not be entitled to invoice until all components of the Milestone have been met.
The Supplier shall include the Milestone Achievement Certificate with its invoice in its request for payment. 
[bookmark: _Ref487103289]Confidentiality
In addition to and without prejudice to the general rights of disclosure set out in Clause 11 (Confidentiality) of Part C, Confidential Information will be disclosed between the Health and Social Care Information Centre, the Department of Health, and NHS England, and to any other commissioners of the Services and/or any health or social care body or organisation, and potentially to the parties described in Clause 11 (Confidentiality) of Part C.
In addition to and without prejudice to the general rights of disclosure set out in Clause 11 (Confidentiality) of Part C, CCS and the Buyer may share information with any entities within the listings of the following categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:
Government Departments;
Non Departmental Public Body or Assembly Sponsored Public Bodies (advisory, executive, or tribunal);
Non Ministerial Departments; and
Executive Agencies.
IPR and Licensing
[bookmark: _Ref487101094]The following terms replace Clauses 13.1 to 13.13 inclusive of Part C of the Call-Off Contract.
[bookmark: _Ref487484894]The Supplier hereby assigns to the Buyer, with full title guarantee, title to and all rights and interest in the Project Specific IPRs or shall procure that the owner of the Project Specific IPRs assigns them to the Buyer on the same basis.
[bookmark: _Ref88924638][bookmark: _Toc139080245]The assignment under Clause 8.2 shall be a present assignment of future rights that will take effect immediately on the coming into existence of the relevant Project Specific IPRs, as appropriate.
[bookmark: _Ref87939087][bookmark: _Toc139080246]The Supplier shall waive or procure a waiver of any moral rights in any copyright works assigned to the Buyer under the Call-Off Contract.
[bookmark: _Toc139080247]If requested to do so by the Buyer, the Supplier shall without charge to the Buyer execute all documents and do all such further acts as the Buyer may require to perfect the assignment under Clause 8.2 or shall procure that the owner of the Project Specific IPRs does so on the same basis.
[bookmark: _Toc139080248][bookmark: _Toc139080249]The Buyer shall grant to the Supplier a non-exclusive licence of the Project Specific IPRs to enable the Supplier to provide the Services for the duration of the Call-Off Contract. 
[bookmark: _Ref87939382][bookmark: _Toc139080251]To the extent only that it is necessary to enable the Buyer to obtain the full benefits of ownership of the Project Specific IPRs as an integrated product, the Supplier hereby grants to the Buyer and shall procure that any relevant third party licensor shall grant to the Buyer a perpetual, irrevocable, non-exclusive, assignable, royalty-free and global licence to Use, sub-license and/or commercially exploit any Supplier's Background IPRs or IPRs owned by a third party that are embedded in or which are an integral part of the Project Specific IPRs.
Unless the Supplier specifically identifies and discloses in a SOW the Supplier Background IPR and Supplier Software which shall be provided, used or incorporated by the Supplier in the provision of the Services, the default position shall be that all items and Deliverables shall be assigned to the Buyer as Project Specific IPR as if there is no Supplier Background IPR and Supplier Software.   
If the Supplier wishes to use open source software (which is, computer software that has its source code made available subject to an open‑source licence under which the owner of the copyright and other IPRs in such software provides the rights to use, study, change and distribute the software to any and all persons and for any and all purposes free of charge) then the Supplier shall:
notify the Buyer in writing giving details of the licence terms and whether there are alternative software providers which the Supplier could seek to use; and
identify all items of open source software used and proposed to be used in an up to date register of open source software; and
provide copies of the open source register and the licences upon request by the Buyer.    
Clause 13.13 of Part C of the Call-Off Contract, shall be amended as follows:
13.13	The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all losses which it may incur at any time as a result of any claim (whether actual alleged asserted and/or substantiated and including third party claims) that the rights granted to the Buyer in accordance with the Call-Off Contract or the performance by the Supplier of the provision of the Services or the possession or use by the Buyer of the Services or Deliverables delivered by the Supplier, including the publication of any Deliverable that is software as open source, infringes or allegedly infringes a third party’s Intellectual Property Rights and/or as a result of needing to replace open source software which was used or incorporated into the Services without the Buyer's consent (an ‘IPR Claim’).
Document and source code management repository
The Supplier is required to ensure that it uses the document and source code repository nominated by the Buyer at such frequency/intervals as shall be required by the Buyer.
Termination
The Buyer may terminate the Call-Off Contract or any Statement of Work at its convenience and without penalty by giving the Supplier not less than fifteen (15) days prior written notice of such termination.
The Buyer may, prior to or instead of terminating the whole of this Call-Off Contract, require the Partial Termination of the Call-Off Contract or any Statement of Work at its convenience and without penalty, by giving the Supplier not less than fifteen (15) days prior written notice of such termination specifying the Service to be terminated. 
This provision supersedes Clause 23.2 and 23.3 of Part C of the Call-Off Contract. 
There shall be no compensation for termination by the Buyer in accordance with these terms, and the third bullet in Clause 23.4 in Part C of the Call-Off Contract does not apply.
No Suspension of Services
The Parties agree that there are no rights for the Supplier to suspend Services under the Call-Off Contract.
[bookmark: _Ref504381264][bookmark: _Ref487101598]Data Protection
The provisions in relation to the processing of personal data set out in this Clause 12 shall replace Clause 14 (Data Protection and Disclosure) of Part C of the Call-Off Contract.
Where any Personal Data are Processed in connection with the exercise of the Parties’ rights and obligations under this Call-Off Contract, the Parties acknowledge that the Supplier shall be acting as a Processor on behalf of the Buyer as the Controller. The only Processing that the Supplier is authorised to do is listed in Clause 12.14 and may not be determined by the Supplier.
The Supplier shall provide all reasonable assistance to the Buyer in the preparation of any Data Protection Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion of the Buyer, include:
a systematic description of the envisaged Processing operations and the purpose of the Processing;
an assessment of the necessity and proportionality of the Processing operations in relation to the Services;
an assessment of the risks to the rights and freedoms of Data Subjects; and
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.
The Supplier shall, and shall procure that its agents, Sub-Processors and employees shall:
Process the Personal Data only in accordance with instructions from the Buyer (which may be specific instructions or instructions of a general nature as set out in this Call-Off Contract, or as otherwise notified by the Buyer to the Supplier in writing from time to time) and Clause 12.14, unless the Supplier is required to do otherwise by Law. If it is so required the Supplier shall promptly notify the Buyer before Processing the Personal Data unless prohibited by Law;
notify the Buyer immediately if it considers that any of the Buyer's instructions infringe the Data Protection Laws;
[bookmark: _Ref504381369]ensure that at all times it has in place appropriate technical and organisational measures (which are consistent with Article 32 of the GDPR) to guard against unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction, or damage to the Personal Data, such measures to ensure a level of security commensurate with the risks associated with the Processing, and including the measures set out in this Clause 12, having taken account of the:
1.1.1.1 nature of the data to be protected; 
1.1.1.2 harm that might result from a Personal Data Breach;
1.1.1.3 state of technological development; and
1.1.1.4 cost of implementing any measures;
notify the Buyer immediately upon becoming aware of a Personal Data Breach or circumstances that are likely to give rise to a Personal Data Breach, providing the Buyer with sufficient information to meet any obligations to report a Personal Data Breach under the Data Protection Laws. Such notification shall as a minimum:
1.1.1.5 describe the nature of the Personal Data Breach, the categories and numbers of Data Subjects concerned, and the categories and numbers of Personal Data records concerned;
1.1.1.6 communicate the name and contact details of the data protection officer or other relevant contact from whom more information may be obtained;
1.1.1.7 describe the likely consequences of the Personal Data Breach; and
1.1.1.8 describe the measures taken or proposed to be taken to address the Personal Data Breach;
co-operate with the Buyer and take such reasonable steps as are directed by the Buyer to assist in the investigation, mitigation and remediation of a Personal Data Breach;
not disclose the Personal Data to any Supplier Staff unless necessary for the provision of the Services; 
other than where specifically authorised under this Call-Off Contract, not appoint any third party sub-contractor to Process the Personal Data ("Sub-Processor") without the prior written consent of the Buyer. In all cases where a Sub-Processor is appointed: 
1.1.1.9 the contract between the Supplier and the Sub-Processor shall include terms which are substantially the same as those set out in this Clause 12;
1.1.1.10 the Supplier shall provide the Buyer with such information regarding the Sub-Processor as the Buyer may reasonably require;
1.1.1.11 the Supplier shall remain fully liable to the Buyer for any failure by a Sub-Processor to fulfil its obligations in relation  to the Processing of any Personal Data; and
1.1.1.12 the use of the Sub-Processor shall be otherwise in accordance with Clause 12.5;
take reasonable steps to ensure the reliability and integrity of any Supplier Staff who have access to the Personal Data, ensuring in each case that access is strictly limited to those individuals who need to access the relevant Personal Data, as strictly necessary to perform the Services in the context of that individual's duties to the Supplier, and ensure that the Supplier Staff:
1.1.1.13 are aware of and comply with the Supplier’s obligations under this Clause 12 together with any obligations pertaining to confidentiality or data protection which are set out in this Call-Off Contract;
1.1.1.14 are subject to confidentiality undertakings or other contractual or professional or statutory obligations of confidentiality;
1.1.1.15 are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Buyer or as otherwise permitted by this Call-Off Contract; and
1.1.1.16 have undergone adequate training in the use, care, protection and handling of Personal Data;
notify the Buyer immediately if it receives:
1.1.1.17 from a Data Subject (or third party on their behalf):
1.1.1.17.1 a Data Subject Access Request (or purported Data Subject Access Request);
1.1.1.17.2 a request to rectify any inaccurate Personal Data; 
1.1.1.17.3 a request to have any Personal Data erased or blocked;
1.1.1.17.4 a request to restrict the Processing of any Personal Data; 
1.1.1.17.5 a request to obtain a portable copy of Personal Data, or to transfer such a copy to any third party; or
1.1.1.17.6 an objection to any Processing of Personal Data; 
1.1.1.18 any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data under this Call-Off Contract; 
1.1.1.19 a request from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or
1.1.1.20 any other request, complaint or communication relating to either Party's obligations under the Data Protection Laws;
		(each a "Relevant Communication").
taking into account the nature of the Processing, provide the Buyer with full cooperation and assistance (within the timescales reasonably required by the Buyer, and in any case within sufficient time for the Buyer to comply with any relevant timescales prescribed by the Data Protection Laws) in relation to any Relevant Communications (whether received by the Supplier or by the Buyer directly) including by implementing such technical and organisational measures as may be reasonably required by the Buyer and by promptly providing:
1.1.1.21 the Buyer with full details and copies of the Relevant Communication (where received by the Supplier);
1.1.1.22 the Buyer, on request by the Buyer, with any Personal Data it holds in relation to a Data Subject; and
1.1.1.23 assistance as requested by the Buyer with respect to any request from the Information Commissioner's Office, or any consultation by the Buyer with the Information Commissioner's Office;
allow for audits (including inspections) of its data Processing activity by the Buyer or the Buyer's mandated Auditor, and if requested by the Buyer, provide a written description of the measures that it has taken and technical and organisational security measures in place, for the purpose of compliance with its obligations pursuant to this Clause 12 and provide to the Buyer copies of all documentation relevant to such compliance including, protocols, procedures, guidance, training and manuals.
cease Processing the Personal Data immediately upon the earlier of the (i) termination or expiry of this Call-Off Contract, or (ii) the cessation of the Services, and as soon as reasonably practicable thereafter, at the Buyer's option, either return, or securely and irrevocably delete from its systems (so that such Personal Data cannot be recovered or reconstructed), the Personal Data and any copies of it or of the information it contains; and
designate a data protection officer if required by the Data Protection Laws.
[bookmark: _Ref504381317]The Supplier shall not Process or otherwise transfer, or permit the transfer, of any Personal Data in or to any Restricted Country without obtaining the prior written consent of the Buyer (unless the transfer is required by EU or member state law to which the Supplier is subject, and if this is the case then the Supplier shall inform the Buyer of that requirement before Processing the Personal Data, unless  a Law prohibits such information being provided on important grounds of public interest).
In respect of any Processing in, or transfer of Personal Data to, any Restricted Country permitted in accordance with Clause 12.5, the Supplier shall, when requested by the Buyer, promptly enter into an agreement with the Buyer or any service recipient including or on such provisions as the Standard Contractual Clauses and/or such variation as a regulator or the Buyer might require which terms shall, in the event of any conflict, take precedence over those in this Clause 12, and the Supplier shall comply with any reasonable instructions notified to it in advance by the Buyer with respect to the transfer of the Personal Data;
[bookmark: _Ref504381357]Subject to the Buyer providing the Supplier with all information reasonably required by the Supplier to comply with this Clause 12.7, create and maintain a register setting out:
the types of Personal Data and categories of Data Subject whose Personal Data are Processed during the provision of the Services; and
	a general description of the technical and organisational security measures adopted by the Supplier to protect the Personal Data in accordance with Clause 12.4.3.
The Supplier shall use its reasonable endeavours to assist the Buyer to comply with any obligations under the Data Protection Laws and shall not perform its obligations under this Call-Off Contract in such a way as to cause the Buyer to breach any of the Buyer’s obligations under the Data Protection Laws to the extent the Supplier is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations. 
Both the Buyer and the Supplier shall comply with their respective obligations under the GDPR in relation to this Call-Off Contract, including by adhering to any relevant codes of conduct published pursuant to Article 40 of the GDPR. 
Both the Buyer and the Supplier shall comply with their respective obligations under any relevant law implementing or otherwise giving effect to the NIS Directive. In response to the obligations created by any law implementing or otherwise giving effect to the NIS Directive, the Buyer may elect to produce a report setting out the steps to be reasonably followed by both parties in relation to their compliance with the NIS Directive in the context of the Services, and the Supplier shall comply with the terms of any such report. 
Notwithstanding any other provision in this Call-Off Contract relating to amendments or variations to this Call-Off Contract, the Buyer may, at anytime on not less than 30 Working Days' notice, revise this Clause 12 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Call-Off Contract).
The Parties agree to take account of any guidance issued by the Information Commissioner's Office. The Buyer may on not less than 30 Working Days' notice to the Supplier amend this Call-Off Contract to ensure that it complies with any guidance issued by the Information Commissioner's Office. 
If following the date of this Call-Off Contract:
any codes of practice, codes of conduct, regulatory guidance, standard clauses and any other related laws arising from the GDPR or from the NIS Directive are published; or
the UK ceases to be a Member State of the European Union, then the Buyer may require the Supplier to take such further reasonable actions, or enter into such further contractual terms, in each case as necessary to take account of these developments.
[bookmark: _Ref504381240]The table below sets out the agreed description of the Processing being undertaken in connection with the exercise of the Parties’ rights and obligations under this Call-Off Contract. The Supplier shall comply with any further written instructions with respect to Processing given by the Buyer and any such further instructions shall be incorporated into this table:
	Description 
	Details

	Subject matter of the Processing
	[This should be a high level, short description of what the processing is about i.e. its subject matter]

	Duration of the Processing
	[Clearly set out the duration of the processing including dates]

	Nature and purposes of Processing
	[Please be as specific as possible, but make sure that you cover all intended purposes.

The nature of the processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction or data whether or not by automated means) etc.

The purpose might include: employment processing, statutory obligation, recruitment assessment etc]

	Type of Personal Data
	[Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc] 

	Categories of Data Subjects
	[Examples include: Staff (including volunteers, agents, and temporary workers), customers/clients, suppliers, patients, members of the public, users of a particular website etc]

	Plan for return of the data once the Processing is complete unless requirement under union or member state law to preserve that type of data
	[Describe how long the data will be retained for, how it will be returned or destroyed]


The Controller could be the Buyer and/or other parties and therefore all references to the Buyer in this Clause 12 shall be interpreted to extend to any other Controller as if they were a party to this Call-Off Contract.
Security: Removal of Personnel
A new Clause 20.6 shall be added to Part C of the Call-Off Contract, as follows:
20.6	If the Buyer reasonably believes that any of the Supplier personnel are unsuitable to undertake work in respect of this Call-Off Contract, it may (following consultation with the Supplier if it is reasonably practicable to consult in the circumstances):
	a)	refuse admission to the relevant person(s) to the any premises; and/or 
b)	direct the Supplier to end the involvement in the provision of the Services of the relevant person(s).
Assignment
The Buyer shall be entitled to assign this Call-Off Contract and any and all SOWs to any entities within the listings of the following categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics: 
Government Departments;
Non Departmental Public Body or Assembly Sponsored Public Bodies (advisory, executive, or tribunal);
Non Ministerial Departments; and 
Executive Agencies.

Liability
Clause 34.3 of Part C of the Call Off Contract, shall be replaced by the following Clause:
Subject to the above, the Supplier’s total aggregate liability relating to all Losses due to a Default in connection with this Call-Off Contract:
· resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the Buyer, will be limited to the sum of £1,000,000 in each Call-Off Contract year in which the Default occurs;
· subject to the first bullet point in this Clause 34.3 which occur in the first 6 months, will be limited to the greater of the sum of £500,000 or a sum equal to 200% of the estimated Call-Off Contract Charges for the first six months 
· subject to the first bullet point in this Clause 34.3 which occur during the remainder of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 200% of the Call-Off Contract Charges paid, due or which would have been payable under the Call-Off Contract in the 6 months immediately preceding the event giving rise to the liability
· subject to the first bullet point in this Clause 34.3 which occur after the end of the Call-Off Contract period, will be limited to the greater of the sum of £500,000 or an amount equal to 200% of the Call-Off Contract Charges paid, due or which would have been payable under the Call-Off Contract in the 6 months immediately before the end of the Call-Off Contract period.
Subject to Clause 34.1, the Buyer’s total aggregate liability relating to all Losses due to a Buyer Default in connection with this Call-Off Contract:
· resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the Supplier, will be limited to the sum of £1,000,000 in each Call-Off Contract year in which the Default occurs;
· subject to the first bullet point in this Clause 34.3, will be limited to £500,000.
Notices 
In addition to Clauses 26.2 and 26.3 of Part C of the Call-Off Contract, any notices served on the Buyer, a copy shall also be emailed to NHSDcommercial@nhs.net.
Modern Slavery
The Supplier represents and warrants that at the Commencement date of this Call-Off Contract neither the Supplier, nor any of its officers and employees:
have been convicted of any offence involving slavery and human trafficking; and
having made reasonable enquiries, so far as it is aware, have been or is the subject of any investigation, inquiry or enforcement proceedings by any governmental, administrative or regulatory body regarding any offence or alleged offence of or in connection with slavery and human trafficking.
The Supplier shall implement due diligence procedures for its Subcontractors and other participants in its supply chains, to ensure that there is no slavery or human trafficking in its supply chains.
The Supplier shall prepare and deliver to the Buyer each year, an annual slavery and human trafficking report setting out the steps it has taken to ensure that slavery and human trafficking is not taking place in any of its supply chains or in any part of its business.
Corporate Social Responsibility Conduct and Compliance
The Buyer conducts its activity based on corporate and social responsibility values which are consistent with government policy regarding social responsibility, environmental responsibility, and ethical and human rights.  
The Supplier represents and warrants that it: 
complies with all CSR Laws; 
requires its Subcontractors and any person under its control, to comply with all CSR Laws; and
has adopted a written corporate and social responsibility policy that sets out its values for activity and behaviour (including, without limitation, employees, clients, stakeholders, communities and the environment impacted by the Supplier’s business activities). 
The Supplier shall notify the Buyer in the event that its corporate and social responsibility policies conflict with, or do not cover the same subject matter in an equivalent level of detail as is in, the CSR Policies.
Approval of material Subcontractors
[bookmark: _Ref504382978]Where the Supplier wishes to enter into a new material Subcontract or replace a material Subcontractor it must obtain the prior written consent of the Buyer (the decision to consent not to be unreasonably withheld or delayed). The Buyer may reasonably withhold its consent to the appointment of a material Subcontractor if any of them considers that: 
the appointment of a proposed Subcontractor may prejudice the provision of the Services or may be contrary to its interests; 
the proposed Subcontractor is unreliable and/or has not provided reasonable services to its other customers; and/or 
the proposed Subcontractor employs unfit persons. 
Except where the Buyer have given their prior written consent under Clause 19.1 (Approval of material Subcontractors), the Supplier shall ensure that each material Subcontract shall include: 
a right under CRTPA for the Buyer to enforce any provisions under the Subcontract which confer a benefit upon the Buyer; 
a provision enabling the Buyer to enforce the Subcontract as if it were the Supplier; and
obligations no less onerous on the Subcontractor than those imposed on the Supplier under the Call-Off Contract.  






SCHEDULE 1(B): MANAGEMENT INFORMATION

Definition and Interpretation
In this document the following terms have the following meanings:

	Authority 
	means the Buyer;

	Programme
	means a programme of work, as identified by a portfolio number;

	Contract
	means the Call-Off Contract;



Save as set out above, defined terms have the meaning set out in the Contract.
The Authority requires the following management information to be provided at the following times. These requirements are without limitation to the Authority’s right to require the submission of information, reports, records and data as set out in the Contract.
Please note that each invoice submitted must be on a per SOW basis. There should be no invoices submitted that have a combination of services delivered for multiple Programmes, unless this is specifically required in writing by the Authority.








	Ref.
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	1.
	Invoicing Information
	Guidance note: delete if not appropriate.
	

	1.1
	Details of the reference for the Contract.
	All
	with each invoice

	1.2
	Details of the reference of the Statement of Work.
	All
	with each invoice

	1.3
	Details of the reference of the CCN.
	All
	with each invoice

	1.4
	Unique invoice number.
	All
	with each invoice

	1.5
	Authority Purchase Order number (allocated on a per Programme basis by the Authority).
	All
	with each invoice

	1.6
	Date of invoice.
	All
	with each invoice

	1.7
	Portfolio reference and programme name.
	All
	with each invoice

	1.8
	The period(s) to which the relevant charge(s) relate.
	All
	with each invoice

	1.9
	Details of payments due in respect of achievement of a Milestone.
	All
	with each invoice

	1.10
	Details of any Service Credits or similar deductions that shall apply to the charges detailed on the invoice.
	All
	with each invoice

	1.11
	The total charges gross and net of any applicable deductions and, separately, the amount of any disbursements properly chargeable to the Authority under the terms of this Call-Off Contract, and, separately.
	All
	with each invoice

	1.12
	Any VAT or other sales tax payable in respect of the same.
	All
	with each invoice

	1.13
	A contact name and telephone number of a responsible person in the Supplier's finance department in the event of administrative queries.
	All
	with each invoice

	1.14
	The banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number).
	All
	with each invoice

	1.15
	Detailed time sheets for any time and materials based pricing, including unique individual identifier number (and same number to be used in all correspondence, reports, provision of information etc. in relation to Supplier’s staff), and full name.
	All
	with each invoice

	1.16
	Copies of invoices including VAT information for any expenses based disbursements and deductions.
	All
	with each invoice

	1.17
	Asset number of any purchased / licensed / leased items.
	All
	with each invoice

	1.18
	Where appropriate, details of user stories worked on by each individual.
	Software Development services
	with each invoice

	1.19
	By Contract: consolidated cost model including unit costs set up costs payments, full contract timeline, contractually committed spend, by  CCN, PO number, Programme.

Required: ability to filter by Programme.
	All
	monthly in arrears

	1.20
	Aggregated version of 1.19 by all Mirror Contracts with the Supplier, also detailing accumulated discount, and account of discount.
	All
	monthly in arrears











	
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	2.
	Delivery and Service Records and Reporting Information
	Guidance note: delete if not appropriate.
	

	2.1
	Statement of any commercial issues by the Supplier during that period (late payment). Report of resolution of any previously noted items.
	All
	monthly in arrears

	2.2
	Report from the Supplier of any change to its financial standing / any change to its group structure.
	All
	monthly in arrears

	2.3
	Request for use of any subcontractors (where such request for permission is required under the Contract), otherwise notification for Authority’s interest.
	All
	monthly in arrears

	2.4
	Any remediation plans agreed, and any progress against an agreed remediation plan.
	All
	monthly in arrears





	
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	3.
	Security Reporting Information
	Guidance note: delete if not appropriate.
	

	3.1
	IG Toolkit submission.
	All 
	on demand by the Authority, and at least annually in arrears

	3.2
	Copies of required security clearance certificates of all staff.
	where staff process PID or on site
	on demand by the Authority, and 
in advance of commencement of activity for the named staff

	3.3
	Unique individual identifier number and full name of staff handling Patient Identifiable Data.
	where staff process PID or on site
	on demand by the Authority, and 
in advance of commencement of activity for the named staff

	3.4
	Records required by Law as they relate to the provision of the services (including in relation to health and safety matters and health and safety files), such records to be prepared in accordance with any applicable laws or regulations.
	All
	on demand by the Authority

	3.5
	All training, implementation, operation and maintenance manuals related to the provision of the Services.
	All
	on demand by the Authority





	
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	4.
	Commercial Governance Information
	Guidance note: delete if not appropriate.
	

	4.1
	Current customer account manager details.
	All 
	Immediate and updates following any changes

	4.2
	Current contact and address for notices under the Contract.
	All 
	Immediate and updates following any changes

	4.3
	Copies of the Contract, its schedules, change control notes, referenced documents within the scope of the definition of ‘Contract’; together with the sub-contracts and any ancillary documents including all amendments to such agreements.

	All
	on demand by the Authority

	4.4
	All certificates, licences, registrations or warranties related to the provision of Services. 

	All
	on demand by the Authority

	4.5
	Copies of notices received and/or issued by the Authority, and referrals to any dispute resolution procedure.

	All
	on demand by the Authority





	
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	5.
	Plans
	Guidance note: delete if not appropriate.
	

	5.1
	Draft update to the exit plan for the Authority review.
	where plan required in the Contract
	within 6 months of the commencement of this Call-Off Contract





	
	Type of Information
	Which Services does this requirement apply to?
	Required regularity of Submission

	6.
	TUPE Information
	Guidance note: delete if not appropriate.[footnoteRef:1] [1:  Inclusion does not imply that TUPE applies. ] 

	

	6.1
	Details of service functions that have provided services to the Authority, and the denoting characteristics that delineate the functions (including but not limited to function code references and names used on the Supplier’s finance system, and period of time for which such code has existed). 
	managed services
	as and when required by the Authority in relation to an anticipated potential TUPE event

	6.2
	Details of the number of customers supported by the Supplier’s named service functions.
	managed services
	as and when required by the Authority in relation to an anticipated potential TUPE event

	6.3
	Details of the unique individual identifier number, and length of time each member of staff has provided services to the Authority for the Term.
	managed services
	as and when required by the Authority in relation to an anticipated potential TUPE event

	6.4
	Named role of staff, and key functions of such role, by unique individual identifier number.
	managed services
	as and when required by the Authority in relation to an anticipated potential TUPE event

	6.5
	Salary, contract terms, pension details by unique individual identifier number for any staff listed as more than 50% dedicated during the Term.
	managed services
	as and when required by the Authority in relation to an anticipated potential TUPE event

	6.6
	Full name matched to unique individual identifier number.
	managed services
	Once transferring staff by unique individual identifier number is known





SCHEDULE 1(C): COLLABORATION AND OBLIGATIONS

[bookmark: _Ref448173499]Background
The Services to be delivered under the Call-Off Contract and any future Statements of Work (SOWs) may require the Supplier to work in collaboration with other suppliers of the Buyer.
In the event that the Services require such collaboration between suppliers, the Supplier hereunder shall abide by the terms and conditions of this schedule.
Collaboration Requirements
The Supplier shall:
work pro-actively with the Buyer in a spirit of trust and mutual confidence; 
work pro-actively with each of the Buyer’s other suppliers and contractors in a spirit of trust and mutual confidence; 
cooperate with the Buyer’s other suppliers and contractors of other services to enable the efficient operation of the Buyer’s ICT services; and
assist in sharing information with the Buyer’s other suppliers and contractors for the purposes of facilitating adequate provision of the Services.
The Supplier shall provide all additional cooperation and assistance as is reasonably required by the Buyer to ensure the continuous delivery of the services under the Call-Off Contract.
The Supplier shall also procure that its respective sub-contractors provide all cooperation and assistance as required by the Buyer pursuant to this Schedule 1C.


SCHEDULE 1(D): STANDARDS

Standards
The Supplier shall comply (and shall procure that any Supplier Staff engaged to deliver the Services shall comply) with the following policies and standards (and any subsequent revisions to these Standards, where set out in the table below).
Unless otherwise specified, the Supplier is required to have and maintain accreditation to these Standards throughout the Term.

	1.
	General 
	State if requirement is to be compliant with updated versions of the Standard as they are issued.
	State if Applicable and Duration

	1.1
	ISO 9000; ISO 9001 : 2015 Quality Management
	Yes
	Duration of the Call-Off Contract

	2.
	Security 
	State if requirement is to be compliant with updated versions of the Standard as they are issued.
	State if Applicable and Duration

	2.1
	IG Toolkit / SCCI 0086 
	Yes
	Duration of the Call-Off Contract

	2.2
	BS ISO 22301:2012 Societal security – Business Continuity management systems – Requirements
	Yes
	Duration of the Call-Off Contract

	2.3
	BS ISO 27001: 2005 Information and Data Security
	Yes
	Duration of the Call-Off Contract

	2.4
	BS ISO/IEC 27002:2013 Information technology — Security techniques — Code of practice for information security controls
	Yes
	Duration of the Call-Off Contract

	2.5
	Compliance with the NHS Health Social Care Information Centre site Health and Safety and Access processes and procedures
	Yes
	Duration of the Call-Off Contract

	2.6
	British HMG Infosec Standard 5, Baseline Standard
	Yes
	Duration of the Call-Off Contract

	2.7
	British HMG Infosec Standard 5, Enhanced Standard
	Yes
	Duration of the Call-Off Contract

	2.8
	(a) The Buyer’s Security and Cyber Policy: 
(b) 10 Steps to Cyber Security’ guidance:
https://www.gov.uk/government/publications/cyber-risk-management-a-board-level-responsibility/10-steps-summary
	Yes
	Duration of the Call-Off Contract

	3.
	Development and System Design Services
	State if requirement is to be compliant with updated versions of the Standard as they are issued.
	State if Applicable and Duration

	3.1
	NHS Information Standards approved by the  Standardisation Committee for Care Information (SCCI) 
	Yes
	Duration of the Call-Off Contract

	3.2
	National ICRS Interface Regulations

	Yes
	Duration of the Call-Off Contract

	3.3
	NHS Approved Cryptographic Algorithms (issue 3.0 2012)
	Yes
	Duration of the Call-Off Contract

	3.4
	The Buyer may include standards within user stories / use cases, where appropriate to the development
	Yes
	Duration of the Call-Off Contract


	3.5
	Agile Development Methodology
	Yes
	Duration of the Call-Off Contract

	3.6
	BS ISO/IEC 12207: Systems and software engineering. 
	Yes
	Duration of the Call-Off Contract

	3.7
	BS 8878: Web accessibility. Code of Practice 
	Yes
	Duration of the Call-Off Contract

	5.
	Further Standards
	State if requirement is to be compliant with updated versions of the Standard as they are issued.
	State if Applicable and Duration

	5.2
	Open Standards: "Open Standards Principles: For software interoperability, data and document formats in government IT specifications" (which can be found at https://www.gov.uk/government/publications/open-standards-principles) and any supplementary or replacement government guidance.  In particular, the Supplier will ensure that they use approved open standards for software interoperability, data and document formats (on the Standards Hub http://standards.data.gov.uk/) and that they expose all application programming interfaces for the product services. 
Where the Supplier believes that there is a clear business benefit not to comply with the Open Standards Principles, these will need to be subjected to a specific written exemption from the Buyer.
	Yes
	Duration of the Call-Off Contract

	5.1
	Such other standards and requirements as notified by the Buyer to the Supplier (including successor standards and requirements).
	Yes
	Duration of the Call-Off Contract

	
	
	
	






AGREED DEVIATION FROM THE STANDARDS
An agreed deviation from these Standards shall be specified in the following table. The Supplier shall at all times meet the additional Standard obligations as listed below:
The Supplier shall remedy the deviation by the date set out in the table below. A failure to do so will be classed as a Material Breach.

	No
	Name of Standard 
	Deviation and Required Additional Standard Obligations
	Time Limit to be Remedied

	1.
	

	2.
	

	3.
	

	4.
	





SCHEDULE 1(E): SECURITY

1. Minimum standard:
1.1	The Supplier shall within 1 days of the Effective Date of this Call-Off Contract register on the IG Toolkit System (and shall update its registration on any replacement to such system).  
1.2	The Supplier shall abide by the terms and guidance as detailed in and provided by the IG Toolkit system.  The Supplier shall maintain good information governance standards and practices that meet or exceed the IG Toolkit standards required of its organisation type.
1.3	Any Supplier Staff that are required to work with Personal Confidential Data (PCD) must be security cleared. 
1.4	The Supplier shall ensure that all Supplier Staff providing Services have a baseline security clearance check completed.  
1.5	The Buyer may require the Supplier to obtain enhanced security checks where necessary.
2. 	Cyber Security Schedule 
2.1	The following terms shall also apply, save where the Buyer specifies this section is not required in the SOW or the Order Form.
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SCHEDULE 1(F): COST MODEL

Cost Model
The following Cost Model shall be completed by the Supplier and a variant of this shall be adopted in each SOW under this Call-Off Contract:
(Refer to Tab: Rate Card in the attached) 
Call-Off Contract Charges 
For each individual Statement of Work (SOW), the applicable Call-Off Contract Charges (in accordance with the charging method in the Order Form) will be calculated using all of the following:
1.1.1 The Supplier confirms that it has conformed to the following pricing obligations in the provision of the Call-Off Contract Charges:
· the agreed relevant rates for Supplier staff or facilities, which are inclusive of any applicable expenses and exclusive of VAT and which were submitted to the Buyer during the Further Competition that resulted in the award of this Call-Off Contract.
· the number of days, or pro rata for every part of a day, that Supplier staff or facilities will be actively providing the Services during the term of the SOW.
· a contingency margin of up to 20% applied to the sum calculated on the basis of the above two points, to accommodate any changes to the SOW Deliverables during the term of the SOW (not applicable to Lot 3). The Supplier must obtain prior written approval from the Buyer before applying any contingency margin.
1.1.2 The Supplier will provide a detailed breakdown of rates based on time and materials Charges, inclusive of expenses and exclusive of VAT, with sufficient detail to enable the Buyer to verify the accuracy of the time and material Call-Off Contract Charges incurred.
1.1.3 The detailed breakdown for the provision of Services during the term of the SOW will include (but will not be limited to):
· a role description per Supplier Staff;
· a facilities description;
· the agreed relevant rate per day;
· any expenses charged per day, which are in line with the Buyer’s expenses policy (if applicable);
· the number of days, or pro rata for every part day, they will be actively providing the Services during the term of the SOW; and
· the total cost per role / facility
1.1.4 The Supplier will also provide a summary which is to include:
· Total value of this SOW
· Overall Call-Off Contract value
· Remainder of value under overall Call-Off Contract Charge
Where: 
Remainder of value under overall Call-Off Contract Charge = overall Call-Off Contract value - sum of total value of all SOWs invoiced

1.1.5 Whether there is any risk of exceeding Overall Call-Off Contract value (and thereby requiring a Contract Change Note (CCN) to continue delivery of Services)
1.1.6 If a capped or fixed price has been agreed for a SOW:
· The Supplier will continue at its own cost and expense to provide the Services even where the agreed price has been exceeded; and
· The Buyer will have no obligation or liability to pay for the cost of any Services delivered relating to this order after the agreed price has been exceeded.
1.1.7 Risks or contingencies will be included in the Charges. The Parties agree that the following assumptions, representations, risks and contingencies will apply in relation to the Charges. [Insert full details of any assumptions, representations, risks and contingencies which the Parties are relying on in relation to the Charges].
	Any changes to the Supplier Staff (not applicable to Lot 3 Services) should be agreed with the Buyer and covered by a separate SOW where it cannot be accommodated within an existing SOW.
Multiple SOWs can operate concurrently.
The Supplier will keep accurate records of the time spent by the Supplier staff in providing the services and will provide records to the Buyer for inspection on request (not applicable to Lot 3 Services)
Call-Off Contract Extension Period
Where the Buyer has specified an Extension Period in the Order Form, the Parties agree that an Extension Period of up to 25% of the initial Call-Off Contract Period can be added to the term of the Call-Off Contract, to accommodate any changes to the Deliverables, or delay in meeting the Buyer’s requirements. The Buyer must give the Supplier the minimum notice specified in the Order Form that an Extension Period is required, set out how long the Extension Period is to be, and obtain prior written approval from the Supplier before applying any Extension Period to the Call-Off Contract period.















SCHEDULE 1(G): EXPENSES POLICY – FOR OUTCOME BASED SUPPLY CONTRACTS




	Authority 
	means the Buyer;

	Programme
	means a programme of work, as identified by a portfolio number;

	Contract
	means the Call-Off Contract;





FOR OUTCOME BASED SUPPLY CONTRACTS
Expenses as set out in the following categories will be paid at cost subject to the following exclusions and limits.
No expenses shall be chargeable for services provided on a fixed price basis.
Expenses shall only be chargeable for time and materials additional services agreed by the Parties in a Change Control Note and solely where such SOW / Change Control Note explicitly specifies both: 
· that expenses are chargeable; and
· the total maximum capped amount for expenses under that SOW / Change Control Note.
Expenses, where chargeable, shall be charged at cost only, and will only be chargeable up to the stated capped amount. If no capped amount is stated in the SOW / Change Control Note, then the capped amount is zero. Any expenses must also be submitted no later than monthly in arrears.
No expenses shall apply for staff working from the Supplier’s normal places of business (in any location) or their staff’s home or normal base of work.
The Supplier shall be required to provide evidence of all expenses incurred on the submission of any invoice for the same.
The Supplier shall not be entitled to recover from the Buyer any expenses where working at any of the Authority’s premises in Bradford or Leeds.
In any event, the Supplier is required to maintain a full itemised index of expenses, and detail the named personnel, reference, and work to which is relates, and provide current copies on request at any time by the Authority. Failure to provide the same will mean the expenses will not be chargeable.
Advance written permission from the relevant Programme Director for certain expenses is required, as set out below.
Where expenses are chargeable, such expenses must also meet the following guidance:

	  Expenditure 
  type
	Key Points

	TRAVEL

	Car Parking
	Necessary and reasonable parking costs will be reimbursed by the Authority.
 

	Mileage
	There are no mileage expenses payable for delivery of the Services from NHS Digital’s Bradford and Leeds sites, and the Supplier’s main sites as listed for delivery of the Services.

If staff travels to another place, other than their identified place of work,  in order to perform their duties and goes there straight from their home or returns direct to their home after such a visit, the employee can claim mileage costs, for the lesser of:
a) the mileage expenses actually travelled, and
b) the expenses, which would have been incurred if the journey had started and finished at the normal place of work.

If the personal circumstances and location of a particular employee lead to claims becoming excessive, the Authority reserves the right to review and amend such claims as appropriate.

The mileage reimbursement rate is 45p per mile unless agreed otherwise in advance between the Parties.
 

	Taxis 
Tolls &
Congestion
Charges
	Used where own/company car use is impractical or hire car is not available.
Unavoidable road tolls and congestion charges.
For example Severn Bridge Toll, London Congestion Charge

	Travel
(Public
Transport)
	Flights will not be reimbursed unless specifically agreed in writing advance with the Authority.

Trains or buses used in the course of business travel.
Rail travel shall be considered when:
- Train fare is less expensive than car travel
- Door-to-door transit time is improved, or comparable to car travel
- Driving presents an inconvenience or business risk (i.e. traffic)
All rail travel, including travel by Eurostar, must be economy or standard class (unless agreed otherwise in advance in writing by the Authority's Representative and the Supplier).
In order to reduce costs, where possible, rail bookings should be made seven (7) days in advance.
The lowest available rail fare offered should be accepted and advantage taken of any restricted fares offered where possible.
Individuals shall be cost conscious at all times when selecting class of service.


	ACCOMMODATION

	Hotels
	
The Authority will reimburse the Supplier the full cost of their hotel stay while they are away from home on Authority business.
Employees of the Supplier are expected to use any Authority identified preferred hotels unless justified for business reasons.
Hotel rates are limited by the Authority to £75 including breakfast, per day, outside of London and £125 including breakfast, per day, within the M25.

If an individual cannot find a hotel within these rates then the identified rate will be used as a cap on the actual invoice value and any amount above this will not be charged to the Authority.
 

	MEALS & SUBSISTENCE

	Meals
	The Authority will reimburse the Supplier the cost of meals whilst away from home overnight on Authority business, or where pre-6am  morning / post 9pm late evening travel is required (see Qualifying Trips below).
A daily limit of £30 per day applies.
On qualifying dates, the Authority will reimburse for breakfast, lunch and/or dinner up to the total daily limit.

Qualifying Trips
Meals may be reimbursed only when staff:
- are required to stay away from home overnight whilst on Authority business, or
- are working away from their supplier base office for a single day, and either leave home before 06:00 or return home after 21:00.


	OTHER BILLABLE EXPENSES

	Personal
Incidental
Overnight
Expenses
 
“Daily
Allowance”
	
No Personal Incidental Overnight Expenses will apply where the individual is providing services for one day only and/or not staying overnight. 

The Authority will reimburse personal incidental expenses incurred as a result of an overnight stay away from home, where such expenses are incurred directly as a result of business travel for NHS Digital service only.
Claims are subject to daily limits set by HM Revenue and Customs (currently up to £5 per day for overnight stays within the UK).

The following items may be reimbursed where reasonable:
- drinks other than with meals
- laundry services (only for stays away from home of 5 consecutive nights or more) where work is performed solely for NHS Digital.

The Authority will not reimburse for e.g:
- personal calls
- incidental food and beverage items (e.g. snacks, coffees) taken during the day (other than as Meals)
- newspapers, magazines
- in-room movies
- personal travel items (such as luggage or clothing)
- toiletries
- stationery
 

	Hotel Internet
Calls
	Itemised on the hotel bill for internet access and strictly Authority business use only. Such use for Authority must be proven.

This may only be reimbursed up to a cap of £5/day. 

	NON BILLABLE ITEMS

	VISAs, Permission to work permits, etc.
	These are standard supplier overhead. 
These are not expenses and are not reimbursable.
 

	Security Accreditation
	These are standard supplier overhead. 
These are not expenses, and are not reimbursable.


	Costs of relocation of any kind from other jurisdictions
	These are standard supplier overhead. 
These are not expenses, and are not reimbursable.

	Laptops for supplier 
	These are standard supplier overhead. 
These are not expenses and are not reimbursable. 

Please note supplier is responsible for the incremental costs of any security software required to access the NHS Digital’s network.
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In this Schedule, the following definitions shall apply:

		"Access Control Lists (ACL)"

		shall mean with respect to a computer file system, a list of permissions (such as users, system processes) which are attached to (or permitted to be granted to) an object; 



		"Approved Cryptographic Algorithms Good Practice Guideline"

		shall mean the Approved Cryptographic Algorithms Good Practice Guideline set out in Appendix 1 or any replacement of the same as notified to the Supplier by the Buyer;



		"Buyer Information"

		shall mean all Buyer Data, Confidential Information, Intellectual Property Rights and other data or information, however it is conveyed or received, that (without prejudice to the foregoing) belongs to, is licensed to and/or relates to the customers, business affairs, development, trade secrets, business plans, know-how, personnel or suppliers of the Buyer together with any information derived from any of the above;



		"Buyer Records"

		shall mean any record of Buyer Information in any format or media which provides evidence of business activity; 



		"Buyer Security and Cyber Policies and Rules"

		shall mean all policies, standards and rules encompassed within the policy framework owned by the Buyer;



		"Buyer System"

		shall mean the Buyer's computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Buyer or the Supplier in connection with this Call-Off Contract which is owned by the Buyer or licensed to it by a third party;



		"Border Gateway Protocol"

		shall mean a standardised exterior gateway protocol designed to exchange routing and reachability information among autonomous systems (AS) on the Internet;



		"CREST"

		shall mean CESG Registered Ethical Security Tester;



		"Cyber Attack"

		shall mean any unauthorised attempt to gain unauthorised control, disrupt or cause a denial of service in relation to the Buyer Information and / or the Buyer System;



		"DDoS Attack"

		shall mean a distributed and non distributed denial of service attempt or attempts to make an online service unavailable by overwhelming it with Traffic or connections from multiple sources;



		"Good Industry Practice"

		shall mean in relation to any undertaking and any circumstances and in particular the provision of services to UK Government bodies or organisation of similar standing, the exercise of that degree of professionalism, skill, diligence, prudence, care, efficiency, timeliness, judgement and foresight which would reasonably and ordinarily be expected from a leading and expert internationally recognised company engaged in the same type of activity under the same or similar circumstance seeking to comply with its contractual obligations in full and complying with applicable Laws;



		"IT Disaster Recovery and Business Continuity Policy"

		shall mean the Buyer's policy relating to IT disaster recovery and business continuity in place from time to time;



		"Malicious Traffic"

		shall mean Traffic, including any unauthorised communication data that contains Malware which is being or is likely to be being transmitted solely for the purposes of a Cyber Attack;



		"Malware"

		shall mean any software, computer program, code or programming instructions intentionally constructed with the ability to damage, adversely alter, adversely interfere with or otherwise adversely affect, computer programs, data files, equipment, software or operation of computer systems, including Buyer System or Supplier System or any other computer program code typically designated to be a ‘virus’, ‘worm’, ‘trojan,’ ‘time or logic bomb’, ‘disabling code’, ‘authorisation key’, ‘licence control utility’ or ‘software lock’ or ‘routine key-logger’, ‘sniffer’, ‘backdoor’ or similar;



		"Records Policy"

		shall mean as defined in paragraph 9.7;



		"Recovery Point Objective" or "RPO"

		shall mean the acceptable amount of data loss measured in time following the failure of a system;



		"Recovery Time Objective" or "RTO"

		shall mean the time required to switch from the primary system to a disaster recovery system from the point of recovery invocation;



		"Required DDoS Filtering Capacity"

		shall mean 150% of the capacity required to prevent the largest DDoS Attack at any time publicly reported or known; 



		"Retained Data"

		shall mean as defined in paragraph 13.1.4.1;



		"Security and Cyber Incident"

		shall mean as defined in paragraph 6.1.7;



		"Security and Cyber Incident Management Procedures"

		shall mean as defined in paragraph 6.1;



		"Security and Cyber Policy"

		shall mean as defined in paragraph 2.1;



		"Security Audits"

		shall mean as defined in paragraph 11.1;



		"Security and Cyber Standards"

		shall mean any standards reasonably applicable given the Supplier's expertise and the Services provided, which shall always include as a minimum:

1. IG Toolkit (if any access to Personal Data or Buyer System is required);

2. ISO/IEC 27000 series of Information Security Management standards;

3. ISO20000;

4. Cyber Essentials;

5. ‘10 Steps to Cyber Security’ guidance, as amended from time to time and currently available at: https://www.ncsc.gov.uk/guidance/10-steps-cyber-security;

6. National Data Guardian data security report/standards/recommendations;

7. NCSC – Cloud Security principles; and

8. ISO 15489.



		"Social Media Incident"

		shall mean a post or series of posts that expose Buyer Information including information about the Buyer's clients or colleagues to unauthorised individuals and/or damages the reputation of the Buyer;



		"Supplier Group"

		the Supplier and any of its subsidiaries, with subsidiaries having the meaning defined by section 1159 of the Companies Act 2006 (or any statutory modification or re-enactment of that Act) but for the purposes of section 1159(1) Companies Act 2006 a company shall be treated as a member of another if any shares in that other company are registered in the name of (i) a person by way of security (where the company has provided the security); or (ii) a person as nominee for the company;



		"Threat and/or Threat Mitigation Strategy"

		shall mean as defined in paragraph 2.2.15;



		"Traffic"

		shall mean internet traffic or other communication;	



		"Traffic Capture"

		shall mean the action that may be undertaken during a DDoS Attack to use devices on the relevant network to assist the parties to analyse and investigate that event and thereby assist in informing the Buyer of the appropriate countermeasures to undertake;



		"User ID"

		shall mean as defined in paragraph 8.3.1;







GENERAL SECURITY OBLIGATIONS

Except as strictly required to provide the Services in accordance with the terms of this Call-Off Contract or as otherwise agreed, the Supplier shall not: 

undertake any Processing or otherwise make use of Buyer Information or Buyer System or Buyer Records for any other purpose; 

purport to sell, let for hire, assign rights in, declare a trust of or otherwise dispose of or commercially exploit any Buyer Information; 

make any Buyer Information or Buyer Records available to any third party; or

intercept, analyse or otherwise monitor the traffic which passes through the Buyer System.

POLICY REQUIREMENTS

[bookmark: _Ref476667644]The Supplier will, prior to the Effective Date, evidence existing security and cyber policy/policies or, develop, implement and maintain a security and cyber policy/policies (referred to as the “Security and Cyber Policy”), containing security and cyber procedures relevant to the performance of the Services, including those for the Buyer.  The Supplier’s Security and Cyber Policy shall be designed to protect Buyer Information, Buyer Records and Buyer Systems and shall be periodically updated and audited in accordance with this Schedule. The Security and Cyber Policy will set out the security and cyber measures to be implemented and maintained by the Supplier in relation to all aspects of the Services and all processes associated with the delivery of each element of the Services (both physical and logical) and shall at all times comply with and specify security and cyber measures and procedures which are sufficient to ensure that the Supplier and each of its Sub-contractors complies with its obligations in accordance with this Schedule. The Supplier shall submit the Security and Cyber Policy not less than annually to the Buyer for review. 

The Security and Cyber Policy shall include, without limitation, the following security and cyber measures and procedures:

the security and cyber awareness programme provided by the Supplier for Supplier Personnel and its Sub-contractors;

the controls in place to detect any Security and Cyber Incident;

details of vetting procedures undertaken by the Supplier on Supplier Personnel and Sub-contractor personnel who have access to Buyer Information, the Buyer System or Buyer Records; 

the procedures to be followed in the event of a breach of the Security and Cyber Policy by Supplier Personnel and/or Sub-contractor Supplier Personnel;

the risk related countermeasures in place to fulfil paragraph 12.3;

(without prejudice to any right of the Buyer to approve or reject the use of Sub-contractors) details of the security and cyber arrangements at any Sub-contractor premises used in the performance of the Supplier’s obligations under this Call-Off Contract. 

the Supplier’s control for preventing any unauthorised use, alteration or destruction of Buyer Information and Buyer Records by Supplier Personnel, a Sub-contractor or by any other party;

the Supplier’s encryption controls for protecting Buyer Information, in line with the Security and Cyber Standards;

physical and logical access, including the following:

restricting access to Buyer Information in any shared environment such that any person who is not authorised by the Buyer to do so, may not gain such access;

the logical access controls in place to protect information from unauthorised access including, without limitation, limiting the access assigned to users to control their capabilities, and providing access only where authorised; 

ensure that any Buyer Information stored on the Supplier’s systems are logically separated from the Supplier's own data and the data of any other party;

the Supplier’s preventative, detective and remediation requirements to safeguard the Buyer System from vulnerabilities and Malware introduced by Supplier Personnel, a Sub-contractor or by any other party;

the Supplier’s anti-virus software, other security and cyber software controls (such as firewalls, anti-Malware, intrusion detection);

the security and cyber testing policy for web sites hosted by the Supplier;

the Supplier’s controls for testing and applying security patches;

the Supplier’s system development and testing controls; and

[bookmark: _Ref476668308]a robust and up to date framework, strategy and tools in place to prevent, detect and respond to known and emerging Threats (“Threat Mitigation Strategy”). The Threat Mitigation Strategy must document, require and provide for each of the following:  

Supplier must maintain active and ongoing monitoring for Cyber Attacks;  

Supplier must maintain the ability to identify and remove Malicious Traffic in transit prior to such Malicious Traffic reaching any part of the Supplier System or Buyer System, without having any material adverse impact upon other Traffic or the Services;

Supplier must maintain the ability to intercept and capture samples of Malicious Traffic and other Traffic Capture activities;

Supplier must maintain the ability to report upon Cyber Attack characteristics in accordance with paragraphs 3 and 5; 

Supplier must include an incident response process, in accordance with paragraph 5; and

be appropriately scaled to avoid or mitigate the impacts of a Cyber Attack immediately upon occurrence and for the duration of the Cyber Attack and must be capable of providing the Required DDoS Filtering Capacity at all times. 

The measures employed in respect of the Threat Mitigation Strategy must accord with the requirements set out in this Schedule in full, whether or not the Buyer has reviewed and approved the Security and Cyber Policy, and without limitation must meet or exceed Good Industry Practice. This may (for example) include but is not limited to entailing the use of automatic Border Gateway Protocol-triggered traffic ‘blackholing’, scrubbing, dynamic packet inspection and filtering, real-time threat intelligence and/or other appropriate techniques.

Supplier acknowledges that: 

any Traffic Capture will be deemed the Buyer Information for the purposes of this Schedule; and

Traffic and any Traffic Capture may contain Personal Data and shall be processed only in accordance with paragraph 5 of this Schedule.

Each Party acknowledges that the Supplier may wish to use a Sub-contractor to provide parts of the Threat Mitigation Strategy to filter Malicious Traffic without having any material adverse impact upon other Traffic and/or Services. Without prejudice to the Supplier’s requirement to comply with this Schedule, including to maintain the Required DDoS Filtering Capacity, the Supplier shall not engage any Sub-contractor in respect of this requirement without the prior written consent of the Buyer in accordance with the terms of this Call-Off Contract.  

Immediately following a request by the Buyer (or as part of a scheduled audit) the Supplier shall provide the Buyer with a copy of the Security and Cyber Policy. 

The Supplier must appoint an accountable senior executive to be responsible for the Security and Cyber Policy and ensure it is updated at least annually (or more frequently as it considers it necessary to do so) and must in any event update the Security and Cyber Policy as follows:

if any change to an applicable Law, the Buyer Security and Cyber Policies and Rules or any other Buyer policy is introduced and such change necessitates a change to the security and cyber measures and procedures required to provide or receive the Services; 

each time a new call off from a framework Call-Off Contract is signed, the Supplier shall update the Security and Cyber Policy to the extent necessary so that it takes into account any specific security and cyber requirements in relation to the provision of the applicable Services or

if the Buyer reasonably believes that the Security and Cyber Policy is inconsistent with any applicable Law, local or national regulation (for regulated entities), or Good Industry Practice.

The Supplier shall appoint a member of Supplier Personnel to be responsible for Security and Cyber Policy compliance within the Supplier’s organisation. The responsible member of Supplier Personnel shall ensure that:

all Supplier Personnel and Sub-contractors understand the process and conditions under which they should, or are required to, invoke and execute the Security and Cyber Incident Management Procedures; and 

Supplier Personnel are aware of when they should escalate Security and Cyber Incidents to their senior managers so as to promote active communication, even on issues of relatively minor concern.

The Security and Cyber Policy should also include specific controls as described in paragraphs 3 to 13 below.

[bookmark: _Ref469939131]TRAINING and AWARENESS

The Supplier must provide security and data protection training and awareness as a part of their employee induction process (key elements on start, full training within eight (8) weeks) and ensure it is repeated annually by all Supplier Personnel.

Where the Supplier provides staff that are working out of Supplier Group premises for a significant portion of their time, they must also complete any security training prescribed by the Buyer.

[bookmark: _Ref469939212]CONTINUITY / IT DR

The Supplier shall provide the Buyer with a copy of its IT Disaster Recovery and Business Continuity Policy and IT Disaster Recovery and Business Continuity plans as at the Effective Date. The parties will agree the relevant operational details from time to time, to reflect the Buyer’s use of those standard plans, as soon as reasonably practicable after the Effective Date and in any event within six (6) months of the Effective Date.  Once agreed, the Supplier shall ensure that any future plans are no less robust than the agreed IT Disaster Recovery and Business Continuity plans.

The Supplier shall put in place the IT Disaster Recovery and Business Continuity arrangements set out in the agreed IT Disaster Recovery and Business Continuity Policy and IT Disaster Recovery and Business Continuity plans with the aim of ensuring the continued performance of the Services in the event of a material disruption to its operations and/or the failure of any of the systems used in connection with the performance of the Services or any other event which results in the Supplier being unable to perform the Services.  

[bookmark: _Ref477862004]The Supplier shall:

[bookmark: _Ref477862083]subject to paragraph 4.4, test the IT Disaster Recovery and Business Continuity plans within nine (9) months of the Effective Date of this Call-Off Contract and at intervals of no more than twelve (12) months thereafter and shall promptly update the IT Disaster Recovery and Business Continuity Policy and/or IT Disaster Recovery and Business Continuity plans to resolve any non-conformities with its obligations under this Call-Off Contract following such testing, confirming:

the test encompassed all IT Disaster Recovery and Business Continuity process, policies and procedures related to preparing for recovery or continuation of the Services;

that disaster recovery proving all technology infrastructure critical to the Supplier has been undertaken to the required level of test scope;

ensure, for hosted IT applications/systems used by the Buyer, that the system RTOs and RPOs are aligned with the Buyer's operational requirements and have been met.
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ensure that IT Disaster Recovery and Business Continuity plans that have been updated to account for any Change management project activities implemented in the previous twelve (12) months have ensured that RTOs and RPOs, aligned to the Buyer's operational requirements, can continue to be met in the event of a disaster scenario; 

give the Buyer at least two (2) months’ notice in writing to allow the Buyer to participate (where technically or feasibly possible) in any such testing of the IT Disaster Recovery and Business Continuity plans on the target recovery infrastructure to assure the Buyer’s connectivity and IT system functionality at the secondary site; 

ensure that Business Continuity strategies provide for activation of solutions within the Buyer's recovery timescales where as a result of a Security and Cyber Incident there is a: 

denial of people and premises (i.e. where people / premises cannot be accessed); 

denial of technology data/information and telecommunications required to perform operations; and

disruption to the Supplier’s own supply chain dependencies;

ensure that disaster recovery proving takes place immediately after the delivery of new implementations and major changes to the hosted application / systems before going live;

give the Buyer such reasonable notice in writing as allows the Buyer to be present to witness any such testing of the IT Disaster Recovery and Business Continuity plans in accordance with this paragraph 4 and without prejudice to the above, shall implement any changes reasonably required by the Buyer following such testing witnessed by the Buyer, in accordance with the Change Control Procedure.

ensure that the controls and facilities are in place (including reserve power supply and protection against natural hazards) to support Business Continuity planning, disaster recovery and overall back up procedures.

[bookmark: _Ref482017499]Where the Buyer is satisfied by the Supplier submitting relevant documented submissions that testing referred to in paragraph 4.3.1 would be passed if undertaken and accordingly is not required, the Buyer reserves the right to waive any of the requirements in paragraph 4.3.1. 

[bookmark: _Ref469939166][bookmark: _Ref469939101]INCIDENT MANAGEMENT PLAN AND REPORTING

The Supplier shall provide the Buyer with a copy of the Incident Management Plan. The parties will agree the relevant operational details from time to time, to reflect the Buyer’s use of the standard plan, as soon as reasonably practicable after the Effective Date and in any event within six (6) months of the Effective Date. Once agreed, the Supplier shall ensure that any future plans are no less robust than the agreed Incident Management Plan.

The Supplier shall have in place a reporting process in order to alert the Buyer Representative of all Security and Cyber Incidents (including near misses and/or non-Services impacting incidents) which relate to, or have any impact on the Buyer and/or customers. This reporting process will include but will not be limited to reporting on the characteristics of the Security and Cyber Incident e.g. traffic patterns during DDoS Attacks and information on mitigation techniques used and information on the scale and severity of the Security and Cyber Incident.

Security and Cyber Incidents (including near misses and/or non-Services impacting incidents) must be reported by the Supplier to the Buyer as soon as possible but in any case within twenty four (24) hours or the next Working Day where the Security and Cyber Incident has taken place on a non Working Day. Notwithstanding the foregoing however, where the Security and Cyber Incident is critical or significant in nature (e.g. the Services provided by the Supplier are impacted adversely or are or may be under threat of disruption which could result in the Services being provided to the Buyer  being impacted) such Security and Cyber Incidents must be reported to the Buyer immediately. Should the Buyer need to be contacted during non Working Days or out of office hours then the Supplier must contact the Incident Management Team on the CareCERT react number (0800 085 6653) or via e-mail on carecert@nhsdigital.nhs.uk. The Supplier shall provide a detailed written report to the Buyer as soon as possible but in any case within five (5) Working Days of the Supplier becoming aware of any Security and Cyber Incident which shall include information regarding what Buyer Information or Buyer Records have been accessed, removed or corrupted.

Management information on the Supplier’s security performance including measures reflecting Good Industry Practice in relation to prevention, mitigation and control of Security and Cyber Incidents shall be provided to the Buyer Representative at an agreed frequency but no less than annually.

Incident Management

[bookmark: _Ref476667589]The Supplier must include in the Security and Cyber Policy a procedure ("Security and Cyber Incident Management Procedure") for identifying, preventing, monitoring, reporting and responding to:

[bookmark: _Ref476667498]the introduction and/or presence of any Malware; 

all known and emerging security and cyber incidents including without limitation crime (e.g. theft of property or data); actual or attempted fraud (external and internal employee fraud); unauthorised access to Buyer Information, data and / or Buyer Systems; Cyber Attacks including DDoS Attacks; physical security breaches and cyber breaches compromising or breaching the security of Buyer Information/data/systems and/or involving data leakage and/or data corruption; any incidents which risk impacting the provision of Services to the Buyer;

any observed or suspected security and cyber risks or security and cyber incidents in any Supplier System or Supplier network that interconnects with the Buyer infrastructure or material Supplier infrastructure (where this is applicable), or that retains Buyer Information or Buyer Records;

any observed or suspected security and cyber risks or security and cyber incidents in the Buyer infrastructure or material Supplier infrastructure including any that interconnects with any other Supplier System or third party system or network as a result of that interconnectivity (where this is applicable);

any incident resulting in or potentially resulting in loss of Buyer Records or interruption to business or IT continuity;

any incident that may be indicative of larger, adverse security or cyber related events (for example, DDoS Attacks or Malware penetration) that the Supplier discovers or becomes aware of during the provision of the Services; and 

[bookmark: _Ref476667500]any actual or attempted unauthorised access to or use of any of the Buyer infrastructure or material Supplier infrastructure, Buyer Information, Buyer Records or any sites, facilities, systems or other premises of the Supplier used to provide the Services to the Buyer,

each of which in paragraphs 6.1.1 to 6.1.7 (inclusive) is a "Security and Cyber Incident".  

The Security and Cyber Incident Management Procedure shall detail the following obligations of the Supplier, all of which shall be invoked upon the Supplier becoming aware of a Security and Cyber Incident, where it relates to any aspects of the Services the Supplier shall:

take all steps necessary to remedy such Security and Cyber Incident and/or to protect Information, infrastructure and Buyer Records against any Security and Cyber Incident within agreed service levels specified within this Call-Off Contract; 

take all steps necessary to prevent a similar Security and Cyber Incident in the future; 

where appropriate, support the recovery process via all reasonable means (whether the incident relates to data or financial loss);

provide relevant findings from any internal investigations, or take all reasonable steps necessary to provide any assistance to any investigation that the Buyer or a third party (appointed by the Buyer) requires, including making employees available for interview by the Buyer or its appointed third party and supporting any referral to a law enforcement agency or regulator; 

at the Buyer’s request, return to the Buyer any Buyer Information or Buyer Records in the Supplier’s or its Sub-contractor’s possession; 

where the Security and Cyber Incident relates to the Buyer infrastructure, comply with all reasonable directions of the Buyer in connection with the remedy of the breach and/or protection of the Buyer infrastructure; and

provide the Buyer in writing with full details of the steps taken to remedy each actual, potential, threatened or attempted Security and Cyber Incident.

For situations that do not fall within the Security and Cyber Incidents definitions in this Schedule but where the Buyer’s reputation in the eyes of any law enforcement agency, regulator or the media is in the Buyer’s reasonable opinion likely to be damaged, the Supplier must follow the provisions of paragraph 5 and be prepared to follow any guidance from the Buyer as to what actions should be taken. 

The Buyer retains / maintains the right to pursue both civil and criminal recovery against the Supplier separately or at the same time at the Buyer’s discretion to cover any losses incurred as a result of any Security and Cyber Incident, including ones arising in the circumstances described in paragraph 7.5. 

Information and Cyber Security

[bookmark: _Ref476843973]The Supplier must protect Buyer Information throughout its lifecycle and shall maintain an inventory of Buyer Information in the Supplier’s possession in accordance with the data classification and handling requirements as notified to the Supplier by the Buyer from time to time. The Supplier relationship manager in the Buyer must be notified promptly where the Supplier requires clarification on how to handle Buyer Information.

[bookmark: _Ref476843996]Where the Supplier hosts a web site containing Buyer Information or displays the Buyer branding, the Supplier shall agree with the Buyer the following requirements:

the security testing is performed by a skilled independent service provider who is accredited to an industry recognised security testing body (CREST) prior to the pages being hosted on the Internet. The times and dates of the security testing are to be agreed by mutual consent of both parties; and 

a regular security testing schedule of the web site at a frequency as agreed with the Buyer.

Where the Supplier is involved in any software development, the Supplier shall follow secure development practices in accordance with Good Industry Practice, including without limitation ensuring that all developers are skilled and trained in relevant secure development practices and integrating appropriate security practices and testing into the software development lifecycle. 

Where a significant change may affect the provision of Services or Buyer Information, Records or data, the Supplier shall give the Buyer not less than twenty eight (28) days' notice of the proposed changes in order that a security test may be arranged subject to 7.2 above.

[bookmark: _Ref483210462]Where a vulnerability is identified in the Supplier’s System that hosts or supports Buyer Information and processes it shall be remediated expeditiously by the Supplier and in any event within the timescales specified by the Buyer. The Supplier shall amongst other things be liable to the Buyer for any losses suffered by the Buyer resulting from either an unpatched or an unsupported element of the Supplier System where an update or a patch was not made available at least 5 Working Days prior to the Cyber and Security Incident causing the loss.

The Supplier shall not introduce or permit the introduction of any Malware or vulnerabilities into, or be the source of any malicious activity against, any of the Buyer's infrastructure (for example, Malware, spamming or denial-of-service attack). Where any Malware or vulnerability is identified by the Supplier which may pose an actual or potential threat to the Buyer or the Supplier, the Supplier shall promptly notify the Buyer of the same and provide details in writing of any such Malware or vulnerabilities to the Buyer, including the Supplier’s proposed remediation plan, or actions taken in response.

If Malware or a vulnerability is introduced on to the Buyer System by a member of Supplier Personnel or Sub-contractor, the Supplier shall reimburse the Buyer for the costs and expenses that arise as a consequence of the Buyer taking all actions required to remediate the vulnerability.

The Supplier shall not, without the prior written consent of the Buyer Representative (authorised to provide such consent under this Call-Off Contract) insert or allow the insertion of any code that would disable, shut down or otherwise materially adversely impact all or any portion of the Buyer's infrastructure. 

[bookmark: _Ref469939041]Data Security and Logical Access Control

[bookmark: _Ref469939263]The Supplier shall hold no Buyer Information or Buyer Records on any portable device in any media (including but not limited to a laptop, CD, USB memory stick and all other similar media). Should the Supplier require use of any portable devices, in any media (including but not limited to a laptop, CD, USB memory stick, back up tapes and all other similar media) in order to deliver the Services to the Buyer the Suppliers shall:

ensure all Buyer Information and Buyer Records held on any such portable device are encrypted in accordance with Good Industry Practice and in accordance with the Buyer’s requirements (which include the Approved Cryptographic Algorithms Good Practice Guideline) as notified to the Supplier from time to time.

request written approval by the Buyer for each type of portable device in any media (including but not limited to a laptop, CD, USB memory stick, back up tapes and all other similar media).

immediately notify the Buyer in the event that any Buyer Information or Buyer Records have been accessed through an un-encrypted device, in accordance with paragraph 5 of this Schedule.

Subject to paragraph 8.1, the Buyer hereby gives such consent to the Supplier to hold and process encrypted Buyer Information and Buyer Records on [    ]. The Supplier will immediately notify and request written approval from the Buyer in the event of any changes to its encryption process or other security facilities of all such devices, including assessment of these changes and whether they are in accordance with both Good Industry Practice and in accordance with the Buyer’s requirements. For the avoidance of doubt the Buyer maintains all rights to withdraw any consent, and will provide such notice in writing in the event of the Supplier breaching any data protection or security requirements, as detailed within this Schedule. Should such consent be withdrawn by the Buyer the Supplier will immediately remove, destroy, and decommission all the Buyer Information and the Buyer Records in accordance with this Schedule from any device where such consent has previously been provided.	Comment by Catherine Jarmola: insert media device e.g. laptops

The Supplier shall not access the Buyer infrastructure and/or the Buyer Information on the Buyer infrastructure and/or access the Buyer's assets without the prior written consent of the Buyer, which consent may be withheld in the Buyer's absolute discretion. If the Supplier requests such consent and such consent is given, the Supplier shall comply with the Buyer’s infrastructure security and cyber measures as detailed in the Buyer Security and Cyber Policies and Rules to guard against any unauthorised access to, and against any alteration or destruction of, the Buyer infrastructure and/or Data stored on such system.  At the Effective Date, these measures require, as a minimum, that:

[bookmark: _Ref476833298]all Supplier Personnel and Sub-contractors hold a unique user identification number (“User ID”) and strong password (such password shall meet the requirements set out in the Approved Cryptographic Algorithms Good Practice Guideline) prior to gaining access to the Buyer infrastructure.  The Supplier shall apply to the Buyer for User IDs for all Supplier Personnel and Sub-contractors who require access to the Buyer infrastructure. Grant of such applications shall be at the sole discretion of the Buyer; 

where a Supplier Employee or Sub-contractor has been supplied with a PC, laptop or other device by the Buyer all Buyer and Supplier Group policies must be complied with, including not transmitting the Buyer Information or the Buyer Records from the Buyer email address to the Supplier’s infrastructure or any other external email accounts without prior written consent of an Buyer Representative (authorised to provide such consent under this Call-Off Contract).

the Supplier complies and observes all parameters that control user access to areas and features of the Buyer's infrastructure; 

the Supplier shall ensure that all Supplier Personnel or Sub-contractors are aware that any User IDs (or accounts) issued by the Buyer for the performance of the Services, passwords and security tokens, including ID cards, associated with User IDs (or accounts) shall not be disclosed or shared with any other individual (either internally or externally to the Buyer or Supplier); 

the Supplier shall have processes to identify any Supplier Personnel or Sub-contractors who no longer require access to the Buyer's infrastructure (due to leaving or being no longer involved in the provision of Services). The processes must include:

timely identification of job role changes or leavers to meet the notification requirements of paragraph 8.3.8;

recertifications are performed on a quarterly basis of Supplier Personnel or Sub-contractors' access to the Buyer's infrastructure;

[bookmark: _Ref476841591]the Supplier shall provide timely notification to the Buyer if any Supplier Personnel or Sub-contractor no longer requires access to the Buyer's infrastructure, to enable the Buyer to remove the relevant access Buyer, including the relevant User IDs and passwords. The Supplier will ensure that any security token or ID card is returned to the Buyer immediately following the date on which any Supplier Personnel or Sub-contractor no longer requires access to the Buyer's infrastructure; and

the Supplier shall ensure that all Supplier Personnel and Sub-contractors are aware that the Buyer may monitor the Supplier Personnel’s and Sub-contractors’ use of the Buyer's infrastructure (including routine monitoring of e-mail and internet usage, contents and traffic).

The Supplier shall provide ACLs (Access Control Lists) to the Buyer for all Buyer Users on a quarterly basis for systems and applications under the Supplier’s management. The ACL must include the user identifier and associated access permissions.

The Supplier shall implement a password policy for systems and applications under the Supplier’s management in line with Good Industry Practice.

Physical and People Security

Appointed Person

The Supplier shall have a nominated person who is responsible for physical security provision and ensures that compliance with the following requirements is achieved.

Security Review and Assessment

The Supplier must ensure that a general security review of all premises from which the Buyer's activity / data storage etc. is conducted should be undertaken at least annually, or whenever there is significant change to the Services provided or premises operated from.

These reviews should be provided to the Buyer Representative and the Buyer’s Group Security and Fraud team on request.  

The Supplier shall alert the Buyer Representative within twenty four (24) hours of the discovery of any identified physical security issues. 

Physical Security Provision

The Supplier must implement appropriate risk related countermeasures to:

ensure the Supplier's premises are protected, to an agreed level, against unauthorised access, intrusion, or damage due to a Security and Cyber Incident;

minimise the probability of an interruption to Supplier's business operations and Services provided to the Buyer from a Security and Cyber Incident;

minimise the probability of a compromise of, damage to, or loss of, or removal of, the Buyer's assets from a criminal, malicious, or negligent act;

protect to agreed levels, the confidentiality, integrity and availability of the Buyer Information.

To achieve the above measures, the Supplier shall as a minimum:

have an appropriate and auditable access control system in place to ensure only authorised personnel are permitted to enter the Supplier’s premises;

have robust visitor management processes in place to ensure all visitors are logged and supervised.  The logs must be retained for twelve (12) months;

deploy CCTV to monitor and record premises' entry/exit points and secure areas;

CCTV images should be stored for a minimum of thirty (30) days, or where data is stored or is governed by specific regulations such as PCI-DSS, this retention period should be ninety (90) days;

have an intrusion detection system that is monitored either on site or by an appropriate alarm receiving centre operating 24 hours a day, 7 days a week, 365 days a year.

maintain electronic security systems by use of an approved (NSI Gold or equivalent) installation and maintenance company.

Records Management

[bookmark: _Ref476833436]The Supplier will develop, implement and maintain a records policy containing mandatory requirements to ensure all records, in all formats/media, including electronic and physical in any location (including the Supplier Group records) are managed appropriately by the Supplier throughout their lifecycle. Such records policy (the “Records Policy”) will align to Good Industry Practice as a minimum. 

The Records Policy shall be periodically updated (every twelve (12) months as a minimum) and audited in accordance with any audit provisions set out elsewhere in this Call-Off Contract. 

The Records Policy will ensure that the Supplier and its Sub-contractors comply with their obligations to the Buyer.

The Supplier and its Sub-contractors will ensure that they have sufficient processes, plans and procedures in place to carry out control testing and ongoing monitoring to ensure compliance with their Records Policy and to ensure any records related incidents, risks or breaches are identified, reported and handled promptly and appropriately.

The Supplier and its Sub-contractors will not transfer, store or access any Buyer Records (whether or not containing Personal Data) outside the European Economic Area (EEA), either through direct transfer or via remote access (e.g. via outsourcing, as part of business continuity arrangements, via cloud arrangements, via offshore service models, etc.) without the prior written consent of the Buyer. Where such consent is given, and to the extent such Buyer Records contain Personal Data it will be conditional upon the Supplier complying with any controls on the transfer of Personal Data set out in Clause 12 (Data Protection) of the Call-Off Contract (as amended).

The Supplier and its Sub-contractors will ensure they have a risk management process that enables the identification and management of records management risks.

The Supplier and its Sub-contractors will report any material records breaches, incidents or risks to the Buyer without undue delay and in any event, within 1 Working Day.

The Supplier will provide adequate records management training, at least annually, for the Supplier Personnel and its Sub-contractors, with evidence of completion.

The Supplier will maintain a record inventory for all the Buyer Records which are created, received, stored, processed or destroyed by the Supplier and its Sub-contractors. The record inventory will be reviewed regularly (every six (6) months as a minimum) and updated accordingly.

The Supplier and its Sub-contractors will securely store and protect the Buyer Records in accordance with the provisions of this Schedule.

The Supplier and its Sub-contractors will securely store the Buyer Records in an appropriate format and location to ensure the records are reliable, usable and can be read and retrieved over time.

The Supplier and its Sub-contractors will agree a process to enable the Buyer to retrieve any Buyer Records within agreed timescales to fulfil legal, regulatory, Buyer or business requirements.

The Supplier and its Sub-contractors will retain all the Buyer Records for a specific period of time in line with the Buyer Policies, appropriate record retention practices and, where applicable, with Data Protection Laws.

The Supplier and its Sub-contractors will agree an authorisation process with the Buyer for the secure destruction of the Buyer Records. The Supplier and its Sub-contractors will retain documented evidence of the authorisation and secure record destruction.

The Supplier and its Sub-contractors must ensure they can apply legal holds to prevent destruction of the Buyer Records. A process must be agreed with the Buyer to apply legal holds to any records (electronic and physical) being managed by the Supplier and its Sub-contractors upon notification from the Buyer.

Social Media

The Buyer Information, which the Supplier is responsible for, must be protected by the Supplier throughout its lifecycle. This includes the posting of the Buyer Information by the Supplier Personnel on personal or Supplier owned social media channels/accounts.

The Supplier shall ensure that the Supplier Personnel protect the Buyer by only disclosing publicly available information about the Buyer.

 The Supplier shall ensure that Supplier Personnel shall not:

make reference to the Buyer's business information (including key IT systems and processes) or dealings relating to the Buyer's colleagues, customers, clients, partners, or suppliers; 

post opinions on personal social media accounts, which could reasonably be construed as official comment on behalf of the Buyer; 

post anything about the Buyer, its customers, clients or colleagues containing abusive, obscene or libellous comments; or

use the NHS logo, associated brands (e.g. NHS Digital) or trademarks on social media channels without the prior written approval of the Buyer. 

The Supplier must ensure that:

Supplier Personnel have undertaken and understood the requirements set out in social media awareness training;

any exceptions to the ordinary use of social media in relation to this Call-Off Contract must be raised with the Buyer Representative and have prior written agreement from the Buyer; and

Social Media Incidents are reported to the Buyer Representative.

Security Audits

[bookmark: _Ref476667721][bookmark: _Ref311557871]The Buyer reserves the right to inspect any aspect of the security arrangements and processes relating to the Supplier's and/or its Sub-contractors' provision of the Services and its Processing of Personal Data (including the Supplier’s and/or its Sub-contractors' security environment, arrangements, policies, training arrangements for staff and processes used in the performance of the Services) (“Security Audits”) once in each twelve (12) month period during the Term of the Call-Off Contract, to assess the Supplier’s compliance with the requirements of this Call-Off Contract. Where the Supplier has performed independent reviews of Sub-contractors and is able to share these findings, these will be taken into consideration during the Security Audit. The Buyer shall also have the right to conduct additional Security Audits in the following circumstances:

if the Buyer considers it necessary to do so to satisfy applicable Law or local or national regulation;

following an actual or potential Security and Cyber Incident or Personal Data Breach or becoming aware of any actual or potential threat;

if a Security Audit reveals a deficiency in the Security and Cyber Policy;

if the Buyer acting reasonably believes that the Supplier has failed to provide the Services in accordance with the security measures and obligations imposed on the Supplier under this Schedule and any solutions provided by the Supplier from time to in accordance with paragraph 11.4; and

where the provisions of paragraph 12 apply. 

Security Audits may include tests designed to breach the protections set out in the Security and Cyber Policy and associated security measures (including security penetration testing) and shall be conducted with no less than ten (10) days’ prior written notice. Security Audits may also require the Supplier to demonstrate their capability in providing the Services on an uninterrupted or otherwise unaffected basis in the event of Security and Cyber Incidents.

The Supplier shall make available to the Buyer, at the request of the Buyer and where the Buyer's Information is hosted any Supplier computer systems, Supplier Personnel to assist in any Security Audit and the Supplier will co-operate fully with any investigation relating to their operations. 

[bookmark: _Ref477334883]If the Buyer reasonably believes that the results of a Security Audit identify a weakness in the security measures adopted by the Supplier, the Supplier shall evaluate such weakness and provide a suitable solution to the Buyer’s satisfaction within timescales agreed by the Buyer. The results of any Security Audit and any solution provided pursuant to this paragraph shall be without prejudice to the Supplier’s obligations in this Call-Off Contract.

Following a Security Audit:

the Buyer may conduct an exit conference with the Supplier to confirm material facts identified in the Security Audit; and

if a Security Audit demonstrates that the Supplier is failing to comply with this Call-Off Contract, the Supplier shall promptly take any steps which the Buyer, acting reasonably, determines are necessary for it to comply with this Call-Off Contract within the timescales as required by the Buyer.

Where the Supplier receives notice from a regulator that a regulatory audit or investigation is to be carried out in respect of the Supplier's business or affairs the Supplier shall inform the Buyer of such notice as soon as is reasonably practicable.

[bookmark: _DV_M2][bookmark: _Ref469939310][bookmark: _Ref476919802]STORAGE AND DESTRUCTION of the Buyer Information

The Supplier shall protect all the Buyer Information (held by Supplier Personnel or Sub-contractors in any form) by adopting a ‘clear desk’ policy in respect of the Buyer Information and disposing of such the Buyer Information securely by treating it as confidential waste.

The Supplier shall provide Supplier Personnel and procure that Sub-contractors provide their employees with:

locking filing cabinets to house any Buyer Information when such is not in use; and

facilities for the secure disposal of the Buyer Information.

[bookmark: _Ref469939063][bookmark: _Ref309035693]The Supplier shall ensure that any of the Buyer Information held by the Supplier or a Sub-contractor is disposed of by or on behalf of the Supplier or Sub-contractor in a manner which protects the confidential nature of the Buyer Information and in compliance with paragraph 12 of this Schedule. 

[bookmark: _Ref311820691]TERMINATION AND DECOMMISSIONING

[bookmark: _Ref469939384]At the end of the Term (for whatever reason) the Supplier must ensure that:

where required by the Buyer or as may otherwise be necessary, a continuing confidentiality undertaking and (if Personal Data is involved) data processing agreement by the Supplier, its employees and its Sub-contractors remains in force regarding the Buyer Records, the Buyer Information and the Buyer infrastructure, on an ongoing basis;

upon exit all physical access rights to any NHS Digital premises by the Supplier and its Sub-contractors shall be revoked and the means of access to sites or security systems (e.g. access passes or keys) must be returned to the Buyer within 24 hours;

in addition to the requirements already set out above:

where the Buyer requires, the Buyer Information and the Buyer Records must be returned to the Buyer in a mutually agreed format;

where the Buyer does not require the return of the Buyer Information and the Buyer Records these must be securely and irrevocably deleted or disposed of by or on behalf of the Supplier and all Sub-contractors in accordance with applicable Law, Security and Cyber Standards and in a manner consistent with the Buyer Policies and any requirements notified to the Supplier from time to time;

if the Supplier is required to retain the Buyer Information or the Buyer Records for legal or regulatory purposes, the Buyer must approve the request and measures implemented to ensure the correct storage and destruction of this information at the end of such retention period;

[bookmark: _Ref476667282]in the event the Buyer Information or the Buyer Records cannot be retrieved / deleted without compromising the integrity of information retained by the Supplier and/or its Sub-contractors:

[bookmark: _Ref284427906]each party acknowledges that, due to the nature of their respective operations, each party has a standard data archiving policy which includes the creation and retention of backup copies of Data and other information (“Retained Data”) held on its computer systems for legal/regulatory compliance, IT restoration and disaster recovery purposes only. Each party therefore agrees that (subject to paragraph 13.1.5) below) the Retained Data held by the other party shall not be subject to an obligation to be returned or deleted, whether at the end of the Term or otherwise.  For the avoidance of doubt:

to the extent that the Retained Data contains data supplied to one party by the other party, it shall remain subject to the other terms of this Call-Off Contract as may be applicable; and

to the extent that the Retained Data contains Supplier output or information derived from it, such data may not be used by the Buyer for live operational purposes after the end of the Term unless expressly provided for in the Call-Off Contract;  

[bookmark: _Ref469939423]if and to the extent that the Supplier is expressly stated within any agreement to be acting as a Data Processor on behalf of the Buyer then:

the Supplier shall ensure that those Buyer Records to be Processed by the Supplier under such specific agreement are disposed of by or on behalf of the Supplier in accordance with applicable Law and in a manner consistent with the Buyer Policies and any requirements notified to the Supplier from time to time; and

[bookmark: _GoBack]the Supplier shall ensure that those Buyer Records to be Processed by the Supplier under such specific agreement are readable, retrievable and reproducible during their lifetime and that appropriate controls are put in place to ensure the authenticity and integrity of those the Buyer Records;

the Buyer retains the rights as detailed in paragraph 13.1 in the event that any Security and Cyber Incident not previously identified becomes apparent.
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1 About this Document 



1.1 Purpose 



This guide addresses the high-level, cryptographic algorithm requirements of NHS 
Informatics.  These requirements apply to all NHS Informatics contractors and any 
associated 3rd parties. In addition, they are provided as recommendations to the NHS 
as a whole as current good practice in relation to cryptographic algorithms and key 
lengths. 



This guide does not describe cryptographic policies or controls.  



Please note that this guide refers to ‘NHS Informatics’ as a generic term which 
relates to NHS Digital and other NHS, social care and NHS related arms-length 
bodies. 



1.2 Audience 



In order to make best use of this guidance, a reasonable understanding of the 
purpose and uses of cryptography is required. Deep technical knowledge of 
cryptographic algorithms and so forth is not necessary. This guidance is suitable for 
all NHS Informatics suppliers and 3rd parties as well as members of NHS 
organisations. 



1.3 Background 



The NHS uses a national private Wide Area Network (WAN) called N3.  Connection 
is therefore strictly limited to authorised endpoints.  All organisations wishing to make 
a new connection to N3 are responsible for ensuring that their connection to the 
WAN does not compromise the security measures already in place.  



N3 is a private network consisting of thousands of PCs, servers, printers and other 
items of equipment all acting as the nodes or endpoints on the network.  Information 
is unencrypted when transmitted over the network therefore confidentiality of 
sensitive information within N3 is not assured.  However, all NHS SPINE applications 
encrypt data using Transport Layer Security (TLS).  It is therefore advisable for 
existing systems to take the appropriate measures to ensure that sensitive data is 
secure before connecting to N3. 



The NHS faces numerous threats to security as a result of incompletely protected 
partner networks or connections to uncontrolled external networks such as the 
internet.  These threats are continually evolving in both strength and frequency.  On-
going vigilance and the maintenance of strict security standards are essential to the 
continuing success of N3. 



 



1.4 Content 



This document comprises advice and guidance on the following sections / topics: 



 Secure Cryptographic hashing algorithms 
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 Hashed Message Authentication Codes (HMAC) 



 Symmetric encryption algorithms 



 Asymmetric encryption algorithms 



 Pseudo-randomness and entropy sources 



 Preferred uses of cryptographic algorithms and key sizes within various 
security protocols (e.g. TLS) 



 Frequently asked questions on cryptographic algorithm and key sizes 



1.5 Disclaimer 



Reference to any specific commercial product, process or service by trade name, 
trademark manufacturer, or otherwise, does not constitute or imply its endorsement, 
recommendation, or favouring by NHS Digital. The views and opinions of authors 
expressed within this document shall not be used for advertising or product 
endorsement purposes.   



Any party relying on or using any information contained in this document and/or 
relying on or using any system implemented based upon information contained in this 
document should do so only after performing a risk assessment. It is important to 
note that a risk assessment is a prerequisite for the design of effective security 
countermeasures. A correctly completed risk assessment enables an NHS 
organisation to demonstrate that a methodical process has been undertaken which 
can adequately describe the rationale behind any decisions made. Risk assessments 
should include the potential impact to live services of implementing changes. 



This means that changes implemented following this guidance are done so at the 
implementers’ risk. Misuse or inappropriate use of this information can only be the 
responsibility of the implementer. 
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2 Secure Cryptographic Hashing Algorithms 



Broadly speaking, secure hashing algorithms take an input of variable length and 
produce an output of fixed length.  This is known as a ‘message digest’ or ‘hash 
value’. 



The algorithm must provide output that is not invertible (i.e. is only one-way), and 
must not produce collisions (i.e. two different inputs produce the same output). 



In general, applications use secure hashing algorithms for: 



 Integrity checking:  e.g. a tamper-evident seal for a file. 



 Authentication: e.g. Digital Signatures (with asymmetric algorithms), 
Hashed Message Authentication Codes (HMAC) and pseudo-random 
number generation (PRNG). 



The guidance in this part of the document is broken into four sections as follows:  



 Guidance on the use of hashing algorithms for digital signature 
generation/verification purposes  



 Guidance on the use of hashing algorithms for non-digital signature 
generation/verification purposes 



 Guidance on  the use of hashing algorithms for Hashed Message 
Authentication Codes (HMAC) 



 A note on the MD5 and SHA-1 hashing algorithms 



2.1 Hashing Algorithms for Digital Signature 
Generation/Verification 



The following are secure cryptographic hashing algorithms for Digital Signature 
Generation/Verification suitable for use in the NHS: 



 SHA-224: A 224-bit (28-byte) hash 



 SHA-256: A 256-bit (32-byte) hash that provides 128 bits of security 
against collision attacks.1 



 SHA-384: A 384-bit (48-byte) hash. 



 SHA-512: A 512-bit (64-byte) hash. 



 Whirlpool: A 512-bit, collision-resistant, one-way hash function.2   



  



                                            



 



 



 



 
1
 For further details see: http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf 



2
 For further details see: http://www.larc.usp.br/~pbarreto/WhirlpoolPage.html 





http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://www.larc.usp.br/~pbarreto/WhirlpoolPage.html
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2.2 Hashing Algorithms for non-Digital Signature 
Generation/Verification purposes 



The following are secure cryptographic hashing algorithms for all non-digital 
signature generation/verification purposes, suitable for use in the NHS: 



 SHA-224: A 224-bit (28-byte) hash 



 SHA-256: A 256-bit (32-byte) hash that provides 128 bits of security 
against collision attacks.3 



 SHA-384: A 384-bit (48-byte) hash 



 SHA-512: A 512-bit (64-byte) hash 



 Whirlpool: A 512-bit, collision-resistant, one-way hash function.4   



 



2.3 Hashed Message Authentication Code (HMAC) 



A HMAC takes a given message, applies a secure hashing function (for integrity), 
and then encrypts the message digest with a shared secret (for authentication).  
HMAC provides guarantees on the integrity and authenticity of messages and is 
utilised within various cryptographic protocols such as TLS and IPSec. 



HMAC selection should be compliant with at least RFC61515, or preferably FIPS 198-
1 standard. 



The following HMAC standards are suitable for NHS use: 



 HMAC FIPS 198-1.6 (see also SP800-107 Rev 17) 



 HMAC RFC 2104.8 



  



                                            



 



 



 



 
3
 For further details see: http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf 



4
 For further details see: http://www.larc.usp.br/~pbarreto/WhirlpoolPage.html 



5
 For further details see: https://www.ietf.org/rfc/rfc6151.txt 



6
  For further information see: http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf 



7
 http://csrc.nist.gov/publications/nistpubs/800-107-rev1/sp800-107-rev1.pdf 



8
  For further information see: http://www.faqs.org/rfcs/rfc2104.html 





http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://www.larc.usp.br/~pbarreto/WhirlpoolPage.html


https://www.ietf.org/rfc/rfc6151.txt


http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf


http://csrc.nist.gov/publications/nistpubs/800-107-rev1/sp800-107-rev1.pdf


http://www.faqs.org/rfcs/rfc2104.html
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2.4 A Note on MD5 and SHA-1 



Do not use Message Digest 5 (MD5). 



There is considerable lack of confidence in MD5 due to proven collision attacks.  If 
already in place, MD5 must be phased out and replaced depending on purpose with 
one of the SHA family of hashing algorithms (one of the SHA-2 family for digital 
signing purposes or minimum SHA-1 for non-digital signing purposes.) 



 



 



 



 



 



 



 



 



 



 



 



 



There is considerable lack of confidence in SHA-1 security due to proven collision 
attacks for the purposes of digital signature generation/verification.  If already in 
place for digital signing, SHA-1 should be phased out and replaced with SHA-224 or 
greater.  



UK CESG and US NIST9 no longer consider SHA-1 suitable for new deployments for 
digital signing purposes. 



 



 



  



                                            



 



 



 



 
9
 http://csrc.nist.gov/groups/ST/hash/policy.html - statement on use of SHA-1 and SHA-2 and 



http://csrc.nist.gov/groups/ST/hash/statement.html - statement on cryptanalytic attacks on SHA-1 



The UK Communications Electronics 
Security Group (UK CESG1) and the US 
National Institute of Standards and 
Technology (US NIST1) do not 
recommend the use of MD5. 



Do not use Secure Hash 
Algorithm version 1 (SHA-1) 
for Digital Signature 
Generation/Verification1 



 





http://csrc.nist.gov/groups/ST/hash/policy.html


http://csrc.nist.gov/groups/ST/hash/statement.html
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3 Symmetric Ciphers 



Symmetric ciphers use the same key to encrypt and decrypt data (single key or 
private key).  These ciphers are often utilised for bulk encryption because they are 
generally more computationally efficient than asymmetric ciphers. 



3.1 Block Ciphers 



A block cipher is one in which a block of plain text is treated as a whole and used to 
produce a cipher text block of equal length.  



The following block ciphers and minimum key sizes are currently suitable for NHS 
use within existing systems: 



 Triple-DES:10 Equal to 168 bits. (Keying option/mode 1)  Also referred 
to as Triple Data Encryption Standard.  This is a mode of the DES 
encryption algorithm that encrypts data three times.  Three 56-bit keys 
are used (excluding parity bits), instead of one, for an overall key length 
of 168 bits (the first block of plaintext is encrypted with the first key, the 
resulting ciphertext is then encrypted with a second key, and the 
resulting cipher text is again encrypted with a third key).11 



 



 AES:12 Greater than or equal to 128 bit.13  The Advanced Encryption 
Standard.  A cryptographic algorithm (symmetric block cipher) that 
supports three key sizes: 128, 192 and 256 bits.  This is the preferred 
option for existing systems.  



 



 Blowfish14: Greater than or equal to 256 bit.  Blowfish is a symmetric 
block cipher that can be used as a drop-in replacement for DES.  It 
takes a variable-length key, from 32 bits to 448 bits. 



 
For all new system deployments, the following block ciphers and minimum key 
sizes are recommended: 
 



 AES: 15 Equal to 256 bit. 



                                            



 



 



 



 
10



 http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf 
11



 Due to the ‘meet in the middle’ attack, 3DES using key mode/option 1 only provides effective 
security of 112bits. As a result, only ‘key mode/option 1’ should be used with 3DES. No other key 
mode/option should be used due to possible attacks. 
12



 http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 
13



 See Q1 in the FAQ at the end of this document (section 7) for information on AES-128 and AES-256 
14



 http://www.schneier.com/blowfish.html 
15



 http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 





http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf


http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf


http://www.schneier.com/blowfish.html


http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
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 Twofish:16 Equal to 256 bit. 
 



 



3.2 Stream Ciphers 



A stream cipher encrypts a digital data stream one bit or one byte at a time. 



If block ciphers are available these should be utilised instead of stream ciphers.  AES 
or 3DES should be used in preference to any stream cipher e.g. Rivest Cipher 4 
(RC4). 



If not implemented properly, stream ciphers may be vulnerable to certain attacks.  If 
implemented over all possible RC4 keys the statistics for the first few bytes of output 
key stream are strongly non-random, leaking information about the key. 



E.g. To generate the RC4 key, the long-term key and NONCE are concatenated.  By 
analysing large number of messages encrypted with this key it is possible to discover 
the long-term key. 



 



 



 



 



 



  



                                            



 



 



 



 
16



 http://www.schneier.com/twofish.html 



RC4: Is deprecated for use in 
the NHS and any remaining 
implementations should be 
phased out as soon as 
possible. 



 





http://www.schneier.com/twofish.html
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4 Asymmetric Ciphers 



Public key cryptography is asymmetric, using two keys: public and private.  The 
private key is kept secure and the public key is published.  



In general, asymmetric ciphers are more computationally intensive than symmetric 
ciphers and as a result are often utilised to protect the keys (small amounts of data) 
of symmetric ciphers, which in turn encrypt larger amounts of data.  Encrypting for 
privacy with an asymmetric cipher employs a private key for decryption and a 
respective public key for encryption. Public key operations for integrity employ the 
use of a private key for signing a hash of the data/message, with the public key being 
used by the recipient to verify both the identity of the signer and that the 
data/message has not been altered in transit.   



For example: 



A digital signature is created when the sender (Alice) encrypts a message with her 
private key.  When the recipient (Bob), has possession of the sender’s (Alice) 
respective public key he can successfully decrypt Alice’s message.  Bob knows that 
only Alice could have signed the message, as it is computationally infeasible to 
decrypt (verify the signature) a message from Alice to plain text from anyone else’s 
public key. 



The cryptographic primitives and parameter sizes, recommended for use in the NHS, 
are available in Tables One, Two and Three as set out below. 



  



Please note that there are differences between the primitives/key sizes 
recommended for existing deployments and those required for new deployments. 



 



4.1 Key Exchange and Key Agreement 



The purpose of Key Exchange and Key Agreement techniques is to establish 
symmetric keys between two entities for the purposes of communication to protect 
information. Both entities contribute information to the key agreement process. 



NHS approved Key Agreement and Exchange primitives and parameter sizes are as 
follows: 



 



Algorithm Parameter 
Sizes 
which are 
deprecated 



Minimum 
Parameter 
Sizes 



Notes 



Diffie-
Hellman 



1024 bit 
prime 



160 bit 
generator 



2048 bit 
prime 



224 or 256 
bit 



http://nvlpubs.nist.gov/nistpubs/Speci
alPublications/NIST.SP.800-
56Br1.pdf 
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Algorithm Parameter 
Sizes 
which are 
deprecated 



Minimum 
Parameter 
Sizes 



Notes 



generator 



 



RSA 1024 bit 
composite 
modulus 



2048 bit 
composite 
modulus 



 



http://nvlpubs.nist.gov/nistpubs/Speci
alPublications/NIST.SP.800-
56Br1.pdf 



Table One – Approved Key Agreement and Exchange primitives. 



 



 



Algorithm Parameter 
Sizes 
which are 
deprecated 



Minimum 
Parameter 
Sizes 



Notes 



ECDH 160 bit & 
h<=10 



224 bits & 
h=14 



http://nvlpubs.nist.gov/nistpubs/Speci
alPublications/NIST.SP.800-
56Br1.pdf 



Table Two – Approved Elliptical Curve Diffie-Hellman (ECDH). 



 



 



4.2 Digital Signatures – Approved Signature Primitives 



Algorithm Deprecated 
Key Size  



Minimum 
Key Size 



Notes 



DSA 1024 bit 
prime 



160 bit long 
term private 
key 



2048 bit 
prime 



224 bit long 
term private 
key 



See FIPS-186-4 



http://nvlpubs.nist.gov/nistpubs/FIPS/
NIST.FIPS.186-4.pdf 



RSA 1024 bit 
composite 
modulus 



2048 bit 
composite 
modulus 



Verification exponent 216 +1 



http://nvlpubs.nist.gov/nistpubs/FIPS/
NIST.FIPS.186-4.pdf 



ECDSA 160 bit 224 bit http://nvlpubs.nist.gov/nistpubs/FIPS/
NIST.FIPS.186-4.pdf (Appendix D) 





http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf


http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
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Table Three - Approved Signature Primitives. 
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5 Pseudo Randomness and Entropy Sources 



5.1 Cryptographically Strong Pseudo Random Numbers 



Strong pseudo random numbers are fundamental to all cryptographic algorithms.  A 
Random Number Generator (RNG), Pseudo Random Number Generator (PRNG) or 
Deterministic Random Bit Generator (DRBG) generates a sequence of numbers that 
are unpredictable.  



Where possible all cryptographic dependencies on RNG/PRNG/DRBG should use an 
approved source of randomness tests from the National Institute of Standards and 
Technology (NIST). 



Best practice guidelines for pseudo randomness and entropy sources are available 
from: 



 http://csrc.nist.gov/groups/ST/toolkit/random_number.html 



 http://csrc.nist.gov/groups/ST/toolkit/rng/index.html. 



 http://csrc.nist.gov/groups/STM/cmvp/ (FIPS140-2 Annex C). 



 http://www.ietf.org/rfc/rfc1750.txt. 



An example of an implemented source of randomness in a high level object 
orientated programming language, such as Java, would be the SecureRandom 
Class. Examples of the use of this class are included in the coding manuals for all 
Java branches.17. 



For the Microsoft .NET Framework (all versions), the ‘RNGCryptoServiceProvider’ 
class can be implemented as a source of randomness.18 



 



5.2 Entropy Sources 



Entropy, in information theory terms, is the statistical quantification of the distribution 
of disorder in a system (or a measure of randomness).  An approved entropy source 
is one of secure 'random’ bits, approved by NIST. 



The output of the entropy source is utilised as input to either a RNG, PRNG or 
DRBG.  The use of entropy aims to provide an element of unpredictability to an RNG, 
PRNG or DRBG, when used in a deterministic system (e.g. a computer).   



Further guidance is available from the NIST Computer Security Resource Centre 
(CSRC) Cryptographic Toolkit19: 



                                            



 



 



 



 
17



 Java 6: http://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html 
18



 http://msdn.microsoft.com/en-us/library/system.security.cryptography.rngcryptoserviceprovider.aspx 





http://csrc.nist.gov/groups/ST/toolkit/random_number.html


http://csrc.nist.gov/groups/ST/toolkit/rng/index.html


http://csrc.nist.gov/groups/STM/cmvp/


http://www.ietf.org/rfc/rfc1750.txt


http://docs.oracle.com/javase/7/docs/api/java/security/SecureRandom.html


http://msdn.microsoft.com/en-us/library/system.security.cryptography.rngcryptoserviceprovider.aspx
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6 Preferred uses of cryptographic algorithms in security 
protocols 



The following details the preferred cipher suites for use in TLS (versions 1.0, 1.1 & 
1.2), IPsec, and S/MIME. 



Client and server cipher suites for TLS should be utilised in order of strength, as 
shown in Tables 5 (section 6.1.3) 



In terms of the TLS protocol, it should be noted that there are concerns about the 
security of TLS1.0, so where possible implementation should be for TLS 1.1 and 1.2. 
As TLS v1.1 and TLS v1.2 are more widely adopted, the relevant cipher suites to be 
used are listed in the table. Each cipher suite is listed along with the version or 
versions of the TLS protocol it supports. 



Implementers should ensure that all systems are configured to only support the 
cipher suites listed or subset of the cipher suites listed in section 6.1.3 of this 
document. 



6.1 Secure Socket Layer Protocol (SSL), and Transport Layer 
Security Protocol (TLS) 



6.1.1 A Note on SSLv2 and SSLv3 



NOTE: SSLv2 and SSLv3 are deprecated and should NOT be used. All client 
systems and all server systems MUST be configured to implement at least TLS 1.0 
and SHOULD be configured to implement TLS 1.1 and above.  



 



 



  



                                                                                                                                        



 



 



 



 
19



 https://docs.oracle.com/javase/6/docs/api/java/security/SecureRandom.html 





https://docs.oracle.com/javase/6/docs/api/java/security/SecureRandom.html
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6.1.2 TLS (Transport Layer Security) version 1.020 21, 1.122 & 1.223 24 



Cipher Suite  Prot
ocol 



Au
th 



Key  



Establish
ment  



Encryption  Diges
t  



TLS_ECDHE_ECDSA_WITH_AES_2
56_GCM_SHA384_P384 



1.2 EC
DS
A 



ECDH_P
384 



AES_256_G
CM 



SHA3
84 



TLS_ECDHE_ECDSA_WITH_AES_2
56_CBC_SHA_P384 



1.2, 
1.1, 
1.0 



EC
DS
A 



ECDH_P
384 



AES_256_CB
C 



SHA1 



TLS_ECDHE_ECDSA_WITH_AES_2
56_CBC_SHA_P256 



1.2, 
1.1, 
1.0 



EC
DS
A 



ECDH_P
256 



AES_256_CB
C 



SHA1 



TLS_DHE_DSS_WITH_AES_256_C
BC_SHA256 



1.2 DS
S 



DHE AES_256_CB
C 



SHA2
56 



TLS_DHE_DSS_WITH_AES_256_C
BC_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DHE  AES_256_CB
C  



SHA1  



TLS_DHE_RSA_WITH_AES_256_C
BC_SHA256 



1.2 RS
A  



DHE  AES_256_CB
C  



SHA2
56 



TLS_DHE_RSA_WITH_AES_256_C
BC_SHA  



1.2, 
1.1, 
1.0 



RS
A  



DHE  AES_256_CB
C  



SHA1  



TLS_RSA_WITH_AES_256_CBC_S
HA256 



1.2 RS
A  



RSA  AES_256_CB
C  



SHA2
56 



TLS_RSA_WITH_AES_256_CBC_S
HA  



1.2, 
1.1, 
1.0 



RS
A  



RSA  AES_256_CB
C  



SHA1  



                                            



 



 



 



 



20 TLS 1.0 – Protocol Specification - http://tools.ietf.org/html/rfc2246 



21
 “AES Ciphersuites for TLS” – http://tools.ietf.org/html/rfc3268 



22
 TLS 1.1 – Protocol Specification - http://tools.ietf.org/html/rfc4346 



23
 TLS 1.2 – Protocol Specification - http://tools.ietf.org/html/rfc5246 



24
 ECC Cipher Suites for TLS - http://tools.ietf.org/html/rfc4492 





http://tools.ietf.org/html/rfc2246


http://tools.ietf.org/html/rfc3268


http://tools.ietf.org/html/rfc4346


http://tools.ietf.org/html/rfc5246


http://tools.ietf.org/html/rfc4492
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Cipher Suite  Prot
ocol 



Au
th 



Key  



Establish
ment  



Encryption  Diges
t  



TLS_DH_DSS_WITH_AES_256_CB
C_SHA 256 



1.2 DS
S  



DH  AES_256_CB
C  



SHA2
56  



TLS_DH_DSS_WITH_AES_256_CB
C_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DH  AES_256_CB
C  



SHA1  



TLS_DH_RSA_WITH_AES_256_CB
C_SHA256 



1.2 RS
A  



DH  AES_256_CB
C  



SHA2
56  



TLS_DH_RSA_WITH_AES_256_CB
C_SHA  



1,2, 
1.1, 
1.0 



RS
A  



DH  AES_256_CB
C  



SHA1  



TLS_ECDHE_ECDSA_WITH_AES_1
28_GCM_SHA256_P256 



1.2 EC
DS
A 



ECDH_P
256 



AES_128_G
CM 



SHA2
56 



TLS_ECDHE_ECDSA_WITH_AES_1
28_CBC_SHA256_P256 



1.2 EC
DS
A 



ECDH_P
256 



AES_128_CB
C 



SHA2
56 



TLS_DHE_DSS_WITH_AES_128_C
BC_SHA256 



1.2 DS
S 



DHE AES_128_CB
C 



SHA2
56 



TLS_DHE_DSS_WITH_AES_128_C
BC_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DHE  AES_128_CB
C  



SHA1  



TLS_ECDHE_RSA_WITH_AES_128
_CBC_SHA256_P384 



1.2 RS
A 



ECDH_P
384 



AES_128_CB
C 



SHA2
56 



TLS_ECDHE_RSA_WITH_AES_128
_CBC_SHA256_P256 



1.2 RS
A 



ECDH_P
256 



AES_128_CB
C 



SHA2
56 



TLS_DHE_RSA_WITH_AES_128_C
BC_SHA256 



1.2 RS
A 



DHE AES_128_CB
C 



SHA2
56 



TLS_ECDHE_RSA_WITH_AES_128
_CBC_SHA_P384 



1.2, 
1.1, 
1.0 



RS
A 



ECDH_P
384 



AES_128_CB
C 



SHA-
1 



TLS_ECDHE_RSA_WITH_AES_128
_CBC_SHA_P256 



1.2, 
1.1, 
1.0 



RS
A 



ECDH_P
256 



AES_128_CB
C 



SHA1 



TLS_DHE_RSA_WITH_AES_128_C
BC_SHA  



1.2, 
1.1, 
1.0 



RS
A  



DHE  AES_128_CB
C  



SHA1  
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Cipher Suite  Prot
ocol 



Au
th 



Key  



Establish
ment  



Encryption  Diges
t  



TLS_RSA_WITH_AES_128_CBC_S
HA256 



1.2 RS
A 



RSA AES_128_CB
C 



SHA2
56 



TLS_RSA_WITH_AES_128_CBC_S
HA  



1.2, 
1.1, 
1.0 



RS
A  



RSA  AES_128_CB
C  



SHA1  



TLS_DH_DSS_WITH_AES_128_CB
C_SHA256 



1.2 DS
S 



DH AES_128_CB
C 



SHA2
56 



TLS_DH_DSS_WITH_AES_128_CB
C_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DH  AES_128_CB
C  



SHA1  



TLS_DH_RSA_WITH_AES_128_CB
C_SHA256 



1.2 RS
A 



DH AES_128_CB
C 



SHA2
56 



TLS_DH_RSA_WITH_AES_128_CB
C_SHA  



1.2, 
1.1, 
1.0 



RS
A  



DH  AES_128_CB
C  



SHA1  



TLS_DHE_DSS_WITH_3DES_EDE_
CBC_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DHE  3DES_EDE_
CBC  



SHA1  



TLS_DHE_RSA_WITH_3DES_EDE_
CBC_SHA  



1.2, 
1.1, 
1.0 



RS
A  



DHE  3DES_EDE_
CBC  



SHA1  



TLS_RSA_WITH_3DES_EDE_CBC_
SHA  



1.2, 
1.1, 
1.0 



RS
A  



RSA  3DES_EDE_
CBC  



SHA1  



TLS_DH_DSS_WITH_3DES_EDE_C
BC_SHA  



1.2, 
1.1, 
1.0 



DS
S  



DH  3DES_EDE_
CBC  



SHA1  



TLS_DH_RSA_WITH_3DES_EDE_C
BC_SHA  



1.2, 
1.1, 
1.0 



RS
A  



DH  3DES_EDE_
CBC  



SHA1  



TLS_RSA_WITH_RC4_128_SHA 1.2, 
1.1, 
1.0 



RS
A  



RSA  RC4_128  SHA1  



Table Five – TLS recommended cipher suites. 



In order to comply with TLS requirements and because of known vulnerabilities, we 
strongly recommend implementation of the latest browsers in accordance with the 
NHS Digital Warranted Environment Specification (WES). 
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For Microsoft Windows systems, the following documents provide information as to 
which cipher suites are supported on various versions of Windows and in what order 
of preference: 



 



 



Windows Server 2008, Windows 7 and later25: http://msdn.microsoft.com/en-
us/library/windows/desktop/aa374757(v=vs.85).aspx  



 



  



                                            



 



 



 



 
25



 http://blogs.msdn.com/b/kaushal/archive/2011/10/02/support-for-ssl-tls-protocols-on-windows.aspx 





http://msdn.microsoft.com/en-us/library/windows/desktop/aa374757(v=vs.85).aspx


http://msdn.microsoft.com/en-us/library/windows/desktop/aa374757(v=vs.85).aspx


http://blogs.msdn.com/b/kaushal/archive/2011/10/02/support-for-ssl-tls-protocols-on-windows.aspx
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6.2 Network Layer VPN protocol 



IPsec 



IPsec depends upon cryptographic algorithms for maintaining confidentiality and 
integrity; the following tables stipulate approved algorithms for use in IPsec. Please 
refer to RFC4894 for further details. 



  



Authentication Header (AH)26 



HMAC that should be used with AH, in order of preference 



Algorithm Notes 



AES-XCBC-MAC-9627   RFC3566  



HMAC-SHA1-9628 RFC2404  



Table Six - Approved HMAC algorithms for AH. 



 



Encapsulating Security Payload (ESP)29 



The following algorithms should be used for ESP, in order of preference: 



Algorithm Notes 



AES-CBC30 RFC3602 



 



AES-CTR31 RFC3686 



3DES-CBC32 RFC2451 



 



Table Seven – Approved ESP Confidentiality encryption algorithms. 



The following algorithms should be used for ESP Integrity, in order of preference: 



Algorithm Notes 



                                            



 



 



 



 
26



 AH - http://tools.ietf.org/html/rfc4835 
27



 AES-XCBC-MAC-96 - http://tools.ietf.org/html/rfc3566 
28



 HMAC-SHA1-96 - http://tools.ietf.org/html/rfc2404 
29



 ESP -  http://tools.ietf.org/html/rfc4835  
30



 AES-CBC - http://tools.ietf.org/html/rfc3602 
31



 AES-CTR - http://tools.ietf.org/html/rfc3686 
32



 3DES-CBC - http://tools.ietf.org/html/rfc2451 





http://tools.ietf.org/html/rfc4835


http://tools.ietf.org/html/rfc3566


http://tools.ietf.org/html/rfc2404


http://teams2/sites/csecurity/Cyber%20Security%20Programme/Programme%20Management%20Office%20(PMO)/CAB%20TRG/GPG/%20http:/tools.ietf.org/html/rfc4835


http://tools.ietf.org/html/rfc3602


http://tools.ietf.org/html/rfc3686


http://tools.ietf.org/html/rfc2451
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AES-XCBC-MAC-9633   RFC3566  



HMAC-SHA1-9634 RFC2404  



Table Eight – Approved ESP Integrity HMACs. 



 



Internet Key Exchange (IKEv2)35 



 



RFC7427 adds a new IKEv2 [RFC7296] authentication method to support signature 
methods in a more general way.  The previous signature-based authentication 
methods in IKEv2 were per algorithm, i.e., there is one for RSA digital signatures, 
one for DSS digital signatures (using SHA-1), and three for different ECDSA curves, 
each tied to exactly one hash algorithm.  This design was considered to be 
cumbersome when more signature algorithms, hash algorithms, and elliptic curves 
needed to be supported.  



                                            



 



 



 



 
33



 AES-XCBC-MAC-96 - http://tools.ietf.org/html/rfc3566 
34



 HMAC-SHA1-96 - http://tools.ietf.org/html/rfc2404 
35



 IKEv2 - http://tools.ietf.org/html/rfc7427 
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6.3 S/MIME 



S/MIME (Secure/Multi-purpose Internet Mail Extensions) is a standard that provides 
encryption and digital signing for MIME data. By the use of encryption and digital 
signing services, authentication of e-mail sender, integrity of e-mail, non-repudiation 
of origin of e-mail and privacy/data security for e-mail can all be provided. 



S/MIME requires the use of digital certificates for all users who wish to be able to 
send and receive S/MIME encoded e-mail. 



There are a number of versions of S/MIME in existence. Version 3.1 and 3.2 are the 
latest two versions. Older versions of S/MIME (such as version 2 and version 3.0) 
should not be used. 



 S/MIME version 3.1 is defined in RFC 385136 



 S/MIME version 3.2 is defined in RFC 575137 



RFC 5751 obsoletes RFC 3851.  



S/MIME version 3.2 contains support for more modern versions of cryptographic 
asymmetric, symmetric and hash algorithms and therefore should be used in 
preference to version 3.1. Version 3.1 does not properly support SHA-2 family 
hashing algorithms according to the RFC. Implementers will need to check which 
version(s) of the protocol their chosen e-mail systems support from both a client and 
server perspective. 



The guidance provided in sections 2, 3 and 4 of this document must be followed 
when specifying cryptographic algorithms for use with S/MIME regardless of which 
version of the protocol is used. 



 



  



                                            



 



 



 



 
36



 S/MIME v3.1 - http://tools.ietf.org/html/rfc3851 
37



 S/MIME v3.2 - http://tools.ietf.org/html/rfc5751 
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7 Frequently Asked Questions 



The following is a list of questions frequently posed to the NHS Digital Infrastructure 
Security Team in relation to the use of cryptography within the NHS. This FAQ 
provides the definitive responses to these questions. 



 



Question 1 



With reference to the guidance provided by the Department of Health Digital 
Information Policy Unit and published in January 2008, it would appear that the only 
approved cryptographic algorithms for use within the NHS are 3DES, AES-256 or 
Blowfish. Is this the case and what must we do if we are using technologies which 
cannot utilise these encryption standards? 



Answer 



It is recommended that for all new system deployments, AES-256 or Twofish (with a 
256bit key minimum) are used. 



The most likely “problem systems” in terms of where utilising the recommended 
algorithms is concerned will be older web browsers and web servers when 
negotiating transport layer security (i.e. TLS). In such circumstances where existing 
systems are in use, it should be a priority for organisations utilising older client 
browsers (or indeed server systems) to migrate away from these browsers. The 
minimum browser configuration recommended is provided by the NHS Digital 
Warranted Environment Specification (WES).  



 



Question 2 



What encryption products does the NHS Digital endorse or recommend? 



Answer 



NHS Digital does not endorse or recommend any specific products for use within the 
NHS in relation to encryption. There are a variety of encryption products available on 
the open market and it is for NHS organisations to determine for themselves which 
products best suit their needs dependent on their particular circumstances. 



NHS Digital provides advice and guidance in relation to encryption standards, key 
sizes and so forth which should be used. NHS organisations should ensure that any 
products they choose for use in relation to encryption meet these standards. 



 



Question 3 



Microsoft has released a security update which when installed will stop all certificates 
with RSA keys of less than 1024 bits being accepted or usable on Microsoft systems. 
What should we do about this? 



 



Answer 
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Since the NHS PKI does not issue certificates with an RSA key size of less than 
2048 bits there are no concerns with this from the perspective of the NHS PKI and 
the use of certificates issued from the NHS PKI on Windows systems. 



However, NHS organisations and their suppliers may wish to check that other 
certificates that they use as either a Subscriber or as a Relying Party and which are 
issued from other Certificate Authorities (either internal or commercial) do not utilise 
RSA keys of a size less than 2048 bits. This would include ALL certificates in the 
certificate path when either presenting an End Entity certificate to a Relying Party as 
a Subscriber or performing certificate path validation as a Relying Party. 



From a security perspective, there is significant doubt as to the security provided by 
certificates which utilise an RSA key size of less than 2048 bits and therefore it is 
recommended that this security update be installed. As Microsoft advises however, 
organisations should investigate all certificates used within their operating 
environment for the presence of RSA key sizes less than 2048 bits and test the 
security update prior to deploying it in any ‘live’ environment. 



Organisations may also wish to ensure that they have any automatic updates turned 
on for their browser vendors “Root CA Programme”. This will ensure that newly 
approved Root CA certificates are automatically trusted and any Root CA certificates 
that need to be untrusted are automatically removed. Guidance for the major browser 
vendor Root CA Programmes (or equivalent arrangements) can be found at the 
following locations: 



 Microsoft - 
http://social.technet.microsoft.com/wiki/contents/articles/3281.introduction-to-
the-microsoft-root-certificate-program.aspx 



 Google Chrome - http://dev.chromium.org/Home/chromium-security/root-ca-
policy 



 Mozilla Firefox - http://www.mozilla.org/projects/security/certs/policy/ 



 Apple Safari - http://www.apple.com/certificateauthority/ca_program.html 



 



  





http://social.technet.microsoft.com/wiki/contents/articles/3281.introduction-to-the-microsoft-root-certificate-program.aspx


http://social.technet.microsoft.com/wiki/contents/articles/3281.introduction-to-the-microsoft-root-certificate-program.aspx


http://dev.chromium.org/Home/chromium-security/root-ca-policy


http://dev.chromium.org/Home/chromium-security/root-ca-policy


http://www.mozilla.org/projects/security/certs/policy/


http://www.apple.com/certificateauthority/ca_program.html
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Glossary of Terms: 



Term Acronym Definition 



Advanced 
Encryption 
Standard 



AES A crypto-graphic algorithm (symmetric block 
cipher) that supports three key sizes: 128, 192 
and 256 bits.   



Blowfish - A symmetric block cipher.  It can be used as a 
drop-in replacement for DES. Allows variable-
length keys up to 448 bits. 



Digital Signature 
Algorithm 



DSA An asymmetric cryptographic algorithm that 
produces a digital signature in the form of a pair 
of large numbers.  The signature is computed 
using rules and parameters such that the 
identity of the signer and the integrity of the 
signed data can be verified. 



Elliptical Curve 
Diffie-Hellman 



ECDH A cryptographic protocol for symmetric key 
exchange allowing two parties to establish a 
shared secret key, over an unsecured channel 



Federal 
Information 
Processing 
Standards. 



FIPS A set of standards that describe the handling 
and processing of information within 
governmental agencies. 



Internet Protocol 
Security  



IPsec 
A protocol which can be used for the securing of 
IP packets for network communication by 
means of authentication and encryption. 



Local Area 
Network. 



LAN  
A local computer network for communication 
between computers; especially a network 
connecting computers and word processors and 
other electronic office equipment to create a 
communication system between offices. 



Message Digest 5.   MD5 A standard algorithm that takes as input a 
message of arbitrary length and produces as 
output a 128-bit fingerprint or message digest of 
the input.  Any modifications made to the 
message in transit can then be detected by 
recalculating the digest. 



Number Once.   NONCE A random value used only once. 



Parity Bit - A bit added to a sequence of bits for the 
purposes of error checking/detection 



Pseudo Random 
Number 
Generator. 



PRNG An algorithm used to generate strings of 
numbers when large quantities of random digits 
are required. 
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Term Acronym Definition 



Rivest Cipher 4.   RC4 
A stream cipher, widely used in protocols such 
as Wired Equivalency Privacy (WEP) and 
Secure Sockets Layer (SSL).  It falls short of 
modern cryptographic standards but is suitable 
for practical use in legacy or existing systems. 



Rivest Shamir 
Adleman 



RSA 
A public key cipher which can be used both for 
encrypting messages and making digital 
signatures.  The RSA algorithm is the most 
commonly used encryption and authentication 
algorithm and is included as part of the Web 
browsers from Microsoft and Netscape. 



Secure Hash 
Algorithm.  



SHA-1/SHA-
2 



A message digest algorithm developed by the 
NSA for use in the Digital Signature standard.  
SHA-1 is an improved variant of MD4 producing 
a 160-bit hash.  SHA-1 is one of two message 
digest algorithms available in IPSec.  The other 
is MD5. SHA-2 variants include SHA-256, SHA-
384 and SHA-512 (known collectively as SHA-
2.) These produce a 256 bit, 384 bit and 512 bit 
hash respectively. 



Secure 
Multipurpose 
Internet Mail 
Extensions 



S/MIME 
A protocol which can be used to protect the 
confidentiality and integrity of e-mail messages. 
It additionally provides for the authentication of 
sender information. 



Secure Sockets 
Layer 



SSL 
A protocol designed to provide secure 
communications across the Internet. 



Transport Layer 
Security 



TLS 
A protocol designed to provide secure 
communications across the Internet designed 
as a successor to SSL.  It uses the same 
cryptographic methods but supports more 
cryptographic algorithms. 



Triple Data 
Encryption 
Standard 



3DES 
A mode of the DES encryption algorithm that 
encrypts data three times.  Three 64-bit keys 
are used, instead of one, for an overall key 
length of 192 bits (the first encryption is 
encrypted with second key, and the resulting 
cipher text is again encrypted with a third key). 



Twofish - 
Twofish is a symmetric block cipher with a block 
size of 128 bits and key sizes up to 256 bits. It 
is related to the Blowfish algorithm and was a 
finalist in the NIST Advanced Encryption 
Standard contest. 
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Term Acronym Definition 



UK 
Communications 
Electronics 
Security Group 



UK CESG 
CESG aims to protect and promote the vital 
interests of the UK by providing advice and 
assistance on the security of communications 
and electronic data.  See 
http://www.cesg.gov.uk/index.cfm for further details.  



US National 
Institute of 
Standards and 
Technology 



US NIST 
A unit of the U.S. Commerce Department.  NIST 
promotes and maintains measurement 
standards.  See http://www.nist.gov/ or further 
details. 



Wide Area 
Network 



WAN 
A computer network that spans a relatively large 
geographical area, typically a WAN consists of 
two or more local-area networks (LANs).  The 
largest WAN in existence is the Internet 
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