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Schedule 2: Call-Off Terms
	[Effective Date
 
	1st April 2017
	Order Reference
	[PO to be provided]




FROM:
	Customer
	[HM Revenue and Customs]	“Customer”

	Customer’s Address
	[Ralli Quays, 3 Stanley Street, Salford. M60 9LA]

	Invoice Address
	[B Spur, Barrington Road, Worthing]

	Principal Contact
	Name:  	[Redacted]
Address: [Redacted]
Phone:	[Redacted]
e-mail:	[Redacted]



TO:
	Supplier
	Amberlight Partners Limited	 “Supplier”

	Supplier’s Address
	75 Kenton Street, WC1N 1NN

	Account Manager
	Name:  Redacted
Address: 75 Kenton Street, WC1N 1NN
Phone:	[Redacted]
e-mail:	Redacted



 [PARENT COMPANY
This Call-Off Agreement is conditional upon the provision of a Guarantee to the Customer from the guarantor in respect of the Supplier.]
	[Parent Company
	Amberlight Technology London
	"Guarantor"

	Parent Company Address
	75 Kenton Street, WC1N 1NN

	Account Manager:
	Name:
	[Redacted]

	
	Address:
	75 Kenton Street, WC1N 1NN

	
	Phone:
	Redacted

	
	Email:
	Redacted

	
	Fax:
	[n/a)]



	1. 	TERM

	1.1	Commencement Date
This Call-Off Agreement commences on: [01/04/2017] 
1.2	Expiry Date
This Call-Off Agreement shall expire on:
1.2.1	 the second (2) anniversary of the Commencement Date; 
1.3	Services Requirements
1.3.1 	This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services utilized by Customer may vary from time to time during the course of this Call-Off Agreement, subject always to the terms of the Call-Off Agreement.
1.3.2 	G-Cloud Services 

	1.3.2.1 Lot1 IaaS 
	N/a;

	1.3.2.2 Lot 2 PaaS
	N/a;

	1.3.2.3 Lot 3 SaaS
	N/a and / or

	1.3.2.4 Lot 4 Specialist G-Cloud Services
1.3.2.5 G-Cloud Additional Services [Services].     
	Digital Strategy
User Research
Service Design
Interaction Design
User research participant recruitment
Concept and usability testing
Diary studies
Focus groups
Customer journey mapping
Service blueprint



	2. 	PRINCIPAL LOCATIONS

	2.1 	Principal locations where the services are being performed
HMRC is based in Newcastle, Worthing, London, Manchester, Telford and Shipley where most research is done. We want to focus our recruitment on these geographical areas, but can be flexible and led by user demographic.  




	3. 	STANDARDS 

	3.1 	Quality Standards
User recruitment service to be completed within a full working week (10 working days) from screener sign off. Where recruitment target of 10 days cannot be fulfilled after screener sign off HMRC requires 48 hours’ notice to cancel travel plans etc. 
HMRC requires the supplier to work with the geographical profile of the key user group where this is known and where it is practicable given the participant criteria required to be met
Service to include distribution of incentives for all Amberlight recruitment, except when user is a no show when no incentive will be paid.
When requested HMRC require use of research labs as a supplementary service to user recruitment
HMRC require the supplier to provide users that meet the pre-agreed specification. Where this has not been done, a credit should be made against the fee charged.
· Managing a process to ensure consistent quality across an extended timescale. 
· To take all reasonable actions to ensure that the likelihood a full complement of participants attends each wave of testing wherever possible
· Recruiting specific types of customer and wide range of customers across the programme as a whole 
· Responding to reasonable changes in specification from one wave to the next, and potentially at reasonable short notice. 
· Managing high quality and frequent communication throughout the course of this contract.

3.2 	Technical Standards
· HMRC may require field agents to recruit users for whom English isn’t a first language.
· HMRC aims to recruit 15% of users who have a barrier to using Digital – known as Digitally Excluded Users. 
· 
Specialist will have the following skills. 
· Usability engineering
· Interaction Design 
· Information Architecture 
· Rapid proto typing 
· Visual design 
· Visual thinking   
· Specialists in the User Centred Design process (ISO 9241-219)


	



	4.	ONBOARDING

	4.1 	On-boarding
This call off contract constitutes the agreement. Any Personnel provided to supply services required under this contract shall not have a separate contract. Day rates, base location, deliverables and number of days required for each person shall be agreed between the Senior Responsible Officer (SRO) within HMRC and the Supplier as and when they are required. 
SROs must seek assurance from all Suppliers and other professional service providers (PSPs) not on the HMRC payroll regarding their income tax and NICs obligations
Personnel
a) The Supplier shall ensure that the Personnel fulfil the Roles at all times during the Contract Term. b) The Supplier shall maintain records of Personnel employed under this contract and report on a monthly basis to the Customer; Names, start date, end date, day rate, role, PAYE or Ltd co.   
c) The Customer may identify any further roles and, following agreement to the same by the Supplier and subject to Clause 14.4 (e) the relevant person selected to fill those Key Roles shall be included on the list of Personnel.  
d) The Supplier shall not remove, or replace any Personnel (including when carrying out Exit Management) unless: a. requested to do so by the Customer; b. the person concerned resigns, retires or dies or is on maternity or long-term sick leave; c. the person’s employment or contractual arrangement with the Supplier is terminated for material breach of contract by the employee; or d. the Supplier obtains the Customer’s prior written consent (such consent not to be unreasonably withheld or delayed).  
e) The Supplier shall: a. notify the Customer promptly of the absence of any Personnel (other than for short-term sickness or holidays of 2 weeks or less, in which case the Supplier shall ensure appropriate temporary cover for that Key Role); b. ensure that any Role is not vacant for any longer than 10 Working Days; c. give as much notice as is reasonably practicable of its intention to remove or replace any member of Personnel and, except in the cases of death, unexpected ill health or a material breach of the Personnel’s employment contract, this will mean at least 30 Working Days’ notice; d. ensure that all arrangements for planned changes in Key Personnel provide adequate periods during which incoming and outgoing personnel work together to transfer responsibilities and ensure that such change does not have an adverse impact on the performance of the Services; and  
f) The supplier shall ensure that any new role or replacement for a Role: a. has a level of qualifications and experience appropriate to the relevant Key Role; and b. is fully competent to carry out the tasks assigned to the Personnel whom he or she has replaced; and c. will be, prior to appointment and at the Customers discretion, interviewed by the Customer.   
The supplier shall monitor and report on the performance of all Personnel to assure effective performance in line with their role and successful contribution to Programme delivery. In the event of poor performance, in line with 4.1.3 d), the Customer may request the removal and/or replacement of any Personnel. 
Security Requirements  
All Personnel working on this contract must have Baseline Personnel Security Standard (BPSS) checks satisfactorily completed before joining the account. Personnel required to work in 100 Parliament Street London and the Custom House London will be required to obtain a minimum of Counter Terrorist Check (CTC) clearance. Personnel working on security related initiatives may require Security Check (SC) and (in some cases) Developed Vetting (DV) clearance.   



	5. 	CUSTOMER RESPONSIBILITIES

	5.1 	Customer’s Responsibilities
 The client will provide the supplier with relevant detail regarding the segment of user research participant required for each sprint and the number of participants required.
5.2 	Customer’s equipment
 N/a



	6. 	PAYMENT

	6.1 	Payment profile and method of payment
HMRC’s mandated method of payment is by BACS
Indicate preferred payment profile by selecting one from: 
6.1.1 	[Monthly in arrears]
6.2	 Invoice format
The Supplier shall issue [electronic] invoices [Monthly] in arrears.  The Customer shall pay the Supplier within [thirty (30) calendar days] of receipt of a valid invoice, submitted in accordance with this paragraph 6.2, the payment profile set out in paragraph 6.1 above and the provisions of this Call-Off Agreement.
6.3 IR35 Status determination
The IR35 status of contractors provided for UX Researcher and Designer positions will be determined on a project by project basis.  HMRC will provide the supplier with the determination of the Intermediaries Legislation (often referred to as IR35) status for each role as required. Individual statements of work will be created between the client and the supplier detailing the working practice, deliverables and milestones.  The statement of works must be signed off by both parties prior to the commencement of the project.  




	7. 	DISPUTE RESOLUTION

	7.1	Level of Representative to whom disputes should be escalated to:
1st level Contract Manager – Redacted 
Responsible for the day to day management of the contract

2nd level Senior responsible Owner

7.2 	Mediation Provider
 Centre for Effective Dispute Resolution.



	8.	LIABILITY

	Subject to the provisions of Clause CO 11 ‘Liability’ of the Call–Off Agreement:

	8.1 The annual aggregate liability of either Party for all defaults resulting in direct loss of or damage to the property of the other Party (including technical infrastructure, assets, equipment or IPR but excluding any loss or damage to the Customer Data or Customer Personal Data) under or in connection with this Call–Off Agreement shall in no event exceed [£1 million].   
8.2 The annual aggregate liability for all defaults resulting in direct loss, destruction, corruption, degradation or damage to the Customer Data or the Customer Personal Data or any copy of such Customer Data, caused by the Supplier's default under or in connection with this Call–Off Agreement shall in no event exceed fifty percent (50%)] of the Charges payable by the Customer to the Supplier during the Call–Off Agreement  Period].
 8.3 The annual aggregate liability under this Call–Off Agreement of either Party for all defaults shall in no event exceed the greater of [£100,000]  [or one hundred and twenty five percent (125%) per cent of the Charges payable by the Customer to the Supplier during the Call–Off Agreement  Period.]




	9. 	INSURANCE

	9.1 	Minimum Insurance Period
[Six (6) Years following the expiration or earlier termination of this Call-Off Agreement]
9.2 	To comply with its obligations under this Call-Off Agreement and as a minimum, where requested by the Customer in writing the Supplier shall ensure that:
· professional indemnity insurance is held by the Supplier and by any agent, Sub-Contractor or consultant involved in the supply of the G-Cloud Services and that such professional indemnity insurance has a minimum limit of indemnity of [one million pounds sterling (£1,000,000)] for each individual claim or such higher limit as the Customer may reasonably require (and as required by Law) from time to time;
· employers' liability insurance with a minimum limit of five million pounds sterling (£5,000,000) or such higher minimum limit as required by Law from time to time.




	10. 	TERMINATION

	10.1 	Undisputed Sums Time Period
At least ninety (90) Working Days of the date of the written notice specified in Clause CO-9.4 of the Call-Off Agreement.
10.2 	Termination Without Cause
At least thirty (30) Working Days in accordance with Clause CO-9.2 of the Call-Off Agreement.



	11. 	AUDIT AND ACCESS

	Twelve (12) Months after the expiry of the Call-Off Agreement Period or following termination of this Call-Off Agreement.



	12. PERFORMANCE OF THE SERVICES AND DELIVERABLES

	12.1 Implementation Plan and Milestones (including dates for completion)

	Milestone
	Deliverables
	Duration
	Milestone date
	Customer responsibilities

	User Research Participant Recruitment
	
	For full contract period
	Ideally within 5 days of request
	

	Incentive voucher provision
	Cards charged (and activation confirmed with Customer) within 2 working day’s of receipt of Customer instruction
Supply of additional reward cards inside 10 working days of anticipated need

	For full contract period
	
	Customer to provide card numbers and value to be charged electronically via pre-agreed process. One instruction per day.
Customer to give 20 working days notice for requesting additional cards



	HMRC Digital Capability Build  

	Provide skills & knowledge transfer to Permanent HMRC staff where and when identified   

	Ongoing Multiple to be confirmed on an individual basis as and when individual HMRC staff are identified 

	
	Provide clear direction required to all individuals

	12.2.1 If so required by the Customer, the Supplier shall produce within one (1) Month of the Commencement Date a further version of the Implementation Plan (based on the above plan) in such further detail as the Customer may reasonably require.  The Supplier shall ensure that each version of the Implementation Plan is subject to Customer’s written approval.  The Supplier shall ensure that the Implementation Plan is maintained and updated on a regular basis as may be necessary to reflect the then current state of the implementation transition and/or transformation of the G-Cloud Services.
12.2.2 The Customer shall have the right to require the Supplier to include any reasonable changes or provisions in each version of the Implementation Plan.
12.2.3 The Supplier shall perform its obligations so as to achieve each milestone by the milestone date.
12.2.4 Changes to the milestones shall only be made in accordance with the Variation procedure as set out in Clause CO-21 and provided that the Supplier shall not attempt to postpone any of the milestones using the Variation procedure or otherwise (except in the event of a Customer default which affects the Supplier's ability to achieve a milestone by the relevant milestone date).]

	

	

	

	12.3 Service Levels
A lead time of a full working week (10 working days) to successfully recruit 10 participants.




	13. [COLLABORATION AGREEMENT

	In accordance with Clause CO-20 of this Call-off Agreement, the Customer does not require the Supplier to enter into a Collaboration Agreement. 


	11. [Alternative Clauses (select from Schedule 10: Alternative Clauses)]

1 Payments
1.1 The supplier will apply a strict pass on cost of (Redacted per incentive card fee where this is charged by the card provider.
1.2 The supplier will invoice a fixed monthly admin charge of (Redacted) for administration time + a variable charge of (Redacted)% of the value of cash incentives paid out to participants.
1.3 The rate card which will be applied for user research participant recruitment is Redacted
2 Purchase order mandatory policy
2.1 HMRC operates a mandatory policy whereby official purchase orders will be issued in respect of all purchases made by the department. This ensures that every invoice received can be matched to a purchase order and to the corresponding goods or services received. Purchase orders will normally be issued from HMRC's ERP system or, exceptionally, by any other procedure that has been specifically agreed in writing with HMRC Commercial
Directorate.
2.2 Any orders that are received by means other than those described in above are not authorized or sanctioned by HMRC and should not be processed by suppliers.
2.3 The purchase order mandatory policy applies to HMRC only. 
3 Purchase order references
3.1 Suppliers should ensure that the relevant purchase order reference number is shown on all invoices and other ancillary documentation, such as delivery notes or order acknowledgements. lnvoices must include the HMRC purchase order number for them to be processed efficiently.
3.2 Failure to comply with the above requirement may result in invoices being returned to suppliers or payments delayed.
4 Payment of invoices
4.1 The financial systems used by suppliers must be able to accept payment by the Bankers Automated Clearing Service (BACS).
5 Publicity, Media and Official Enquiries
5.1 The Supplier shall not:
 (a) make any press announcements or publicise this Call-Off Agreement or its contents in any way; or
                (b) use the Customer’s name or brand in any promotion or marketing or announcement of orders;
                Without the prior written consent of the Customer, which shall not be unreasonably withheld or delayed.
5.2     Each Party acknowledges to the other that nothing in this Call-Off Agreement either expressly or by implication constitutes an endorsement of any products or Services of the other Party and each Party agrees not to conduct itself in such a way as to imply or express any such Approval or endorsement.
5.3      Both Parties shall take all reasonable steps to ensure that their servants, employees, agents, sub-contractors, suppliers, professional advisors and consultants comply with clause 5.1.
6 Compliance with Value Added Tax and Other Tax Requirements
6.1 The Supplier shall at all times comply with the Value Added Tax Act 1994 and all other statutes relating to direct or indirect taxes.
6.2 Failure to comply may constitute a material breach of this Call-Off Agreement and the Customer may exercise the rights and provisions conferred by Condition CO-9.6. (Material breach termination) hereof.
 6.3 The Supplier shall provide to the Customer the name and, if applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or Self-Assessment reference of any agent, supplier or sub-contractor of the Supplier prior to the commencement of any work under this Call-Off Agreement by that agent, supplier or sub-contractor.  Upon a reasonable request by the Customer, the Supplier shall not directly assign a specific agent, supplier or sub-contractor as an account representative or dedicated support engineer or similar dedicated service role that Customer requests not be so assigned.
7 Intellectual Property Rights
7.1 All intellectual Property Rights in any guidance, Specifications, instructions, toolkits, plans, data, drawings, databases, patents, patterns, models, designs or other material (the "lP Materials"):
(a) furnished to or made available to the Contractor by or on behalf of the Client shall remain the Property of the Client; and
(b) prepared by or for the Contractor on behalf of the Client for use, or intended use, in relation to the performance by the Contractor of its obligations under the Contract shall belong to the Client; and the Contractor shall not, and shall ensure that the Staff shall not, (except when necessary for the performance of the Contract) without prior Approval, use or disclose any intellectual Property Rights in the lP Materials.
7.2 The Contractor hereby assigns to the Client, with full title guarantee, all intellectual Property Rights which may subsist in the lP Materials prepared in accordance with Clause 7.1(b). This assignment shall take effect on the Commencement Date or as a present assignment of future rights that will take effect immediately on the coming into existence of the intellectual Property Rights produced by the Contactor. The Contractor shall execute all documentation necessary to execute this assignment.
7.3 The Contractor shall execute all documentation necessary to execute the assignment under Clause D8.2. The Contractor shall waive or procure a waiver of any moral rights subsisting in copyright produced by the Contract or the performance of the Contract.
7.4 The Contractor shall not infringe any intellectual Property Rights of any third Party in supplying the Services and the Contractor shall, during and after the Contract Period, indemnify and keep indemnified and hold the Client and the Crown harmless from and against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which the Client or the Crown may suffer or incur as a result of or in connection with any breach of this Clause, except where any such claim arises from:
(a) Items or materials based upon designs supplied by the Client; or (b) the use of data supplied by the Client which is not required to be verified by the Contractor under any provision of the Contract.
7.5 The Client shall notify the Contractor in writing of any claim or demand brought against the Client for infringement or alleged infringement of any intellectual Property Right in materials supplied or licensed by the Contractor.
7.6 The Contractor shall at its own expense conduct all negotiations and any litigation arising in connection with any claim for breach of intellectual Property Rights in materials supplied or licensed by the Contractor.
7.7 lf a claim, demand or action for infringement or alleged infringement of any intellectual Property Right is made in connection with the Contract or in the reasonable opinion of the Contractor is likely to be made, the Contractor shall notify the Client and, at its own expense and subject to the consent of the Client (not to be unreasonably withheld or delayed), use its best endeavours to:
(a) modify any or all of the Goods or Services without reducing the performance or functionality of the same, or substitute alternative Goods or Services of equivalent performance and functionality, so as to avoid the infringement or the alleged infringement, provided that the provisions herein shall apply to such modified Goods or Services or to the substitute Goods or Services; or
(b) procure a licence to use and supply the Goods or Services which are the subject of the alleged infringement on terms which are acceptable to the Client, and in the event that the Contractor is unable to comply with Clauses 7.7(a) or (b) within 20 Working Days of receipt of the Contractor's notification the Client may terminate the Contract with immediate effect by notice in writing.
7.8 The Contractor grants to the Client a royalty-free, irrevocable and non-exclusive licence (with a right to sublicense) to use any intellectual Property Rights that the Contractor owned or developed prior to the Commencement Date and which the Client reasonably requires in order exercise its rights and take the benefit of this Contract including the Goods or Services provided.
Security Policy


Health and Safety Requirements


HMRC Behaviours 

      
HMRC Equality and Diversity Policy 

[bookmark: _MON_1488776203]       





BY SIGNING AND RETURNING THIS ORDER FORM THE SUPPLIER AGREES to enter a legally binding contract with the Customer to provide the G-Cloud Services. The Parties hereby acknowledge and agree that they have read the Call-Off Terms and the Order Form and by signing below agree to be bound by the terms of this Call-Off Agreement.

	For and on behalf of the Supplier:


	Name and Title
	Redacted

	Position
	Redacted

	Signature
	Redacted

	Date
	Redacted



	For and on behalf of the Customer:


	Name and Title
	Redacted

	Position
	Redacted

	Signature
	Redacted

	Date
	Redacted






G-CLOUD SERVICES CALL-OFF TERMS
[INSERT NAME OF CUSTOMER]
- and -
[INSERT NAME OF G-CLOUD SERVICES PROVIDER]
relating to
the provision of G-Cloud Services.



CALL-OFF AGREEMENT TERMS AND CONDITIONS
THIS CONTRACT is made on the [__] day of [__] 20[__] 
BETWEEN 
(1)  [insert name of CUSTOMER] of [insert address] (the “Customer”); and
(2)  [insert name of Supplier], a company registered in [insert country] under company number [insert number] and whose registered office is at [insert address] (the “Supplier”).
IT IS AGREED AS FOLLOWS:
CO-1 OVERRIDING PROVISIONS
CO-1.1	The Supplier agrees to supply the G-Cloud Services and any G-Cloud Additional Services in accordance with the Call-Off Terms, including Supplier’s Terms as identified in Framework Schedule 1 (G-Cloud Services) and incorporated into this Call-Off Agreement. 
CO-1.2	In the event of and only to the extent of any conflict or ambiguity between the Clauses of this Call-Off Agreement, the provisions of the Schedules, any document referred to in the Clauses of this Call-Off Agreement (including Supplier’s Terms) and the Framework Agreement, the conflict shall be resolved in accordance with the following order of precedence:
CO-1.2.1	the Framework Agreement (excluding Framework Schedule 2);
CO-1.2.2	the Clauses of this Call-Off Agreement (excluding Supplier Terms);
CO-1.2.3	the completed Order Form; 
CO-1.2.4	the Collaboration Agreement (Framework Schedule 7);
CO-1.2.5	the Supplier’s Terms as set out in the Framework Schedule 1 (G-Cloud Services); and
CO-1.2.6	any other document referred to in the Clauses of this Call-Off Agreement.
CO-1.3	The Supplier acknowledges and accepts that the order of prevailing provisions in this Call-Off Agreement is as set out in Clause CO-1.2 above. 
CO-2 PREVENTION OF BRIBERY AND CORRUPTION
CO-2.1	If the Supplier breaches 
CO-2.1.1	Clauses FW-22.1 or FW-22.2 of the Framework Agreement; or,
CO-2.1.2	the Bribery Act 2010 in relation to the Framework Agreement 
CO-2.1.3	the Customer may terminate this Call-Off Agreement.  
CO-2.2	The Parties agree that the Management Charge payable in accordance with Clause FW-9 does not constitute an offence under section 1 of the Bribery Act 2010.
CO-3 PROTECTION OF INFORMATION 
CO-3.1	The provisions of this Clause CO-3, shall apply during the Call-Off Agreement Period and for such time as the Supplier holds the Customer Personal Data.
CO-3.2	The Supplier shall and shall procure that Supplier’s Staff comply with any notification requirements under the DPA and both Parties undertake to duly observe all their obligations under the DPA which arise in connection with the Call-Off Agreement. 	
CO-3.3	To the extent that the Supplier is Processing the Order Personal Data the Supplier shall: 
CO-3.3.1	ensure that it has in place appropriate technical and organisational measures to ensure the security of the Order Personal Data (and to guard against unauthorised or unlawful Processing of the Order Personal Data and against accidental loss or destruction of, or damage to, the Order Personal Data; and
CO-3.3.2	provide the Customer with such information as the Customer may reasonably request to satisfy itself that the Supplier is complying with its obligations under the DPA;
CO-3.3.3	promptly notify the Customer of any breach of the security measures to be put in place pursuant to this Clause; and
CO-3.3.4	ensure that it does not knowingly or negligently do or omit to do anything which places the Customer in breach of its obligations under the DPA.
CO-3.4	To the extent that the Supplier Processes Service Personal Data the Supplier shall:
CO-3.4.1	Process Service Personal Data only in accordance with written instructions from the Customer as set out in this Call-Off Agreement;
CO-3.4.2	Process the Service Personal Data only to the extent, and in such manner, as is necessary for the provision of the G-Cloud Services or as is required by Law or any Regulatory Body;
CO-3.4.3	implement appropriate technical and organisational measures to protect Service Personal Data against unauthorised or unlawful Processing and against accidental loss, destruction, damage, alteration or disclosure.  These measures shall be appropriate to the harm which might result from any unauthorised or unlawful Processing, accidental loss, destruction or damage to Service Personal Data and having regard to the nature of the Service Personal Data which is to be protected;
CO-3.4.4	take reasonable steps to ensure the reliability of any Supplier Staff who have access to  Service Personal Data;
CO-3.4.5	ensure that all Supplier Staff required to access  Service Personal Data are informed of the confidential nature of the Service Personal Data and comply with the obligations set out in this Clause;
CO-3.4.6	ensure that none of the Supplier Staff publish, disclose or divulge Customer’s Personal Data to any third party unless necessary for the provision of the G-Cloud Services under the Call-Off Agreement and/or directed in writing to do so by the Customer;
CO-3.4.7	notify the Customer within five (5) Working Days if it receives:
CO-3.4.7.1	a request from a Data Subject to have access to Service Personal Data relating to that person; or
CO-3.4.7.2	a complaint or request relating to the Customer’s obligations under the Data Protection Legislation;
CO-3.4.8	provide the Customer with full cooperation and assistance in relation to any complaint or request made relating to Service Personal Data, including by:
CO-3.4.8.1	providing the Customer with full details of the complaint or request;
CO-3.4.8.2	complying with a data access request within the relevant timescales set out in the Data Protection Legislation and in accordance with the Customer’s instructions;
CO-3.4.8.3	providing the Customer with any Service Personal Data it holds in relation to a Data Subject (within the timescales required by the Customer); and
CO-3.4.8.4	providing the Customer with any information requested by the Data Subject.
CO-3.5	The Supplier shall:
CO-3.5.1	permit the Customer or the Customer’s Representative (subject to the reasonable and appropriate confidentiality undertakings), to inspect and audit the Supplier's data Processing activities (and/or those of its agents, subsidiaries and Sub-Contractors) or provide to the Customer an independent third party inspection and audit certificate in lieu of the same (unless otherwise agreed between the Parties, the option of providing a certificate in lieu shall not be available at IL3 and above) and shall comply with all reasonable requests or directions by the Customer to enable the Customer to verify and/or procure that the Supplier is in full compliance with its obligations under this Call-Off Agreement; and/or
CO-3.5.2	subject to Clause CO-3.6 agree to an appointment of an independent auditor selected by the Supplier to undertake the activities in Clause CO-3.5.1 provided such selection is acceptable to the Customer or Customer Representative (subject to such independent auditor complying with the reasonable and appropriate confidentiality undertakings).
CO-3.6	The Supplier Shall:
CO-3.6.1	obtain prior written consent from the Customer in order to transfer Customer Personal Data to any other person (including for the avoidance of doubt any Sub-Contractors) for the provision of the G-Cloud Services;
CO-3.6.2	not cause or permit to be Processed, stored, accessed or otherwise transferred outside the EEA any Customer Personal Data supplied to it by the Customer without the prior written consent of the Customer. Where the Customer consents to such Processing, storing, accessing or transfer outside the European Economic Area the Supplier shall:
CO-3.6.3	comply with the obligations of a Data Controller under the Eighth Data Protection Principle set out in Schedule 1 of the Data Protection Act 1998 by providing an adequate level of protection to any Personal Data that is so processed, stored, accessed or transferred; 
CO-3.6.4	comply with any reasonable instructions notified to it by the Customer and either:
CO-3.6.5	incorporate standard and/or model clauses (which are approved by the European Commission as offering adequate safeguards under the Data Protection Legislation) or warrant that that the obligations set out in the Supplier Terms provide Adequate protection for Personal Data.
CO-3.7	The Supplier shall not perform its obligations under this Call-Off Agreement in such a way as to cause the Customer to breach any of its applicable obligations under the Data Protection Legislation. 
CO-3.8	The Supplier acknowledges that, in the event that it breaches (or attempts or threatens to breach) its obligations relating to Customer Personal Data that the Customer may be irreparably harmed (including harm to its reputation).  In such circumstances, the Customer may proceed directly to court and seek injunctive or other equitable relief to remedy or prevent any further breach (or attempted or threatened breach).
CO-4 CONFIDENTIALITY 
CO-4.1	Except to the extent set out in this Clause or where disclosure is expressly permitted elsewhere in this Call-Off Agreement, each Party shall:
CO-4.1.1	treat the other Party’s Confidential Information as confidential and safeguard it accordingly; and
CO-4.1.2	not disclose any Confidential Information belonging to the other Party to any other person without the prior written consent of the other Party, except to such persons and to such extent as may be necessary for the performance of this Call-Off Agreement. 
CO-4.2	The Supplier may only disclose the Customer's Confidential Information to the Supplier Staff who are directly involved in the provision of the G-Cloud Services and who need to know the information, and shall ensure that such Supplier Staff are aware of and shall comply with these obligations as to confidentiality.
CO-4.3	The Supplier shall not, and shall procure that the Supplier Staff do not, use any of the Customer's Confidential Information received otherwise than for the purposes of this Call-Off Agreement.
CO-4.4	The provisions of Clauses CO-4.1 shall not apply to the extent that:
CO-4.4.1	such disclosure is a requirement of Law placed upon the Party making the disclosure, including any requirements for disclosure under Clause CO-7 (Transparency) and the FOIA, the Ministry of Justice Code or the Environmental Information Regulations pursuant to Clause CO-6 (Freedom of Information);
CO-4.4.2	such information was in the possession of the Party making the disclosure without obligation of confidentiality prior to its disclosure by the information owner; 
CO-4.4.3	such information was obtained from a third party without obligation of confidentiality;
CO-4.4.4	such information was already in the public domain at the time of disclosure otherwise than by a breach of this Call-Off Agreement; or
CO-4.4.5	it is independently developed without access to the other Party's Confidential Information.
CO-4.5	Nothing in this Call-Off Agreement shall prevent the Customer from disclosing the Supplier's Confidential Information (including the Management Information obtained under Clause FW-8 (Provision of Management Information) of the Framework Agreement):
CO-4.5.1	for the purpose of the examination and certification of the Customer’s accounts; 
CO-4.5.2	for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Customer has used its resources; 
CO-4.5.3	to any Crown body or any Other Contracting Body. All Crown bodies or Contracting Bodies receiving such Supplier's Confidential Information shall be entitled to further disclose the Supplier's Confidential Information to other Crown bodies or Other Contracting Bodies on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown body or any Contracting Body; or 
CO-4.5.4	to any consultant, contractor or other person engaged by the Customer (on the basis that the information shall be held by such consultant, contractor or other person in confidence and is not to be disclosed to any third party) or any person conducting a Cabinet Office or ERG Gateway review or any additional assurance programme.
CO-4.6	In the event that the Supplier fails to comply with Clauses CO-4.1 to Clause CO-4.4, the Customer reserves the right to terminate this Call-Off Agreement with immediate effect by notice in writing.
CO-4.7	In order to ensure that no unauthorised person gains access to any Confidential Information or any data obtained in performance of this Call-Off Agreement, the Supplier undertakes to maintain adequate security arrangements that meet the requirements of Good Industry Practice.  
CO-4.8	The Supplier will immediately notify the Customer of any breach of security in relation to Customer Confidential Information obtained in the performance of this Call-Off Agreement and will keep a record of such breaches. The Supplier will use its best endeavours to recover such Customer Confidential Information however it may be recorded. This obligation is in addition to the Supplier's obligations under Clauses CO-4.1 to Clause CO-4.4. The Supplier will co-operate with the Customer in any investigation that the Customer considers necessary to undertake as a result of any breach of security in relation to Customer Confidential Information. 
CO-4.9	Subject always to Clause CO-11.4 the Supplier shall, at all times during and after the Call-Off Agreement Period, indemnify the Customer and keep the Customer fully indemnified against all losses, damages, costs or expenses and other liabilities (including legal fees) incurred by, awarded against the Customer arising from any breach of the Supplier's obligations under the DPA or this Clause CO-4 (Confidentiality) except and to the extent that such liabilities have resulted directly from the Customer's instructions.
CO-5 CUSTOMER DATA
CO-5.1	The Supplier shall not delete or remove any proprietary notices contained within or relating to the Customer Data.
CO-5.2	The Supplier shall not store, copy, disclose, or use the Customer Data except as necessary for the performance by the Supplier of its obligations under this Call-Off Agreement or as otherwise expressly approved by the Customer.
CO-5.3	The Supplier shall ensure that any system on which the Supplier holds any Customer Data, including back-up data, is a secure system that complies with the Supplier security policy. 

STATUTORY OBLIGATIONS AND REGULATIONS
CO-6 FREEDOM OF INFORMATION
CO-6.1	The Supplier acknowledges that the Customer is subject to the requirements of the FOIA and the Environmental Information Regulations and shall assist and co-operate with the Customer to enable the Customer to comply with its Information disclosure obligations.
CO-6.2	The Supplier shall:
CO-6.2.1	transfer to the Customer all Requests for Information that it receives as soon as practicable and in any event within two (2) Working Days of receiving a Request for Information;
CO-6.2.2	provide the Customer with a copy of all Information, relating to a Request for Information, in its possession or control, in the form that the Customer requires within five (5) Working Days (or such other period as the Customer may specify) of the Customer's request; and 
CO-6.2.3	provide all necessary assistance as reasonably requested by the Customer to enable the Customer to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations.
CO-6.3	The Customer shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Call-Off Agreement or any other agreement whether the Commercially Sensitive Information and/or any other Information (including Supplier’s Confidential Information) is exempt from disclosure in accordance with the provisions of the FOIA or the Environmental Information Regulations.
CO-6.4	In no event shall the Supplier respond directly to a Request for Information unless authorised in writing to do so by the Customer.
CO-6.5	The Supplier acknowledges that the Customer may, acting in accordance with the Ministry of Justice Code, be obliged under the FOIA, or the Environmental Information Regulations to disclose Information concerning the Supplier or the G-Cloud Services:
CO-6.5.1	in certain circumstances without consulting the Supplier; or 
CO-6.5.2	following consultation with the Supplier and having taken its views into account; 
provided always that where Clause CO-6.5.1 applies the Customer shall, in accordance with any recommendations of the Ministry of Justice Code, take reasonable steps, where appropriate, to give the Supplier advanced notice, or failing that, to draw the disclosure to the Supplier's attention after any such disclosure.
CO-6.5.3	The Supplier acknowledges that the description of information as Commercially Sensitive Information in Framework Schedule 6 (Interpretations and Definitions) is of an indicative nature only and that the Customer may be obliged to disclose it in accordance with this Clause CO-6.
CO-7 TRANSPARENCY
CO-7.1	The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Call-Off Agreement is not Confidential Information.  The Customer shall be responsible for determining in its absolute discretion whether any of the content of this Call-Off Agreement is exempt from disclosure in accordance with the provisions of the FOIA.
CO-7.2	Notwithstanding any other term of this Call-Off Agreement, the Supplier hereby gives its consent for the Customer to publish this Call-Off Agreement in its entirety (but with any information which is exempt from disclosure in accordance with the provisions of the FOIA redacted), including from time to time agreed changes to this Call-Off Agreement, to the general public.  
CO-7.3	The Customer may consult with the Supplier to inform its decision regarding any redactions but the Customer shall have the final decision in its absolute discretion.  
CO-7.4	The Supplier shall assist and cooperate with the Customer to enable the Customer to publish this Call-Off Agreement.
CO-8 OFFICIAL SECRETS ACTS
CO-8.1	The Supplier shall comply with and shall ensure that the Supplier Staff comply with, the provisions of:
CO-8.1.1	the Official Secrets Act 1911 to 1989; and 
CO-8.1.2	Section 182 of the Finance Act 1989.
CO-8.2	In the event that the Supplier or the Supplier Staff fails to comply with this Clause, the Customer reserves the right to terminate this Call-Off Agreement with immediate effect by giving notice in writing to the Supplier.
CO-9 TERM AND TERMINATION
CO-9.1	This Call-Off Agreement shall take effect on the Effective Date and shall expire on:
CO-9.1.1	the date specified in paragraph 1.2 of the Order Form; or 
CO-9.1.2	twenty four (24) Months after the Effective Date, whichever is the earlier, unless terminated earlier pursuant to this Clause CO-9.
CO-9.2	Termination without Cause 
CO-9.2.1	The Customer shall have the right to terminate this Call-Off Agreement at any time by giving the length of written notice to the Supplier as set out in paragraph 10.2 of the Order Form.
CO-9.3	Termination on Change of Control
CO-9.3.1	The Supplier shall notify the Customer immediately if the Supplier undergoes a change of control within the meaning of Section 450 of the Corporation Tax Act 2010 ("Change of Control") and provided this does not contravene any Law shall notify the Customer immediately in writing of any circumstances suggesting that a Change of Control is planned or in contemplation.  The Customer may terminate the Call-Off Agreement by notice in writing with immediate effect within six (6) Months of:
CO-9.3.1.1	being notified in writing that a Change of Control has occurred or is planned or in contemplation; or
CO-9.2.1.2	where no notification has been made, the date that the Customer becomes aware of the Change of Control, 
but shall not be permitted to terminate where a written approval was granted prior to the Change of Control. 
CO-9.3.2	For the purposes of Clause CO-9.3.1, any transfer of shares or of any interest in shares by its affiliate company where such transfer forms part of a bona fide reorganisation or restructuring shall be disregarded.
CO-9.4	Termination by Supplier
CO-9.4.1 If the Customer fails to pay the Supplier undisputed sums of money when due, the Supplier shall notify the Customer in writing of such failure to pay and allow the Customer five (5) calendar days to settle undisputed invoice.  If the Customer fails to pay such undisputed sums within allotted additional 5 calendar days, the Supplier may terminate this Call-Off Agreement subject to giving the length of notice as specified in  paragraph 10.1 of the Order Form. 
CO-9.5	Termination on Insolvency
CO-9.5.1	The Customer may terminate this Call-Off Agreement with immediate effect by notice in writing where the Supplier:
CO-9.5.1.1	being an individual, or where the Supplier is a firm, any partner or partners in that firm who together are able to exercise direct or indirect control, as defined by Section 416 of the Income and Corporation Taxes Act 1988, and:
CO-9.5.1.2	shall at any time become bankrupt or shall have a receiving order or administration order made against him or shall make any composition or arrangement with or for the benefit of his creditors, or shall make any conveyance or assignment for the benefit of his creditors, or shall purport so to do, or appears unable to pay or to have no reasonable prospect of being able to pay a debt within the meaning of Section 268 of the Insolvency Act 1986, or any similar event occurs under the law of any other jurisdiction; or
CO-9.5.1.3	a creditor or encumbrancer attaches or takes possession of, or a distress, execution, sequestration or other such process is levied or enforced on or sued against, the whole or any part of the Supplier's assets and such attachment or process is not discharged within fourteen (14) calendar days; or
CO-9.5.1.4	he dies or is adjudged incapable of managing his affairs within the meaning of Part VII of the Mental Health Act 1983; or
CO-9.5.1.5	the Supplier suspends or ceases, or threatens to suspend or cease, to carry on all or a substantial part of his business.
CO-9.5.2	being a company, passes a resolution, or the Court makes an order that the Supplier or its Parent Company be wound up otherwise than for the purpose of a bona fide reconstruction or amalgamation, or a receiver, manager or administrator on behalf of a creditor is appointed in respect of the business or any part thereof of the Supplier or its Parent Company (or an application for the appointment of an administrator is made or notice to appoint an administrator is given in relation to the Supplier or its Parent Company), or circumstances arise which entitle the Court or a creditor to appoint a receiver, manager or administrator or which entitle the Court otherwise than for the purpose of a bona fide reconstruction or amalgamation to make a winding-up order, or the Supplier or its Parent Company is unable to pay its debts within the meaning of Section 123 of the Insolvency Act 1986 (except where the claim is made under Section 123(1)(a) and is for an amount of less than ten thousand pounds (£10,000)) or any similar event occurs under the law of any other jurisdiction.
CO-9.6	Termination on Material Breach
CO-9.6.1	The Customer may terminate this Call-Off Agreement with immediate effect by giving written notice to the Supplier if the Supplier commits a Material Breach of any obligation under this Call-Off Agreement and if:
CO-9.6.1.1	the Supplier has not remedied the Material Breach within thirty (30) Working Days (or such other longer period as may be specified by the Customer) of written notice to the Supplier specifying the Material Breach and requiring its remedy; or
CO-9.6.1.2	the Material Breach is not, in the opinion of the Customer capable of remedy.
CO-9.7	Termination for repeated Default
CO-9.7.1	If there are two or more Defaults (of a similar nature) that will be deemed a breach for Material Breach.  Where the Customer considers that the Supplier has committed a repeated Default in relation to this Call-Off Agreement or any part thereof (including any part of the G-Cloud Services) and believes that the Default is remediable, then the Customer shall be entitled to serve a notice on the Supplier:
CO-9.7.1.1	specifying that it is a formal warning notice;
CO-9.7.1.2	giving reasonable details of the breach; and
CO-9.7.1.3	stating that such breach is a breach which, if it recurs or continues, may result in a termination of this Call-Off Agreement or that part of the G-Cloud Services affected by such breach.
CO-9.7.2	If, thirty (30) Working Days after service of a formal warning notice as described in Clause CO-9.7, the Supplier has failed to demonstrate to the satisfaction of the Customer that the breach specified has not continued or recurred and that the Supplier has put in place measures to ensure that such breach does not recur, then the Customer may deem such failure to be a Material Breach not capable of remedy for the purposes of Clause CO-9.6.1.2.
CO-9.8	The termination (howsoever arising) or expiry of this Call-Off Agreement pursuant to this Clause 9 shall be without prejudice to any rights of either the Customer or the Supplier that shall have accrued before the date of such termination or expiry.
CO-9.9	Save as aforesaid, the Supplier shall not be entitled to any payment from the Customer after the termination (howsoever arising) or expiry of this Call-Off Agreement.
CO-10 CONSEQUENCES OF SUSPENSION, TERMINATION AND EXPIRY
CO-10.1	Where a Customer has the right to terminate a Call-Off Agreement, it may elect to suspend this Call-Off Agreement and its performance.  
CO-10.2	Notwithstanding the service of a notice to terminate this Call-Off Agreement or any part thereof, the Supplier shall continue to provide the Ordered G-Cloud Services until the date of expiry or termination (howsoever arising) of this Call-Off Agreement (or any part thereof) or such other date as required under this Clause CO-10. 
CO-10.3	Within ten (10) Working Days of the earlier of the date of expiry or termination (howsoever arising) of this Call-Off Agreement, the Supplier shall return (or make available) to the Customer:
CO-10.3.1	any data (including (if any) Customer Data), Customer Personal Data and Customer Confidential Information in the Supplier’s possession, power or control, either in its then current format or in a format nominated by the Customer (in which event the Customer will reimburse the Supplier’s pre-agreed and reasonable data conversion expenses), together with all training manuals, access keys and other related documentation, and any other information and all copies thereof owned by the Customer, save that it may keep one copy of any such data or information for a period of up to twelve (12) Months to comply with its obligations under the Framework Schedule FW-5, or such period as is necessary for such compliance (after which time the data must be deleted); and
CO-10.3.2	any sums prepaid in respect of Ordered G-Cloud Services not provided by the date of expiry or termination (howsoever arising) of this Call-Off Agreement.
CO-10.4	The Customer and the Supplier shall comply with the exit and service transfer arrangements as per the Supplier’s terms and conditions identified in Framework Schedule 1 (G-Cloud Services).
CO-10.5	Subject to Clause CO-11 (Liability), where the Customer terminates this Call-Off Agreement under Clause CO-9.2 (Termination without Cause), the Customer shall indemnify the Supplier against any reasonable and proven commitments, liabilities or expenditure which would otherwise represent an unavoidable loss by the Supplier by reason of the termination of this Call-Off Agreement, provided that the Supplier takes all reasonable steps to mitigate such loss.  Where the Supplier holds insurance, the Supplier shall reduce its unavoidable costs by any insurance sums available.  The Supplier shall submit a fully itemised and costed list of such loss, with supporting evidence, of losses reasonably and actually incurred by the Supplier as a result of termination under Clause CO-9.2 (Termination without Cause). 
CO-11 LIABILITY
CO-11.1	Nothing in this Clause CO-11 shall affect a Party’s general duty to mitigate its loss.
CO-11.2	Nothing in this Call-Off Agreement shall be construed to limit or exclude either Party's liability for:
CO-11.2.1	death or personal injury caused by its negligence or that of its staff;
CO-11.2.2	bribery, Fraud or fraudulent misrepresentation by it or that of its staff;
CO-11.2.3	any breach of any obligations implied by Section 2 of the Supply of Goods and Services Act 1982; or
CO-11.2.4.any other matter which, by Law, may not be excluded or limited.
CO-11.3	Nothing in this Call-Off Agreement shall impose any liability on the Customer in respect of any liability incurred by the Supplier to any other person, but this shall not be taken to exclude or limit any liability of the Customer to the Supplier that may arise by virtue of either a breach of the Call-Off Agreement or by negligence on the part of the Customer, or the Customer's employees, servants or agents.
CO-11.4	Subject always to Clause CO-11.2, the aggregate liability of either Party under or in connection with each Year of this Call-Off Agreement (whether expressed as an indemnity or otherwise):
CO-11.4.1	for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to the Customer Personal Data or Customer Data ) of the other Party, shall be subject to the financial limits set out in paragraph 8.1 of the Order Form; 
CO-11.4.2	and in respect of all other defaults, claims, losses or damages, whether arising from breach of contract, misrepresentation (whether tortuous or statutory), tort (including negligence), breach of statutory duty or otherwise shall not exceed a sum equivalent to the financial limit set out in paragraph 8.3 of the Order Form .
CO-11.5	Subject always to Clause CO-11.4 the Customer shall have the right to recover as a direct loss:
CO-11.5.1	any additional operational and/or administrative expenses arising from the Supplier's Default;
CO-11.5.2	any wasted expenditure or charges rendered unnecessary and/or incurred by the Customer arising from the Supplier's Default; and
CO-11.5.3	any losses, costs, damages, expenses or other liabilities suffered or incurred by the Customer which arise out of or in connection with the loss of, corruption or damage to or failure to deliver Customer Data by the Supplier. 
CO-11.6	The Supplier shall not be responsible for any injury, loss, damage, cost or expense if and to the extent that it is caused by the negligence or wilful misconduct of the Customer or by breach by the Customer of its obligations under the Call-Off Agreement. 
CO-11.7	Subject to Clauses CO-11.2 and Clause CO-11.5, in no event shall either Party be liable to the other for any: 
CO-11.7.1	loss of profits;
CO-11.7.2	loss of business; 
CO-11.7.3	loss of revenue; 
CO-11.7.4	loss of or damage to goodwill;
CO-11.7.5	loss of savings (whether anticipated or otherwise); and/or
CO-11.7.6	any indirect, special or consequential loss or damage.
CO-11.8 The annual aggregate liability for all defaults resulting in direct loss, destruction, corruption, degradation or damage to the Customer Data or the Customer Personal Data or any copy of such Customer Data, caused by the Supplier's default under or in connection with this Call–Off Agreement shall be subject to the financial limits set out in paragraph 8.2 of the Order Form. 

CO-12 INSURANCE
CO-12.1	The Supplier shall effect and maintain with a reputable insurance company a policy or policies of insurance providing an adequate level of cover in respect of all risks which may be incurred by the Supplier, arising out of the Supplier's performance of its obligations under this Call-Off Agreement, including death or personal injury, loss of or damage to property or any other loss (including the insurance policies specified in the relevant paragraph of the Order Form).  Such policies shall include cover in respect of any financial loss arising from any advice given or omitted to be given by the Supplier.  Such insurance shall be maintained for the Call-Off Agreement Period and for the minimum insurance period as set out in paragraph 9 of the Order Form.  
CO-12.2	The provisions of any insurance or the amount of cover shall not relieve the Supplier of any liabilities under this Call-Off Agreement.  
CO-13 PAYMENT, VAT AND CALL-OFF AGREEMENT CHARGES
CO-13.1	In consideration of the Supplier's performance of its obligations under this Call-Off Agreement, the Customer shall pay the Charges in accordance with the Clause CO-13.2 to CO-13.8.
CO-13.2	The Customer shall pay all sums properly due and payable to the Supplier in cleared funds within the time period specified in paragraph 6 of the Order Form.  
CO-13.3	The Supplier shall ensure that each invoice contains all appropriate references and a detailed breakdown of the G-Cloud Services supplied and that it is supported by any other documentation reasonably required by the Customer to substantiate the invoice.  
CO-13.4	Where the Supplier enters into a Sub-Contract it shall ensure that a provision is included in such Sub-Contract which requires payment to be made of all sums due by the Supplier to the Sub-Contractor within a specified period not exceeding thirty (30) calendar days from the receipt of a validly issued invoice, in accordance with the terms of the Sub-Contract. 
CO-13.5	The Supplier shall add VAT to the Charges at the prevailing rate as applicable. 
CO-13.6	The Supplier shall fully indemnify the Customer on demand and keep the Customer fully indemnified on a continuing basis against any liability, including without limitation against any interest, penalties or costs, which are suffered or incurred by or levied, demanded or assessed on the Customer at any time in respect of the Supplier's failure to account for or to pay any VAT relating to payments made to the Supplier under this Call-Off Agreement.  Any amounts due under this Clause CO-13.6 shall be paid by the Supplier to the Customer not less than five (5) Working Days before the date upon which the tax or other liability is payable by the Customer.  
CO-13.7 The Supplier shall not suspend the supply of the G-Cloud Services unless the Supplier is entitled to terminate this Call-Off Agreement under Clause CO-9.4 for Customer’s failure to pay undisputed sums of money.  Interest shall be payable by the Customer on the late payment of any undisputed sums of money properly invoiced in accordance with the Late Payment of Commercial Debts (Interest) Act 1998 (as amended from time to time). 
CO-13.8 In the event of a disputed invoice, the Customer shall make payment in respect of any undisputed amount in accordance with the provisions of Clause CO-13 of this Call-Off Agreement and return the invoice to the Supplier within ten (10) Working Days of receipt with a covering statement proposing amendments to the invoice and/or the reason for any non-payment.  The Supplier shall respond within ten (10) Working Days of receipt of the returned invoice stating whether or not the Supplier accepts the Customer’s proposed amendments.  If it does then the Supplier shall supply with the response a replacement valid invoice.  
CO-13.9 The Supplier shall accept the Government Procurement Card as a means of payment for the G-Cloud Services where such card is agreed with the Customer to be a suitable means of payment.  The Supplier shall be solely liable to pay any merchant fee levied for using the Government Procurement Card and shall not be entitled to recover this charge from the Customer.
CO-14 GUARANTEE
CO-14.1	Where the Customer has specified in the Order Form that this Call-Off Agreement shall be conditional upon receipt of a Guarantee from the guarantor, the Supplier shall deliver to the Customer an executed Guarantee from the guarantor, on or prior to the Commencement Date; and deliver to the Customer a certified copy of the passed resolution and/or board minutes of the guarantor approving the execution of the Guarantee.
CO-15 FORCE MAJEURE
CO-15.1	Neither Party shall be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Call-Off Agreement to the extent that such delay or failure is a result of Force Majeure.
CO-15.2	Notwithstanding Clause CO-15.1, each Party shall use all reasonable endeavours to continue to perform its obligations under the Call-Off Agreement for the duration of such Force Majeure.  However, if such Force Majeure prevents either Party from performing its material obligations under this Call-Off Agreement for a period in excess of one hundred and twenty (120) calendar days, either Party may terminate this Call-Off Agreement with immediate effect by notice in writing to the other Party.
CO-16 TRANSFER AND SUB-CONTRACTING
CO-16.1	The Supplier shall not assign, novate, sub-contract or in any other way dispose of this Call-Off Agreement or any part of it without the Customer’s prior written approval which shall not be unreasonably withheld or delayed. Sub-Contracting any part of this Call-Off Agreement shall not relieve the Supplier of any obligation or duty attributable to the Supplier under this Call-Off Agreement.
CO-16.2	The Supplier shall be responsible for the acts and omissions of its Sub-Contractors as though they are its own.
CO-16.3	The Customer may assign, novate or otherwise dispose of its rights and obligations under the Call-Off Agreement or any part thereof to:
CO-16.3.1	any other body established by the Crown or under statute in order substantially to perform any of the functions that had previously been performed by the Customer; or 
CO-16.3.2	any private sector body which substantially performs the functions of the Customer 
provided that any such assignment, novation or other disposal shall not increase the burden of the Supplier’s obligations under the Call-Off Agreement. 
CO-17 THE CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999
CO-17.1	A person who is not party to this Call-Off Agreement has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Call-Off Agreement but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act. 
CO-18 LAW & JURISDICTION 
CO-18.1	This Call-Off Agreement and/or any non-contractual obligations or matters arising out of or in connection with it, shall be governed by and construed in accordance with the Laws of England and Wales and without prejudice to the dispute resolution procedures set out in Clause FW-14 or CO-22 (Dispute Resolution) each Party agrees to submit to the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted within England and Wales.
CO-19 ADDITIONAL G-CLOUD SERVICES
CO-19.1 The Customer may require the Supplier to provide the Additional G-Cloud Services. The Supplier acknowledges that the Customer is not obliged to take any Additional G-Cloud Services from the Supplier and that there is nothing preventing the Customer from receiving services that are the same as or similar to the Additional G-Cloud Services from any third party.
CO-19.2 The Supplier shall provide Additional G-Cloud Services in accordance with any relevant Implementation Plan(s) and the Supplier shall monitor the performance of such Additional G-Cloud Services against the Implementation Plan(s).
CO-20 [COLLABORATION AGREEMENT
CO-20.1 	Where the Customer has specified in paragraph 13 of the Order Form that the Customer requires the Supplier to enter into a Collaboration Agreement, [the Supplier shall deliver to the Customer an executed Collaboration Agreement [Collaboration Agreement must be executed between the Parties] , on or prior to the Commencement Date]. 
CO-20.2 In addition to its obligations under any Collaboration Agreement, the Supplier shall:
CO-20.2.1 work pro-actively with each of the Customer’s contractors in a spirit of trust and mutual confidence; 
CO-20.2.2 in addition to its obligations under the Collaboration Agreement the Supplier shall cooperate with the Customer’s contractors of other services to enable the efficient operation of the ICT services; and
CO-20.2.3 assist in sharing information with the Customer’s contractors for the purposes of facilitating adequate provision of the G-Cloud Services and/or Additional G-Cloud Services.
CO-21 VARIATION PROCEDURE
CO-21.1 The Customer may request in writing a variation to this Call-Off Agreement provided that such variation does not amount to a material change of the Framework Agreement and/or this Call-Off Agreement and is within the meaning of the Regulations and the Law. Such a change once implemented is hereinafter called a "Variation".
CO-21.2 The Supplier shall notify the Customer immediately in writing of any changes proposed or in contemplation in relation to G-Cloud Services or their delivery by submitting Variation request. For the avoidance of doubt such changes would include any changes within the Supplier’s supply chain.
CO-21.3 In the event that:
(a)	Either Party is unable to agree (agreement shall not be unreasonably withheld or delayed)  to or provide the Variation; 
(b)	the Customer may:
(i) agree to continue to perform its obligations under this Call-Off Agreement without the Variation; or
(ii) terminate this Call-Off Agreement by giving thirty (30) written days notice to the Supplier.

CO-22 DISPUTE RESOLUTION
CO-22.1	The Customer and the Supplier shall attempt in good faith to negotiate a settlement of any dispute between them arising out of or in connection with this Call-Off Agreement within twenty (20) Working Days of either Party notifying the other of the dispute and such efforts shall involve the escalation of the dispute to the Customer Representative and the Supplier Representative.
CO-22.2	If the dispute cannot be resolved by the Parties pursuant to this Clause, the Parties shall refer it to mediation unless the Customer considers that the dispute is not suitable for resolution by mediation.  
CO-22.3	If the dispute cannot be resolved by mediation the Parties may refer it to arbitration. 
CO-22.4	The obligations of the Parties under this Call-Off Agreement shall not be suspended, cease or be delayed by the reference of a dispute to mediation or arbitration pursuant to this Clause and the Supplier and Supplier’s Staff shall continue to comply fully with the requirements of this Call-Off Agreement at all times.
	UNCLASSIFIED	Page 21
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H&S in HMRC: Policy statement


Overview


The Commissioners for Revenue & Customs have collective responsibility for health and safety which is an important priority for HMRC. We believe that the principal responsibility for preventing accidents and occupational ill health rests with all managers. We expect staff to share responsibility with them by exercising reasonable care and by supporting their efforts to deliver this policy. We will so far as is reasonably practicable ensure the health and safety of our staff and others who may be affected by our activities. 


Managers and staff have a strong mutual interest to foster co-operation and trust to achieve this aim. To this end we will:


· ensure that Directors give proper priority to health and safety and that managers identify and control health and safety risks 


· engage and consult with staff and their union accredited health and safety representatives on matters affecting their health and safety 


· provide and maintain safe and healthy working conditions and practices, safe plant and equipment and ensure safe handling and use of substances, and make reasonable adjustments in the workplace to support disabled employees 


· ensure all employees are competent to do their work safely and provide them with adequate training information and instruction 


· provide access to competent specialist health and safety advice help staff and managers meet their responsibilities and promote good health 


· monitor health and safety performance to ensure that risks are properly controlled and seek continuous improvement 


· review and revise this policy and arrangements to ensure they continue to be suitable, consistent with good management practice and the requirements of corporate governance. 


The Health and safety organisational arrangements and supporting H&S guidance published on the intranet set out in detail how we can all contribute to and meet these commitments.


H&S in HMRC: Organisational arrangements and responsibilities


This provides guidance on organisation, arrangements and responsibilities. 


HMRC aims to ensure, as far as is reasonably practicable, the health, safety and welfare of all staff, as well as the health and safety of those who may be affected by our activities. The written statement, signed by the Chief Executive Officer (CEO), is a summary of the Departments arrangements for health and safety and the legal responsibilities of Directors, managers and staff. This guidance provides managers and staff with further detail about those legal responsibilities and HMRC's arrangements for meeting them. It includes the arrangements for access to support and competent advice.


Introduction


This guidance explains the framework for managing Health and Safety (H&S) in HMRC. It sets out the organisation, arrangements and responsibilities for H&S. 


HMRC's organisation and arrangements for Health and Safety follow the model recommended by the Health & Safety Executive (HSE) of:


Policy and Guidance 


· Organising 


· Control 


· Key Responsibilities 


· Co-operation 


· Competence, Communication, Training & Information 


· Contact with Enforcement Agencies 


· Planning and implementing risk control 


· Measuring performance 


· Auditing and Reviewing performance. 


Policy and guidance


The written statement is supplemented by additional guidance on particular H&S topics and the arrangements for managing them in HMRC. This information can be accessed via the information provided in guidance for Health and safety.


Further H&S guidance is being developed and will be published following consultation with Directorates and the TUS. Where HMRC guidance on a particular area of H&S has not yet been published former C&E and former IR guidance remains extant.


Directorates will publish a statement of their own arrangements for managing H&S. That information must: 


· avoid duplication or inconsistency with these arrangements and centrally published guidance 


· reflect the work of the Directorate, the specific hazards relating to their activities, and their arrangements for controlling H&S risks. 


Organising


Control - The fundamental principle for managing health and safety in HMRC:


· Managers have prime responsibility for the health and safety of their staff and others who may be affected by the activities of their work area. 


· Guidance, training and specialist advice (from the Occupational Health, Safety and Wellbeing Team) is available to help them. 


· The tiers of responsibility set out below outline some of the key tasks for Directors, managers and staff. The balance of responsibilities between business risks and building-related risks is set out in planning and implementing risk control (see policy - risk assessment and control). 


Key responsibilities


ExCom: 


· have collective responsibility for health and safety in HMRC 


· will ensure health and safety risks are managed as part of corporate governance requirements 


· will be kept informed of relevant health and safety risk management issues. 


· The Director with responsibility for Health and Safety is the Chief People Officer (CPO). 


The CPO will:


· advise ExCom and Board level Committees on HMRC health and safety management and performance 


· seek assurance that appropriate health and safety arrangements are in place and functioning effectively. 


Directors will:


· document and publicise the arrangements for health and safety in their Directorate 


· ensure that health and safety is considered as part of business planning 


· lead by example and encourage commitment to health and safety from their managers and staff 


· provide adequate resources to deliver health and safety arrangements, including staff to act in particular roles, for example, Incident Control officers, Incident Marshalls, first-aiders, DSE Assessors 


· provide assurance to the Health and Safety Joint Consultative Committee (HSJCC). 


· Guidance for directors is available (see Directors health and safety responsibilities). This provides more detailed advice on how these responsibilities can be met.


Senior managers (Grades 6/7) will:


· demonstrate a visible interest in health and safety issues, and represent the business at H&S committees as appropriate 


· promote compliance with accident and occupational ill-health reporting and investigation, in order to improve health and safety performance 


· seek assurance from their SO managers that risk assessments are in place and safe systems of work are complied with. 


Senior Officer (SO) Managers will:


· be responsible for managing health and safety within their area of responsibility and ensure staff are aware of fire and emergency procedures 


· ensure the completion and review of risk assessment Risk assessment and control communicating the contents to their staff and implementing and monitoring control measures 


· monitor health and safety performance in their team, providing adequate resources to meet health and safety requirements, including facilitating training, and escalating any issues that cannot be resolved. 


All Managers and Staff will:


· be responsible for helping to maintain a safe and healthy working environment and ensure they take reasonable care for the health and safety of themselves and others 


· comply with all health and safety arrangements, including undertaking training, and following guidance and emergency procedures 


· report all accidents, violent incidents, near-misses and occupational ill-health, co-operating with managers to investigate causes and comply with corrective action 


· co-operate with their manager to maintain a safe working environment by reporting H&S hazards and participating in the risk assessment process. 


· Guidance for Managers and Staff on managing health and safety and the potential liabilities in Health and Safety law


Any manager or member of staff, who knowingly fails to comply with their H&S responsibilities, may be subject to disciplinary action.


Co-operation 


HMRC actively promotes staff participation in health and safety at work. This includes arrangements for co-operation and consultation with TUS, (both formal and informal), who undertake safety representation on behalf of all staff.


The CPO has arrangements in place for Health and Safety Governance at a senior level. Membership of HSJCC provides for representation of all Lines of Business and the Departmental Trade Unions (DTUS). 


These arrangements include the following:


· HSJCC meets quarterly. DTUS representatives and senior managers from Lines of Business attend to maintain high level consultation on health and safety policies and guidance. 


· Regional, local and common hazard Committees (organised by Directorates whose work activities present particular occupational hazards). Regional Committees are attended by Directorate senior managers and Safety Representatives. 


· Competence, Communication, Training & Information


Occupational Health, Safety and Wellbeing (OHS&W)


OHS&W are HMRC's Specialist Delivery Team and are part of HR. The team's main area of responsibility is to:


· Provide competent health and safety advice, H&S audit and consultancy services, through a team of Occupational Health, Safety and Wellbeing Advisers. The team provide advice and support to managers via the OHS&W helpline. They also provide an on site service when appropriate. 


· Develop and maintain H&S policies and procedures. 


· Manage the delivery of occupational health contracts. 


· Liaise with key Departmental stakeholders, for example HR Directors and ESS, and with other Government Departments including the Health and Safety Executive (HSE). 


Training and Information


Health and Safety training and information must be provided to all staff: 


· When joining HMRC; all new starters need induction training, which includes being told by their manager about the Department's H&S policy and the arrangements in place for their health and safety. 


· Periodically as required and in accordance with any specified refresher period; refresher training will be required to bring skills up to date, especially if the training relates to skills not used regularly. 


· When there are significant changes to their job, and there are new or increased risks and changes to the arrangements for dealing with them. 


· Five e learning products meet the basic training required for staff and managers.


All staff must complete:


· Health and Safety Awareness for staff - This provides an introduction to H&S law and basic principles of H&S. This e learning can be accessed via the Civil Service Learning portal, product code HSS12CS. Staff should complete this product every 5 years or more frequently if considered necessary in their business area. Managers do not need to complete this product as the content is included in the new Health and Safety Awareness for Managers product, HCM12CS.


· Basic Fire Awareness for staff - This e learning can be accessed via the Civil Service Learning portal, product code BSFM01. Staff should complete this product every 5 years or more frequently if considered necessary in their business area.


All managers must complete:


· Health and Safety Awareness for Managers - Outlining the manager's legal responsibilities and the principles of reducing and controlling H&S risks. This e learning can be accessed via the Civil Service Learning portal, product code HSM12CS. This should be completed every 5 years or more frequently if considered necessary in their business area. 


· Health and Safety Risk Assessment - This provides an introduction to the principles of evaluating, documenting and controlling H&S risks in HMRC (product code 012300 on HMRC online learning) 


· H&S Accidents, Ill-health and Violence - This provides an introduction to reporting and investigating accidents and occupational ill health in HMRC (product code 012303 on HMRC online learning). 


· A Civil Service Learning 1 day classroom course, H&S Risk Assessor, is available for managers who require a more detailed understanding of their H&S responsibilities, particularly those involved in higher hazard activities.


· Further H&S training is also available in relation to particular hazards/work areas. 


· HMRC H&S information is available on the intranet (see Health and safety)


· All members of staff must be made aware of the risk assessments that apply to their work area and activity (see - Risk assessment and control).


Contact with Enforcement Agencies


The HSE and other agencies may occasionally visit or request information from HMRC. If you receive any such contact you must inform the OHS&W team and, where it is an estate related matter, the ESS C&C SHEF Team.


OHS&W and ESS will liaise with other Directorates and assist the manager in responding to the agency.


Planning and Implementing risk control


The balance of responsibilities for the organisation and physical control of H&S risks (including completion and review of risk assessments) is with:


Business Managers - they are responsible for managing all staff and business related risks. These will include the following:


· Display Screen Equipment (DSE), Emergency Procedures, Manual Handling, Personal Safety, Personal Protective Equipment, Accident Management, Work activity and its interface with the work environment (Whilst Estates is responsible for the fabric of the building and the general building risk assessment, business managers are responsible for the workplace risk assessment that will ensure the safe use of the work environment e.g. stating and maintaining safe working practices in the office used by their staff). 


· Workplace Noise, Work activity within 'Trader Provided Free premises', First Aid and Post Handling (where undertaken by the business). 


· New and Expectant Mothers, Young Persons, Using Official Vehicles (operation of, and safety in), Stress, X-Ray Scanning, Vessels. 


· Airside, Docks & Freight, Drugs/Firearms/Explosives and other seized goods, Queens Warehouses and Outside Environmental Noise. 


· Estates & Support Services


For all 'Building - related' Risk Assessments and advice including the following: 


· Completion of Building Risk Assessment (for the fabric of the buildings and all 'Common' areas, for example lifts and kitchens), the examination of ESH files (to ensure all documentation is present, current and accurate). 


· Co-ordination of Fire Risk Assessments and manage the completion of resulting actions. 


· Provision of building-relevant H&S advice, and to represent HMRC regarding building-related matters at meetings with TU Safety Representatives and other occupiers, (taking advice from OHS&W as necessary). 


· Managing the Estate Service Providers, for example, Trillium and Mapeley by ensuring delivery of H&S obligations, statutory Inspections, Contractor competence etc, in accordance with the various contracts in place. 


All employees who are responsible for completing risk assessments have access to:


· Risk assessment and control (including Generic risk assessment)


· Occupational Health, Safety and Wellbeing


· Online Learning: Health and safety (H&S) risk assessment e-Learning (item code 012300)


Other staff with particular health and safety roles:


· Senior Responsible Managers 


· Building Responsible Managers 


· Incident Control Officer 


· Incident Marshal 


· Trade Union Safety Representatives 


· Display screen equipment assessors 


· First Aiders 


· Radiation Protection Supervisors 


Safety Representatives have a key role in managing health and safety in HMRC, and have a number of statutory functions including:


· investigating potential hazards and dangerous occurrences at the workplace 


· investigating complaints by members of staff relating to their health and safety at work 


· making representations to the Department concerning the above and on general matters affecting the health, safety and welfare of staff


· carrying out safety inspections 


Measuring and Reviewing Performance


Audit 


The central team of specialist Occupational Health, Safety and Wellbeing Advisers agree an annual programme of audits, with the HSJCC and other business stakeholders. This Audit Assurance process, focussing on significant occupational hazards, checks the existence, adequacy and application of H&S controls and provides a support mechanism for Directors and managers.


Incident Reporting


Staff must report all occupational health and safety incidents, and managers must investigate them. H&S Incidents include:


· accidents 


· near-misses 


· work-related ill health 


· violence (physical and/or verbal). 


Preventing these incidents, and the prompt reporting and investigation of them when they do occur is a key management responsibility. 


Further information on how to report work-related accidents, ill health and violence is available in the incident report arrangements (see - Report a H&S incident). 


The information on the incident reporting forms is recorded centrally, and the forms are retained by HR. A summary of these reports, (not containing personal data), providing regional and business stream and trend analysis information, will be available to managers and TUS Safety Representatives.


Managers are reminded that they must report certain incidents or work-related diseases to the Health and Safety Executive (see -Reporting RIDDOR Incidents to the HSE). This includes any sickness absence, of more than three consecutive days in Northern Ireland and more than 7 consecutive days in Great Britain, (weekends must be counted), which is attributed to any of the above incidents.
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A New Competency Framework
for the Civil Service

From April 2013 there will be one competency framework in place across

the Civil Service. . . .
e Civil Service Setting Direction

The creation of a single competency framework for over 400,000 employees
is a key priority for achieving Civil Service reform. Following extensive
consultation across government the framework was launched in five
departments in April 2012.

Seeing the Big Picture
Changing and Improving
Making Effective Decisions

The competency framework sets out how we want people in the Civil Service
to work. It puts the Civil Service values of honesty, integrity, impartiality and
objectivity at the heart of everything we do and is aligned to the Civil Service
leadership model: Setting Direction; Engaging People and Delivering Results.

There are ten competencies which describe the requirements for now and for the

reformed Civil Service of the future. The framework includes behaviours which C|V|| Service

will develop capability in digital, commercial and project delivery skills, as well as Delivering Results Engaging People
in change leadership. Important themes such as continuous improvement and Values

diversity and equality are also embedded throughout the framework. Achieving Commercial Outcomes Leading and Communicating

Delivering Value for Money Collaborating and Partnering

Managing a Quality Service Building Capability for All
‘ ‘ Delivering at Pace

This new framework will focus as much on behaviours as on skills. It will
promote and deliver a pacier, innovative, results-orientated culture and
ensure consistent high standards are used for recruitment, promotion and
performance management across the Civil Service.

Civil Service Reform Plan 2012 ’ ,
Visit the Civil Service Learning portal to find
the full competency framework CIVIL SERVICE REFORM

This framework has been developed in partnership with Civil Service professions.
If you work as part of a profession with a separate framework this will
complement your professional framework and should be used alongside it.

vy CIVILSERVICE

HUMAN RESOURCES




www.civilservice.gov.uk/learning

http://www.civilservice.gov.uk/about/values



Civil Service

Competency Framework

Setting Direction

Seeing the Big Picture

Seeing the big picture is about having an in-depth
understanding and knowledge of how your role fits with

and supports organisational objectives and the wider

public needs. For all staff, it is about focusing your contribution
on the activities which will meet Civil Service goals and
deliver the greatest value.

Changing and Improving

People who are effective in this area are responsive,
innovative and seek out opportunities to create
effective change. It's about being open to change,
suggesting ideas for improvements to the way
things are done, and working in ‘smarter’, more
focused ways.

Making Effective Decisions

Effectiveness in this area is about being objective; using
sound judgement, evidence and knowledge to provide
accurate, expert and professional advice. It means showing
clarity of thought, setting priorities, analysing and using
evidence to evaluate options before arriving at well reasoned
justifiable decisions.

Engaging People

Leading and Communicating

Effectiveness in this area is about leading from the front
and communicating with clarity, conviction and
enthusiasm. It's about supporting principles of fairness of
opportunity for all and a dedication to a diverse range

of citizens.

Collaborating and Partnering

People skilled in this area create and maintain positive,
professional and trusting working relationships with a

wide range of people within and outside the Civil Service

to help get business done. It requires working effectively,
sharing information and building supportive, responsive
relationships with colleagues and stakeholders, whilst having
the confidence to challenge assumptions.

Building Capability for All

Effectiveness in this area is having a strong focus on
continuous learning for oneself, others and the
organisation. It's being open to learning, about keeping
one’s own knowledge and skill set current and evolving.

Delivering Results

Achieving Commercial Outcomes

Being effective in this area is about maintaining an economic, long-
term focus in all activities. It's about having a commercial, financial
and sustainable mindset to ensure all activities and services are

delivering added value and working to stimulate economic growth.

Delivering Value For Money

Delivering value for money involves the efficient, effective and
economic use of taxpayers’ money in the delivery of public services.
It means seeking out and implementing solutions which achieve
the best mix of quality and effectiveness for the least outlay. People
who do this well base their decisions on evidenced information

and follow agreed processes and policies, challenging these
appropriately where they appear to prevent good value for money.

Managing a Quality Service

Effectiveness in this area is about being organised to deliver service
objectives and striving to improve the quality of service, taking
account of diverse customer needs and requirements. People who
are effective plan, organise and manage their time and activities to
deliver a high quality and efficient service, applying programme and
project management approaches to support service delivery.

Delivering at Pace

Effectiveness in this area means focusing on delivering timely performance
with energy and taking responsibility and accountability for quality
outcomes. It's about working to agreed goals and activities and dealing
with challenges in a responsive and constructive way.

Visit the Civil Service Learning portal to find

SERVICE
the full competency framework

HUMAN RESOURCES

CIVIL SERVICE REFORM



www.civilservice.gov.uk/learning
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HMRC diversity and equality policy


Our Diversity and Equality Policy is to:


Recognise that barriers may still exist in society and in the workplace that would hinder the progress of particular groups and to act positively to ensure that these are eliminated from all HMRC policies and processes. 


Use the knowledge and skills of our diverse workforce to increase compliance and customer satisfaction and better understand the customers’ needs and viewpoint. 


Employ a diverse workforce that represents the community we serve, helping us to develop our policies and practices in ways that are appropriate to different customer groups. 


Value our people as individuals who have a unique contribution to make to HMRC’s success. Use our differences in positive ways to promote an inclusive environment for our employees and customers. 


Be the public sector’s employer of choice, attracting and retaining the best from the widest pool of talent and developing our people to the level of their potential and inclination. 


Eliminate any unjustifiable discrimination against anyone for any reason, including race, ethnic origin, religion, nationality, sex, sexual orientation, working pattern, marital status, gender reassignment, disability or age. In Northern Ireland, to eliminate any unfair discrimination because of political opinion. 


Monitor and evaluate our progress to ensure we are meeting our targets and legal responsibilities.
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HMRC Security Policy


Policy


HMRC will provide appropriate security for all its people and assets. Our aim is to have affordable and proportionate security to enable our business to ensure its continuity. We will do this by implementing risk-based security controls and by complying with appropriate government policy and legislation.


Scope


Security is the protection of assets against attack, theft, disclosure, corruption or non-availability. The security policy covers all HMRC assets - including people, information, premises, property, information systems, networks and other services.


The security policy applies to everyone in HMRC and to any organisation or person providing services to HMRC.


Security Objectives


The security objectives for HMRC are to:


· ensure security controls are risk-based and reflect the value of the asset to the business 


· meet business needs for maintaining confidentiality, integrity, and availability of information and information systems 


· establish ownership and accountability for all HMRC information systems 


· prevent denial of services; unauthorised modification, destruction and disclosure of data 


· comply with regulatory and legislative requirements and standards 


· ensure business continuity plans are produced, maintained and tested 


· provide appropriate security awareness and learning for HMRC people 


· inform HMRC people about relevant security threats and developments 


· ensure that actual or attempted security breaches are reported and investigated. 


Responsibilities


The Chief Executive/Principal Accounting Officer is accountable for HMRC Security.


The Departmental Security Officer is responsible for establishing security policies; issuing security standards and guidance; promoting security education, awareness, and learning; providing specialist support; monitoring compliance with security policies, and providing independent objective assurance to the HMRC Security Committee.


The Departmental Business Continuity Manager has a similar role in respect of Business Continuity.


The Departmental IT Security Officer is responsible, as the Security Accreditor, for confirming that all IT systems and infrastructures meet the security standards, and do not present an unacceptable security risk to the department.


Directors General are responsible for assuring the Chairman that their directorates have implemented appropriate security and business continuity.


Directors and Heads of Unit are responsible for establishing risk-based security and business continuity within their areas of control and for introducing compliance checking procedures sufficient to allow them to give assurance to their Director General.


Managers are responsible for identifying threats and vulnerabilities to their business areas, and for implementing risk based measures to counter these risks. Managers must integrate security into their business areas and actively manage adherence by their team members.


All staff are responsible for complying with local and HMRC security policies, which can be found in the HMRC security standards.


Specifically, everyone must:


· be aware of the current "Security Status" and understand what it means (this is on the front page of the intranet and displayed at the entrance to most government buildings); 


· be aware of what to do in an emergency situation such as a bomb threat or a suspicious substance in the post; 


· be aware of what the local Business Continuity Plan (BCP) tells you to do in the case of the BCP being invoked;  


· wear a building pass (where required) when at work, and remove it when they leave the building; 


· when away from the office, keep identity cards, building passes, any HMRC equipment (e.g. laptop) and HMRC documents securely; 


· keep computer passwords secret and make sure they are not re-used or easy to guess; 


· be aware of the sensitivity of all HMRC information and ensure that HMRC information is not disclosed outside HMRC unless authorised; 


· understand how to treat information that is protectively marked (PROTECT, RESTRICTED, CONFIDENTIAL, SECRET, TOP SECRET); 


· adhere to clear desk and clear screen policies as they apply to the work area; 


· be aware of the HMRC Acceptable Use Policies for use of the internet, intranet and email; and 


· report actual and potential security weaknesses and breaches to their manager. 


Compliance and Review


· Everyone must support HMRC’s security objectives and is accountable if they do not comply.


Detailed information about security requirements and personnel issues can be found in HMRC guidance on the intranet.


The Departmental Security Officer will review this policy annually.



