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(iii) any other requests, complaints or communications from Data Subjects (or third parties on
their behalf) relating to the other Party’s obligations under applicable Data Protection
Legislation;

(iv) any communications from the Information Commissioner or any other regulatory authority in
connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where compliance with
such request is required or purported to be required by Law, that it has received in relation
to the subject matter of the Contract during that period;

notify each other immediately if it receives any request, complaint or communication made as
referred to in Clauses 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any request, complaint or
communication made as referred to in Clauses

2.1(a)(iii) to (v) to enable the other Party to comply with the relevant timescales set out in the Data
Protection Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for the provision of
the Services and, for any disclosure or transfer of Personal Data to any third party, (save where
such disclosure or transfer is specifically authorised under the Contract or is required by Law)
ensure consent has been obtained from the Data Subject prior to disclosing or transferring the
Personal Data to the third party. For the avoidance of doubt the third party to which Personal Data
is transferred must be subject to equivalent obligations which are no less onerous than those set
out in this Annex;

request from the Data Subject only the minimum information necessary to provide the Services and
treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard against
unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction or
damage to the Personal Data and unauthorised or unlawful disclosure of or access to the Personal
Data;

take all reasonable steps to ensure the reliability and integrity of any of its personnel who have
access to the Personal Data and ensure that its personnel:

(i) are aware of and comply with their 's duties under this Annex 2 (Joint Controller Agreement)
and those in respect of Confidential Information

(ii) are informed of the confidential nature of the Personal Data, are subject to appropriate
obligations of confidentiality and do not publish, disclose or divulge any of the Personal Data
to any third party where the that Party would not be permitted to do so;

(iii) have undergone adequate training in the use, care, protection and handling of Personal
Data as required by the applicable Data Protection Legislation;
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(h) ensure that it has in place Protective Measures as appropriate to protect against a Data Loss Event
having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event;
state of technological development; and

cost of implementing any measures;

(i) ensure that it has the capability (whether technological or otherwise), to the extent required by Data
Protection Legislation, to provide or correct or delete at the request of a Data Subject all the
Personal Data relating to that Data Subject that the Supplier holds; and

(i)

ensure that it notifies the other Party as soon as it becomes aware of a Data Loss Event.

2.2 Each Joint Controller shall use its reasonable endeavours to assist the other Controller to comply with any
obligations under applicable Data Protection Legislation and shall not perform its obligations under this
Annex in such a way as to cause the other Joint Controller to breach any of its obligations under applicable
Data Protection Legislation to the extent it is aware, or ought reasonably to have been aware, that the
same would be a breach of such obligations

Data Protection Breach

3.1 Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and without undue
delay, and in any event within 48 hours, upon becoming aware of any Personal Data Breach or
circumstances that are likely to give rise to a Personal Data Breach, providing the other Party and its

advisors with:

(a) sufficient information and in a timescale which allows the other Party to meet any obligations to
report a Personal Data Breach under the Data Protection Legislation;

(b) all reasonable assistance, including:

(i)

(ii)
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co-operation with the other Party and the Information Commissioner investigating the
Personal Data Breach and its cause, containing and recovering the compromised Personal
Data and compliance with the applicable guidance;

co-operation with the other Party including taking such reasonable steps as are directed by
the other Party to assist in the investigation, mitigation and remediation of a Personal Data
Breach;

(iii) co-ordination with the other Party regarding the management of public
relations and public statements relating to the Personal Data Breach;

and/or
providing the other Party and to the extent instructed by the other Party to do so, and/or the
Information Commissioner investigating the Personal Data Breach, with complete

information relating to the Personal Data Breach, including, without limitation, the
information set out in Clause 3.2.
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Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data where it has
lost, damaged, destroyed, altered or corrupted as a result of a Personal Data Breach as it was that Party’s
own data at its own cost with all possible speed and shall provide the other Party with all reasonable
assistance in respect of any such Personal Data Breach, including providing the other Party, as soon as
possible and within 48 hours of the Personal Data Breach relating to the Personal Data Breach, in
particular:

(a) the nature of the Personal Data Breach;
(b) the nature of Personal Data affected;
(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier's Data Protection Officer or other relevant contact from
whom more information may be obtained;

(e) measures taken or proposed to be taken to address the Personal Data Breach; and

() describe the likely consequences of the Personal Data Breach.

Audit
The Supplier shall permit:

(a) the Buyer, or a third-party auditor acting under the Buyer’s direction, to conduct, at the Buyer’s cost,
data privacy and security audits, assessments and inspections concerning the Supplier's data
security and privacy procedures relating to Personal Data, its compliance with this Annex 2 and the
Data Protection Legislation; and/or

(b) the Buyer, or a third-party auditor acting under the Buyer’s direction, access to premises at which
the Personal Data is accessible or at which it is able to inspect any relevant records, including the
record maintained under Article 30 GDPR by the Supplier so far as relevant to the contract, and
procedures, including premises under the control of any third party appointed by the Supplier to
assist in the provision of the Services.

The Buyer may, in its sole discretion, require the Supplier to provide evidence of the Supplier's compliance
with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.

Impact Assessments
The Parties shall:

(a) provide all reasonable assistance to the each other to prepare any data protection impact
assessment as may be required (including provision of detailed information and assessments in
relation to Processing operations, risks and measures); and

(b) maintain full and complete records of all Processing carried out in respect of the Personal Data in
connection with the contract, in accordance with the terms of Article 30 GDPR.
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6. ICO Guidance

6.1 The Parties agree to take account of any guidance issued by the Information Commissioner and/or any
relevant central government body. The Buyer may on not less than thirty (30) Working Days’ notice to the
Supplier amend the contract to ensure that it complies with any guidance issued by the Information
Commissioner and/or any relevant central government body.

7. Liabilities for Data Protection Breach

71 If financial penalties are imposed by the Information Commissioner on either the Buyer or the Supplier for a
Personal Data Breach ("Financial Penalties") then the following shall occur:

(a) if in the view of the Information Commissioner, the Buyer is responsible for the Personal Data
Breach, in that it is caused as a result of the actions or inaction of the Buyer, its employees, agents,
contractors (other than the Supplier) or systems and procedures controlled by the Buyer, then the
Buyer shall be responsible for the payment of such Financial Penalties. In this case, the Buyer will
conduct an internal audit and engage at its reasonable cost when necessary, an independent third
party to conduct an audit of any such Personal Data Breach. The Supplier shall provide to the
Buyer and its third party investigators and auditors, on request and at the Supplier's reasonable
cost, full cooperation and access to conduct a thorough audit of such Personal Data Breach;

(b) if in the view of the Information Commissioner, the Supplier is responsible for the Personal Data
Breach, in that it is not a Personal Data Breach that the Buyer is responsible for, then the Supplier
shall be responsible for the payment of these Financial Penalties. The Supplier will provide to the
Buyer and its auditors, on request and at the Supplier’s sole cost, full cooperation and access to
conduct a thorough audit of such Personal Data Breach; or

(c) if no view as to responsibility is expressed by the Information Commissioner, then the Buyer and
the Supplier shall work together to investigate the relevant Personal Data Breach and allocate
responsibility for any Financial Penalties as outlined above, or by agreement to split any Financial
Penalties equally if no responsibility for the Personal Data Breach can be apportioned. In the event
that the Parties do not agree such apportionment then such Dispute shall be referred to the
procedure set out in clauses 8.66 to 8.79 of the Framework terms (Managing disputes).

7.2 If either the Buyer or the Supplier is the defendant in a legal claim brought before a court of competent
jurisdiction (“Court”) by a third party in respect of a Personal Data Breach, then unless the Parties
otherwise agree, the Party that is determined by the final decision of the Court to be responsible for the
Personal Data Breach shall be liable for the losses arising from such Personal Data Breach. Where both
Parties are liable, the liability will be apportioned between the Parties in accordance with the decision of
the Court.

7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result of a Personal Data
Breach (the “Claim Losses”):

(a) if the Buyer is responsible for the relevant Personal Data Breach, then the Buyer shall be
responsible for the Claim Losses;

(b) if the Supplier is responsible for the relevant Personal Data Breach, then the Supplier shall be
responsible for the Claim Losses: and

(c) if responsibility for the relevant Personal Data Breach is unclear, then the Buyer and the
Supplier shall be responsible for the Claim Losses equally.

SLACK DPA v1805 Last Updated 27/01/2021



Page 65 of 95

7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Buyer and the Supplier reaching any other
agreement, including by way of compromise with a third party complainant or claimant, as to the
apportionment of financial responsibility for any Claim Losses as a result of a Personal Data Breach,
having regard to all the circumstances of the Personal Data Breach and the legal and financial obligations
of the Buyer.

8. Not used
Termination
9.1 If the Supplier is in material Default under any of its obligations under this Annex 2 (joint controller

agreement), the Buyer shall be entitled to terminate the contract by issuing a termination notice to the
Supplier in accordance with Clause 18.5 (Ending the contract).

10.  Sub-Processing

10.1 Inrespect of any Processing of Personal Data performed by a third party on behalf of a Party, that Party
shall:

(a) carry out adequate due diligence on such third party to ensure that it is capable of providing the
level of protection for the Personal Data as is required by the contract, and provide evidence of
such due diligence to the other Party where reasonably requested; and

(b) ensure that a suitable agreement is in place with the third party as required under applicable Data
Protection Legislation.

11. Data Retention

11.1  The Parties agree to erase Personal Data from any computers, storage devices and storage media that
are to be retained as soon as practicable after it has ceased to be necessary for them to retain such
Personal Data under applicable Data Protection Legislation and their privacy policy (save to the extent
(and for the limited period) that such information needs to be retained by the a Party for statutory
compliance purposes or as otherwise required by the contract), and taking all further actions as may be
necessary to ensure its compliance with Data Protection Legislation and its privacy policy.
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Schedule 8: Slack Addendums

Annex 1: Slack Data Processing Addendum
DATA PROCESSING ADDENDUM

This Data Processing Addendum (“DPA”) forms a part of the Customer Terms of Service found at
https://slack.com/terms-of-service, unless Customer has entered into a superseding written master
subscription agreement with Slack, in which case, it forms a part of such written agreement (in either case,
the “Agreement”).

By signing the DPA, Customer enters into this DPA on behalf of itself and, to the extent required under
applicable Data Protection Laws, in the name and on behalf of its Controller Affiliates (defined below). For
the purposes of this DPA only, and except where indicated otherwise, the term “Customer” shall include
Customer and Controller Affiliates. All capitalized terms not defined herein shall have the meaning set forth
in the Agreement.

In the course of providing the Services under the Agreement, Slack may Process certain Personal Data (such
terms defined below) on behalf of Customer and where Slack Processes such Personal Data on behalf of
Customer the Parties agree to comply with the terms and conditions in this DPA in connection with such
Personal Data.

HOW TO EXECUTE THIS DPA:

1.  This DPA consists of two parts: the main body of the DPA, and Exhibit A, B and C (including Appen-
dices 1 and 2).

2. This DPA has been pre-signed on behalf of Slack. The Standard Contractual Clauses in Exhibit C have
been pre-signed by Slack Technologies, LLC as the data importer.

3.  To complete this DPA, Customer must:
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a.  Complete the information in the signature box and sign on Page 7.
b.  Complete the information as the data exporter on Page 10.
C. Complete the information in the signature box and sign on Pages 16, 18 and 19.

Upon receipt of the validly completed DPA by Slack and in accordance with the instructions provided below in
the Section entitled “HOW THIS DPA APPLIES TO CUSTOMER AND ITS AFFILIATES”, this DPA will become legally
binding.

HOW THIS DPA APPLIES TO CUSTOMER AND ITS AFFILIATES

If the Customer entity signing this DPA is a party to the Agreement, this DPA is an addendum to and forms
part of the Agreement. In such case, the Slack entity that is party to the Agreement is party to this DPA.

If the Customer entity signing this DPA has executed an Order Form with Slack or its Affiliate pursuant to
the Agreement, but is not itself a party to the Agreement, this DPA is an addendum to that Order Form and
applicable renewal Order Forms, and the Slack entity that is party to such Order Form is party to this DPA.

If the Customer entity signing this DPA is neither a party to an Order Form nor the Agreement, this DPA is
not valid and is not legally binding. Such entity should request that the Customer entity who is a party to the
Agreement executes this DPA.
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1. DEFINITIONS

“Affiliate” means any entity that directly or indirectly controls, is controlled by, or is under common
control with the subject entity. “Control,” for purposes of this definition, means direct or indirect
ownership or control of more than 50% of the voting interests of the subject entity.

“Controller” means the entity which determines the purposes and means of the Processing of
Personal Data.

“Controller Affiliate” means any of Customer's Affiliate(s) (a) (i) that are subject to applicable Data
Protection Laws of the European Union, the European Economic Area and/or their member states,
Switzerland and/or the United Kingdom, and (ii) permitted to use the Services pursuant to the
Agreement between Customer and Slack, but have not signed their own Order Form and are not a
“Customer” as defined under the Agreement, (b) if and to the extent Slack processes Personal Data for
which such Affiliate(s) qualify as the Controller.

“Data Protection Laws” means all laws and regulations, including laws and binding regulations of the
European Union, the European Economic Area and their member states, Switzerland and the United
Kingdom, applicable to the Processing of Personal Data under the Agreement.

“Data Subject” means the identified or identifiable person to whom Personal Data relates.

“GDPR” means the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data and on
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation).

“Personal Data” means any Customer Data that relates to an identified or identifiable natural person,
to the extent that such information is protected as personal data under applicable Data Protection
Laws.

“Processing” means any operation or set of operations which is performed upon Personal Data,
whether or not by automatic means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alighment or combination, restriction, erasure or destruction.

“Processor” means the entity which Processes Personal Data on behalf of the Controller.

“Security Practices Datasheet” means Slack’s Security Practices Datasheet, as updated from time to
time, and currently accessible at https://slack.com/security-practices.

“Slack” means the Slack entity which is a party to this DPA, as specified in the section “HOW THIS DPA
APPLIES” above, being Slack Technologies, LLC, a company incorporated in Delaware and/or Slack
Technologies Limited, a company constituted under the laws of Ireland, as applicable.

“Slack Group” means Slack and its Affiliates engaged in the Processing of Personal Data.

“Standard Contractual Clauses” means the agreement executed by and between Customer and Slack
Technologies, LLC and attached hereto as Exhibit C pursuant to the European Commission’s decision
(C(2010)593) of 5 February 2010 on Standard Contractual Clauses for the transfer of personal data to
processors established in third countries which do not ensure an adequate level of data protection.

“Sub-processor” means any entity engaged by Slack or a member of the Slack Group to Process Personal
Data in connection with the Services.

“Supervisory Authority” means an independent public authority which is established by an EU
Member State pursuant to the GDPR.

PROCESSING OF PERSONAL DATA

2.1 Roles of the Parties. The parties acknowledge and agree that with regard to the Processing of Per-
sonal Data, Customer is the Controller, Slack is the Processor and that Slack or members of the Slack

SLACK DPA v1805 Last Updated 27/01/2021



Page 69 of 95

Group will engage Sub-processors pursuant to the requirements set forth in Section 4 “Sub-proces-
sors” below.

2.2 Customer’s Processing of Personal Data. Customer shall, in its use of the Services and provision of
instructions, Process Personal Data in accordance with the requirements of applicable Data Protection
Law. Customer shall have sole responsibility for the accuracy, quality, and legality of Personal Data
and the means by which Customer acquired Personal Data.

2.3 Slack’s Processing of Personal Data. As Customer’s Processor, Slack shall only Process Personal Data
for the following purposes: (i) Processing in accordance with the Agreement and applicable Order
Form(s); (ii) Processing initiated by Authorized Users in their use of the Services; and (iii) Processing
to comply with other reasonable instructions provided by Customer (e.g., via email or support tickets)
that are consistent with the terms of the Agreement (individually and collectively, the “Purpose”).
Slack acts on behalf of and on the instructions of Customer in carrying out the Purpose.

2.4 Details of the Processing. The subject-matter of Processing of Personal Data by Slack is as described
in the Purpose in Section 2.3. The duration of the Processing, the nature and purpose of the Processing,
the types of Personal Data and categories of Data Subjects Processed under this DPA are further spec-
ified in Exhibit B (Description of Processing Activities) to this DPA.

3. RIGHTS OF DATA SUBJECTS

3.1 Data Subject Requests. Slack shall, to the extent legally permitted, promptly notify Customer if Slack
receives any requests from a Data Subject to exercise Data Subject rights afforded to the Data Subject
under applicable Data Protection Law in relation to Personal Data, including, as applicable, the follow-
ing: access, rectification, restriction of Processing, erasure (“right to be forgotten”), data portability,
objection to the Processing, or to not be subject to an automated individual decision making (each, a
“Data Subject Request”). Taking into account the nature of the Processing, Slack shall assist Customer
by appropriate technical and organizational measures, insofar as this is possible, for the fulfilment of
Customer’s obligation to respond to a Data Subject Request as required by applicable Data Protection
Laws. In addition, to the extent Customer, in its use of the Services, does not have the ability to address
a Data Subject Request, Slack shall, upon Customer’s request, provide commercially reasonable efforts
to assist Customer in responding to such Data Subject Request, to the extent Slack is legally permitted
to do so and the response to such Data Subject Request is required under applicable Data Protection
Laws. To the extent legally permitted, Customer shall be responsible for any costs arising from Slack’s
provision of such assistance, including any fees associated with provision of additional functionality.

4.  SUB-PROCESSORS

4.1 Appointment of Sub-processors. Customer acknowledges and agrees that (a) Slack’s Affiliates may
be retained as Sub-processors through written agreement with Slack and (b) Slack and Slack’s Affili-
ates respectively may engage third-party Sub-processors in connection with the provision of the Ser-
vices. As a condition to permitting a third-party Sub-processor to Process Personal Data, Slack or a
Slack Affiliate will enter into a written agreement with each Sub-processor containing data protection
obligations that provide at least the same level of protection for Personal Data as those in this DPA, to
the extent applicable to the nature of the Services provided by such Sub-processor. Customer acknowl-
edges that Slack Technologies, LLC is located in the United States and is involved in providing the Ser-
vices to Customer either directly or through the provision of support to Slack Technologies Limited.
In the event Customer enters into the Standard Contractual Clauses set forth in Exhibit C, then Cus-
tomer agrees that Slack may appoint Sub-processors in accordance with Clause 11 of Exhibit C and
section 10.2 below.

4.2 List of Current Sub-processors and Notification of New Sub-processors. A current list of Sub-pro-
cessors for the Services, including the identities of those Sub-processors and their country of location,
is accessible via http://www.slack.com/slack-subprocessors (“Sub-processor Lists”). Customer may
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