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Form of Agreement

This Agreement is made between Her Majesty’s Revenue and Customs of Ralli Quays, 3 Stanley Street, Salford M60 9LA and Digital ID Ltd (the Contractor) whose main or registered office is at Crown Royal, Unity Way, Stockport. SK1 3EY, together referred to as “the Parties” and is effective as of 1st April 2016 (“Commencement Date”)

It is agreed that:

This Form of Agreement together with the Terms and Conditions and Schedules are the documents that collectively form the “Contract”.

The Contract effected by the signing of this Form of Agreement constitutes the entire agreement between the Parties relating to the subject matter of the Contract and supersedes all prior negotiations, representations or understandings whether written or oral.

Signed for and on behalf of:

	
	HM Revenue & Customs
	
	Digital ID Ltd

	Signature:


	Jessica Goodwin
	Signature:
	

	Name:


	Jessica Goodwin
	Name:
	

	Capacity:


	Commercial Officer
	Capacity:
	

	Date:


	24.03.2016
	Date:
	24.03.2016

	Address:
	Ralli Quays
3 Stanley Street
Salford
M60 9LA

	Address:
	Crown Royal,
Unity Way, 

Stockport

SK1 3EY

	Telephone:


	03000 587834
	Telephone:
	

	email:


	Jessica.goodwin@hmrc.gsi.gov.uk
	email:
	


TERMS AND CONDITIONS
A
Section A - General Provisions

A1
Definitions

In this Contract except where the context otherwise requires, the following expressions shall have the meanings given to them below:

“BPSS” means the HMG Baseline Personnel Security Standard staff vetting procedures, issued by the Cabinet Office Security Policy Division and Corporate Development Group;

“Client” means Her Majesty’s Revenue and Customs (HMRC);

“Client Confidential Information” all Personal Data and any information, however it is conveyed, that relates to the business, affairs, developments, trade secrets, know-how, personnel, and suppliers of the Client, including all IPR, together with all information derived from any of the above, and any other information clearly designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered to be confidential;

"Client Data" means


(a) the data, text, drawings, diagrams, images or sounds (together with any database made up of 
any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which:


(i) are supplied to the Contractor by or on  behalf of the Client; or 


(ii) the Contractor is required to generate, process, store or transmit pursuant to this contract; or

(b) any Personal Data for which the Client is the Data Controller;

“Contractor” means the person, firm or company with whom the Client enters into the Contract;

"Commercially Sensitive Information" means information notified to the Client in writing (prior to commencement of this contract) which has been clearly marked by the Contractor as Commercially Sensitive Information, comprising of information
(a) which is provided by the Contractor to the Client in confidence; and/or

(b) that constitutes a trade secret;

"Confidential Information" means all information however it is conveyed or on whatever media it is stored, which comes to the attention of or into the possession of either party on or after execution of the contract, and which has been designated as confidential by either party in writing or which ought to be considered as confidential;

“Contract Period” means the period of the duration of the Contract set out in the Service Order (Schedule A);

“Contract Price” means the price, exclusive of Value Added Tax, payable by the Client to the Contractor for the delivery of the Services as per the Service Order (Schedule A);

“Default” means any breach of the obligations of the relevant party (including but not limited to fundamental breach or breach of a fundamental term) or any other Default, act, omission, negligence or negligent statement of the relevant party or the Staff in connection with or in relation to the subject matter of the Contract and in respect of which such Party is liable to the other;

“Equipment” means all equipment, materials, consumables and plant, other than Client’s Property, to be used by the Contractor in the delivery of the Services;

"Good Industry Practice" means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector;

“Intellectual Property Rights” means patents, inventions, trade marks, service marks, logs, design rights (whether registrable or otherwise), applications for any of the foregoing, copyright, database rights, 
domain names, trade or business names, moral rights and other similar rights or obligations whether registrable or not in ant country (including but not limited to the United Kingdom and the right to sue for passing off;

“Key Personnel” means those persons named in the Specification as being key personnel;

"Personal Data" shall have the same meaning as set out in the Data Protection Act 1998;

"Security Plan" means the Contractor's security plan prepared pursuant to the Client’s instructions;

"Security Policy" means the Client's security policy as updated from time to time;

“Services” means the services set out in the Service Order, and includes any materials, articles, reports and goods to be supplied thereunder;

“Specification” means the description of the services required included at Schedule A (Service Order) 

“Staff” means all persons employed by the Contractor to perform its obligations under the Contract

"Standards" means the British or international standards, Client's internal policies and procedures, Government codes of practice and guidance together with any other specified policies or procedures identified in the requirement;

A2
Contractor’s Status

A2.1
At all times during the contract the Contractor shall be an independent Contractor and nothing in the contract shall create a contract of employment, a relationship of agency or partnership or a joint venture between the parties and accordingly neither party shall be authorised to act in the name of, or on behalf of, or otherwise bind the other party save as expressly permitted by the terms of the contract. 
A3
Access to Client’s Premises

A3.1
The Client may, by written notice to the Contractor, refuse to admit onto, or withdraw permission to remain on, the Client’s premises to any member of staff or any person employed or engaged by any member of the Contractor’s staff, whose admission or continued presence would, in the reasonable opinion of the Client, be undesirable.

A3.2
At the Client’s written request, the Contractor shall provide a list of the names and addresses of all persons who may require admission in connection with the contract to the premises specifying the capacities in which they are concerned with the contract and giving such other particulars as the Client may reasonably request.

A3.4
Where staff are required to have a pass for admission to the Client’s premises, the Client’s representative shall, subject to satisfactory completion of approval procedures, arrange for passes to be issued.

A4
Staff Vetting and Government Baseline Security Standard

A4.1
The Contractor shall comply with the HMG Baseline Personnel Security Standard (BPSS) in respect of all persons employed or engaged in the provision of the Services.  The Contractor confirms that all persons employed or engaged by the Contractor have been vetted and recruited in accordance with the BPSS.

A4.2
The Contractor hereby warrants and represents that the checks specified in BPSS have been carried out in respect of each person assigned to access Premises, Property or Information belonging to the Client and that the results of those checks are satisfactory.

A4.3
The Contractor shall maintain full and accurate records of BPSS checks such that the Client (or its authorised agents) may verify that the Contractor has carried out such checks in accordance with the BPSS.

A5
Security of Premises
A5.1
The Client shall be responsible for maintaining the security of the Premises in accordance with its standard security requirements.  The Contractor shall comply with all reasonable security requirements of the Client while on the Premises, and shall ensure that all of its Staff comply with such requirements.

B
Section B - Contract Price and VAT

B1
Contract price and Payment
B1.1
The contract prices and rates shall be as set out in Schedule A (Service Order) exclusive of VAT.
B1.2
The Client shall pay all sums due to the Contractor within 30 days of receipt of a valid invoice, submitted in accordance with the Client’s reasonable instructions.

B1.3
The Contractor shall add VAT to the Contract Price at the prevailing rate as applicable and the Client shall pay the VAT to the Contractor following its receipt of a valid VAT invoice. 

B2
Compliance with Value Added Tax and Other Tax Requirements

B2.1
The Contractor shall at all times comply with the Value Added Tax Act 1994 and all other statutes relating to direct or indirect taxes.

B2.2
Failure to comply may constitute a material breach of this Contract and the Client may exercise the rights and provisions conferred by Condition G2 (Termination on Default) hereof.

B2.3
The Contractor shall provide to the Client the name and, as applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or Self Assessment reference of any agent, supplier or sub-contractor of the Contractor prior to the commencement of any work under this Contract by that agent, supplier or sub-contractor.  Upon a request by the Client, the Contractor shall not employ or will cease to employ any agent, supplier or sub-contractor.

C
Section C - Statutory Obligations and Regulations
C1
Prevention of Corruption and the Bribery Act 2010

C1.1
The Contractor shall comply, and shall ensure that its employees, agents and sub-contractors comply, with the provisions of the Bribery Act 2010


C1.2
The Contractor shall not offer or give, or agree to give, to the Client or any other Crown body or any person employed by or on behalf of the Client or any other Crown body any gift or consideration of any kind as an inducement or reward for doing, refraining from doing, or for having done or refrained from doing, any act in relation to the obtaining or execution of the Contract or any other Contract with the Client or any other Crown body, or for showing or refraining from showing favour or disfavour to any person in relation to  the  Contract or any such Contract. 

C1.3
The Contractor warrants that it has not paid commission or agreed to pay commission to the Client or any other Crown body or any person employed by or on behalf of the Client or any other Crown body in connection with the Contract. 

C1.4
If the Contractor, its Staff or anyone acting on the Contractor’s behalf, engages in conduct prohibited by Clauses C1.2 or C1.3, the Client may:

(a) terminate the Contract and recover from the Contractor the amount of any loss suffered by the Client 
resulting from the termination, including the cost reasonably incurred by the Client of making other arrangements for the supply of the Services and any additional expenditure incurred by the Client  throughout the remainder of the Contract Period; or


(b) recover in full from the Contractor any other loss sustained by the Client in consequence of any 
breach of  those Clauses. 

C2
Prevention of Fraud

C2.1
The Contractor shall take all reasonable steps, in accordance with Good Industry Practice, to prevent Fraud by Staff and the Contractor (including its shareholders, members, directors) in connection with the receipt of monies from the Client.  

C2.2
The Contractor shall notify the Client immediately if it has reason to suspect that any Fraud has occurred or is occurring or is likely to occur.  

C2.3
If the Contractor or its Staff commits Fraud in relation to this or any other Contract with the Crown (including the Client) the Client may:

(a) terminate the Contract and recover from the Contractor the amount of any loss suffered by the Client resulting from the termination,  including the cost reasonably incurred by the Client of making other arrangements for the supply of the Services and any additional expenditure incurred by the Client throughout the remainder of the Contract Period; or 

(b) recover in full from the Contractor any other loss sustained by the Client in consequence of any breach of this Clause.

C3
Health and Safety

C3.1
The Contractor shall comply with the requirements of the Health and Safety at Work etc. Act 1974 and any other acts, orders, regulations and codes of practice relating to health and safety, which may apply to Staff and other persons working on the Premises in the performance of its obligations under the Contract.

C3.2
The Contractor shall promptly notify the Client of any health and safety hazards which may arise in connection with the performance of its obligations under the Contract.  The Client shall promptly notify the Contractor of any health and safety hazards which may exist or arise at the Premises and which may affect the Contractor in the performance of its obligations under the Contract.

C3.3
While on the Premises, the Contractor shall comply with any health and safety measures implemented by the Client in respect of Staff and other persons working there.

C3.4
The Contractor shall notify the Client immediately in the event of any incident occurring in the performance of its obligations under the Contract on the Premises where that incident causes any personal injury or damage to Property which could give rise to personal injury.

D
Section D – Data Security and Protection of Information

D1
Client Data

D1.1
The Contractor shall not delete or remove any proprietary notices contained within or relating to the Client Data.

D1.2
The Contractor shall not store, copy, disclose, or use the Client Data except as necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised in writing by the Client.

D1.3
To the extent that Client Data is held and/or processed by the Contractor, the Contractor shall supply that Client Data to the Client as requested by the Client in the format specified in the Services Description and any exit management plan.

D1.4
The Contractor shall take responsibility for preserving the integrity of Client Data and preventing the corruption or loss of Client Data. 

D1.5
The Contractor shall perform secure back-ups of all Client Data and shall ensure that up-to-date back-ups are stored off-site in accordance with the Business Continuity and Disaster Recovery Plan.  The Contractor shall ensure that such back-ups are available to the Client at all times upon request and are delivered to the Client at agreed intervals.

D1.6
The Contractor shall ensure that any system on which the Contractor holds any Client Data, including back-up data, is a secure system that complies with the Security Policy.

D1.7
If the Client Data is corrupted, lost or sufficiently degraded as a result of the Contractor's Default so as to be unusable, the Client may:

D1.7.1
require the Contractor (at the Contractor's expense) to restore or procure the restoration of  Client Data to the extent and in accordance with the requirements specified in any Business Continuity and Disaster Recovery plans  and the Contractor shall do so as soon as practicable but not later than any agreed timescale; and/or

D1.7.2
itself restore or procure the restoration of  Client Data, and shall be repaid by the Contractor any reasonable expenses incurred in doing so to the extent and in accordance with the requirements specified in any Business Continuity and Disaster Recovery plans.

D1.8
If at any time the Contractor suspects or has reason to believe that Client Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, then the Contractor shall notify the Client immediately and inform the Client of the remedial action the Contractor proposes to take.

D2
Data Protection Act

D2.1
For the purposes of this Clause D2, the terms “Data Controller”, “Data Processor”, “Data Subject”, “Personal Data”, “Process” and “Processing” shall have the meaning prescribed under the DPA.

D2.2
The Contractor shall (and shall ensure that all Staff) comply with any notification requirements under the DPA and both Parties will duly observe all their obligations under the DPA which arise in connection with the Contract. 

D2.3
Notwithstanding the general obligation in Clause D2.2, where the Contractor is processing Personal Data as a Data Processor for the Client the Contractor shall:


(a) Process the Personal Data only in accordance with instructions from the Client (which may be specific instructions or instructions of a general nature as set out in this Contract or as otherwise notified by the Client to the Contractor);


(b) Comply with all applicable Laws;


(c) Process the Personal Data only to the extent and in such manner as is necessary for the provision of the Contractor’s obligations under this Contract or as is required by Law or any Regulatory Body;


(d) Implement appropriate technical and organised measures to protect the Personal Data against unauthorised or unlawful Processing and against accidental loss, destruction, damage, alteration or disclosure.  These measures shall be appropriate to the harm which might result from any unauthorised or unlawful Processing, accidental loss, destruction or damage to the Personal Data and having regard to the nature of the Personal Data which is to be protected;


(e) Take reasonable steps to ensure the reliability of Staff and agents who may have access to the Personal Data;


(f) Obtain prior written consent from the Client in order to transfer the Personal Data to any sub-contractor for the provision of the Services;


(g) Not cause or permit the Personal Data to be transferred outside of the European Economic Area without the prior consent of the Client;


(h) Ensure that all Staff and agents required to access the Personal Data are informed of the confidential nature of the Personal Data and comply with the obligations set out in this Clause D2;


(i) Ensure that none of the Staff and agents publish disclose or divulge any of the Personal Data to any third parties unless directed in writing to do so by the Client;


(j) Not disclose Personal Data to any third parties in any circumstances other than with the written consent of the Client or in compliance with a legal obligation imposed upon the Client; and

D2.4
Notify the Client within 5 Working Days if it receives:


(a) A request from a Data Subject to have access to that person’s Personal Data; or


(b) A complaint or request relating to the Client’s obligations under the DPA;

D2.5
Provide the Client with reasonable cooperation and assistance in relation to any such complaint or request made, including by:


(a) Providing the Client with full details of the complaint or request;


(b) Assisting the Client to comply with any such request in accordance with the Client’s reasonable instructions; and


(c) Providing the Client with any Personal Data it holds in relation to a Data Subject (within the timescales reasonably required by HMRC).

D2.6
The provision of this Clause D2 shall apply during the Contract Period and indefinitely after its expiry.

D3
Official Secrets Acts and related Legislation

D3.1
The Contractor shall comply with, and shall ensure that its Staff comply with, the provisions of: 


(a)      the Official Secrets Acts 1911 to 1989; and

(b) Section 182 of the Finance Act 1989; and

(c) Section 18 and Section 19 of the Commissioners for Revenue and Customs Act 2005

D3.2
In the event that the Contractor or its Staff fail to comply with this Clause, the Client reserves the right to terminate the Contract with immediate effect.

D4
Confidential Information
D4.1
Except to the extent set out in this clause or where disclosure is expressly permitted elsewhere in this Agreement, each party shall:


D4.1.1
treat the other party's Confidential Information as confidential and safeguard it accordingly; and


D4.1.2
not disclose the other party's Confidential Information to any other person without the owner's prior written consent.

D4.2
Clause D4.1 shall not apply to the extent that:


D4.2.1
such disclosure is a requirement of Law placed upon the party making the disclosure, including any requirements for disclosure under the FOIA, Code of Practice on Access to Government Information or the Environmental Information Regulations;


D4.2.2
such information was in the possession of the party making the disclosure without obligation of confidentiality prior to its disclosure by the information owner; 


D4.2.3
such information was obtained from a third party without obligation of confidentiality;


D4.2.4
such information was already in the public domain at the time of disclosure otherwise than by a breach of this Agreement; or


D4.2.5
it is independently developed without access to the other party's Confidential Information.

D4.3
The Contractor may only disclose the Client's Confidential Information to the Contractor Personnel who are directly involved in the provision of the Services and who need to know the information, and shall ensure that such Contractor Personnel are aware of and shall comply with these obligations as to confidentiality. 

D4.4
The Contractor shall not, and shall procure that the Contractor Personnel do not, use any of the Client's Confidential Information received otherwise than for the purposes of this Agreement.

D4.5
Where appropriate and at the written request of the Client, the Contractor shall procure that those members of the Contractor Personnel identified in the Client's notice signs a confidentiality undertaking prior to commencing any work in accordance with this Agreement.

D4.6
Nothing in this Agreement shall prevent the Client from disclosing the Contractor's Confidential Information:


D4.6.1
to any Crown Body or any other Contracting Authority.  All Crown Bodies or Contracting Authorities receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other Crown Bodies or other Contracting Authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown Body or any Contracting Authority; 


D4.6.2
to any Contractor, Contractor or other person engaged by the Client or any person conducting an Office of Government Commerce gateway review;


D4.6.3
for the purpose of the examination and certification of the Client's accounts; or


D4.6.4
or any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Client has used its resources.

D4.7
The Client shall use all reasonable endeavours to ensure that any government department, Contracting Authority, employee, third party or Sub-Contractor to whom the Contractor's Confidential Information is disclosed pursuant to clause D4.6 is made aware of the Client's obligations of confidentiality.

D4.8
Nothing in this clause D4 shall prevent either party from using any techniques, ideas or know-how gained during the performance of the Agreement in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of IPR.

D5
Freedom of Information

D5.1
The Contractor acknowledges that the Client is subject to the requirements of the FOIA and the Environmental Information Regulations and shall assist and cooperate with the Client to enable the Client to comply with its Information disclosure obligations. 

D5.2
The Contractor shall and shall procure that any sub-contractors shall:


(a) transfer to the Client all Requests for Information that it receives as soon as practicable and in any event within 2 Working Days of receiving a Request for Information; 


(b) provide the Client with a copy of all Information in its possession or power in the form that the Client requires within 5 Working Days (or such other period as the Client may reasonably specify) of the Client's request; and 


(c) provide all necessary assistance as reasonably requested by the Client to enable the Client to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or Regulation 5 of the Environmental Information Regulations. 

D5.3
The Client shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Contract or any other agreement whether the Commercially Sensitive Information and/or any other Information is exempt from disclosure in accordance with the provisions of the Code of Practice on Government Information, FOIA or the Environmental Information Regulations.

D5.4
In no event shall the Contractor respond directly to a Request for Information unless expressly authorised to do so by the Client. 

D5.5
If the Client receives a Request for Information relating to Information previously considered by the Parties to be Commercially Sensitive Information that is exempt under the FOIA the Client shall:


(a) consider whether the Information is, in fact, exempt and;


(b) consider whether the public interest in maintaining the exemption outweighs the public interest in disclosing the Information (unless the Information benefits from an absolute exemption) and;


(c) consult with the Contractor prior to disclosure of the Information whenever reasonably practicable.

D5.6
Without prejudice to Clause D5.5 the Client shall consult with the Contractor before disclosing any Confidential Information of the Contractor unless the Client is obliged under the FOIA to disclose such Information without consulting the Contractor.

D5.7
The Client shall not be liable for any loss or damage suffered by the Contractor, whether in Contract, tort or any other way, as a result of the Client disclosing Information in response to a request made under the FOIA.

D5.8
The Contractor shall ensure that all Information is retained for disclosure in accordance with any legislation or guidelines from time to time in place and shall permit the Client to inspect such records as requested from time to time. 

D6
Security Requirements (D6.2 to D6.8 option – see guidance)

D6.1
In the performance of this Contract, the Contractor shall comply with (and shall ensure that its Staff comply with) the Client’s specific security requirements as described in the Specification of Requirements at Schedule A as appropriate.  Failure to do so may result in the termination of the Contract in accordance with Clause G2.  The Contractor shall be obliged to inform the Client of any security incident, regardless of its size or perceived impact on the Client’s business, as soon as the Contractor becomes aware of such an incident, and shall maintain auditable records of such events.
D6.2
Where required by the Client, the Contractor shall comply, and shall procure the compliance of its Staff, with the HMRC Security Policy and the Security Plan at Schedule D of this Contract and the Contractor shall ensure that its Security Plan fully complies with the Security Policy.

D6.3
The Client shall notify the Contractor of any changes or proposed changes to the Security Policy.

D6.4
If the Contractor believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the Goods or Services it may submit a Change Request.  In doing so, the Contractor must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate these costs.  Any such change shall then be agreed in accordance with the change procedures previously agreed between the Client and the Contractor.

D6.5
Unless and/or until such a change is agreed by the Client pursuant to Clause D6.4 the Contractor shall continue to perform the Services in accordance with its existing obligations under the Contract.

D6.6
The Contractor shall, as an enduring obligation for the Contract Period, use the latest versions of anti-virus definitions available from an industry accepted anti-virus software vendor to check for and delete Malicious Software from the ICT Environment.

D6.7
Notwithstanding Clause D6.6, if Malicious Software is found, the Parties shall co-operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Client Data, assist each other to mitigate any losses and to restore the Services to their desired operating efficiency.

D6.8
Any cost arising out of the actions of the parties taken in compliance with the provisions of Clause D6.7 shall be borne by the parties as follows:


(a) by the Contractor where the Malicious Software originates from the Contractor Software, the Third Party Software or the Authority Data (whilst the Authority Data was under the control of the Contractor); and


(b) by the Client if the Malicious Software originates from the Client Software or the Client Data (whilst the Client Data was under the control of the Client).

D7 Publicity, Media and Official Enquiries

D7.1
The Contractor shall not:


(a) make any press announcements or publicise this Contract or its contents in any way; or


(b) use the Client’s name or brand in any promotion or marketing or announcement of orders;


Without the prior written consent of the Client, which shall not be unreasonably withheld or delayed.

D7.2
Each Party acknowledges to the other that nothing in this Contract either expressly or by implication constitutes an endorsement of any products or Services of the other Party and each Party agrees not to conduct itself in such a way as to imply or express any such Approval or endorsement.

D7.3
Both Parties shall take all reasonable steps to ensure that their servants, employees, agents, sub-contractors, suppliers, professional advisors and consultants comply with Clause D7.3.

D8
Intellectual Property Rights
D8.1
All Intellectual Property Rights in any guidance, Specifications, instructions, toolkits, plans, data, drawings, databases, patents, patterns, models, designs or other material (the “IP Materials”) furnished to or made available to the Contractor by the Client shall remain the Property of the Client and the Contractor shall not, and shall ensure that its Staff shall not (except when necessary for the performance of the Contract) without Prior Approval, use or disclose any Intellectual Property Rights in the IP materials.

D8.2
The Client acknowledges that ownership in all Intellectual Property Rights in any guidance, Specifications, instructions, toolkits, plans, data, drawings, databases, patents, patterns, models, designs or other material (the “IP Materials”) prepared by or for the Contractor on behalf of the Client for use, or intended use, in relation to the performance by the Contractor of its obligations under the Contract shall remain with the Contractor.

D8.3
The Contractor hereby grants to the Client a non-exclusive licence to use, reproduce, modify, develop and maintain the material prepared by or for the Contractor on behalf of the Client for use, or intended use, in relation to the performance by the Contractor of its obligations under the Contract including but not limited to all Intellectual Property Rights in the same. Such licence shall be non-exclusive, perpetual, royalty free and irrevocable.

D8.4
The Contractor shall not infringe any Intellectual Property Rights of any third Party in supplying the Services and the Contractor shall, during and after the Contract Period, indemnify and keep indemnified and hold the Client and the Crown harmless from and against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which the Client or the Crown may suffer or incur as a result of or in connection with any breach of this Clause, except where any such claim arises from:

(a)
items or materials based upon designs  supplied by the Client; or

(b)
the use of data supplied by the Client which is not required to be verified by the Contractor under any  provision of the Contract.

D9
Use of Contractor’s IT Equipment

D9.1
Where the Contractor has cause to use its own personal computer(s) for the purpose of delivering the services under this Contract, it should ensure that those computers meet the security standards set by the Client and detailed in Schedule D of the Contract.

D9.2
Where the Client is required to provide by e-mail to the Contractor / Contractor, any departmental or customer data or any other information with a security marking of “PROTECT”, to enable it to deliver the services under this Contract, the Contractor / Contractor shall not store that information on its personal computer or any form of removable media.

D9.3
Any breach of this provision will be fully investigated by the Contract Manager named in the Contract, reported to the Client’s security unit, and may result in termination of the Contract under clause G2 Termination on Default. 

D10
Client’s Right to Publish the Contract

D10.1
The parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Contract is not Confidential Information.  The Client shall be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt from disclosure in accordance with the provisions of the FOIA.  Notwithstanding any other term of this Contract, the Contractor hereby gives his consent for the Client to publish the Contract in its entirety, (but with any information which is exempt from disclosure in accordance with the provisions of the FOIA redacted) including from time to time agreed changes to the Contract, to the general public. 

D10.2
The Client may consult with the Contractor to inform its decision regarding any redactions but the Client shall have the final decision at its absolute discretion.

D10.3
The Contractor shall assist and cooperate with the Client to enable the Client to publish this Contract

E
Section E- Control of the Contract

E1
Variation of the Service

E1.1
The Client reserves the right on giving reasonable written notice from time to time to require changes to the Services (whether by way of the omission of Services, the addition of new Services, or increasing or decreasing the Services or the locations where they are to be provided or otherwise) for any reasons.  Such a change is hereinafter called “a variation”.

E1.2
In the event of a variation the price to be paid under the Contract may also be varied.  Such variation in the price shall be calculated by the Client and agreed with the Contractor and shall be such amount as properly and fairly reflects the nature and extent of the variation in all the prevailing circumstances.  Failing agreement the matter shall be determined by negotiation or mediation.

E1.3
The Contractor shall provide such information as may be reasonably required to enable such varied price to be calculated.

E2
Entire Agreement

E2.1
The Contract constitutes the entire agreement between the Parties in respect of the matters dealt with therein.  The Contract supersedes all prior negotiations between the Parties and all representations and undertakings made by one Party to the other, whether written or oral, except that this Clause shall not exclude liability in respect of any Fraud or Fraudulent misrepresentation. 

F
Section F - Liabilities

F1
Liability 

F1.1
Neither Party excludes or limits liability to the other Party for:

(a)
death or personal injury caused directly or indirectly by its negligence; or 

(b)
Fraud; or

(c)
Fraudulent misrepresentation; or

(d)
any breach of any obligations implied by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and Services Act 1982.

F1.2
Subject to Clauses F1.3 and F1.4, the Contractor shall indemnify the Client and keep the Client indemnified against all claims, proceedings, actions, damages, costs, expenses and any other liabilities which may arise out of or in consequence of the supply, or the late or purported supply, of the Goods or Services, or the performance or non-performance by the Contractor of its obligations under the Contract, or the presence of the Contractor or any Staff on the Premises, including in respect of any death or personal injury, loss of or damage to the Client’s Property, financial loss arising from any advice given or omitted to be given by the Contractor, or any other loss which is caused directly or indirectly by any negligent act or omission of the Contractor. 

F1.3
The Contractor shall not be responsible for any injury, loss, damage, cost or expense if and to the extent that it is solely caused by the negligence or wilful misconduct of the Client or by breach by the Client of its obligations under the Contract.  

F1.4
Subject always to Clause F1.1, the liability of either Party for Defaults shall be subject to the following financial limits: 

(a)
the aggregate liability of either Party for all Defaults resulting in direct loss of or damage to the Property of the other under or in connection with the Contract shall in no event exceed £75,000; and

(b)
the annual aggregate liability under the Contract of either Party for all Defaults (other than a Default governed by Clauses D8.4 (Intellectual Property Rights) or F1.4(a) shall in no event exceed £75,000 paid or payable by the Client to the Contractor in the year in which the liability arises];

(c)
The aggregate liability of the Contractor under Clause D8.4 (Intellectual Property Rights) where applicable shall in no event exceed £75,000. 

F1.5
Subject always to Clause F1.1, in no event shall either Party be liable to the other for any: 
(a) 
loss of profits, business, revenue or goodwill; and/or

(b)
loss of savings (whether anticipated or otherwise); and/or  

(c) 
indirect or consequential loss or damage. 

F1.6
The Contractor shall effect and maintain with a reputable insurance company a policy or policies of insurance providing an adequate level of cover in respect of all risks which may be incurred by the Contractor, arising out of the Contractor’s performance of its obligations under the Contract, including in respect of death or personal injury, loss of or damage to Property or any other loss.  Such policies shall include cover in respect of any financial loss arising from any advice given or omitted to be given by the Contractor and shall be maintained for the Contract Period 

F1.7
The Contractor shall hold employer’s liability insurance to a minimum of £5,000,000 in respect of Staff in accordance with any legal requirement from time to time in force.

F1.8
The Contractor shall give the Client, on request, copies of all insurance policies referred to in this Clause or a broker’s verification of insurance to demonstrate that the appropriate cover is in place, together with receipts or other evidence of payment of the latest premiums due under those policies.

G
Section G – Termination and Default
G1
Termination on insolvency and change of control

G1.1
The Client may terminate the Contract with immediate effect by notice in writing where the Contractor is a company and in respect of the Contractor:

(a)
a proposal is made for a voluntary arrangement within Part I of the Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors; or

(b)
a shareholders’ meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation); or

(c)
a petition is presented for its winding up (which is not dismissed within 14 days of its service) or an application is made for the appointment of a provisional liquidator or a creditors’ meeting is convened pursuant to section 98 of the Insolvency Act 1986; or

(d)
a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets; or

(e)
an application order is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given; or

(f)
it is or becomes insolvent within the meaning of section 123 of the Insolvency Act 1986; or

(g)
being a “small company” within the meaning of section 247(3) of the Companies Act 1985, a moratorium comes into force pursuant to Schedule A1 of the Insolvency Act 1986; or

(h)
any event similar to those listed in G1.1(a)-(g) occurs under the Law of any other jurisdiction.

G1.2
The Client may terminate the Contract with immediate effect by notice in writing where the Contractor is an individual and:

(a)
an application for an interim order is made pursuant to Sections 252-253 of the Insolvency Act 1986 or a proposal is made for any composition scheme or arrangement with, or assignment for the benefit of, the Contractor’s creditors; or

(b)
a petition is presented and not dismissed within 14 days or order made for the Contractor’s bankruptcy; or

(c)
a receiver, or similar officer is appointed over the whole or any part of the Contractor’s assets or a person becomes entitled to appoint a receiver, or similar officer over the whole or any part of his assets; or 

(d)
the Contractor is unable to pay his debts or has no reasonable prospect of doing so, in either case within the meaning of section 268 of the Insolvency Act 1986; or

(e)
a creditor or encumbrancer attaches or takes possession of, or a distress, execution, sequestration or other such process is levied or enforced on or sued against, the whole or any part of the Contractor’s assets and such attachment or process is not discharged within 14 days; or

(f)
he dies or is adjudged incapable of managing his affairs within the meaning of Part VII of the Mental Capacity Act 2005; or 

(g)
he suspends or ceases, or threatens to suspend or cease, to carry on all or a substantial part of his business.

G1.3
The Contractor shall notify the Client immediately if the Contractor undergoes a change of control within the meaning of section 450 Corporation Tax Act 2010 (“Change of Control”). The Client may terminate the Contract by notice in writing with immediate effect within six Months of:

(a)
being notified that a Change of Control has occurred; or

(b)
where no notification has been made, the date that the Client becomes aware of the Change of Control, 


but shall not be permitted to terminate where an Approval was granted prior to the Change of Control. 

G2
Termination on Default

G2.1
Either Party may terminate the Contract, or terminate a provision of any part of the Contract by written notice to the other Party with immediate effect if the other Party commits a Default and:

(a)
has not remedied the Default to the satisfaction of the injured Party within 25 Working Days or such other period as may be agreed between the Parties, after issue of a written notice specifying the Default and requesting it to be remedied; or

(b)
the Default is not, in the opinion of the injured Party, capable of remedy; or

(c)
the Default is a material breach of the Contract.

G2.2
In the event that through any Default of the Contractor, data transmitted or processed in connection with the Contract is either lost or sufficiently degraded as to be unusable, the Contractor shall be liable for the cost of reconstitution of that data and shall reimburse the Client in respect of any charge levied for its transmission and any other costs charged in connection with such Default. 

G2.3
If the Client fails to pay the Contractor any undisputed sums of money when due, the Contractor shall notify the Client in writing of such failure to pay. If the Client fails to pay such undisputed sums within 90 Working Days of the date of such written notice, the Contractor may terminate the Contract in writing with immediate effect.

H
Section H – Disputes and Law

H1
Governing Law and Jurisdiction

H1.1
The Client and the Contractor accept the exclusive jurisdiction of the English courts and agree that the Contract and all non-Contractual obligations and other matters arising from or connected with the Contract are to be governed and construed according to English Law.  

H2
Dispute Resolution

H2.1
The Parties shall attempt in good faith to negotiate a settlement to any dispute between them arising out of or in connection with the Contract within 20 Working Days of either Party notifying the other of the dispute and such efforts shall involve the escalation of the dispute to the finance director (or equivalent) of each Party.  

H2.2
Nothing in this dispute resolution procedure shall prevent the Parties from seeking from any court of competent jurisdiction an interim order restraining the other Party from doing any act or compelling the other Party to do any act.

H2.3
If the dispute cannot be resolved by the Parties pursuant to Clause H2.1 the Parties shall refer it to mediation unless (a) the Client considers that the dispute is not suitable for resolution by mediation; or (b) the Contractor does not agree to mediation.  

H2.4
The obligations of the Parties under the Contract shall not cease, or be suspended or delayed by the reference of a dispute to mediation and the Contractor and the Staff shall comply fully with the requirements of the Contract at all times during the Contract Period.

I
Section I – Provision of Services

I1
The Services

I1.1
The Contractor shall supply the Services during the Contract Period in accordance with the Client’s requirements as set out in the Specification and the provisions of the Contract in consideration of the payment of the Contract Price.  The Client may inspect and examine the manner in which the Contractor supplies the Services during normal business hours on reasonable notice. 

I1.2
If the Client informs the Contractor in writing that the Client reasonably believes that any part of the Services does not meet the requirements of the Contract or differs in any way from those requirements, and this is other than as a result of a Default by the Client, the Contractor shall at its own expense re-schedule and carry out the Services in accordance with the requirements of the Contract within such reasonable time as may be specified by the Client.

I2
Manner of Carrying Out the Services 

I2.1
The Contractor shall ensure that all Staff supplying the Services shall do so with all due skill, care and diligence and shall possess such qualifications, skills and experience as are necessary for the proper supply of the Services as described in the specification at Schedule A.

I3
Remedies in the Event of Inadequate Performance

I3.1
Where a complaint is received about the standard of Service or about the way any Services have been delivered or work has been performed or about the materials or procedures used or about any other matter connected with the performance of this Contract, then the Contract Manager shall take all reasonable steps to ascertain whether the complaint is valid.  

I3.2
In the event that the Client is of the opinion that there has been a breach of this Contract by the Contractor, or the Contractor’s performance of its duties under the contract has failed to meet the requirements, then the Client may do any of the following:



(a) make such deduction from the payment to be made to the Contractor as the Client shall reasonably determine to reflect sums paid or sums which would otherwise be payable in respect of such of the Services as the Contractor shall have either failed to provide or have provided inadequately.


(b) without determining the Contract, itself provide or procure the provisions of part of the Services until such time as the Contractor shall have demonstrated to the reasonable satisfaction of the Client that the Contractor will once more be able to perform such part of the Services to the Contract Standard.


(c) without determining the whole of the Contract, determine the Contract in respect of part of the Services only (whereupon a corresponding reduction in the Contract Price shall be made)  and thereafter itself provide or procure a third party to provide such part of the Services; and


(d) determine, in accordance with Condition G2, the whole of the Contract.

I4
Key Personnel

I4.1
Where Key Personnel are essential to the proper provision of specific Services to the Client, those Key Personnel shall not be released from supplying the Services without the agreement of the Client, except by reason of long-term sickness, maternity leave, paternity leave or termination of employment and other extenuating circumstances. 

I4.2
Any replacements to the Key Personnel shall be subject to the agreement of the Client. Such replacements shall be of at least equal status or of equivalent experience and skills to the Key Personnel being replaced and be suitable for the responsibilities of that person in relation to the Services.

I4.3
The Client shall not unreasonably withhold its agreement under Clause I4.2. Such agreement shall be conditional on appropriate arrangements being made by the Contractor to minimise any adverse impact on the Contract which could be caused by a change in Key Personnel.

SCHEDULE A – SERVICE ORDER
	HM REVENUE & CUSTOMS SERVICE ORDER


	A1.
	HMRC Information
Purchase Order to be issued under separate cover

	CD Reference:


	15-SCR-1159-ID Cards-Direct Award

	Purchase / Limit Order No:


	

	Material Group:

For HMRC use only
	55121503

	HMRC Commercial Contact



	Name:
	Jessica Goodwin

	Contact Telephone No.:
	03000 587834

	email:
	Jessica.goodwin@hmrc.gsi.gov.uk

	HMRC Work Manager



	Name: 
	Steven Christie

	Contact Telephone No.:
	03000 534269

	Contact Address:
	Tynemouth House, Benton Park View, Longbenton, Newcastle-Upon-Tyne. NE98 1ZZ

	email:
	Steven.christie@hmrc.gsi.gov.uk

	HMRC Authorised Officer:

(Sponsor/Budget Approver/Invoicing & timesheets)
	Laura Pellington-Woodrow

	
	


	A2.
	Contractor Information



	Vendor (Supplier):
	Digital ID Ltd

	Contact:
	Michael Nash

	Contact Tel No:
	0161 475 8006

	Contact Address:
	Crown Royal, Unity Way, Stockport. SK1 3EY

	email:
	mnash@digitalid.co.uk

	Contractor / Key Personnel:
	Michael Nash


	A3.
	Contractual Detail



	Special Terms and Conditions:

e.g. overtime, expenses, travel & subsistence, notice period.
	


	A4.
	Project Information



	Project Title:
	ID Cards

	Primary Location:

(including full address)
	Ralli Quays, 3 Stanley Street, Salford. M60 9LA

	Start Date:
	01/04/2016

	End Date:
	31/03/2017 (+1 year extension)


	A5.
	Commercial Detail



	Contractor Name

(Key Personnel):
	Maximum No. 

of Days
	Total charge

(£)

	Michael Nash (Digital ID)
	730
	

	Grand Total (£)

exclusive of VAT:
	


	Monthly Invoices (unless states otherwise) relating to this Service Order should be sent to the HMRC Work Manager (provided at 1. above) by email in pdf format, unless otherwise indicated.  If you are unable to email the invoice(s) then a hard copy by post will be acceptable.  The invoice should quote the Purchase Order Number (and CD Reference).

Invoices received without a Purchase Order number may be rejected.

Please note that Limit Orders should not span financial years and where necessary requisitioners should take the appropriate steps to ensure that separate Limit Orders are created. 




	A6.
	Specification of Requirements / Role Description / Deliverables

	The section below should be used to provide clear details relating to the requirements for delivery of the project/assignment.  It should include, where appropriate, milestones / key deliverables with dates, and proposals for skills transfer.



	OVERVIEW OF REQUIREMENT

The contract is to provide IT software to produce Common Civil Service Passes (CCSP’s), Building Cards, HMRC ID Cards, bespoke cards & reports with the associated equipment, including printers, hologram embosser, consumables and related support services. 

FORM OF CONTRACT

The duration of this contract shall be for a period of 1 year (+1 year extension) unless extended or terminated in accordance with the conditions of the contract, subject to satisfactory reviews.

GOODS REQUIRED

The software will be hosted by a 3rd party supported ‘Cloud’ server and must be compatible with this hosting agreement. System & user testing will be required.

The contractor shall maintain, repair & update the software as required, ensuring it is continuously available for use. Any failing in operation or performance of the software shall be rectified by the contractor to return the software to a fully operational state. Additionally, and on request, the contractor shall work with HMRC to develop updates and changes to the software, as required.

The Software must complete the following:-

Printing (to suitable high standard) & encoding (to be turned on or off depending on card type) of various card types including :- White Premium PET core cards with 2750oe Hi-Co Magnetic Stripe, S70 4k NXP/Phillips Mifare PET cards & proximity cards and be future proofed for new cards .

A card design facility to enable bespoke cards to be produced single and double sided, along with current designs. This must be locally controlled.

Inclusion of the following field types within the software and a reporting system for all:-

Surname

Forename

Staff Number (PID).

Cost centre (This field maybe removed in future)

Date of Birth (This field maybe removed in future)

Card No.

Business Type (drop down field)

Business Area or Company

STEPS Code

Room No.

Address

Date of entry

Tel. No.

Bi-Lingual Card

Card Expiry Date

Pass Design

Line Managers Name

Auth Officers Name

Line Managers E-Mail

Card Holders E- Mail (New Field)

Vehicle Permit Type

Car Expiry date

Car 1

Car 2

Motorcycle

Returns

Notes

Image

Old Card Numbers

Picture

Creation Date

Capture Date (Maybe removed in future)

SIR No. (New field maybe required in future) 

Reason for card production:- 
Change of Building







Change of Image






Change of name






Damaged






New Card (1st Time App)






Renewal of expiry date






Stolen Card






Lost Card






Operator Error






Poor Quality Card






Other (specify)

The software must have an archive facility and be able to recall records from archive in to the live database.

A hologram embosser is also required to emboss ID Cards. This could be completed by the printer if possible or a separate embossing machine.

Future requirements for the software to amalgamate the current ID & Building Cards databases together into one maybe needed.

Future requirement for the software maybe a facility to, automatically, when a report is completed, e-mail all card holders whose card is due to become out of date the following month. A chase up facility may also be required.

The software must be password protected and the passwords must be user specific. These should be controlled locally along with a local access system.

The system should be able to allocate a unique number to all cards and a new card number for all lost and stolen cards or when applicable.

The system should record the reason for card production on all card types.

The software must be user friendly.

CONSUMABLES

· Provide the following consumables (not exhaustive) within 5 working days of an order being placed with the provider:
10mm Blue Breakaway Lanyards



with Plastic J-Clip



estimate 10,000 per year 

Blue Open Faced Rigid 


 

Card Holders Landscape  


estimate 10,000 per year

White Premium PET core cards with

2750oe Hi-Co Magnetic Stripe (CCSP’s)
 estimate 30,000 per year

Blank Mifare Cards (vehicle passes)
estimate 4,000 per year

Windscreen Vehicle Pass Holder
4,000 per year estimate

Blank S70 4k NXP/Philips Mifare

estimate 10,000

PET Cards (ID Cards)

Fargo HDP5000 YMCKK ribbon 500 prints
100 ribbons per year estimate

Fargo HDP5000 Re-transfer film 1500 prints
25 per year estimate

Fargo HDP5000/II Cleaning kit – 4 printhead pens
20 estimate

10 cleaning cards, 10 cleaning pads, 3 alcohol 

Cleaning cards

HMRC 2d/3d Holographic Foil (1000)
1 per year estimate

SERVICES REQUIRED

· Provide hardware support and replacement within 24 hours, carrying out repairs and supplying/fitting any required replacement parts to any faulty/damaged items dispatched by the Client to the Contractor, ensure provision of temporary replacement equipment to the same or better specification is on site with the Client within 24 hours of a fault being notified to the supplier:

Printers

Holographic Embosser machine

· Provide specialist telephone technical support for bespoke software between the hours of 09:00 – 16:00 for all staff members utilising the software on a daily basis.  

SECURITY

Upon the commencement of the Contract the Contractor shall provide to the Contract Manager a list of all the Contractor’s staff who will be involved in the performance of the Services. For each person the list shall give details of their full name, date of birth, residential address and confirm whether they require permission from HM Government to either reside or work within the United Kingdom. The list shall be updated by the Contractor with details of any additional person who will be involved in the performance of the Services and the updated list shall be given to the Contract Manager before that person becomes involved in the performance of the Services.

MONITORING OF CONTRACT PERFORMANCE
Before the Commencement Date we will agree with the Contractor the arrangements required for the purpose of monitoring the performance by the Contractor of it’s obligations under the Contract.

Such arrangements may include:

Random inspections

Regular meetings

Security (and availability for inspection) of all relevant documents

Destruction of any HMRC records held.

To confirm details of how this will be undertaken and ensure in line with HMRC security requirements. To be placed in contract.

LOCAL MANAGEMENT REPORTS

The system must be able to run local management reports on all the listed field types, card types and reason types. 

It should record & report all actions taken on the system, who has accessed the system, when and what actions were taken by the person who accessed the system. 

The reports capacity must be equal to the number of records held on the system.

It must allow bespoke reports to be completed.

Current weekly reports completed:-

Steps Code, equal to (A) / vehicle 1 / not empty / blank

Steps Code, equal to (A)

Expiry Date, Greater Than (A) / Expiry Date, less than (B)

All card types produced between (date a) (date b)

Steps Code, equal to (A) / Business type, equal to (B) 

Recall individual records by all field types

Annex A
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Annex B – Tender Responses
Question

Response

Please confirm that you will comply with the Terms and Conditions contained in the attached short form contract and that they will apply for 2 years?
Please confirm that you will maintain, repair and update the software as stated in the outline specification?
Please confirm that the software provided will be capable of completing the requirements included in the outline specification?
Please describe the hologram embosser you will provide, as requested in the specification.
Please advise how you will address future requests to update software as stated in the specification.
Please describe the software security aspects and how these will be applied to fulfil the HMRC security requirements included in the specification.
Please confirm that you are able to provide the consumables detailed in the specification and the items included in the catalogue attached to this event at Annex A?
Please provide a brief description of your hardware support and replacement provision and how you will achieve the 24 hour turnaround detailed in the specification.
Please provide a brief description of the management information reporting facilities you can provide, including the requirements stated in the specification.
Please confirm that you will provide the security information described in the specification in respect of contractor staff involved in the performance of the service and that this data will be reviewed and updated prior to new contractor staff embarking on the provision?



Expenses

The aim of HMRC is to make our travel practices more sustainable by:
· reducing our business travel footprint;
· choosing alternatives to travel (such as telephone or video conference);
· adopting more sustainable ways of travelling when it is necessary to do so (public transport over private vehicles).

To help HMRC meet it’s target of reducing carbon emissions from business travel by at least 10% please consider:

· Avoiding travel by using telephone and video conferencing as the default medium. 
· Only using private cars as the last option after public transport and hire cars. 

1.
Travel to and from the Primary Location will be met from the day rate. 

2.
Expenses are payable where travel to other locations is required as part of the assignment forming part of this agreement. Where an overnight stay is required HMRC will pay for actual bed and breakfast costs within the current maximum limits detailed below. Any other subsistence or incidental expenses are not payable.  Receipts must be provided.

	Short-term Night Subsistence Allowances

Bed & Breakfast Capped Rates
Effective from 01/06/10

	Location
	Maximum Nightly Rate

	London / within M25
	£120 

	Bristol; Heathrow
	£90 

	Oxford; Portsmouth
	£85 

	Elsewhere in UK
	£80 

	Travel

	Mileage Allowance
	45 pence per mile

	Rail Travel
	Standard Class

	Air Travel
	Economy Class


3.
Hotel Reservation and Tickets shall be booked via HMRC’s travel and hotel booking service. Further information will be provided by the HMRC Work Manager. Bookings should always be approved by the HMRC Work Manager.  
4.
All other expenses will be payable at the discretion of HMRC. The Contractor shall not incur any such expenses without the prior approval of the HMRC Work Manager. Any expense incurred by the Contractor without prior approval shall not be reimbursed.
Schedule B – Contract Management, KPIs and MI

SCHEDULE C – Exit Management Plan
SCHEDULE D – HMRC Security Plan
	Background

	The Contractor is required to prepare a Security Plan pursuant to Clause D6.2 of the Contract and in accordance with the Client’s Security Policy.

The requirements set out in this Security Plan also apply to any sub-contractors engaged by the Contractor to perform any of the services under the Contract.
The Client has developed a standard set of questions and recommendations (see attached Appendices) to ensure consistency across relevant contracts. The Contractor is required to provide answers to the standard set of questions contained within this questionnaire to formulate the initial Security Plan.
Where an eSourcing event has been used as part of Competitive Procurement Exercise to establish the terms for the contract, then, where required, the standard set of questions will have been included as part of the eSourcing event. 
This Security Questionnaire covers the principles of protective security to be applied in delivering the services in accordance with the Client's Security Policy and Standards
The Contractor’s response to this questionnaire, with any subsequent amendments as may be agreed as part of a clarification process, will be included in the signed version of any resulting agreement, as confirmation that the content of the Security Plan has been agreed with the Client. 


	 1 Policy & Standards

	1a Please confirm that you understand that your responses to this questionnaire will form the initial Security Plan and will be included in the final signed version of any resulting agreement.
Response:



	1b Please confirm your organisation and any subcontractors' will conform to the requirements set out in the Government Security Policy Framework (SPF), Client security and business continuity policy standards (attached), any Security Requirements recorded in the schedules and/or Order Form.

Response:




	1c If you believe that the Public Sector Network (PSN) Code of Connection will apply to your organisation and any sub-contractors, please provide details of how you will conform to this.

Response:



	1d Please confirm that your organisation and any sub-contractors will handle Client assets in accordance with legislation including the Data Protection Act and in accordance with Clause D2 of the Contract.

Response:



	1e Please also confirm your Data Protection registration number. More information can be found via the following link: Information Commissioners Office
Response:



	1f Please provide details of your organisations Security Policy (or include as an attachment), which should be approved and issued in the name of Senior Management.

Response:



	1g If you are successful in the tender process, your Security Manager (or appointed person), will be required to sign a Security Aspects Letter (SAL) as part of the Contractual documentation. The SAL will define the Government Security Classification carried by the Client data; for information, the blank SAL template can be viewed at page 37 of the Contractual Process. 

Please provide the name of your Security Manager, who will act as a first point of contact and conduct ongoing management of security risks and incidents (including identification, managing, and reporting in line with agreed procedures for actual or suspected security breaches).

Response:



	1h If you intend to involve sub-contractors at any stage during the Contract please list them and provide details of how you will ensure their compliance with all aspects of this Security Plan.

Response:



	1i Please provide details of any security accreditation that your organisation currently possesses, such as but non exclusive to Business Impact Level assessment, ISO 27001, PCI DSS and describe the process used to achieve the accreditation. Where applicable please state the Business Impact Level accreditation achieved by your organisation. 

Response: 

	2 Physical Security (For requirements please see Appendix A – Physical Security)

	2a Please provide details of the procedures and security in place to control access to the site perimeter.

Detail measures such as fencing, CCTV, guarding, and procedures and controls in place to handle staff and visitors requesting access to the site.

Please also provide details of the maintenance schedule of your security controls to ensure their effectiveness.

Response:

	2b Please provide details of the procedures and security in place to control access to premises and any secure areas.

Detail measures such as automated access controls, locks, alarms, CCTV coverage and how the building structure meets the standard required for handling Client assets. 

Please also provide details of the maintenance schedule of your security controls to ensure their effectiveness.
Response:



	3 IT Security (For requirements please see Appendix B – IT Security)

	3a Please provide details of the controls and processes you have in place covering patching, malware (anti-virus), boundary/network security (intruder detection), content checking/blocking (filters), lockdown (prevention), and how regularly you update them.

Response:



	3b Please provide details of the overall security and access control policy of your systems covering physical and electronic assets (including communications connection equipment, e.g. bridge, routers, patch panels). You should record details of the formal registration/deregistration process, how users are Authorised, Authenticated and held Accountable for their actions. Also Include details of the measures in place to manage privilege access e.g. System Administrators and remote users.

Response:



	3c Please provide details of how your security and access control policy, including User Access Monitoring,  complies with the Client’s Security Policy (including where necessary, use and control of back up systems, network storage and segregation of Client data (including 'cloud' solutions), and additional security for more sensitive information assets). 

Response:



	3d Please describe how you ensure all software and data is approved before being installed, and how your information systems are reviewed for compliance with security implementation standards (e.g. penetration testing).
Response:



	3e Please provide details of the controls and processes (including level of encryption and controlled access procedures) you have in place for the use of portable media and storage devices exceptionally loaded with Client data.

Response:



	3f Please provide details of how all equipment (e.g. hardware, portable media) that holds or has held data will be destroyed or decommissioned, and how all data will be rendered unreadable and irretrievable in line with HMG Infosec Standard No. 5.

Response:




	4 Personnel Security (For requirements please see Appendix C – Personnel Security)

	4a Have all staff who will have access to, or come in to contact with Client data or assets undergone pre-employment checks as necessary? Please provide details of the measures you have in place.

Response:



	4b Please provide details of how you will ensure that all staff accessing Client data are aware of the confidential nature of the data and comply with their legal and specific obligations under the Contract?

Response:



	4c Please provide details of your procedures for on and off boarding staff? (Including removing access rights from staff).

Response:



	4d Please provide details of the ongoing training you provide to staff in respect of data security, including risk awareness and the identification and reporting of security incidents. Please also provide details of your documented information security procedures and processes that are available to all staff who will have access to, or come in to contact with Client data.

Response:



	4e The Client may request that the Contractor’s personnel who have access to Client data, and/or are directly involved in the service provision, sign a copy of the Client’s Confidentiality Agreement. Please confirm that, in the event that your bid is successful, you will provide signed hard copies of the Confidentiality Agreement for all personnel involved in this Contract if requested.

Response:



	5 Process Security (For requirements please see Appendix D – Process Security)

	5a Please provide details of the format in which Client data will be held i.e. electronic and/or paper records, how you will ensure segregation of Client data, the locations where this data will be processed, the purpose for maintaining records (specifically in hard copy format) and how records will be stored,
Response:



	5b Please confirm your understanding and agreement that the transfer of any data to third parties (any individual or group other than the main Contractor including any associates/sub-contractors) is prohibited without prior written consent from the Client. If you anticipate transferring data, especially using portable media during the delivery of this project, please set out your proposed transfer procedures for consideration.
Response:



	5c Please confirm that you understand that Client Data should not be accessed, processed or stored outside the United Kingdom without the express permission of the Client. 

If you intend to store data outside of the UK, please provide details on how and where the data will be stored and also provide details of how you comply with Cabinet Office policy for offshoring.
Response:


	5d Client data must only used as necessary for the performance of your obligations under the Contract, or as otherwise expressly authorised in writing by the Client. In order to protect against loss, destruction, damage, alteration or disclosure, and to ensure it is not stored, copied or generated except as necessary and authorised, please provide details of the technical and organisational measures you have in place (including segregation of duties and areas of responsibility) to protect against:

1. accident, or;

2. malicious intent (including theft, attempted theft, misuse or inappropriate accessing of data), within your organisation, and any subcontractors or partners you may use to deliver the contract.
Response:


	5e Please set out your proposed incident handling procedures in the event of any of the above happening, and detail the remedial action (including a documented reporting process) you would implement to mitigate any data loss. 
Response:


	5f Please describe your disciplinary procedures in the event of a security breach involving Client data.
Response:


	5g Please describe how you would sanitise information (paper and electronic) at the end of the retention period, and/or contract period and describe the destruction methods you would normally utilise. 

Response:

	6 Business Continuity (For requirements please see Appendix E – Business Continuity and Schedule I Business Continuity )

	6a Please provide an overview of your organisation’s business continuity and disaster recovery plans in terms of the Client data under the Contract, or attach a copy of your Business Continuity Plan. Please specify if you operate business continuity or disaster recovery from offshore.

Also, please provide details on when and how frequently these plans are tested and advise when they were last tested and confirm that results of testing exercises are available for review if requested. 

Please provide details on how you will meet recovery times recorded in the schedules and/or Order Form.
Response:



	7 Cryptography

	7a Please provide details of processes and procedures in place for handling cryptographic material.
Response


HMRC Short Form Contract - Services V0.1 2012.03.07




Sheet1



		Main description*		Additional description		Price*		Currency*		Pricing Unit*		Order Unit*

		(Pack of 50) Black Medium duty card reel with strap clip and breakaway lanyard attached (Strap clip attached)		(Pack of 50) Black boot lace breakway lanyard c(pack of 100)onnected to a black medium duty card reel with strap clip or key ring				GBP		1		BX

		Smart ID Card Printer		The Smart delivers reliability- performance- ease of use and a real value for money that no other printer can match.
Free Software - Includes ImageBase Lite Software (Should be £95).  Guarantee - 100% Money Back Guarantee. 
Piece of mind - 2 Year Warranty				GBP		1		BX

		Smart YMCKO colour ribbon with cleaning roller 250 prints 650634		When used with the Smart printer this full colour 250 print ribbon produces the highest quality thermal printed card on the market today. Bright colours and amazing definition on skin tones for ID cards. Prints high definition full colour images on one or				GBP		1		BX

		Datacard SD260 Card Printer		The Datacard SD260 card printer puts value right on your desktop. Save time and increase workday efficiency with this card printer- ideal for many ID card issuance and badging applications. 
Produce vibrant and crisp images with TrueMatch technology 
Supp				GBP		1		BX

		CIM Sunlight K3 Single Sided Card Printer		Please purchase a YMCKO Starter Kit with this printer.  Thereafter the YMCKO Refill Ribbon should be purchased.
Applications - photo ID cards- membership cards- loyalty cards- visitor badges- business cards- discount schemes- conference ID badges & access				GBP		1		BX

		CIM Sunlight K3 Flip Dual Sided Card Printer		Please purchase a YMCKOK Starter Kit with this printer. Thereafter the YMCKOK Refill Ribbon should be purchased.
Applications - photo ID cards- membership cards- loyalty cards- visitor badges- business cards- discount schemes- cOnference ID badges & acces				GBP		1		BX

		Sunlight K3 YMCKO Starter Kit Ribbon C278044770 - 250 Print		When used with the Sunlight K3 printer this full colour 250 print starter kit ribbon produces the highest quality thermal printed card on the market today. Bright colours and amazing definition on skin tones for ID cards. Prints high definition full colou				GBP		1		BX

		Sunlight K3 YMCKO Refill Ribbon C278044725 - 250 Print		When used with the Sunlight K3 printer this full colour 250 print refill ribbon produces the highest quality thermal printed card on the market today. Bright colours and amazing definition on skin tones for ID cards. Prints high definition full colour ima				GBP		1		BX

		Single Colour Ribbon		1000 images per ribbon available in blue or green or red or white				GBP		1		EA

		Metallic Resin Ribbon 1000 Prints		Prints line art and text on one or both sides of a card				GBP		1		EA

		I Series YMCKO Ribbon 200 Prints		Compatible only with Zebra-Eltron I Series card printers. Prints 200 full colour images in high definition on one or both sides of a plastic card as well as printing an overlay onto the card to increase its durability and lifetime by protecting the printe				GBP		1		EA

		I Series YMCKO Ribbon 330 Prints		Compatible only with Zebra-Eltron I Series card printers. Prints 330 full colour images in high definition on one or both sides of a plastic card as well as printing an overlay onto the card to increase its durability and lifetime by protecting the printe				GBP		1		EA

		I Series YMCKOK Ribbon 170 Prints		Prints 170 full colour images in high definition on the face of a plastic card and has an extra K (Black) panel for printing black text or line-art to the reverse of a the card using the flip-over function of a dual sided printer. Includes adhesive cleani				GBP		1		EA

		Javelin J210 Cleaning Rollers		5x Tacky rollers. Extend the life of your printer and improve the quality of your printed cards with manufacturer recommended cleaning rollers. Compatible with Zebra-Eltron P210 and Javelin J210. We recommend changing the roller approximately every 500 ca				GBP		1		EA

		Single colour ribbon kit		Prints line art and text on one or both sides of a card- includes cleaning card and sleve				GBP		1		EA

		YMCKT Colour Platinum Series ribbon with topcoat		YMCKT Colour ribbon with topcoat- 135 images per ribbon				GBP		1		EA

		LC3 Coloured Ribbon		Available in white- green- blue and red- 1000 prints per ribbon				GBP		1		EA

		LC3 Metallic Ribbon		Available in Gold and Silver				GBP		1		EA

		Black Ribbon Casette		Black ribbon casette- prints 500x cards per ribbon. Use with the Magicard Alto and Tempo. 				GBP		1		EA

		210 Series Cleaning Rollers		5x Tacky Rollers				GBP		1		BX

		(Pack of 100) Landscape Coloured top conference PVC Holders		(Pack of 100) Landscape PVC holders with coloured tops- takes interts up to 103x75mm				GBP		1		BX

		(Pack of 100) Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Portrait open faced and rigid holder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Breakaway Lanyards (with Plastic clip)		(Pack of 100) Breakaway lanyard with plastic J clip attached				GBP		1		BX

		ALTO & Tempo Cleaning Kit		Cleaning kit for the magicard alto- 5x cleaning cards and 1x cleaning pen				GBP		1		BX

		(Pack of 100) Holders for Visitor & Contractor signing in books		(Pack of 100) Vinyl holders for visitor and contractor signing in books				GBP		1		BX

		(Pack of 100) Philips S70 4k Blank White Mifare Cards		(Pack of 100) Plain white standard printable 4K Mifare cards. Suitable for personalisation with any plastic card printer				GBP		1		EA

		Pack of 100 NXP-Philips S50 4K MIFARE Cards with Hi Co Mag		Pack of 100 NXP-Philips S70 4K MIFARE Cards with Hi-Co Magstripe. Suitable for personalisation with any plastic card printer				GBP		1		EA

		(Pack of 10) Paxton 692-500 Net 2 Proximity Cards		(Pack of 10) 692-500 Net2 proximity ISO cards				GBP		1		BX

		(Pack of 10) Paxton 695-573 Net 2 magstripe cards 		(Pack of 10) 10 uniquely coded Net 2 magstripe cards. Paxton SKU - 695-573 				GBP		1		BX

		(Pack of 10) Net 2 Proximity Cards 692-448		(Pack of 10) 10 uniquely coded Net 2 proximity ISO cards. Paxton SKU - 692-448				GBP		1		BX

		Smart Dual ID Card Printer		Digital ID are proud to introduce the Smart Dual (Dual Sided) Plastic Card Printer. If you need to print on both sides of the card the Smart delivers reliability- performance- ease of use and a real value for money that no other printer can match.				GBP		1		BX

		Datacard 534000-002 YMCKT Ribbon Kit - 250 Print		YMCKT 250 Print Full Colour Datacard Ribbon with Topcoat. Includes cleaning card and roller. 
Suitable for use with the Datacard SD260 and Datacard SD360
Datacard Item Number- 534000-002				GBP		1		BX

		EN1 YMCKO Ribbon (300 prints)		5 Panel YMCKO ribbon - 300 prints. To be used with the Magicard Pronto- Magicard Enduro and Magicard Rio Pro. 				GBP		1		EA

		84051 YMCK Full colour ribbon with resin black panel - 500 image		84051 YMCK Full colour ribbon with resin black panel - 500 images
For use on the Fargo HDP5000 in conjunction with 84053 HDP Film				GBP		1		EA

		84053 HDP Film - 1500 images		84053 HDP Film - 1500 images.  For use on the FARGO HDP5000 Prnter				GBP		1		EA

		(Pack of 100) Clear Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Light Blue Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Dark Blue Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Grey Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Red Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Light Green Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Dark Green Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) White Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Black Landscape open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Clear Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Light Blue Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Dark Blue Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Grey Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Red Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Light Green Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Dark Green Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) White Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Black Portrait open faced rigid Cardholder		(Pack of 100) Made of polypropylene with thumb slot at the bottom of the holder for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Red Landscape Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Clear Landscape Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Blue Landscape Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Black Landscape Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Red Portrait Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Clear Portrait Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Blue Portrait Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Black Portrait Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 50) Black Medium Duty card reel with strap clip		(Pack of 50) Attaches to your person using the belt clip and to the card using a strap clip				GBP		1		BX

		(Pack of 100) Black Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) Red Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) Light Blue Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) Dark Blue Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) Dark Green Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) White Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) STAFF Lanyards - 15mm wide. Grey or Blue		(Pack of 100) 15mm Grey or Blue lanyards with 'STAFF' in White text.
Includes a safety breakaway attachment and metal lobster clip.				GBP		1		BX

		(Pack of 100) VISITOR Lanyards - 15mm wide		(Pack of 100) 15mm Red lanyard with 'VISITOR' in White text.
Includes a safety breakaway attachment and metal lobster clip.				GBP		1		BX

		(Pack of 100) Enclosed ID Card Holder Landscape		(Pack of 100) Transparent polycarbonate holder with thumb slot for removal and insertion of card. Used to hold HMRC ID card.				GBP		1		BX

		(Pack of 1000) Visitor Signing in books		(Pack of 1000) visitor signing in books with discreet sheet and fire register				GBP		1		BX

		(Pack of 1000) Contractor Signing in books		(Pack of 1000) contractor signing in books with discreet sheet and fire register				GBP		1		BX

		(Pack of 100) White Lo-Co magnetic Stripe Cards		(Pack of 100) Plain White 760 Micron (86x54) Lo-Co magnetic stripe				GBP		1		BX

		(Pack of 100) White Hi-Co magnetic Stripe Cards		(Pack of 100) Plain White  760 Micron (86x54) Hi-Co magnetic stripe				GBP		1		BX

		(Pack of 100) Self Adhesive Cards		(Pack of 100) Plain White 320 Micron (86x54mm)				GBP		1		BX

		(Pack of 100) Philips S50 1k Blank White Mifare Cards		(Pack of 100) Plain White ISO Standard Mifare cards suitable for printing with plastic card printer if required - Phillips S50 1K mifare chip				GBP		1		BX

		(Pack of 100) TDSI 8 Digit Microcard - Plain White		(Pack of 100) Plain White TDSI SKU - 4801-008				GBP		1		BX

		(Pack of 100) TDSI Plain White Proximity Card		(Pack of 100) Plain White TDSI SKU - 4262-0245				GBP		1		BX

		(Pack of 10) PAC 21041 Prox Card with magnetic stripe		(Pack of 10) Uniquely coded white proximity ISO cards				GBP		1		BX

		(Pack of 100) HID 1326 PROX CARD II		(Pack of 100) Thick unprintable proximity card				GBP		1		BX

		(Pack of 100) HID 1386 ISO PROX II		(Pack of 100) Plain White RF programmable ISOProx II offers proximity technology and photo identification				GBP		1		BX

		(Pack of 100) HID 1346 PROX Key II		(Pack of 100) Proxkey II RF programmable proximity access Keyfob				GBP		1		BX

		(Pack of 100) HID 1336 Duo Prox II		(Pack of 100) As per the HID ISO Prox II with hi-co magnetic stripe				GBP		1		BX

		Zebra P330i single sided colour plastic card printer		Zebra P330i single sided card printer with USB Connection				GBP		1		EA

		Zebra P330i single sided colour plastic card printer with mag encoder		Zebra P330i single sided card printer with USB Connection and Magnetic Stripe Encoder				GBP		1		EA

		Zebra P330i single sided colour plastic card printer with Ethernet Connection		Zebra P330i single sided card printer with Ethernet Connection and Magnetic Stripe Encoder				GBP		1		EA

		800015-140 Zebra True Colour YMCKO Ribbon (200 print)		800015-140 - Prints full colour on one or both sides of a card				GBP		1		EA

		800015-148 Zebra True Colour 6-Panel YMCKO Ribbon (170 print)		800015-148 - Prints full colour on front and black reverse  170 cards per ribbon  Use with the CIM K300-400- Eltron P310-420-520-720 & Javelin J420				GBP		1		EA

		(Pack of 25) Cleaning cards		Cleaning Cards. Use with the CIM K300- K400-Zebra P210- P310- P420- P520-P720 and Javelin J210- J310 and J420				GBP		1		BX

		(Pack of 5) Tacky Cleaning Rollers		Cleaning Rollers. Unless you regularly change your printers cleaning roller it will not remove any dirt particles from the unprinted cards. This will eventually result in a damaged print head which is expensive and inconvenient to replace. 				GBP		1		BX

		Cleaning Kit		Cleaning kit consists of 5x tacky rollers & 5x cleaning cards				GBP		1		BX

		I Series YMCKK Ribbon 200 Prints		Prints full colour on the fron with resin panel and black reverse (no clear overlay)				GBP		1		EA

		Javelin J210 YMCKO Cartridge		True Colour 5 Panel Javelin YMCKOi ribbon including cleaning roller (100 prints). Suitable for the Javelin J210i. Ideal for Staff ID and Membership Card printing. 				GBP		1		EA

		Javelin J210 Black Cartridge		Compatible only with the Eltron P210 only. Prints black line art and text on one or both sides of a card. Enables you to issue personalised cards quickly on the spot.
Use with the P205 and P210 printer.				GBP		1		EA

		Eltron P210 YMCKO Cartridge		Compatible only with the Eltron P210 the ribbon prints full colour images in high definition on one or both sides of a card. Ribbon comes with adhesive cleaning roller to ensure that your card printer remains clean to protect it from becoming damaged.				GBP		1		EA

		Eltron P210 Black Cartridge		Compatible only with the Eltron P210 only. Prints black line art and text on one or both sides of a card. Enables you to issue personalised cards quickly on the spot.
Use with the P205 and P210 printer.				GBP		1		EA

		Datacard 552854-204 YMCKT Ribbon KIT 250 Prints		YMCKT full colour ribbon with Topcoat kit- includes cleaning card and sleeve.  Suitable for the Datacard SP35- Datacard SP55 & Datacard SP75.				GBP		1		EA

		Datacard 552854-504 YMCKT Ribbon Kit 500 Prints		YMCKY full colour ribbon with topcoat kit- includes cleaning card and sleeve.  Suitable for the Datacard SP35- Datacard SP55 & Datacard SP75.				GBP		1		EA

		Datacard 552854-506 YMCKT-KT Ribbon Kit 300 Prints		Datacard YMCKT-KT full colour ribbon with topcoat kit- includes cleaning card and sleeve				GBP		1		EA

		552954-513 Scratch Off Ribbon Kit - 1500 Print		Prints scratch-off panels or text on one or both sides of a card. Includes cleaning card and sleeve 
Datacard SKU- 552954-513				GBP		1		EA

		LC1 YMCKO Ribbon M9005-751 - 350 Print		5 panel YMCKO ribbon- prints 350 single sided full colour cards per ribbon. This ribbon has replaced the AV1 YMCKO ribbon.				GBP		1		EA

		LC8 YMCKOK Ribbon - 300 Print		6 Panel YMCKOK ribbon- prints 300 cards dual sided. M9005-758				GBP		1		EA

		LC6 KRO Ribbon		Prints black and clear protective overcoat for barcodes- line art- and text. Use with Magicard Avalon- Rio- Rio II- Tango- and Tango II. 				GBP		1		EA

		LC3 Black Ribbon		Monochrome Black ribbon- 1000 prints per ribbon.Use with Magicard Avalon- Rio- Rio II- Tango- and Tango II 				GBP		1		EA

		UR1 YMCKO Ribbon		Magicard 5 panel YMCKO ribbon- prints 250 single sided full colour cards per ribbon.  Use with Magicard Turbo				GBP		1		EA

		UR8 YMCKOK Ribbon - 200 Print		Magicard 6 panel YMCKOK ribbon. Use with Magicard Turbo Flip 				GBP		1		EA

		UR3 Black Resin Ribbon		Monochrome black Ribbon. Use with Magicard Turbo				GBP		1		EA

		UR10 Coloured Ribbon		Available in White- Green- Red and Blue. Use with Magicard Turbo				GBP		1		EA

		Tempo TM1 YMCKO Ribbon		YMCKO Colour ribbon- prints 250 x cards per ribbon.  Use with the Magicard Tempo.				GBP		1		EA



		YMCKO Ribbon Casette		YMCKO Colour ribbon in 2x card dispensers. Use with the Magicard Alto. 				GBP		1		EA

		PF6 YMCKO Ribbon and Card Kit		100x PVC Cards- 2x Card dispensers- 1x YMCKO Casette.  Use with the Magicard Alto. 				GBP		1		BX

		PF7 YMCKO Ribbon & Hi Co card kit		100x HiCo PVC Cards- 2x Card dispensers- 1x YMCKO Casette. Use with the Magicard Alto. 				GBP		1		BX





		81740 YMCKOK Ribbon		6 Panel YMCKOK Printer ribbon- prints 170 dual sided cards				GBP		1		EA

		81736 Black Resin Ribbon		Premium Black resin ribbon- 1000 images per ribbon				GBP		1		EA

		Matallic Resin Ribbon (Gold)		Prints matalic line are or text on one or both sides of a card- 1000 prints per ribbon				GBP		1		EA

		Matallic Resin Ribbon (Silver)		Prints matalic line are or text on one or both sides of a card- 1000 prints per ribbon				GBP		1		EA

		86031 YMCKO Ribbon		5 Panel YMCKO printer ribbon- 400 single sided full colour cards per ribbon				GBP		1		EA

		86118 Black Resin Ribbon		Premium Black resin ribbon- 1000 images per ribbon				GBP		1		EA

		84033 HDP Clear Transfer Film		HDP film- aproimately 1250 images per ribbon				GBP		1		EA









		Zebra Premier Cleaning Kit		Premier cleaning kit consisting of 50x cleaning cards and 25x cleaning swabs				GBP		1		BX

		Print Head		Replacement Print Head- use with the CIM K300- K400- Zebra P310- P420- P520- P720- Javelin J310 and J420				GBP		1		EA

		Magicard Rio-Tango-Avalon Cleaning Kit		Cleaning kit for the magicard rio- magicard tamgo and Magicard Avalon				GBP		1		BX

		(Pack of 100) Lever Clip With Metal Popper		(Pack of 100) High durability lever-style strap clip with plastic strap and metal popper				GBP		1		BX

		(Pack of 100) Lever Clip with Plastic Popper		(Pack of 100) Lever-style strap clip with plastic strap and plastic popper				GBP		1		BX

		(Pack of 100) Crocodile Clip with Plastic Popper		(Pack of 100) Crocodile-style clip with plastic popper				GBP		1		BX

		(Pack of 100) Plastic Clip		(Pack of 100) All plastic crocodile clip- designed for non metal enviroments				GBP		1		BX

		(Pack of 100) Card Retainers		(Pack of 100) Key-card coiled retainer- attaches to person with belt clip and key-card with key ring				GBP		1		BX

		(Pack of 100) Leather Luggage Straps		(Pack of 100) Leather luggate strap with buckle- used for attaching cards to baggag or ID cards to belts				GBP		1		BX

		(Pack of 100) Plastic Luggage Straps		(Pack of 100) Plastic luggage strap for attaching cards to baggage				GBP		1		BX

		(Pack of 100) Crocodile Clips		(Pack of 100) Plastic crocodile clip with 23x 14mm self-adhesive back 				GBP		1		BX

		(Pack of 100) Crocodile Clips with safety pin		(Pack of 100) Combination plastic crocodile clip and saftey pin with 23x14mm self-adhesive back 				GBP		1		BX

		(Pack of 100) Metal Crocodile Clip with safety pin		(Pack of 100) Combination metal crocodile clip and safety pin with 23x13mm self-adhesive pad				GBP		1		BX

		(Pack of 100) Bar Pin		(Pack of 100) 38mm badge pin fitted to a self-adhesive retangular base				GBP		1		BX

		(Pack of 100) Landscape Duraguard PVC Holder		(Pack of 100) The card is inserted into the pocket for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Portrait Duraguard PVC Holder		(Pack of 100) The card is inserted into the pocket for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Landscape PVC Holders		(Pack of 100) The card is inserted into the pocket for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Portrait PVC Holders		(Pack of 100) The card is inserted into the pocket for easy removal and insertion of card				GBP		1		BX

		(Pack of 100) Landscape Proximity PVC Holders		(Pack of 100) The holder is welded on three sides and the card is inserted in the top				GBP		1		BX

		(Pack of 100) Portrait Proximity PVC Holders		(Pack of 100) The holder is welded on three sides and the card is inserted in the top				GBP		1		BX

		(Pack of 100) Windscreen Card Holders		(Pack of 100) The holder is welded on three sides and the card is inserted in the top- the self adhesive face allows the holder to be inserted onto the winidscreen to display your card				GBP		1		BX

		(Pack of 100) Landscape Conference PVC Holders		(Pack of 100) Clean landscape PVC holders for conference-visiitor pass 				GBP		1		BX

		(Pack of 100) Portrait Conference PVC Holders		(Pack of 100) Clear Portrait PVC Holders for conference-Visitor pass				GBP		1		BX

		(Pack of 100) Clear Acetate holder with Z Pin		(Pack of 100) Landscape acrylic holder with z pin clip attached				GBP		1		BX

		(Pack of 100) Landscape Enclosed Rigid Holder		(Pack of 100) Transparent polycarbonate holder with thumb slot for removal and insertion of card				GBP		1		BX

		(Pack of 100) Portrait Enclosed Rigid Holder		(Pack of 100) Transparent polycarbonate holder with thumb slot for removal and insertion of card				GBP		1		BX

		(Pack of 100) Swivel Multi Card Holder		(Pack of 100) Designed to take up to 5 cards (86x54mm) or a thicker proximity tag				GBP		1		BX

		(Pack of 100) Landscape Dual sided open faced rigid holder		(Pack of 100) Rigid plastic card holder- the holder accepts 2 x standard credit cards for landscape or portrait use				GBP		1		BX

		(Pack of 100) Landscape Dual sided open faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 100) Portrait Dual Sided open Faced rigid holder		(Pack of 100) The perfect solution if you need to  carry two cards (86x54mm)   The holder accepts a card in the front and one in the back				GBP		1		BX

		(Pack of 50) Blue Medium Duty card reel with strap clip		(Pack of 50) Attaches to your person using the belt clip and to the card using a strap clip				GBP		1		BX

		(Pack of 50) Black Medium Duty card reel with key ring		(Pack of 50) Attaches to your person using the belt clip and to the card using the key ring				GBP		1		BX

		(Pack of 50) Lockable Medium Duty Card reel with strap clip		(Pack of 50) Attaches to your person usin g belt clip and card using strap clip				GBP		1		BX

		(Pack of 50) Black Lockable Medium Duty card reel with key ring		(Pack of 50) Attaches to your person using belt clip and card usin g key ring   33mm diameter- 28inch (71cm) cord   Lockable module allows the cord to be locked in position				GBP		1		BX

		(Pack of 50)Heavy Duty Chrome Card reel with strap clip		(Pack of 50) All chrome heavy duty yo-yo with strap clip - attaches to person using belt clip and card using strap clip				GBP		1		BX

		(Pack of 50) Heavy Duty Chrome Card reel with key ring		(Pack of 50) All chrome heavy duty yo-yo with key ring - attaches to person using belt clip and card using key ring				GBP		1		BX

		(Pack of 50) Lockable Heavy Duty chrome card reel with key ring		(Pack of 50) Chrome heavy duty yo-yo with loop clip- lockable attaches to person using belt clip and card using key ring				GBP		1		BX

		(Pack of 100) 30inch White Plastic Chain		(Pack of 100) 30inch White plastic neck chain - 2 4mm ball necklace with metal tub connector				GBP		1		BX

		(Pack of 100) 38inch coloured plastic chain. Blue- White- Red- Black or Green		(Pack of 100) 38inch plastic neck chain - 4mm ball necklace with metal tub connector				GBP		1		BX

		(Pack of 100) 30inch Metal chains		(Pack of 100) 30inch nickel free metal necklace with metal tub connector				GBP		1		BX

		(Pack of 100) 36inch Metal chains		(Pack of 100) 36inch nicel free metal necklace with metal tub connector				GBP		1		BX

		(Pack of 100) Cord Lanyard with J clip		(Pack of 100) Cord lanyard with dog clip attached				GBP		1		BX

		(Pack of 100) Cord lanyard with spring clip		(Pack of 100) Cord lanyard with spring clip attached				GBP		1		BX

		(Pack of 100) Breakaway Lanyards (with metal lobster clip)		(Pack of 100) Breakaway lanyard with metal lobster clip attached				GBP		1		BX

		(Pack of 100) 15mm CONTRACTOR Breakaway lanyards		(Pack of 100) 15mm Yellow lanyards with 'CONTRACTOR' in Black text.				GBP		1		BX

		(Pack of 100) 15mm STUDENT Breakaway lanyards		(Pack of 100) 15mm Black lanyard with 'STUDENT' in White text.
Includes a breakaway attachment and metal lobster clip.				GBP		1		BX

		ImageBase Software		ODBC compliant identification software for companies and individuals requiring plastic ID cards direct from P C				GBP		1		EA

		VisitorPass Software		Visitor management software enabling reception to logg visitor in and out of the building  Replace the paper based system and issue every visitor with photo ID 				GBP		1		EA

		Writing board for visitor and contractor signing in books		Writing board to hold and display visitor and contractor writing boards				GBP		1		EA

		Polaroid Type 669 cartridge		Cartridge of 10 exposures for medium format cameras fitted with adaptor backs  Supplied as twinpacks  				GBP		1		EA

		(20) UV Treated Inkjet Paper		UV treated inkjet paper to work in conjuction with poloroid ID system				GBP		1		BX

		(Pack of 100) Plain White PVC Cards		(Pack of 100) Plain White CR80 stnadard size pvc cards for the use with plastic card printers				GBP		1		BX

		(Pack of 100) White PVC Cards with Sig Panel		(Pack of 100) Plain White 760 Micron (86x54mm) signature panel				GBP		1		BX

		(Pack of 10) PAC 21020 Token 		(Pack of 10) uniquely coded black proximity token				GBP		1		BX

		Kdo Ribbon		Prints black and white  photo images on one or both sides of the card  500 images per ribbon  Use with CIM K300-400- Eltron P310-420-520-720 Javelin J310-J420				GBP		1		EA

		Kro Ribbon		Prints black line art or text with overlay on one or both sides of a card  500 images per ribbon  Use with CIM K300-400- Eltron P310-420-520-720 Javelin J310-J420				GBP		1		EA

		Black Resin Ribbon		Prints Black line art and text on one or both sides of a card  1000 images per ribbon   Use with CIM K300-400- Eltron P310-420-520-720 Javelin J310-J420				GBP		1		EA

		Clear Overlay Ribbon 1000 Prints		Applies a clear protective overlay to the face of the card				GBP		1		EA

		Premier Cleaning Kit		50x cleaning cards & 25x cleaning swabs				GBP		1		BX

		Replacement Print Head		Use with the CIM K300- K400- Zebra P310- P420- P520- P720- Javelin J310 & J420				GBP		1		EA

		I Series KDO Ribbon 500 Prints		Provides alternate panels of black and clear protective overcoat and is optimal for printing photo quality black and white images				GBP		1		EA

		I Series KRO Ribbon 500 Prints		Provides alternate panels of black and clear protective overcoat and privides the least expensive way to print high quality monochrome badges with bar codes				GBP		1		EA

		Datacard 552954-504 Black Ribbon Kit 1500 Prints		Prints black line art and text on one or both sides of a card- includes cleaning card and sleve				GBP		1		EA

		Cleaning Pen		Alcohol cleaning pen for cleaning print head and card track				GBP		1		EA

		552854-504 YMCKT Datacard Ribbon Kit - 500 Print		Suitable for the datacard ImageCard IV.  Suitable for the Datacard SP35- Datacard SP55 & Datacard SP75.				GBP		1		EA

		552854-506 - YMCKT-KT Ribbon Kit - 300 Print		YMCKT-KT Full Colour Ribbon with Topcoat kit - 300 images.
Includes 1 cleaning card & 1 cleaning sleeve.
For use on the Datacard SP55
Datacard SKU- 552854-506				GBP		1		EA

		RIOandTangoandAvalon Printer Head		Replacement print head				GBP		1		EA

		RIOandTangoandAvalon cleaning kit		Cleaniing kit for the magicard tango- and magicard aalon				GBP		1		BX

		RIOandTangoandAvalon cleaning rollers		5x tacky cleaning rollers				GBP		1		BX

		RIOandTangoandAvalon Holokote key		Applies customer-unique security text or logo across the face of the card with a flash key				GBP		1		EA

		Turbo Cleaning Kit		Cleaning kit for the magicard turbo- 25x cards and 1 cleaning pen				GBP		1		BX

		Turbo Printer Head		Replacement print head for the Magicard Turbo				GBP		1		EA

		Alto Holokote custom key		Applies customer-unique security text across the face of the card with a flash key				GBP		1		EA

		P006 CMKY Ribbon		YMCK Dye film for the magicard prima				GBP		1		EA

		P007 Re-Transfer Film		Re-transfer film for the magicard prima				GBP		1		EA

		Prima Cleaning Kit		Cleaning kit for the magicard prima- conists of 10x cleaning cards- 10x cleaning tissues- and 10x print head swabs				GBP		1		EA

		Black Resin Ribbon		Prints Black line are and text on one or both sides of a card				GBP		1		EA

		Fargo 81733 YMCKO Ribbon		Fargo 5 Panel YMCKO printer ribbon- prints 250 single sided full colour				GBP		1		EA

		86032 YMCKOK Ribbon		6 Panel YMCKOK Printer ribbon- 350 dual sided cards per ribbon				GBP		1		EA

		Cleaning Kit		Cleaning kit consists of 5x tacky rollers & 5x cleaning cards				GBP		1		BX

		Magicard Rio-Tango-Avalon Holokote Key		Applies customer-unique security text or logo across the face of the card with a flash key				GBP		1		EA

		Indala Self Adhesive Cards 		Indala Self Adhesive Cards - Box 100				GBP		1		BX










































































