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MODEL AGREEMENT FOR SERVICES SCHEDULES

SCHEDULE 9.2

KEY PERSONNEL
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MODEL AGREEMENT FOR SERVICES SCHEDULES

SCHEDULE 10

NOT USED
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1 Processing Personal Data

1.1 This Schedule shall be completed by the Controller, who may take account of
the view of the Processors, however the final decision as to the content of this
Schedule shall be with the Authority at its absolute discretion.

1.2  The contact details of the Authority’s Data Protection Officer are: Emma
Warrham e-mail emma.WARRHAM@education.gov.uk

Address: 2 Rivergate, Temple Quay, Bristol, BS1 6EH

1.3  The contact details of the Supplier's Data Protection Officer are: Data
Protection Officer — Sue Schofield; Contact details —
datasecurity@stem.org.uk

1.4  The Processor shall comply with any further written instructions with respect to
processing by the Controller.

1.5  Any such further instructions shall be incorporated into this Schedule.

Description Details

Identity of Controller | The Authority is Controller and the Supplier is
for each Category of | Processor

Personal Data ) ) )
The Parties acknowledge that in accordance with Clause

23.2 to 23.15A and for the purposes of the Data Protection
Legislation, the Authority is the Controller and the Supplier is
the Processor of Personal Data processed in relation to the
delivery of the Services under this Agreement. For example,
the Supplier is the Processor when Personal Data is
processed in order to provide Authority-funded CPD.

The Supplier is Controller and the Authority is
Processor

It is not anticipated upon the commencement of this
Agreement that Personal Data processed under this
Agreement will fall into this category.

The Parties are Joint Controllers

It is not anticipated upon the commencement of this
Agreement that processing under this Agreement will fall
into this category. Should Personal Data be shared between
the parties where the purpose of processing the data is
determined jointly by both the Supplier and Authority then
the parties shall confirm in writing the processing which falls
into this category and the terms set out in Annex 1 shall
apply unless otherwise agreed by the Authority and the
Supplier.
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The Parties are Independent Controllers of Personal
Data

It is acknowledged and agreed between the Parties that
there are some Personal Data that are processed by or on
behalf of the Supplier which the Supplier collects in its
capacity as an Independent Controller for processing
relating to CPD delivery that is not funded by the Authority.

The Parties further acknowledge that they are Independent
Controllers for the purposes of the Data Protection
Legislation in respect of the following types of personal data
processed for internal business purposes:

o Business contact details of Supplier Personnel,

o Business contact details of any directors, officers,
employees, agents, consultants and contractors of
the Authority (excluding the Supplier Personnel)
engaged in the performance of the Authority’s duties
under this Agreement.

As at the date of this Agreement, the Supplier has prepared
diagrams of the user journeys, attached at Annex 4. The
Parties may develop these diagrams further during the Term
to clarify the distinction between when the Supplier is a
Processor or a Controller.

Duration of the
processing

When the Supplier is processing as a Processor, the
Supplier shall process the Personal Data for the duration of
this Agreement.

Where the Supplier and the Authority are independent
controllers, all personal data to be processed for the
duration of the Services and thereafter to the extent that the
relevant Party (or Parties) has an ongoing legal basis and
for such periods as are in accordance with the UK GDPR as
well as obligations for retained data for longer periods such
as for tax reporting obligations.

Nature and
purposes of the
processing

The nature of the processing includes the collection,
recording, organisation, structuring, storage, use or
otherwise making available, of Personal Data.

Processing including but not limited to the following: in
accordance with statutory obligations, sourcing candidate
data, employment processing, assessment, the provision
and receipt of the Services and the performance of
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contractual obligations under the Agreement, legitimate
interests.

Type of Personal
Data

When the Authority is Controller and the Supplier is
Processor the following types of personal data are
processed:

Including but not limited to: name, address, date of birth,
and all other personal data detailed below.

e TRN (Teacher Registration Number)
e Teacher full name

e Date of birth

e Postal address

e Email address

e Telephone number

e Job title

e Dietary requirements (with your permission, these will
only be required when attending events with
refreshments)

e Accessibility requirements (with you permission,
these will only be required when attending venues)

e Image and audio data will be processed during
participation in online courses

e Payment and invoicing details

Categories of Data
Subject

When the Authority is Controller and the Supplier is
Processor, the following categories of Data Subjects:

e Teachers

Plan for return and
destruction of the
data once the
processing is
complete

UNLESS
requirement in law
to preserve that type
of data

When processing personal data as a Processor, the
Supplier shall return or delete Personal Data in accordance
with clause 24.5(e).

Where the Parties are Independent Controllers of Personal

Data, all personal data will be deleted in line with UK GDPR
and other statutory obligations for example holding data for

tax reasons.
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1.1

1.2

1.3

2.
2.1

ANNEX 1: JOINT CONTROLLER AGREEMENT

Joint Controller Status and Allocation of Responsibilities

With respect to Personal Data under Joint Control of the Parties, the Parties
envisage that they shall each be a Data Controller in respect of that Personal
Data in accordance with the terms of this 0 (Joint Controller Agreement) in
replacement of Clause 24.2-24.15 (Where one Party is Controller and the
other Party is Processor) and 24.17-24.27 (Independent Controllers of
Personal Data). Accordingly, the Parties each undertake to comply with the
applicable Data Protection Legislation in respect of their Processing of such
Personal Data as Data Controllers.

The Parties agree that the [Supplier/Authority]:

(a) is the exclusive point of contact for Data Subjects and is responsible
for all steps necessary to comply with the UK GDPR regarding the
exercise by Data Subjects of their rights under the UK GDPR,;

(b) shall direct Data Subjects to its Data Protection Officer or suitable
alternative in connection with the exercise of their rights as Data
Subjects and for any enquiries concerning their Personal Data or

privacy;

(c) is solely responsible for the Parties’ compliance with all duties to
provide information to Data Subjects under Articles 13 and 14 of the
UK GDPR;

(d) is responsible for obtaining the informed consent of Data Subjects,

in accordance with the UK GDPR, for Processing in connection with
the Services where consent is the relevant legal basis for that
Processing; and

(e) shall make available to Data Subjects the essence of this Joint
Controller Agreement (and notify them of any changes to it)
concerning the allocation of responsibilities as Joint Controller and
its role as exclusive point of contact, the Parties having used their
best endeavours to agree the terms of that essence. This must be
outlined in the [Supplier’'s/Authority’s] privacy policy (which must be
readily available by hyperlink or otherwise on all of its public facing
services and marketing).

Notwithstanding the terms of paragraph .2, the Parties acknowledge that a
Data Subject has the right to exercise their legal rights under the Data
Protection Legislation as against the relevant Party as Data Controller.

Undertakings of both Parties
The Supplier and the Authority each undertake that they shall:
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(@) report to the other Party every three (3) months on:

(i) the volume of Data Subject Access Requests (or purported
Data Subject Access Requests) from Data Subjects (or third
parties on their behalf);

(i) the volume of requests from Data Subjects (or third parties on
their behalf) to rectify, block or erase any Personal Data;

(i) any other requests, complaints or communications from Data
Subjects (or third parties on their behalf) relating to the other
Party’s obligations under applicable Data Protection
Legislation;

(iv)  any communications from the Information Commissioner or
any other regulatory authority in connection with Personal
Data; and

(v) any requests from any third party for disclosure of Personal
Data where compliance with such request is required or
purported to be required by Law;

that it has received in relation to the subject matter of the
Agreement during that period;

(b) notify each other immediately if it receives any request, complaint or
communication made as referred to in Paragraphs ..1(a)(i) to (v);
and

(c) provide the other Party with full cooperation and assistance in

relation to any request, complaint or communication made as
referred to in Paragraphs ..1(a)(iii) to (v) to enable the other Party to
comply with the relevant timescales set out in the Data Protection
Legislation.

(d) not disclose or transfer the Personal Data to any third party unless
necessary for the provision of the Services and, for any disclosure
or transfer of Personal Data to any third party, save where such
disclosure or transfer is specifically authorised under this Agreement
or is required by Law). For the avoidance of doubt to which Personal
Data is transferred must be subject to equivalent obligations which
are no less onerous than those set out in this Annex.

(e) request from the Data Subject only the minimum information
necessary to provide the Services and treat such extracted
information as Confidential Information.

(f) ensure that at all times it has in place appropriate Protective
Measures to guard against unauthorised or unlawful processing of
the Personal Data and/or accidental loss, destruction or damage to
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