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Network Tower – Supporting Information
The North London Foundation Trust network is made up currently of two separate networks. These were built for the separate legacy organisations. The network architectures are broadly similar though each has used differing vendor solutions to achieve their LAN, WAN, WLAN and Perimeter Security objectives. It is also important to know that HSCN, Internet and Cloud connections are provided to the southern and northern networks separately as it stands. 
The Current network is depicted in the following diagram:
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The tactical network Solution (In implementation) provides a bridge between the two legacy networks using a site-to-site VPN, with IP networks allowed on a case by case basis beyond the initial implementation and migrations. The following diagram depicts the network bridge: 
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A List of network assets (Approximate numbers)
	Type of Asset
	Northern Boroughs (Legacy BEH) Qty
	Southern Boroughs (Legacy C&I) Qty

	Firewalls
	4 (Shared Infrastructure)
	3

	Routers
	54
	57

	Switches
	328
	275

	Wi-Fi Controllers
	4
	8

	Wi-Fi Management, Monitoring, Authentication
	4 Clearpass Servers
2 Airwaves Servers
	4 ISE Servers
1 Catalyst Center

	Access Points
	558
	398




An initial SWOT analysis has been completed:
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Tower Challenges Opportunities Benefits

Single Infrastructure

The current environment is diverse, is heterogenous from a technology 

perspective and has accumulated significant technical debt : 

The new environment would need to be less diverse, and 

homogenous from a technology perspective whilst being 

modern and providing the desired functionality to satisfy our 

requirements. 

By standardising the technology stack in the environment 

there is less demand on skill mix for staff 

employed/contracted to manage the network.

WAN/LAN/FIREWALL

There are multiple managed contracts and service providers providing 

support and maintenance, hindering our ability to make changes and/or 

innovate at pace.

To address multiple service providers the procurement 

strategy for the single network will consider the partner 

relationships required to deliver the most effective solution. 

Reduced number of suppliers and multiple SLAs for the 

same thing will increase efficiencies across the team and 

support contract management.

Lesss time spent managing multiple contracts with 

various SLA's

Commercial liabilities, and various contractual end dates are generating 

operating and management inefficiencies.

Aligning and reducing the number of contracts will bring 

increased rigour to the running costs of the Network and 

remove duplication of investment.  

a single contract is easier to test value against on a more 

regular basis. 

We have too many point solutions for our network and perimeter security, 

complicating the implementation of a consistent strategy across NLFT 

that adheres to keeping it simple.

Consolidation of  services to save money for reinvestment.

The new environment would benefit from a unified 

ecosystem approach that is then more manageable via 

one service provider

3rd party contracts provide low visibility of performance of our networks, 

making it difficult to forecast expansion / contraction.

Bring multiple SLAs together to understand the impact and 

ensure SLAs are scaled appropriately and reflective of the 

Trusts requirements for each site.

Enhanced visibility and a  more dynamic approach that 

informs decision making around expansion and 

contraction of our networks

End of life and unsupported technology in our estate, which creates 

security risk exposure that is difficult to mitigate against. 

Modernising the NLFT network and perimeter security 

provides opportunities to remove existing unmitigated 

vulnerabilities and provide a coherent network ecosystem

creates a standardised platform that can improve overal 

security of our networks.
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