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Part A: Order Form

Buyers must use this tamplate order form as the basis for all Call-Off Contracts and must refrain
from accepting a Supplier’s prepopulated version unless it has been carefully checked against
lemplate drafting.

Platform service ID numbear 3530 DE64 2688 617

Call-Off Contract reference DDaT23328

DDaT23328 AP| and Integration
Call-Off Contract title banagement

AP Management iPaas and Integration
on premise and cloud platform solution
Call-Off Contract description capability.

30th September 2023

Start date
28" September 2025 (With an option to
extend for a further 12 months until 29
Expiry date September 2026)
Call-Off Contract value - The total contract value for the total 3

year contract shall nol exceed
£532 500.00 excluding VAT composed
as follows:

- E355,000.00 excluding VAT — the
value for the initial two-year period;

- E277.500.00 (excluding VAT) - if UK
5BS5 wish to extend this Contract for
the optional 3rd year- which comprised
&5 follows: E177,500.00 (excluding
WAT]) for volumes within baseline plus
10% and £100,000.00 {exclheding VAT)
fowards the overage based on actual




consumption for volumes in excess of
the basaline plus 10%) to be
calculated as set oul in the Software
AG Order Form attached to this Call
Off Contract in Annax 1 to Schedule 1.

Charging method BACS

Purchase order number To Follow

This Order Form is issued under the G-Cloud 13 Framework Agreament (RM1557.13).

Buyers can use this Order Form o specify their G-Cloud service requiremants when placing an
Order.

The Order Form cannot be used to alter existing terms or add any exira terms that materially
change the Services offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are
identified in the contract with square brackets.

From the Buyer UK Shared Business Services Lid
01793 867000

Polaris House

SWINDON

SN2 1FF

United Kingdom




To the Supplier Saftware AG [UK) Limited
01344 403899

Pride Park

24 Orient Way

DERBY

Drerbyshire

DE24 8BY

United Kingdom

Company number: 1310740

Together the ‘Parties’

Principal contact details

For the Buyer:

Faor the Supplier:

Call-Off Contract term

Start date This Call-Off Contract Starts on 30th Seplember 2023 and is valid
for 24 months.




Ending
(termination)

The naotice period for the Supplier needed for Ending the Call-Of
Contract is al least 90 Working Days from the dafe of wrilten nofice
for undisputed sums {as per clausa 18.6).

The notice period for the Buyer is & maximum of 30 days from the
date of writlen notice for Ending without cause (as per clause 18.1).
For the purposes of Clause 18.3 the loss incurred by the Supplier is
agreed to be the balance of the fees that would have been dwe in
respect of the period from the date of termination until the Expiry
Date.

Extension period

This Cal-Off Contract can be extended by the Buyer for one period
aof up to 12 months, by giving the Supplier 30 days written notica
prior to the expiry of the initial 24 months. The exfension period is
subject to clauses 1.3 and 1.4 in Par B below.




Buyer contractual details

This Order is for the G-Cloud Services oullined below. It is acknowledged by the Parties that the
vaolume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contraci.

G-Cloud Lot This Call-Of Contract is for the provision of Services under:
s Lot 2 Cloud software

G-Cloud Services The Services to be provided by the Supplier under the Lot 2
required above are isted in Framework Schedule 4 and ouflined
below:

» webMethods io. Integration
» webMethods.io API Managemeant
Both douwd and on premise
Listed in detail in the Software AG Order Form included
in Annex 1 to Schedule 1 to this Call Off Contract.

Additional Services MNiA

Location The on premise saftware shall be installed at : Polaris
House, Morth Star, SWINDOM, SN2 1FF.

Quality Standards The guality standards required for this Call-Off Contract are
far the services lo be delivered in accordance with generally
accepted industry practice and in Software AG Order Form
included in Annex 1 to Schedule 1.

Technical Standards: The technical standards used as a requirement for this Call-
Off Coniract are for the services io be delivered in
accordance with generally accepted industry practice and in
and Software AG Order Form included in Annex 1 lo
Schedule 1.




Sarvice level agreement:

The service level and availability criteria required for this Call-
Off Contract are:

With standard support offerings, Software AG provides 4
Support levels termed as Critical Priority, High Priority,
Medium Priority and Low Priorily - all of which have largel
responsea limes delailed in the Enterprise Aclive Cloud Support
Service description and Enterprise Active Maintenance and
Support Service for an-premise Software description attached
in Anmex 1 to Schedule 1: Services

Onboarding Mot applicable.
Offboarding Mot Applicable.
Collaboration agreement Mot Applicable

Limit on Parties' liability

Defaults by either party resulting in direct loss to the property
{including technical infrastructure, assels or equipment but
excluding any loss or damage o Buyer Data) of the other Party
will mol exceed £1,000,000.00 per year. [Inserl cap on amy
property relaled claims)]

The annual total liability of the Supplier for Buyer Data Defaults
resulling in direct loss, destruction, cormruption, degradation or
damage to any Buyer Data will not exceed 125% of the Charges
payable by the Buyer to the Suppliar during the Call-Of Contract
Tarm.

The annual tofal liability of the Supplier for all other Defaults will
not excead 200% of the Charges payabla by the Buyer o the
Supplier during the Call-Off Conftract Tarm.




Insurance

The Supplier insurance(s) required will ba:

& a minimum inswance pericd of § years following the
expiration or Ending of this Call-Off Contract;

s professional indemnity insurance cover to be held by the
Supplier and by any agent, Subconbracior or consultant
involved in the supply of the G-Clowd Services. This
professional indemnity insurance cover will have a
minimum limit of indemnity of £1,000,000 for each
individual claim or any highar limil the: Buyer requires (and
as reguired by Law);

s employers’ liability insurance with @ minimem limit of
£5,000,000 or any higher minimum mit required by Law

Buyer's responsibilities

Mot Applicable

Buyer's equipment

Mat Applicable.

Supplier's i

nformation

Subcontractors or
partners

As per the Data Protection Agreement attached as Annex 1 o
Schedule 1.

Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the lable below. Ses Schedule 2 for a full

breakdown.
Payment method The payment method for this Call-OF Contract is BACS.
Payment profile The payment profile for this Call-Off Contract is annually in advance

for .

Invoice details

The Supplier will issue electronic invoices annually in advance. The
Buyer will pay the Supplier within 30 days of receipt of a valid
undisputed invoice.

Who and where to
sand invoices to

Invoices will be sant to financed@uksbs. co.uk .




Invoice information All invoices must include a Purchase order numbser.
required

Invoice frequency Inwvoica will be sent to the Buyer annually.
Call-Off Contract The total value of this Call-Off Contract is £632,500.00.
value
Call-Dff Contract
charges The breakdown of the Charges is
Year 1- £177,500.00 excluding VAT
Yaar 2 - E177.500.00 excluding VAT

Two year tofal:  E355 000.00 excluding VAT
Optional Year 3:  E£177.500.00 excluding VAT
Three year tolal:  £532 500.00 excluding VAT
Yaar 3 Overage fees: budgeled E100.000.00 (exduding VAT) and
Incurmed only if baseline is exceeded by more than 10% The Overage
fees shall be imvoiced based on actual consumption calculated as set

out in the Software AG Order Form included in Annex 1 lo Schedule 1.

Contract valee:  EB32.500.00 excluding VAT

Additional Buyer terms

Performance of the As set out in Annex 1 to Schedule 1 .

Sarvice

Guarantes Mot Applicable.

Warranties, In addition io the incorporated Framework Agreement classe 2.3, As
representations sel out in Annex 1 to Schedule 1.




Supplemental Mot Applicable.
requirements in
addition to the Call-Off
tarms

Altermative clauses Mot Applicable

Buyer specific As sat out in Annex 1 o Schedule 1.
amendments
to/refinements of the
Call-Off Contract terms

Personal Data and Unless stated otherwise, the obligations of the parties in connection
Data Subjects with the processing of any customer data that qualify as personal data

according to Arl. 4 No. 1 of the General Data Protection Regulation
({GDPR) ("Buyer Personal Data™) including the applicable technical
and organizational measures that Supplier is required lo implement
and maintain to protect Buyer Personal Data, shall be as set out in the
Data Processing Agreement entered info between the Parlies
concomitantly with this Call off Contraci.

Intellectual Property | Mot Applicable

Social Value Mot Applicable

1. Formation of contract

11 By signing and returning this Crder Form (Part A), the Supplier agrees to enter into a Call-
Off Contract with the Buyer.

1.2 The Parties agrea that they have read the Order Form (Part A) and the Call-Off Contract
terms and by signing below agree to be bound by this Call-Off Confract.

13 This Call-Off Contract will ba formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

14 In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract (Part

B} and Order Form (Part A) will supersede those of the Supplier Terms and Conditions as
par the order of precedence set out in clause 8.3 of the Framework Agreement.



2 Background to the agreement
21 The Supplier is a provider of G-Cloud Senvices and agreed fo provide the Services undar
tha terms of Framework Agreement number RM1557.13.

22  The Buyer provided an Order Form for Services to the Supplier.




Customer Benefits

For each Call-Off Contract please complete a customer benefits record, by following this link:

G-Cloud 13 Cuslomer Banefil Record
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Part B: Terms and conditions

Call-Off Contract Start date and length
The Supplier must start providing the Services on the dafe specified in the Order Form.

This Call-Off Contract will expire on the Expiry Date in the Onder Form. It will be for up to 24
months from the Starl date unless Ended earlier under clause 18 or extendead by the Buyer
under clause 1.3.

Tha Buyer can extend this Call-Off Conftract, with written notice to the Supplier, by the
period in the Order Form, provided that this is within the maximum permitted under the
Framewark Agreament of 1 period of up to 12 months.

Tha Parties must comply with the requirements under clauses 21.3 o 21.8 if the Buyer
resarves the right in the Order Form to set the Term at more than 24 months.

Incorporation of terms
The following Framework Agreement dauses (including clauses and defined terms

refarenced by them) as modified under clause 2.2 are incorporated as separale Call-Off
Contract obligations and apply between the Supplier and the Buyer:

2.3 (Warranties and representations)
4.1 to 4.5 (Liability)

410t 4.11 (IR35)

10 {Force majeure)

5.3 (Continuing rights)

5.4 to 5.6 (Change of control)

5.7 (Fraud)

5.8 (Motice of fraud)

T (Transparency and Audit)

8.3 (Order of precedence )

11 (Relationship)

14 (Entire agreament)

15 {Law and jurisdiction)

16 (Legislative change)

17 {Bribery and corruption)

18 {Freedom of Information Act)

18 {Promoting tax compliance)

20 (Official Secrets Act)

21 (Tramsfer and subcontracting)

23 (Complaints handling and resolution)
24 (Conflicts of interest and ethical walls)
25 (Publicity and branding)

26 (Equality and diversity )

28 (Data protection)

31 (Severability)

32 and 33 (Managing disputes and Mediation)



22

34 {Confidentiality}

35 (Waiver and cumulative remedias)

36 {Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement Schedule 3

The Framework Agreemaent provisions in clause 2.1 will be modified as follows:

221 arefarence to the 'Framewaork Agreement’ will be a reference to the "Call-Of
Contract'

222 arefarence to 'CCS or bo 'CCS andior the Buyer' will be a reference lo “the Buyer

223 areference to the 'Parlies’ and a ‘Parly’ will be a reference to the Buyer and
Supplier as Parties under this Call-Off Confract

23 The Parties acknowledge thal they are required to complete the applicable Annexes
contained in Schedule 7 (Processing Data) of the Framework Agreemant for the
purposas of this Call-Off Contracl. The applicable Annexes being reproduced at
Schedule T of this Call-Off Contracl

24 The Framework Agreement incorporated classes will be referred o as incorporated
Framework dause 2, where 00 is the Framework Agreement clause number.

25  When an Order Form is signed, the terms and conditions agreed in it will be
incorporaled into this Call-Off Contracl

Supply of services

The Supplier agrees to supply the G-Cloud Services and any Additional Services under the
terms of the Call-Off Contract and tha Supplier's Application.

The Supplier undariakes that each G-Cloud Service will meet the Buyer's acceplance
criteria, as dafined in the Ordar Form.

Supplier staff
The Supplier S1aff must:

4.1.1 be appropriately exparienced, qualified and trained to supply the Services
4.1.2 apply all due skill, care and diligence in faithfully performing those duties

4.1.3 obay all lawful instructions and reasonable directions of the Buyer and provide the
Sarvices to the reasonable satisfaction of the Buyer

4.1.4 respond io any enguiries about the Services as soon as reasonably possible

4.1.5 complete any necessary Supplier 5iaff welting as spacified by the Buyer
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If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ensure that its business conlinuity and disaster recovary plan is consistent with the Buyer's
own plans.

Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery of
the Services.

The Buyer will pay the Supplier within the number of days specified in the Order Form on
recaipt of a valid invaice.

The Call-Off Contract Charges include all Charges for payment processing. All invoicas
submitted o the Buyer for the Services will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the
Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee
levied for using the GPC and missi not recover this charge from the Buyer.

The Supplier must ensure that each imvoice contains a detailed breakdown of the G-Cloud
Sarvices supplied. The Buyer may reguest the Supplier provides further documeantation fo
substantiate the imvaice.

If the Supplier enters inlo a Subcontract it must ensure that a provision is incleded in each

Subcontract which specifies that payment must be made to the Subcontracior within 30
days of receipt of a valid invoice.

All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of the
amount 35 a saparabe line ilem.

The Supplier will indemmnify the Buyer on demand against any liability arising from the
Supplier's failure to account for or to pay any VAT on payments mada to the Supplier under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days
bafore the date on which the lax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Clowd Services unless the Supplier is
entitled to End this Call-Off Confract under clause 18.6 for Buyer's failure o pay undisputed
sums of moneay. Interest will be payable by the Buyer on the late payment of any
undisputed sums of money properly invoices under the Late Payment of Commercial Debts
{Interest) Act 1998,

If there's an imvoice dispute, the Buyer must pay the undisputed portion of the amount and
raturn the invoice within 10 Working Days of the invoice date. The Buyer will provide a
covering statement with proposed amendments and the reason for any non-payment. The
SBupplier must notify the Buyer within 10 Working Days of receipt of the returnad invoice if it
accapls the amandments. I it does then the Supplier must provide a replacement valid
imvoice with the response.

Due to the nature of G-Cloud Services it isn't possible in a static Order Form o exactly
dafine the consumption of services over the duration of the Call-Of Contract. The Supplier
agrees thal the Buyer's volumes indicated in the Order Form are indicative only.



8. Recovery of sums due and right of set-off

81 If a Supplier owes monay to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

a, Insurance

91  The Supplier will maintain the insurances required by the Buyer including those in this
clause.

a2 The Supplier will ensure that:

5:2.1 during this Call-Off Contract, Subcontractors hold third party public and products
lighility insurance of the same amounts that the Supplier would be legally liable to
pay as damages, including the claimant's costs and expenses, for accidental death
or bodily injury and loss of or damage to Proparty, o & minimum of £1,000,000

8.2 2 the third-party public and products liability insurance contains an ‘indemnity to
principals’ clause for the Buyer's benefit

5.2.3 all agents and professional consultants involved in the Services hold professional
indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim
during the Call-Off Contract, and for & years after the End or Expiry Date

824 all agents and professional consultants involved in the Sarvices hold employers
liahility insurance (axcept where exempt under Law) to a minimum indemnity of
£5,000,000 for each individual claim during the Call-Off Contract, and for B years
after the End or Expiry Date

93 If requesiad by the Buyer, the Supplier will obtain additional insurance policies, or extend
existing policies bought under the Framework Agreement.

9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with
this clause:

.41 a broker's verification of insurance
.42 receipts for the insurance premium
9.4_3 evidence of payment of the latest premiums due

a5 Insurance will not refieve the Supplier of any liabidlities under the Framework Agreement or
this Call-Off Contract and the Supplier will:

9.5.1 take all risk control measures using Good Industry Practice, including the
investigation and reports of claims to insurers



9.6
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10.
10.1

11.
11.1

8.5.2 promptly nolify the insurers in writing of any relevant material fact under any
Insurances

8.5.3 hold all insurance policies and reqguire any broker arranging the insurance to hold any
insurance slips and other evidence of insurance

The Supplier will not do or omit io do anything, which would destroy or impair the legal
validity of the insurance.

The Supplier will nolify CCS and the Buyer as soon as possible if any insurance policies
have baen, or are due to be, cancelled, suspended, Ended or nol renewed_

The Supplier will be liable for the payment of any:

9.8.1 premiums, which it will pay promptly
0.8.2 excess or deductibles and will not be entitled fo recover this from the Buyer

Confidentiality

The Supplier must during and afier the Term keep the Buyer fully indemnified against all
Losses, damages, costs or expenses and other liabilities (incleding legal fees) arising from
any breach of the Supplier's obligations under incorporated Framework Agreement clause
34 The indemnity doesn’t apply fo the axtent that the Supplier breach is due fo a Buyer's
insinuction.

Intellectual Property Rights

Save for the licences expressly granted pursuant to Clauses 11.3 and 11.4, neither Party
shall acquire any right, title or inferest in or to the Intellectual Property Rights (1PR™s)

(whether pre-existing or created during the Call-Off Contract Term) of the other Parly or its.
licensors unless stated otherwise in the Order Form.

Maither Party shall have any right io use any of the other Party’s names, logos or trade
marks aon any of its products or sarvices without the other Party's prior written consent.

The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transfarable lcence
during the Call-Off Contract Term lo use the Buyer's or its relevant licensor’s Buyer Dala
and related IPR solely o the extent necessary for providing the Services in accordance with
this Contract, inclueding the right to grant sub-licences to Subcontraciors provided that:

11.3.1 any relevant Subcontractor has entered inlo a confidentiality underiaking 'with the
Supplier on substantially the same terms as sel out in Framework Agreement clause 34
{Confidentiality); amnd

11.3.2 the Supplier shall not and shall procure that any relevant Sub-Contractor shall not,
withoul the Buyer's writlen consent, use the licensed matarials for any aother purpose or far
the benefit of any person other than the Buyer.

The Supplier grants io the Buyer the licence taken from its Supplier Terms which licence
shall, a5 a minimum, grant the Buyer a non-axclusive, non-fransferable licence during the



Call-Off Contract Term o use the Supplier's or its relevant licensor's IPR solely o the
exlent necessary to access and use the Services in accordance with this Call-Off Contract.

11.5 Subject to tha limitation in Clause 24.3, the Buyer shall:

11.8

11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party

claim:

(a) alleging that any use of the Services by or on behalf of the Buyer andior Buyar
Users is in braach of applicable Law;

(b} alleging that the Buyer Data viclates, infringes or misappropriates any rights of a
third party;

[c} arising from the Supplier’s use of the Buyer Data in accordance with this Call-Of
Contract; and

11.5.2 in addition to defending in accordance with Clause 11.5.1, the Buyer will pay the
amaount of Losses awarded in final judgment against the Supplier or the amount
of any selflement agread by the Buyer, provided thal the Buyer's obligations
under this Clause 11.5 shall not apply where and to the extent such Losses or
third-party claim is caused by the Supplier’s breach of this Confract.

The Supplier will, on written demand, fully indemmnify the Buyer for all Losses which it may

imcur at any time from any claim of infringement or alleged infringemeant of a third party’s
IPRs becausa of the:

11.6.1 rights granted to the Buyer under this Call-Off Confract
11.6.2 Supplier's performance of the Services

11.6.3 use by the Buyer of the Saervices

If an IPR Claim is made, or is likely to be made, the Supplier will immediataly notify the
Buryer im writing and must at its own expense after writlen approval from tha Buyer, either:

11.7.1 maodify the relevant pari of the Saervices without reducing its functionality or
performance

11.7.2 substitute Servicas of equivalent funclionality and peformance, to avoid the
infringeament or the alleged infringement, as long as there is no additional cost or
burden to the Buyer

11.7.3 buy a licence lo use and supply the Servicas which are the subject of the alleged
infringament, on terms acceptable to the Buyer

Clause 11.6 will nol apply if the IPR Claim is from:

11.8.1 the use of data supplied by the Buyer which the Supplier isn't required to verify
under this Call-Off Contract
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12.
12.1

11.8.2 other material provided by the Buyer nacessary for the Services

If the Supplier does not comply with this clause 11, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money
paid for the affected Services.

Protection of information

The Supplier must

12.1.1 comply with the Buyer's written instructions and this Cal-Of Contract when
Processing Buyer Personal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Sarvices or as reguired by Law or any Regulatory Body

12.1.3 lake reasonable steps fo ensure that any Supplier Staff who have access to Buyer
Personal Data act in compliance with Supplier's security processes

12.2 The Supplier musl fully assisl with any complaint or request for Buyer Personal Data including

12.3

13.
13.1

132

133

by
12.2.1 providing the Buyer with full details of the complaint or request

12.2.2 complying with a data access reguest within the timescales in the Data Profection
Legislation and following the Buyer's instructions

12.2.3 providing the Buyer with any Buyer Parsonal Data it holds about a Data Subject
{within the timescales required by the Buyer)

122 4 providing tha Buyer with any information requested by the Data Subject

The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data
o any other person {including any Subcontractors) for the provision of the G-Cloud
Sarvices.

Buyer data
The Suppler must not remowve any proprietary nofices in the Buyer Data.

The Supplier will not store or use Buyer Data except if necessary 1o fulfil ils obligations.

If Buyer Data is processad by the Supplier, the Supplier will supply the dala to the Buyer as
requested.
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13.6

1a7

13.8
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The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure
system that complies with the Supplier's and Buyer's security policies and all Buyer
requiremants in the Ordar Form.

The Supplier will presere the inlegrity of Buyer Dala processed by the Supplier and
prevent its corruption and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked
Buyer Data or other government data will comply with:

13.6.1 the principlas in the Security Policy Framework:
hiltps:/fwww gov.ulk/govemment'publications'security-policy-framewark and the
Government Security - Classification policy:
gy gk : o uiblication

13.6.2 guidance issuwed by the Centre for Protection of National Infrastructure on
Risk Managemeni__htlps:hwwew npsa gov ukicontenl'adogt-risk-mansgement-
approach and Protection of Sensitive Information and Assels:
hitps:\www . npsa.gov. ukisensilive-information-assels

13.6.3 tha National Cyber Security Cenire’'s (MCSC) information risk management
guidance: hitps:\'www. nosc gov ukicollection/risk-management-collection

13.6.4 govermnment best practice in the design and implementation of system components,
including network principles, securily design principles for digital services and the
sacure email blueprint:
hitps: /. gov . ukigovermment/publications/echnol -of-practice’technol
-code-of-practica

13.6.5 the security requirements of cloud services using the NCSC Cloud Security
Principles and accompanying guidance:
hilips:flwww.ncsc.gov.ukiguidancefimplementing-cloud-securily-principles

13.6.6 Buyer requirements in respect of Al ethical standards.
The Buyer will specify any securily requiremeants for this project in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached
or significantly degraded in any way for any reason, then the Supplier will notify the Buyer
immedialely and will {at its own cost if cormruplion, loss, breach or degradation of the Buyer
Data was caused by the action or omission of the Supplier) comply with any remedial action
reasonably proposad by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological
processes o keep the Buyer Dalta safe from umauthorsed wse or access, loss, desiruction,
theft or disclosure.




13.10 The provisions of this clausa 13 will apply during the term of this Call-Off Contract and for as
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14.1

14.2

14.3
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1a.
15.1

15.2

16.
16.1

16.2

long as the Supplier holds the Buyer's Dals.

Standards and quality

The Supplier will comply with any standards in this Call-Off Contract, the Order Form and
the Framework Agreement.

Tha Supplier will deliver the Services in a way that enables the Buyer to comply with its
obligations under the Technology Code of Practice, which is at

hiltps: fwenh. gow ukiigovernment/publications'technologycode-of-practiceftechnology -code-
of-practice

If raquesied by the Buyer, the Supplier musi, at ils own cost, ensure that tha G-Cloud
Servicas comply with the requirements in the PSN Code of Practice.

If any P'SM Services are Subcontracied by the Supplier, the Supplier must ensure that the
sarvices have the relevant PSN compliance cerification.

The Supplier must immediately disconnect its G-Clouwd Services from the PSN il the PSN
Authority considers there is a risk to the PSMN's security and the Supplier agrees that the
Buyer and the PSM Authority will not be liable for any actions, damages, costs, and any
other Supplier liabilities which may arise,

Open source

All software created for the Buyer must ba suitable for publication as open source, unless
otherwise agreed by the Buyer.

If software needs fo be comveried before publication as open source, the Supplier must also
provide the converled format unless otherwise agreed by the Buyer.

Security

If raguesied to do so by the Buyer, before entering into this Call-Off Confract the Supplier
will, within 15 Working Days of the dale of this Call-Off Confract, develop {and obiain the
Buyer's written approval of) a Security Management Plan and an Information Security
Management System. After Buyer approval the Security Management Plan and Information
Sacurity Management System will apply during the Temm of this Call-Off Contracl. Both
plans will comply with the Buyer's security policy and protect all aspects and processes
associated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus
definitions available from an industry-accepled antivinus sofiware seller to minimise the
impact of Malicious Software.



16.3

16.4

16.5

16.6

16.7

17
17.1

18.
18.1

18.2

If Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Supplier will help the Buyer io miligale any losses and reslore the Services lo
operating efficiency as soon as possible.

Responsibility for costs will be st the:

16.4.1 Supplier's expense if the Malicious Software originates from the Supplier software or
the Service Data while the Sarvice Data was under the control of the Supplier,
uniess the Supplier can demonstrate that it was already present, not guarantined or
identified by the Buyer when provided

16.4.2 Buyer's expense if the Malicious Software ariginates from the Buyer software or the
Service Data, while the Service Dala was under the Buyer's control

The Supplier will immediately nolify the Buyer of any breach of securily of Buyer's
Confidential Information. Where the breach occurred because of a Supplier Default, the
Supplier will recover the Buyer's Confidential Information however it may be recorded.

Any system development by the Suppher should also comply with the government's 10
Steps to Cyber Security’ guidance:
hittpes: fwanw . nesc.oov. ukiguidance! 10-sieps-cybar-securnty

If & Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
cartificate, the Supplier must provide the Buyer with a valid Cyber Essentials cerlificate (or
equivalent) required for the Services before the Starl date.

Guarantes

If this Call-Off Contract is conditional on receipt of a Guarantes that is acceptable o the
Buyer, the Supplier musi give the Buyer on or bafore the Start data:

17.1.1 an executed Guarantee in the form at Schedule 5

17.1.2 a carlified copy of the passed resolution or board minutes of the guarantor approving
the exacution of the Guarantes

Ending the Call-Off Contract

The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the
Supplier, unless a shorter pariod is specified in the Order Form. The Supplier’s obligation to

provide tha Sarvices will end on the date in the nofice.

The Parties agras that tha:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable
considering the type of cloud Service being provided



18.3

18.4

18.5

18.6

18.7

19.
19.1

18.2

18.2.2 Call-Off Contract Charges paid during the nofice period are reasonabile
compensation and cover all the Supplier's avoidable costs or Losses

Subject io dause 24 (Liability], if the Buyer Ends this Call-Off Contract under clause 18.1, it
will indemnify the Supplier against any commilments, liabilities or expenditure which result
in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable
steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its
unavoidable costs by any insurance sums available. The Supplier will submit a fully
itemised and costed list of the unavoidable Loss with supporling evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate effect
by wrilten nolice lo the Supplier if either the Supplier commits:

18.4.1 a Supplier Dafault and if the Supplier Default cannot, in the reasonable opinion of
the Buyer, ba remediad

18.4.2 any fraud
A Party can End this Call-Off Contract al any time with immediate effect by writlen natice if:

18.5.1 the other Party commils a Material Breach of any term of this Call-0ff Contract
{othier than failure to pay any amounts due) and, if that breach is remediable, fails to
remedy it within 15 Working Days of being notified in wriling bo do so

18.5.2 an Insolvency Event of the other Pary happens

18.5.3 the other Parly ceases or threalens lo cease to carry on the whole or any material
part of ils business

If the Buyer fails to pay the Supplier undispuled sums of money when due, the Supplier

must notify the Buyer and allow the Buyer & Working Days fo pay. If the Buyer doesn't pay

within 5 Working Days, the Supplier may End this Call-Off Contract by giving thea length of
natice in the Order Form.

A Party whao isn't relying on a Force Majaure event will have the right to End this Call-Off
Contract if clause 23.1 applies.

Consequences of suspension, ending and expiry

If a Buyer has the right o End a Call-Off Contract, it may elect to suspend this Call-Of
Contract or any part of i

Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier
must continee to provide the orderad G-Cloud Services until the dates set out in the notice.



18.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date

104

185

whichever applies) of this Call-Off Contract, except those continuing provisions describad in
clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration

19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or
expiry

19.4.3 the continuing rights, remedies or obligations of tha Buyer or tha Supplier under
clausas

7 (Payment, VAT and Call-Off Contract charges)

B (Recovery of sums due and right of set-off)

B (Insurance)

10 {Confidentiality)

11 (Intellectual property rights)

12 (Protection of information)

13 (Buyer data)

19 (Conseguences of suspensian, ending and expiry)

24 (Liability}; and incorporated Framework Agreement clauses: 4.1 to 4.6, (Liability),
24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)

19.4 4 any other provision of the Framewaork Agreement or this Call-Off Contract which
expressly or by implication is in force even if it Ends or axpires.

At the end of the Call-Off Contract Term, the Supplier must promptiy:

19.5.1 return all Buyer Data including all copies of Buyer software, code and any othar
software licensed by the Buyer to the Supplier under it

19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs
are owned by tha Buyer

18.5.3 stop using the Buyer Data and, at the direction of the Buyer, pravide the Buyer with
a complete and uncorrupted version in electronic form in the formats and on media

agraed with the Buyear

19.5.4 destroy all copies of the Buyer Data when they receive the Buyer's writlen
instructions to do s0 or 12 calendar months after the End or Expiry Date, and
provide written confirmation to the Buyer that the data has been securaly destroyed,
excapt if the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any ongoing waork



19.5.8 return any sums prepaid for Services which have not been delivered io the Buyer,
within 10 Working Days of the End or Expiry Date

19.6 Each Party will return all of the other Party’s Confidential Information and confirm
this has been done, unless there is a legal requirement to keep it or this Call-Of
Contract slates otherwisa.

19.7 Al icences, leases and authorisations granted by the Buyer to the Suppliar will
cease al the end of the Call-Off Contract Term without the need for the Buyer lo
sarve notice except if this Call-Off Confract states otherwise.

20. Notices
201 Any notices sent must be in writing. For the purpose of this clause, an email is acceplted as
baing ‘in writing'.

= Manner of delivery: email

Deemed time of delivary: Bam on the first Working Day after sending

& Proof of service: Sent in an emailed letter in PDF format to the correct email address
without any emor message

20.2 This clause does not apply Lo any legal aclion or other method of dispute resolution which
should be sent to the addresses in the Order Form (other than a dispufe notice under this
Call-Off Contract).

21. Exitplan
21.1  The Supplier must provide an axit plan in its Application which ensures continuity of service
and the Supplier will follow it

21.2 When reguested, the Supplier will help the Buyer to migrate the Services to a replacement
supplier in line with the exit plan. This will be at the Supplier's own aexpense if the Call-Off
Contract Ended before the Expiry Date due to Supplier cause.

21.3  If the Buyer has resarved the right in the Crder Form fo extend the CallF-Off Contract Term
bayond 36 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least & weeks before the 30 month anniversary of the Start date.

21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier's
methodobogy for achieving an orderly transition of the Services from the Supplier o the
Buyer or its replacemant Supplier at the expiry of the proposed extension period or if the
contract Ends during that period.



21.5

21.6

217

21.8

Bafore submitting the additional exit plan to the Buyer for approval, the Supplier will work
with tha Buyer to ensure that the additional exit plan is aligned with the Buyer's own axit
plan and strategy.

The Supplier acknowledges that the Buyer's right to take the Term bayond 36 months is
subject to the Buyer's own governance process. Where the Buyer is a central governmant
dapariment, this includes the need to obtain approval from GDS wunder the Spend Controls

process. The approval lo axtend will only be given if the Buyer can clearly demonstrate that
the Supplier's additional exit plan ensures that:

21.6.1 the Buyer will be able o transfer the Services to a replacement supplier before the
expiry or Ending of the period on terms that are commercially reasonabile and
acceptable to the Buyer

21.6.2 there will be no adverse impact on service continuity

21.6.3 thare is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer io meet its obligations under the Technology Code of Practice

If approval is obiained by the Buyer to extend the Term, then the Supplier will comply with
its obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, activities and noles and
responsibilities of the Parties for:

21.8.1 tha transfer to the Buyer of any technical information, instructions, manuals and
code reasonably required by the Buyer io enable a smooth migration from the
Suppliar

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to
the Buyer or a replacement supplier, including conversion to open standards or
other standards required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations,
configurations and databases lo the Buyer or a replacemant supplier

21.8 4 the testing and assurance strategy for exported Buyer Data
21.8 .5l relevant, TUPE-related activity o comply with the TUPE regquiations

21.8.5 any olher aclivities and information which is reasonably required fo ensure continuity
of Service during the exil period and an orderly transition




22,
22.1
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24.
24.1

Handover to replacement supplier

Al least 10 Working Days before the Expiry Date or End Date, the Supplier must provide
any:

22.1.1 data (including Buyer Data), Buyer Parsonal Dala and Buyer Confidential
Information in the Supplier's possession, power or control

2212 other information reasonably requested by the Buyer

On reasonable notice at any point during the Term, the Supplier will provide any information
and data about the G-Cloud Services reasonably requesied by the Buyer (including
information on volumes, usage, technical aspects, service parformance and staffing). This
will help the Buyer understand how the Services have bean provided and to run a fair
competition for a new supplier.

This information must be accurate and complete in all material respects and the level of
datail must be sufficient o reasonably enable a third party to prepare an informed offer for
replacement sarvices and not be unfairly disadvantaged compared to the Supplier in the
buying process.

Force majeure

If a Force Majeure evenl prevents a Parly from parforming its obligations under this Call-Off
Contract for more than 30 consecutive days, the other Party may End this Call-Off Contract
with immediate effect by written notica.

Liability
Subject to incorporated Framework Agreement clavses 4.1 to 4.6, each Parly’s Yearly total
liability for Defaulls under or in conmection with this Call-Off Contract shall not exceed the
greater of five hundred thousand pounds (E500,000) or one hundred and twenty-five per
cant {125%) of the Charges paid and/or commitied to be paid in that Year {or such greater
sumi (if any} as may ba specified in the Order Form).

Mobwithstanding Clause 241 but subject to Framework Agreement clauses 4.1 to 4.6, the
Supplier's lizbility:

24.2 1 pursuant fo the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and

24.2.2 in respect of Losses arising from breach of the Dala Protection Legislation shall be
as set ouf in Framework Agreement clause 28,

Mobwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6, the
Buyer’s liability pursuant o Clause 11.5.2 shall in no event exceed in aggregate five million
pounds (£5,000,000).

When calculating the Supplier’s liability under Clause 24.1 any items specified in Clause
24.2 will not be aken into consideration.
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26.
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27.

271

Premises

If either Party uses the other Party’s premises, that Party is liable for all loss or damage it
causes lo the premises. Il is responsible for repairing any damage fo the premises or any
objects on the premises, othar than fair wear and tear.

Tha Supplier will use the Buyer's premises solely for the performance of its obligations
under this Call-0ff Contract.

The Supplier will vacate the Buyer's premises when tha Call-Off Contract Ends or axpires.
This clause does not create a tenancy or exclusive right of occupation.
While on the Buyer's premisas, the Supplier will:

25.5.1 comply with any sacurity requirements at the premises and not do anything to
weaken the securily of the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any haalth and safety measures implamented by the Buyer

25.5.4 immediately notify the Buyer of any incident on the premises that causes any
damage to Property which could cause personal injury

The Supplier will ensure thal ils health and safely policy siatement (as required by the
Health and Safety at Work elc Act 1974) is made available to the Buyer on request.

Equipment

The Supplier is responsible for providing any Equipment which the Supplier requires to
provide the Services.

Any Equipment brought onto the premises will be al the Supplier’s own risk and the Buyer
will have no liability for any loss of, or damage to, any Equipment.

When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and
any other materials leaving the premises in a safe and clean condition.

The Contracts (Rights of Third Parties) Act 1999
Excepl as specified in clause 29.8, a person who isn'l Party to this Call-Off Contract has no

right under the Contracts (Rights of Third Parties) Act 18259 to enforce any of its terms. This
does not affect any right or remedy of any person which exists or is available othanwisa.



28. Environmental requiremeants

2B.1 The Buyer will provide a copy of its environmental policy to the Supplier on regquest, which
the Supplier will comply with.

28.2 The Supplier must provide reasonable support o enable Buyers to work in an
environmentally friendly way, for example by helping them recyde or lower their carbon
footprint.

29. The Employment Regulations (TUPE)

28.1 The Suppilier agreas that if the Employment Regulations apply to this Call-Off Contract on
the Start data then it must comply with its obligations under the Employment Regulations
and (if applicable)} New Fair Deal (including enfering into an Admission Agreement) and will
indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.

282 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to
End it, and within 28 days of the Buyer's request, tha Supplier will fully and accurataly
disclosa to the Buyer all staff information including, but not limited to, the total number of
slaff assigned for the purposes of TUPE to the Sarvices. For each person identified the
Supplier must provide details of:

2821 the activities they perform

2822 age

2823 starf date

2024 place of work

2825 notice period

28286 redundancy payment entitlement

2827 salary, benefits and pansion entitternants

2828 employment status

28289 identity of employer

29210 working armrangements

29 21 outstanding liabilities

29212 sickness absence

29213 copies of all relevant employment contracts and related documents
29.2.14 all information required under regulation 11 of TUPE or as reasonably

requested by the Buyer

The Supplier warranis the accuracy of the informalion provided wundar this TUPE clause and
‘will otify the Buyer of any changes io the amended information as soon as reasonably
possibla. The Supplier will permit the Buyer o usa and disclose the information io any
prospective Replacement Supplier.

29.3 In the 12 months before the axpiry of this Call-Off Contract, the Supplier will not change the
identity and number of slaff assigned to the Services (unless reasonably requested by the
Buyer) or their tarms and conditions, other than in the ordinary course of business.



29.4 The Supplier will co-operate with the re-tendenng of this Call-Off Contract by allowing the
Replacement Supplier to communicate with and mesat the affected employees or their
reprasentatives.

29.5 The Supplier will indemnify the Buyer or any Replacemeant Supplier for all Loss arising from
beath:

28.5.1 its failure to comply with the provisions of this clause

2952 any claim by any employee or person claiming bo be an employee (or their employea
representative) of the Supplier which arises or is alleged to arise from any act or
omission by the Supplier on or before the date of the Relevant Transfar

296 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely
after it Ends or expires.

29.7 For thesa TUPE clauses, the relevant third party will be able 1o anforce its rights under this
clause but their consent will not be required to vary these clauses as the Buyer and Supplier
may agree.

30. Additional G-Cloud services

30.1  The Buyer may require the Supplier to provide Addifional Services. The Buyer doesn't have
o buy any Additional Services from the Supplier and can buy services that are the same as
or similar to the Additional Services from any third party.

30.2 W reasonably requested io do so by the Buyer in the Order Form, the Supplier must provide
and manitor performance of the Additional Services using an Implementation Plan.

31. Collaboration
311 If the Buyer has specified in the Order Form that it requires the Supplier o enter into a

Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration
Agreemant before the Start date.

312  Inaddition to any obligations under the Collaboration Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer's contraciors

31.2.2 co-operate and share information with the Buyer’s contraciors to enable the efficient
oparation of the Buyer's ICT services and G-Cloud Sarvices



32.
321

33.
331

Variation process

The Buyer can reguest in writing a change fo this Call-Off Contract if it isn't a material
change to the Framework Agreementfor this Call-Off Contract. Once implemented, it is
called a Variation.

The Supplier must notify the Buyer immediately in writing of any proposed changes to their
G-Cloud Services or their delivery by submitting a Variation request. This includas any

changes in the Supplier's supply chain.

If Either Party can't agree fo or provide the Variation, the Buyer may agree io continue
performing its obligations under this Call-Off Contract without the Variation, or End this Call-
Off Contract by giving 30 days notice to the Supplier.

Data Protection Legislation (GDPR)

Pursuant to clause 2.1 and for the avoidance of doubt, clause 28 of the Framework
Agresment is incorparated into this Call-Off Contract. For reference, the appropriate UK
GDPR templates which are required to be completed in accordance with dause 28 are
reproduced in this Call-Off Confract document at Schedule 7.



Schedule 1: Services

The Supplier is o provide
= webMethods.io Integration
= webMethods.io APl Management
+« Bath on premise and in the clowd.

As set out in the Software AG Ordar Form atlached to Annex 1 o this Schedule 1.
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DATA PROCESSING AGREEMENT

Thiz Data Processng Agresmant ["OPRT) & an ndegral part of te existing Agroemint batween the Panie that & sedeensoed belcw 1 & concluded batwoan

betmaan Sottware A5 (LK) Limined {"Supplise” and Processar’] |V Ehamd Busines Sarvicos Ld ("Custemaer” and “Controller 7|
Reg. M. 1310740 33053
Rugisiared offica | Pride Park, 24 Ovient Way, DERBY, Derbyshim DE24 58y, | Pofans Hoise, Swindon, Seindon, SNE 1FF. United! Kingdam

UNITED KINGDOM
sach 3 “Party’, togethes the "Parthes”

Agreamant Referance: CMS 339568
DiateySarvice Start Date: same date as the date of thés DPA

1 DEFINITIONS
1.1 Th fedloaving berem i this DPA in scditian o thase defined in tha BU Ganeesl Data Protection Regulation GDPR:

‘Applicable Data Protection | means any data protection law that spploes to Customa©'s processing of personal data such ac the GOFR and the U GOFR
Law™

“Mlamiser S1ate” means a country bekenging 1o the Europsan Lnican {"BUF) or the European Econoemic Anea {TBEAT)

‘Sarvicas’ maans actvites camied out by Suppilar on behal of Customer a5 set out in the Agressment and the Appandis to this DR

“Standard Contractual maans the Standand Contraciual Oauses lor the transhar of personal data to Thind Countriss pursuant to Commission Decsion

Clausas {50057 20217314 I the data exporter of 3 partiouiar wanster or caegony of tanslirs is enabished in tha UK, the UK International
Data Sraraler Addendum to the EU Comemission Standaed Contractual Clases shall aleo apgply.

“Sulsprocessor maans a sub-rontracnor that FroCessor angages 10 process personal data on behalf of Controfler whan Gerying oot the
subconracted Senvices. The fist of Subgprocsssons & available hene s S0fTwaIeag LMl 0a -DICCESSONE

“Whird Countries” Maan counties outsda of the ELEEA for which the Eurcpsan Comemission has not ssusd an adequacy dedsian

F DETAILS OF PROCESSIMNG

21 Tre Appandis to this DR detalk the prodessng operations that Procesoor proides 1o Controfle:

3 DELIGATIONS OF COMTROLLER

311 Comtrofer shall comply with Appicable Data Protection Law and demonstrate sech compiance as nequined undar the Applicable Data Prodsction Lam

32 It reguired by Applicable Data Protaction Law Controller shall provide o Processor a copy of the privacy rotice that Controliar provided io the data
subjects

4 INSTRUMTIONS

471 Costroller engages Prossor 1o eocss the personal data on bahait of Comroder in atcondancs with GDPR Article 28, Controfler instructs Peocescor ta
process Personal [HE3 on s bekall of Cortrofier dor the purposes of perfarming the Senvices. Controfier shall ansurg that any instruction given ta
Processos oompkes with Applicable Data Protection Law. B Customes |5 3 processoy Corinmer warrants that fs instructions and actions with respect 1o the
processng of the personal dat provded 10 the Supiles, incuding the appointment of Supoker 35 another processon have bdon authorized by the
rakant contmoiar

42  Prooessor dhall process the parscral data only n accordance with the insiructions: given by the Comodler wniess athanste requiced Iy European Linion
L, Mosmber Stae law or othes applicabde data prosecion law n the latter case clause 5.4 (b applies)
43 Ay brther instructions that o beyond the instructions contained in this DPA o the Agreement msT b within the subject matter of this DPA and e

Agraemment. If the imglemantation of such further instructions resulis in costs for Prooessor, Processor shall infoem Conbrolker about such costs with an
explanation of the comis before mplementing the Fsnacions. Only afer Commoldlers confirmaticn 1o ear sach coms for tw implemenation of the
EInaCtions, PTocesson (& reguened io implamen such further instructions. Conteolier shadl give fether insinactions genarally In weiting, unkess the ungency
of othar specilic droemaanoes requin anathar feg. ol akcmonic) form. Ianactions in anathar form than in wriong shall be contimed by Costrode in
wTInNG Wikt dalary

44 Promessos shall emenediataly isdorm Controliar i€ in is opinion, an nstruction infringes the GOFR or ather Applicable Daca Frotedtion Law and request
Corrodes oo withdeers, amend or confirm the relneet instruction. Processor shall be emiiied to sepend mplvmentaoon of oW mlesnt nstiuctan
panding Cosmroller’s decision po withdraw, amend or confimm such instruction

5 DELIGATIONS OF PROCESSOR

57 Procsssos shall ansum that 2l persors authonzed by Procesuos o procsss personal data on befalf of Conteollr, pertodarly personned of Processor or any
Subprocesod have comimitied the msebves to confidentiality or ane undar an pprogriate satutony abkigation of confidentialin.

52 Belom processng pesoral dita to provide the Senecss, Pmosssor shall implement the following technical ad cgarerabonal mMeasunes
e st Dwanaag o mAdpa-iame. Processcs may amend the technical and crganizational mesesrss from fime o time provided that the amended technical
and organzatonal Masnres ane not lncs profecinee than thase in place as of date that the Farmies concleded This DR,

53 Processor chall make availbée to Coniroler af information necessary to demansirae compkance with: the obilgations in GDPR Article 28. The Partias agms
that this informaticen obfigation is met by providing Controfler with an sedit report upean nequesst. To the eetent addithonal audit acivithes sew requined by
Apnlcable Data Frotecton Law, Control ler may reguest inspections conducted by Comtrolier or another audicor mandated by Controilar. Sudh on-5he Judit
st
la) o limied 0 processing feciities and persoonel of Procassor invobeid in the processing activities coveed by this DRS;

[l ocour no mone than onoe annually or at reduined by Appkcable Oata Protection Law of by 3 compeient sebenssory adthority of Erenediately afier 3
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54

55

z

material personal data besach atfecting personal data processed by Frocessor undker this DR and

fch may ocour only during requla booness hours, afer masonable pror notos, in accordance with Processors secunty polices and without subctantially
chsrupting Frocessos’s Dusiness operations

Each Party shall bear s own cOSIS ansing ot of of in conrection with the on-ske aadt a1 Corroller and Froomessor. Conbeoliar shall create an asdit raport

summarizing the findings and obsarvations of B on-she audin. AR audt epoets ane confidential infomation of Processor and shall not be dsdocad o

thind parties uniess reguined by Apgficable Daca Prodection Law of with Processoe’s consasnt

Proscgssor shall notify Comrofler without undue delay

abowr any legally Dinding mques for dscdosune of the personal daca Dy a law enforcament autheity, unkss athenwiss prohibied, sech & by a

ungiar criminal law o praserss the confidentiafity of a G endocemant investigation;

Law, Mamber Stata Law or ather Appilcable Data Fromoction Law 1o which Processor of Subprocessar is subject reguines Frocecsor o Subprocecsor
10 peocess e pevsonal data beyond Conbeolher's insbructiorg pariorming such peoceising, wniess that Ewropoan Unkon b, Mambaer Stabe ke
o other Applicabke Data Frotection Las prohibis such infoemation on impoetant grounds of pubdic intanest. in this tase Frocessor's notification to
Conbmiier st spacify the applicabis legal reguiemsnt; and

t} afier Processos has documanted reason 1o believe that @ pvsonal data breach has ocourmed & Processor oF ai SubproCessons thal may afieo
personal data of Comirofler covored Dy s DR In This cace, Frooessor shall asisp Cor undar Apnlcable Data
Protection Law fo infoem the data subjects and the supervisory suthornities, o applcable, by providing information in accordancs 1o GOPS Anick 3
3 o other Applbcable Data Protection Law as aaikble to Frocessor. Processar shall implement remadation measun 1o peeen future breachas

Proscessor shall take commencaly masonabie mesunes 1o provide necessary information and aost Controller with its obligaton 1o iy out 2 data

PrEABCTiOn IMPEaCT aasessmant of grior consuliation in rfation o Ces a5 may b requised by GOFR Anicle 35 or 36, Procisscr mas provide such

ansistance only i Comroler cannod maset its oblgation though other maars

Ax the dhoice of Controlley, Pavcescor shall defate of rabem o Contmlier all pemonal daca {incleding any data Sorage medcia) peocessad on Controliar's

bahaif undar this DR after the end of the provision of Services and defete ey eblieg coptes wnkess Beopaan Usion or Mombaer State bw eguns

Processoe 1o retaen such personal data

DATA SUBJECT RIGHTS

Comroller is prmariy resporsble for handkng #nd esponding 10 FQuests Made by data subjects. If 3 data subject enacts Processor directy, Frocessar

shadl ComeTRmicang e CTa Subjects Faquest 10 Comirolfles: Frocessor shall not sespond 0o any data sulyect indepandemtly,

Proscessoe shall ssist Control b using appopeiate and possible ischnicat and organizational seasunes to segnond o daka subjects” eguessts 10 eswecice tha

rights zat aut in Chapter 1l of the GDFR o other Applicable Data Protection Laws

SUBPROCESSING

Comrofler authonisas the we of Subprodessons engaged by Processor dor the provision of the Services under this DFA. The same applies 10 the wee of

furthar Subprocessoet ongaged by Subprocessars, in which cace the bobow apples acooningly. Processor shall chooss ouch Subprooeszor dilgemtly

Proosssod remaing respoeeibla for any acts of omessions of i Subprocecsors in tha sama manner at for its own aces and omiccions hareundar. Controller

appoves the Subprocessons Bsted hane it . [RES0

Processoe shadl pass on in weiting [electronc form is suffcient) 1o Subprocessons the obligatons of Processor undir this DFA b0 the eadent applicatie to the

subCoeTa Sorsioes

Proagssod mary replace of appoint suitable and rel labie Subprocessans ab its diSEreton in accordance with this o s

|a) Processor chall atar Conimolers reg ian on e SAG Support Por P e SOt w69 L OO 00 (por a TRy
nctity Conteolber in advanoe of sry changes to the ki of Subprocessonis] & set out wunder clause 7.1 By snding dhangas to tha
10 tha given e-mail adoeess of the Contotl

Conbroller does not object in accoedance with this clausa within 30 days of receiving Procsssors notice the Subprocessonis) will e deamed acceptod

Contraliar has a Wegtimate reason 10 objed 0 & Seoprocessor Comrofler shadl natify Frocessor cheesof in wiiting within 30 days afier necedpt
Peocessor’s notce. I Comroler obpaon w0 the use of the Subpwocessorn, Proosscor shall hawe the might 10 e the objection within 30 days after
Peocessor's recelpt of Contolier's objecton. If the objRction Fas not boen cumnd within 30 days aftar Pocecsors receipt of Controller's oijecton, aithes
marty may enminate the abected Ssrvos with reasonabls wem

INTERMATIOMAL TRAMSFER OF PERSONAL DATA

In prosicding 5

that wham the FrOCessor engages a Subpeocessor in aocordance 'with Clause T of this DPA for the prostsion . of Sendoes and those imvabe a trane

persoral data within the msaning of Chapiar W @ GOPR, the Processor and the Subprocessor can enees compliance with Chapoer ¥ of the GDPR

e by wsing the S00% and whane nececsany (1] that additional sup pleementary contraciual, erganisationat and mcheecal measunes am in placs o provide 3

sufficient levef of data promection

TERM

Tree tarm of this DFA & tha teem of the Agreamant

GENERAL

Arvy Hanfity ansing out of or in connaction with 3 viol

iy F
r

b MO

cos pevsonal data will be transfemad o Thind Countries by the Processor in comgliance with Chaptar W of the GDPR. Tha Customar agraes
of

olowy, and be

on of the obligations of thes DPS oF undad applicatle data protacton law, dnall
gosarnid by, th liabl 5 sat Rtk in, of othenwisa apnicabls 10, Tha Sgeeemant, unkss otherwse providied withi o,

In the event of Inconsistencies betwesn tha provisions of this DPA and any other agrements betwesn 1ha Fartes, the provisicns of this DRA will prawal
regarding the Farties’ data peotectson obligationt. In case of doubs s oo whather dauses in such othar agresmants relate to the Panikes' data protectian
obligations, this DR will pravail If any peowision of this DR i hald t be al o unanforosable, e FET@inIng provisons shall not be affected ar
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APFENDIX: DETAILS OF PROCESSING

Comiroller Closd Sarvicas: Tha Controller & prosioeng bomnec data recessany in courss of wee of and ta assict in the analysic and recolation of
Suppaort bnckdenis reported intha Dloud Services of Processor.
Sisppart The Controller i providieg busingss data 1o assk i the analyss and esolutson of Suppart Incidents reporied in softwasn
products of Proceear
Prolestional Services: Tha Controliar v providing Dushness data 1000 granting S00ess b0 Processor 1o belp develop of implemant
solutiors for Controlior.
Training, Onboarding, Cuettermar Sucoss Services: Trhe Controller i providing Dusiness data 1o =il with rarng, onboasding
and OEIOMer SHCESS Sardces
Processar Tha Sunpher is e Procesor
Daia subjects +  amployess of Controliar
*  end-ousomes of Conrolar
#  potniia end-nstomes of the Cantraliar
*  any parson with whoen Contsolier maintains 2 business reltiondep
Categaries of data " Mamas

* Corparate Personned 1D

*  Bumness & mail addess

*  Talephons remoe

& F Address

#  Dataof o Cantraliar used within the sysiems which ane in tha ccope as defined in tw releeent Staement of Work
&  Duta ol the Conrolier usod within the products offsned by Processor

Spocial categosies  of
data {if appropriate)

Clowsd Services: Tha Controdler decides which data i traeemitied Tor the purposs of prossding Cloud Sendces.

Spport The Controlar dedies which fala i wansmitted for the purposa of prowiding CUshomer support

Professional Services: The Controller decides which data 5 made sailabde to the Processon in the scopa of the systems a5 defined
i e et Siaerent of Woek

Training, Onboarding, Custamsr Sucoess Services: The Contmlkr decides which data b bransmirted dor the purpose of poviding
training, anboanding and CUROMEn SUCESS saNiies

Cloistl Sewrviess: Processor processes Comnoller Data with a Software 5 @ Senvice /Plaborm a6 a Sardce in @ pubibc diosd
infrasnuctung a6 dedinad in tha Cloud Senvices agreemant

Swppert Tuppor incident soluticen research using Controlar busingss data 10 anabyse o seprodacs incidents eported by the
Contraliar.

Professional Services: The Processor will use the personal data of the Controller ondy as dediced in the Senece Agreamint

Training, Dnioarding, C 5 Services: Maintaining a mood of application users and training secsons

Saibjuit maitler of the

Closd Servbees: Tha subpct mastar of the dat processng undar this addandum am the Controler dats processed in tha chood
sarvices a5 defined in the Cloud Services Attachment induding the apemtion of 3 Coud Service platform. To acoess the opected
platform usars nesd 10 ke authenticated and authoried Usar detals will be wsed o oeate wnique uses |ds that ane used for
autfenbcation and authorization. Bmail addesses sight bo used b0 send noofications 1o the uers a6 st of sing servces of the
Clowsdd Service platform and comisponding Support Systems oo Ticket systm)

Support As described in the appicable Maintenance and Suppan Service description

Professianal Serviess: The subject matier of tha processiog i described in the reldvant Staement of Work

Training, Onboarding, Cusd 5

Sarvicet. Ao described in the snpbcable Service descnption.

Mabure and purposs of
et prrocssing

Clowsd Sarvices Tho purposs of the data peocessing wnder this addendum the provicioning of e Cloud Services initiated by the
Controlior. The Cloud Services procesing Systeers and mspocthe pocesing propertie @e defined in the Cloud Serdioes
Aftackement

Smppart Procescor procssses the personal data of the data subjects on boball of Comtrodler in cedar io solve peoblens in sofress
products of Frocessor

Profestonal Services: Proosceor processes the pemonal data of the data subjects on behal of Conraler in order 1o provide the
Consuhing Services desoribed i detail in the neleant Statemant of Work

Ty Caral

Training, Owbosrding, Cisl Onboarding of new wwers. Sapport on questions and ideas (og weithen
st chak, covemants. feaiune egueeses) Customa  seccess Shaew reports with the ComtnollenTiate Expori
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Schedule 2: Call-Off Contract charges

For each individual Service, the applicable Call-0ff Contract Charges (in accordance with the
Supplier's Platform pricing document) can’t be amended during the tarm of the Call-Off Coniract.

The detailed Charges breakdown for the provision of Services during the Term will includa:

|call atf charges Inwoice Amoust Invoice Date
£177.500.00 fexcluting VAT] 30th Sapterniser 2023
£177.50000 feecluing VAT] 30th Sapbemiser 2024
s yaar subs-tatal £355 D000 (exchsting VAT

[Visar 3 Call bt low

£ 177, 5L [axchudng YAT)

0th Septamiter 2025, if weitten notice & given 30 days bafore the inital 24 mohs
1o etend fior 2 further 12 months

[Thras yoar suls-tetal

F532 SO0 (enciuching WATH

[Vaar 3 Owirage Maximum Foes

£ 100 0000 faxchuding YAT)basad on
ACTlaE ININEETINNG Ukege

Onby incurred i the Baseline sat in mosths 13 10 24 are exceeded by mone than 10%

To be inwoiced at c0 out in Softace AG Cwdar Foarm anached to Annesx 1 of Schad
wie 110 ths Call off comiract

Eﬂj‘lﬂ' ma i mim grand
|

£33 SO0.00 [excduding YATY




Schedule 3: Collaboration agreement — Not used



Collaboration Agreement Schedule 2 Not used.



Schedule 4: Alternative clauses - Not Applicable



Schedule 5: Guarantee — Not used




Schedule 6: Glossary and interpretations
In this Call-Off Contract the following expressions mean:

Expression Maaning

Additional Services Any services ancillary to the G-Cloud Services that ara in the
scope of Framework Agreement Clausa 2 (Services) which a
Buyer may requeasl.

Admission Agreement | The agreament fo be entered into lo enable the Supplier fo
participate in the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invilation to
Tender (known as the Invitation to Apply on tha Platform).

Audit An audit carried oul under the incorporatad Framewaork
Agreement clauses.

Background IPRs Far each Party, IPRs:
= owned by that Party before the date of this Call-Off
Confract

(as may be enhanced and/or modified but not as a
consequence of the Services) including IPRs
contained in any of the Party’s Know-How,
documentation and processes.
= created by the Party independently of this Call-OFf
Contract, or

Far the Buyer, Crown Copyright which isn't available to the
Supplier olherwise than under this Call-Of Contract, but
excluding IPRs owned by that Party in Buyer software or
Supplier software.




Buyer

The contracting authorily ordering services as set out in the
Ordar Form.

Buyer Data

All data supplied by the Buyer to the Supplier including
Personal Data and Service Data that is owned and managed
by the Buyer.

Buyer Parsonal Data

The Personal Data supplied by the Buyer o the Supplier for
purposes of, or in connection with, this Call-08f Coniract.

Buyer Representative | The representative appointed by the Buyer under this Call-Of
Confract.

Buyer Software Software owned by or licensed to the Buyer (other than under
this Agreement), which is or will be used by the Supplier 1o
provide the Senvices.

Call-Off Contract This call-off contract enterad inio following the provisions of

tha

Framework Agreement for the provision of Services made
between tha Buyer and the Supplier comprising the Order
Form, the Call-Off terms and conditions, the Call-Of
schadules and the Collaboration Agreement.




Charges The prices (excluding any applicable VAT), payable to the
Supplier by the Buyer under this Call-Off Contract.

Collaboration An agreement, substantially in the form sat oul at Schedule 3,

Agreament batwean the Buyer and any combination of the Supplier and

contractors, to ensure collaborative working in their delivery of
tha Buyer's Services and o ensure that the Buyer receives
end-to-end services across its IT estale.

Commercially
Sensitive Information

Information, which the Buyer has been notified about by the
Supplier in writing before the Start date with full details of why
the Information is deemed o be commercially sensitive.

Confidential
Information

Data, Personal Data and any information, which may include
(but ism’t imited to) any:

« information about business, affairs, developments,
trade secrets, know-how, personnel, and third parties,
including all Intellectual Property Rights (IPRs),
logether with all information derived from any of the
abowve

= other information clearly designated as baing
confidantial or which ocught reasonably be considered
1o be confidential (whether or not it is marked
‘confidential’).

Control

‘Contral’ as dafined in section 1124 and 450 of the Corporation
Tax Act 2010. "Controls’ and "Controlled’ will be interpreted
accordingly.




Controller Takes the meaning given in the UK GDPFR.

Crown The government af the United Kingdom (including the
Morthem Ireland Assembly and Executive Committes, the
Scoftish Executive and the Mational Assambly for Wales),
inclueding, but not limited to, government ministers and
governmen! departmenis and particular bodies, persons,
Commissions of agencies camying out functions on its behalf.

Data Loss Event Event that results, or may resull, in unauthorised access o
Personal Data hald by the Processor under this Call-Of
Confract andior actual or potential loss and/or destruction of
Personal Data in breach of this Agreement, including any
Personal Data Breach.

Data Protection Impact | An assessment by the Controller of the impact of the

Assassmant (DPIA) envisaged Processing on the protection of Personal Data.
Data Pratection (i) the UK GDPR as amended from time to time; {ii) the DPA
Legislation (DPL) 2018 to

tha extent that it relafes to Processing of Personal Data
and privacy; (iii) all applicable Law about the
Processing of Parsonal Data and privacy.

Data Subject Takes the meaning given in the UK GOPR




Default

Dafault is any:
» breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)
» other default, negligance or neghgent statement of the
Supplier, of its Subcontractors or any Supplier Staff
(whether by act or omission), in connection with or in
relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation to a Default of the Call-Of Contract,
the Supplier is liable 1o the Buyar.

DPA 2018 Data Protection Act 2018.

Employment The Transfer of Undertakings (Protection of Employment)
Regulaticns Regulations 2006 (51 2006/246) (' TUPE')

End Maans o lerminate; and Ended and Ending are construed

accordingly.

Environmental
Information
Regulations or EIR

The Environmental Information Requlations 2004 together with
any guidance or codes of practice issued by the Information
Commissioner or relevant government dapartment about the
regulations.

Equipment

The Supplier's hardware, compuier and lelecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Of
Confract.




ESlI Reference Number | The 14 digit ESI reference number from the summary of tha
outcome screen of the ESI tool.

Employment Status | The HMRC Employment Status Indicator test tool. The most
Indicator test tool or | up-lodate version must be used. Al the time of drafting the tool
Es5l tool may be found here:

https:/fanany. gov . ukf/guidanceicheck-employment-status-fortax

Expiry Date The expiry date of this Call-Off Contract in the Order Form.




Force Majeure

A force Majeure event means anything affecting either Party's

performance of their obligations ansing from any:

» gcls, events or omissions bayond the reasonable control of
the affected Party

= riols, war or armed conflict, acts of terrorism, nuclear,
biodogical or chemical warfare

» gcis of government, local government or Regulatory
Bodies

» fire, flood or disaster and any failure or shortage of power
ar fuel

» industrial dispute affecting a third parly Tor which a
substitute third party isn't reasonably available

The following do not constitule a Force Majeure event

= any indusirial dispute about the Supplier, its staff, or failure
in the Supplier's (or 8 Subcontractor's) supply chain

= any avenl which is alfributable fo the wilful act, neglect or
failure to take reasonable precautions by the Party seeking
to raly on Force Majeurs

» (he event was foresesable by the Party seaking to rely on
Forca
Majeure at the time this Call-Of Contract was entered into
= any avent which is atiributable to the Parly seeking to rely
on Force Majeure and its failure to comply with its own
business continuily and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start
dale that are the same a5 or substanbially similar fo the
Saemnvices. This also includes any Subcontractor or the Supplier
(or any subcontractor of the Subcontracior).

Framework Agreement

The dauses of framework agreement RM 155713 together with
the Framework Schedules.




Fraud

Any offence under Laws creating offences in respect of
fraudulent acts {including the Misrepresentation Act 19567) or
al commaon law in respect of fraudulent acts in relation to this
Call-Off Contract or

defrauding or attempting io defraud or conspiring o defraud
the Crown.

Freedom of
Information Act or
FolA

The Freedom of Information Act 2000 and any subordinate

legislation made under the Act together with any guidance or
codes of practice issued by the Information Commissianer or
relevant government depariment in relation to the legislation.

G-Cloud Services

The cloud services described in Framewark Agreament
Clause 2 [(Services) as defined by the Service Definition, the
Supplier Terms and any related Application documentation,
which the Supplier must make available to CCS and Buyers
and those servicas which are deliverable by the Supplier
under the Collaboration Agreament.

UK GDPR

The retained EU law version of the General Data Protection
Regulation (Regulation (EU) 2016/679).

Good Industry Practice

Standards, praclices, mathods and process conforming to the
Law and the exercisa of that degree of skill and care,
diligence, prudence and foresight which would reasonably and
ordinarily be expected from a skilled and experienced person
ar body engaged in a similar underiaking in the same or
similar circumsiances.




Govarnment
Procurement Card

The government's preferred method of purchasing and
payment for low value goods or services.

Guarantee

The guaranies described in Schedule 5.

Guidance

Any cumrent UK government guidance on the Public Contracts
Regulations 2015. In the event of a conflict betweesn any
current UK government guidance and the Crown Commercial
Service guidance, current UK government guidance will iake
precedance.

Implemeantation Plan

The plan with an outline of processes (including data
standards for migration), costs (for example) of implementing
the services which may be required as part of Onboarding.

Indicative test

ESl tool completed by conftractors on their own behalf at the
requesi of CCS or the Buyer (as applicable) under clause 4.8.

Information Has the meaning given under section B4 of the Freedom of
Information Act 2000.
Information security The infarmation security management system and process

management system

developed by the Supplier in accordance with clause 16.1.




Inside IR25

Contractual engagements which would be determined to be
within the scope of the IR35 Intermediaries legislation if
assassed using the ESI ool

Insolvency event

Can ba:

= & voluntary arrangement

= awinding-up pelition

= the appointment of a receiver or administrator
= an unresolved statulory demand

» a2 Schedule A1 moratorium

» @ Dun & Bradstreet rating of 10 or less

Intellectual Property
Rights or IPR

Intellectual Property Rights ara:

= copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in
inventions, semi-conductor topography rights, rade
marks, rights in internet domain names and websile
addresses and other rights in trade names, designs,
Know-How, trade secrets and other rights in Confidential
Information

« applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are
capable of being registered in any country or jurisdiction

= all other rights having equivalent or similar effect in any
country or jurisdiction

Intermediary

Far the purposes of the IR35 rules an intermediary can be:
. tha supplier's own limited company

. a sarvice or a personal service company

. a parinership

It does not apply if you work for a client through a Managed
Service Company (MSC) or agency (for example, an
employment agency).

IPR claim

As sat out in clause 11.5.




IR35 is also known as ‘Intermediaries legislation’. It's a sat of
rules that affect tax and Mational Insurance where a Supplier
is contracted to work for a client through an Intermediary.

IR35 assessment

Assassment of employment status wsing the ESI ool to
determine if engagament is Inside or Oulside IR35.

Know-How

All ideas, concepls, schemes, information, knowledge,
techniques, methodology, and amything else in the nature of
know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier's or Buyer's possession
before the Start date.

Any law, subordinate legislation within the meaning of Section
21{1) of the Interpratation Act 1978, bye-law, regulation, order,
regulatory policy, mandatory guidance or code of practica,
judgment of a relevant court of law, or directives or
requiraments with which the relevant Party is bound to

comply.

All lossas, liabilities, damages, cosls, expenses (including
legal fees), disbursements, costs of investigation, litigation,
setlement, judgment, interest and penalties whether arising in
contract, tort {including megligence), breach of statutory duty,
misrepresentation or otherwise and "Losses” will be
interpreted accordingly.

Any of the 3 Lols specified in the ITT and Lots will be
constread accordingly.

Malicious Software

Any software program or code intended 1o destroy, interfere
wilh, cormupt, or cause undesired effects on program files, data
ar other information, executable code or application software
macros, whether or not its operation is immediate or delayed,
and whether the malicious software is introduced wilfully,
negligenily or without knowledge of its existence.

Managemant Charge

The sum paid by the Supplier to CCS being an amount of up
to 1% but currently set at 0.75% of all Charges for the
Services invoiced lo Buyers (net of VAT) in each month
throughowt the duration of the Framework Agreement and
thareafter, until the expiry or End of any Call-Off Confract

Management
Information

The managemen! information specified in Framework
Agresment Schedule 6.




Material Breach

Those breaches which have been axpressly set outas a
Malerial Breach and any other single serous breach or
persistent failure to perform as required under this Call-Of
Confract.

Ministry of Justice
Coda

The Ministry of Justice's Code of Practice on the Discharge of
tha Functions of Public Authorities under Part 1 of the
Freedom of Information Act 2000.

New Fair Deal The revised Fair Deal position in the HM Treasury guidance:
“Fair Deal for staff pensions: staff transfer from central
governmant” issued in Octobar 2013 as amended.

Order An order for G-Cloud Services placed by a contracting body
with the Supplier in accordance wilh the ordering processas.

Order Form The order form sel out in Part A of the Call-Off Confract to ba
used by a Buyer to order G-Cloud Senvices.

Ordered G-Cloud G-Cloud Services which are the subject of an order by the

Services Buyer.

Outside IR35 Contractual engagements which would ba determined to not
be within the scope of the IR35 intermediaries legislation if
assassed using the ESI tool.

Party The Buyer or the Supplier and “Parties’ will be intarpreted

accordingly.

Personal Data

Takes the meaning given in the UK GDOFR.

Personal Data Breach

Takes the meaning given in the UK GDPR.




Platform

The gowernment markelplace whera Services are available for
Buyers Lo buy.

Processing Takes the meaning given in the UK GDPR.
Processor Takes the meaning given in the UK GDOPR.
Prohibited act To directly or indirectly offer, promise or give any person

warking for or engaged by a Buyer or CCS a financial or other
advantage to:

» induce that person to perform improperly a relevant
function or activity
=« reward that person for improper performance of a relevant
function or activity
= commit any offence:
o under the Bribery Acl 2010
> under legislation crealing offences conceming Fraud
= at common Law conceming Fraud
= committing or attempting or conspiring to commit
Frawd

Project Specific IPRs

Any intallectual property rights in items created or arising out
of the performance by the Supplier (or by a third party on
behalf of the Supplier) specifically for the purposes of this
Call-Off Contract including databases, configurations, code,
instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Froperty

Assets and property including technical infrastructure, IPRs
and equipmentl.

Protective Measures

Appropriate technical and organisational measures which may
inclede: pseudonymisation and encrypting Personal Data,
aensuring confidentialify, integrity, availability and resilience of
systems and senvices, ensuring that availability of and access
to Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating the
affectiveness of such measures adopted by it




PSM or Public Services
Network

The Public Servicas Network (P5SN) is the government’s high
performance network which helps public seclor organisations
work together, reduce duplication and share resources.

Regulatory body or Government departments and other bodias which, whether

bodies. under statute, codes of practice or otherwise, are entitled to
investigate or influence the matters dealt with in this Call-Off
Confract.

Relevant person Any employes, agent, sarvant. or represanfative of tha Buyer,
any other public body or person employed by or on behalf of
tha Buyer, or any other public body.

Relevant Transfer A transfer of employment to which the employment

regulations applies.

Replacement Services

Any servicas which are the same as or substantially similar fo
any of the Services and which the Buyer recaives in
substitution for any of the services afler the expiry or Ending
ar partial Ending of the Call-

Off Contract, whether those services are provided by the
Buyer or a third party.

Replacement supplier

Any third-party service provider of replacement services
appointed by the Buyer (or where the Buyer is providing
replacement Services for its own account, the Buyer).

Security management | The Supplier's security management plan developed by the

plan Supplier in accordance with clause 16.1.

Services The services ordered by the Buyer as set out in the Ordar
Farm.

Service data Data that is owmed or managed by the Buyer and used for the

5-Cloud Services, incleding backup data.




Service definition{s)

The definition of the Supplier's G-Cloud Services provided as
part of their Application that includes, but isn’t fimited to, those
iterns listed im Clausa 2 (Services) of the Framework
Agresmanl

Service description

The description of the Supplier service offering as published
on the Platform.

Service Personal Data

The Personal Data supplied by a Buyer o the Supplier in the
course of the use of the G-Cloud Services for purposes of or
in comnnection with this Call-Off Contract.

Spend controls

The approval process used by a central government Buyer if it
needs to spend money on cerdain digital or technology
sarvices, see hitps:hwww.gov.uk!sarvice-manualagile-
delivery/spend-controlsche ck-if-you-need-approval-to-spend-

MONE Yy -0n-S-58rvice

Start date

The Slart date of this Call-Off Conlract as set out in the Order
Form.

Subcontract

Any contract or agreement or proposed agreement between
e Supplier and a subcontractor in which the subcontractor
agrees to provide to the Supplier the G-Cloud Services or any
part thereof or facilities or goods and services necessary for
the provision of the G-Cloud Services or any parf thereof.

Subcontractor

Any third party engaged by the Supplier under a subconiract
{permitted under the Framework Agreement and the Call-Of
Confract) and its servanis or agents in connection with the
provision of G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behall
of the Supplier under this Call-Of Contract

Supplier

The parson, firm or company identified in the Order Form.




Supplier
Representative

The representative appointad by the Supplier from time to
time in relation to the Call-OF Contract.

Supplier staff

All persons employed by the Supplier together with the
Supplier's servants, agents, suppliers and subcontractors
used in the parformance of ils obligations under this Call-Off
Confract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application.

Term The term of this Call-Of Contract as set out in the Order
Farm.

Variation This has the meaning given to it in clausa 32 (Variation
process).

Working Days Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year A condract year.




Schedule 7: UK GDPR Information
This schedule reproduces the annexes to the UK GDPR schedule contained within the Framework

Agreament and incorporated into this Call-off Conftract and clause and schedule references are lo
those in the Framework Agreement but references to CCS have been amended.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however tha final decision as to the content of this Annex shall be with the Buyer at its
absolute discretion.

i1 The contact details of the Buyer's Data Protection Officer are:_
1.2 The contact details of the Supplier’s Data Protection Officar ar_

1.3 The Processaor shall comiply with any further writben instructions with respect o Processing
by the Controller.
14 Any such further instructions shall be incorporated into this Annex

Description Details

Identity of Controller for each Category The Buyer is Controller and the Supplier
of Personal Data is Processor

The Parties acknowledge that in
accordance with paragraphs 2 to paragraph
15 of Schedule T and for the purposes of
the Dala Protection Legislation, Buyer is the
Controller and the Supplier is the Processar
of the Personal Data recorded below

« The plafform itself will not sfore any
parsonal data as part it's
implamentation or aperafion.




The Parties are Independent
Controllers of Personal Data

The Parties acknowledge thal they ame
Independent Controllers for the purposes of
the Dals Protection Legislation in respect of:
» Business confact defails
af Suppiier Personnel far which the
Supplier is the Controller,
® PBusiness contact defails aof any
directors, officers, employees,
agents, cansultarts and confractars
of the Buyer (excluding the Supplier
personnel) for wiich the Buyer s
the Controller

The platformm afself will not store
amy personal daba as part of s
implementation or operaiiom.

Duration of the Processing

Nat Applicable

Mature and purposes of the Processing

The platform itself will nof sfore any personal
dafa as part of it's implamentation or
operation.

It is impassible fo know the delails of fulure
AP’z and their use of dala 5o those dafa
considevations will be handied wnder
saparate GDPR/DPIA assessmants specific
fo those API's or data processes as they are
deveioped. Authentication of APls will ba
pedformed wvia Tokens (OAuth or similar) 5o
any persanal data required for authentication
will be handled under the controls for e
UKEES idantity platform, currantly OKTA.

In all cases the suppiier it providing UKSEBS
with a secure insfance of their iPaas
platfarm — as such the supplier should not
hawve access fo the dafa passing through
that platfarm for APIs or business/data

Drocessas.

The sole axclusion fo this requirement would
be where UKSBS explicitly grants access fo




the data, for exampie fo help with
froubleshoating: in thase cases access fo
the data wouwld be imited fa the duration of
that axercise.

Type of Personal Data

Not Applicable - The platform itself doss nod|
process parsonal dafa.

Categories of Data Subject

Not Applicable - The platform #salf doas nal
procass parsonal dafa.

Plan for return and destruction of the
data ence the Processing is complete
UMLESS requirement under Union or
Member State law to preserve that type of
data

Not Applicable — The platform #self does mot
procass parsonal dafa.
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