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	CALL-OFF CONTRACT	Cyber Security Services 2 RM3764ii		PART A Order Form , Specific Terms and 	PART B Schedules	PART C RM3764ii Standard (non-variable)Terms (held online)	


	Buyer Ref:	
	HOS Pen Test

	Date sent to supplier:
	18/04/2018

	Purchase Order Number:
	       




This agreement is between:
	the “Buyer”
Housing Ombudsman
Exchange Tower 
Harbour Exchange Square
London E14 9GE

	the “Supplier”
NTA Monitor Ltd
13-15 Railway Street 
Chatham ME4 4HU
Company Number 03297071

	
Together the “Parties”


Service delivery contact details:
	Buyer:
	Name:
	Rosalind D’Cruz

	
	Title:
	Head Of Commercial Services

	
	Email:
	rdcruz@housing-ombudsman.org.uk

	
	Telephone:
	0207421 3458

	Supplier:
	Name:
	Redacted

	
	Title:
	Account Manager

	
	Email:
	redacted

	
	Telephone:
	01634 721 855

	
	
	



PART A – ORDER FORM

This Order Form is issued in accordance with the Framework Agreement Cyber Security Services 2- RM3764ii and the Buyers mini competition tender. 

The Contract is made up of:
· Part A 	– The Order Form (an overview of the services to be provided throughout the lifetime of the agreement) and the Specific Terms (which are specific to this Contract)
· Part B 	– Schedules (the Buyers requirements, the winning suppliers bid and the agreed work to be carried out) and;
· Part C – Standard RM3764ii Call-Off Terms and Conditions (which are non-variable)
The Supplier agrees to supply cyber security services specified below on and subject to the terms of this Contract. 

The Buyer will complete the Order Form prior to the Contract award. 


	Call-Off Contract term:

	1. Commencement Date:

	30/04/2018

	2. Length of Contract:

	12 months



	Contract Charges and payment

	3. The method of payment for the Contract Charges (GPC or BACS):
	BACS

	4. Invoice details
	

	4.1. Where and how to send invoices
	invoices@housing-ombudsman.org.uk

	4.2. Who to send invoices to:
	Koysor Amin Finance

	4.3. Invoice information required: e.g. PO, Project
	PO number and the work package payment is sought for

	5. Invoice Frequency
	following completion and acceptance of  each work package

	6. Contract Charges
	WPI maximum charges 
£                     5,100.00 
WP2 maximum charges; whilst scope is yet to be defined the cost of carrying out the website test shall be no more than the maximum amount of WP1.
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	Buyer contractual requirements:

	7. Services required: *
	For the supply of Pen Testing Services for Work Package 1 & 2 as detailed in Part B Schedule 1 “Services Needed”.

	8. Delivery Location(s)/Premises:
	At supplier premises and the HOS’s premises, Exchange Tower Harbour Exchange Square London E14 9GE. Travel expenses are payable in line with HOS Travel and Subsitence policy for travel from outside of M25 zone.

	9. Relevant convictions:
	N/A

	10. Staff Vetting and Security Clearance:
	Staff undertaking the work must be cleared to BPSS clearance

	11. Local health and safety procedures:
	N/A

	12. Non-Disclosure requirements:
	NON DISCLOSURE AGREEMENT SIGNED BETWEEN THE PARTIES AND DATED 18TH APRIL 2018

	13. Exit Planning:
	All materials provided by the Buyer to the Supplier to deliver the services must be returned by the Supplier on contract expiry. All documentation produced for the Buyer must be provided to the Buyer on request or in support of submission of a valid invoice.

	14. Security Requirements: 
(including details of Security Policy and any additional Buyer security requirements) **
	Access to HOS systems is effected by 2 Factor Authentication sign on. 

	15. Protection of Buyer Data:
	The Supplier will deliver the services in compliance with DPA obligations and those obligations arising from the introduction of the General Data Protection regulations. In delivering the Services, the Supplier shall not copy or otherwise record any of the Buyer’s personal data as it may have access to in the delivery of the services.  

	16. Standards:
	CESG Cyber Security Consultancy Standard

	17. Business Continuity and Disaster Recovery:
	Not required

	18. Insurance:
	As per Clause 16 of the framework agreement RM3764ii
Liability Insurance – minimum level of cover £5,000,000
Professional Indemnity – minimum level of cover £2,000,000  


	
	
Additional and/or alternative clauses:

	This section allows the Buyer to add supplemental requirements and additional terms to the Contract. These must be completed before the requirements are published.


	19. Supplemental requirements in addition to the Call-Off Terms
	Not required.

	20. Buyer Specific Amendments to the Call-Off Terms
The table below lists the editable terms from the RM3764ii Standard Call-Off Terms. 

The number of days, value or other elements of these terms may be increased to suit the Buyer’s needs. They may not be decreased. When amending these terms, the Buyer must state whether it has been increased or not. 


		Clause
	Heading
	Minimum Contract term (cannot be reduced)

	4
	Warranties and Representations
	Will remain 90 Working days from the date the Buyer accepts the release of work.

	18
	Supplier Assistance at Retendering
	Will remain 10 Working days

	24
	Force Majeure
	Will remain 15 consecutive Calendar Days

	19
	Changes co Contract
	Will remain 5 Working Days

	37
	Dispute Resolution
	Will remain that active efforts will be made to resolve within 10 working days

	38
	Liability
	Will remain 
· direct loss or damage to property - £1,000,000 in each Contract Year in which the default occurred or is occurring
· £500,000 or a sum equal to 200% depending on the liability damage/loss or impact

	39
	Termination Events Material Breach
	Will remain 15 consecutive Calendar Days







Further information: 
** Security Requirements Note:
If the Buyer requires work to be carried out at the OFFICIAL-Sensitive status or above, the Parties agree to complete a Security Aspect Letter to accompany the contract award.

The Buyer may choose to issue a specific Security Aspects Letter to determine the security of the work undertaken.

What is a security aspects letter?
Find out more: https://www.gov.uk/guidance/defence-equipment-and-support-principal-security-advisor#frequently-asked-questions


	Winning Supplier’s information:

	21. Suppliers commercially sensitive information
	Winning supplier to confirm any commercially sensitive information from their bid.

	22. Key Sub-Contractors

	Winning supplier to confirm details of any sub-contractors are being used. (name and role) 

	23. Contract Charges
	




	£5,100 for Workpackage 1. 

	Acknowledgment:


· By signing and returning this Call-Off Contract the Supplier agrees to enter into agreement to supply Cyber Security Services to the Buyer as described in Cyber Security Services 2 RM3764ii.
· The Parties acknowledge and agree that they have read the Call-Off Contract and RM3764ii Standard Call-Off Terms and by signing below, agree to be bound by this Contract.
· The Parties acknowledge and agree that this Contract shall be formed when the Buyer acknowledges the receipt of the signed copy from the Supplier within two (2) Working Days. Ref: RM3764ii Call-Off Procedure)
· The Contract outlines the deliverables and expectations of the Parties. Order Form outlines any terms and conditions amended within the Call-Off Contract. The terms and conditions of the Call-Off Order Form will supersede those of RM3764ii Standard Terms.




SIGNED:
	Supplier:
	Buyer:

	Name:
	redacted
	ROSALIND d’crUZ

	Title:
	senior customer services officer
	hEAD OF cOMMERCIAL sERVICES

	Signature:
	[image: C:\Users\lb\AppData\Local\Microsoft\Windows\INetCache\Content.Word\LB Signature.jpg] 
19/04/2018
	Rosalin D’Cruz


 18/04/2018




PART B – THE SCHEDULES
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SCHEDULE 1 – SERVICES NEEDED
The Housing Ombudsman (“HOS”) is an independent entity established by law to arbitrate and adjudicate on housing dispute matters brought by tenants against social landlords and other voluntary members registered with Housing Ombudsman Scheme.  In order to undertake its lawful processing, HOS receives and uses personal data provided to it by both Landlord and tenants in reaching its decisions. To ensure the integrity of personal data it processes, HOS wants to test the robustness of its systems and information security by engaging an external supplier to conduct a robust set of CHECK level penetration test activities. 
HOS sole office resides at Exchange Tower, South Quay London, and utilises network and firewall equipment that belongs to the Financial Ombudsman Service (FOS).  FOS are responsible for the network and firewall configuration, but HOS are segregated from FOS systems.  HOS have a single client VLAN, and circa 110 devices. 
Work package 1 details 
HOS hosts its server infrastructure in the Cloud availing of the Microsoft Azure commercial offering.  This connects to the Office via a Site to Site VPN connection.  HOS has 8 servers in Azure including a Remote Desktop Services (RDS) Server used by staff for remote working. The RDS server is internet facing, and all RDS roles reside on this device.  2 Factor authentications is in operation for access to the RDS server.
HOS utilises Office 365 for email and other services, and authentication and access management is secured by Microsoft Active Directory.Client devices are predominantly Windows 7 Professional (69), with circa 40 Windows 10 Pro devices.  All client devices use a 3rd party disk encryption product (ESET)
Cloud managed Anti-virus and Web Content Filtering solutions are also in use.
HOS are looking for the supplier to perform the following activities to understand what vulnerabilities may exist in their environment, and how to remediate/mitigate them:
· External Network Test 
· Internal Network Test (unauthenticated)
· Client Device Build Review (e.g. Operating system, Application and Firmware level)
· Wireless Network Test
HOS requires the supplier to provide a documented account of the tests made, the results and any vulnerabilities either actual or potential which may or do compromise the integrity of HOS data. HOS also requires the supplier to provide a recommendation(s) where appropriate to enhance security or to close security gaps. 
HOS will arrange for its IT partner to support the exercise. The successful supplier must identify what support is required and over what period.
In providing a response to HOS, bidders should stipulate 
· What tests they propose to run
· How many tests and of what type
· Over what period of days
· In order to deliver the service, what further assistance or support is required from HOS’s IT partner or HOS
Work package 2 details
HOS’s current website www.housing-ombudsman.org.uk is being redesigned. It is likely that the new site will go live in May 2018 and following a period of successful running HOS requires the successful supplier to undertake a pen test of the site with a view to determining the robustness of its security. HOS’s clients can interact with service by completing and submitting a webform to the HOS case management system. The new website solution will permit the uploading of attachments which will have been previously scanned for harmful viruses by the website prior to transmission.  The supplier will be expected to test the integrity of the security functions performed by the site including how personal data is secured on the site prior to the transmission.  
Insert the description of the services needed by the Buyer. This will be an almost cut and paste from the Buyers requirements document from the mini competition tender. 
[bookmark: _Ref353985503][bookmark: _Toc360029499][bookmark: _Toc350861370]
SCHEDULE 2 - HIGH LEVEL DELIVERY PLAN
Insert the Suppliers high-level delivery plan. Take this from their bid from the mini competition tender.
REDACTED
[bookmark: _Toc350861374][bookmark: _Toc360029503][bookmark: _Ref354415223]SCHEDULE 3 - BUYER RESPONSIBILITIES
[bookmark: _Ref356574572][bookmark: _Toc360029504][bookmark: _Toc350861375]Winning supplier to add any responsibilities of the Buyer here. Include anything that the Suppleir needs the Buyer to do, to enable them to do their job. 

SCHEDULE 4 – NON-DISCLOSURE AGREEMENT



[bookmark: _Ref356484949][bookmark: _Toc360029505]SCHEDULE 4 – STATEMENT OF WORK (SoW)
This schedule outlines the work to be carried out within each delivery stage.
A new SoW needs to be created for each delivery package. 
This is the order to the Supplier and is used to monitor and measure the delivery of the requirements. It is also used to cross reference invoicing against delivery.
The rights, obligations and details agreed and set out in each SoW, only apply to the Services and Deliverables for this SoW. They do not relate to any past or future SoW, unless specified.

Where applicable, the Buyer and the Supplier may also choose to add the following documents to complement this SoW:
· The initial Service Delivery Plan – developed for this SoW
· Addition documents to support the deliverables
· High level objectives for this SoW

Overview:
	SoW start date:
	30/04/2018
	SoW Reference: 
	HOS Pen Test Work Package 1

	Buyer:
	Rosalind D’Cruz

	Supplier:
	NTA Monitor Ltd

	Sub-Contractors:
(list all sub-contractors)
	

	Overall Estimated Service Completion Date: 
(the “Completion Date”)
	08/05/2018

	Duration of SoW 
(How long the SoW will last  – expressed as Working Days)
	30 days

	Charging Mechanism(s) for this SoW:
(Capped/ Time and Materials/ Time and Materials/ Fixed Price/ Milestone deliverables)
	Fixed Price

[bookmark: _Toc360029507][bookmark: _Toc360029978]
Key Personnel:
The Parties agree that the Key Personnel in respect of the Service Delivery are detailed in the table below.
[bookmark: _Ref354412398]Table of Key Personnel:	Comment by Author: GUIDANCE NOTE: Insert names and roles of Supplier Staff who are considered to be Key Personnel for the purposes of delivering this service and whether they are working onsite or offsite. 

	Name
	Role
	Details

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


[bookmark: _Toc360029521][bookmark: _Toc360029992]
Deliverables:
· Report of tests undertaken including identification of vulnerabilities
· Recommendations for implementation by priority rating

Additional Requirements
Not required
[bookmark: _Ref354591247][bookmark: _Toc360029522][bookmark: _Toc360029993]
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Balanced scorecard & KPIS: Not required for this Call Off.
In addition to the Supplier’s performance management obligations set out in the framework agreement, the Buyer and the Supplier have agreed the following Balanced Scorecard & KPIs for this Release: (use this template and amend with your own measures in line with these headings) Copy of the below can be found here
[image: ]
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[bookmark: _Toc360029527][bookmark: _Toc360029998]Contract Charges:
The Maximum Price for this SoW is: £5,100 excluding VAT

The preferred charging charging mechanism for this SoW is: (Please tick below)
	☐	CAPPED TIME AND MATERIALS (complete Time and Materials table) 

	☐	TIME AND MATERIALS (complete table below) 

	☒	FIXED PRICE (complete table below)

	☐	MILESTONE DELIVERABLES 



The detail behind each charging mechanism is found below. 
[bookmark: _Ref356809375]	
Capped Time and Materials 
· [bookmark: _Ref354571029][bookmark: _Ref354749619][bookmark: cappedtimeandmaterials]The maximum price the Supplier is entitled to charge the Buyer for Services delivered on a Capped Time and Materials basis (excluding VAT but including Expenses) is known as the Maximum Contract Charges. 
· The Buyer must specify if the Maximum Price for this SoW and stipulate the Service Period. E.g. Maximum Price per Week, per Working Days etc. 
· Capped Time and Materials shall be calculated on a daily basis at the respective time and material rates for each Supplier Staff for every day, or pro rata for every part of a day, that the Supplier Staff are actively performing the Services and in accordance with the relevant rates for such Supplier Staff as required to perform such Services.
· The Supplier acknowledges and agrees that it shall provide the Services in relation to this SoW within the Maximum Price set out above; and it shall continue at its own cost and expense to provide the Services, even where the price of Services delivered to the Buyer on a Capped Time and Materials basis has exceeded the Maximum Price.
· The Buyer shall have no obligation or liability to pay for the cost of any Services delivered in respect of this SoW after the Maximum Price has been exceeded.
[bookmark: _Ref356555626]
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Time and Materials (T&M)
· The T&M pricing structure shall apply:
· for Services delivered (or as agreed otherwise by the Parties); and 
· for other aspects of the Services as may be agreed by the Parties.
· T&M shall be calculated:
· on a daily basis at the respective T&M rates for each Supplier Staff, for every day, 
· or pro rata for every part of a day that the Supplier Staff are actively performing the Services
· The relevant rates for such Supplier Staff is set out in the table below.
· The Supplier shall provide a detailed breakdown of any T&M; with sufficient detail to enable the Buyer to verify the accuracy of the T&M Contract Charges incurred. 
· For the avoidance of doubt, no risks or contingencies shall be included in the Contract Charges in addition to the T&M. 
· The Supplier shall retain a record timesheet for all staff providing the Services; which the Buyer may request for inspection at all reasonable times on request. 
· [bookmark: _Ref354407603]T&M rates (excluding VAT) is an estimated cost for a SoW from Supplier proposal. If additional work is required. A further SoW is required. The Maximum Contract Charges may not be exceeded without consent from the Buyer. Please refer to Contract Change Note.

	

	Experience Level/ Day Rate/planned duration for this SoW

	Cyber Security Roles
	Practioner
Day Rate £
	Planned Duration No. of Days
	Senior Practioner Day Rate £
	Planned Duration No. of Days
	Lead Practioner Day Rate £
	Planned Duration No. of Days
	Total

	
	 
	
	
	
	 
	
	

	
	 
	
	
	
	 
	
	

	
	 
	
	
	
	 
	
	

	
	
	
	
	
	
	
	

	
	 
	
	
	
	 
	
	

	
	 
	
	
	
	 
	
	

	
	
	
	
	
	
	
	

	
	 
	
	
	
	 
	
	

	 Total value of this SoW:
	

	Estimated Contract Charge:
(23. of the Order Form)
	

	Remainder of value under Estimated Contract Charge:
(23. of the Order Form minus All SoW total values)
	

	Is there any risk to exceed Estimated Contract Charge: 
Y/N & Comments below. 
	Choose an item.
	Comments:





Fixed Price	Comment by Author: Guidance note: insert full details of any information, assumptions, representations, risks and contingencies which the Parties are relying on in relation to the prices set out 

· Where Services for this SoW are being delivered on a Fixed Price basis, the Contract Charges set out in the table below shall apply.
· The Parties acknowledge and agree that the following assumptions, representations shall apply in relation to the prices set out in the table below.
· [bookmark: _Ref354407660][bookmark: _Ref354570003]Fixed Price Contract Charges (excluding VAT) shall be applied as follows:
	Fixed Charge
	Description
	Service Period (or if Payment linked to Milestones then, Milestone Date)
	Breakdown By Role and Duration

	£4350
	Milestone payable on production and acceptance of test reports 
	WP1
	Infrastructure team leader 
CHECK Team member

	TBA
	Milestone payable on production and acceptance of test report
	WP2
	TBA

	
	
	
	




Milestone Deliverables 
· Milestone Deliverable pricing shall be against the service delivery plan agreed by the Buyer and Supplier at the start of the SoW.
· The Supplier must complete the service Deliverable by the due date. 
· The Buyer will review the Deliverable against the agreed acceptance criteria to sign off acceptance
· Once the Buyer has accepted the Deliverable the Supplier can raise and send an invoice.

[bookmark: _Toc360029536][bookmark: _Toc360030007]

Agreement of SoW:
By signing this SoW, the Parties agree to be bound by the RM3764ii Call-Off Contract terms and conditions set out herein:

Signed by an authorised signatory for and on behalf of the Buyer and the Supplier
  SIGNED:
	Supplier:
	Buyer:

	Name:
	Redacted
	

	Title:
	Senior Customer Services Officer
	

	Signature:
	[image: C:\Users\lb\AppData\Local\Microsoft\Windows\INetCache\Content.Word\LB Signature.jpg] 
19/04/2018
	[image: Microsoft Office Signature Line...]
 Select Data



Please send copies of all SoW to Crown Commercial Service email: Cloud_Digital@crowncommercial.gov.uk titled Cyber Security Services 2 SoW.



[bookmark: _Toc360029537]SCHEDULE 6 - CONTRACT CHANGE NOTE

Call-Off Contract reference:			Insert
Contract Change note variation number:	Insert

This amendment to the agreement is between:
	the “Buyer”
Rosalind D’Cruz
Exchange Tower 
Harbour Exchange
London E14 9GE

	
the “Supplier”
Supplier Full Name
Supplier No.
Supplier Full Address (registered office address)



The variation:
The Contract is varied as follows and shall take effect on the date signed by both Parties: 

Full Details of the proposed change:
Insert
Reason for the change:
Insert
Likely impact, if any, of the change on other aspects of the Contract: 
Insert

Words and expressions in this Contract Change Note shall have the meanings given to them in the Contract.

The Contract, including any previous changes shall remain effective and unaltered except as amended by this change.

Signed by an authorised signatory for and on behalf of the Buyer and the Supplier
  SIGNED:
	Supplier:
	Buyer:

	Name:
	
	

	Title:
	
	

	Signature:
	[image: Microsoft Office Signature Line...] 
Select date
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PART C – RM3764ii Standard Terms 

The standard terms and conditions of the RM3764ii Call-Off Contract have been developed specifically for government/public sector. 

These terms are non-variable and can be found on the CCS website:
http://ccs-agreements.cabinetoffice.gov.uk/contracts/rm3764ii 
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MUTUAL CONFIDENTIALITY AGREEMENT 
 
 This Agreement is made this 17/04/2018 by and between Little Fish (UK) Limited (Company 
Registration Number 04700876) (the “Company"), a company registered in England and Wales having 
its registered Head Office at, Price House, 37 Stoney Street, Nottingham, NG1 1LS (Head Office) and 
NTA Monitor (Company Registration Number. 3297071) a company registered in England and Wales and 
having its registered office at 13-15 Railway Street, Chatham, Kent, ME4 4HU. 
 
1. Background.  The parties hereto agree that they wish to engage in discussions and negotiations 
concerning a potential business relationship (“Discussions”).  In the course of such Discussions, it is 
anticipated that either party may disclose to the other party certain confidential or proprietary 
information for the purpose of enabling the other party to evaluate the feasibility of such business 
relationship (the "Specified Purpose").  The parties have entered into this Agreement in order to assure 
the confidentiality of such information.  As used herein, the party disclosing information shall be 
referred to as the "Disclosing Party" and the party receiving such information shall be referred to as the 
"Recipient". 
 
2. Confidential Information.  The term "Confidential Information" shall mean all trade secrets 
and confidential or proprietary information disclosed (either prior to or on or after the date of this 
Agreement) and either by their nature confidential, proprietary or a trade secret, or designated as 
such in writing by the Disclosing Party, prior to or at the time of disclosure, and shall include the terms 
and existence of this Agreement.  Notwithstanding the foregoing, information which is or has been 
disclosed orally or visually, or disclosed in writing without such designation, shall constitute 
Confidential Information if the Disclosing Party, within thirty (30) days after disclosure, delivers to the 
Recipient a written document describing the information and designating the information as 
"Confidential Information" and referencing the time and place of disclosure and the names of the 
persons to whom disclosure was made; provided, however, that any information disclosed by the 
Recipient prior to receipt of such document shall not constitute Confidential Information unless it was 
by its nature confidential, proprietary or a trade secret. 
 
3. Disclosure of Confidential Information.  The Recipient shall hold in confidence and shall not 
disclose the Confidential Information to any person other than to its employees and/or professional 
advisors who need to know the Confidential Information for the "Specified Purpose".  The Recipient, its 
employees and its professional advisors shall copy and use Confidential Information only for the 
Specified Purpose and shall not otherwise use, copy or exploit such Confidential Information for its own 
benefit or the benefit of another and the Recipient shall notify its employees and professional advisers 
of these confidentiality obligations and ensure that they understand and abide by the provisions of this 
Agreement.  The Recipient will be responsible for any action that would be a breach of this Agreement 
by any of its employees or professional advisers (or any other person to whom it discloses Confidential 
Information) if such person were party to this Agreement.  The Recipient may disclose Confidential 
Information received by it only to persons within its organization or its professional advisors who have a 
need to know in the course of performing their duties and who are bound to protect the confidentiality 
of such Confidential Information. 
 
4. Limitations.  The obligations of the Recipient specified in Section 3 above shall not apply with 
respect to any Confidential Information to the extent that such Confidential Information: (a) is or 
becomes generally known to the public through no wrongful act on the part of Recipient; (b) is in the 
Recipient's possession at the time of disclosure by the Disclosing Party otherwise than as a result of 
Recipient's breach of any legal obligation; (c) is or becomes known to the Recipient through disclosure 
by sources other than the Disclosing Party having the legal right to disclose such Confidential 
Information; (d) is required to be disclosed by the Recipient to comply with applicable law or 
governmental regulations, provided that the Recipient provides as much prior written notice of such 
disclosure as is reasonably practicable in the circumstances to the Disclosing Party and takes all 
reasonable and lawful actions requested by the Disclosing Party and at the expense of the Disclosing 
Party to avoid and/or minimize the extent of such disclosure; (e) is independently developed by the 
Recipient; or (f) is furnished by the Disclosing Party to a third party without similar restrictions on the 
third party's rights. 
 







5. Ownership.  All Confidential Information and any intellectual property and proprietary rights in 
that Confidential Information will remain vested exclusively in the Disclosing Party, unless otherwise 
agreed in writing signed by both parties.  Except as otherwise provided in this Agreement, nothing in 
this Agreement shall grant the Recipient any express or implied licence or any other right to the 
Disclosing Party's products, Confidential Information or intellectual property or proprietary rights. 
 
6. Return of Documents.  The Recipient shall, upon the request of the Disclosing Party, promptly 
return to the Disclosing Party or destroy, all documents and other tangible manifestations of 
Confidential Information received by the Recipient, or such portion of them as may be requested, and 
all copies and reproductions thereof. 
 
7. Remedies.  The Recipient acknowledges and agrees that the Confidential Information is 
confidential, proprietary and trade secret information of the Disclosing Party and that the unauthorised 
use or disclosure of the Confidential Information could cause irreparable harm and significant injury to 
the Disclosing Party for which the Disclosing Party would have no adequate remedy at law.  Therefore, 
the Disclosing Party shall have the right, in addition to any other rights the Disclosing Party may have 
at law or in equity, to immediate injunctive relief for any breach or potential breach of the provisions 
of this Agreement by the Recipient, and no proof of special damage shall be necessary to enforce this 
Agreement. 
 
8. Non-Solicitation.  In consideration of the Confidential Information being furnished hereunder, 
each party agrees that, during the term of this Agreement and for a period of 24 months from the 
termination date hereof, neither it nor any of its affiliates or representatives will directly or indirectly 
solicit or employ or otherwise engage any of the current officers or employees of the other party or any 
of its affiliates with which the party has had contact or who are specifically identified to it during the 
period of the negotiations contemplated hereunder, as key employees, without the prior written 
consent of the other party. This applies to any positive ICT customers where services are provided.   
The term “solicit” shall not include general solicitations of employment not specifically directed 
towards employees of a party or any of its affiliates. 
 
8. No Representations or Warranties as to Confidential Information.  The parties understand 
that neither party is making any representation or warranty to the other party as to the accuracy or 
completeness of the Confidential Information.  Any such representations or warranties, if any, are to 
be contained in the definitive documentation for any transaction that transpires as a result of the 
Discussions.  Neither the parties nor any of their agents, representatives, affiliates, employees or 
consultants will incur any liability on the basis of the use of the Confidential Information in accordance 
with the terms of this Agreement. 


9. No Obligation to Negotiate.  Nothing in this Agreement obligates either party with respect to 
the consummation of negotiations for any transaction contemplated by the Discussions. 


10. Counterpart Facsimile Execution.  For purposes of this Agreement, a document (or signature 
page thereto) signed and transmitted by facsimile machine or telecopier is to be treated as an original 
document.  The signature of any party thereon, for purposes hereof, is to be considered as an original 
signature, and the document transmitted is to be considered to have the same binding effect as an 
original signature on an original document.  At the request of any party, any facsimile or telecopy 
document is to be re-executed in original form by the parties who executed the facsimile or telecopy 
document.  No party may raise the use of a facsimile machine or telecopier or the fact that any 
signature was transmitted through the use of a facsimile or telecopier machine as a defense to the 
enforcement of this Agreement or any amendment or other document executed in compliance with this 
Section. 
 
11. Counterparts.  This Agreement may be executed by the parties on any number of separate 
counterparts, and all such counterparts so executed constitute one agreement binding on all the 
parties notwithstanding that all the parties are not signatories to the same counterpart. 
 
12. Miscellaneous Provisions. 
 







12.1 Entire Agreement.  This Agreement constitutes the entire agreement between the parties and 
supersedes all prior agreements and understandings, whether written or oral, relating to the subject 
matter of this Agreement. 
 
12.2 Amendment.  This Agreement may be amended or modified only by written instrument 
executed by both parties hereto. 
 
12.3 Governing Law.  This Agreement, and the rights and obligations of the Parties, shall be 
governed by, subject to and interpreted in accordance with English Law without giving affect to any 
otherwise applicable rules concerning conflict of laws and the parties hereby submit to the non-
exclusive jurisdiction of the English Courts.  The parties agree that the UN Convention on Contracts for 
the International Sale of Goods shall not apply to this Agreement. 
  
12.4 Waiver.  No delay or omission by either party in exercising any right under this Agreement shall 
operate as a waiver of that or any other right.  A waiver or consent given by either party on any one 
occasion shall be effective only in that instance and shall not be construed as a bar of waiver of any 
right on any other occasion. 
 
12.5 Headings. The caption of the sections of this Agreement are for convenience of reference only 
and in no way define, limit or affect the scope of substance of any section of this Agreement. 
 
12.6 Unenforceability.  In case any provision of this Agreement shall be invalid, illegal or otherwise 
unenforceable, the validity, legality and enforceability of the remaining provisions shall in no way be 
affected or impaired thereby. 
 
12.7 Successors and Assigns.  Neither party may assign any of its rights or obligations under this 
agreement without the other's prior written agreement and provided that this Agreement shall be 
binding upon and inure to the benefit of both parties and their successors and assigns. 
 
12.8 Term.  The provisions of this Agreement shall remain in full force and effect after the expiry of 
the Specified Purpose except that this Agreement will terminate two (2) years from the date hereof, 
but the obligations of confidentiality hereunder shall continue for a period of two (2) years from the 
date of the disclosure of Confidential Information notwithstanding the earlier termination of this 
Agreement. 
 
IN WITNESS WHEREOF, the parties have executed this Agreement as of the date first written above. 
 
 
NTA Monitor     Little Fish (UK) Limited 
 


By:    By: _______________________ 
 
Name: Andrew Browning   Name: _______________________ 
 
Title: Sales Manager    Title: _______________________ 
 
 
 


Dave Ainge


Solutions Architect
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Successful recruitment & placement of 

key resources meets the planned 

deliverables & contractual obligations; the 

supplier pro-actively manages their 

resource skills by identifying skills issues 

early & in a timely fashion addressing any 

deficits.

KPI - PEOPLE

Measurement

C&idate 

placement is 

less than 1:6  

&/or is asked 

to substitute 

more than 

one resource 

in the month.

C&idate 

placement is 

less than 1:3 

but no less 

than 1:6 &/or 

supplier is 

asked to 

swap out at 

least one 

resource in 

the month.

C&idate 

placement  is 

not lower 

than 1:3 &/or 

placed 

resources 

are not 

substituted at 

CCS's 

request in 

the month. 

Source

Project Managers 

verification of recruitment & 

retention.

Owner

Commercial with Delivery 

support.

The  team in which a supplier is a 

member has delivered all of the agreed 

stories in a month (or supplier specific 

agreed deliverables where the role may 

not be delivery focused. A supplier will 

achieve the RAG status of the team.

KPI - DELIVERY

Measurement

Less than 

95% of the 

deliverables 

have been 

achieved by 

a team

Less than 

100% of the 

deliverables 

have been 

achieved by 

a team

All teams in 

which a 

supplier is a 

member of 

have 

delivered 

100% of the 

planned 

deliverables 

for the 

month.

Source

Project Manager 

verification from retro’s.

Owner

Commercial with delivery 

verification.

Supplier promotes positive collaborative 

working relationships within & across 

team by acting in a transparent manner in 

line with partnering behaviours.

Supplier shows commitment to 

programme goals through adding value 

over & above the provision of 

compensated skilled personnel.

KPI - PARTNERING BEHAVIOURS & 

ADDED VALUE

Measurement

Significant 

behavioural 

problems. 

Contributions 

are rare or 

insignificant 

& shows little 

interest in 

working with 

other 

suppliers. No 

Added Value 

contributions 

recognised 

by 

Programme.

Minor 

behavioural 

problems. 

Only attends 

some 

workshops 

or provides 

minor 

contributions. 

Adds some 

value but 

programme 

do not 

regard as 

significant.

No 

behavioural 

problems 

identified, 

positive 

workshops/ 

lessons 

learned. 

Added Value 

recognised 

by the 

programme 

above 

provision of 

compensated 

skilled 

resource

Source

Collective feedback on 

suppliers from both client & 

other supplier staff.

Owner

Commercial with delivery 

verification.

Costs are 

accurate & 

resource 

plans are 

credible.

Project Manager 

verification of supplier 

resource profile & plans 

feedback

Source

Owner

Commercial with Delivery & 

Finance support.

Suppliers work with the CCS through 

planned monthly resourcing meetings & 

produce a costed resource profile on the 

st&ard template provided by the CCS  

The forecast resource plans must be 

credible & capable of maintaining future 

delivery momentum.

KPI – FINANCIAL & RESOURCE 

PLANNING

Measurement

Costs &/or 

profiling do 

not align with 

the 

programme 

delivery plan 

& will require 

substantial 

reworking to 

make 

credible

Costs &/or 

resource 

levels are 

incorrect but 

the plan is 

broadly 

credible with 

some minor 

adjustments.

Vision and strategy
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