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1 INFORMATION SYSTEMS

1.1 General Requirement

1.1.1 This Annex sets out the requirements in respect of Information
Systems, including systems that

e are developed, procured, provided and made available to the
Client by the Supplier for the purposes of performing the
information requirements under the contract,

e are developed, procured and provided by the Supplier relating
to its own corporate business and operations of performing the
information requirements under the contract,

e are provided or made available by the Client for use by the
Supplier for the purposes of performing the information
requirements under the contract and

¢ are likely to be provided or made available by the Client for use
by the Supplier for the purposes of performing the information
requirements under the contract.

1.1.2 To the extent that the Supplier is required to create or maintain any
information under the contract in electronic format, the Supplier
ensures that, at all times

¢ such aformat is agreed with the Client,

e such information is maintained to allow fast and efficient
electronic transfer of information to the Client or Others

o without additional costs to the Client or Others

o the need for complex, expensive procedures or processes,
and

o in any event in such format as complies with the Client’s
requirements for such transfer,

¢ such information is backed-up and copies are held in off-site
storage in accordance with procedures agreed with the Client
and

e it implements and complies with (and ensures that its sub
contractors implement and comply with) all procedures for
information back-up and off-site storage referred to in this
paragraph.

1.1.3 The Supplier maintains all its Information Systems so as to enable its
segregation from any other computer or electronic storage devices,
systems, materials or information of the Supplier and transfer to the
Client or an Incoming Supplier, efficiently and without additional
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1.2

121

1.3

131

1.3.2

1.3.3

1.4

141

1.4.2

expense or delay immediately on termination or expiry of the contract.

Supplier Information Systems

The Supplier at the starting date

e has in place and provides or makes available to the Client,
appropriate Information Systems (and relevant hardware
required to use such Information Systems) of the type set out
in section 1.9 and 1.10, to comply with the Client information
requirements and the contract management information
requirements,

e has in place Information Systems (electronic or otherwise) of
the type set out in the non-exhaustive list in Table 1, to comply
with the Supplier information requirements concerning its own
corporate business and operations and

e has proof of compliance with the Her Majesty’s Government
(HMG) Security Policy Framework (SPF) (see link in Annex A)
in respect of those Information Systems.

Client Information Systems & Training

Unless otherwise agreed with the Client, the Supplier uses and
interfaces with the Client’s current systems (Table 2, in 1.10 below)
and new systems (Table 3) when available.

The Client provides relevant training for all relevant systems provided
by the Client that are listed in this Annex.

The Supplier proposes a list of appropriate Staff to be trained for each
requirement for acceptance by the Client’'s Representative. The
Supplier liaises with the Client’s Representative to programme the
training to optimise efficiencies.

Access Requirements to Information Systems provided by the Client

Gateway access requirements

The Business Information Gateway or its successor (the Gateway) is
the interface through which

o the Supplier is required to access the Client’s business IT
network and the Client Information Systems and

e the Client may access one or more of the Supplier’s Information
Systems and documents.

Unless otherwise agreed with the Client, the Supplier connects to the
Gateway, using a virtual private network specified by the Client.
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1.4.3 The Supplier

applies, via the Client’s Representative, to the Client for
authorisation to connect to the Gateway and connects to the
Gateway in a manner to be specified by the Client,

procures and pays for the installation and ongoing costs of
connection of any of its premises or Information Systems to
the Gateway through a telecommunications network, taking
into account the data volume and the number of the Staff that
it expects to use the Gateway,

arranges suitable support and business continuity for
connection to the Gateway,

facilitates the installation and maintenance of the Gateway by
the Client or Others,

employs appropriate requirements and procedures, and
trains its staff to operate the current systems,

attends training in connection with the implementation, and
where appropriate, the Supplier facilitates the implementation
of New Systems and any other systems required by the Client
and

does not alter any documents provided by the Client through
the Gateway (which are the exclusive property of the Client)
without the prior agreement of the Client.

1.4.4 The Supplier acknowledges that

the network technology underlying the Gateway is subject to
change from time to time,

access through and continued membership of the Gateway
requires the Supplier to comply with (and the Supplier
complies with)

o applicable user access requirements,

o HMG SPF (see link in Annex 02) and

o other confidentiality, technical and security
requirements set out in the contract.

1.45 The connection point to the Gateway situated at the Supplier’s
premises is located in a room that is secured from theft, damage,
unauthorised or malicious use to reduce risk to the connection point

by using

appropriate physical security controls as set out in HMG SPF.

The location remains fixed for the duration of the contract unless the
Supplier requests and the Client approves a new location.

1.4.6 Other access requirements
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15

151

152

1.6

16.1

1.6.2

1.6.3

1.6.4

o Client Information Systems not covered by paragraph 1.4.1
may be accessed through the internet via third party hosts and
using relevant software applications installed on Supplier
systems. They are not subject to the same security and related
access requirements that apply to Client Information Systems
accessed through the Gateway.

e The Supplier may request authorisation and other details
regarding internet access to such Client Information Systems
from the Client. The Supplier provides further information to the
Client’s Representative required for the Client’s consideration
of such a request including Staff names, locations, computer
equipment to be used.

e The Supplier ensures that any device which is used to acess
or process Client data meets all of the security requirements
set out in the National Cyber Security Centre (NCSC) “End
User Devices Platform Security Guidance”.

Access Requirements to Information Systems provided by the Supplier

The Supplier provides the Client remote access to the Supplier’s
Information Systems and related documents

. through the Gateway. or
o through another interface agreed by the Client.
Any access required by the Client to systems provided by the Supplier

is made available via the Gateway or by other remote access methods
agreed by the Client.

Supplier Security and User Access

The Supplier ensures that all persons who use Client Information
Systems for or on behalf of the Supplier comply with the Client’s
security requirements.

The Supplier is responsible for determining any formal application and
security clearance requirements to enable the Client to access any
Information Systems provided by the Supplier. The Supplier informs
the Client of those requirements, including timescales, no later than
four weeks after the starting date.

The Supplier immediately notifies the Client’s IT Security Team and
the help desk when Staff with access to the Client's IT network, are no
longer Providing the Service.

The Client suspends any accounts if they are not used for a
continuous period of six months or for Staff who are longer Providing
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the Service.
1.6.5 The Client deletes any accounts if they are not used for a continuous

1.6.6

1.7

171

1.7.2

1.7.3

1.8

1.8.1

period of thirteen months or for Staff who are no longer Providing the
Service.

The Client immediately suspends any accounts supplied to persons
who use Client Information Systems for or on behalf of the Supplier if
they are

e used by anyone other than the person for whom they were
created (the “authorised user”)

e they are used from a device which is not issued by the Supplier

¢ they are used from a physical location not agreed by the Client.
The Supplier provides for acceptance by the Client’s Representative

e aformal explanation for the account’s misuse

e proposed actions to ensure that such issues do not re-occur

Accounts suspended are not to be re-opened until the Client's
Representative has accepted the explanation and proposed actions.

In all these cases the Client is not liable for any financial penalty or
other expense incurred as a result of the Supplier failing to meet its
commitments.

Software and Licences

The Supplier grants, or procures the grant of, licences required to
allow the Client to use the Information Systems developed, procured
or otherwise provided by the Supplier to the Client.

The Supplier has in place or procures its own licences required to use
common software applications that it may require to be able to
interface with, or to access Client Information Systems.

The Supplier applies to the Client for licences to allow the Supplier to
use certain Information Systems provided or made available by the
Client.

Liaison and cooperation between Client and Supplier

The Client is adopting an Information Technology Infrastructure
Library best practice approach for Information Communication and
Technology (ICT) services. The Supplier demonstrates a formal
approach to its ICT service management through the development of
an ICT strategy and make its ICT strategy available to the Client.
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1.9 Systems provided by the Supplier to meet Client and Contract
Management Information Requirements

1.9.1

1.9.2

1.9.3

Electronic Document and Records Management

The Supplier develops proposals, for acceptance by the Client’s
Representative, for developing an Information System that
electronically manages both the electronic and physical records
(including documents, records and e-mails) which are created and
maintained on behalf of the Client. Documents and records are defined
in the Clients record policy, a copy of which can be obtained from the
Client.

A reason for not accepting the proposal includes:

e not enabling the effective management and where applicable
the disposal of records,

e preventing the Client to comply with its records management
policy and other obligations inclusive of the Public Records Act
1985 (and amendments),

e prevention of efficient transfer of records to the Client.

Once accepted, the Supplier implements and operates an Information
system for the management of electronic and physical records.

1.10 Information Systems provided by the Supplier

Table 1: Information Systems as provided by the Supplier to fulfil the
requirements of the Supplier’s own business and effective delivery of the

contract

System Comment
IT and The Supplier implements IT and Information Security systems to
Information protect the confidentiality, integrity, and availability of this

Security Systems | information it handles, and have those systems independently

audited. The Supplier aligns these systems to meet the Client’s
requirement for the services provided.

Quality
Management
System

The Supplier implements a quality management Information
System which will ensure consistency and improvement of
working practices. The Supplier aligns its quality management
Information System to meet the quality requirement used by the
Client.

Collaboration
System

The Supplier fully utilises tools and software that enhance
collaboration by all community partners.
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Change Control | This Information System will manage changes to processes and
System systems
Human Resource | The Supplier uses a HRMS to manage issues such as
Management recruitment, skill sets, employee history and payroll
System (HRMS)
Financial The Supplier uses a FMS to produce timely in-year and year-end
Management management and accounting information
System (FMS)
Project System to assist in the planning and organisation of activities in
Management order to meet the Supplier’s objectives
System

or any revised systems notified by the Client’s Representative
1.11 Current Systems provided by the Client to meet the contract

management information requirements

Table 2 Current Systems

Current
Information
System

Description

Highways
England Supply
Chain Portal

An internet collaboration site for the Client and its partners

or any revised systems notified by the Client’s Representative

1.12

New Systems to be used by the Supplier when made available

Table 3 New Systems
New
Information Description
System

The Client may introduce a Performance Management

Performance . :
Information System (PMIS) or other system for recording and

Management . . : . .

. reporting against the requirements of this Annex. When/ if

Information : . . . .
provided, the Supplier provides performance data directly into

System the PMIS.
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or any revised systems notified by the Client’s Representative

INFORMATION SECURITY

2.1 Security Plan

211 The Supplier prepares a robust information security plan complying
with the Client’s information security requirements and submits it to the
Client’'s Representative for acceptance. The Supplier includes the
security plan in its quality management system. The security plan
complies with the requirements of ISO/IEC27001 and ISO/IEC27002
and includes procedures which

e ensure compliance with the Data Protection Legislations,

e protect information against accidental, unauthorised or
unlawful processing, destruction, loss, damage or disclosure of
Personal Data,

e ensure that unauthorised persons do not have access to
Personal Data or to any equipment used to process Personal
Data,

e protect IT systems from viruses and similar threats,

e provide for disaster recovery, and in particular ensure that the
Personal Data is safely backed-up and

e provide for the vetting of its employees and Subcontractors’
staff in accordance with the Client’s staff vetting procedures

21.2 The Supplier provides training for its employees and Subcontractors
in accordance with the security plan.

2.1.3 The Supplier does not use any confidential or proprietary information
provided to or acquired by it for any purpose other than to provide the
service. The Supplier implements measures to prevent the disclosure
of such information by its employees or Subcontractors.

214 The Client’s security policy is set out in the documents "Statement of
Highways England’s IT Security Policy" and Chief Information Officer
Memos 01/09, 05/08 and 04/08 (see link in Annex 2).

215 On Completion, termination or if requested by the Client’s
Representative, the Supplier gives to the Client’s Representative all
Personal Data held by them in a format specified by the Client’s
Representative (or any subcontractor at any stage of remoteness
from the Client and Sub-Processor) and destroys, and procures any
Subcontractor (at any stage of remoteness from the Client) and any
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Sub-Processor destroys, any electronic and paper copies of such
data in a secure manner.

2.1.6 Where the Supplier obtains or collects Personal Data on behalf of the
Client, the Supplier
e provides to Data Subjects a data protection notice in a form
accepted by the Client’'s Representative informing the Data
Subject of the identity of the Client, the identity of any data
protection nominated lead it may have appointed, the purpose
or purposes for which their Personal Data will be processed
and any other information which is necessary having regard to
the specific circumstances in which the Personal Data is, or is
to be, processed to enable processing in respect of the Data
Subiject to be fair and
o where applicable, obtains all necessary consents for the
processing of Personal Data.
2.1.7 A failure to comply with this section is treated as a substantial failure
by the Supplier to comply with its obligations.
2.2 Not Used
2.3 Data Handling Requirements
231 The Supplier complies with the Client’s data handling policy (see link
in Annex 2) when working on the Client’s systems or handling the
Client’s data.
Prior to processing personal data on behalf of the Client, the Supplier
submits a security plan to the Client’s Representative for acceptance
that complies with the requirements of ISO/IEC27001 and
ISO/IEC27002.
2.3.2 A system on which the Supplier holds any Client’s data, including
back-up data, is a secure system that complies with the security policy.
2.4 Breach of Security
241 “Breach of security” is the occurrence of:

e any unauthorised access to or use of the Information Systems,
the Client Premises, the Sites, the Service Provider System,
the Client System (to the extent that it is under the control of
the Supplier) and/or any IT, information or data (including the
confidential information and the Client Data) used by the Client
and/or the Supplier in connection with the contract; and/or
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2.4.2

243

e theloss (physical or otherwise), corruption and/or unauthorised
disclosure of any information or data (including the confidential
information and the Client Data), including any copies of such
information or data, used by the Client and/or the Supplier in
connection with the contract.

The Supplier develops and maintain a Security Incident management
and reporting policy in accordance with the Customer's ‘Information
Security Incident Management Requirements’ (see link in Annex 2)
and 1SO27001. The Supplier makes a full log of Security Incidents
available to the Client’s Representative on request, and in any case
on a quarterly basis. All Security Incidents defined as a Major Incident
will be reported to the Client’s Representative as soon as practicable
(in any case within twenty four (24) hours of the Supplier becoming
aware of the Incident).

The Security Incident management process (see Annex 2), as a
minimum, requires the Supplier upon becoming aware of a breach of
security or an attempted breach of security to:

e immediately take all reasonable steps (which includes any
action or changes reasonably required by the Client’s
Representative which will be completed within such timescales
as the Client’s Representative may reasonably require)
necessary to:

o minimise the extent of actual or potential harm caused by
such breach of Security

o remedy such breach of security to the extent possible and
protect the integrity of the Information System against any
such potential or future attempt of breach of security

o apply a tested mitigation against any such breach of
Security or potential or attempted breach of security and,
provided that reasonable testing has been undertaken by
the Supplier, if the mitigation adversely affects the
Supplier’s ability to deliver the Services so as to meet any
Performance Indicator, the Supplier is granted relief
against the failure to meet such affected Performance
Indicator for such period as the Client’s Representative,
acting reasonably, may specify by written notice to the
Service Provider; and

o prevent a further breach of security or attempted breach of
security in the future exploiting the same root cause failure

e as soon as reasonably practicable and, in any event, within 2
working days, following the breach of security or attempted
breach of security, provide to the Client’s Representative full
details of the breach of security or attempted breach of
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security, including a root cause analysis where required by the
Client’s Representative.

24.4 In the event that any action is taken in response to a breach of security
or attempted breach of security which occurred as a result of non-
compliance of the information security management system (ISMS)
outlined in ISO 27001 and/or the risk management with the Baseline
Personnel Security standard outlined in the HMG SPF and/or the
contract, then such action and any required change to the Information
System and/or risk management will be completed by the Supplier at
no cost to the Client.
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