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Appendix 3 

Documents relating to the Carbon Resource Plan 
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Appendix 4 

TfL Pathway Resource and Waste Management Plan 
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Appendix 5 

Company’s Site Noise and Vibration Evaluation and Control 
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Schedule 17 

Responsible Procurement 

1 Equality, Diversity and Inclusion 

1.1 For the purposes of this Schedule 17 (Responsible Procurement), unless the context indicates 

otherwise, the terms set out in Appendix 1 (Equality, Diversity and Inclusion Definitions) to this 

Schedule 17 (Responsible Procurement) shall have the meaning set out in that appendix and 

the following expressions shall have the following meanings:  

“EDI Action Plan” means the strategic equality, diversity and inclusion 

action plan as negotiated and agreed by the Parties 

and set out in Appendix 2 (EDI Action Plan) to this 

Schedule 17 (Responsible Procurement);  

“Equality Statement” means a short written statement setting out how the 

Supplier will embed equality, diversity and inclusion in 

its performance of this Contract; and 

“Minimum Records” means all information relating to the Supplier's 

performance of and compliance with this Schedule 17 

(Responsible Procurement) and the adoption and 

implementation of an EDI Action Plan, by each Sub-

Contractor and, where applicable, subject to the 

provisions of paragraph 1.3, indirect subcontractor, of 

the Supplier.  

EDI Policy 

1.2 On the Commencement Date, the Supplier shall provide the Company with a copy of its EDI 

Policy. The Supplier shall keep its EDI Policy under review for the duration of this Contract and 

shall provide the Company with any such revised EDI Policy once available. 

EDI Action Plan

1.3 The Supplier shall comply with the agreed EDI Action Plan and for any contract that the Supplier 

enters into in connection with the performance of the Services which has a total value of £5 

million or more shall procure that each of its Sub-Contractors: 

(a) adopts and implements; and 

(b) uses reasonable endeavours to procure that any indirect subcontractors adopt and 

implement,  
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a strategic equality and diversity plan in respect of their respective employees engaged in the 

performance of the Contract which is at least as extensive in scope as that agreed with the 

Company and set out in the EDI Action Plan. 

Equality Statement 

1.4 The Supplier shall submit to the Company and keep under review an Equality Statement setting 

out how it will embed equality, diversity and inclusion in the performance of this Contract. 

Monitoring and Reporting 

1.5 The Supplier shall use reasonable endeavours to provide the Company within ten (10) Working 

Days of the first and each subsequent anniversary of the Commencement Date (or such other 

frequency as the Company may reasonably request) with an annual report on performance and 

compliance with the equality, diversity and inclusion provisions set out in paragraph 1.3 of this 

Schedule 17 (Responsible Procurement). The annual report shall set out: 

(a) the performance of the Supplier over the past twelve (12) months in relation to the EDI 

Action Plan; 

(b) employee breakdown: the proportion of its employees engaged in the performance of 

the Contract and to the extent reasonably possible, the proportion of the employees of 

its Sub-Contractors or indirect subcontractors engaged pursuant to the terms of the 

relevant subcontracts in the performance of the Contract who are: 

(i) of non-white British origin or who classify themselves as being non-white 

British; 

(ii) female; 

(iii) from the local community; and 

(iv) disabled; 

(c) expenditure breakdown: a statement broken down by activity and material type of how 

they have used and how much has been spent with: 

(i) Small and Medium Enterprises; 

(ii) BAME businesses; 

(iii) suppliers from other under-represented or protected groups; and 

(iv) suppliers demonstrating a diverse workforce composition. 

1.6 Progress and approval (where due) of actions in relation to the EDI Action Plan will be 

monitored via the Periodic progress meetings referred to in Table 5 of Schedule 10 (Contract 
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Management) or as otherwise agreed between the Parties. The Supplier shall provide a written 

update prior to the progress meetings and should request additional meetings (if necessary) 

with the Company to discuss progress or seek sign-off for completed actions.  

1.7 The Supplier shall ensure at all times that it complies with the requirements of any applicable 

Data Protection Legislation in the collection and reporting of the information to the Company 

pursuant to paragraph 1.5 of this Schedule 17 (Responsible Procurement). 

EDI Audit 

1.8 The Company or its nominee may from time to time undertake any audit or check of any and 

all information regarding the Supplier's compliance with this Schedule 17 (Responsible 

Procurement). The Company's rights pursuant to this paragraph shall include the audit of any 

and all documents and records of the Supplier and its Sub-Contractors and, where applicable, 

subject to the provisions of paragraph 1.3 of this Schedule 17 (Responsible Procurement), 

indirect subcontractors, and shall include the Minimum Records. 

1.9 The Supplier shall maintain and retain the Minimum Records for a minimum of six (6) years 

from the termination or expiry of the Contract. The Supplier shall procure that each of its Sub-

Contractors and, where applicable subject to the provisions of paragraph 1.3, indirect 

subcontractors, shall maintain and retain records equivalent to the Supplier’s Minimum Records 

for a minimum of six (6) years from the termination or expiry of this Contract. The Supplier shall 

procure that:  

(a) each Sub-Contract between it and its Sub-Contractors; and  

(b) subject to the provisions of paragraph 1.3 of this Schedule 17 (Responsible 

Procurement), each subcontract between its Sub-Contractors and any indirect 

subcontractors of the Supplier,  

shall contain rights of audit in favour of and enforceable by the Company substantially 

equivalent to those granted by the Supplier pursuant to this Schedule 17 (Responsible 

Procurement). 

1.10 The Company shall use reasonable endeavours to co-ordinate its audits and to manage the 

number, scope, timing and method of undertaking audits so as to ensure that the Supplier and 

each Sub-Contractor is not, without due cause, disrupted or delayed in the performance of its 

obligations under the Contract and each relevant Sub-Contract. 

1.11 The Supplier shall promptly provide, and procure that its Sub-Contractors and, where applicable 

subject to the provisions of paragraph 1.3 of this Schedule 17 (Responsible Procurement), 

indirect subcontractors, promptly provide all reasonable co-operation in relation to any audit or 

check including, to the extent reasonably possible in each particular circumstance:  
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(a) granting or procuring the grant of access to any premises used in the Supplier’s 

performance of the Contract or in its relevant Sub-Contractor or indirect subcontractor’s 

performance of its subcontract, whether the Supplier’s own premises or otherwise;  

(b) granting or procuring the grant of access to any equipment (including all computer 

hardware and software and databases) used (whether exclusively or non-exclusively) 

in the performance of the Supplier’s or the relevant subcontractor or indirect 

subcontractor’s obligations specified in paragraph 1.3 of this Schedule 17 (Responsible 

Procurement), wherever situated and whether the Supplier’s own equipment or 

otherwise; and  

(c) complying with the Company’s reasonable requests for access to senior personnel 

engaged in the Supplier’s performance of the Contract or the relevant subcontractor or 

indirect subcontractor’s performance of its subcontract.  

Gender Neutral Language 

1.12 The Supplier shall, for the duration of the Contract, endeavour to employ gender-neutral 

language in all communications relating to this Contract, including but not limited to 

communications with job applicants, employees, apprentices, contractors, customers and 

members of the public. Gender-neutral language includes avoidance of male or female 

pronouns and male or female forms of job titles where unnecessary. 

2 Mayor’s Good Work Standard 

2.1 Within sixty (60) days of the Commencement Date the Supplier shall: 

(a) undertake and complete the Good Work Standard self-assessment at the following 

website: 

https://www.london.gov.uk/what-we-do/business-and-economy/supporting-

business/what-mayors-good-work-standard#acc-i-54389; and 

(b) submit the results of the self-assessment to the Company together with a SMART 

Action Plan outlining the activities the Supplier proposes to undertake in order to meet 

the ‘Achievement’ level of the Good Work Standard. 

2.2 The Supplier will take into account any comments or recommendations made by the Company 

in respect of the Supplier’s proposed SMART Action Plan and the Parties shall agree (or failing 

such agreement the Company shall determine) the final content of the SMART Action Plan 

within ninety (90) days of the Commencement Date. 
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Ethnicity An individual’s identification with a group sharing any or all of the 

following: nationality, lifestyles, religion, customs and language. 

Gender The social differences between women and men that have been learned 

are changeable over time and have wide variations both within and 

between cultures. The term is often used to differentiate from ‘sex’, a term 

referring to biological differences. It is important to note that some people 

consider themselves to be ‘gender fluid’ (someone whose sense of their 

gender may vary) or ‘gender non-binary’ (someone who does not wish to 

be defined as male or female). 

Gay Refers to a man who has a romantic and/or sexual orientation towards 

men. Also a generic term for lesbian and gay sexuality - some women 

define themselves as gay rather than lesbian. 

Inclusion Removing barriers and taking steps to create equality, harness diversity 

and produce safe, welcoming communities and cultures that encourage 

innovative and fresh ways of thinking and allow people to speak up, 

especially to suggest where things could be done better.   

Inclusive Design  Creating environments which everyone can use to access and benefit 

from the full range of opportunities available, confidently, independently, 

with choice and dignity, which avoids separation or segregation and is 

made up of places and spaces that acknowledge diversity and difference, 

meeting the needs of everyone in society. 

Pay gap Difference between the average pay of two different groups of people, for 

example men and women, or groups from different ethnic backgrounds. 

Sexual Orientation A person’s emotional, physical and/or sexual attraction, and the 

expression of that attraction.  

Supplier Diversity  Diverse suppliers are from one of the following five categories: 

1. Small and Medium Enterprises (SMEs).  

A small enterprise is a business which has both 0-49 full-time equivalent

employees and either: 

 turnover per annum of no more than £5.6 million net (or £6.72 

million gross) in the last financial year; or 

 balance sheet total of no more than £2.8 million net (£3.36 million 

gross). 
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ii) School children – those, usually aged between 11-16 at secondary 

school, that use the transport network independently or with members of 

their peer group. 

















   

WORK\49286348\v.2 

 17  

Appendix 3 

ETI Base Code 

1 Employment Is Freely Chosen  

1.1 There is no forced, bonded or involuntary prison labour. 

1.2 Workers are not required to lodge "deposits" or their identity papers with their employer and are 

free to leave their employer after reasonable notice.  

2 Freedom Of Association and The Right to Collective Bargaining Are Respected  

2.1 Workers, without distinction, have the right to join or form trade unions of their own choosing 

and to bargain collectively.  

2.2 The employer adopts an open attitude towards the activities of trade unions and their 

organisational activities.  

2.3 Workers representatives are not discriminated against and have access to carry out their 

representative functions in the workplace.  

2.4 Where the right to freedom of association and collective bargaining is restricted under law, the 

employer facilitates, and does not hinder, the development of parallel means for independent 

and free association and bargaining. 

3 Working Conditions Are Safe and Hygienic  

3.1 A safe and hygienic working environment shall be provided, bearing in mind the prevailing 

knowledge of the industry and of any specific hazards. Adequate steps shall be taken to prevent 

accidents and injury to health arising out of, associated with, or occurring in the course of work, 

by minimising, so far as is reasonably practicable, the causes of hazards inherent in the working 

environment.  

3.2 Workers shall receive regular and recorded health and safety training, and such training shall 

be repeated for new or reassigned workers.  

3.3 Access to clean toilet facilities and to potable water, and, if appropriate, sanitary facilities for 

food storage shall be provided.  

3.4 Accommodation, where provided, shall be clean, safe, and meet the basic needs of the 

workers.  

3.5 The company observing the code shall assign responsibility for health and safety to a senior 

management representative.  

4 Child Labour Shall Not Be Used  
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4.1 There shall be no new recruitment of child labour.  

4.2 Companies shall develop or participate in and contribute to policies and programmes which 

provide for the transition of any child found to be performing child labour to enable her or him 

to attend and remain in quality education until no longer a child.  

4.3 Children and young persons under 18 shall not be employed at night or in hazardous conditions.  

4.4 These policies and procedures shall conform to the provisions of the relevant ILO standards.  

5 Living Wages Are Paid  

5.1 Wages and benefits paid for a standard working week meet, at a minimum, national legal 

standards or industry benchmark standards, whichever is higher. In any event wages should 

always be enough to meet basic needs and to provide some discretionary income.  

5.2 All workers shall be provided with written and understandable Information about their 

employment conditions in respect to wages before they enter employment and about the 

particulars of their wages for the pay period concerned each time that they are paid.  

5.3 Deductions from wages as a disciplinary measure shall not be permitted nor shall any 

deductions from wages not provided for by national law be permitted without the expressed 

permission of the worker concerned. All disciplinary measures should be recorded.  

6 Working Hours Are Not Excessive  

6.1 Working hours comply with at least UK national laws and benchmark industry standards, 

whichever affords greater protection.  

6.2 In any event, workers shall not on a regular basis be required to work in excess of 48 hours per 

week and shall be provided with at least one day off for every 7 day period on average. Overtime 

shall be voluntary, shall not exceed 12 hours per week, shall not be demanded on a regular 

basis and shall always be compensated at a premium rate.  

7 No Discrimination Is Practised  

7.1 There is no discrimination in hiring, compensation, access to training, promotion, termination 

or retirement based on race, caste, national origin, religion, age, disability, gender, marital 

status, sexual orientation, union membership or political affiliation.  

8 Regular Employment Is Provided  

8.1 To every extent possible work performed must be on the basis of recognised employment 

relationship established through national law and practice.  

8.2 Obligations to employees under labour or social security laws and regulations arising from the 

regular employment relationship shall not be avoided through the use of labour-only 
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contracting, sub- contracting, or home-working arrangements, or through apprenticeship 

schemes where there is no real intent to impart skills or provide regular employment, nor shall 

any such obligations be avoided through the excessive use of fixed-term contracts of 

employment.  

9 No Harsh or Inhumane Treatment Is Allowed  

9.1 Physical abuse or discipline, the threat of physical abuse, sexual or other harassment and 

verbal abuse or other forms of intimidation shall be prohibited.  

10 Note on the Provisions of the ETI Base Code  

10.1 The provisions of the ETI Base Code constitute minimum and not maximum standards, and 

this code should not be used to prevent companies from exceeding these standards. 

Companies applying this ETI Base Code are expected to comply with national and other 

applicable law and, where the provisions of law and this ETI Base Code address the same 

subject, to apply that provision which affords the greater protection.  

11 Definitions 

11.1 In this Appendix 3 to Schedule 17 (Responsible Procurement): 

“Child” shall mean any person less than 15 years of age unless local minimum age 

law stipulates a higher age for work or mandatory schooling, in which case the higher 

age shall apply. If, however, local minimum age law is set at 14 years of age in 

accordance with developing country exceptions under ILO Convention No. 11, the 

lower will apply.  

“Young person” shall mean any worker over the age of a child as defined above and 

under the age of 18.  

“Child labour” shall mean any work by a child or young person younger than the 

age(s) specified in the above definitions, which does not comply with the provisions of 

the relevant ILO standards, and any work that is likely to be hazardous or to interfere 

with the child's or young person's education, or to be harmful to the child's or young 

person's health or physical, mental, spiritual, moral or social development. 
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Schedule 18 

Performance Measurement 

Schedule 18a 

Performance Measurement Mechanism 

1. Definitions 

“Abatement” means the amount deducted from the Fee due to the Supplier in 
accordance with this Contract, as calculated in accordance with Schedule 18d 
(Payment Abatement).

“Abating KPIs” means the KPIs designated as being subject to Abatement in 
accordance with paragraph 2.2 of Schedule 18d (Payment Abatement) as set out in 
Schedule 18b (Performance Measurement Matrix). 

“Additional Works Clearance Times” means the times set out in paragraph 2 of 
Schedule 18e (Additional Works Clearance Times) as may be amended where the 
Company agrees to an SLA Extension in accordance with the AMS Supplier 
Processes as set out in Appendix K (AMS Supplier Processes) to the Specification. 

“Breached Fault” has the meaning given to it in paragraph 5 of the Specification. 

“Breached Planned Preventative Maintenance Work Order” has the meaning given to 
it in paragraph 5 of the Specification. 

“Clearance Time” means the applicable time set out in the final column of the table in 
Appendix 1 (Reactive Maintenance and Isolation Services Clearance Times) to 
Schedule 18c (Key Performance Indicators (KPIs)) as may be amended where the 
Company agrees to an SLA Extension in accordance with the AMS Supplier Processes 
as set out in Appendix K (AMS Supplier Processes) to the Specification.

“Cumulative Scorecard” means a report to be produced at the end of each Period 
illustrating the cumulative performance by the Supplier against KPIs during the year to 
date, in the form set out in Appendix 2 to this Schedule 18a (Performance 
Measurement Mechanism).

“Escalation Procedure” means the procedure set out at paragraph 4 of this Schedule 
18a (Performance Measurement Mechanism).

“Equipment Register” has the meaning given to it in paragraph 5 of the Specification 
and “ER” shall be construed accordingly.  

“Interim Rectification” has the meaning given to it in paragraph 5 of the Specification.  

“Key Performance Indicator” or “KPI” means any or all, as the case may be, of the 
indicators set out in the column headed “Key Performance Indicator (KPI)” in Schedule 
18b (Performance Measurement Matrix).

 

“Level 1 Non-Conformance” means a Non-Conformance identified in the relevant line 
of Table 1 in paragraph 4.8 of this Schedule 18a (Performance Measurement 
Mechanism). 
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“Level 1 Non-Conformance Notice” means a notice to be issued by the Company in 
the form set out in Appendix 3 to this Schedule 18a (Performance Measurement 
Mechanism).  

“Level 1 Rectification Period” has the meaning given to it in paragraph 4.10(b)(i) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 1 Required Action” has the meaning given to it in paragraph 4.10(b)(ii) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 2 and 3 Non-Conformance Notice” means a notice to be issued by the Company 
in the form set out in Appendix 4 to this Schedule 18a (Performance Measurement 
Mechanism). 

“Level 2 Non-Conformance” means a Non-Conformance identified in the relevant line 
of Table 1 in paragraph 4.8 of this Schedule 18a (Performance Measurement 
Mechanism). 

“Level 2 Non-Conformance Recovery Plan” has the meaning given to it in paragraph 
4.11(b) of this Schedule 18a (Performance Measurement Mechanism).

“Level 2 Rectification Period” has the meaning given to it in paragraph 4.11(c)(i) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 2 Required Action” has the meaning given to it in paragraph 4.11(c)(ii) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 3 Non-Conformance” means a Non-Conformance identified in the relevant line 
of Table 1 in paragraph 4.8 of this Schedule 18a (Performance Measurement 
Mechanism).  

“Level 3 Non-Conformance Recovery Plan” has the meaning given to it in paragraph 
4.12.b) of this Schedule 18a (Performance Measurement Mechanism).

“Level 3 Rectification Period” has the meaning given to it in paragraph 4.12.c)(i) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 3 Required Action” has the meaning given to it in paragraph 4.12.c)(ii) of this 
Schedule 18a (Performance Measurement Mechanism). 

“Level 4 Non-Conformance” means a Non-Conformance identified in the relevant line 
of Table 1 in paragraph 4.8 of this Schedule 18a (Performance Measurement 
Mechanism). 

“Maintenance Activity Record Submission” has the meaning given to it in paragraph 5 
of the Specification. 

“Non-Conformances” has the meaning given to it in paragraph 4.2 (Escalation
Procedure) of this Schedule 18a (Performance Measurement Mechanism) and shall 
include levels of poor performance or breach relating to each Non-Conformance Level 
as applicable. 

“Non-Conformance Levels” means, as applicable, each of Level 1 Non-Conformance, 
Level 2 Non-Conformance, Level 3 Non-Conformance and Level 4 Non-Conformance. 

“Non-Conformance Meeting” means the meeting to be held between the Parties within 
five (5) Working Days of submission of a Recovery Plan. 
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“Period Performance Scorecard” means a report to be produced at the end of each 
Period in accordance with paragraph 3.1 of this Schedule 18a (Performance 
Measurement Mechanism), in the form set out in Appendix 1 to this Schedule 18a 
(Performance Measurement Mechanism).

“Permanent Rectification” has the meaning given to it in paragraph 5 of the 
Specification.  

“QUENSH Inspection” has the meaning given to it in paragraph 5 of the Specification. 

“QUENSH Work Order” has the meaning given to it in paragraph 5 of the Specification. 

“Rectification Period” means, as applicable, a Level 1 Rectification Period, Level 2 
Rectification Period or a Level 3 Rectification Period. 

“Recovery Plan” means a plan to be provided by the Supplier upon request by the 
Company in the event that a performance issue has been raised to the Escalation 
Procedure in a form similar to that set out in Appendix 5 to this Schedule 18a 
(Performance Measurement Mechanism) setting out how the Supplier will address 
such non-performance.  

“Root Cause Analysis” means the analysis to be provided by the Supplier upon request 
by the Company in the event that a performance issue has been raised to the 
Escalation Procedure in a form similar to that at Appendix 6 to this Schedule 18a 
(Performance Measurement Mechanism) setting out the Supplier’s analysis of the root 
cause of the Non-Conformance in question.  

“Same Type Non-Conformance” means, in respect of any Non-Conformance Level, a 
Non-Conformance which relates to the same type of non-compliance or poor 
performance in respect of which that Non-Conformance Level was triggered, in 
accordance with Table 1 at paragraph 4.8 of this Schedule 18a (Performance 
Measurement Mechanism).

“SLA Extension” has the meaning given to it in paragraph 5 of the Specification. 

“TfL Period Progress Meeting” means the meeting which is held each Period and 
during which any Level 1 Non-Conformances, Level 2 Non-Conformances and/or Level 
3 Non-Conformances are reviewed. 

2. Overview 

2.1. This Schedule 18 (Performance Measurement) comprises the performance 
measurement mechanism (“PMM”) applicable to the Services, in order to incentivise 
the Supplier to deliver the Services in accordance with the requirements of the Contract 
and to provide the Company with a remedy where the Supplier fails to do so. 

2.2. The PMM set out in this Schedule 18 (Performance Measurement) shall, subject to 
paragraph 5 (Exclusions), come into effect on the Services Commencement Date and 
shall be applicable to the whole of the Services, including (where relevant) any 
Additional Works. 

2.3. The PMM comprises and incorporates: 

a) Schedule 18b (Performance Measurement Matrix) which sets out the Abating 
KPIs and the applicable Abatement being levied by the Company in respect of 
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each such KPI in the event of the Supplier’s performance being assessed to be 
either “Below Requirements” or “Unsatisfactory” in relation to that KPI;  

b) Schedule 18c (Key Performance Indicators (KPIs)) which sets out the details 
as to how the KPIs are to be measured, the frequency and methodology of 
monitoring performance and the performance levels required; and 

c) Schedule 18d (Payment Abatement) which sets out the method for calculating 
Abatements. 

2.4. In respect of each KPI, a failure by the Supplier to meet the level of performance which 
corresponds to “Level 1 – Meets Requirements” as set out in Schedule 18c (Key 
Performance Indicators (KPIs)) shall entitle the Company to levy an Abatement and/or 
to enact the Escalation Procedure (at the Company’s discretion). For the avoidance of 
doubt, in relation to a KPI which is subject to both the Escalation Procedure and 
Abatements, these processes may be carried out in parallel. 

2.5. The provisions of Schedule 18d (Payment Abatement) and paragraph 4 (Escalation
Procedure) of this Schedule 18a (Performance Measurement Mechanism) set out the 
remedy that the Company is entitled to and the circumstances in which the Company 
is entitled to that remedy. 

2.6. At the end of each Period, the Company shall calculate the value of any Abatement in 
accordance with paragraph 2 of Schedule 18d (Payment Abatement). The Company 
may deduct any Abatement arising in respect of that Period (or any previous Period to 
the extent that a deduction has not previously been made) from the Fee due to the 
Supplier in respect of that Period in accordance with this Contract. 

3. Reports 

3.1. Period Performance Scorecard 

A Period Performance Scorecard shall be produced by the Company at the end of 
each Period, incorporating an analysis of the performance levels (as set out in respect 
of each KPI in Schedule 18c (Key Performance Indicators (KPIs))) achieved by the 
Supplier in respect of each of the KPIs during the Period.   

3.2. Cumulative Scorecard  

A Cumulative Scorecard shall be produced by the Company at the end of each 
Period containing a summary of KPIs calculated for each Period up to and including 
that Period being reported in the Period Performance Scorecard in accordance with 
Schedule 18c (Key Performance Indicators (KPIs)). 

3.3. Assessment of KPIs 

a) The KPIs shall be assessed by the Company in accordance with Schedule 18c 
(Key Performance Indicators (KPIs)), including the frequency and KPI 
monitoring method in each case as applicable to the relevant KPI.  

b) Each KPI shall be assessed in accordance with the performance levels 
applicable to it and may be escalated by the Company pursuant to paragraph 
4 (Escalation Procedure) of this Schedule 18a (Performance Measurement 
Mechanism). 

4. Escalation Procedure 
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4.1. In the event: 

a) that any of the KPIs are assessed as achieving performance levels scores 
which correspond to: 

i. “Below Requirements” for two or more consecutive Periods; or  

ii. “Unsatisfactory” for one or more consecutive Periods, 

in each case as applicable to that KPI as set out in Schedule 18c (Key
Performance Indicators (KPIs)) and as set out in the Period Performance 
Scorecard; or 

b) of any breach by the Supplier of its obligations under the Contract,  

the Escalation Procedure may be invoked by the Company and the Company shall be 
entitled to do so in its absolute discretion.  

4.2. The purpose of the Escalation Procedure is to provide a structured framework within 
which the Parties can address poor performance of the Services against the KPIs or 
any breach by the Supplier. For the purposes of the Escalation Procedure, notified 
levels of poor performance or breach will be termed “Non-Conformances”. Table 1 at 
paragraph 4.8 of this Schedule 18a (Performance Measurement Mechanism) sets out 
the relevant levels of poor performance or breach which shall trigger a Non-
Conformance, the Non-Conformance Level applicable to such Non-Conformance, and 
associated consequences and required actions as a result of such Non-Conformance.   

4.3. The Escalation Procedure operates by reference to the Non-Conformance Levels, with 
the lowest Non-Conformance Level being a Level 1 Non-Conformance.  

4.4. In respect of each level of Non-Conformance, the Supplier shall provide the Company 
with its Recovery Plan within five (5) Working Days of such Non-Conformance arising. 
The Parties shall meet within five (5) Working Days from the submission of the 
Recovery Plan to review such plan and agree and resolve the relevant issues.  

4.5. Where Non-Conformances are escalated, each Party shall ensure that such matters 
receive an appropriate level of management intervention (including appropriate 
personnel attending associated meetings) from the Company and the Supplier.  

4.6. The Parties shall review any Level 2 Non-Conformance and the Supplier shall have 
the opportunity to carry out remedial actions to resolve the relevant issues before the 
Non-Conformance becomes a Level 3 Non-Conformance or a Level 4 Non-
Conformance. Where a Level 4 Non-Conformance arises, the Company is entitled to 
terminate the Contract in whole or in part in accordance with Clause 43 (Termination 
on Supplier Default).  

4.7. A Non-Conformance must either start the Escalation Procedure as a Level 1 Non-
Conformance or a Level 2 Non-Conformance. 

4.8. Table 1 sets out a summary of the Escalation Procedure and the roles and 
responsibilities within the procedure for each Non-Conformance Level.  
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Table 1 – Summary of Escalation Procedure  

TRIGGER NON-
CONFORMANC
E LEVEL 

ACTION OWNERS RESULT 

A KPI being 
assessed as 
“Below 
requirements” 
as determined 
in the Period 
Performance 
Scorecards for 
two or more 
consecutive 
Periods

or  

“Unsatisfactor
y” as 
determined in 
the Period 
Performance 
Scorecards for 
one or more 
consecutive 
Periods 

or 

the Supplier 
being in 
breach of any 
term of this 
Contract and 
the Company 
determining (in 
its absolute 
discretion) that 
such breach 
shall be 
treated as a 
Level 1 Non-
Conformance 

Level 1 Non-
Conformance 

Recovery
Plan
(including 
Root Cause 
Analysis) to 
be
developed
by the 
Supplier 
within five 
(5) Working 
Days of the 
Non
Conformanc
e arising 
with precise 
end date 
required & 
Non
Conformanc
e Meeting 
held within 
five (5) 
Working 
Days after 
submission
of Recovery 
Plan.  

Supplier has 
four (4) 
weeks to 
implement 
the 
Recovery 
Plan. 

Action to be 
issued to the 
Supplier’s 
Representativ
e (or their 
delegate)

Action to be 
issued by the 
Company’s 
Representativ
e (or their 
delegate) 

Satisfactory 
– Non-
Conformance 
ends

Unsatisfactor
y  - Non-
Conformance 
escalated to 
Level 2 Non-
Conformance 
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TRIGGER NON-
CONFORMANC
E LEVEL 

ACTION OWNERS RESULT 

Level 1 Non-
Conformance 
re-occurrence 
(two (2) or 
more 
occurrences) 

or 

Persistent re-
occurrence 
(two (2) or 
more 
occurrences) 
of any KPI 
failure over 
three (3) or 
more periods 

or 

Safety 
Condition 
infringements 

or 

the Supplier 
being in 
breach of any 
term of this 
Contract and 
the Company 
determining (in 
its absolute 
discretion) that 
such breach 
shall be 
treated as a 
Level 2 Non-
Conformance 

Level 2 Non-
Conformance 

Recovery
Plan
(including 
Root Cause 
Analysis) to 
be
developed
by the 
Supplier 
within five 
(5) Working 
Days of the 
Non
Conformanc
e arising 
with precise 
end date 
required & 
Non
Conformanc
e Meeting 
held within 
ten (10) 
Working 
Days after 
submission
of Recovery 
Plan.  

Supplier has 
four (4) 
weeks to 
implement 
the 
Recovery
Plan. 

Action to be 
issued to the 
Supplier’s 
Representativ
e (or their 
delegate)

Action to be 
issued by the 
Company’s 
Representativ
e (or their 
delegate) 

Satisfactory 
– Non-
Conformance 
ends

Unsatisfactor
y – Non-
Conformance 
escalated to 
Level 3 Non-
Conformance 
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TRIGGER NON-
CONFORMANC
E LEVEL 

ACTION OWNERS RESULT 

Level 2 Non-
Conformance 
re-occurrence 
(two (2) or 
more 
occurrences) 

or 

the Supplier 
failing to 
remedy any 
breach of this 
Contract that 
has been 
treated as a 
Level 1 Non-
Conformance 
or a Level 2 
Non-
Conformance 
and the 
Company 
determining (in 
its absolute 
discretion) that 
such
continuing 
breach shall 
be treated as 
a Level 3 Non-
Conformance 

Level 3 Non-
Conformance

Recovery
Plan
(including 
Root Cause 
Analysis) to 
be
developed
by the 
Supplier 
within five 
(5) Working 
Days of the 
Non
Conformanc
e arising 
with precise 
end date 
required & 
Non
Conformanc
e Meeting 
held within 
ten (10) 
Working 
Days after 
submission
of Recovery 
Plan.  

Supplier has 
four (4) 
weeks to 
implement 
the 
Recovery
Plan. 

Action to be 
issued to a 
director of the 
Supplier  

Action to be 
issued by a 
director of the 
Company (or 
their 
delegate)

Satisfactory - 
Non-
Conformance 
ends

Unsatisfactor
y - Non-
Conformance 
escalated to 
Level 4 Non-
Conformance 
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TRIGGER NON-
CONFORMANC
E LEVEL 

ACTION OWNERS RESULT 

Level 3 Non-
Conformance 
re-occurrence 
(two (2) or 
more 
occurrences) 

or 

the Supplier 
failing to 
remedy any 
breach of this 
Contract that 
has been 
treated as a 
Level 3 Non-
Conformance 
and the 
Company 
determining (in 
its absolute 
discretion) that 
such
continuing 
breach shall 
be treated as 
a Level 4 Non-
Conformance 

Level 4 Non-
Conformance 

Termination 
of the 
Contract in 
whole or in 
part at 
Company’s
discretion 
pursuant to 
Clause 43 
(Termination 
on Supplier 
Default). 

Action to be 
issued by a 
director of the 
Company 

Contract 
termination 

4.9. As part of the Escalation Procedure and at any Non-Conformance Level, the Supplier 
shall supply a Recovery Plan (including a Root Cause Analysis) at its own cost. 

4.10. Level 1 Non-Conformance 

a) As soon as reasonably practicable after the Company becomes aware of the 
occurrence of a Level 1 Non-Conformance, the Company shall notify the 
Supplier of such by issuing to the Supplier a Level 1 Non-Conformance Notice 
and the Level 1 Non-Conformance will be recorded by the Company. The 
Supplier shall, within five (5) Working Days of service of the Level 1 Non-
Conformance Notice by the Company, prepare and submit to the Company its 
Recovery Plan (including Root Cause Analysis) required to rectify the issue. 
Such Recovery Plan shall set out: 

i. confirmation of the date and details of the Level 1 Non-Conformance; 

ii. the steps to be taken by the Supplier to ensure there is no re-occurrence of 
such Level 1 Non-Conformance (the “Proposed Level 1 Required 
Action”); and 
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iii. the time within which such Level 1 Required Action is to be completed by 
the Supplier (which shall be within four (4) weeks) of the date on which such 
Level 1 Non-Conformance has arisen (the “Proposed Level 1 Rectification 
Period”). 

b) The Supplier and the Company shall, within five (5) Working Days of 
submission of the Recovery Plan by the Supplier, meet and use all reasonable 
endeavours to agree the details set out in the Recovery Plan and: 

i. the Proposed Level 1 Rectification Period shall, subject to any changes 
agreed between the Parties pursuant to this paragraph, become the “Level 
1 Rectification Period” (provided that in the event that the Supplier and the 
Company fail to agree the Level 1 Rectification Period, the Company shall 
be entitled to determine the Level 1 Rectification Period); and 

ii. the Proposed Level 1 Required Action shall, subject to any changes agreed 
between the Parties pursuant to this paragraph, become the “Level 1 
Required Action” (provided that in the event that the Supplier and the 
Company fail to agree the Level 1 Required Action, the Company shall be 
entitled to determine the Level 1 Required Action).   

c) If the agreed Level 1 Required Action is carried out by the Supplier (to the 
Company’s reasonable satisfaction) within the agreed Level 1 Rectification 
Period, the Level 1 Non-Conformance will be classed as resolved. 

d) All Level 1 Non-Conformances shall be reviewed at each TfL Period Progress 
Meeting (whether resolved or not) to ensure that any re-occurrence is (where 
possible) prevented. 

4.11. Level 2 Non-Conformance 

a) Paragraph 4.11(b) shall apply where: 

i. a Non-Conformance is a Level 2 Non-Conformance (which shall be 
determined by the Company at its absolute discretion); or 

ii. the Supplier fails to make available to the Company a Level 1 Non-
Conformance Recovery Plan within five (5) Working Days of service by the 
Company of the notice referred to in paragraph 4.11.b); or 

iii. the Supplier fails to undertake the Level 1 Required Action within the Level 
1 Rectification Period; or  

iv. having undertaken the Level 1 Required Action, the Supplier fails to rectify 
the Level 1 Non-Conformance within the Level 1 Rectification Period; or 

v. a Same Type Non-Conformance occurs within two (2) Periods of the end of 
the Level 1 Rectification Period; or 

vi. the Supplier wilfully permits the occurrence of a Same Type Non-
Conformance during the Level 1 Rectification Period; or 

vii. the Supplier fails to meet the requirements of Schedule 16 (Health, Safety,
Quality and Environmental Requirements).

b) Where one or more of the circumstances described in paragraph 4.11(a) 
applies, this shall be a Level 2 Non-Conformance and the Company may 
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issue a Level 2 and 3 Non-Conformance Notice to the Supplier. Within five 
(5) Working Days of service by the Company of the Level 2 and 3 Non-
Conformance Notice, the Supplier shall provide to the Company its 
Recovery Plan (including Root Cause Analysis) to the extent not provided 
by the Supplier previously)) setting out the Supplier’s proposal (acting 
reasonably) in respect of the following: 

i. the steps it will take to ensure there is no re-occurrence of such Level 2 
Non-Conformance (the “Proposed Level 2 Required Action”); and 

ii. the time within which the Supplier shall complete such Level 2 Required 
Action (which shall be no longer than four (4) weeks from the date on 
which the Level 2 and 3 Non-Conformance Notice is served by the 
Company) (the “Proposed Level 2 Rectification Period”), 

in respect of each such Level 2 Non-Conformance (each a “Level 2 Non-
Conformance Recovery Plan”). 

c) Within ten (10) Working Days of receipt by the Company of a Level 2 Non-
Conformance Recovery Plan, the Supplier and the Company shall meet and 
use all reasonable endeavours to agree the details set out in the Level 2 Non 
Conformance Recovery Plan and: 

i. the Proposed Level 2 Rectification Period shall, subject to any changes 
agreed between the Parties pursuant to this paragraph, become the 
“Level 2 Rectification Period” (provided that in the event that the 
Supplier and the Company fail to agree the Level 2 Rectification Period, 
the Company shall be entitled to determine the Level 2 Rectification 
Period); and 

ii. the Proposed Level 2 Required Action shall, subject to any changes 
agreed between the Parties pursuant to this paragraph, become the 
“Level 2 Required Action”. (provided that in the event that the Supplier 
and the Company fail to agree the Level 2 Required Action, the 
Company shall be entitled to determine the Level 2 Required Action).   

d) If the agreed Level 2 Required Action is carried out by the Supplier within the 
Level 2 Rectification Period, the Level 2 Non-Conformance will be classed as 
resolved. 

e) All Level 2 Non-Conformances shall be reviewed every Period at the TfL Period 
Progress Meeting (whether resolved or not) to ensure that any re-occurrence 
is (where possible) prevented. 

4.12. Level 3 Non-Conformance 

a) Paragraph 4.12.b) shall apply where: 

i. a Non-Conformance is a Level 3 Non-Conformance (which shall be 
determined at the Company’s absolute discretion); or 

ii. the Supplier fails to make available to the Company a Level 2 Non-
Conformance Recovery Plan within five (5) Working Days of service by the 
Company of the notice referred to in paragraph 4.11.b); or 
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iii. the Supplier fails to undertake the Level 2 Required Action within the Level 
2 Rectification Period; or 

iv. having undertaken the Level 2 Required Action, the Supplier fails to rectify 
the Level 2 Non-Conformance within the Level 2 Rectification Period; or 

v. a Same Type Non-Conformance occurs within two (2) Periods of the end 
of the Level 2 Rectification Period; or 

vi. the Supplier wilfully permits the occurrence of a Same Type Non-
Conformance during the Level 2 Rectification Period. 

b) Where one or more of the circumstances described in paragraph 4.12.a) 
applies, this shall be a Level 3 Non-Conformance and the Company may issue 
a Level 2 and 3 Non-Conformance Notice to the Supplier. Within five (5) 
Working Days of service by the Company of the Level 2 and 3 Non-
Conformance Notice, the Supplier shall provide to the Company its Recovery 
Plan (including Root Cause Analysis (to the extent not provided by the Supplier 
previously)) setting out the Supplier’s proposal (acting reasonably) in respect 
of the following:  

i. the steps it will take to ensure that there is no re-occurrence of such Level 3 
Non-Conformance (the “Proposed Level 3 Required Action”); and  

ii. the time within which the Supplier shall complete such Proposed Level 2 
Required Action (the “Level 3 Rectification Period”), 

in respect of each such Level 3 Non-Conformance (each a “Level 3 Non-
Conformance Recovery Plan”).  

c) Within ten (10) Working Days of receipt by the Company of a Level 3 Non-
Conformance Recovery Plan, the Supplier and the Company shall use all 
reasonable endeavours to agree the details set out in the Level 3 Non 
Conformance Report and: 

i. the Proposed Level 3 Rectification Period shall, subject to any changes 
agreed between the Parties pursuant to this paragraph, become the 
“Level 3 Rectification Period” (provided that in the event that the 
Supplier and the Company fail to agree the Level 3 Rectification Period, 
the Company shall be entitled to determine the Level 3 Rectification 
Period); and 

ii. the Proposed Level 3 Required Action shall, subject to any changes 
agreed between the Parties pursuant to this paragraph, become the 
“Level 3 Required Action” (provided that in the event that the Supplier 
and the Company fail to agree the Level 3 Required Action, the 
Company shall be entitled to determine the Level 3 Required Action).  

d) If the agreed Level 3 Required Action is carried out by the Supplier within the 
Level 3 Rectification Period, the Level 3 Non-Conformance will be classed as 
resolved. 

e) All Level 3 Non-Conformances shall be reviewed every Period at the TfL Period 
Progress Meeting (whether resolved or not) to ensure that any re-occurrence 
is (where possible) prevented. 
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Appendix 1 to Schedule 18a 

Period Performance Scorecard Template 

Period Performance Scorecard for Period X 

KPI no Scope KPI Score 

1A Planned Preventative Maintenance – completion of Planned 
Preventative Maintenance Work Orders in accordance with the 
Planned Preventative Maintenance Schedule 

1B Planned Preventative Maintenance – completion of Breached 
Planned Preventative Maintenance Work Orders 

1C Planned Preventative Maintenance or Enhanced Maintenance - 
Maintenance Activity Record Submission 

2A Reactive Maintenance – response times for priority 1 Reactive 
Maintenance Work Orders 

2B Reactive Maintenance –Interim Rectification for priority 1 
Reactive Maintenance Work Orders 

2C Reactive Maintenance – Permanent Rectification for priority 1 
Reactive Maintenance Work Orders 

2D Reactive Maintenance – Permanent Rectification for priority 2, 3 
and 4 Reactive Maintenance Work Orders 

2E Reactive Maintenance – Quantity of Breached Faults   

3 Equipment Register 

4 Health, Safety, Environmental – Number of non-compliances 
attributed to a failure to meet the requirements of Part A (Health 
and Safety) and Part C (Environmental) of Schedule 16 (Health, 
Safety, Quality and Environmental Requirements)

5 Quality of work and technical compliance - Planned Preventative 
Maintenance, Reactive Maintenance, Isolation Services and 
Additional Works completed in accordance with the Specification

6 Accuracy of the Payment Application 

7 Performance to the AMP 

8 Additional Works – completion of Additional Works Work Orders

9 FRACAS data completeness - The proportion of records that 
hold an accurate FRACAS failure information recorded on AMS 
by the Supplier which comply with the requirements of 
paragraph 9.1.17 of the Specification

10 Audit of the Supplier’s management processes and procedures 
to deliver their obligations under Part A (Health and Safety), Part 
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B (Quality) and Part C (Environmental) of Schedule 16 (Health, 
Safety, Quality and Environmental Requirements) 

11 Management of incident reporting and investigation using the 
Company’s incident management system (Information Exchange 
2 – IE2)
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Appendix 2 to Schedule 18a 

Cumulative Scorecard Example 

Cumulative Scorecard for Period X 

KPI P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 

1A              

1B              

1C              

2A              

2B              

2C              

2D              

2E              

3              

4              

5              

6              

7              

8              

9              

10              

11              
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Appendix 3 to Schedule 18a 

Level 1 Non-Conformance Notice Template 

Level 1 Non-Conformance Notice 

Notice Number [Insert number] 

Key Performance Indicator [Insert KPI reference number] 

Severity of performance 
shortfall 

[Below requirements/Unsatisfactory] 

Date of commencement of 
performance shortfall 

[Insert date] 

Number of Periods of 
performance shortfall at the 
date of issue of this notice 

[Insert number of Periods] 

Date for submission by the 
Supplier of the Level 1 Non-
Conformance Recovery Plan 

[Insert date five (5) Working Days from the date of issue 
of this notice] 

The Supplier is required to 
provide a Root Cause 
Analysis

[Yes/No] 

Issued by Signed: _________________ 

The Company’s Representative 

Date: __________________ 
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Appendix 4 to Schedule 18a

Level 2 & 3 Non-Conformance Notice Template 

Level 2 Non-Conformance Notice 

Level 2 Notice Number [Insert number] 

Level 1 Notice Number [Insert Level 1 Notice number] 

Key Performance Indicator [Insert KPI reference number] 

Number of Periods of 
performance shortfall at the 
date of issue of this notice 

[Insert number of Periods] 

The Supplier is required to 
provide a Root Cause 
Analysis

[Yes/No] 

Issued by Signed: _________________ 

The Company’s Representative 

Date: __________________ 
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Appendix 5 to Schedule 18a 

Recovery Plan 

Recovery Plan 

Applicable Non-
Conformance 
Notifications 

[List all Level 1, 2 and 3 Non-Conformance Notifications] 

Key Performance 
Indicator to which the 
recovery Plan Relates 

[Insert KPI reference number] 

Root Cause Analysis has 
been completed? 

[Yes/No]* delete as applicable 

[Where Root Cause Analysis has been completed insert cross 
reference to relevant document] 

Planned Action Description Date for 
implementation 

Action   

1.   

2.   

3.   

4.   

5.   

 [Insert additional rows as required]  

Issued by Signed: _________________ 

The Supplier’s Representative 

Date: __________________ 
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Appendix 6 to Schedule 18a 

Root Cause Analysis 

Root Cause Analysis (“RCA”) Template 

Guidance Note: 

The template provides the generic key stages of a Root Cause Analysis and the minimum 
information to be provided by the Supplier. The Supplier shall therefore expand the 
template as necessary in order to provide a full explanation to the Company of the roots 
causes of all performance shortfalls. 

Applicable Non-
Conformance 
Notifications 

[List all Level 1, 2 and 3 Non-Conformance Notifications] 

Key Performance 
Indicator to which the 
RCA relates 

[Insert KPI reference number] 

Recovery Plan to which 
the RCA relates 

[Insert Recovery Plan reference number] 

Description of Performance Shortfall 

Time Line 

Date Sequence of Events 
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Investigative Team Methods Used 

Findings 

Identification of Root Cause 

Corrective Action 
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Issued by Signed: _________________ 

The Supplier’s Representative 

Date: __________________ 
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Schedule 18b  

Performance Measurement Matrix  

KPI 
no

KPI name Level 2 – 
Below
Requirements

Level 3 - 
Unsatisfactory

If recurs in the 
next Period

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

As per Level 2 
or Level 3 but 
the Abatement 
will increase by 
the % stated 
below

1A Planned Preventative 
Maintenance – completion 
of Planned Preventative 
Maintenance Work Orders 
in accordance with the 
Planned Preventative 
Maintenance Schedule 

10 15 5

1B Planned Preventative 
Maintenance – completion 
of Breached Planned 
Preventative Maintenance 
Work Orders 

10 15 5 

1C Planned Preventative 
Maintenance or Enhanced 
Maintenance - Maintenance 
Activity Record Submission 

5 7.5 5 

2A Reactive Maintenance – 
response times for priority 1 
Reactive Maintenance 
Work Orders  

10 15 5

2B Reactive Maintenance –
Interim Rectification for 
priority 1 Reactive 
Maintenance Work Orders 

10 15 5

2C Reactive Maintenance – 
Permanent Rectification for 
priority 1 Reactive 
Maintenance Work Orders

5 10 5

2D Reactive Maintenance – 
Permanent Rectification for 
priority 2, 3 and 4 Reactive 
Maintenance Work Orders 

5 7.5 5
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KPI 
no

KPI name Level 2 – 
Below
Requirements

Level 3 - 
Unsatisfactory

If recurs in the 
next Period

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

As per Level 2 
or Level 3 but 
the Abatement 
will increase by 
the % stated 
below

2E Reactive Maintenance – 
Quantity of Breached 
Faults   

N/A 15 5

3 Equipment Register 10 15 5

4 Health, Safety, 
Environmental – Number of 
non-compliances attributed 
to a failure to meet the 
requirements of Part A 
(Health and Safety) and 
Part C (Environmental) of 
Schedule 16 (Health, 
Safety, Quality and 
Environmental 
Requirements) 

5 10 5

5 Quality of work and 
technical compliance - 
Planned Preventative 
Maintenance, Reactive 
Maintenance, Isolation 
Services and Additional 
Works completed in 
accordance with the 
Specification 

5 10 5

6 Accuracy of the Payment 
Application 

2.5 5 5

7 Performance to the AMP 10 15 5

8 Additional Works – 
completion of Additional 
Works Work Orders 

5 7.5 5

9 FRACAS data 
completeness - The 
proportion of records that 
hold an accurate FRACAS 
failure information recorded 
on AMS by the Supplier 
which comply with the 

5 7.5 5
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KPI 
no

KPI name Level 2 – 
Below
Requirements

Level 3 - 
Unsatisfactory

If recurs in the 
next Period

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

% deduction 
from the Fee 
for the Period 
the KPI is 
measured

As per Level 2 
or Level 3 but 
the Abatement 
will increase by 
the % stated 
below

requirements of paragraph 
9.1.17 of the Specification 

10 Audit of the Supplier’s 
management processes 
and procedures to deliver 
their obligations under Part 
A (Health and Safety), Part 
B (Quality) and Part C 
(Environmental) of 
Schedule 16 (Health, 
Safety, Quality and 
Environmental 
Requirements) 

N/A 10 5

11 Management of incident 
reporting and investigation 
using the Company’s 
incident management 
system (Information 
Exchange 2 – IE2) 

N/A 5 5



WORK\50254192\v.2 

26 

Schedule 18c 

Key Performance Indicators (KPIs) 

1. Overview 

1.1. This Schedule 18c (Key Performance Indicators (KPIs)) sets out the details as to how 
the KPIs are measured and the service performance levels required for each KPI. 

KPI 1A

Key
Performance 
Indicator 

Planned Preventative Maintenance – completion of Planned 
Preventative Maintenance Work Orders in accordance with the 
Planned Preventative Maintenance Schedule 

Frequency Per Period 

KPI Purpose To measure the Supplier’s effectiveness in completing Planned 
Preventative Maintenance Work Orders in accordance with the 
Planned Preventative Maintenance Schedule in accordance with 
paragraph 8 of the Specification   

KPI Scope Planned Preventative Maintenance Work Orders which are due to be 
completed during the Period of measurement in accordance with the 
Planned Preventative Maintenance Schedule in accordance with 
paragraph 8 of the Specification 

KPI Monitoring 
Methods  

For each Period, the Planned Preventative Maintenance Work Order 
completion percentage = 

(A/B) x 100 

where: 

A = the number of Planned Preventative Maintenance Work 
Orders due in a Period that are completed within the 
applicable compliance date(s) set out in the Planned 
Preventative Maintenance Schedule; and  

B = the total number of Planned Preventative Maintenance 
Work Orders due in a Period, as set out in the Planned 
Preventative Maintenance Schedule.  

A Planned Preventative Maintenance Work Order can have up to 
two compliance dates:  

a “start no earlier than” date; and 

a “finish no later than” date. 

A Planned Preventative Maintenance Work Order is considered 
“due” in a Period when its “finish no later than” date falls within that 
Period.  

A Planned Preventative Maintenance Work Order is deemed to be 
completed within its compliance date(s) where the actual finish date 
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Level 2 - 
Below
Requirements 

The Parties agree that the Supplier's performance levels shall be 
assessed as "Below Requirements" where: 

(a) fifty (50) or more audits are carried out in a Period, the percentage 
success rate is between 95 and 97.99%; and  

(b) less than fifty (50) audits are carried out in a Period, there are two 
(2) Unsatisfactory Audits. 

Level 3 - 
Unsatisfactory 

The Parties agree that the Supplier's performance levels shall be 
assessed as "Unsatisfactory" where: 

(a) fifty (50) or more audits are carried out in a Period, the percentage 
success rate is less than 95%; and  

(b) less than fifty (50) audits are carried out in a Period, there are 
three (3) or more Unsatisfactory Audits. 
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KPI 5

Key
Performance 
Indicator 

Quality of Work and Technical Compliance - Planned Preventative 
Maintenance, Reactive Maintenance, Isolation Services and 
Additional Works completed in accordance with the Specification. 

Frequency Per Period 

KPI Purpose 

To measure the Supplier’s quality of work and technical compliance 
with the Specification in relation to delivery of the Planned 
Preventative Maintenance, Reactive Maintenance, Isolation Services 
and Additional Works, as demonstrated in the audits carried out by the 
Company pursuant to paragraph 7.4.31 of the Specification 

KPI Scope 
Performance of the Planned Preventative Maintenance, Reactive 
Maintenance, Isolation Services and Additional Works during the 
applicable Period in accordance with the Specification.  

KPI 
Monitoring 
Methods  

Where the Company is satisfied, following an audit carried out in 
accordance with paragraph 7.4.31 of the Specification, that the 
Supplier is carrying out the Planned Preventative Maintenance, 
Reactive Maintenance, Isolation Services and Additional Works in 
compliance with the Specification, such audit shall be deemed to be a 
“Satisfactory Audit” for the purposes of this KPI. Where an audit is not 
deemed a "Satisfactory Audit", such audit shall be deemed to be an 
"Unsatisfactory Audit". 

For each Period, the percentage success rate = 

(A/B) x 100 

where: 

A = the total number of Satisfactory Audits carried out by the 
Company during the relevant Period; and  

B = the total number of audits carried out by the Company 
during the relevant Period in relation to the Supplier’s 
obligation to carry out the Planned Preventative 
Maintenance, Reactive Maintenance, Isolation Services 
and Additional Works in accordance with the Specification.  

Data Source 

The Company’s audits which will include, but not be limited to: 

 Planned Preventative Maintenance to be completed in 
accordance with Appendix D (Planned Preventative 
Maintenance Technical Specification) to the Specification; 

 the Supplier’s duties and obligation towards the delivery of 
Company Fire procedures for Fire Detection Isolations, Smoke 
to Heat Detector Substitutions (PR0630) in accordance with 
paragraph 7.4 of the Specification; 
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KPI 6

Key
Performance 
Indicator 

Accuracy of the Payment Application 

Frequency Per Period 

KPI Purpose 
To measure the accuracy of the Payment Application submitted by the 
Supplier 

KPI Scope 

The percentage variance between the value of the Price set out in the 
Payment Application submitted by the Supplier (covering the Planned 
Preventative Maintenance Price, Reactive Maintenance Price, Core 
Team Price, the Non-Services to Site Attendance Price, the Additional 
Works Price (if applicable) and the Fee) against the Company’s 
assessment of the same values (which shall be based on the 
Company’s AMS and the terms set out in Schedule 3 (Payment)) (the 
“Company Assessment”).  

KPI 
Monitoring 
Methods  

For each Period, the percentage variance = 

(A/B) x 100 

where: 

A = the value of the Payment Application submitted by the 
Supplier in relevant Period less the value of that Payment 
Application as assessed by the Company; and  

B = the total value of the Payment Application submitted by the 
Supplier in the relevant Period.  

Example: 

P4

1. Forecast of the Services in the Period (as per programme & 
cost loaded programme) of £200k including the value of the 
Planned Preventative Maintenance Price, Reactive 
Maintenance Price, Core Team Price, the Non-Services to Site 
Attendance Price, the Additional Works Price (if applicable) 
and the Fee. 

2. For P4 the Supplier states they have completed Services 
representing a value of £180k including the value of the 
Planned Preventative Maintenance Price, Reactive 
Maintenance Price, Core Team Price, the Non-Services to Site 
Attendance Price, the Additional Works Price (if applicable) 
and the Fee and this is contained in their Payment Application. 

3. The Company’s assessment determines that the Services 
completed represent a value of £160k including the value of 
the Planned Preventative Maintenance Price, Reactive 
Maintenance Price, Core Team Price, the Non-Services to Site 
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KPI 7

Key
Performance 
Indicator 

Performance to the AMP 

Frequency Per Period 

KPI Purpose 
To measure how effective the Supplier is at delivering against the AMP 
in accordance with paragraph 7.8 of the Specification.  

KPI Scope 
All activities required to be delivered under the AMP in accordance 
with paragraph 7.8 of the Specification including Planned Preventative 
Maintenance, Reactive Maintenance and Additional Works.  

KPI 
Monitoring 
Methods  

For each Period, the percentage number of Work Orders completed as 
planned in the AMP = 

(A/B) x100 

where: 

A = the number of Work Orders completed in the applicable 
Period; and  

B = the number of Work Orders planned to be completed 
during the applicable Period as set out in the AMP.  

For example:  

  P1  P2  YTD  

Activity Planned Actual 
Perf
against 
AMP  

Planned Actual 
Perf
against 
AMP 

Perf
against 
AMP 

Job Plan 
A

100  95  95%  100  100  100%  97.5%  

Job Plan 
B

50  52  104%  50  48  96%  100%  

Total  150  147  98%  150  148  98.7%  98.3%  

Data source 

The volume of Work Orders planned for a year will be submitted by the 
Supplier as part of Annual Maintenance Planning and recorded in the 
Company’s Axiom system as the AMP. Work completed is recorded 
in the Company’s Asset Management System.  

Where there are Parent/Child Work Order relationships, both planned 
and actual will be measured at Parent level. 

Using data from the Company’s AMS, the Company will produce 
reports measuring the number of Work Orders completed in a Period 
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against the number of Work Orders that were planned to be completed 
during that Period. 

Performance Levels 

Level 1 - 
Meets 
Requirements 

Percentage achieved is greater than or equal to 92% 

Level 2 - 
Below
Requirements 

Percentage achieved is between 90 and 91.99%  

Level 3 - 
Unsatisfactor
y

Percentage achieved is below 90% 
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Level 2 - 
Below
Requirements 

Percentage achieved is between 90 to 94.99%  

Level 3 - 
Unsatisfactory 

Percentage achieved is below 90% 
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Level 1 - 
Meets 
Requirements 

Percentage achieved is greater than or equal to 95%

Level 2 - 
Below
Requirements 

The Parties agree that the Supplier's performance levels shall be 
assessed as "Below Requirements" where: 

(a) twenty (20) or more audits are carried out in a Period, the 
percentage achieved is between 90% and 94.99%; and  

(b) less than twenty (20) audits are carried out in a Period, there are 
two (2) Unsatisfactory Audits. 

Level 3 - 
Unsatisfactory 

The Parties agree that the Supplier's performance levels shall be 
assessed as "Unsatisfactory" where: 

(a) twenty (20) or more audits are carried out in a Period, the 
percentage achieved is below 90%; and  

(b) less than twenty (20) audits are carried out in a Period, there are 
three (3) or more Unsatisfactory Audits. 
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KPI 10

Key
Performance 
Indicator 

Audit of the Supplier’s management processes and procedures to 
deliver their obligations under Schedule 16 (Health, Safety, Quality 
and Environmental Requirements) 

Frequency Annual 

KPI Purpose 
To assure the Company that the Supplier’s management processes 
and procedures do not import any risk to the Company 

KPI Scope 
All of the Supplier’s management processes and procedures in 
connection with the delivery of their obligations under Schedule 16 
(Health, Safety, Quality and Environmental Requirements) 

KPI 
Monitoring 
Methods  

Audit of the Supplier’s management processes and procedures to be 
undertaken by the Company in accordance with paragraph 1.5.2 of 
Part A (Health and Safety) of Schedule 16 (Health, Safety, Quality and 
Environmental Requirements). 

The audit may cover all or any part of the Supplier’s management 
processes and procedures. 

Performance Levels 

Level 1 - 
Meets 
Requirements 

No further actions are identified by the audit or any non-conformances 
identified by the audit are not addressed and closed out within the 
timescales set at the close out meeting for the audit. 

Level 2 - 
Below
Requirements 

Not Used  

Level 3 - 
Unsatisfactory 

Non-conformances identified by the audit are not addressed and 
closed out within the timescales set out at the close out meeting for the 
audit. 



WORK\50254192\v.2 

49 

KPI 11

Key
Performance 
Indicator 

To monitor the Supplier’s management of incident reporting and 
investigation, using the Company’s incident management system 
(Information Exchange 2 - IE2) in accordance with Schedule 16 
(Health, Safety, Quality and Environmental Requirements)

Frequency Per Period 

KPI Purpose 

To ensure a robust method of reporting, recording, and investigating of 
local incidents* either prevented or experienced is maintained to 
prevent recurrence and distil a positive safety culture. 

* Incidents are either preventable (near misses/near hits) or 
experienced occurrences which have or could have an impact to the 
safety of people, the premise/equipment or the Company’s 
production/services.

KPI Scope 

Throughout the delivery of the Services the Supplier’s staff are 
required to report all incidents via the IE2 system as stated in 
paragraph 1.4.3 of Part A (Health and Safety) of Schedule 16 (Health, 
Safety, Quality and Environmental Requirements).  

KPI 
Monitoring 
Methods  

The Company will use the data held within the IE2 system to identify 
the number of non-compliances.  

The Company will report on the Supplier’s performance against this 
KPI each Period using the data held within the IE2 system with 
unassigned, overdue investigations and/or actions being a non-
compliance. 

Failure to meet the requirements of the IE2 system within the 
timescales stated in Appendix 1 (FAQ for InfoExchange HSE) to Part 
A (Health and Safety) of Schedule 16 (Health, Safety, Quality and 
Environmental Requirements) shall be deemed as a non-compliance. 

Performance Levels 

Level 1 - 
Meets 
Requirements 

0 non-compliance 

Level 2 - 
Below
Requirements 

Not Used 

Level 3 - 
Unsatisfactory 

1 or more non-compliances 
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Schedule 18d 

Payment Abatement 

1. General 

1.1. Subject to paragraph 5.2 of Schedule 18a (Performance Measurement Mechanism),
the Fee due to the Supplier from the Company is subject to the Company’s right to levy 
Abatements for failure to achieve the levels of service delivery for each KPI as set out 
in this Schedule 18 (Performance Measurement). 

1.2. Schedule 18b (Performance Measurement Matrix) sets out the KPIs which shall result 
in an Abatement being levied by the Company in the relevant Period in the event of 
the Supplier’s performance being assessed to be either “Below Requirements” or 
“Unsatisfactory” in relation to that KPI. 

1.3. The method of calculation of Abatements is set out in paragraph 2 and an example 
Abatement calculation is provided (for illustrative purposes only) in paragraph 3. 

2. Method of calculation 

2.1.  The KPIs are assessed in accordance with Schedule 18c (Key Performance Indicators 
(KPIs)). 

2.2. The Company may deduct the percentage set out in Schedule 18b (Performance 
Measurement Matrix) from the greater of: 

2.2.1. the Fee due to the Supplier in the relevant Period; and  

2.2.2. 10% of the aggregate Planned Preventative Maintenance Price, the Reactive 
Maintenance Price and the Core Team Price in the relevant Period.    

2.3. There is no limit to either (a) the value of Abatements made by the Company; or (b) 
the number of Abating KPIs which can be abated in any Period. 

2.4.  The Company may withhold any Abatements due to it from any amounts due to the 
Supplier, whether or not such Abatements were incurred or arose in the same Period 
as the amounts payable to the Supplier.    

3. Example Abatement Calculation (for illustrative purposes only)

3.1. In Period 2 of Financial Year 3 all KPIs are assessed as Level 1 - Meets Requirements  

No KPIs result in an abatement. 

3.2. In Period 3 of Financial Year 3 all KPIs are assessed as Level 1 - Meets Requirements 
with the following exceptions: 

KPI1 – assessed as Level 2 – Below Requirements 

KPI 3 - assessed as Level 3 - Unsatisfactory 

KPI 10 - assessed as Level 3 – Unsatisfactory 

The abatement calculation for Period 3 of Financial Year 3 is therefore: 
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KPI1 - 10% deduction from the greater of: (a) the value of the Fee for the Period for 
which the KPI is measured; and (b) 10% of the aggregate Planned Preventative 
Maintenance Price, the Reactive Maintenance Price and the Core Team Price for that 
Period.  

KPI3 - 15% deduction from the greater of: (a) the value of the Fee for the Period for 
which the KPI is measured; and (b) 10% of the aggregate Planned Preventative 
Maintenance Price, the Reactive Maintenance Price and the Core Team Price for that 
Period. 

KPI10 – 7.5% deduction from the greater of: (a) the value of the Fee for the Period for 
which the KPI is measured; and (b) 10% of the aggregate Planned Preventative 
Maintenance Price, the Reactive Maintenance Price and the Core Team Price for that 
Period. 

The total abatement shall therefore be: 32.5% = deduction from the greater of: (a) the 
value of the Fee for the Period for which the KPI is measured; and (b) 10% of the 
aggregate Planned Preventative Maintenance Price, the Reactive Maintenance Price 
and the Core Team Price for that Period. 

3.3. In Period 4 of Financial Year 3 all KPIs are assessed as Level 1 - Meets Requirements 
with the following exceptions: 

KPI1 – assessed as Level 2 – Below Requirements 

 The abatement calculation for Period 3 of Financial Year 3 is therefore: 

KPI1 - 10% plus 5% (as this is a recurring) = 15% deduction from the greater of: (a) 
the value of the Fee for the Period for which the KPI is measured; and (b) 10% of the 
aggregate Planned Preventative Maintenance Price, the Reactive Maintenance Price 
and the Core Team Price for that Period. 
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SCHEDULE 19 

Strategic Labour Needs and Training 

1 Without prejudice to the other provisions of this Contract relating to the Supplier Personnel, this 

Schedule 19 (Strategic Labour Needs and Training) sets out the Supplier’s obligations in respect 

of: 

1.1 supporting the TfL Group (and any third parties nominated by the TfL Group) in the 

implementation of the Skills and Employment Strategy; and 

1.2 ensuring that the Supplier attracts, develops and retains the Supplier Personnel with the skills 

necessary to deliver the Services throughout the term of the Contract. 

2 In this Schedule 19 (Strategic Labour Needs and Training), the following terms shall have the 

corresponding meanings: 

“Agreed SLNT 
Plan” 

means the Supplier’s strategic labour needs and training plan 
set out at Appendix 3 (Initial/Agreed SLNT Plan) to this 
Schedule 19 (Strategic Labour Needs and Training), to be 
prepared in accordance with the SLNT Plan Template and 
approved by the Company; 

“Apprentice” means a member of the Supplier Personnel who is registered 
as an apprentice or technician with an industry recognised 
body; 

“Implementation
Plan" 

means the Supplier’s implementation plan for delivering the 
Supplier’s strategic labour needs and training plan in the form 
set out in Appendix 4 (Implementation Plan) of this Schedule 
19 (Strategic Labour Needs and Training) submitted by the 
Supplier in accordance with paragraph 6 and updated from 
time to time in accordance with paragraph 7.2; 

“Initial SLNT Plan” means the initial strategic labour needs and training plan set 
out at Appendix 3 (Initial/Agreed SLNT Plan), submitted by 
the Supplier prior to the Commencement Date and to be 
agreed between the Parties in accordance with paragraphs 3
to 7 of this Schedule 19 (Strategic Labour Needs and 
Training); 

“Quarterly SLNT 
Monitoring Report” 

means the report to be prepared by the Supplier in the form 
set out at Appendix 5 (Quarterly SLNT Monitoring Report 
Template) to this Schedule 19 (Strategic Labour Needs and 
Training) and submitted to the Company in accordance with 
the provisions of paragraph 10 of this Schedule 19 (Strategic 
Labour Needs and Training); 

“Skills and 
Employment 
Strategy” 

means the TfL Group’s ten (10) year skills and employment 
strategy, as amended from time to time.  A copy of the current 
Skills and Employment Strategy is provided at Appendix 1 
(Skills and Employment Strategy) to this Schedule 19 
(Strategic Labour Needs and Training); 
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“SLNT Co-
ordinator” 

has the meaning set out in paragraph 8 of this Schedule 19 
(Strategic Labour Needs and Training); 

“SLNT Infraction” means any breach by the Supplier of any of its obligations 
under this Schedule 19 (Strategic Labour Needs and 
Training); 

“SLNT Output” means the minimum number of Apprentice positions or 
equivalent to be delivered by the Supplier (either directly 
through its own personnel or the personnel of its Sub-
Contractors) under this Contract, as identified and agreed in 
the Agreed SLNT Plan; and 

“SLNT Plan 
Template” 

means the template for the Initial SLNT Plan set out at 
Appendix 2 (SLNT Plan Template) to this Schedule 19 
(Strategic Labour Needs and Training), to be completed by 
the Supplier.  

Agreed SLNT Plan 

3 Based on the Initial SLNT Plan, the Supplier shall:  

3.1 further develop the Initial SLNT Plan to reflect the comments and requirements of the Company; 

and 

3.2 submit a revised copy of the Initial SLNT Plan to the Company for approval within twenty (20) 

Working Days of the Commencement Date.  

4 If the Initial SLNT Plan is: 

4.1 approved, it shall be adopted immediately and become the Agreed SLNT Plan; or  

4.2 not approved, the Supplier shall amend the Initial SLNT Plan and re-submit it to the Company for 

approval within the time period agreed in writing between the Parties.  If the Company does not 

approve the Initial SLNT Plan following its resubmission, the matters preventing such approval 

shall be resolved in accordance with the Dispute Resolution Procedure. 

5 Any changes or amendments to the Agreed SLNT Plan shall be subject to the contract variation 

procedure and shall not be implemented until approved in writing by the Company. 

6 In order to facilitate the efficient implementation of the Supplier’s SLNT requirements as 

contained in the Agreed SLNT Plan, the Company will also require the Supplier to prepare an 

Implementation Plan in the form set out in Appendix 4 to this Schedule 19 (Strategic Labour 

Needs and Training).  The Implementation Plan shall: 

6.1 be completed within three (3) months of the Services Commencement Date; and 

6.2 either be prepared after the Agreed SLNT Plan has been adopted or in conjunction with it. 

7 Without limiting any other provision of this Contract, the Supplier shall: 

7.1 comply with provisions of the Agreed SLNT Plan; and 
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7.2 at no additional cost to the Company and subject to the provisions of paragraph 5 above, review 

and amend the Agreed SLNT Plan and Implementation Plan: 

7.2.1 three (3) months prior to the Services Commencement Date; and 

7.2.2 every twelve (12) months following the Services Commencement Date or at other times 

requested by the Company, to reflect: 

7.2.2.1 Good Industry Practice;  

7.2.2.2 any changes to the nature of the Services or Assets; and  

7.2.2.3 any amendments proposed by the Company.  

SLNT Co-ordinator 

8 Within twenty (20) Working Days of the Commencement Date, the Supplier shall nominate a 

member of Supplier Personnel with the necessary skills and authority to: 

8.1 be responsible for the implementation and on-going development and maintenance of the Agreed 

SLNT Plan; and 

8.2 act as the single point of contact for personnel of the Company on all matters concerning the 

Agreed SLNT Plan, 

(the “SLNT Co-ordinator”). 

9 The Parties shall add the SLNT Co-ordinator to the list of Key Personnel set out at Schedule 1 

(Contract Data). 

Monitoring and Reporting 

10 The Supplier shall provide the Company with a Quarterly SLNT Monitoring Report within ten (10) 

Working Days of Quarter end date.  This will detail the Supplier’s performance against the Agreed 

SLNT Plan. 

11 Failure to provide the Company with a copy of the Quarterly SLNT Monitoring Report within the 

timescales set out in paragraph 10 above shall constitute a Level 1 Non-Conformance in 

accordance with Schedule 18 (Performance Measurement). 

12 The Supplier shall ensure at all times that it complies with the requirements of the Data Protection 

Legislation (as may be amended) in the:  

12.1 development and maintenance of its training plans; and  

12.2 collection and reporting of the information to the Company pursuant to paragraph 10 above. 

SLNT Infractions 

13 Failure to: 
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13.1 ensure that each SLNT Output for the monitoring period is delivered in accordance with the 

Agreed SLNT Plan; and/or 

13.2 review the Agreed SLNT Plan in accordance with paragraph 7, 

shall constitute a Level 1 Non-Conformance in accordance with Schedule 18 (Performance 

Measurement). 

SLNT Audit 

14 The Company may from time to time undertake any audit or check of any and all information 

regarding the Supplier's compliance with the provisions of this Schedule 19 (Strategic Labour 

Needs and Training). 

15 The Supplier shall maintain and retain records relating to the Agreed SLNT Plan and its 

compliance with the provisions of this Schedule 19 (Strategic Labour Needs and Training) for a 

minimum of seven (7) years.  

16 The Company shall use reasonable endeavours to co-ordinate such audits and to manage the 

number, scope, timing and method of undertaking audits so as to ensure that the Supplier is not, 

without due cause, disrupted or delayed in the performance of the Supplier’s obligations under 

this Contract. 

17 The Supplier shall promptly provide all reasonable co-operation in relation to any audit or check 

including, to the extent reasonably possible in each particular circumstance: 

17.1 granting or procuring the grant of access to any: 

17.1.1 premises used in the Supplier’s performance of this Contract, whether the Supplier's 

own premises or otherwise; 

17.1.2 equipment (including all computer hardware and software and databases) used 

(whether exclusively or non-exclusively) in the performance of the Supplier’s obligations 

under this Schedule, wherever situated and whether the Supplier’s own equipment or 

otherwise; and 

17.2 complying with the Company’s reasonable requests for access to senior personnel engaged in 

the Supplier’s performance of this Contract. 
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APPENDIX 1 TO SCHEDULE 19 

Skills and Employment Strategy 

A copy of the Transport Infrastructure Skills Strategy can be obtained from: 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/4959

00/transport-infrastructure-strategy-building-sustainable-skills.pdf 

A copy of the Transport Infrastructure Skills Strategy (TISS) – Four Years of Progress - can be obtained 
from:  
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/9343
95/DfT_Transport-Infrastructure-Skills-Strategy-four-years-of-progress-STAT-accessible.pdf 
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APPENDIX 5 TO SCHEDULE 19 

Quarterly SLNT Monitoring Report Template 

Organisation

TfL Contract / Project

Date

SLNT Reporiting Period (Quarter)

SLNT  Value SLNT 

New Entrant - Level 2-3 (FTE) Y 1 0

New Entrant - Level 4+ (FTE) Y 1.5 0

Social Mobility - Level 2-3 (FTE) Y 1 0

Social Mobility - Level 4+ (FTE) Y 1.5 0

Exisiting Employee - Level 2-3 (FTE) Y 1 0

Exisiting Employee - Level 4+ (FTE) Y 1.5 0

Completion (FTE) 1 0

Social Mobility (FTE) 1 0

Targeted Placement Position (Days) 10 0
Placement Positions (Days) 20 0
Educational Engagement (Days) 20 0

0

0

Job Creation (monitoring data for placements to be provided on Sheet 2)

Total SLNT Activity 

Priority Activities

Total

Outputs to 

date

Cross Check
Additional Detail / Information

Apprentices (monitoring data to be provided on Sheet 3)

Apprenticeship Success (monitoring data to be provided on Sheet 2)

S L NT  Ac tivity Area
Prioity 

Output
Annual 
Target

Annual 
Forecast 

Outputs this 

Period

SLNT Reporting Table

Issues / Concerns / Risks: Please highlight any issues that have impacted your SLNT delivery.

Job Creation (monitoring data to be provided on Sheet 2)

Highlights: Please provide further information on the activities undertaken in this reporting period.  This could include a summary of the apprenticeships/job starts 
delivered, key partners/organisations that you have engaged with, schools/career fairs attended and placements offered.
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Schedule 20 

Training 

Course Title Required Comments 

Sentinel ICI (with LU 
endorsement) 

All Supplier Personnel undertaking 
maintenance activities at Sites 

Sufficient endorsed Supplier 
Personnel for cover 

Industry Common Induction 
(with LU endorsement) 

On all Sentinel ICI endorsements  

Basic Track Awareness Required by all Supplier Personnel 
working in the vicinity of live traction 
and/or moving vehicles on London 

Underground (“LU”) premises 

Sufficient trained Supplier Personnel 
for cover 

Protecting Workers on the 
Track 

Required by Supplier Personnel 
protecting others or themselves 

when working on LU track locations 

Sufficient trained Supplier Personnel 
for cover 

Depot Area ‘A’ Familiarisation Required by all Supplier Personnel 
working at LU depots. Supplier 

Personnel will be required to attend 
individual courses for each depot 

Sufficient trained Supplier Personnel 
for cover 

Trams Depot (Croydon) 
Induction  

Required by all Supplier Personnel 
working at the depot 

Sufficient trained Supplier Personnel 
for cover 

Trams Safety Awareness Required by all Supplier Personnel 
working on or near the trams track 

Sufficient trained Supplier Personnel 
for cover 

London Overground – General 
Induction 

Required by all Supplier Personnel 
when working on the East London 
line and/or West Anglia stations 

Sufficient trained Supplier Personnel 
for cover 

London Overground Depot 
Induction for New Cross Gate 
Depot & Associated Sidings 
(Silwood) 

Required by all Supplier Personnel 
working at the depot and sidings 

Sufficient trained Supplier Personnel 
for cover 

London Overground – Personal 
Track Safety  

Required by all Supplier Personnel 
when working on or near the track 

Sufficient trained Supplier Personnel 
for cover 

London Overground – Network 
Rail Level ‘C’ Substation Comp 

Required by all Supplier Personnel 
when entering and/or working in 
London Overground (“LO”) 
substations, track paralleling huts 
and/or transformer rooms 

Sufficient trained Supplier Personnel 
for cover 
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Course Title Required Comments 

London Overground – COSS 
(Controller of Site Safety) or 
Provision of COSS 

Capability required by Supplier 
Personnel when working on or near 
the track (outsourced or in-house) 

Sufficient trained Supplier Personnel 
for cover or provision of the same 

Machine Room Awareness, 
(Engineering and General 
Levels) 

All work within LU and LO station lift 
and escalators machine rooms 

Sufficient trained Supplier Personnel 
for cover  

Equipment Room Awareness 
QAF 54 / Secure Room 

All work within LU and LO secure 
rooms i.e. relay rooms, signal 
equipment rooms, interlocking 
machine rooms, station computer 
rooms  

Sufficient trained Supplier Personnel 
for cover  

LU Power Delivery Sub-station 
Competence 

All Supplier Personnel undertaking 
maintenance in a generating station, 
substation or high voltage (“HV”) 
transformer room environment 

- Substation Competent Training 
(unrestricted) for general 
maintenance 

Sufficient trained Supplier Personnel 
for cover. The switching of Power 
Assets as defined within LU Cat Std 
S1069 shall be undertaken by Power 
Delivery LV1 trained and certified 
Supplier Personnel. 

LU Safe Isolation - Levels 1, 2 
& 3 (Electrical) 

All Low Voltage electrical works must 
be undertaken and/or supervised by 
an appropriately certified LU safe 
isolation electrician at all times 

Sufficient trained Supplier Personnel 
of appropriate levels for cover. 

For any work on all electrical Low 
Voltage non-Power Assets, as 
defined within LU Cat Std S1069.  

Site Person in Charge – Non 
Track Sites 

Two or more in each shift, and all 
mobile teams 

Sufficient trained Supplier Personnel 
for cover  

RFLi PTS – Personal Track 
Safety 

Required by Supplier Personnel 
when working on or near the track 

Sufficient trained Supplier Personnel 
for cover 

RFLi PRS (Personal Railway 
Safety) 

Required by Supplier Personnel 
when working on or near the track 

Sufficient trained Supplier Personnel 
for cover 

RFLi -  STL (Safe task Leader) Required by Supplier Personnel 
when working on or near the track 

Sufficient trained Supplier Personnel 
for cover 
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Course Title Required Comments 

RFLi – HV-CP (High Voltage 
Competent Person) 

Required by Supplier Personnel 
accessing and/or working in HV 
switching and transformer rooms 

Sufficient trained Supplier Personnel 
for cover 

RFLi- LV-CP (Low Voltage 
Competent Person) 

Required by Supplier Personnel 
accessing and/or working in low 
voltage (“LV”) rooms and locations 

Sufficient trained Supplier Personnel 
for cover 

LU - First Aid Site Person in Charge (SPC) or 
nominated responsible person only 

Sufficient trained Supplier Personnel 
for cover  

LO – Emergency First Aid  Required by all Supplier Personnel 
working in substations (as per Level 
‘C’ Competency) 

Sufficient trained Supplier Personnel 
for cover  

Confined Space When working in areas designated 
as confined spaces 

Sufficient trained Supplier Personnel 
for cover 

PASMA Required when working using high 
level access 

Sufficient trained Supplier Personnel 
for cover  

IPAF Required when working using 
motorised access platforms  

Sufficient trained Supplier Personnel 
for cover  

High Level Access Training Required where specialist access is 
required. 

Typically, at 7 no. Jubilee Line 
stations awareness training for high 
level gantry systems is required to 
access public area lighting. 

Sufficient trained Supplier Personnel 
for cover 

CompEx  All maintenance personnel carrying 
out works at Greenwich Power 
Station  

Sufficient trained Supplier Personnel 
for cover 

NEBOSH Health and Safety Manager  
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Course Title Required Comments 

IOSH Level Two All contract managers and Health 
and Safety Advisors 

Asbestos Basic Awareness 
(ezone Asbestos Awareness) 
available here: 

https://tfl.kallidussuite. 

com/learn/#/course/c9e815c8-
f6cb-4264- 

990e-f8bb5f77394a)

All maintenance personnel, project 
managers and asset managers 

Basic Awareness  

Individual shall understand the risks 
associated with asbestos-containing 
materials and their management. 

Asbsetos Practitioner Level 
(ezone Asbestos Awareness 
(as above) & experience of 
how hazardous materials risk is 
managed on site) 

All maintenance managers, Site 
supervisors, Site person in charge 

Practitioner Level 

Individual shall have a proficient 
understanding of the Control of 
Asbestos Regulations 2012 and how 
these are applied within the TfL 
environment. Understand limitations 
of responsibility and when expert 
advice is required. 
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SECURITY 

Title Required Comments 
British Transport Police vetting 
process / management 

All Supplier Personnel accessing 
and/or undertaking maintenance 
activities in rooms in use by or used 
by British Transport Police personnel 

Sufficient certified Supplier 
Personnel for cover 

Heathrow Airport’s vetting and 
security clearance 

All Supplier Personnel accessing 
and/or undertaking maintenance 
activities requiring access to any 
premises within Heathrow Airport’s 
jurisdiction 

Sufficient certified Supplier 
Personnel for cover 

Basic Type Disclosure from 
Disclosure Scotland 

All Supplier Personnel accessing 
and/or undertaking maintenance 
activities at the power control centre 
(location to be confirmed at a later 
point during the tender stage), or in a 
generating station, substation, HV 
transformer room or Greenwich 
Power Station environments 

Required prior to undertaking LU 
Power Delivery Sub-station or LU 
Power Delivery Sub-station 
Competence 
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Schedule 21 

Direct Vision Standard 

1 Introduction 

1.1 In this Schedule, the following terms shall have the corresponding meanings: 

“Agreed DVS Plan” means the Initial DVS Plan as updated and approved in accordance 

with the terms of this Schedule 21 (Direct Vision Standard); and  

“Initial DVS Plan” means the initial plan set out at Appendix 1 to this Schedule 21 (Direct 

Vision Standard) which sets out how the Supplier shall ensure that: 

(a) from and including 26 October 2019, all Category N3 HGVs used in the provision 

of the Services achieve a minimum of a one (1) star Direct Vision Standard rating; 

and 

(b) from and including 26 October 2023 all Category N3 HGVs used in the provision 

of the Services achieve a minimum of three (3) star Direct Vision Standard rating.  

2 DVS Plan 

2.1 The Supplier shall comply with the Initial DVS Plan from the Commencement Date. Within 

fifteen (15) Working Days of the Commencement Date the Company shall either:  

(a) confirm that the Initial DVS Plan is approved, in which case such plan shall 

become the Agreed DVS Plan; or  

(b) provide the Supplier with any comments on and/or amendments to the Initial DVS 

Plan.  

2.2 Within thirty (30) Working Days (for the purposes of paragraph 2.1(b)) or fifteen (15) 

Working Days (for the purpose of paragraph 2.3(b)) of receipt of any comments and/or 

amendments from the Company in accordance with paragraph 2.1(b) or paragraph 2.3(b) 

(as applicable), the Supplier shall:  

(a) develop the Initial DVS Plan to reflect such comments and/or amendments; and 

(b) submit an updated Initial DVS Plan to the Company for approval. 

2.3 Within fifteen (15) Working Days of receipt of the updated Initial DVS Plan, the Company 

shall confirm that the updated Initial DVS Plan is either:  

(a) approved, in which case it shall become the Agreed DVS Plan; or  
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(b) not approved and provide its further comments and/or amendments to the 

Supplier and the Supplier shall revise and re-submit the updated Initial DVS Plan 

for approval in accordance with paragraph 2.2. 

The process set out in this paragraph 2.3 shall be repeated until the updated Initial DVS 

Plan is approved by the Company.  

2.4 Where the Company, acting reasonably, has not approved the updated Initial DVS Plan, 

the Supplier may refer that decision to the dispute resolution process set out in Schedule 

5 (Dispute Resolution Procedure).  

2.5 Without limiting any other provision of this Contract, the Supplier shall, at no additional 

cost to the Company, and as part of the Services: 

(a) implement, observe and comply with the Agreed DVS Plan; and 

(b) review and amend the Agreed DVS Plan (as necessary) on each anniversary of 

the Commencement Date or earlier if requested by the Company, to reflect: 

(i) any changes to the nature of the Services; and 

(ii) any comments and/or amendments made or proposed by the Company. 

3 DVS Co-ordinator 

3.1 The Supplier shall nominate an employee / member of the Supplier Personnel with the 

necessary experience, competency and authority to: 

(a) be responsible for implementation and compliance with the Agreed DVS Plan; 

and 

(b) act as the Supplier’s authorised representative on all matters concerning the 

Agreed DVS Plan (“DVS Co-ordinator”).

3.2 The Supplier shall add the DVS Co-ordinator’s details to the list of Key Personnel set out 

in Appendix 0 (Key Personnel) to Schedule 1 (Contract Data). 

4 Self Certification and Reporting 

4.1 On each anniversary of the Commencement Date, the Supplier shall submit a report to 

the Company which sets out the Supplier’s progress in respect of the implementation of 

the Agreed DVS Plan and confirms (with supporting evidence) that the Supplier has 

complied with the Agreed DVS Plan. 
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Schedule 23 

Ethical Sourcing and Modern Slavery Action Plan 

1 The Supplier shall implement an Ethical Sourcing and Modern Slavery Action Plan (“Action 

Plan”) designed to protect workers from labour exploitations and human rights abuses and 

ensure compliance with the Modern Slavery Act 2015 and the Responsible Procurement Policy 

in accordance with Appendix 1 to this Schedule 23 (Ethical Sourcing and Modern Slavery Action 

Plan).  

2 The Supplier shall, within ninety (90) days of the Commencement Date produce to the 

Company an Action Plan identifying the main risks of modern slavery, human trafficking, forced 

and bonded labour and human rights violations in its supply chain, highlighting the main 

products and countries involved and the steps to be taken by the Supplier to mitigate the risks 

in the short, medium and long term. 

3 The costs of the creation and implementation of the Action Plan shall be borne by the Supplier. 

4 The Supplier will update and provide to the Company the Action Plan annually (within five (5) 

Working Days of the anniversary of the Commencement Date) for the duration of the Contract. 

More regular updates will be provided when risks of modern slavery, human trafficking, forced 

and bonded labour and human rights violations in its supply chain are assessed as imminent 

either the Supplier or the Company.  

5 The Supplier shall, where relevant, train its employees and other personnel and subcontractors 

to ensure compliance with this Schedule 23 (Ethical Sourcing and Modern Slavery Action Plan). 

The Supplier shall keep a record of all training completed by its employees and other personnel 

and subcontractors and shall make a copy of the record available to the Company on request. 

6 During the course of the Contract, if the Company has reasonable cause to believe that the 

Supplier is not complying with any provision of this Schedule 23 (Ethical Sourcing and Modern 

Slavery Action Plan) or Clause 34 of the Contract:  

(a) the Company shall notify the Supplier; and  

(b) the Parties shall agree a remediation plan (“Remediation Plan”) with appropriate 

timeframes for compliance by the Supplier, such Remediation Plan to be agreed by the 

Parties by no later than thirty (30) days from the date of the Company’s notification to 

the Supplier that remedial action is required or such other period as the Parties may 

otherwise agree in writing (and where the Parties fail to agree the plan within such time, 

the Company shall determine the Remediation Plan). 
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7 The costs of the creation and implementation of the Remediation Plan shall be borne by the 

Supplier. 

8 Following the agreement or determination of the Remediation Plan, the Company reserves the 

right to conduct, or require to be conducted, one or more audits, (either itself or via a third party 

auditor approved by the Company) in relation to compliance by the Supplier with the 

Remediation Plan. 

9 For the avoidance of doubt, the right of audit referred to in paragraph 8 above shall include, 

without limitation the right of the Company (or an auditor appointed by the Company) acting 

reasonably to:  

(a) undertake physical inspections of relevant Locations/factories; 

(b) conduct interviews with relevant personnel; and  

(c) inspect relevant documents. 

10 The Supplier shall co-operate with the Company and/or the Company’s auditor in relation to all 

aspects of any audit undertaken pursuant to paragraph 8 above. 

11 The Supplier shall make the audit reports required pursuant to paragraph 9 available to the 

Company through the Supplier’s Ethical Data Exchange (“Sedex”), or an equivalent process. 
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Appendix 1 

Action Plan 

1 The Supplier must prepare its Action Plan using the guidance information and template below. 

The Supplier’s Action Plan should be no longer than ten (10) pages in length (excluding relevant 

policies or similar documents that may be included as appendices) and include:  

(a) the Supplier’s Ethical Sourcing Policy, highlighting its key ethical sourcing objectives 

and the means by which the objectives will be achieved over the duration of the 

Contract;  

(b) the Supplier’s processes in place to comply with, and any additional processes to be 

put in place in order to adhere to the principles of the Ethical Trading Initiative (ETI) 

Base Code, or an equivalent code of conduct;  

(c) identification of the main risks of modern slavery, human trafficking, forced and bonded 

labour and human rights violations in the Supplier’s supply chain, highlighting the main 

products and source countries involved and the steps the Supplier is taking/will take to 

mitigate the risks in the short, medium and long term (including appropriate ethical 

sourcing training for the Supplier’s buying staff and other relevant employees);  

(d) the steps the Supplier will take to ensure that its subcontractors implement ethical 

sourcing policies similar to its own;  

(e) the methods by which the Supplier proposes to monitor and report on the steps it has 

taken to mitigate risks and their effectiveness; and  

(f) the Supplier’s plan may include commissioning a social audit at Locations of supply, 

which may be shared with the Company through Sedex.  



WORK\49286351\v.2 

ETI Base Code 
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Schedule 24 

Cyber Security 

1 SECURITY STANDARDS 

1.1 In this Schedule 24 (Cyber Security) the terms set out in Appendix 2 shall have the 

meaning therein. 

1.2 Where the Supplier is processing or storing TfL Data on a regular basis, there will be a 

requirement for the Supplier to be: 

(a) independently certified to ISO/IEC 27001:2013 or latest version, with a scope 

which covers TfL’s Data; and 

(b) independently tested to verify that the systems used to process TfL Data meet 

the requirements of the UK government promoted Cyber Essentials Scheme 

and/or Network & Information Systems (NIS) Directive. 

2 SECURITY PRINCIPLES 

2.1 The Supplier acknowledges that security, data protection and confidentiality are of 

fundamental importance in relation to its performance of this Contract and the Company's 

ability to retain public confidence. The Supplier shall always comply with the security 

principles set out in this paragraph in the performance of this Contract. 

2.2 In recognition of the importance that the Company places on security, data protection and 

confidentiality, the Supplier shall ensure that a director or relevant individual of the 

Supplier, as agreed by the Company, is made aware of the risks set out in the Security 

Management Plan and is assigned overall responsibility for ensuring that: 

(a) appropriate members of the Supplier Personnel and the Supplier's management 

team take responsibility for managing the different levels of security risk and 

promoting a risk management culture; 

(b) a Security Risk Register is produced and maintained throughout the term of the 

Contract and that all Security Risks are documented in an appropriate manner 

and are included in any contract risk register for this Contract if one is in place. 

The Security Risk Register must be available for audit when reasonably required 

by the Company; 

(c) a Service Asset Register is produced and maintained throughout the term of the 

Contract and that all Service Assets are documented in an appropriate manner 

in the service asset register and shall identify the criticality of the relevant Supplier 

assets in the delivery of this Contract. The Supplier’s service asset register must 

be available for audit when reasonably required by the Company; and 
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(d) supporting policies are implemented (where relevant) and communicated with 

Supplier Personnel. 

2.3 The Supplier shall, and the Supplier shall procure that its Sub-Contractors shall, at all 

times ensure that: 

(a) security threats to TfL Data, the Supplier's IT environment, and the Services are 

minimised and mitigated; 

(b) the Services fully comply at all times with: 

(i) the Security Requirements set out in Appendices 1 and 3 of this 

Schedule 24 (Cyber Security), or as otherwise agreed in the Security 

Management Plan; 

(ii) the Security Management Plan; and 

(iii) Good Industry Practice. 

2.4 The Supplier shall not (and shall procure that its Sub-Contractors shall not) use any Cloud 

Services for, or in connection with, the performance of this Contract (including in relation 

to any TfL Data) without the Company's prior written approval and, if so provided, the 

Supplier shall ensure that any such Cloud Services complies with this Schedule 24 (Cyber 

Security). 

3 SECURITY MANAGEMENT PLAN 

3.1 Within the timescales identified in Appendix 1 (Security Reporting) to this Schedule 24 

(Cyber Security) the Supplier shall submit to the Company for approval (and thereafter 

maintain) a Security Management Plan which as a minimum shall: 

(a) set out the security measures to be implemented and maintained by the Supplier 

in relation to all aspects of the Services and all processes associated with the 

delivery of the Services and shall at all times comply with and specify security 

measures and procedures which are sufficient to ensure the Services comply 

with this Schedule 24 (Cyber Security); 

(b) state any other cyber security industry standards over and above those set out 

in this Schedule 24 (Cyber Security) which are applicable to the Services; 

(c) state all Applicable Laws which relate to the security of the Services; and 

(d) state how the Supplier shall comply with any other security requirements that the 

Company may reasonably request from time to time. 
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3.2 The Supplier shall review and update the Security Management Plan at least annually 

and as required in response to: 

(a) changes to the Cyber Security Standards; 

(b) emerging changes in Good Industry Practice; 

(c) any relevant variation to the Contract and/or associated processes; 

(d) any new perceived or changed security threats; and 

(e) any reasonable request by the Company. 

3.3 The Supplier shall submit any amendments to the Security Management Plan for 

approval by the Company. 
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Appendix 1 – Security Requirements 

1 RISK MANAGEMENT 

1.1 The Supplier shall: 

(a) implement a Risk Management process for the purpose of identifying, assessing, 

mitigating, monitoring, and reporting upon cyber security risks; 

(b) organise and manage a Risk Management forum where risks identified will be 

discussed and addressed (Security Reporting - Security Risks within the Risk 

Register); 

(c) conduct threat and risk assessments on any part of the Services that are new or 

have been materially changed since the last threat and risk assessment was 

conducted (Security Reporting - Security Risk Treatment Plan); and 

(d) ensure that risks identified will be discussed with the relevant member of the 

Company. 

2 ENGAGEMENT AND TRAINING 

2.1 The Supplier shall: 

(a) screen all Supplier Personnel prior to the Supplier authorising access to the 

Services the Supplier is performing on the Company’s behalf (Security Reporting 

- Joiners, Movers & Leavers Notification); 

(b) conduct criminal record checks on all Supplier Personnel who have access to 

any Services which the Supplier is performing on behalf of the Company. The 

level of checks should be consistent with British Standard 7858 (BS7858- 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/att

achment_data/file/417085/BS7858.pdf);  

(c) ensure all Supplier Personnel have been vetted in accordance with HMG 

Guidance for overseas individuals – ; 

(d) make a reasonable determination of whether the individual constitutes an 

unreasonable security risk taking into consideration the duties of the individual, 

the type and sensitivity of information to which the individual may be exposed, 

and all Applicable Laws; 

(e) require all Supplier Personnel to proactively disclose criminal offences to the 

Supplier unless prohibited by Applicable Laws; 
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(f) ensure that all persons employed or retained to perform the Services receive 

security awareness training annually and supervision at a level and in substance 

that is appropriate to that individual’s position and the Supplier’s obligations 

under this Contract; and 

(g) not permit any person the Supplier hires or uses to access or obtain any TfL Data 

unless that person is contractually bound to the Supplier in writing to keep TfL 

Data confidential on terms no less protective than the terms applicable to the 

Supplier under this Contract. 

3 ASSET MANAGEMENT 

3.1 The Supplier shall implement controls to manage Service Assets throughout its lifecycle. 

These controls will include processes for acquiring, using, maintaining, and disposing 

Service Assets. 

3.2 Service Assets used to access or manage TfL Data and performance of the Services 

must be under the authority of the Supplier or the Company and have a standard set of 

security controls deployed upon them. These Service Assets must be placed into a 

‘known good’ state prior to being provisioned into the environment of the Supplier. Unless 

otherwise agreed with the Company in writing, all Supplier Service Assets are expected 

to meet the set of security requirements set out within Appendix 1. 

3.3 The Supplier shall: 

(a) maintain an inventory of all Service Assets; 

(b) use secure methods when disposing of Service Assets; 

(c) maintain records of the disposal of Service Assets; and 

(d) through the operation of the Supplier’s Change Management process, manage 

changes to any Service Asset. 

4 ARCHITECTURE AND CONFIGURATION 

4.1 The Supplier shall implement and maintain security assets such as industry standard 

firewalls that protect the perimeter and internal components of the Services environment. 

4.2 The Supplier shall follow industry standards for Service Asset Hardening and Secure 

Configuration. 

4.3 The Supplier shall remove or disable unnecessary utilities from operating systems, 

configurations and restrict access rights to least privilege. 
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4.4 The Supplier will ensure that any preconfigured passwords delivered with any Service 

Assets are changed prior to their implementation for use in the Services environment. 

4.5 Where the Supplier manages user authentication controls for the Supplier Personnel to 

access the Services, the Supplier must: 

(a) enforce minimum password complexity, such as requiring passwords to be case 

sensitive, or requiring passwords to contain a minimum of twelve characters and 

a combination of upper-case letters, lower-case letters, numbers, and/or special 

characters; 

(b) require regular change of passwords at predetermined intervals, and which limit 

reuse; and 

(c) require multi-factor authentication for privileged access. 

4.6 The Supplier will establish a software development lifecycle for the purpose of defining, 

acquiring, developing, enhancing, modifying, testing, or implementing information 

systems. 

4.7 The Supplier shall ensure that web-based and mobile applications used to store, receive, 

send, control or access TfL Data are monitored, controlled and secure. 

4.8 The Supplier shall implement and manage a Change Management process to manage 

changes that occur within the Services environment. 

5 VULNERABILITY MANAGEMENT 

5.1 The Supplier will implement and maintain a Vulnerability Management programme, which 

will include the following elements: 

(a) security patches will be applied to Service Assets as soon as possible in line with 

vendor recommendations in accordance with the Change Management Process; 

and 

(b) a process to test rogue wireless access points. (Security Reporting - Wireless 

Access Point Scan Reports). 

5.2 Internal and external network vulnerability tests that are carried out at least quarterly. An 

external, qualified party should be resourced to carry out the external network 

vulnerability tests. (Security Reporting - Penetration Test Report). 

5.3 External and internal penetration tests using the Supplier’s penetration testing 

methodology that is based on industry-accepted penetration testing approaches that 

cover the all-relevant systems and include application-layer as well as network-layer 
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tests. All test results are kept on record and any findings are remediated in a timely 

manner. 

5.4 The Supplier will ensure that all penetration tests conducted upon the Services it provides 

are performed by approximately industry accredited organisations. 

5.5 The Supplier shall implement an Intrusion Detection System (IDS) and/or an Intrusion 

Prevention Solution (IPS) technique to detect / prevent and alert on intrusions into the 

network. 

5.6 The Supplier shall maintain industry standard processes for defending against malware / 

Trojans / virus infections. The Supplier shall maintain a programme of anti-malware/anti-

virus updates to keep provisioned Service Assets free of infection. 

6 SUPPLY CHAIN SECURITY 

6.1 The Supplier must maintain an inventory of all the suppliers / Sub-Contractors it utilises. 

This should be in the form of a supplier matrix with roles and responsibilities defined. 

6.2 The Supplier must ensure that its suppliers and Sub-Contractors involved in the provision 

of the Services meet or exceed the standards set forth in this Schedule 24 (Cyber 

Security). 

6.3 The Supplier must conduct security assessments upon its supply chain to ensure all its 

suppliers / Sub-Contractors of the Services present a low or no risk to the Services it is 

providing to the Company. 

7 INCIDENT MANAGEMENT 

7.1 The Supplier will implement and maintain an Incident Management Plan which will be 

used to respond on breaches to the Service. The Incident Management Plan will include 

the following: 

(a) definition of roles, responsibilities, and communication and contact strategies in 

the event of a compromise, including notification of customers; 

(b) specific incident response procedures; 

(c) analysis of legal requirements for reporting compromises; 

(d) coverage of all critical system components; 

(e) regular review and testing of the Incident Management Plan; 

(f) Incident management Support Personnel that are available to support the 

provision of the Services; 
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(g) training of Supplier Personnel; 

(h) inclusion of alerts from all security monitoring systems; and 

(i) modification and evolution of the Incident Management Plan according to lessons 

learned and to incorporate industry developments. 

8 LOGGING AND MONITORING 

8.1 The Supplier shall implement and maintain a solution which enables all access to network 

resources and TfL Data to be tracked and monitored using a centralised logging 

mechanism that allows thorough tracking, alerting, and analysis on a regular basis (at 

least daily) as well as when an abnormality/incident occurs. 

8.2 The Supplier shall deploy and maintain a File-Integrity Monitoring solution to alert 

Supplier Personnel via its centralized solution to unauthorized modification of critical 

systems. 

8.3 The Supplier shall ensure that all systems shall be provided with correct and consistent 

time and audit trails that are secure and protected, including File-Integrity Monitoring for 

TfL Data classified as Confidential to prevent changes of existing Log Files and/or 

generate system alerts. 

8.4 The Supplier shall ensure that audit trails for critical systems are kept for a period in-line 

with industry standards. 

9 DATA SECURITY 

9.1 The Supplier shall: 

(a) implement and maintain a Key Management Solution in-line with industry 

standards; 

(b) implement and maintain encryption of TfL Data while it is at rest; 

(c) implement and maintain encryption of TfL Data while it is in transit; 

(d) not provide encryption keys used to secure TfL Data to a third party or the ability 

to break such encryption; 

(e) implement and maintain the logical separation of TFL Data, even in the case of 

equipment or technology failure; 

(f) implement, where supported by available technology, the logical separation of 

audit records related to TfL Data and activities, even in the case of equipment or 

technology failure, segregate tenancy traffic from management network traffic; 

and 
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(g) not use TfL Data for test or development purposes without the written approval 

of the Company. 

9.2 The Supplier shall segment the environment to ensure specific classified types of TfL 

Data are not accessible to unauthorised individuals. 

9.3 The Supplier shall ensure that all Service Assets have appropriate tools or applications 

installed to protect against malicious software. 

10 IDENTITY AND ACCESS MANAGEMENT 

10.1 Where Supplier Personnel are accessing any part of the Supplier’s systems that may 

contain TfL Data, the Supplier must: 

(a) implement access control policies and procedures that address onboarding, off-

boarding, transition between roles, regular access reviews, limitations and usage 

control of administrator privileges, and inactivity timeouts; 

(b) identify and segregate conflicting duties and areas of responsibility, such as 

separation of duties; 

(c) maintain a current and accurate inventory of computer accounts; 

(d) review the inventory of computer accounts on a regular basis to identify dormant, 

fictitious, or unused accounts; 

(e) enforce principles of “least privilege” and “need to know”; 

(f) review user access rights on a regular basis to identify excessive privileges; 

(g) enforce a limit of logon attempts and concurrent sessions; 

(h) ensure that all users of the Services are allocated a single unique ID for 

accessing the Services environment; 

(i) ensure any system administration functionality is strictly controlled and restricted 

to those Supplier Personnel who need to have access to such functionality and 

that the ability of Supplier Personnel to change the configuration of the Service 

Assets is appropriately limited and fully auditable; and 

(j) ensure that Supplier Personnel are informed of what constitutes acceptable 

access of operational or IT technology, TfL Data and networks and the 

consequences of non-compliance. 
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11 COMPLIANCE 

11.1 The Supplier shall have a documented compliance plan and conduct regular reviews (at 

least annually) to ensure that the security of TfL Data cannot be compromised. 

11.2 The Company may require the Supplier to assist with the Company’s Cyber Security 

assessment process. This may result in a full physical and logical information security 

review at all relevant locations in accordance with the right to audit under paragraph 7.4.8 

of the Specification. 

11.3 Unless otherwise stated, the Supplier must respond to any requests for information or 

data to be provided to the Company in relation to the Supplier’s provision of the Services 

within thirty (30) days of notice. 

12 BUSINESS CONTINUITY 

12.1 The Supplier shall conform to the requirements specified in paragraph 3.4.9 (Business 

Continuity Plan) of Schedule 10 (Contract Management). 

13 SECURITY REPORTING 

The Supplier shall provide communicating metrics about security, risk, and the 

performance of security controls to the Company. 

Supplier Reporting Timeframe for submission to the Company 

Joiners, Movers & Leavers 
Notification 

Every three (3) months the Supplier will provide the 
Company with a report on all Supplier Personnel who 
have joined or left the delivery of the Services. 

Penetration Test Report At least annually following the Services 
Commencement Date or within two (2) months 
following each significant change to the System or 
Service Assets (whichever is the sooner). 

Review of actions following each 
Security Incident 

Within one (1) month after each Security Incident and 
each Information Security Event (following the 
Services Commencement Date). 

Review of Security Controls At least annually following the Services 
Commencement Date. 

Review of the corrective and 
preventive actions 

At least annually following the Services 
Commencement Date. 
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Security Improvement Plan At least annually following the Services 
Commencement Date or within one (1) month 
following the identification of significant new 
vulnerabilities or threats (whichever is the sooner). 

Security Management Plan Within twenty (20) days of the Commencement Date. 

Security Risk Assessment 
Methodology 

Within twenty (20) days of the Commencement Date, 
and when significant changes to this document occurs.

Security Risk Status Reports Monthly from the Services Commencement Date 
and throughout the remainder of the Term of the 
Contract. 

Security Risk Treatment Plan Within three (3) months of the Commencement 
Date, and then at least five (5) Working Days before 
each management meeting. 

Security Risks within the Risk 
Register 

Within three (3) months of the Commencement Date, 
and then at least five (5) Working Days before each 
management meeting. 
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Appendix 2 – Definitions 

Asset Hardening and 

Secure Configuration 

Asset Hardening and Secure is the process of reducing the 

attack surface of an Service Asset. 

Cloud Services Cloud Computing Services is the delivery of computing 

services including servers, storage, databases, networking, 

software, analytics, and intelligence over the Internet 

Cyber Essentials Scheme means the UK government scheme encouraging 

organisations to adopt good practice in information security, 

focussing mainly on technical controls rather than governance, 

risk, and policy. 

File-Integrity Monitoring File Integrity Monitoring is used to monitor and alert changes 

to TfL Data files. 

Incident Management Plan An Incident management Plan is a series of steps taken to 

identify, analyse, and resolve critical incidents, which could 

lead to issues in an organisation if not restored. 

Intrusion Detection System 

(IDS) 

An Intrusion Detection System (IDS) is a monitoring system 

that detects suspicious activities and generates alerts when 

they are detected. 

Intrusion Prevention 

Solution (IPS) 

An intrusion prevention system (IPS) is a network security tool 

(which can be a hardware device or software) that 

continuously monitors a network for malicious activity and 

takes action to prevent it. 

ISO/IEC 22301 means the proposed standard that specifies security 

requirements for disaster recovery preparedness and 

Business Continuity Management Systems (BCMS). 

ISO/IEC 27001 means the information security standard specification for an 

Information Security Management System (ISMS), with an 

emphasis on measuring and evaluating how well an 

organisation's ISMS is performing. 

Key Management the activities involving the handling of cryptographic keys and 

other related security parameters (e.g. passwords) during the 

entire life cycle of the keys, including their generation, storage, 

establishment, entry and output, and destruction. 



WORK\49286352\v.2 
 13  

Log File A log file is a computer-generated data file that contains 

information about usage patterns, activities, and operations 

within an operating system and/or application. 

Network & Information 

Systems (NIS) Directive 

Network & Information Systems (NIS) Directive is intended to 

establish a common level of security for network and 

information systems. 

Risk Management the process of identifying, monitoring and managing potential 

risks in order to minimize the negative impact they may have 

on an organisation. 

Security Incident means a potential or actual event or attempted breach of 

security affecting the confidentiality, integrity or availability of 

the Service which processes or holds TfL Data. 

Security Policy means any Company security policies as amended by the 

Company from time to time. 

Security Risk meaning all risks associated with the security of the Services 

which may have a negative impact upon the agreed security 

posture, including information security and any risks identified 

pursuant to the Security Management Schedule. 

Security Risk Register means a register of Security Risks produced and maintained 

as detailed in paragraph 2 above (Security Principles). 

Service Asset Register means a register of all Service Assets relating to the Services 

connected to this Schedule 24 (Cyber Security). 

Service Assets means all assets and rights including all physical assets, 

Software, IPR, as well as spares and components whether in 

storage, repair or on sites, used by the Supplier to provide the 

Services in accordance with this Contract; 

Supplier Premises means any land or building where the Supplier carries out any 

part of this Contract 

TfL Data means data created, generated or collected, during the 

performance of the Services (or any part thereof), including 

Personal Data and data supplied to the Company and members 

of the TfL Group in connection with the Services or this 

Contract. 
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Vulnerability Management Vulnerability management is the various processes, tools, and 

strategies of identifying, evaluating, treating, and reporting on 

security vulnerabilities and misconfigurations within an 

organisation's software and systems. 
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Appendix 3 – List of relevant Policies and Standards 

TO BE PROVIDED BY THE COMPANY UPON REQUEST 

P116 Information Technology Security Policy 

 This policy defines the Company’s requirements for managing Information 

Security. 

P009 Operational Technology Cyber Security -Operations and Maintenance 

 This policy defines the Company’s requirements for Operations and 

Maintenance. 

P008 Operational Technology Cyber Security - Projects and Upgrades 

 This policy defines the Company’s requirements for Projects and Upgrades. 

P006 Operational Technology Cyber Security 

 This policy defines the Company’s requirements for Cyber Security in 

Operational Technology. 

S1735 Information Technology Access Control 

 This standard provides guidance on how employee access should be limited to 

different types of data. 

S1736 Network Information Security 

 This standard covers the security of all transmissions within an organisation’s 

network. 

S1740 Cryptography 

 This standard covers best practices in encryption. 

S1747 Physical and Environmental Security of TfL's Information Technology 

 This standard describes the processes for securing buildings and internal 

equipment. 

S1790 Information Security Asset Management 

 This standard describes the processes involved in managing data assets and 

how they should be protected and secured. 

S1791 Operational Information Security 
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 This standard provides guidance on how to collect and store data securely, a 

process that has taken on new urgency thanks to the passage of the General 

Data Protection Regulation (GDPR) in 2018. 

S1793 IT System Acquisition, Development and Maintenance 

 This standard details the processes for managing systems in a secure 

environment. 

S1794 Information Security Supplier Management 

 This standard covers how an organisation should interact with third parties while 

ensuring security. 

S1795 Information Security Incident Management 

 This standard covers how an organisation should manage information security 

incidents. 

S1796 Information Security Aspects of Business Continuity Management 

 This standard covers how business disruptions and major changes should be 

handled. 

S1797 Information Technology Compliance 

 This standard identifies what government or industry regulations are relevant to 

the organisation, such as ITAR. 

S1771 Operational Technology Cyber Security - Projects and Upgrades 

 This standard covers how Projects and Upgrades should be managed. 

S1772 Operational Technology Cyber Security - Operations and Maintenance 

 This standard covers how Cyber Security should be managed in Operations and 

when performing maintenance activities. 




