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Crown Copyright 2018

Framework Schedule 6 (Order Form Template and
Call-Off Schedules)

Order Form

CALL-OFF REFERENCE: ]

THE BUYER: The Commissioners for His Majesty’s Revenue
and Customs

BUYER ADDRESS HM Revenue & Customs,100 Parliament Street,
London, SW1A 2BQ

THE SUPPLIER: BAE Systems Applied Intelligence Limited

SUPPLIER ADDRESS: Surrey Research Park, Guildford, GU2 7RQ,
England

REGISTRATION NUMBER: e

DUNS NUMBER: XXXXXXXXXX

SID4GOV ID: ]

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated 01/04/2024.
It's issued under the Framework Contract with the reference number RM6195 for the
provision of Big Data & Analytics.

CALL-OFF LOT(S):

Lot 1 - Advance Analytics & Cognitive and Data Risking

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where
numbers are missing we are not using those schedules. If the documents conflict,
the following order of precedence applies:
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1. This Order Form including the Call-Off Special Terms and Call-Off Special
Schedules.

Statement of Work

Joint Schedule 1(Definitions and Interpretation) RM6195

Framework Special Terms

The following Schedules in equal order of precedence:

absrwn

e Joint Schedules for RM6195
o Joint Schedule 2 (Variation Form)
Joint Schedule 3 (Insurance Requirements)
Joint Schedule 4 (Commercially Sensitive Information)
Joint Schedule 7 (Financial Difficulties)
Joint Schedule 10 (Rectification Plan)
Joint Schedule 11 (Processing Data)

e call-off Schedules for | EGczIEING

o Call-Off Schedule 1 (Transparency Reports)
Call-Off Schedule 2 (Staff Transfer)
Call-Off Schedule 3 (Continuous Improvement)
Call-Off Schedule 5 (Pricing Details)
Call-Off Schedule 7 (Key Supplier Staff)
Call-Off Schedule 9 (Security)
Call-Off Schedule 10 (Exit Management)
Call-Off Schedule 14 (Service Levels)
Call-Off Schedule 15 (Call-Off Contract Management)
Call-Off Schedule 20 (Call-Off Specification)

o Call-Off Schedule 23 (HMRC Terms)
6. CCS Core Terms (version 3.0.11)
7. Joint Schedule 5 (Corporate Social Responsibility) RM6195
8. Call-Off Schedule 4 (Call-Off Tender)

O O O O O

0O O O O O O O O O

No other Supplier terms are part of the Call-Off Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF SPECIAL TERMS

None

CALL-OFF START DATE: 01/04/2024
CALL-OFF EXPIRY DATE: 31/03/2025
CALL-OFF INITIAL PERIOD: 12 Months
CALL-OFF OPTIONAL : 12 months
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EXTENSION PERIOD

CALL-OFF DELIVERABLES
See details in Call-Off Schedule 20 (Call-Off Specification)]

MAXIMUM LIABILITY
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core
Terms.

The Estimated Year 1 Charges combined, used to calculate liability in the first and
second Contract Year is

CALL-OFF CHARGES
See details in Call-Off Schedule 5 (Pricing Details)]

REIMBURSABLE EXPENSES
Recoverable as stated in the Framework Contract. See Expenses Policy in Annex 1
to Call-Off Schedule 5 (Pricing Details)

PAYMENT METHOD
Monthly Invoices. Purchase Order transfer via HMRC’s SAP Ariba Network

BUYER’S INVOICE ADDRESS:
Payments and invoices will be directed via HMRC SAP Ariba Network.

BUYER'S AUTHORISED REPRESENTATIVE

Name: NN
Role: [N
Email: [
Address: I

BUYER’'S ENVIRONMENTAL POLICY
N/A

BUYER’S SECURITY POLICY
Appended at Call-Off Schedule 9 (Security)

SUPPLIER’S AUTHORISED REPRESENTATIVE

Name: [N

Role: N

Email:
Address: [ IENEG————

SUPPLIER’'S CONTRACT MANAGER
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Name: N
Role: [N
Email: [

Address: I

PROGRESS REPORT FREQUENCY
Please see Call-Off Schedule 15- Call-Off Contract Management

PROGRESS MEETING FREQUENCY
Please see Call-Off Schedule 15- Call-Off Contract Management

KEY STAFF
Not applicable. This is a fully contracted out service outside IR35

KEY SUBCONTRACTOR(S)
N/A

COMMERCIALLY SENSITIVE INFORMATION
See Joint Schedule 4-Commercially Sensitive Information

SERVICE CREDITS
N/A

ADDITIONAL INSURANCES
N/A

GUARANTEE
N/A

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its obligations under
the Call-Off Contract, that it will comply with the social value commitments in Call-Off
Schedule 4 (Call-Off Tender)

The Supplier agrees to report monthly on progress to the Authority, against the

Supplier's commitment to Social Value as outlined in their Social Value Response
submitted as part of their bid for this call-off further competition.

OFFICIAL



Framework Schedule 6 (Order Form Template and Call-Off Schedules)

Crown Copyright 2018

For and on behalf of the Supplier:

Signature: ]
Name: ]
Role: ]
Date: I

For and on behalf of the Buyer:

signature: || G
Name: ]
Role: ]
Date: I
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Joint Schedule 1 (Definitions)

11

1.2

1.3

In each Contract, unless the context otherwise requires, capitalised expressions
shall have the meanings set out in this Joint Schedule 1 (Definitions) or the
relevant Schedule in which that capitalised expression appears.

If a capitalised expression does not have an interpretation in this Schedule or
any other Schedule, it shall, in the first instance, be interpreted in accordance
with the common interpretation within the relevant market sector/industry where
appropriate. Otherwise, it shall be interpreted in accordance with the dictionary
meaning.

In each Contract, unless the context otherwise requires:
1.3.1 the singular includes the plural and vice versa;
1.3.2 reference to a gender includes the other gender and the neuter;

1.3.3 references to a person include an individual, company, body corporate,
corporation, unincorporated association, firm, partnership or other legal
entity or Central Government Body;

1.3.4 a reference to any Law includes a reference to that Law as amended,
extended, consolidated or re-enacted from time to time;

1.3.5 the words "including", "other", "in particular”, "for example" and similar
words shall not limit the generality of the preceding words and shall be
construed as if they were immediately followed by the words "without
limitation™;

1.3.6 references to "writing" include typing, printing, lithography, photography,
display on a screen, electronic and facsimile transmission and other
modes of representing or reproducing words in a visible form, and
expressions referring to writing shall be construed accordingly;

1.3.7 references to "representations"” shall be construed as references to
present facts, to "warranties" as references to present and future facts
and to "undertakings" as references to obligations under the Contract;

1.3.8 references to "Clauses"” and "Schedules"” are, unless otherwise
provided, references to the clauses and schedules of the Core Terms and
references in any Schedule to parts, paragraphs, annexes and tables are,
unless otherwise provided, references to the parts, paragraphs, annexes
and tables of the Schedule in which these references appear;

1.3.9 references to "Paragraphs" are, unless otherwise provided, references
to the paragraph of the appropriate Schedules unless otherwise provided,;

1.3.10references to a series of Clauses or Paragraphs shall be inclusive of the
clause numbers specified,;

1.3.11 the headings in each Contract are for ease of reference only and shall not
affect the interpretation or construction of a Contract;

1.3.12where the Buyer is a Central Government Body it shall be treated as
contracting with the Crown as a whole;
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1.3.13 any reference in a Contract which immediately before Exit Day was a
reference to (as it has effect from time to time):

(@)

(b)

any EU regulation, EU decision, EU tertiary legislation or
provision of the EEA agreement (‘EU References”) which is
to form part of domestic law by application of section 3 of the
European Union (Withdrawal) Act 2018 shall be read on and
after Exit Day as a reference to the EU References as they
form part of domestic law by virtue of section 3 of the
European Union (Withdrawal) Act 2018 as modified by
domestic law from time to time; and

any EU institution or EU authority or other such EU body
shall be read on and after Exit Day as a reference to the UK
institution, authority or body to which its functions were
transferred; and

1.3.14 unless otherwise provided, references to “Buyer” shall be construed as
including Exempt Buyers; and

1.3.15 unless otherwise provided, references to “Call-Off Contract” and “Contract”
shall be construed as including Exempt Call-off Contracts.

1.4 In each Contract, unless the context otherwise requires, the following words shall
have the following meanings:

"Achieve" in respect of a Test, to successfully pass such Test without any Test
Issues and in respect of a Milestone, the issue of a Satisfaction
Certificate in respect of that Milestone and "Achieved", "Achieving" and
"Achievement" shall be construed accordingly;

"Additional insurance requirements relating to a Call-Off Contract specified in the

Insurances” Order Form additional to those outlined in Joint Schedule 3 (Insurance
Requirements);

"Admin Fee” means the costs incurred by CCS in dealing with MI Failures calculated

in accordance with the tariff of administration charges published by the
CCS on: http://CCS.cabinetoffice.gov.uk/i-am-supplier/management-
information/admin-fees;

"Affected Party"

the Party seeking to claim relief in respect of a Force Majeure Event;

"Affiliates” in relation to a body corporate, any other entity which directly or indirectly
Controls, is Controlled by, or is under direct or indirect common Control
of that body corporate from time to time;

“Annex” extra information which supports a Schedule;

"Approval” the prior written consent of the Buyer and "Approve" and "Approved"”

shall be construed accordingly;
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"Audit"

the Relevant Authority’s right to:

a) verify the accuracy of the Charges and any other amounts payable by
a Buyer under a Call-Off Contract (including proposed or actual
variations to them in accordance with the Contract);

b) verify the costs of the Supplier (including the costs of all
Subcontractors and any third party suppliers) in connection with the
provision of the Services;

c) verify the Open Book Data,;

d) verify the Supplier's and each Subcontractor’'s compliance with the
Contract and applicable Law;

e) identify or investigate actual or suspected breach of Clauses 27 to 33
and/or Joint Schedule 5 (Corporate Social Responsibility), impropriety
or accounting mistakes or any breach or threatened breach of security
and in these circumstances the Relevant Authority shall have no
obligation to inform the Supplier of the purpose or objective of its
investigations;

f) identify or investigate any circumstances which may impact upon the
financial stability of the Supplier, any Guarantor, and/or any
Subcontractors or their ability to provide the Deliverables;

g) obtain such information as is necessary to fulfii the Relevant
Authority’s obligations to supply information for parliamentary,
ministerial, judicial or administrative purposes including the supply of
information to the Comptroller and Auditor General,

h) review any books of account and the internal contract management
accounts kept by the Supplier in connection with each Contract;

i) carry out the Relevant Authority’s internal and statutory audits and to
prepare, examine and/or certify the Relevant Authority's annual and
interim reports and accounts;

j) enable the National Audit Office to carry out an examination pursuant
to Section 6(1) of the National Audit Act 1983 of the economy,
efficiency and effectiveness with which the Relevant Authority has
used its resources; or

k) verify the accuracy and completeness of any Management
Information delivered or required by the Framework Contract;

"Auditor"

a) the Relevant Authority’s internal and external auditors;
b) the Relevant Authority’s statutory or regulatory auditors;

c) the Comptroller and Auditor General, their staff and/or any appointed
representatives of the National Audit Office;

d) HM Treasury or the Cabinet Office;

e) any party formally appointed by the Relevant Authority to carry out
audit or similar review functions; and
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f) successors or assigns of any of the above;

"Authority”

CCS and each Buyer;

"Authority Cause"

any breach of the obligations of the Relevant Authority or any other
default, act, omission, negligence or statement of the Relevant Authority,
of its employees, servants, agents in connection with or in relation to the
subject-matter of the Contract and in respect of which the Relevant
Authority is liable to the Supplier;

"BACS" the Bankers’ Automated Clearing Services, which is a scheme for the
electronic processing of financial transactions within the United Kingdom;

"Beneficiary" a Party having (or claiming to have) the benefit of an indemnity under this
Contract;

"Buyer" the relevant public sector purchaser identified as such in the Order Form;

"Buyer Assets"

the Buyer’s infrastructure, data, software, materials, assets, equipment
or other property owned by and/or licensed or leased to the Buyer and
which is or may be used in connection with the provision of the
Deliverables which remain the property of the Buyer throughout the term
of the Contract;

"Buyer Authorised
Representative"

the representative appointed by the Buyer from time to time in relation to
the Call-Off Contract initially identified in the Order Form;

"Buyer Premises”

premises owned, controlled or occupied by the Buyer which are made
available for use by the Supplier or its Subcontractors for the provision
of the Deliverables (or any of them);

"Call-Off Contract"

the contract between the Buyer and the Supplier (entered into pursuant
to the provisions of the Framework Contract), which consists of the terms
set out and referred to in the Order Form;

"Call-Off Contract
Period"

the Contract Period in respect of the Call-Off Contract;

"Call-Off Expiry

the scheduled date of the end of a Call-Off Contract as stated in the

Date" Order Form;

" Call-Off the contractual terms applicable to the Call-Off Contract specified under
Incorporated Terms" the relevant heading in the Order Form;

" Call-Off Initial the Initial Period of a Call-Off Contract specified in the Order Form;
Period"

" Call-Off Optional
Extension Period"”

such period or periods beyond which the Call-Off Initial Period may be
extended as specified in the Order Form;
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"Call-Off Procedure"

the process for awarding a Call-Off Contract pursuant to Clause 2 (How
the contract works) and Framework Schedule 7 (Call-Off Award
Procedure);

" Call-Off Special
Terms"

any additional terms and conditions specified in the Order Form
incorporated into the applicable Call-Off Contract;

"Call-Off Start Date"

the date of start of a Call-Off Contract as stated in the Order Form;

"Call-Off Tender"

the tender submitted by the Supplier in response to the Buyer's
Statement of Requirements following a Further Competition Procedure
and set out at Call-Off Schedule 4 (Call-Off Tender);

“Capability Down-
Select Matrix”

means the matrix available for buyers to create shortlists of suppliers on
Lot 1 by capability to run a down-select further competition

“Catalogue” means the online repository of supplier product & service offerings and
pricing
"CCS" the Minister for the Cabinet Office as represented by Crown Commercial

Service, which is an executive agency and operates as a trading fund of
the Cabinet Office, whose offices are located at 9th Floor, The Capital,
Old Hall Street, Liverpool L3 9PP;

"CCS Authorised
Representative"”

the representative appointed by CCS from time to time in relation to the
Framework Contract initially identified in the Framework Award Form;

"Central Government
Body"

a body listed in one of the following sub-categories of the Central
Government classification of the Public Sector Classification Guide, as
published and amended from time to time by the Office for National
Statistics:

a) Government Department;

b) Non-Departmental Public Body or Assembly Sponsored Public Body
(advisory, executive, or tribunal);

c) Non-Ministerial Department; or
d) Executive Agency;

"Change in Law"

any change in Law which impacts on the supply of the Deliverables and
performance of the Contract which comes into force after the Start Date;

"Change of Control"

a change of control within the meaning of Section 450 of the Corporation
Tax Act 2010;

"Charges”

the prices (exclusive of any applicable VAT), payable to the Supplier by
the Buyer under the Call-Off Contract, as set out in the Order Form, for
the full and proper performance by the Supplier of its obligations under
the Call-Off Contract less any Deductions;
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"Claim"

any claim which it appears that a Beneficiary is, or may become, entitled
to indemnification under this Contract;

"Commercially

the Confidential Information listed in the Framework Award Form or

Sensitive Order Form (if any) comprising of commercially sensitive information

Information” relating to the Supplier, its IPR or its business or which the Supplier has
indicated to the Authority that, if disclosed by the Authority, would cause
the Supplier significant commercial disadvantage or material financial
loss;

"Comparable the supply of Deliverables to another Buyer of the Supplier that are the

Supply” same or similar to the Deliverables;

"Compliance Officer"

the person(s) appointed by the Supplier who is responsible for ensuring
that the Supplier complies with its legal obligations;

"Confidential
Information"

means any information, however it is conveyed, that relates to the
business, affairs, developments, trade secrets, Know-How, personnel
and suppliers of CCS, the Buyer or the Supplier, including IPRs, together
with information derived from the above, and any other information
clearly designated as being confidential (whether or not it is marked as
"confidential") or which ought reasonably to be considered to be
confidential;

"Conflict of Interest"

a conflict between the financial or personal duties of the Supplier or the
Supplier Staff and the duties owed to CCS or any Buyer under a
Contract, in the reasonable opinion of the Buyer or CCS;

"Contract"

either the Framework Contract or the Call-Off Contract, as the context
requires;

"Contract Period"

the term of either a Framework Contract or Call-Off Contract on and from
the earlier of the:

a) applicable Start Date; or
b) the Effective Date
up to and including the applicable End Date;

"Contract Value"

the higher of the actual or expected total Charges paid or payable under
a Contract where all obligations are met by the Supplier;

"Contract Year"

a consecutive period of twelve (12) Months commencing on the Start
Date or each anniversary thereof;

"Control"

control in either of the senses defined in sections 450 and 1124 of the
Corporation Tax Act 2010 and "Controlled" shall be construed
accordingly;
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“Controller” has the meaning given to it in the UK GDPR;

“Core Terms” CCS’ terms and conditions for common goods and services which govern
how Suppliers must interact with CCS and Buyers under Framework
Contracts and Call-Off Contracts;

"Costs" the following costs (without double recovery) to the extent that they are

reasonably and properly incurred by the Supplier in providing the
Deliverables:

e) the cost to the Supplier or the Key Subcontractor (as the context
requires), calculated per Work Day, of engaging the Supplier Staff,
including:

i) base salary paid to the Supplier Staff;

ii) employer’s National Insurance contributions;
iii) pension contributions;

Iv) car allowances;

v) any other contractual employment benefits;
vi) staff training;

vii) work place accommodation;

viijwork place IT equipment and tools reasonably necessary to
provide the Deliverables (but not including items included within
limb (b) below); and

iX) reasonable recruitment costs, as agreed with the Buyer;

f) costs incurred in respect of Supplier Assets which would be treated as
capital costs according to generally accepted accounting principles
within the UK, which shall include the cost to be charged in respect of
Supplier Assets by the Supplier to the Buyer or (to the extent that risk
and title in any Supplier Asset is not held by the Supplier) any cost
actually incurred by the Supplier in respect of those Supplier Assets;

g) operational costs which are not included within (a) or (b) above, to the
extent that such costs are necessary and properly incurred by the
Supplier in the provision of the Deliverables; and

h) Reimbursable Expenses to the extent these have been specified as
allowable in the Order Form and are incurred in delivering any
Deliverables;

but excluding:

i) Overhead,;
J) financing or similar costs;

k) maintenance and support costs to the extent that these relate to
maintenance and/or support Deliverables provided beyond the Call-
Off Contract Period whether in relation to Supplier Assets or otherwise;
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)  taxation;
m) fines and penalties;

n) amounts payable under Call-Off Schedule 16 (Benchmarking) where
such Schedule is used; and

0) non-cash items (including depreciation, amortisation, impairments and
movements in provisions);

"CRTPA"

the Contract Rights of Third Parties Act 1999;

“Data Protection
Impact Assessment”

an assessment by the Controller of the impact of the envisaged
Processing on the protection of Personal Data,;

"Data Protection
Legislation"

(i) the UK GDPR as amended from time to time; (ii) the DPA 2018 to the
extent that it relates to Processing of Personal Data and privacy; (iii) all
applicable Law about the Processing of Personal Data and privacy;

“Data Protection

the amount specified in the Framework Award Form,;

Liability Cap”
"Data Protection has the meaning given to it in the UK GDPR;
Officer”
“DataSecOps” is the evolution of the ‘DevSecOps’ model specifically for data

management.

"Data Subject”

has the meaning given to it in the UK GDPR,;

"Data Subject Access
Request”

a request made by, or on behalf of, a Data Subject in accordance with
rights granted pursuant to the Data Protection Legislation to access
their Personal Data;

“Day Rate” means the rate for an eight (8) hour Working Day, exclusive of breaks
including lunch

"Deductions” all Service Credits, Delay Payments (if applicable), or any other
deduction which the Buyer is paid or is payable to the Buyer under a
Call-Off Contract;

"Default" any breach of the obligations of the Supplier (including abandonment of

a Contract in breach of its terms) or any other default (including
material default), act, omission, negligence or statement of the
Supplier, of its Subcontractors or any Supplier Staff howsoever arising
in connection with or in relation to the subject-matter of a Contract and
in respect of which the Supplier is liable to the Relevant Authority;

"Default Management
Charge"

has the meaning given to it in Paragraph 8.1.1 of Framework Schedule
5 (Management Charges and Information);
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"Delay Payments"

the amounts (if any) payable by the Supplier to the Buyer in respect of
a delay in respect of a Milestone as specified in the Implementation
Plan;

"Deliverables”

Goods and/or Services that may be ordered under the Contract
including the Documentation;

"Delivery"

delivery of the relevant Deliverable or Milestone in accordance with the
terms of a Call-Off Contract as confirmed and accepted by the Buyer by
the either (a) confirmation in writing to the Supplier; or (b) where Call-
Off Schedule 13 (Implementation Plan and Testing) is used issue by
the Buyer of a Satisfaction Certificate. "Deliver" and "Delivered"” shall
be construed accordingly;

“DevOps”

DevOps is a set of practices that combines software development (Dev)
and IT operations (Ops). In many cases, this is the name of the team
operating a customer’s CI/CD pipelines and managing its environments.

"Disclosing Party"

the Party directly or indirectly providing Confidential Information to the
other Party in accordance with Clause 15 (What you must keep
confidential);

"Dispute”

any claim, dispute or difference (whether contractual or non-
contractual) arising out of or in connection with the Contract or in
connection with the negotiation, existence, legal validity, enforceability
or termination of the Contract, whether the alleged liability shall arise
under English law or under the law of some other country and
regardless of whether a particular cause of action may successfully be
brought in the English courts;

"Dispute Resolution
Procedure"

the dispute resolution procedure set out in Clause 34 (Resolving
disputes);

"Documentation”

descriptions of the Services and Service Levels, technical
specifications, user manuals, training manuals, operating manuals,
process definitions and procedures, system environment descriptions
and all such other documentation (whether in hardcopy or electronic
form) is required to be supplied by the Supplier to the Buyer under a
Contract as:

p) would reasonably be required by a competent third party capable of
Good Industry Practice contracted by the Buyer to develop,
configure, build, deploy, run, maintain, upgrade and test the
individual systems that provide the Deliverables

q) is required by the Supplier in order to provide the Deliverables;
and/or
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r) has been or shall be generated for the purpose of providing the
Deliverables;

"DOTAS"

the Disclosure of Tax Avoidance Schemes rules which require a
promoter of Tax schemes to tell HMRC of any specified notifiable
arrangements or proposals and to provide prescribed information on
those arrangements or proposals within set time limits as contained in
Part 7 of the Finance Act 2004 and in secondary legislation made under
vires contained in Part 7 of the Finance Act 2004 and as extended to
National Insurance Contributions;

“DPA 2018”

the Data Protection Act 2018;

"Due Diligence

any information supplied to the Supplier by or on behalf of the Authority

Information” prior to the Start Date;
“Effective Date” the date on which the final Party has signed the Contract;
"EIR" the Environmental Information Regulations 2004;

“Electronic Invoice”

an invoice which has been issued, transmitted and received in a
structured electronic format which allows for its automatic and
electronic processing and which complies with (a) the European
standard and (b) any of the syntaxes published in Commission
Implementing Decision (EU) 2017/1870;

"Employment

the Transfer of Undertakings (Protection of Employment) Regulations

Regulations™ 2006 (Sl 2006/246) as amended or replaced or any other Regulations
implementing the European Council Directive 77/187/EEC,;
"End Date" the earlier of:

s) the Expiry Date (as extended by any Extension Period exercised by
the Relevant Authority under Clause 10.1.2); or

t) if a Contract is terminated before the date specified in (a) above, the
date of termination of the Contract;

"Environmental
Policy"

to conserve energy, water, wood, paper and other resources, reduce
waste and phase out the use of ozone depleting substances and
minimise the release of greenhouse gases, volatile organic compounds
and other substances damaging to health and the environment,
including any written environmental policy of the Buyer;

"Equality and Human
Rights Commission”

the UK Government body named as such as may be renamed or
replaced by an equivalent body from time to time;

“Estimated Year 1
Charges”

the anticipated total Charges payable by the Buyer in the first Contract
Year specified in the Order Form;
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"Estimated Yearly
Charges”

means for the purposes of calculating each Party’s annual liability
under clause 11.2 :

I) in the first Contract Year, the Estimated Year 1 Charges; or

ii) in the any subsequent Contract Years, the Charges paid or payable
in the previous Call-off Contract Year; or

iii) after the end of the Call-off Contract, the Charges paid or payable
in the last Contract Year during the Call-off Contract Period;

“Exempt Buyer”

a public sector purchaser that is:

a) eligible to use the Framework Contract; and

b) is entering into an Exempt Call-off Contract that is not subject to (as
applicable) any of:

i) the Regulations;
ii) the Concession Contracts Regulations 2016 (SI1 2016/273);
iii) the Utilities Contracts Regulations 2016 (S| 2016/274);

iv) the Defence and Security Public Contracts Regulations 2011 (Sl
2011/1848);

v) the Remedies Directive (2007/66/EC);
vi) Directive 2014/23/EU of the European Parliament and Council,
vii) Directive 2014/24/EU of the European Parliament and Council,

viii) Directive 2014/25/EU of the European Parliament and Council;
or

ix) Directive 2009/81/EC of the European Parliament and Council;

“Exempt Call-off
Contract”

the contract between the Exempt Buyer and the Supplier for
Deliverables which consists of the terms set out and referred to in the
Order Form incorporating and, where necessary, amending, refining or
adding to the terms of the Framework Contract;

“Exempt Procurement

any amendments, refinements or additions to any of the terms of the

Amendments” Framework Contract made through the Exempt Call-off Contract to
reflect the specific needs of an Exempt Buyer to the extent permitted by
and in accordance with any legal requirements applicable to that
Exempt Buyer;

"Existing IPR" any and all IPR that are owned by or licensed to either Party and

which are or have been developed independently of the Contract
(whether prior to the Start Date or otherwise);

OFFICIAL




Joint Schedule 1 (Definitions)

Crown Copyright 2018

“Exit Day” shall have the meaning in the European Union (Withdrawal) Act
2018;
"Expiry Date" the Framework Expiry Date or the Call-Off Expiry Date (as the

context dictates);

“Expression of Interest”

means the pre-procurement supplier engagement activity undertaken
by the Buyer, whereby suppliers can express their interest to
participate in a Further Competition Procedure.

"Extension Period"

the Framework Optional Extension Period or the Call-Off Optional
Extension Period as the context dictates;

"FOIA"

the Freedom of Information Act 2000 and any subordinate legislation
made under that Act from time to time together with any guidance
and/or codes of practice issued by the Information Commissioner or
relevant Government department in relation to such legislation;

"Force Majeure Event"

any event outside the reasonable control of either Party affecting its
performance of its obligations under the Contract arising from acts,
events, omissions, happenings or non-happenings beyond its
reasonable control and which are not attributable to any wilful act,
neglect or failure to take reasonable preventative action by that
Party, including:

a) riots, civil commotion, war or armed conflict;

b) acts of terrorism;

c) acts of government, local government or regulatory bodies;
d) fire, flood, storm or earthquake or other natural disaster,

but excluding any industrial dispute relating to the Supplier, the
Supplier Staff or any other failure in the Supplier or the
Subcontractor's supply chain;

"Force Majeure Notice"

a written notice served by the Affected Party on the other Party
stating that the Affected Party believes that there is a Force Majeure
Event;

"Framework Award
Form"

the document outlining the Framework Incorporated Terms and
crucial information required for the Framework Contract, to be
executed by the Supplier and CCS;

"Framework Contract"

the framework agreement established between CCS and the
Supplier in accordance with Regulation 33 by the Framework Award
Form for the provision of the Deliverables to Buyers by the Supplier
pursuant to the notice published on the Find a Tender Service;
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"Framework Contract
Period"

the period from the Framework Start Date until the End Date of the
Framework Contract;

"Framework Expiry
Date"

the scheduled date of the end of the Framework Contract as stated
in the Framework Award Form;

"Framework
Incorporated Terms"

the contractual terms applicable to the Framework Contract specified
in the Framework Award Form;

"Framework Optional
Extension Period"

such period or periods beyond which the Framework Contract Period
may be extended as specified in the Framework Award Form;

"Framework Price(s)"

the price(s) applicable to the provision of the Deliverables set out in
Framework Schedule 3 (Framework Prices);

"Framework Special
Terms"

any additional terms and conditions specified in the Framework
Award Form incorporated into the Framework Contract;

"Framework Start Date"

the date of start of the Framework Contract as stated in the
Framework Award Form;

"Framework Tender
Response"

the tender submitted by the Supplier to CCS and annexed to or
referred to in Framework Schedule 2 (Framework Tender);

"Further Competition
Procedure"

the further competition procedure described in Framework Schedule
7 (Call-Off Award Procedure);

"UK GDPR"

the retained EU law version of the General Data Protection
Regulation (Regulation (EU) 2016/679);

"General Anti-Abuse
Rule"

e) the legislation in Part 5 of the Finance Act 2013 and; and

f) any future legislation introduced into parliament to counteract Tax
advantages arising from abusive arrangements to avoid National
Insurance contributions;

"General Change in
Law"

a Change in Law where the change is of a general legislative nature
(including Tax or duties of any sort affecting the Supplier) or which
affects or relates to a Comparable Supply;

"Goods"

goods made available by the Supplier as specified in Framework
Schedule 1 (Specification) and in relation to a Call-Off Contract as
specified in the Order Form ;

"Good Industry

standards, practices, methods and procedures conforming to the

Practice" Law and the exercise of the degree of skill and care, diligence,
prudence and foresight which would reasonably and ordinarily be
expected from a skilled and experienced person or body engaged
within the relevant industry or business sector;

"Government" the government of the United Kingdom (including the Northern

Ireland Assembly and Executive Committee, the Scottish
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Government and the National Assembly for Wales), including
government ministers and government departments and other
bodies, persons, commissions or agencies from time to time carrying
out functions on its behalf;

"Government Data"

the data, text, drawings, diagrams, images or sounds (together with
any database made up of any of these) which are embodied in any
electronic, magnetic, optical or tangible media, including any of the
Authority’s Confidential Information, and which:

I) are supplied to the Supplier by or on behalf of the Authority; or

i) the Supplier is required to generate, process, store or transmit
pursuant to a Contract;

"Guarantor"

the person (if any) who has entered into a guarantee in the form set
out in Joint Schedule 8 (Guarantee) in relation to this Contract;

"Halifax Abuse

the principle explained in the CJEU Case C-255/02 Halifax and

Principle” others;
"HMRC" Her Majesty’s Revenue and Customs;
"ICT Policy" the Buyer's policy in respect of information and communications

technology, referred to in the Order Form, which is in force as at the
Call-Off Start Date (a copy of which has been supplied to the
Supplier), as updated from time to time in accordance with the
Variation Procedure;

"Impact Assessment”

an assessment of the impact of a Variation request by the Relevant
Authority completed in good faith, including:

a) details of the impact of the proposed Variation on the Deliverables
and the Supplier's ability to meet its other obligations under the
Contract;

b) details of the cost of implementing the proposed Variation;

c) details of the ongoing costs required by the proposed Variation
when implemented, including any increase or decrease in the
Framework Prices/Charges (as applicable), any alteration in the
resources and/or expenditure required by either Party and any
alteration to the working practices of either Party;

d) a timetable for the implementation, together with any proposals for
the testing of the Variation; and

e) such other information as the Relevant Authority may reasonably
request in (or in response to) the Variation request;

"Implementation Plan”

the plan for provision of the Deliverables set out in Call-Off Schedule
13 (Implementation Plan and Testing) where that Schedule is used
or otherwise as agreed between the Supplier and the Buyer;
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"Indemnifier"

a Party from whom an indemnity is sought under this Contract;

“Independent Control”

where a Controller has provided Personal Data to another Party
which is not a Processor or a Joint Controller because the recipient
itself determines the purposes and means of Processing but does so
separately from the Controller providing it with Personal Data and
‘Independent Controller” shall be construed accordingly;

"Indexation” the adjustment of an amount or sum in accordance with Framework
Schedule 3 (Framework Prices) and the relevant Order Form;

"Information” has the meaning given under section 84 of the Freedom of
Information Act 2000;

"Information the UK’s independent authority which deals with ensuring information

Commissioner"

relating to rights in the public interest and data privacy for individuals
Is met, whilst promoting openness by public bodies;

"Initial Period"

the initial term of a Contract specified in the Framework Award Form
or the Order Form, as the context requires;

"Insolvency Event"

with respect to any person, means:

(a) that person suspends, or threatens to suspend, payment of its
debts, or is unable to pay its debts as they fall due or admits inability
to pay its debts, or:

() (being a company or a LLP) is deemed unable to pay its debts
within the meaning of section 123 of the Insolvency Act 1986, or

(i) (being a partnership) is deemed unable to pay its debts within the
meaning of section 222 of the Insolvency Act 1986;

(b) that person commences negotiations with one or more of its
creditors (using a voluntary arrangement, scheme of arrangement or
otherwise) with a view to rescheduling any of its debts, or makes a
proposal for or enters into any compromise or arrangement with one
or more of its creditors or takes any step to obtain a moratorium
pursuant to Section 1A and Schedule Al of the Insolvency Act 1986
other than (in the case of a company, a LLP or a partnership) for the
sole purpose of a scheme for a solvent amalgamation of that person
with one or more other companies or the solvent reconstruction of
that person,;

(c) another person becomes entitled to appoint a receiver over the
assets of that person or a receiver is appointed over the assets of
that person;

(d) a creditor or encumbrancer of that person attaches or takes
possession of, or a distress, execution or other such process is
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levied or enforced on or sued against, the whole or any part of that
person’s assets and such attachment or process is not discharged
within 14 days;

(e) that person suspends or ceases, or threatens to suspend or
cease, carrying on all or a substantial part of its business;

(f) where that person is a company, a LLP or a partnership:

(i) a petition is presented (which is not dismissed within 14 days of its
service), a notice is given, a resolution is passed, or an order is
made, for or in connection with the winding up of that person other
than for the sole purpose of a scheme for a solvent amalgamation of
that person with one or more other companies or the solvent
reconstruction of that person;

(ii) an application is made to court, or an order is made, for the
appointment of an administrator, or if a notice of intention to appoint
an administrator is filed at Court or given or if an administrator is
appointed, over that person;

(iii) (being a company or a LLP) the holder of a qualifying floating
charge over the assets of that person has become entitled to appoint
or has appointed an administrative receiver; or

(iv) (being a partnership) the holder of an agricultural floating charge
over the assets of that person has become entitled to appoint or has
appointed an agricultural receiver; or

(g) any event occurs, or proceeding is taken, with respect to that
person in any jurisdiction to which it is subject that has an effect
equivalent or similar to any of the events mentioned above,;

"Installation Works"

all works which the Supplier is to carry out at the beginning of the
Call-Off Contract Period to install the Goods in accordance with the
Call-Off Contract;

"Intellectual Property
Rights" or "IPR"

a) copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, trade marks, rights in internet
domain names and website addresses and other rights in trade or
business names, goodwill, designs, Know-How, trade secrets and
other rights in Confidential Information;

b) applications for registration, and the right to apply for registration,
for any of the rights listed at (a) that are capable of being
registered in any country or jurisdiction; and

c) all other rights having equivalent or similar effect in any country or
jurisdiction;
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"Invoicing Address"

the address to which the Supplier shall invoice the Buyer as
specified in the Order Form,;

"IPR Claim"

any claim of infringement or alleged infringement (including the
defence of such infringement or alleged infringement) of any IPR,
used to provide the Deliverables or otherwise provided and/or
licensed by the Supplier (or to which the Supplier has provided
access) to the Relevant Authority in the fulfilment of its obligations
under a Contract;

"IR35"

the off-payroll rules requiring individuals who work through their
company pay the same income tax and National Insurance
contributions as an employee which can be found online at:
https://www.gov.uk/guidance/ir35-find-out-if-it-applies;

“Joint Controller
Agreement”

the agreement (if any) entered into between the Relevant Authority
and the Supplier substantially in the form set out in Annex 2 of Joint
Schedule 11 (Processing Data);

“Joint Controllers”

where two or more Controllers jointly determine the purposes and
means of Processing;

"Key Staff"

the individuals (if any) identified as such in the Order Form;

"Key Sub-Contract"

each Sub-Contract with a Key Subcontractor;

"Key Subcontractor”

any Subcontractor:

a) which is relied upon to deliver any work package within the
Deliverables in their entirety; and/or

b) which, in the opinion of CCS or the Buyer performs (or would
perform if appointed) a critical role in the provision of all or any
part of the Deliverables; and/or

c) with a Sub-Contract with a contract value which at the time of
appointment exceeds (or would exceed if appointed) 10% of the
aggregate Charges forecast to be payable under the Call-Off
Contract,

and the Supplier shall list all such Key Subcontractors in section 19
of the Framework Award Form and in the Key Subcontractor Section
in Order Form;

"Know-How" all ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know-how relating to
the Deliverables but excluding know-how already in the other Party’s
possession before the applicable Start Date;

"Law" any law, subordinate legislation within the meaning of Section 21(1)

of the Interpretation Act 1978, bye-law, enforceable right within the

OFFICIAL



https://www.gov.uk/guidance/ir35-find-out-if-it-applies

Joint Schedule 1 (Definitions)

Crown Copyright 2018

meaning of Section 2 of the European Communities Act 1972,
regulation, order, regulatory policy, mandatory guidance or code of
practice, judgment of a relevant court of law, or directives or
requirements with which the relevant Party is bound to comply;

"Losses"

all losses, liabilities, damages, costs, expenses (including legal fees),
disbursements, costs of investigation, litigation, settlement,
judgment, interest and penalties whether arising in contract, tort
(including negligence), breach of statutory duty, misrepresentation or
otherwise and "Loss" shall be interpreted accordingly;

n LOtS"

the number of lots specified in Framework Schedule 1
(Specification), if applicable;

"Management Charge"

the sum specified in the Framework Award Form payable by the
Supplier to CCS in accordance with Framework Schedule 5
(Management Charges and Information);

"Management the management information specified in Framework Schedule 5
Information™ or “MI” (Management Charges and Information);
“MI Default” means when two (2) Ml Reports are not provided in any rolling six (6)
month period
"Ml Failure" means when an Ml report:
a) contains any material errors or material omissions or a missing
mandatory field; or
b) is submitted using an incorrect Ml reporting Template; or
c) is not submitted by the reporting date (including where a
declaration of no business should have been filed);
"Ml Report" means a report containing Management Information submitted to the
Authority in accordance with Framework Schedule 5 (Management
Charges and Information);
"MI Reporting means the form of report set out in the Annex to Framework
Template" Schedule 5 (Management Charges and Information) setting out the
information the Supplier is required to supply to the Authority;
"Milestone” an event or task described in the Implementation Plan;

"Milestone Date"

the target date set out against the relevant Milestone in the
Implementation Plan by which the Milestone must be Achieved;

"Month"

a calendar month and "Monthly" shall be interpreted accordingly;

"National Insurance"

contributions required by the Social Security Contributions and
Benefits Act 1992 and made in accordance with the Social Security
(Contributions) Regulations 2001 (SI 2001/1004);
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"New IPR"

a) IPR in items created by the Supplier (or by a third party on behalf
of the Supplier) specifically for the purposes of a Contract and
updates and amendments of these items including (but not limited
to) database schema; and/or

b) IPR in or arising as a result of the performance of the Supplier’s
obligations under a Contract and all updates and amendments to
the same;

but shall not include the Supplier’s Existing IPR;

"Occasion of Tax Non—
Compliance"

where:

a) any Tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 is found on or after 1 April
2013 to be incorrect as a result of:

i) a Relevant Tax Authority successfully challenging the Supplier
under the General Anti-Abuse Rule or the Halifax Abuse
Principle or under any Tax rules or legislation in any jurisdiction
that have an effect equivalent or similar to the General Anti-
Abuse Rule or the Halifax Abuse Principle;

i) the failure of an avoidance scheme which the Supplier was
involved in, and which was, or should have been, notified to a
Relevant Tax Authority under the DOTAS or any equivalent or
similar regime in any jurisdiction; and/or

b) any Tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 which gives rise, on or after 1
April 2013, to a criminal conviction in any jurisdiction for Tax
related offences which is not spent at the Start Date or to a civil
penalty for fraud or evasion;

"Open Book Data "

complete and accurate financial and non-financial information which
is sufficient to enable the Buyer to verify the Charges already paid or
payable and Charges forecast to be paid during the remainder of the
Call-Off Contract, including details and all assumptions relating to:

a) the Supplier’s Costs broken down against each Good and/or
Service and/or Deliverable, including actual capital expenditure
(including capital replacement costs) and the unit cost and total
actual costs of all Deliverables;

b) operating expenditure relating to the provision of the Deliverables
including an analysis showing:

i) the unit costs and quantity of Goods and any other
consumables and bought-in Deliverables;

i) staff costs broken down into the number and grade/role of all
Supplier Staff (free of any contingency) together with a list of
agreed rates against each grade;
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iii) a list of Costs underpinning those rates for each grade, being
the agreed rate less the Supplier Profit Margin; and

iv) Reimbursable Expenses, if allowed under the Order Form;
c) Overheads;

d) all interest, expenses and any other third party financing costs
incurred in relation to the provision of the Deliverables;

e) the Supplier Profit achieved over the Framework Contract Period
and on an annual basis;

f) confirmation that all methods of Cost apportionment and
Overhead allocation are consistent with and not more onerous
than such methods applied generally by the Supplier;

g) an explanation of the type and value of risk and contingencies
associated with the provision of the Deliverables, including the
amount of money attributed to each risk and/or contingency; and

h) the actual Costs profile for each Service Period;

"Order" means an order for the provision of the Deliverables placed by a
Buyer with the Supplier under a Contract;
"Order Form" a completed Order Form Template (or equivalent information issued

by the Buyer) used to create a Call-Off Contract;

"Order Form Template"

the template in Framework Schedule 6 (Order Form Template and
Call-Off Schedules);

"Other Contracting
Authority"

any actual or potential Buyer under the Framework Contract;

"Overhead"

those amounts which are intended to recover a proportion of the
Supplier’'s or the Key Subcontractor’s (as the context requires)
indirect corporate costs (including financing, marketing, advertising,
research and development and insurance costs and any fines or
penalties) but excluding allowable indirect costs apportioned to
facilities and administration in the provision of Supplier Staff and
accordingly included within limb (a) of the definition of "Costs";

"Parliament"

takes its natural meaning as interpreted by Law;

"Party"

in the context of the Framework Contract, CCS or the Supplier, and
in the in the context of a Call-Off Contract the Buyer or the Supplier.
"Parties"” shall mean both of them where the context permits;

"Performance
Indicators” or "PIs"

the performance measurements and targets in respect of the
Supplier’'s performance of the Framework Contract set out in
Framework Schedule 4 (Framework Management);

"Personal Data"

has the meaning given to it in the UK GDPR,;
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“Personal Data Breach”

has the meaning given to it in the UK GDPR,;

“Personnel”

all directors, officers, employees, agents, consultants and suppliers
of a Party and/or of any Subcontractor and/or Subprocessor
engaged in the performance of its obligations under a Contract;

"Prescribed Person”

a legal adviser, an MP or an appropriate body which a whistle-blower
may make a disclosure to as detailed in ‘Whistleblowing: list of
prescribed people and bodies’, 24 November 2016, available online
at: https://www.gov.uk/government/publications/blowing-the-whistle-
list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-
prescribed-people-and-bodies;

“Processing”

has the meaning given to it in the UK GDPR,;

“Processor”

has the meaning given to it in the UK GDPR,;

"Progress Meeting"

a meeting between the Buyer Authorised Representative and the
Supplier Authorised Representative;

"Progress Meeting
Frequency"

the frequency at which the Supplier shall conduct a Progress
Meeting in accordance with Clause 6.1 as specified in the Order
Form;

“Progress Report”

a report provided by the Supplier indicating the steps taken to
achieve Milestones or delivery dates;

“Progress Report
Frequency”

the frequency at which the Supplier shall deliver Progress Reports in
accordance with Clause 6.1 as specified in the Order Form;

“Prohibited Acts”

a) to directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or any other public body a financial or
other advantage to:

I) induce that person to perform improperly a relevant function or
activity; or

i) reward that person for improper performance of a relevant
function or activity;

b) to directly or indirectly request, agree to receive or accept any
financial or other advantage as an inducement or a reward for
improper performance of a relevant function or activity in
connection with each Contract; or

C) committing any offence:

i) under the Bribery Act 2010 (or any legislation repealed or
revoked by such Act); or

i) under legislation or common law concerning fraudulent acts; or

iif) defrauding, attempting to defraud or conspiring to defraud a
Buyer or other public body; or
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d) any activity, practice or conduct which would constitute one of the
offences listed under (c) above if such activity, practice or conduct
had been carried out in the UK;

“Protective Measures”

appropriate technical and organisational measures which may
include: pseudonymising and encrypting Personal Data, ensuring
confidentiality, integrity, availability and resilience of systems and
services, ensuring that availability of and access to Personal Data
can be restored in a timely manner after an incident, and regularly
assessing and evaluating the effectiveness of the such measures
adopted by it including those outlined in Framework Schedule 9
(Cyber Essentials Scheme), if applicable, in the case of the
Framework Contract or Call-Off Schedule 9 (Security), if applicable,
in the case of a Call-Off Contract.

“Recall”

a request by the Supplier to return Goods to the Supplier or the
manufacturer after the discovery of safety issues or defects
(including defects in the right IPR rights) that might endanger health
or hinder performance;

"Recipient Party"

the Party which receives or obtains directly or indirectly Confidential
Information;

"Rectification Plan"

the Supplier’s plan (or revised plan) to rectify it's breach using the
template in Joint Schedule 10 (Rectification Plan) which shall
include:

a) full details of the Default that has occurred, including a root cause
analysis;

b) the actual or anticipated effect of the Default; and
c) the steps which the Supplier proposes to take to rectify the Default
(if applicable) and to prevent such Default from recurring, including

timescales for such steps and for the rectification of the Default
(where applicable);

"Rectification Plan
Process”

the process set out in Clause 10.3.1 to 10.3.4 (Rectification Plan
Process);

"Regulations”

the Public Contracts Regulations 2015 and/or the Public Contracts
(Scotland) Regulations 2015 (as the context requires);

"Reimbursable
Expenses"

the reasonable out of pocket travel and subsistence (for example,
hotel and food) expenses, properly and necessarily incurred in the
performance of the Services, calculated at the rates and in
accordance with the Buyer's expenses policy current from time to
time, but not including:

a) travel expenses incurred as a result of Supplier Staff travelling to
and from their usual place of work, or to and from the premises at
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which the Services are principally to be performed, unless the
Buyer otherwise agrees in advance in writing; and

b) subsistence expenses incurred by Supplier Staff whilst performing
the Services at their usual place of work, or to and from the
premises at which the Services are principally to be performed,;

"Relevant Authority”

the Authority which is party to the Contract to which a right or
obligation is owed, as the context requires;

"Relevant Authority's
Confidential
Information”

a) all Personal Data and any information, however it is conveyed,
that relates to the business, affairs, developments, property rights,
trade secrets, Know-How and IPR of the Relevant Authority
(including all Relevant Authority Existing IPR and New IPR);

b) any other information clearly designated as being confidential
(whether or not it is marked "confidential™) or which ought
reasonably be considered confidential which comes (or has come)
to the Relevant Authority’s attention or into the Relevant
Authority’s possession in connection with a Contract; and

information derived from any of the above;

“Relevant Person(s)”

anyone who might need access to that information as part of
managing or calling off one of our agreements.

"Relevant
Requirements”

all applicable Law relating to bribery, corruption and fraud, including
the Bribery Act 2010 and any guidance issued by the Secretary of
State pursuant to section 9 of the Bribery Act 2010;

"Relevant Tax
Authority"

HMRC, or, if applicable, the tax authority in the jurisdiction in which
the Supplier is established;

"Reminder Notice"

a notice sent in accordance with Clause 10.5 given by the Supplier to
the Buyer providing notification that payment has not been received
on time;

"Replacement
Deliverables"

any deliverables which are substantially similar to any of the
Deliverables and which the Buyer receives in substitution for any of
the Deliverables following the Call-Off Expiry Date, whether those
goods are provided by the Buyer internally and/or by any third party;

"Replacement
Subcontractor"

a Subcontractor of the Replacement Supplier to whom Transferring
Supplier Employees will transfer on a Service Transfer Date (or any
Subcontractor of any such Subcontractor);

"Replacement Supplier”

any third party provider of Replacement Deliverables appointed by or
at the direction of the Buyer from time to time or where the Buyer is
providing Replacement Deliverables for its own account, shall also
include the Buyer;
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"Request For
Information™

a request for information or an apparent request relating to a
Contract for the provision of the Deliverables or an apparent request
for such information under the FOIA or the EIRS;

"Required Insurances"

the insurances required by Joint Schedule 3 (Insurance
Requirements) or any additional insurances specified in the Order
Form;

"Satisfaction
Certificate"

the certificate (materially in the form of the document contained in of
Part B of Call-Off Schedule 13 (Implementation Plan and Testing) or
as agreed by the Parties where Call-Off Schedule 13 is not used in
this Contract) granted by the Buyer when the Supplier has met all of
the requirements of an Order, Achieved a Milestone or a Test;

"Security Management
Plan"

the Supplier's security management plan prepared pursuant to Call-
Off Schedule 9 (Security) (if applicable);

"Security Policy”

the Buyer's security policy, referred to in the Order Form, in force as
at the Call-Off Start Date (a copy of which has been supplied to the
Supplier), as updated from time to time and notified to the Supplier;

"Self Audit Certificate"

means the certificate in the form as set out in Framework Schedule 8
(Self Audit Certificate);

"Serious Fraud Office"

the UK Government body named as such as may be renamed or
replaced by an equivalent body from time to time;

“Service Levels”

any service levels applicable to the provision of the Deliverables
under the Call Off Contract (which, where Call Off Schedule 14
(Service Levels) is used in this Contract, are specified in the Annex
to Part A of such Schedule);

"Service Period"

has the meaning given to it in the Order Form;

"Services"

services made available by the Supplier as specified in Framework
Schedule 1 (Specification) and in relation to a Call-Off Contract as
specified in the Order Form;

"Service Transfer"

any transfer of the Deliverables (or any part of the Deliverables), for
whatever reason, from the Supplier or any Subcontractor to a
Replacement Supplier or a Replacement Subcontractor;

"Service Transfer Date

the date of a Service Transfer;

"Sites"

any premises (including the Buyer Premises, the Supplier's premises
or third party premises) from, to or at which:

a) the Deliverables are (or are to be) provided; or

b) the Supplier manages, organises or otherwise directs the
provision or the use of the Deliverables;
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"SME"

an enterprise falling within the category of micro, small and medium
sized enterprises defined by the Commission Recommendation of 6
May 2003 concerning the definition of micro, small and medium
enterprises;

"Special Terms"

any additional Clauses set out in the Framework Award Form or
Order Form which shall form part of the respective Contract;

"Specific Change in
Law"

a Change in Law that relates specifically to the business of the Buyer
and which would not affect a Comparable Supply where the effect of
that Specific Change in Law on the Deliverables is not reasonably
foreseeable at the Start Date;

"Specification"

the specification set out in Framework Schedule 1 (Specification), as
may, in relation to a Call-Off Contract, be supplemented by the Order
Form;

"Standards"

any:

a) standards published by BSI British Standards, the National
Standards Body of the United Kingdom, the International
Organisation for Standardisation or other reputable or equivalent
bodies (and their successor bodies) that a skilled and experienced
operator in the same type of industry or business sector as the
Supplier would reasonably and ordinarily be expected to comply
with;

b) standards detailed in the specification in Schedule 1
(Specification);

c) standards detailed by the Buyer in the Order Form or agreed
between the Parties from time to time;

d) relevant Government codes of practice and guidance applicable
from time to time;

"Start Date"

in the case of the Framework Contract, the date specified on the
Framework Award Form, and in the case of a Call-Off Contract, the
date specified in the Order Form;

"Statement of
Requirement”

a statement issued by the Buyer detailing its requirements and work
needed in respect of Deliverables issued in accordance with the Call-
Off Procedure;

"Storage Media"

the part of any device that is capable of storing and retrieving data;
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"Sub-Contract”

any contract or agreement (or proposed contract or agreement),
other than a Call-Off Contract or the Framework Contract, pursuant
to which a third party:

a) provides the Deliverables (or any part of them);

b) provides facilities or services necessary for the provision of the
Deliverables (or any part of them); and/or

c) is responsible for the management, direction or control of the
provision of the Deliverables (or any part of them);

"Subcontractor” any person other than the Supplier, who is a party to a Sub-Contract
and the servants or agents of that person;

"Subprocessor” any third Party appointed to process Personal Data on behalf of that
Processor related to a Contract;

"Supplier" the person, firm or company identified in the Framework Award

Form;

"Supplier Assets"

all assets and rights used by the Supplier to provide the Deliverables
in accordance with the Call-Off Contract but excluding the Buyer
Assets;

"Supplier Authorised
Representative"

the representative appointed by the Supplier named in the
Framework Award Form, or later defined in a Call-Off Contract;

"Supplier's Confidential
Information”

a) any information, however it is conveyed, that relates to the
business, affairs, developments, IPR of the Supplier (including the
Supplier Existing IPR) trade secrets, Know-How, and/or personnel
of the Supplier;

b) any other information clearly designated as being confidential
(whether or not it is marked as "confidential™) or which ought
reasonably to be considered to be confidential and which comes
(or has come) to the Supplier’s attention or into the Supplier’s
possession in connection with a Contract;

c¢) Information derived from any of (a) and (b) above,;

"Supplier's Contract
Manager

the person identified in the Order Form appointed by the Supplier
to oversee the operation of the Call-Off Contract and any
alternative person whom the Supplier intends to appoint to
the role, provided that the Supplier informs the Buyer prior to
the appointment;

"Supplier Equipment”

the Supplier's hardware, computer and telecoms devices,
equipment, plant, materials and such other items supplied and used
by the Supplier (but not hired, leased or loaned from the Buyer) in
the performance of its obligations under this Call-Off Contract;
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"Supplier Marketing
Contact"

shall be the person identified in the Framework Award Form;

"Supplier Non-
Performance"

where the Supplier has failed to:

a) Achieve a Milestone by its Milestone Date;

b) provide the Goods and/or Services in accordance with the Service
Levels ; and/or

c) comply with an obligation under a Contract;

"Supplier Profit"

in relation to a period, the difference between the total Charges (in
nominal cash flow terms but excluding any Deductions and total
Costs (in nominal cash flow terms) in respect of a Call-Off Contract
for the relevant period,;

"Supplier Profit Margin"

in relation to a period or a Milestone (as the context requires), the
Supplier Profit for the relevant period or in relation to the relevant
Milestone divided by the total Charges over the same period or in
relation to the relevant Milestone and expressed as a percentage;

"Supplier Staff"

all directors, officers, employees, agents, consultants and
contractors of the Supplier and/or of any Subcontractor engaged in
the performance of the Supplier’s obligations under a Contract;

"Supporting
Documentation"

sufficient information in writing to enable the Buyer to reasonably
assess whether the Charges, Reimbursable Expenses and other
sums due from the Buyer under the Call-Off Contract detailed in the
information are properly payable;

“Tax”

a) all forms of taxation whether direct or indirect;

b) national insurance contributions in the United Kingdom and
similar contributions or obligations in any other jurisdiction;

c) all statutory, governmental, state, federal, provincial, local
government or municipal charges, duties, imports, contributions.
levies or liabilities (other than in return for goods or services
supplied or performed or to be performed) and withholdings; and

d) any penalty, fine, surcharge, interest, charges or costs relating
to any of the above,

in each case wherever chargeable and whether of the United
Kingdom and any other jurisdiction;

"Termination Notice"

a written notice of termination given by one Party to the other,
notifying the Party receiving the notice of the intention of the Party
giving the notice to terminate a Contract on a specified date and
setting out the grounds for termination;
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"Test Issue”

any variance or non-conformity of the Deliverables from their
requirements as set out in a Call-Off Contract;

"Test Plan"

a plan:
a) for the Testing of the Deliverables; and

b) setting out other agreed criteria related to the achievement of
Milestones;

"Tests "

any tests required to be carried out pursuant to a Call-Off Contract
as set out in the Test Plan or elsewhere in a Call-Off Contract and
"Tested" and “Testing” shall be construed accordingly;

"Third Party IPR"

Intellectual Property Rights owned by a third party which is or will be
used by the Supplier for the purpose of providing the Deliverables;

"Transferring Supplier

those employees of the Supplier and/or the Supplier's

Employees” Subcontractors to whom the Employment Regulations will apply on
the Service Transfer Date;

"Transparency the Transparency Reports and the content of a Contract, including

Information” any changes to this Contract agreed from time to time, except for —

(1) any information which is exempt from disclosure in
accordance with the provisions of the FOIA, which shall be
determined by the Relevant Authority; and

(i) Commercially Sensitive Information;

"Transparency Reports”

the information relating to the Deliverables and performance of the
Contracts which the Supplier is required to provide to the Buyer in
accordance with the reporting requirements in Call-Off Schedule 1
(Transparency Reports);

"Variation"

any change to a Contract;

"Variation Form"

the form set out in Joint Schedule 2 (Variation Form);

"Variation Procedure"

the procedure set out in Clause 24 (Changing the contract);

"VAT"

value added tax in accordance with the provisions of the Value
Added Tax Act 1994,

“VCSE" a non-governmental organisation that is value-driven and which
principally reinvests its surpluses to further social, environmental or
cultural objectives;

“Worker" any one of the Supplier Staff which the Buyer, in its reasonable

opinion, considers is an individual to which Procurement Policy Note
08/15 (Tax Arrangements of Public Appointees)
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(https://www.gov.uk/government/publications/procurement-policy-
note-0815-tax-arrangements-of-appointees) applies in respect of the
Deliverables;

"Working Day" any day other than a Saturday or Sunday or public holiday in
England and Wales unless specified otherwise by the Parties in the
Order Form;

"Work Day" 7.5 Work Hours, whether or not such hours are worked consecutively
and whether or not they are worked on the same day; and

"Work Hours" the hours spent by the Supplier Staff properly working on the

provision of the Deliverables including time spent travelling (other
than to and from the Supplier's offices, or to and from the Sites) but
excluding lunch breaks.
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24
(Changing the Contract)

Contract Details

This variation is between: [delete as applicable: CCS / Buyer] ("CCS” “the Buyer")
And

[insert name of Supplier] ("the Supplier")

Contract name: [insert name of contract to be changed] (“the Contract”)

Contract reference number: [insert contract reference number]

Details of Proposed Variation

Variation initiated by: [delete as applicable: CCS/Buyer/Supplier]
Variation number: [insert variation number]
Date variation is raised: [insert date]

Proposed variation

Reason for the variation: [insert reason]

An Impact Assessment shall [insert number] days
be provided within:

Impact of Variation

Likely impact of the proposed | [Supplier to insert assessment of impact]
variation:

Outcome of Variation

Contract variation: This Contract detailed above is varied as follows:

e [CCS/Buyer to insert original Clauses or Paragraphs to
be varied and the changed clause]

Financial variation: Original Contract Value: £ [insert amount]

Additional cost due to variation: | £ [insert amount]

New Contract value: £ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be
effective from the date it is signed by [delete as applicable: CCS / Buyer]

2.  Words and expressions in this Variation shall have the meanings given to them in the Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered except as
amended by this Variation.
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Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]

Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier

Signature

Date

Name (in Capitals)

Address
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1 The Supplier shall take out and maintain, or procure the taking out and

1.2

1.3

maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under a Call-Off Contract (specified in the
applicable Order Form) ("Additional Insurances") and any other
insurances as may be required by applicable Law (together the
‘“Insurances”). The Supplier shall ensure that each of the Insurances is
effective no later than:

1.1.1 the Framework Start Date in respect of those Insurances set out in
the Annex to this Schedule and those required by applicable Law;
and

1.1.2 the Call-Off Contract Effective Date in respect of the Additional
Insurances.

The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1

Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good
Industry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2  promptly notify the insurers in writing of any relevant material fact
under any Insurances of which the Supplier is or becomes aware;
and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
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evidence of placing cover representing any of the Insurances to
which it is a party.

3. What happens if you aren’t insured

3.1

3.2

The Supplier shall not take any action or fail to take any action or (insofar as
IS reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the
Insurances.

Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant
Insurances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1

The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1

The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate” are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant
Authority and provide details of its proposed solution for maintaining the
minimum limit of indemnity.

6. Cancelled Insurance

6.1

6.2

The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

The Supplier shall ensure that nothing is done which would entitle the
relevant insurer to cancel, rescind or suspend any insurance or cover, or to
treat any insurance, cover or claim as voided in whole or part. The Supplier
shall use all reasonable endeavours to notify the Relevant Authority (subject
to third party confidentiality obligations) as soon as practicable when it
becomes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims

7.1

The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
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7.2

7.3

7.4

receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.

Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured
pursuant to Paragraph 5.1 relating to or arising out of the provision of the
Deliverables or this Contract on any of the Insurances or which, but for the
application of the applicable policy excess, would be made on any of the
Insurances and (if required by the Relevant Authority) full details of the
incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such
excess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.

OFFICIAL



Joint Schedule 3 (Insurance Requirements))
Crown Copyright 2018

ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following insurance cover from the Framework Start
Date in accordance with this Schedule:

1.1 professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than five million pounds
(£5,000,000);

1.2 public liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than five million pounds
(£5,000,000); and

1.3 employers’ liability insurance [with cover for a single event or a series of
related events and in the aggregate) of not less than five million pounds
(£5,000,000).
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Joint Schedule 4 (Commercially Sensitive
Information)

1. What is the Commercially Sensitive Information?

1.11In this Schedule the Parties have sought to identify the Supplier's Confidential
Information that is genuinely commercially sensitive and the disclosure of which
would be the subject of an exemption under the FOIA and the EIRs.

1.2Where possible, the Parties have sought to identify when any relevant
Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form (which shall be
deemed incorporated into the table below).

1.3Without prejudice to the Relevant Authority's obligation to disclose Information
in accordance with FOIA or Clause 16 (When you can share information), the
Relevant Authority will, in its sole discretion, acting reasonably, seek to apply
the relevant exemption set out in the FOIA to the following Information:

Commercially Sensitive Information

2.1 Details of the Supplier's methodologies, policies and processes. The
methodologies, policies and processes remain confidential and commercially
sensitive to the Supplier and if such information was disclosed it could be
commercially damaging to the Supplier.

2.2 All information relating to limits of liability, daily fee rates, pricing and charging
mechanisms contained in the Call-Off Contract. Disclosure of which may provide
affect the Supplier's competitive position. As a result, the Supplier considers this
information to be a ‘trade secret’.

2.3 The terms of the Supplier's insurance are strictly confidential and if such
information was disclosed it could be commercially damaging to the Supplier.

2.4 All details relating to personnel including but not limited to the numbers of
resources with specific skills, numbers of security cleared staff, staff terms and
conditions of employment and staff selection methods are used for the purpose
of managing the Supplier’s resources to secure trade and generate profit and
provides the Supplier with a competitive advantage. If such information was
disclosed, it could be commercially damaging to the Supplier.

Any information relating to other customers of the Supplier that has been
obtained as a result of the Services or as a result of procuring the Services
(including precontract references).
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Joint Schedule 7 (Financial Difficulties)

1. Definitions

1.11In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Credit Rating 1 the minimum credit rating level for the
Threshold" Monitored Company as set out in the third
Column of the table at Annex 2 and

"Financial Distress 2 the occurrence or one or more of the
Event" following events:

a) the credit rating of the Monitored
Company dropping below the
applicable Credit Rating Threshold;

b) the Monitored Company issuing a
profits warning to a stock exchange or
making any other public
announcement about a material
deterioration in its financial position or
prospects;

c) there being a public investigation into
improper financial accounting and
reporting, suspected fraud or any other
impropriety of the Monitored Party;

d) Monitored Company committing a
material breach of covenant to its
lenders;

e) a Key Subcontractor (where
applicable) notifying CCS that the
Supplier has not satisfied any sums
properly due under a specified invoice
and not subject to a genuine dispute;
or

f)  any of the following:

i) commencement of any litigation
against the Monitored Company
with respect to financial
indebtedness or obligations under
a contract;

i) non-payment by the Monitored
Company of any financial
indebtedness;
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i) any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or

iv) the cancellation or suspension of
any financial indebtedness in
respect of the Monitored Company

3in each case which CCS reasonably
believes (or would be likely reasonably to
believe) could directly impact on the
continued performance of any Contract and
delivery of the Deliverables in accordance
with any Call-Off Contract;

"Financial Distress 4 a plan setting out how the Supplier will

Service Continuity ensure the continued performance and

Plan" delivery of the Deliverables in accordance
with [each Call-Off] Contract in the event
that a Financial Distress Event occurs;

“Monitored 5 Supplier
Company”
"Rating Agency” 6 the rating agency listed stated in Annex 1.

2. When this Schedule applies

a)

b)

The Parties shall comply with the provisions of this Schedule in relation to the
assessment of the financial standing of the Monitored Companies and the
consequences of a change to that financial standing.

The terms of this Schedule shall survive:

i) under the Framework Contract until the later of (a) the termination or
expiry of the Framework Contract or (b) the latest date of termination or
expiry of any call-off contract entered into under the Framework Contract
(which might be after the date of termination or expiry of the Framework
Contract); and

i) under the Call-Off Contract until the termination or expiry of the Call-Off
Contract.

3. What happens when your credit rating changes

a)

b)

The Supplier warrants and represents to CCS that as at the Start Date the
credit rating issued for the Monitored Companies by Rating Agency is as set
out in Annex 2.

The Supplier shall promptly (and in any event within ten (10) Working Days)
notify CCS in writing if there is any downgrade in the credit rating issued by
the Rating Agency for a Monitored Company which means that the credit
rating for the Monitored company falls below the Credit Rating Threshold.

OFFICIAL



Joint Schedule 7 (Financial Difficulties)
Crown Copyright 2018

c)

d)

If there is any downgrade credit rating issued by the Rating Agency for a
Monitored Company the Supplier shall at CCS’ Request ensure that the
Monitored Company’s auditors thereafter provide CCS within 10 Working
Days of the end of each Contract Year and within 10 Working Days of written
request by CCS (such requests not to exceed 4 in any Contract Year) with
written calculations of the quick ratio for the Monitored Company as at the
end of each Contract Year or such other date as may be requested by CCS.
For these purposes the "quick ratio" on any date means:

A+EB+C

D

where:

A is the value at the relevant date of all cash in hand
and at the bank of the Monitored Company];

B is the value of all marketable securities held by the
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

C is the value at the relevant date of all account
receivables of the Monitored]; and

D is the value at the relevant date of the current
liabilities of the Monitored Company].

The Supplier shall:

i) regularly monitor the credit ratings of each Monitored Company with the
Rating Agency; and

i) promptly notify (or shall procure that its auditors promptly notify) CCS in
writing following the occurrence of a Financial Distress Event or any fact,
circumstance or matter which could cause a Financial Distress Event and
in any event, ensure that such notification is made within 10 Working Days
of the date on which the Supplier first becomes aware of the Financial
Distress Event or the fact, circumstance or matter which could cause a
Financial Distress Event.

For the purposes of determining whether a Financial Distress Event has
occurred the credit rating of the Monitored Company shall be deemed to have
dropped below the applicable Credit Rating Threshold if the Rating Agency
has rated the Monitored Company at or below the applicable Credit Rating
Threshold.

4. What happens if there is a financial distress event

a)

In the event of a Financial Distress Event then, immediately upon notification
of the Financial Distress Event (or if CCS becomes aware of the Financial
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b)

d)

Distress Event without notification and brings the event to the attention of the
Supplier), the Supplier shall have the obligations and CCS shall have the
rights and remedies as set out in Paragraphs 4.3 to 4.6.

[In the event that a Financial Distress Event arises due to a Key
Subcontractor notifying CCS that the Supplier has not satisfied any sums
properly due under a specified invoice and not subject to a genuine dispute
then, CCS shall not exercise any of its rights or remedies under

Paragraph 4.3 without first giving the Supplier ten (10) Working Days to:

i) rectify such late or non-payment; or

i) demonstrate to CCS's reasonable satisfaction that there is a valid reason
for late or non-payment.]

The Supplier shall and shall procure that the other Monitored Companies
shall:

i) atthe request of CCS meet CCS as soon as reasonably practicable (and
in any event within three (3) Working Days of the initial notification (or
awareness) of the Financial Distress Event) to review the effect of the
Financial Distress Event on the continued performance of each Contract
and delivery of the Deliverables in accordance each Call-Off Contract; and

i) where CCS reasonably believes (taking into account the discussions and
any representations made under Paragraph 4.3.1) that the Financial
Distress Event could impact on the continued performance of each
Contract and delivery of the Deliverables in accordance with each Call-Off
Contract:

(1) submit to CCS for its Approval, a draft Financial Distress Service
Continuity Plan as soon as reasonably practicable (and in any event,
within ten (10) Working Days of the initial notification (or awareness) of
the Financial Distress Event); and

(2) provide such financial information relating to the Monitored Company
as CCS may reasonably require.

If CCS does not (acting reasonably) approve the draft Financial Distress
Service Continuity Plan, it shall inform the Supplier of its reasons and the
Supplier shall take those reasons into account in the preparation of a further
draft Financial Distress Service Continuity Plan, which shall be resubmitted to
CCS within five (5) Working Days of the rejection of the first or subsequent (as
the case may be) drafts. This process shall be repeated until the Financial
Distress Service Continuity Plan is Approved by CCS or referred to the
Dispute Resolution Procedure.

If CCS considers that the draft Financial Distress Service Continuity Plan is
insufficiently detailed to be properly evaluated, will take too long to complete
or will not remedy the relevant Financial Distress Event, then it may either
agree a further time period for the development and agreement of the
Financial Distress Service Continuity Plan or escalate any issues with the
draft Financial Distress Service Continuity Plan using the Dispute Resolution
Procedure.
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f) Following Approval of the Financial Distress Service Continuity Plan by CCS,
the Supplier shall:

)

ii)

on a regular basis (which shall not be less than Monthly), review the
Financial Distress Service Continuity Plan and assess whether it remains
adequate and up to date to ensure the continued performance each
Contract and delivery of the Deliverables in accordance with each Call-Off
Contract;

where the Financial Distress Service Continuity Plan is not adequate or up
to date in accordance with Paragraph 4.6.1, submit an updated Financial
Distress Service Continuity Plan to CCS for its Approval, and the
provisions of Paragraphs 4.5 and 4.6 shall apply to the review and
Approval process for the updated Financial Distress Service Continuity
Plan; and

comply with the Financial Distress Service Continuity Plan (including any
updated Financial Distress Service Continuity Plan).

g) Where the Supplier reasonably believes that the relevant Financial Distress
Event (or the circumstance or matter which has caused or otherwise led to it)
no longer exists, it shall notify CCS and subject to the agreement of the
Parties, the Supplier may be relieved of its obligations under Paragraph 4.6.

h)

CCS shall be able to share any information it receives from the Supplier in
accordance with this Paragraph with any Buyer who has entered into a Call-
Off Contract with the Supplier.

5. When CCS or the Buyer can terminate for financial distress

a) CCS shall be entitled to terminate this Contract and Buyers shall be entitled to
terminate their Call-Off Contracts for material Default if:

)

i)

ii)

the Supplier fails to notify CCS of a Financial Distress Event in accordance
with Paragraph 3.4;

CCS and the Supplier fail to agree a Financial Distress Service Continuity
Plan (or any updated Financial Distress Service Continuity Plan) in
accordance with Paragraphs 4.3 to 4.5; and/or

the Supplier fails to comply with the terms of the Financial Distress Service
Continuity Plan (or any updated Financial Distress Service Continuity
Plan) in accordance with Paragraph 4.6.3.

b) If the Contract is terminated in accordance with Paragraph 5.1, Clauses
10.6.1 and 10.6.2 of the Core Terms shall apply as if the Contract had been

terminated under Clause 10.4.1.

6. What happens If your credit rating is still good

a) Without prejudice to the Supplier’s obligations and CCS’ and the Buyer’s
rights and remedies under Paragraph 5, if, following the occurrence of a
Financial Distress Event, the Rating Agency reviews and reports

subsequently that the credit rating does not drop below the relevant Credit

Rating Threshold, then:
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i) the Supplier shall be relieved automatically of its obligations under
Paragraphs 4.3 to 4.6; and

i) CCS shall not be entitled to require the Supplier to provide financial
information in accordance with Paragraph 4.3.2(b).
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ANNEX 1: RATING AGENCY

Dun & Bradstreet
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ANNEX 2: CREDIT RATINGS & CREDIT RATING

THRESHOLDS

Part 1: Current Rating

Entity Credit rating (long Credit Rating
termD&B Failure Threshold
Rating)

Supplier [D&B ThresholdFailure [D&B Failure Rating —

Rating]

10%)]
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Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default: [Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the | [add date (minimum 10 days from request)]
[Revised] Rectification

Plan:

Signed by [CCS/Buyer] : Date:
Supplier [Revised] Rectification Plan

Cause of the Default [add cause]

Anticipated impact [add impact]

assessment:

Actual effect of Default: [add effect]

Steps to be taken to Steps Timescale
rectification:

1. [date]

2. [date]

3. [date]

4. [date]

[...] [date]

Timescale for complete [X] Working Days
Rectification of Default

Steps taken to prevent Steps Timescale
recurrence of Default

1. [date]

2. [date]

3. [date]

4, [date]
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[...] [date]

Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]

Outcome of review [Plan Accepted] [Plan Rejected] [Revised Plan
Requested]

Reasons for Rejection (if | [add reasons]

applicable)

Signed by [CCS/Buyer] Date:
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Joint Schedule 11 (Processing Data)

Definitions

1.

In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

“Processor all directors, officers, employees, agents, consultants and
Personnel” suppliers of the Processor and/or of any Subprocessor

engaged in the performance of its obligations under a
Contract;

Status of the Controller

2.

(@)
(b)
(c)
(d)

The Parties acknowledge that for the purposes of the Data Protection
Legislation, the nature of the activity carried out by each of them in relation to
their respective obligations under a Contract dictates the status of each party
under the DPA 2018. A Party may act as:

“Controller” in respect of the other Party who is “Processor’;
“Processor” in respect of the other Party who is “Controller”;
“Joint Controller” with the other Party;

“Independent Controller” of the Personal Data where the other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply in
each situation.

Where one Party is Controller and the other Party its Processor

3.

(@)

Where a Party is a Processor, the only Processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

The Processor shall notify the Controller immediately if it considers that any of
the Controller’s instructions infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing
any Processing. Such assistance may, at the discretion of the Controller,
include:

a systematic description of the envisaged Processing and the purpose of the
Processing;
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(b)

(€)
(d)

6.

(@)

(b)

(c)

an assessment of the necessity and proportionality of the Processing in
relation to the Deliverables;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection
with its obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If it
Is so required the Processor shall notify the Controller before Processing the
Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
Controller may reasonably reject (but failure to reject shall not amount to
approval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

0) nature of the data to be protected,;
(i) harm that might result from a Personal Data Breach,;
(i)  state of technological development; and
(iv)  cost of implementing any measures;
ensure that :

0) the Processor Personnel do not Process Personal Data except in
accordance with the Contract (and in particular Annex 1
(Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity
of any Processor Personnel who have access to the Personal
Data and ensure that they:

(A) are aware of and comply with the Processor’s duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidential) and 16 (When you can
share information) of the Core Terms;

(B) are subject to appropriate confidentiality undertakings with
the Processor or any Subprocessor;

(C) areinformed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract;
and

(D) have undergone adequate training in the use, care,
protection and handling of Personal Data;
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(d)

(€)

(@)

(b)
(c)

(d)

(€)

(f)

not transfer Personal Data outside of the EU unless the prior written consent
of the Controller has been obtained and the following conditions are fulfilled:

0] the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance with
UK GDPR Article 46 or LED Article 37) as determined by the
Controller;

(i) the Data Subject has enforceable rights and effective legal
remedies;

(i)  the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of protection
to any Personal Data that is transferred (or, if it is not so bound,
uses its best endeavours to assist the Controller in meeting its
obligations); and

(iv)  the Processor complies with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the
Controller immediately if in relation to it Processing Personal Data under or in
connection with the Contract it:

receives a Data Subject Access Request (or purported Data Subject Access
Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the
Contract;

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
or

becomes aware of a Personal Data Breach.

The Processor’s obligation to notify under paragraph 7 of this Joint Schedule
11 shall include the provision of further information to the Controller, as details
become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with assistance in relation to either Party's obligations under Data
Protection Legislation and any complaint, communication or request made
under paragraph 7 of this Joint Schedule 11 (and insofar as possible within the
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(@)

(b)

(c)

(d)

(e)

10.

(@)
(b)

(c)

11.

12.

13.

(@)
(b)
(c)

(d)

14.

timescales reasonably required by the Controller) including by immediately
providing:
the Controller with full details and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to
comply with a Data Subject Access Request within the relevant timescales set
out in the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a
Data Subject;

assistance as requested by the Controller following any Personal Data Breach;
and/or

assistance as requested by the Controller with respect to any request from the
Information Commissioner’s Office, or any consultation by the Controller with
the Information Commissioner's Office.

The Processor shall maintain complete and accurate records and information
to demonstrate its compliance with this Joint Schedule 11. This requirement
does not apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data
as referred to in Article 9(1) of the UK GDPR or Personal Data relating to
criminal convictions and offences referred to in Article 10 of the UK GDPR; or

the Controller determines that the Processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the
Controller or the Controller’s designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which give effect to the
terms set out in this Joint Schedule 11 such that they apply to the
Subprocessor; and

provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

OFFICIAL



Joint Schedule 11 (Processing Data)
Crown Copyright 2018

15.

16.

The Relevant Authority may, at any time on not less than thirty (30) Working
Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Relevant Authority may on not less than thirty (30)
Working Days’ notice to the Supplier amend the Contract to ensure that it
complies with any guidance issued by the Information Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data

17.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall implement paragraphs that are necessary
to comply with UK GDPR Article 26 based on the terms set out in Annex 2 to
this Joint Schedule 11.

Independent Controllers of Personal Data

18.

19.

20.

21.

22.

(@)

(b)

(€)

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controller but which is not under the Joint Control of the
Parties, each Party undertakes to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 18 of this Joint Schedule 11 above, the recipient of the Personal
Data will provide all such relevant documents and information relating to its data
protection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 UK GDPR in respect of the Processing of Personal Data for the purposes of
the Contract.

The Parties shall only provide Personal Data to each other:

to the extent necessary to perform their respective obligations under the
Contract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the UK GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).
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23.

24,

25.

(@)

(b)

26.

(@)

(b)

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controller, implement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the
UK GDPR, and the measures shall, at a minimum, comply with the
requirements of the Data Protection Legislation, including Article 32 of the UK
GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30 UK
GDPR and shall make the record available to the other Party upon reasonable
request.

Where a Party receives a request by any Data Subject to exercise any of their
rights under the Data Protection Legislation in relation to the Personal Data
provided to it by the other Party pursuant to the Contract (“Request
Recipient”):

the other Party shall provide any information and/or assistance as reasonably
requested by the Request Recipient to help it respond to the request or
correspondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or
relates to that other Party's Processing of the Personal Data, the Request
Recipient will:

0) promptly, and in any event within five (5) Working Days of receipt
of the request or correspondence, inform the other Party that it
has received the same and shall forward such request or
correspondence to the other Party; and

(i) provide any information and/or assistance as reasonably
requested by the other Party to help it respond to the request or
correspondence in the timeframes specified by Data Protection
Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party
pursuant to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach;

implement any measures necessary to restore the security of any
compromised Personal Data;
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(€)

(d)

27.

28.

29.

work with the other Party to make any required notifications to the Information
Commissioner’s Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively
to exercise rights and obligations under the Contract as specified in Annex 1
(Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party’s respective obligations under the Contract which is
specified in Annex 1 (Processing Personal Data).

Notwithstanding the general application of paragraphs 2 to 16 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs 18 to
28 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

A) Template

This Annex shall be completed by the Controller, who may take account of the view
of the Processors, however the final decision as to the content of this Annex shall be
with the Relevant Authority at its absolute discretion.

1.1  The contact details of the Relevant Authority’s Data Protection Officer are:

The contact details of the Suiilier’s Data Protection Officer are:

1.2  The Processor shall comply with any further written instructions with respect to
Processing by the Controller.
1.3  Any such further instructions shall be incorporated into this Annex.

Description

Details

Identity of
Controller for each
Category of
Personal Data

The Relevant Authority is Controller and the Supplier is
Processor

The Parties acknowledge that in accordance with paragraph 3 to
paragraph 16 and for the purposes of the Data Protection
Legislation, the Relevant Authority is the Controller and the Supplier
is the Processor of the following Personal Data:

Items including, but not limited to:

Name

Address

Phone Number
Bank Account Code
NiNO

Date of Birth

Age

Previous addresses
Telephone numbers
Spouse/children’s names
Income history

TAX history
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The Supplier is Controller and the Relevant Authority is
Processor

The Parties acknowledge that for the purposes of the Data
Protection Legislation, the Supplier is the Controller and the
Relevant Authority is the Processor in accordance with paragraph 3
to paragraph 16 of the following Personal Data:

e None Envisaged

The Parties are Joint Controllers

The Parties acknowledge that they are Joint Controllers for the
purposes of the Data Protection Legislation in respect of:

e None Envisaged

The Parties are Independent Controllers of Personal Data

The Parties acknowledge that they are Independent Controllers for
the purposes of the Data Protection Legislation in respect of:

e Business contact details of Supplier Personnel for which the
Supplier is the Controller,

e Business contact details of any directors, officers, employees,
agents, consultants and contractors of Relevant Authority
(excluding the Supplier Personnel) engaged in the
performance of the Relevant Authority’s duties under the
Contract) for which the Relevant Authority is the Controller,

e the scope of other Personal Data provided by one Party who
is Controller to the other Party who will separately determine
the nature and purposes of its Processing the Personal Data
on receipt e.g. where (1) the Supplier has professional or
regulatory obligations in respect of Personal Data received,
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(2) a standardised service is such that the Relevant Authority
cannot dictate the way in which Personal Data is processed
by the Supplier, or (3) where the Supplier comes to the
transaction with Personal Data for which it is already
Controller for use by the Relevant Authority]

Duration of the

Duration of the Contract Life.

Processing

Nature and HMRC are responsible for Integration components of HMRC
purposes of the services. HMRC do not generally store data within this space but do
Processing transmit and sometimes transform data between HMRC services.

Although HMRC don’t hold the data for longer than necessary,
HMRC do often need to translate the incoming or outgoing
information between formats (e.g. JSON to XML and back ) and
where necessary amalgamate sources of information.

Nature of processing: CREST receives data from HMRC source
systems either directly or via Extract, Transform, Load (ETL)
processing where data needs to be translated (i.e. between
formats). The supplier will access the data and improve data quality
within the acquisition process and ETL processing. All data is, and
MUST always be, stored and processed securely in line with HMRC
Security and UK GDPR principles.

Purpose: CREST provides data to HMRC analysts for the purposes
of, but not limited to: minimising TAX avoidance and ensuring the
correct TAX’s are collected by closing the TAX gap. The supplier
will analyse the data, update processes/code to ensure accuracy of
data and reduce time wasted on inaccurate data.

Type of Personal
Data

Items including, but not limited to:

Name

Address

Phone Number
Bank Account Code
NiNO

Date of Birth

Age

Previous addresses
Telephone numbers
Spouse/children’s names
Income history

TAX history
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Categories of Data
Subject

Members of the public, Agents, Traders, Importers and Exporters

Plan for return and
destruction of the
data once the
Processing is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

To be returned and destroyed following Contract Expiry Date
unless otherwise agreed in writing between HMRC and the
Supplier.

B) Framework Contract Personal Data Processing

Description

Details

Identity of
Controller for each
Category of
Personal Data

The Relevant Authority is the Controller and the Supplier is
Processor

The Parties acknowledge that in accordance with paragraph 3 to
paragraph 16 and for the purposes of the Data Protection
Legislation, the Relevant Authority is the Controller and the Supplier
is the Processor of the following Personal Data.

Duration of the
Processing

Supplier processing will only occur during the life of the contract.
Once the contract ceases there will be no further access to the data
by the supplier
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Nature and
purposes of the
Processing

To facilitate the fulfilment of the Supplier’s obligations arising under
this Framework Contract including:

l. Ensuring effective communication between the Supplier and
the Relevant Authority

[I.  Maintaining full and accurate records of every Call-Off
Contract arising under the Framework Contract in
accordance with Core Terms Clause 15 (Record Keeping
and Reporting)

Type of Personal
Data

Includes:

I.  Contact details of, and communications with, Relevant
Authority staff concerned with management of the
Framework Contract

II.  Contact details of, and communications with, Buyer staff
concerned with award and management of Order Call-Off
Contracts awarded under the Framework Contract,

lll.  Contact details, and communications with, Sub-contractor
staff concerned with fulfilment of the Supplier’s obligations
arising from this Framework Contract

Contact details, and communications with Supplier staff concerned

with management of the Framework Contract

Categories of Data
Subject

Includes:

I.  Relevant Authority staff concerned with management of the
Framework Contract
II.  Buyer staff concerned with award and management of Call-
Off Contracts awarded under Framework Contract
lll.  Sub-contractor staff concerned with fulfilment of the
Supplier’'s obligations arising from this Framework Contract

Supplier staff concerned with fulfilment of the Supplier’s obligations

arising under this Framework Contract
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Plan for return and
destruction of the
data once the
Processing is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

The data is accessed via STRIDE devices and cannot be removed
from STRIDE. Once contract ends, access will be removed and the
STRIDE devices will be returned.

Annex 2 - Joint Controller Agreement

1. Joint Controller Status and Allocation of Responsibilities

11

With respect to Personal Data under Joint Control of the Parties, the Parties

envisage that they shall each be a Data Controller in respect of that Personal Data in
accordance with the terms of this Annex 2 (Joint Controller Agreement) in
replacement of paragraphs 3-16 of Joint Schedule 11 (Where one Party is Controller
and the other Party is Processor) and paragraphs 18-28 of Joint Schedule 11
(Independent Controllers of Personal Data). Accordingly, the Parties each undertake
to comply with the applicable Data Protection Legislation in respect of their
Processing of such Personal Data as Data Controllers.

1.2 The Parties agree that the Relevant Authority:

(@)

(b)

(€)

(d)

(e)

is the exclusive point of contact for Data Subjects and is responsible for all
steps necessary to comply with the UK GDPR regarding the exercise by Data
Subjects of their rights under the UK GDPR;

shall direct Data Subjects to its Data Protection Officer or suitable alternative
in connection with the exercise of their rights as Data Subjects and for any
enquiries concerning their Personal Data or privacy;

is solely responsible for the Parties’ compliance with all duties to provide
information to Data Subjects under Articles 13 and 14 of the UK GDPR;

is responsible for obtaining the informed consent of Data Subjects, in
accordance with the UK GDPR, for Processing in connection with the
Deliverables where consent is the relevant legal basis for that Processing; and

shall make available to Data Subjects the essence of this Annex (and notify
them of any changes to it) concerning the allocation of responsibilities as Joint
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Controller and its role as exclusive point of contact, the Parties having used
their best endeavours to agree the terms of that essence. This must be outlined
in the [Supplier's/Relevant Authority’s] privacy policy (which must be readily
available by hyperlink or otherwise on all of its public facing services and
marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data
Subject has the right to exercise their legal rights under the Data Protection
Legislation as against the relevant Party as Controller.

2.

2.1

(@)

(b)

(c)

(d)

Undertakings of both Parties

The Supplier and the Relevant Authority each undertake that they shall:

report to the other Party every 6 months on:

0) the volume of Data Subject Access Request (or purported Data
Subject Access Requests) from Data Subjects (or third parties on
their behalf);

(i) the volume of requests from Data Subjects (or third parties on
their behalf) to rectify, block or erase any Personal Data;

(i)  any other requests, complaints or communications from Data
Subjects (or third parties on their behalf) relating to the other
Party’s obligations under applicable Data Protection Legislation;

(iv)  any communications from the Information Commissioner or any
other regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data
where compliance with such request is required or purported to
be required by Law,

that it has received in relation to the subject matter of the Contract during that

period;

notify each other immediately if it receives any request, complaint or
communication made as referred to in Clauses 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any
request, complaint or communication made as referred to in Clauses 2.1(a)(iii)
to (v) to enable the other Party to comply with the relevant timescales set out
in the Data Protection Legislation;

not disclose or transfer the Personal Data to any third party unless necessary
for the provision of the Deliverables and, for any disclosure or transfer of
Personal Data to any third party, (save where such disclosure or transfer is
specifically authorised under the Contract or is required by Law) ensure
consent has been obtained from the Data Subject prior to disclosing or
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(e)

(f)

9

(h)

(i)

()

transferring the Personal Data to the third party. For the avoidance of doubt,
the third party to which Personal Data is transferred must be subject to
equivalent obligations which are no less onerous than those set out in this
Annex;

request from the Data Subject only the minimum information necessary to
provide the Deliverables and treat such extracted information as Confidential
Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or
accidental loss, destruction or damage to the Personal Data and unauthorised
or unlawful disclosure of or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its
Personnel who have access to the Personal Data and ensure that its
Personnel:

0) are aware of and comply with their duties under this Annex 2 (Joint
Controller Agreement) and those in respect of Confidential
Information;

(i) are informed of the confidential nature of the Personal Data, are
subject to appropriate obligations of confidentiality and do not
publish, disclose or divulge any of the Personal Data to any third
party where the that Party would not be permitted to do so; and

(i)  have undergone adequate training in the use, care, protection and
handling of personal data as required by the applicable Data
Protection Legislation;

ensure that it has in place Protective Measures as appropriate to protect
against a Personal Data Breach having taken account of the:

0) nature of the data to be protected,;

(i) harm that might result from a Personal Data Breach;

(i)  state of technological development; and

(iv)  cost of implementing any measures;
ensure that it has the capability (whether technological or otherwise), to the
extent required by Data Protection Legislation, to provide or correct or delete
at the request of a Data Subject all the Personal Data relating to that Data

Subject that it holds; and

ensure that it notifies the other Party as soon as it becomes aware of a
Personal Data Breach.
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2.2

(@)

(b)

3.2

(@)

Each Joint Controller shall use its reasonable endeavours to assist the other
Controller to comply with any obligations under applicable Data Protection
Legislation and shall not perform its obligations under this Annex in such a way
as to cause the other Joint Controller to breach any of its obligations under
applicable Data Protection Legislation to the extent it is aware, or ought
reasonably to have been aware, that the same would be a breach of such
obligations.

Data Protection Breach

Without prejudice to clause 3.2, each Party shall notify the other Party promptly
and without undue delay, and in any event within 48 hours, upon becoming
aware of any Personal Data Breach or circumstances that are likely to give rise
to a Personal Data Breach, providing the other Party and its advisors with:

sufficient information and in a timescale which allows the other Party to meet
any obligations to report a Personal Data Breach under the Data Protection
Legislation; and

all reasonable assistance, including:

0] co-operation with the other Party and the Information
Commissioner investigating the Personal Data Breach and its
cause, containing and recovering the compromised Personal
Data and compliance with the applicable guidance;

(i) co-operation with the other Party including taking such reasonable
steps as are directed by the other Party to assist in the
investigation, mitigation and remediation of a Personal Data
Breach;

(i)  co-ordination with the other Party regarding the management of
public relations and public statements relating to the Personal
Data Breach; and/or

(iv)  providing the other Party and to the extent instructed by the other
Party to do so, and/or the Information Commissioner investigating
the Personal Data Breach, with complete information relating to
the Personal Data Breach, including, without limitation, the
information set out in Clause 3.2.

Each Party shall take all steps to restore, re-constitute and/or reconstruct any
Personal Data where it has lost, damaged, destroyed, altered or corrupted as
a result of a Personal Data Breach as it was that Party’s own data at its own
cost with all possible speed and shall provide the other Party with all reasonable
assistance in respect of any such Personal Data Breach, including providing
the other Party, as soon as possible and within 48 hours of the Personal Data
Breach relating to the Personal Data Breach, in particular:

the nature of the Personal Data Breach;
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(b)
(€)
(d)

(€)

(f)

4.1

(@)

(b)

4.2

5.1

(@)

(b)

the nature of Personal Data affected;
the categories and number of Data Subjects concerned;

the name and contact details of the Supplier’s Data Protection Officer or other
relevant contact from whom more information may be obtained;

measures taken or proposed to be taken to address the Personal Data Breach,;
and

describe the likely consequences of the Personal Data Breach.
Audit

The Supplier shall permit:

the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy
and security audits, assessments and inspections concerning the Supplier’s
data security and privacy procedures relating to Personal Data, its compliance
with this Annex 2 and the Data Protection Legislation; and/or

the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, access to premises at which the Personal Data is
accessible or at which it is able to inspect any relevant records, including the
record maintained under Article 30 UK GDPR by the Supplier so far as relevant
to the Contract, and procedures, including premises under the control of any
third party appointed by the Supplier to assist in the provision of the
Deliverables.

The Relevant Authority may, in its sole discretion, require the Supplier to
provide evidence of the Supplier's compliance with Clause 4.1 in lieu of
conducting such an audit, assessment or inspection.

Impact Assessments

The Parties shall:

provide all reasonable assistance to each other to prepare any Data Protection
Impact Assessment as may be required (including provision of detailed
information and assessments in relation to Processing operations, risks and
measures); and

maintain full and complete records of all Processing carried out in respect of
the Personal Data in connection with the Contract, in accordance with the
terms of Article 30 UK GDPR.
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7.1

(@)

(b)

(c)

ICO Guidance

The Parties agree to take account of any guidance issued by the Information
Commissioner and/or any relevant Central Government Body. The Relevant
Authority may on not less than thirty (30) Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by
the Information Commissioner and/or any relevant Central Government Body.

Liabilities for Data Protection Breach

If financial penalties are imposed by the Information Commissioner on either
the Relevant Authority or the Supplier for a Personal Data Breach ("Financial
Penalties") then the following shall occur:

if in the view of the Information Commissioner, the Relevant Authority is
responsible for the Personal Data Breach, in that it is caused as a result of the
actions or inaction of the Relevant Authority, its employees, agents,
contractors (other than the Supplier) or systems and procedures controlled by
the Relevant Authority, then the Relevant Authority shall be responsible for the
payment of such Financial Penalties. In this case, the Relevant Authority will
conduct an internal audit and engage at its reasonable cost when necessary,
an independent third party to conduct an audit of any such Personal Data
Breach. The Supplier shall provide to the Relevant Authority and its third party
investigators and auditors, on request and at the Supplier's reasonable cost,
full cooperation and access to conduct a thorough audit of such Personal Data
Breach;

if in the view of the Information Commissioner, the Supplier is responsible for
the Personal Data Breach, in that it is not a Personal Data Breach that the
Relevant Authority is responsible for, then the Supplier shall be responsible for
the payment of these Financial Penalties. The Supplier will provide to the
Relevant Authority and its auditors, on request and at the Supplier’s sole cost,
full cooperation and access to conduct a thorough audit of such Personal Data
Breach; or

if no view as to responsibility is expressed by the Information Commissioner,
then the Relevant Authority and the Supplier shall work together to investigate
the relevant Personal Data Breach and allocate responsibility for any Financial
Penalties as outlined above, or by agreement to split any financial penalties
equally if no responsibility for the Personal Data Breach can be apportioned.
In the event that the Parties do not agree such apportionment then such
Dispute shall be referred to the Dispute Resolution Procedure set out in Clause
34 of the Core Terms (Resolving disputes).
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7.2

7.3

(@)

(b)

(c)

7.4

(@)

(b)

If either the Relevant Authority or the Supplier is the defendant in a legal claim
brought before a court of competent jurisdiction (“Court”) by a third party in
respect of a Personal Data Breach, then unless the Parties otherwise agree,
the Party that is determined by the final decision of the court to be responsible
for the Personal Data Breach shall be liable for the losses arising from such
Personal Data Breach. Where both Parties are liable, the liability will be
apportioned between the Parties in accordance with the decision of the Court.

In respect of any losses, cost claims or expenses incurred by either Party as a
result of a Personal Data Breach (the “Claim Losses”):

if the Relevant Authority is responsible for the relevant Personal Data Breach,
then the Relevant Authority shall be responsible for the Claim Losses;

if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

if responsibility for the relevant Personal Data Breach is unclear, then the
Relevant Authority and the Supplier shall be responsible for the Claim Losses
equally.

Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority
and the Supplier reaching any other agreement, including by way of
compromise with a third party complainant or claimant, as to the apportionment
of financial responsibility for any Claim Losses as a result of a Personal Data
Breach, having regard to all the circumstances of the Personal Data Breach
and the legal and financial obligations of the Relevant Authority.

Termination

If the Supplier is in material Default under any of its obligations under this
Annex 2 (Joint Controller Agreement), the Relevant Authority shall be entitled
to terminate the Contract by issuing a Termination Notice to the Supplier in
accordance with Clause 10 of the Core Terms (Ending the contract).

Sub-Processing

In respect of any Processing of Personal Data performed by a third party on
behalf of a Party, that Party shall:

carry out adequate due diligence on such third party to ensure that it is capable
of providing the level of protection for the Personal Data as is required by the
Contract, and provide evidence of such due diligence to the other Party where
reasonably requested; and

ensure that a suitable agreement is in place with the third party as required
under applicable Data Protection Legislation.
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10.

Data Retention

The Parties agree to erase Personal Data from any computers, storage devices
and storage media that are to be retained as soon as practicable after it has
ceased to be necessary for them to retain such Personal Data under applicable
Data Protection Legislation and their privacy policy (save to the extent (and for
the limited period) that such information needs to be retained by the a Party for
statutory compliance purposes or as otherwise required by the Contract), and
taking all further actions as may be necessary to ensure its compliance with
Data Protection Legislation and its privacy policy.

OFFICIAL



Call-Off Schedule 1 (Transparency Reports)
Crown Copyright 2018

Call-Off Schedule 1 (Transparency Reports)

1.1 The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to
transparency principles v1.1
(https://www.gov.uk/government/publications/procurement-policy-note-0117-
update-to-transparency-principles). The Supplier shall comply with the provisions
of this Schedule in order to assist the Buyer with its compliance with its
obligations under that PPN.

1.2Without prejudice to the Supplier's reporting requirements set out in the
Framework Contract, within three (3) Months of the Start Date the Supplier shall
submit to the Buyer for Approval (such Approval not to be unreasonably withheld
or delayed) draft Transparency Reports consistent with the content requirements
and format set out in the Annex of this Schedule.

1.3 If the Buyer rejects any proposed Transparency Report submitted by the
Supplier, the Supplier shall submit a revised version of the relevant report for
further Approval within five (5) days of receipt of any notice of rejection, taking
account of any recommendations for revision and improvement to the report
provided by the Buyer. If the Parties fail to agree on a draft Transparency Report
the Buyer shall determine what should be included. Any other disagreement in
connection with Transparency Reports shall be treated as a Dispute.

1.4 The Supplier shall provide accurate and up-to-date versions of each

Transparency Report to the Buyer at the frequency referred to in the Annex of
this Schedule.
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Annex A: List of Transparency Reports

to future work/commercials
ensure continues value for
money

Title Content Format Frequency
Weekly A collaboration piece monitoring | TEAMs Weekly
Checkpoints progress, unblocking issues, Call
and ensuring work can continue.
Technical Cross Ensuring handover of code and | TEAMs Weekly
Collaboration Call | requirements are understood for | Call
each change.
Reports Report stating what has been Excel Monthly
completed, what is in progress
and how much effort is spent on
each live item and backlog
items.
Benefits Review Review the benefits of the work | TEAMs Monthly
and establish a metric that can Call
be used for calculating return on
investment.
Commercial Review the commercials, are TEAMs Bi-Monthly
Review they fit for purpose, look forward | Call
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Call-Off Schedule 2 (Staff Transfer)

Buyers will need to ensure that appropriate provisions are included to deal with staff
transfer on both entry and exit, and, irrespective of whether TUPE does apply on
entry if there are employees eligible for New Fair Deal pension protection then the
appropriate pensions provisions will also need to be selected.

If there is a staff transfer from the Buyer on entry (1st generation) then Part A shall
apply.

If there is a staff transfer from former/incumbent supplier on entry (2nd generation),
Part B shall apply.

If there is both a 1st and 2nd generation staff transfer on entry, then both Part A and
Part B shall apply.

If either Part A and/or Part B apply, then consider whether Part D (Pensions) shall
apply and the Buyer shall indicate on the Order Form which Annex shall apply (either
D1 (CSPS), D2 (NHSPS), D3 (LGPS) or D4 (Other Schemes)). Part D pensions may
also apply where there is not a TUPE transfer for example where the incumbent
provider is successful.

If there is no staff transfer (either 1st generation or 2nd generation) at the Start Date
then Part C shall apply and Part D pensions may also apply where there is not a
TUPE transfer for example where the incumbent provider is successful.

If the position on staff transfers is not known at the bid stage, include Parts A, B, C
and D at the bid stage and then update the Buyer Contract Details before signing to
specify whether Parts A and/or B, or C and D apply to the Contract.

Part E (dealing with staff transfer on exit) shall apply to every Contract.

For further guidance on this Schedule contact Government Legal Department’s
Employment Law Group]

e Definitions

o In this Schedule, the following words have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

“Acquired Rights e the European Council Directive 77/187/EEC on the

Directive” approximation of laws of European member states
relating to the safeguarding of employees’ rights in the
event of transfers of undertakings, businesses or parts of
undertakings or businesses, as amended or re-enacted
from time to time;
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"Employee Liability"

"Former Supplier"

e all claims, actions, proceedings, orders, demands,
complaints, investigations (save for any claims for
personal injury which are covered by insurance) and any

award,

compensation, damages, tribunal awards, fine,

loss, order, penalty, disbursement, payment made by way
of settlement and costs, expenses and legal costs
reasonably incurred in connection with a claim or
investigation including in relation to the following:

O

redundancy payments including contractual or
enhanced redundancy costs, termination costs
and notice payments;

unfair, wrongful or constructive dismissal
compensation;

compensation for discrimination on grounds
of sex, race, disability, age, religion or belief,
gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual
orientation or claims for equal pay;

compensation for less favourable treatment of
part-time workers or fixed term employees;

outstanding employment debts and unlawful
deduction of wages including any PAYE and
National Insurance Contributions;

employment claims whether in tort, contract or
statute or otherwise;

any investigation relating to employment matters
by the Equality and Human Rights Commission or
other enforcement, regulatory or supervisory
body and of implementing any requirements
which may arise from such investigation;

a supplier supplying services to the Buyer before the Relevant

Transfer Date that are the same as or substantially similar to the

Services (or any part of the Services) and shall include any

Subcontractor of such supplier (or any Subcontractor of any such

Subcontractor);
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"New Fair Deal"

“Old Fair Deal”

"Partial Termination"

"Relevant Transfer"

"Relevant Transfer
Date"

the revised Fair Deal position set out in the HM Treasury
guidance: "Fair Deal for Staff Pensions: Staff Transfer from
Central Government" issued in October 2013 including:

] any amendments to that document immediately
prior to the Relevant Transfer Date; and

] any similar pension protection in accordance with
the Annexes D1-D3 inclusive to Part D of this
Schedule as notified to the Supplier by the Buyer;

HM Treasury Guidance “Staff Transfers from Central Government:
A Fair Deal for Staff Pensions” issued in June 1999 including the
supplementary guidance “Fair Deal for Staff pensions:
Procurement of Bulk Transfer Agreements and Related Issues”
issued in June 2004;

the partial termination of the relevant Contract to the extent that
it relates to the provision of any part of the Services as further
provided for in Clause 10.4 (When CCS or the Buyer can end this
contract) or 10.6 (When the Supplier can end the contract);

a transfer of employment to which the Employment Regulations
applies;

in relation to a Relevant Transfer, the date upon which the
Relevant Transfer takes place. For the purposes of Part D:
Pensions and its Annexes, where the Supplier or a Subcontractor
was the Former Supplier and there is no Relevant Transfer of the
Fair Deal Employees because they remain continuously employed
by the Supplier (or Subcontractor), references to the Relevant
Transfer Date shall become references to the Start Date;
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"Staffing in relation to all persons identified on the Supplier's Provisional

Information" Supplier Personnel List or Supplier's Final Supplier Personnel List,
as the case may be, such information as the Buyer may
reasonably request (subject to all applicable provisions of the
Data Protection Legislation), but including in an anonymised
format:

(a) their ages, dates of commencement of employment or
engagement, gender and place of work;

(b) details of whether they are employed, self-employed
contractors or consultants, agency workers or otherwise;

(c) the identity of the employer or relevant contracting Party;

(d) their relevant contractual notice periods and any other
terms relating to termination of employment, including
redundancy procedures, and redundancy payments;

(e) their wages, salaries, bonuses and profit sharing
arrangements as applicable;

(f) details of other employment-related benefits, including
(without limitation) medical insurance, life assurance,
pension or other retirement benefit schemes, share
option schemes and company car schedules applicable to
them;

(g) any outstanding or potential contractual, statutory or
other liabilities in respect of such individuals (including in
respect of personal injury claims);

(h) details of any such individuals on long term sickness
absence, parental leave, maternity leave or other
authorised long term absence;

(i) copies of all relevant documents and materials relating to
such information, including copies of relevant contracts
of employment (or relevant standard contracts if applied
generally in respect of such employees); and

(i) any other "employee liability information" as such term is
defined in regulation 11 of the Employment Regulations;
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"Supplier's Final
Supplier Personnel
List"

"Supplier's

Provisional Supplier
Personnel List"

"Term"

"Transferring Buyer
Employees"

"Transferring Former
Supplier Employees"

INTERPRETATION

a list provided by the Supplier of all Supplier Staff whose will
transfer under the Employment Regulations on the Service
Transfer Date;

a list prepared and updated by the Supplier of all Supplier Staff
who are at the date of the list wholly or mainly engaged in or
assigned to the provision of the Services or any relevant part of
the Services which it is envisaged as at the date of such list will
no longer be provided by the Supplier;

the period commencing on the Start Date and ending on the
expiry of the Initial Period or any Extension Period or on earlier
termination of the relevant Contract;

those employees of the Buyer to whom the Employment
Regulations will apply on the Relevant Transfer Date;

in relation to a Former Supplier, those employees of the Former
Supplier to whom the Employment Regulations will apply on the
Relevant Transfer Date.

Where a provision in this Schedule imposes any obligation on the Supplier including
(without limit) to comply with a requirement or provide an indemnity, undertaking or
warranty, the Supplier shall procure that each of its Subcontractors shall comply with
such obligation and provide such indemnity, undertaking or warranty to CCS, the
Buyer, Former Supplier, Replacement Supplier or Replacement Subcontractor, as the
case may be and where the Subcontractor fails to satisfy any claims under such
indemnities the Supplier will be liable for satisfying any such claim as if it had provided
the indemnity itself.

The provisions of Paragraphs 2.1 and 2.6 of Part A, Paragraph 3.1 of Part B, Paragraphs
1.5, 1.7 and 1.9 of Part C, Part D and Paragraphs 1.4, 2.3 and 2.8 of Part E of this
Schedule (together “Third Party Provisions”) confer benefits on third parties (each
such person a “Third Party Beneficiary”) and are intended to be enforceable by Third
Party Beneficiaries by virtue of the CRTPA.

Subject to Paragraph 2.2 above, a person who is not a Party to this Call-Off Contract
has no right under the CRTPA to enforce any term of this Call-Off Contract but this
does not affect any right or remedy of any person which exists or is available
otherwise than pursuant to that Act.

No Third Party Beneficiary may enforce, or take any step to enforce, any Third Party
Provision without the prior written consent of the Buyer, which may, if given, be given
on and subject to such terms as the Buyer may determine.

Any amendments or modifications to this Call-Off Contract may be made, and any
rights created under Paragraph 2.2 above may be altered or extinguished, by the
Parties without the consent of any Third Party Beneficiary.
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Which parts of this Schedule apply

Only the following parts of this Schedule shall apply to this Call Off Contract:

o Part C(No Staff Transfer on the Start Date)
o Part E (Staff Transfer on Exit)

Part A: Staff Transfer at the Start Date

Outsourcing from the Buyer

1. What is a relevant transfer

11

1.2

2.1

The Buyer and the Supplier agree that:

1.1.1 the commencement of the provision of the Services or of each
relevant part of the Services will be a Relevant Transfer in
relation to the Transferring Buyer Employees; and

1.1.2 as a result of the operation of the Employment Regulations, the
contracts of employment between the Buyer and the Transferring
Buyer Employees (except in relation to any terms disapplied
through operation of regulation 10(2) of the Employment
Regulations) will have effect on and from the Relevant Transfer
Date as if originally made between the Supplier and/or any Sub-
contractor and each such Transferring Buyer Employee.

The Buyer shall comply with all its obligations under the Employment
Regulations and shall perform and discharge all its obligations in respect of the
Transferring Buyer Employees in respect of the period arising up to (but not
including) the Relevant Transfer Date (including (without limit) the payment of
all remuneration, benefits, entittements and outgoings, all wages, accrued but
untaken holiday pay, bonuses, commissions, payments of PAYE, national
insurance contributions and pension contributions which in any case are
attributable in whole or in part to the period up to (but not including) the Relevant
Transfer Date) and any necessary apportionments in respect of any periodic
payments shall be made between: (i) the Buyer; and (ii) the Supplier and/or any
Subcontractor (as appropriate).

Indemnities the Buyer must give
Subject to Paragraph 2.2, the Buyer shall indemnify the Supplier and any
Subcontractor against any Employee Liabilities arising from or as a result of:

211 any act or omission by the Buyer in respect of any Transferring
Buyer Employee or any appropriate employee representative (as
defined in the Employment Regulations) of any Transferring
Buyer Employee occurring before the Relevant Transfer Date;
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2.1.2

2.1.3

2.1.4

2.1.5

2.1.6

2.1.7

(@)

(b)

the breach or non-observance by the Buyer before the Relevant
Transfer Date of:

any collective agreement applicable to the Transferring
Buyer Employees; and/or

any custom or practice in respect of any Transferring Buyer
Employees which the Buyer is contractually bound to
honour;

any claim by any trade union or other body or person
representing the Transferring Buyer Employees arising from or
connected with any failure by the Buyer to comply with any legal
obligation to such trade union, body or person arising before the
Relevant Transfer Date;

any proceeding, claim or demand by HMRC or other statutory
authority in respect of any financial obligation including, but not
limited to, PAYE and primary and secondary national insurance
contributions:

(@) in relation to any Transferring Buyer Employee, to the
extent that the proceeding, claim or demand by HMRC or
other statutory authority relates to financial obligations
arising before the Relevant Transfer Date; and

(b) inrelation to any employee who is not a Transferring Buyer
Employee and in respect of whom it is later alleged or
determined that the Employment Regulations applied so
as to transfer his/her employment from the Buyer to the
Supplier and/or any Subcontractor as appropriate, to the
extent that the proceeding, claim or demand by the HMRC
or other statutory authority relates to financial obligations
arising before the Relevant Transfer Date.

a failure of the Buyer to discharge, or procure the discharge of,
all wages, salaries and all other benefits and all PAYE tax
deductions and national insurance contributions relating to the
Transferring Buyer Employees arising before the Relevant
Transfer Date;

any claim made by or in respect of any person employed or
formerly employed by the Buyer other than a Transferring Buyer
Employee for whom it is alleged the Supplier and/or any
Subcontractor as appropriate may be liable by virtue of the
Employment Regulations and/or the Acquired Rights Directive;
and

any claim made by or in respect of a Transferring Buyer
Employee or any appropriate employee representative (as
defined in the Employment Regulations) of any Transferring
Buyer Employee relating to any act or omission of the Buyer in
relation to its obligations under regulation 13 of the Employment
Regulations, except to the extent that the liability arises from the
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2.2

2.3

2.4

2.5

failure by the Supplier or any Subcontractor to comply with
regulation 13(4) of the Employment Regulations.

The indemnities in Paragraph 2.1 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the
Supplier or any Subcontractor whether occurring or having its origin before, on
or after the Relevant Transfer Date including any Employee Liabilities:

221 arising out of the resignation of any Transferring Buyer Employee
before the Relevant Transfer Date on account of substantial
detrimental changes to his/her working conditions proposed by
the Supplier and/or any Subcontractor to occur in the period from
(and including) the Relevant Transfer Date; or

2.2.2 arising from the failure by the Supplier or any Subcontractor to
comply with its obligations under the Employment Regulations.

If any person who is not identified by the Buyer as a Transferring Buyer
Employee claims, or it is determined in relation to any person who is not
identified by the Buyer as a Transferring Buyer Employee, that his/her contract
of employment has been transferred from the Buyer to the Supplier and/or any
Subcontractor pursuant to the Employment Regulations or the Acquired Rights
Directive then:

2.3.1 the Supplier shall, or shall procure that the Subcontractor shall,
within 5 Working Days of becoming aware of that fact, notify the
Buyer in writing; and

2.3.2 the Buyer may offer (or may procure that a third party may offer)
employment to such person, or take such other reasonable steps
as the Buyer considers appropriate to deal with the matter
provided always that such steps are in compliance with Law,
within 15 Working Days of receipt of notice from the Supplier
and/or any Subcontractor.

If an offer referred to in Paragraph 2.3.2 is accepted, or if the situation has
otherwise been resolved by the Buyer, the Supplier shall, or shall procure that
a Subcontractor shall, immediately release the person from his/her employment
or alleged employment;

If by the end of the 15 Working Day period referred to in Paragraph 2.3.2:

251 no such offer of employment has been made;
2.5.2 such offer has been made but not accepted; or
2.5.3 the situation has not otherwise been resolved,

the Supplier and/or any Subcontractor may within 5 Working Days give notice to

2.6

terminate the employment or alleged employment of such person.

Subject to the Supplier and/or any Subcontractor acting in accordance with the
provisions of Paragraphs 2.3 to 2.5 and in accordance with all applicable
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proper employment procedures set out in applicable Law and subject also to
Paragraph 2.7, the Buyer will indemnify the Supplier and/or the relevant
Subcontractor against all Employee Liabilities arising out of the termination of
the employment pursuant to the provisions of Paragraph 2.5 provided that the
Supplier takes, or procures that the Subcontractor takes, all reasonable steps
to minimise any such Employee Liabilities.

2.7  The indemnity in Paragraph 2.6:
2.7.1 shall not apply to:
(@) any claim for:

(i) discrimination, including on the grounds of
sex, race, disability, age, gender
reassignment, marriage or civil partnership,
pregnancy and maternity or sexual
orientation, religion or belief; or

(i) equal pay or compensation for less
favourable treatment of part-time workers or
fixed-term employees;

in any case in relation to any alleged act or omission of
the Supplier and/or any Subcontractor; or

(b) any claim that the termination of employment was
unfair because the Supplier and/or any Subcontractor
neglected to follow a fair dismissal procedure; and

2.7.2 shall apply only where the notification referred to in
Paragraph 2.3.1 is made by the Supplier and/or any
Subcontractor (as appropriate) to the Buyer within 6 months of
the Start Date

2.8 If any such person as is referred to in Paragraph 2.3 is neither re-employed by
the Buyer nor dismissed by the Supplier and/or any Subcontractor within the
time scales set out in Paragraph 2.5, such person shall be treated as having
transferred to the Supplier and/or any Subcontractor and the Supplier shall, or
shall procure that the relevant Subcontractor shall, comply with such
obligations as may be imposed upon it under applicable Law.

3. Indemnities the Supplier must give and its obligations

3.1  Subject to Paragraph 3.2, the Supplier shall indemnify the Buyer against any
Employee Liabilities arising from or as a result of:

3.1.1 any act or omission by the Supplier or any Subcontractor in
respect of any Transferring Buyer Employee or any appropriate
employee representative (as defined in the Employment
Regulations) of any Transferring Buyer Employee whether
occurring before, on or after the Relevant Transfer Date;
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3.1.2

3.1.3

3.14

3.1.5

3.1.6

the breach or non-observance by the Supplier or any
Subcontractor on or after the Relevant Transfer Date of:

(@) any collective agreement applicable to the Transferring
Buyer Employees; and/or

(b) any custom or practice in respect of any Transferring Buyer
Employees which the Supplier or any Subcontractor is
contractually bound to honour;

any claim by any trade union or other body or person
representing any Transferring Buyer Employees arising from or
connected with any failure by the Supplier or any Subcontractor
to comply with any legal obligation to such trade union, body or
person arising on or after the Relevant Transfer Date;

any proposal by the Supplier or a Subcontractor made before the
Relevant Transfer Date to make changes to the terms and
conditions of employment or working conditions of any
Transferring Buyer Employees to their material detriment on or
after their transfer to the Supplier or the relevant Subcontractor
(as the case may be) on the Relevant Transfer Date, or to change
the terms and conditions of employment or working conditions of
any person who would have been a Transferring Buyer
Employee but for their resignation (or decision to treat their
employment as terminated under regulation 4(9) of the
Employment Regulations) before the Relevant Transfer Date as
a result of or for a reason connected to such proposed changes;

any statement communicated to or action undertaken by the
Supplier or any Subcontractor to, or in respect of, any
Transferring Buyer Employee before the Relevant Transfer Date
regarding the Relevant Transfer which has not been agreed in
advance with the Buyer in writing;

any proceeding, claim or demand by HMRC or other statutory
authority in respect of any financial obligation including, but not
limited to, PAYE and primary and secondary national insurance
contributions:

(@) in relation to any Transferring Buyer Employee, to the
extent that the proceeding, claim or demand by HMRC or
other statutory authority relates to financial obligations
arising on or after the Relevant Transfer Date; and

(b) inrelation to any employee who is not a Transferring Buyer
Employee, and in respect of whom it is later alleged or
determined that the Employment Regulations applied so
as to transfer his/her employment from the Buyer to the
Supplier or a Subcontractor, to the extent that the
proceeding, claim or demand by HMRC or other statutory
authority relates to financial obligations arising on or after
the Relevant Transfer Date;
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3.2

3.3

4.

3.1.7 a failure of the Supplier or any Subcontractor to discharge or
procure the discharge of all wages, salaries and all other benefits
and all PAYE tax deductions and national insurance contributions
relating to the Transferring Author Buyer ity Employees in respect
of the period from (and including) the Relevant Transfer Date;

3.1.8 any claim made by or in respect of a Transferring Buyer
Employee or any appropriate employee representative (as
defined in the Employment Regulations) of any Transferring
Buyer Employee relating to any act or omission of the Supplier or
any Subcontractor in relation to their obligations under regulation
13 of the Employment Regulations, except to the extent that the
liability arises from the Buyer's failure to comply with its
obligations under regulation 13 of the Employment Regulations;
and

3.1.9 a failure by the Supplier or any Sub-contractor to comply with its
obligations under paragraph 2.8 above.

The indemnities in Paragraph 3.1 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the Buyer
whether occurring or having its origin before, on or after the Relevant Transfer
Date including, without limitation, any Employee Liabilities arising from the
Buyer's failure to comply with its obligations under the Employment
Regulations.

The Supplier shall comply, and shall procure that each Subcontractor shall
comply, with all its obligations under the Employment Regulations (including
its obligation to inform and consult in accordance with regulation 13 of the
Employment Regulations) and shall perform and discharge, and shall procure
that each Subcontractor shall perform and discharge, all its obligations in
respect of the Transferring Buyer Employees, from (and including) the Relevant
Transfer Date (including (without limit) the payment of all remuneration,
benefits, entitlements and outgoings, all wages, accrued but untaken holiday
pay, bonuses, commissions, payments of PAYE, national insurance
contributions and pension contributions which in any case are attributable in
whole or in part to the period from and including the Relevant Transfer Date)
and any necessary apportionments in respect of any periodic payments shall
be made between the Buyer and the Supplier.

Information the Supplier must provide

4.1 The Supplier shall, and shall procure that each Subcontractor shall, promptly

provide to the Buyer in writing such information as is necessary to enable the
Buyer to carry out its duties under regulation 13 of the Employment
Regulations. The Buyer shall promptly provide to the Supplier and any
Subcontractor in writing such information as is necessary to enable the
Supplier and any Subcontractor to carry out their respective duties under
regulation 13 of the Employment Regulations.
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5.
5.1

5.2

5.3

6.1

Cabinet Office requirements

The Parties agree that the Principles of Good Employment Practice issued by
the Cabinet Office in December 2010 apply to the treatment by the Supplier of
employees whose employment begins after the Relevant Transfer Date, and
the Supplier undertakes to treat such employees in accordance with the
provisions of the Principles of Good Employment Practice.

The Supplier shall, and shall procure that each Subcontractor shall, comply with
any requirement notified to it by the Buyer relating to pensions in respect of any
Transferring Buyer Employee as set down in:

521 the Cabinet Office Statement of Practice on Staff Transfers in the
Public Sector of January 2000, revised December 2013;

522 Old Fair Deal; and/or
523 The New Fair Deal.

Any changes embodied in any statement of practice, paper or other guidance
that replaces any of the documentation referred to in Paragraphs 5.1 or 5.2
shall be agreed in accordance with the Variation Procedure.

Pensions
The Supplier shall, and/or shall procure that each of its Subcontractors shall,
comply with:

6.1.1 the requirements of Part 1 of the Pensions Act 2008, section 258
of the Pensions Act 2004 and the Transfer of Employment
(Pension Protection) Regulations 2005 for all transferring staff;
and

6.1.2 Part D: Pensions (and its Annexes) to this Schedule.
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Part B: Staff transfer at the Start Date

Transfer from a Former Supplier

1. What is a relevant transfer

11

1.2

2.1

The Buyer and the Supplier agree that:

1.1.1 the commencement of the provision of the Services or of any
relevant part of the Services will be a Relevant Transfer in
relation to the Transferring Former Supplier Employees; and

1.1.2 as a result of the operation of the Employment Regulations, the
contracts of employment between each Former Supplier and the
Transferring Former Supplier Employees (except in relation to
any terms disapplied through the operation of regulation 10(2) of
the Employment Regulations) shall have effect on and from the
Relevant Transfer Date as if originally made between the
Supplier and/or any Subcontractor and each such Transferring
Former Supplier Employee.

The Buyer shall procure that each Former Supplier shall comply with all its
obligations under the Employment Regulations and shall perform and
discharge all its obligations in respect of all the Transferring Former Supplier
Employees in respect of the period up to (but not including) the Relevant
Transfer Date (including (without limit) the payment of all remuneration,
benefits, entitlements and outgoings, all wages, accrued but untaken holiday
pay, bonuses, commissions, payments of PAYE, national insurance
contributions and pension contributions which in any case are attributable in
whole or in part in respect of the period up to (but not including) the Relevant
Transfer Date) and the Supplier shall make, and the Buyer shall procure that
each Former Supplier makes, any necessary apportionments in respect of any
periodic payments.

Indemnities given by the Former Supplier

Subject to Paragraph 2.2, the Buyer shall procure that each Former Supplier
shall indemnify the Supplier and any Subcontractor against any Employee
Liabilities arising from or as a result of:

2.1.1 any act or omission by the Former Supplier in respect of any
Transferring Former Supplier Employee or any appropriate
employee representative (as defined in the Employment
Regulations) of any Transferring Former Supplier Employee
arising before the Relevant Transfer Date;

2.1.2 the breach or non-observance by the Former Supplier arising
before the Relevant Transfer Date of:

(@) any collective agreement applicable to the Transferring
Former Supplier Employees; and/or
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2.1.3

2.1.4

2.1.5

2.1.6

(b) any custom or practice in respect of any Transferring
Former Supplier Employees which the Former Supplier is
contractually bound to honour;

any proceeding, claim or demand by HMRC or other statutory
authority in respect of any financial obligation including, but not
limited to, PAYE and primary and secondary national insurance
contributions:

(@) in relation to any Transferring Former Supplier Employee,
to the extent that the proceeding, claim or demand by
HMRC or other statutory authority relates to financial
obligations arising before the Relevant Transfer Date; and

(b) in relation to any employee who is not a Transferring
Former Supplier Employee and in respect of whom it is
later alleged or determined that the Employment
Regulations applied so as to transfer his/her employment
from the Former Supplier to the Supplier and/or any
Subcontractor as appropriate, to the extent that the
proceeding, claim or demand by HMRC or other statutory
authority relates to financial obligations in respect of the
period to (but excluding) the Relevant Transfer Date;

a failure of the Former Supplier to discharge or procure the
discharge of all wages, salaries and all other benefits and all
PAYE tax deductions and national insurance contributions
relating to the Transferring Former Supplier Employees in
respect of the period to (but excluding) the Relevant Transfer
Date;

any claim made by or in respect of any person employed or
formerly employed by the Former Supplier other than a
Transferring Former Supplier Employee for whom it is alleged the
Supplier and/or any Subcontractor as appropriate may be liable
by virtue of the relevant Contract and/or the Employment
Regulations and/or the Acquired Rights Directive; and

any claim made by or in respect of a Transferring Former
Supplier Employee or any appropriate employee representative
(as defined in the Employment Regulations) of any Transferring
Former Supplier Employee relating to any act or omission of the
Former Supplier in relation to its obligations under regulation 13
of the Employment Regulations, except to the extent that the bility
arises from the failure by the Supplier or any Subcontractor to
comply with regulation 13(4) of the Employment Regulations.

2.2 The indemnities in Paragraph 2.1 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the
Supplier or any Subcontractor whether occurring or having its origin before, on
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2.3

2.4

2.5

2.6

or after the Relevant Transfer Date including, without limitation, any Employee
Liabilities:

221 arising out of the resignation of any Transferring Former Supplier

Employee before the Relevant Transfer Date on account of

substantial detrimental changes to his/her working conditions

proposed by the Supplier or any Subcontractor to occur in the
period from (and including) the Relevant Transfer Date; or

2.2.2 arising from the failure by the Supplier and/or any Subcontractor
to comply with its obligations under the Employment Regulations.

If any person who is not identified by the Former Supplier as a Transferring
Former Supplier Employee claims, or it is determined in relation to any person
who is not identified by the Former Supplier as a Transferring Former Supplier
Employee, that his/her contract of employment has been transferred from a
Former Supplier to the Supplier and/or any Subcontractor pursuant to the
Employment Regulations or the Acquired Rights Directive then:

2.3.1 the Supplier shall, or shall procure that the Subcontractor shall,
within 5 Working Days of becoming aware of that fact, notify the
Buyer and in writing and, where required by the Buyer, notify the
relevant Former Supplier in writing; and

2.3.2 the Former Supplier may offer (or may procure that a third party
may offer) employment to such person, or take such other steps
as the Former Supplier considers appropriate to deal with the
matter provided always that such steps are in compliance with
applicable Law, within 15 Working Days of receipt of notice from
the Supplier and/or the Subcontractor (as appropriate).

If an offer referred to in Paragraph 2.3.2 is accepted, , or if the situation has
otherwise been resolved by the Former Supplier and/or the Buyer, the Supplier
shall, or shall procure that the Subcontractor shall, immediately release the
person from his/her employment or alleged employment.

If by the end of the 15 Working Day period referred to in Paragraph 2.3.2:

2.5.1 no such offer of employment has been made;
2.5.2 such offer has been made but not accepted; or
2.5.3 the situation has not otherwise been resolved,

the Supplier and/or any Subcontractor may within 5 Working Days give notice to

terminate the employment or alleged employment of such person;

Subject to the Supplier and/or any Subcontractor acting in accordance with the
provisions of Paragraphs 2.3 to 2.5 and in accordance with all applicable proper
employment procedures set out in Law and subject also to Paragraph 2.7, the
Buyer shall procure that the Former Supplier will indemnify the Supplier and/or
the relevant Subcontractor against all Employee Liabilities arising out of the
termination of the employment pursuant to the provisions of Paragraph 2.5
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provided that the Supplier takes, or shall procure that the Subcontractor takes,
all reasonable steps to minimise any such Employee Liabilities.

2.7  The indemnity in Paragraph 2.6:
2.7.1 shall not apply to:
(a) any claim for:

(i) discrimination, including on the grounds of sex,
race, disability, age, gender reassignment,
marriage or civil partnership, pregnancy and
maternity or sexual orientation, religion or
belief; or

(i) equal pay or compensation for less favourable
treatment of part-time workers or fixed-term
employees;

in any case in relation to any alleged act or omission of the
Supplier and/or any Subcontractor; or

(b)any claim that the termination of employment was unfair
because the Supplier and/or Subcontractor neglected to
follow a fair dismissal procedure; and

2.7.2 shall apply only where the notification referred to in Paragraph
2.3.1 is made by the Supplier and/or any Subcontractor (as
appropriate) to the Buyer and, if applicable, the Former Supplier,
within 6 months of the Start Date.

2.8  If Subcontractorany such person as is described in Paragraph 2.3 is neither re-
employed by the Former Supplier nor dismissed by the Supplier and/or any
Subcontractor within the time scales set out in Paragraph 2.5, such person shall
be treated as having transferred to the Supplier and/or any Subcontractor and
the Supplier shall, or shall procure that the Subcontractor shall, comply with
such obligations as may be imposed upon it under applicable Law.

3. Indemnities the Supplier must give and its obligations

3.1  Subject to Paragraph 3.2, the Supplier shall indemnify the Buyer and/or the
Former Supplier against any Employee Liabilities arising from or as a result of:

3.1.1 any act or omission by the Supplier or any Subcontractor in
respect of any Transferring Former Supplier Employee or any
appropriate employee representative (as defined in the
Employment Regulations) of any Transferring Former Supplier
Employee whether occurring before, on or after the Relevant
Transfer Date;

3.1.2 the breach or non-observance by the Supplier or any
Subcontractor on or after the Relevant Transfer Date of:
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3.1.3

3.1.4

3.1.5

3.1.6

(@) any collective agreement applicable to the Transferring
Former Supplier Employee; and/or

(b) any custom or practice in respect of any Transferring
Former Supplier Employees which the Supplier or any
Subcontractor is contractually bound to honour;

any claim by any trade union or other body or person
representing any Transferring Former Supplier Employees
arising from or connected with any failure by the Supplier or a
Subcontractor to comply with any legal obligation to such trade
union, body or person arising on or after the Relevant Transfer
Date;

any proposal by the Supplier or a Subcontractor prior to the
Relevant Transfer Date to make changes to the terms and
conditions of employment or working conditions of any
Transferring Former Supplier Employees to their material
detriment on or after their transfer to the Supplier or a
Subcontractor (as the case may be) on the Relevant Transfer
Date, or to change the terms and conditions of employment or
working conditions of any person who would have been a
Transferring Former Supplier Employee but for their resignation
(or decision to treat their employment as terminated under
regulation 4(9) of the Employment Regulations) before the
Relevant Transfer Date as a result of or for a reason connected
to such proposed changes;

any statement communicated to or action undertaken by the
Supplier or a Subcontractor to, or in respect of, any Transferring
Former Supplier Employee before the Relevant Transfer Date
regarding the Relevant Transfer which has not been agreed in
advance with the Buyer and/or the Former Supplier in writing;

any proceeding, claim or demand by HMRC or other statutory
authority in respect of any financial obligation including, but not
limited to, PAYE and primary and secondary national insurance
contributions:

(@) inrelation to any Transferring Former Supplier Employee,
to the extent that the proceeding, claim or demand by
HMRC or other statutory authority relates to financial
obligations arising on or after the Relevant Transfer Date;
and

(b) in relation to any employee who is not a Transferring
Former Supplier Employee, and in respect of whom it is
later alleged or determined that the Employment
Regulations applied so as to transfer his/her employment
from the Former Supplier to the Supplier or a
Subcontractor, to the extent that the proceeding, claim or
demand by the HMRC or other statutory authority relates
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3.2

3.3

to financial obligations arising on or after the Relevant
Transfer Date;

3.1.7 a failure of the Supplier or any Subcontractor to discharge or
procure the discharge of all wages, salaries and all other benefits
and all PAYE tax deductions and national insurance contributions
relating to the Transferring Former Supplier Employees in
respect of the period from (and including) the Relevant Transfer
Date;

3.1.8 any claim made by or in respect of a Transferring Former
Supplier Employee or any appropriate employee representative
(as defined in the Employment Regulations) of any Transferring
Former Supplier Employee relating to any act or omission of the
Supplier or any Subcontractor in relation to obligations under
regulation 13 of the Employment Regulations, except to the
extent that the liability arises from the Former Supplier's failure to
comply with its obligations under regulation 13 of the
Employment Regulations; and

3.1.9 a failure by the Supplier or any Subcontractor to comply with its
obligations under Paragraph 2.8 above

The indemnities in Paragraph 3.1 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the Former
Supplier whether occurring or having its origin before, on or after the Relevant
Transfer Date including, without limitation, any Employee Liabilities arising from
the Former Supplier's failure to comply with its obligations under the
Employment Regulations.

The Supplier shall comply, and shall procure that each Subcontractor shall
comply, with all its obligations under the Employment Regulations (including
without limitation its obligation to inform and consult in accordance with
regulation 13 of the Employment Regulations) and shall perform and discharge
all its obligations in respect of all the Transferring Former Supplier Employees,
on and from the Relevant Transfer Date (including (without limit) the payment
of all remuneration, benefits, entittements, and outgoings, all wages, accrued
but untaken holiday pay, bonuses, commissions, payments of PAYE, national
insurance contributions and pension contributions and all such sums due under
the Admission Agreement which in any case are attributable in whole or in part
to the period from (and including) the Relevant Transfer Date) and any
necessary apportionments in respect of any periodic payments shall be made
between the Supplier and the Former Supplier.

Information the Supplier must give

The Supplier shall, and shall procure that each Subcontractor shall, promptly
provide to the Buyer and/or at the Buyer’s direction, the Former Supplier, in
writing such information as is necessary to enable the Buyer and/or the Former
Supplier to carry out their respective duties under regulation 13 of the
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5.2

7.1

Employment Regulations. The Buyer shall procure that the Former Supplier shall
promptly provide to the Supplier and any Subcontractor in writing such
information as is necessary to enable the Supplier and any Subcontractor to carry
out their respective duties under regulation 13 of the Employment Regulations.

Cabinet Office requirements

The Supplier shall, and shall procure that each Subcontractor shall, comply with
any requirement notified to it by the Buyer relating to pensions in respect of any
Transferring Former Supplier Employee as set down in:

511 the Cabinet Office Statement of Practice on Staff Transfers in the
Public Sector of January 2000, revised 2007,

51.2 Old Fair Deal; and/or
5.1.3 The New Fair Deal.

Any changes embodied in any statement of practice, paper or other guidance
that replaces any of the documentation referred to in Paragraph 5.1 shall be
agreed in accordance with the Variation Procedure.

Limits on the Former Supplier’s obligations

Notwithstanding any other provisions of this Part B, where in this Part B the
Buyer accepts an obligation to procure that a Former Supplier does or does not
do something, such obligation shall be limited so that it extends only to the extent
that the Buyer’s contract with the Former Supplier contains a contractual right in
that regard which the Buyer may enforce, or otherwise so that it requires only that
the Buyer must use reasonable endeavours to procure that the Former Supplier
does or does not act accordingly.

Pensions
The Supplier shall, and shall procure that each Subcontractor shall, comply
with:

7.1.1 the requirements of Part 1 of the Pensions Act 2008, section 258
of the Pensions Act 2004 and the Transfer of Employment
(Pension Protection) Regulations 2005 for all transferring staff; ;
and

7.1.2 Part D: Pensions (and its Annexes) to this Schedule.
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Part C: No Staff Transfer on the Start Date

1. What happens if there is a staff transfer

a.

The Buyer and the Supplier agree that the commencement of the provision of the
Services or of any part of the Services will not be a Relevant Transfer in relation to any
employees of the Buyer and/or any Former Supplier.

If any employee of the Buyer and/or a Former Supplier claims, or it is determined in
relation to any employee of the Buyer and/or a Former Supplier, that his/her contract
of employment has been transferred from the Buyer and/or the Former Supplier to
the Supplier and/or any Subcontractor pursuant to the Employment Regulations or
the Acquired Rights Directive then:

i. the Supplier shall, and shall procure that the relevant Subcontractor shall,
within 5 Working Days of becoming aware of that fact, notify the Buyer in
writing and, where required by the Buyer, notify the Former Supplier in
writing; and

ii. the Buyer and/or the Former Supplier may offer (or may procure that a third
party may offer) employment to such person within 15 Working Days of the
notification from the Supplier or the Subcontractor (as appropriate) or take
such other reasonable steps as the Buyer or Former Supplier (as the case may
be) it considers appropriate to deal with the matter provided always that such
steps are in compliance with applicable Law.

If an offer referred to in Paragraph 1.2.2 is accepted (or if the situation has otherwise
been resolved by the Buyer and/or the Former Supplier),, the Supplier shall, or shall
procure that the Subcontractor shall, immediately release the person from his/her
employment or alleged employment.

If by the end of the 15 Working Day period referred to in Paragraph 1.2.2:
i. no such offer of employment has been made;
ii. such offer has been made but not accepted; or

iii. the situation has not otherwise been resolved;

the Supplier may within 5 Working Days give notice to terminate the employment or alleged

employment of such person.

Subject to the Supplier and/or the relevant Subcontractor acting in accordance with
the provisions of Paragraphs 1.2 to1.4 and in accordance with all applicable
employment procedures set out in applicable Law and subject also to Paragraph 1.8
the Buyer shall:

i. indemnify the Supplier and/or the relevant Subcontractor against all
Employee Liabilities arising out of the termination of the employment of any
of the Buyer's employees referred to in Paragraph 1.2 made pursuant to the
provisions of Paragraph 1.4 provided that the Supplier takes, or shall procure
that the Subcontractor takes, all reasonable steps to minimise any such
Employee Liabilities; and
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ii. procure that the Former Supplier indemnifies the Supplier and/or any
Subcontractor against all Employee Liabilities arising out of termination of the
employment of the employees of the Former Supplier referred to in
Paragraph 1.2 made pursuant to the provisions of Paragraph 1.4 provided
that the Supplier takes, or shall procure that the relevant Subcontractor takes,
all reasonable steps to minimise any such Employee Liabilities.

f. Ifany such person asis described in Paragraph 1.2 is neither re employed by the Buyer
and/or the Former Supplier as appropriate nor dismissed by the Supplier and/or any
Subcontractor within the 15 Working Day period referred to in Paragraph 1.4 such
person shall be treated as having transferred to the Supplier and/or the Subcontractor
(as appropriate) and the Supplier shall, or shall procure that the Subcontractor shall,
comply with such obligations as may be imposed upon it under Law.

g. Where any person remains employed by the Supplier and/or any Subcontractor
pursuant to Paragraph 1.6, all Employee Liabilities in relation to such employee shall
remain with the Supplier and/or the Subcontractor and the Supplier shall indemnify
the Buyer and any Former Supplier, and shall procure that the Subcontractor shall
indemnify the Buyer and any Former Supplier, against any Employee Liabilities that
either of them may incur in respect of any such employees of the Supplier and/or
employees of the Subcontractor.

h. The indemnities in Paragraph 1.5:
i. shall not apply to:
1. anyclaim for:

(i) discrimination, including on the grounds of sex, race,
disability, age, gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual
orientation, religion or belief; or

(i) equal pay or compensation for less favourable
treatment of part-time workers or fixed-term
employees,

in any case in relation to any alleged act or omission of the Supplier and/or
Subcontractor; or

2. anyclaim that the termination of employment was unfair because the
Supplier and/or any Subcontractor neglected to follow a fair dismissal
procedure; and

ii. shall apply only where the notification referred to in Paragraph 1.2.1 is made
by the Supplier and/or any Subcontractor to the Buyer and, if applicable,
Former Supplier within 6 months of the Start Date.

i. If the Supplier and/or the Subcontractor does not comply with Paragraph 1.2, all
Employee Liabilities in relation to such employees shall remain with the Supplier
and/or the Subcontractor and the Supplier shall (i) comply with the provisions of
Part D: Pensions of this Schedule, and (ii) indemnify the Buyer and any Former
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Supplier against any Employee Liabilities that either of them may incur in respect of
any such employees of the Supplier and/or employees of the Subcontractor.

2. Limits on the Former Supplier’s obligations

Where in this Part C the Buyer accepts an obligation to procure that a Former Supplier does or
does not do something, such obligation shall be limited so that it extends only to the extent that
the Buyer's contract with the Former Supplier contains a contractual right in that regard which
the Buyer may enforce, or otherwise so that it requires only that the Buyer must use reasonable
endeavours to procure that the Former Supplier does or does not act accordingly.
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Part D: Pensions

1. Definitions

In this Part D and Part E, the following words have the following meanings and
they shall supplement Joint Schedule 1 (Definitions), and shall be deemed to
include the definitions set out in the Annexes to this Part D:

"Actuary"

"Admission
Agreement"

“Best Value
Direction”

"Broadly
Comparable"

"CSPS"

a Fellow of the Institute and Faculty of Actuaries;

either or both of the CSPS Admission Agreement
(as defined in Annex D1: CSPS) or the LGPS
Admission Agreement (as defined in Annex D3:
LGPS), as the context requires;

the Best Value Authorities Staff Transfers
(Pensions) Direction 2007 or the Welsh Authorities
Staff Transfers (Pensions) Direction 2012 (as
appropriate);

(@) inrespect of a pension scheme, a status
satisfying the condition that there are no
identifiable employees who will suffer
material detriment overall in terms of future
accrual of pension benefits as assessed in
accordance with Annex A of New Fair Deal
and demonstrated by the issue by the
Government Actuary’s Department of a
broad comparability certificate; and/or

(b) inrespect of benefits provided for or in
respect of a member under a pension
scheme, benefits that are consistent with
that pension scheme’s certificate of broad
comparability issued by the Government
Actuary’s Department,

and "Broad Comparability" shall be construed
accordingly;

the schemes as defined in Annex D1 to this
Part D;
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“Direction
Letter/Determination”

“Fair Deal Eligible
Employees”

"Fair Deal
Employees”

"Fund Actuary"

has the meaning in Annex D2 to this Part D;

each of the CSPS Eligible Employees, the NHSPS
Eligible Employees and/or the LGPS Eligible
Employees (as applicable) (and shall include any
such employee who has been admitted to and/or
remains eligible to join a Broadly Comparable
pension scheme at the relevant time in
accordance with paragraph 10 or 11 of this Part
D);

any of:

(&) Transferring Buyer Employees;
(b) Transferring Former Supplier Employees;

(c) employees who are not Transferring Buyer
Employees or Transferring Former Supplier
Employees but to whom the Employment
Regulations apply on the Relevant Transfer
Date to transfer their employment to the
Supplier or a Subcontractor, and whose
employment is not terminated in accordance
with the provisions of Paragraphs 2.5 of
Parts A or B or Paragraph 1.4 of Part C;

(d)  where the Supplier or a Subcontractor was
the Former Supplier, the employees of the
Supplier (or Subcontractor);

who at the Relevant Transfer Date are or become
entitled to New Fair Deal or Best Value Direction
protection in respect of any of the Statutory
Schemes or a Broadly Comparable pension
scheme provided in accordance with paragraph 10
of this Part D as notified by the Buyer;

a Fund Actuary as defined in Annex D3 to this
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2.1

2.2

2.3

2.4

Part D;
"LGPS" the scheme as defined in Annex D3 to this Part D;

"NHSPS" the schemes as defined in Annex D2 to this
Part D;

(a)
(b)
"Statutory Schemes” means the CSPS, NHSPS or LGPS.

Supplier obligations to participate in the pension schemes

In respect of all or any Fair Deal Employees each of Annex D1. CSPS,
Annex D2: NHSPS and/or Annex D3: LGPS shall apply, as appropriate.

The Supplier undertakes to do all such things and execute any documents
(including any relevant Admission Agreement and/or Direction Letter/
Determination, if necessary) as may be required to enable the Supplier to
participate in the appropriate Statutory Scheme in respect of the Fair Deal
Employees and shall bear its own costs in such regard.

The Supplier undertakes:

2.3.1 to pay to the Statutory Schemes all such amounts as are due
under the relevant Admission Agreement and/or Direction Letter/
Determination or otherwise and shall deduct and pay to the
Statutory Schemes such employee contributions as are required;
and

2.3.2 subject to paragraph 5 of Annex D3: LGPS to be fully responsible
for all other costs, contributions, payments and other amounts
relating to its participation in the Statutory Schemes, including for
the avoidance of doubt any exit payments and the costs of
providing any bond, indemnity or guarantee required in relation
to such participation.

Where the Supplier is the Former Supplier (or a Subcontractor is a
Subcontractor of the Former Supplier) and there is no Relevant Transfer of the
Fair Deal Employees because they remain continuously employed by the
Supplier (or Subcontractor) at the Start Date, this Part D and its Annexes shall
be modified accordingly so that the Supplier (or Subcontractor) shall comply
with its requirements from the Start Date or, where it previously provided a
Broadly Comparable pension scheme, from the date it is able to close accrual
of its Broadly Comparable pension scheme (following appropriate consultation
and contractual changes as appropriate) if later. The Supplier (or Sub-
contractor) shall make arrangements for a bulk transfer from its Broadly
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4.1

Comparable pension scheme to the relevant Statutory Scheme in accordance
with the requirements of the previous contract with the Buyer?.

Supplier obligation to provide information

The Supplier undertakes to the Buyer:

3.1.1 to provide all information which the Buyer may reasonably
request concerning matters referred to in this PartD as
expeditiously as possible; and

3.1.2 not to issue any announcements to any Fair Deal Employee prior
to the Relevant Transfer Date concerning the matters stated in
this Part D without the consent in writing of the Buyer (such
consent not to be unreasonably withheld or delayed);

3.1.3 retain such records as would be necessary to manage the
pension aspects in relation to any current or former Fair Deal
Eligible Employees arising on expiry or termination of the
relevant Contract.

Indemnities the Supplier must give

The Supplier shall indemnify and keep indemnified CCS, [NHS Pensions], the
Buyer and/or any Replacement Supplier and/or any Replacement
Subcontractor on demand from and against all and any Losses whatsoever
suffered or incurred by it or them which:

41.1 arise out of or in connection with any liability towards all and any
Fair Deal Employees arising in respect of service on or after the
Relevant Transfer Date which arise from any breach by the
Supplier of this Part D, and/or the CSPS Admission Agreement
and/or the Direction Letter/Determination and/or the LGPS
Admission Agreement;

4.1.2 relate to the payment of benefits under and/or participation in a
pension scheme (as defined in section 150(1) Finance Act 2004)
provided by the Supplier or a Subcontractor on and after the
Relevant Transfer Date until the date of termination or expiry of
the relevant Contract, including the Statutory Schemes or any
Broadly Comparable pension scheme provided in accordance
with paragraphs 10 or 11 of this Part D;

4.1.3 relate to claims by Fair Deal Employees of the Supplier and/or of
any Subcontractor or by any trade unions, elected employee
representatives or staff associations in respect of all or any such
Fair Deal Employees which Losses:

Subcontractor:

(@) relate to any rights to benefits under a pension scheme (as
defined in section 150(1) Finance Act 2004) in respect of
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4.2

periods of employment on and after the Relevant Transfer
Date until the date of termination or expiry of the relevant
Contract; or

(b) arise out of the failure of the Supplier and/or any relevant
Subcontractor to comply with the provisions of this Part D
before the date of termination or expiry of the relevant
Contract; and/or

4.1.4 arise out of or in connection with the Supplier (or its
Subcontractor) allowing anyone who is not an NHSPS Fair Deal
Employee to join or claim membership of the NHSPS at any time
during the Term.

The indemnities in this Part D and its Annexes:
421 shall survive termination of the relevant Contract; and

4.2.2 shall not be affected by the caps on liability contained in
Clause 11 (How much you can be held responsible for).

What happens if there is a dispute

The Dispute Resolution Procedure will not apply to any dispute (i) between the
CCS and/or the Buyer and/or the Supplier or (ii) between their respective
actuaries and/or the Fund Actuary about any of the actuarial matters referred
to in this Part D and its Annexes shall in the absence of agreement between
the CCS and/or the Buyer and/or the Supplier be referred to an independent
Actuary:

5.1.1 who will act as an expert and not as an arbitrator;

5.1.2 whose decision will be final and binding on the CCS and/or the
Buyer and/or the Supplier; and

5.1.3 whose expenses shall be borne equally by the CCS and/or the
Buyer and/or the Supplier unless the independent Actuary shall
otherwise direct.

The independent Actuary shall be agreed by the Parties or, failing such agreement

6.1

6.2

the independent Actuary shall be appointed by the President for the time
being of the Institute and Faculty of Actuaries on the application by the
Parties.

Other people’s rights

The Parties agree Clause 19 (Other people’s rights in this contract) does not
apply and that the CRTPA applies to this Part D to the extent necessary to
ensure that any Fair Deal Employee will have the right to enforce any obligation
owed to him or her or it by the Supplier under this Part D, in his or her or its own
right under section 1(1) of the CRTPA.

Further, the Supplier must ensure that the CRTPA will apply to any Sub-
Contract to the extent necessary to ensure that any Fair Deal Employee will
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7.1

9.2

have the right to enforce any obligation owed to them by the Subcontractor in
his or her or its own right under section 1(1) of the CRTPA.

What happens if there is a breach of this Part D

The Supplier agrees to notify the Buyer should it breach any obligations it has
under this Part D and agrees that the Buyer shall be entitled to terminate its
Contract for material Default in the event that the Supplier:

7.1.1 commits an irremediable breach of any provision or obligation it
has under this Part D; or

7.1.2 commits a breach of any provision or obligation it has under this
Part D which, where capable of remedy, it fails to remedy within
a reasonable time and in any event within 28 days of the date of
a notice from the Buyer giving particulars of the breach and
requiring the Supplier to remedy it.

Transferring Fair Deal Employees

Save on expiry or termination of the relevant Contract, if the employment of any
Fair Deal Eligible Employee transfers to another employer (by way of a transfer
under the Employment Regulations or other form of compulsory transfer of
employment) the Supplier shall or shall procure that any relevant Sub-
contractor shall:

8.1.1 notify the Buyer as far as reasonably practicable in advance of
the transfer to allow the Buyer to make the necessary
arrangements for participation with the relevant Statutory
Scheme(s);

8.1.2 consult with about, and inform those Fair Deal Eligible
Employees of the pension provisions relating to that transfer; and

8.1.3 procure that the employer to which the Fair Deal Eligible
Employees are transferred (the "New Employer") complies with
the provisions of this Part D and its Annexes provided that
references to the "Supplier” will become references to the New
Employer, references to "Relevant Transfer Date" will become
references to the date of the transfer to the New Employer and
references to "Fair Deal Employees" will become references to
the Fair Deal Eligible Employees so transferred to the New
Employer.

What happens to pensions if this Contract ends

The provisions of Part E: Staff Transfer On Exit (Mandatory) apply in relation to
pension issues on expiry or termination of the relevant Contract.

The Supplier shall (and shall procure that any of its Subcontractors shall) prior
to the termination of the relevant Contract provide all such co-operation and
assistance (including co-operation and assistance from the Broadly
Comparable pension scheme’s Actuary) as the Replacement Supplier and/or
NHS Pension and/or CSPS and/or the relevant Administering Buyer and/or the
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10.

10.1

10.2

10.3

Buyer may reasonably require, to enable the Replacement Supplier to
participate in the appropriate Statutory Scheme in respect of any Fair Deal
Eligible Employee that remains eligible for New Fair Deal protection following a
Service Transfer.

Broadly Comparable Pension Schemes on the Relevant Transfer Date

If the terms of any of paragraphs 4 of Annex D2: NHSPS or 3.1 of Annex D3:
LGPS applies, the Supplier must (and must, where relevant, procure that each
of its Subcontractors will) ensure that, with effect from the Relevant Transfer
Date until the day before the Service Transfer Date, the relevant Fair Deal
Employees will be eligible for membership of a pension scheme under which
the benefits are Broadly Comparable to those provided under the relevant
Statutory Scheme, and then on such terms as may be decided by the Buyer.

Such Broadly Comparable pension scheme must be:
10.2.1  established by the Relevant Transfer Date?;

10.2.2  a registered pension scheme for the purposes of Part 4 of the
Finance Act 2004,

10.2.3  capable of receiving a bulk transfer payment from the relevant
Statutory Scheme or from a Former Supplier's Broadly
Comparable pension scheme (unless otherwise instructed by the
Buyer);

10.2.4  capable of paying a bulk transfer payment to the Replacement
Supplier's Broadly Comparable pension scheme (or the relevant
Statutory Scheme if applicable) (unless otherwise instructed by
the Buyer); and

10.2.5 maintained until such bulk transfer payments have been received
or paid (unless otherwise instructed by the Buyer).

Where the Supplier has set up a Broadly Comparable pension scheme
pursuant to the provisions of this Paragraph 10, the Supplier shall (and shall
procure that any of its Subcontractors shall):

10.3.1  supply to the Buyer details of its (or its Subcontractor’s) Broadly
Comparable pension scheme and provide a full copy of the valid
certificate of broad comparability (which remains valid as at the
Relevant Transfer Date) covering all relevant Fair Deal
Employees, as soon as it is able to do so before the Relevant
Transfer Date (where possible) and in any event no later than
seven (7) days after receipt of the certificate;

10.3.2  be fully responsible for all costs, contributions, payments and
other amounts relating to the setting up, certification of, ongoing
participation in and/or withdrawal and exit from the Broadly
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10.3.3

10.3.4

Comparable pension scheme, including for the avoidance of
doubt any debts arising under section 75 or 75A of the Pensions
Act 1995;

instruct any such Broadly Comparable pension scheme’s Actuary
to provide all such co-operation and assistance in agreeing bulk
transfer process with the Actuary to the Former Supplier’s
Broadly Comparable pension scheme or the Actuary to the
relevant Statutory Scheme (as appropriate) and to provide all
such co-operation and assistance with any other Actuary
appointed by the Buyer (where applicable). This will be with a
view to the bulk transfer terms providing day for day and/or pound
for pound (as applicable) (or actuarially equivalent where there
are benefit differences between the two schemes) credits in the
Broadly Comparable pension scheme in respect of any Fair Deal
Eligible Employee who consents to such a transfer3; and

provide a replacement Broadly Comparable pension scheme in
accordance with this paragraph 10 with immediate effect for
those Fair Deal Eligible Employees who are still employed by the
Supplier and/or relevant Subcontractor and are still eligible for
New Fair Deal protection in the event that the Supplier and/or
Subcontractor's Broadly Comparable pension scheme is
terminated. The relevant Fair Deal Eligible Employees must be
given the option to transfer their accrued benefits from the
previous Broadly Comparable pension scheme to the new
Broadly Comparable pension scheme on day for day and/or
pound for pound terms (as applicable) (or actuarially equivalent
where there are benefit differences between the two schemes).

10.4 Where the Supplier has provided a Broadly Comparable pension scheme
pursuant to the provisions of this paragraph 10, the Supplier shall (and shall
procure that any of its Subcontractors shall) prior to the termination of the
relevant Contract:

10.4.1

allow and make all necessary arrangements to effect, in respect
of any Fair Deal Eligible Employee that remains eligible for New
Fair Deal protection, following a Service Transfer, the bulk
transfer of past service from any such Broadly Comparable
pension scheme into the Replacement Supplier's Broadly
Comparable pension scheme (or the relevant Statutory Scheme
if applicable). The bulk transfer terms provided shall be on a past
service reserve basis which should be calculated allowing for
projected final salary at the assumed date of retirement, leaving
service or death (in the case of final salary benefits). The
actuarial basis for this past service reserve basis should be
aligned to the funding requirements of the Broadly Comparable
pension scheme in place at the time the bulk transfer terms are
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10.4.2

offered. The bulk transfer terms shall be subject to an underpin
in relation to any service credits awarded in the Broadly
Comparable pension scheme in accordance with paragraph
10.3.3 such that the element of the past service reserve amount
which relates to such service credits shall be no lower than that
required by the bulk transfer terms that were agreed in
accordance with paragraph 10.3.3 but using the last day of the
Fair Deal Eligible Employees’ employment with the Supplier or
Subcontractor (as appropriate) as the date used to determine the
actuarial assumptions; and

if the transfer payment paid by the trustees of the Broadly
Comparable pension scheme is less (in the opinion of the Actuary
to the Replacement Supplier's Broadly Comparable pension
scheme (or to the relevant Statutory Scheme if applicable)) than
the transfer payment which would have been paid had paragraph
10.4.1 been complied with, the Supplier shall (or shall procure
that the Subcontractor shall) pay the amount of the difference to
the Replacement Supplier's Broadly Comparable pension
scheme (or relevant Statutory Scheme if applicable) or as the
Buyer shall otherwise direct. The Supplier shall indemnify the
Buyer or the Replacement Supplier's Broadly Comparable
pension scheme (or the relevant Statutory Scheme if applicable)
(as the Buyer directs) for any failure to pay the difference as
required under this paragraph.

11.Broadly Comparable Pension Scheme in Other Circumstances

11.1 If the terms of any of paragraphs 2.2 of Annex D1: CSPS, 5.2 of Annex D2:
NHSPS and/or 3.2 of Annex D3: LGPS apply, the Supplier must (and must,
where relevant, procure that each of its Subcontractors will) ensure that, with
effect from the cessation of participation in the Statutory Scheme, until the day
before the Service Transfer Date, the relevant Fair Deal Eligible Employees will
be eligible for membership of a pension scheme under which the benefits are
Broadly Comparable to those provided under the relevant Statutory Scheme at
the date of cessation of participation in the relevant Statutory Scheme, and then
on such terms as may be decided by the Buyer.

11.2 Such Broadly Comparable pension scheme must be:

11.2.1

11.2.2

11.2.3

established by the date of cessation of participation in the
Statutory Scheme?;

a registered pension scheme for the purposes of Part 4 of the
Finance Act 2004;

capable of receiving a bulk transfer payment from the relevant
Statutory Scheme (where instructed to do so by the Buyer);
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11.2.4

11.2.5

capable of paying a bulk transfer payment to the Replacement
Supplier's Broadly Comparable pension scheme (or the relevant
Statutory Scheme if applicable) (unless otherwise instructed by
the Buyer); and

maintained until such bulk transfer payments have been received
or paid (unless otherwise instructed by the Buyer).

11.3 Where the Supplier has provided a Broadly Comparable pension scheme
pursuant to the provisions of this paragraph 11, the Supplier shall (and shall
procure that any of its Subcontractors shall):

11.3.1

11.3.2

11.3.3

11.34

supply to the Buyer details of its (or its Subcontractor’s) Broadly
Comparable pension scheme and provide a full copy of the valid
certificate of broad comparability (which remains valid as at the
date of cessation of participation in the Statutory Scheme)
covering all relevant Fair Deal Eligible Employees, as soon as it
is able to do so before the cessation of participation in the
Statutory Scheme (where possible) and in any event no later than
seven (7) days after receipt of the certificate;

be fully responsible for all costs, contributions, payments and
other amounts relating to the setting up, certification of, ongoing
participation in and/or withdrawal and exit from the Broadly
Comparable pension scheme, including for the avoidance of
doubt any debts arising under section 75 or 75A of the Pensions
Act 1995;

where required to do so by the Buyer, instruct any such Broadly
Comparable pension scheme’s Actuary to provide all such co-
operation and assistance in agreeing a bulk transfer process with
the Actuary to the relevant Statutory Scheme and to provide all
such co-operation and assistance with any other Actuary
appointed by the Buyer (where applicable). The Supplier must
ensure that day for day and/or pound for pound (as applicable)
(or actuarially equivalent where there are benefit differences
between the two schemes) credits in the Broadly Comparable
pension scheme are provided in respect of any Fair Deal
Employee who consents to such a transfer from the Statutory
Scheme and the Supplier shall be fully responsible for any costs
of providing those credits in excess of the bulk transfer payment
received by the Broadly Comparable pension scheme®; and

provide a replacement Broadly Comparable pension scheme in
accordance with this paragraph 11 with immediate effect for
those Fair Deal Eligible Employees who are still employed by the
Supplier and/or relevant Subcontractor and are still eligible for
New Fair Deal protection in the event that the Supplier and/or
Subcontractor's Broadly Comparable pension scheme is closed
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to future accrual and/or terminated. The relevant Fair Deal
Eligible Employees must be given the option to transfer their
accrued benefits from the previous Broadly Comparable pension
scheme to the new Broadly Comparable pension scheme on day
for day and/or pound for pound terms (as applicable) (or
actuarially equivalent where there are benefit differences
between the two schemes).

11.4 Where the Supplier has provided a Broadly Comparable pension scheme
pursuant to the provisions of this paragraph 11, the Supplier shall (and shall
procure that any of its Subcontractors shall) prior to the termination of the
relevant Contract allow and make all necessary arrangements to effect, in
respect of any Fair Deal Eligible Employee that remains eligible for New Fair
Deal protection, following a Service Transfer, the bulk transfer of past service
from any such Broadly Comparable pension scheme into the Replacement
Supplier's Broadly Comparable pension scheme (or relevant Statutory Scheme
if applicable). The bulk transfer terms provided shall be sufficient to secure day
for day and/or pound for pound credits (as applicable) (or actuarially equivalent
where there are benefit differences between the two schemes) in the
Replacement Supplier's Broadly Comparable pension scheme (or relevant
Statutory Scheme if applicable). For the avoidance of doubt, should the amount
offered by the Broadly Comparable pension scheme be less than the amount
required by the Replacement Supplier's Broadly Comparable pension scheme
(or the relevant Statutory Scheme if applicable) to fund the required credits
(“the Shortfall”), the Supplier or the Subcontractor (as agreed between them)
must pay the Replacement Supplier’s Broadly Comparable pension scheme (or
relevant Statutory Scheme if applicable) the Shortfall as required, provided that
in the absence of any agreement between the Supplier and any Subcontractor,
the Shortfall shall be paid by the Supplier. The Supplier shall indemnify the
Buyer or the Replacement Supplier’s Broadly Comparable pension scheme (or
the relevant Statutory Scheme if applicable) (as the Buyer directs) for any
failure to pay the Shortfall under this paragraph.

12.Right of Set-off

12.1 The Buyer shall have a right to set off against any payments due to the Supplier
under the relevant Contract an amount equal to:

12.1.1  any unpaid employer’s contributions or employee’s contributions
or any other financial obligations under the CSPS or any CSPS
Admission Agreement in respect of the CSPS Eligible Employees
whether due from the Supplier or from any relevant
Subcontractor or due from any third party under any indemnity,
bond or guarantee;

12.1.2  any unpaid employer’s contributions or employee’s contributions
or any other financial obligations under the NHSPS or any
Direction Letter/Determination in respect of the NHSPS Eligible
Employees whether due from the Supplier or from any relevant
Subcontractor or due from any third party under any indemnity,
bond or guarantee; or
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12.2

12.1.3

any unpaid employer’s contributions or employee’s contributions
or any other financial obligations under the LGPS or any LGPS
Admission Agreement in respect of the LGPS Eligible Employees
whether due from the Supplier or from any relevant
Subcontractor or due from any third party under any indemnity,
bond or guarantee;

and shall pay such set off amount to the relevant Statutory Scheme.

The Buyer shall also have a right to set off against any payments due to the

Supplier

under the relevant Contract all reasonable costs and expenses

incurred by the Buyer as result of Paragraphs 12.1 above.
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Annex D1:

Civil Service Pensions Schemes (CSPS)

1.

2.1

Definitions

In this Annex D1: CSPS to Part D: Pensions, the following words have the
following meanings and they shall supplement Joint Schedule 1 (Definitions):

"CSPS
Admission
Agreement”

"CSPS Eligible
Employee"

“CSPS Fair Deal
Employee”

"CSPS"

an admission agreement in the form available on the Civil
Service Pensions website immediately prior to the Relevant
Transfer Date to be entered into for the CSPS in respect of
the Services;

any CSPS Fair Deal Employee who at the relevant time is
an active member or eligible to participate in the CSPS
under a CSPS Admission Agreement;

a Fair Deal Employee who at the Relevant Transfer Date is
or becomes entitled to protection in respect of the CSPS in
accordance with the provisions of New Fair Deal;

the Principal Civil Service Pension Scheme available to
Civil Servants and employees of bodies under Schedule 1
of the Superannuation Act 1972 (and eligible employees of
other bodies admitted to participate under a determination
under section 25 of the Public Service Pensions Act 2013),
as governed by rules adopted by Parliament; the
Partnership Pension Account and its (i) lll health Benefits
Arrangements and (ii) Death Benefits Arrangements; the
Civil Service Additional Voluntary Contribution Scheme;
and "alpha" introduced under The Public Service (Civil
Servants and Others) Pensions Regulations 2014.

Access to equivalent pension schemes after transfer

In accordance with New Fair Deal, the Supplier and/or any of its Subcontractors
to which the employment of any CSPS Fair Deal Employee compulsorily
transfers as a result of either the award of the relevant Contract or a Relevant
Transfer, if not an employer which participates automatically in the CSPS, shall
each secure a CSPS Admission Agreement to ensure that CSPS Fair Deal
Employees or CSPS Eligible Employees as appropriate shall be either admitted
into, or offered continued membership of, the relevant section of the CSPS that
they currently contribute to, or were eligible to join immediately prior to the
Relevant Transfer Date or became eligible to join on the Relevant Transfer
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2.2

Date. The Supplier and/or any of its Subcontractors shall procure that the CSPS
Fair Deal Employees continue to accrue benefits in the CSPS in accordance
with the provisions governing the relevant section of the CSPS for service from
(and including) the Relevant Transfer Date.

If the Supplier and/or any of its Subcontractors enters into a CSPS Admission
Agreement in accordance with paragraph 2.1 but the CSPS Admission
Agreement is terminated during the term of the relevant Contract for any reason
at a time when the Supplier or Subcontractor still employs any CSPS Eligible
Employees, the Supplier shall (and procure that its Subcontractors shall) at no
extra cost to the Buyer, offer the remaining CSPS Eligible Employees
membership of a pension scheme which is Broadly Comparable to the CSPS
on the date those CSPS Eligible Employees ceased to participate in the CSPS
in accordance with the provisions of paragraph 11 of Part D.
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Part E: Staff Transfer on Exit

Obligations before a Staff Transfer

o The Supplier agrees that within 20 Working Days of the earliest of:

= receipt of a notification from the Buyer of a Service Transfer or intended
Service Transfer;

= receipt of the giving of notice of early termination or any Partial Termination
of the relevant Contract;

= the date which is 12 Months before the end of the Term; and

= receipt of a written request of the Buyer at any time (provided that the Buyer
shall only be entitled to make one such request in any 6 Month period),

it shall provide in a suitably anonymised format so as to comply with the Data Protection

Legislation, the Supplier's Provisional Supplier Personnel List, together with the Staffing

Information in relation to the Supplier's Provisional Supplier Personnel List and it shall

provide an updated Supplier's Provisional Supplier Personnel List at such intervals as are

reasonably requested by the Buyer.

@)

O

O

At least 20 Working Days prior to the Service Transfer Date, the Supplier shall provide
to the Buyer or at the direction of the Buyer to any Replacement Supplier and/or any
Replacement Subcontractor (i) the Supplier's Final Supplier Personnel List, which shall
identify the basis upon which they are Transferring Supplier Employees and (ii) the
Staffing Information in relation to the Supplier’s Final Supplier Personnel List (insofar
as such information has not previously been provided).

The Buyer shall be permitted to use and disclose information provided by the Supplier
under Paragraphs 1.1 and 1.2 for the purpose of informing any prospective
Replacement Supplier and/or Replacement Subcontractor.

The Supplier warrants, for the benefit of The Buyer, any Replacement Supplier, and
any Replacement Subcontractor that all information provided pursuant to
Paragraphs 1.1 and 1.2 shall be true and accurate in all material respects at the time
of providing the information.

From the date of the earliest event referred to in Paragraph 1.1.1,1.1.2 and 1.1.3, the
Supplier agrees that it shall not, and agrees to procure that each Subcontractor shall
not, assign any person to the provision of the Services who is not listed on the
Supplier’s Provisional Supplier Personnel List and shall not without the approval of the
Buyer (not to be unreasonably withheld or delayed):

= replace or re-deploy any Supplier Staff listed on the Supplier Provisional
Supplier Personnel List other than where any replacement is of equivalent
grade, skills, experience and expertise and is employed on the same terms
and conditions of employment as the person he/she replaces

= make, promise, propose, permit or implement any material changes to the
terms and conditions of employment of the Supplier Staff (including pensions
and any payments connected with the termination of employment);
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= increase the proportion of working time spent on the Services (or the relevant
part of the Services) by any of the Supplier Staff save for fulfilling assignments
and projects previously scheduled and agreed;

= introduce any new contractual or customary practice concerning the making
of any lump sum payment on the termination of employment of any
employees listed on the Supplier's Provisional Supplier Personnel List;

= increase or reduce the total number of employees so engaged, or deploy any
other person to perform the Services (or the relevant part of the Services);

= terminate or give notice to terminate the employment or contracts of any
persons on the Supplier's Provisional Supplier Personnel List save by due
disciplinary process;

and shall promptly notify, and procure that each Subcontractor shall promptly notify, the Buyer or,

at the direction of the Buyer, any Replacement Supplier and any Replacement Subcontractor

of any notice to terminate employment given by the Supplier or relevant Subcontractor or

received from any persons listed on the Supplier's Provisional Supplier Personnel List

regardless of when such notice takes effect.

@)

On or around each anniversary of the Start Date and up to four times during the last
12 Months of the Term, the Buyer may make written requests to the Supplier for
information relating to the manner in which the Services are organised. Within
20 Working Days of receipt of a written request the Supplier shall provide, and shall
procure that each Subcontractor shall provide, to the Buyersuch information as the
Buyer may reasonably require relating to the manner in which the Services are
organised, which shall include:

= the numbers of employees engaged in providing the Services;

= the percentage of time spent by each employee engaged in providing the
Services;

= the extent to which each employee qualifies for membership of any of the
Statutory Schemes or any Broadly Comparable scheme set up pursuant to the
provisions of any of the Annexes to Part D (Pensions) (as appropriate); and

= a description of the nature of the work undertaken by each employee by
location.

The Supplier shall provide, and shall procure that each Subcontractor shall provide, all
reasonable cooperation and assistance to the Buyer, any Replacement Supplier
and/or any Replacement Subcontractor to ensure the smooth transfer of the
Transferring Supplier Employees on the Service Transfer Date including providing
sufficient information in advance of the Service Transfer Date to ensure that all
necessary payroll arrangements can be made to enable the Transferring Supplier
Employees to be paid as appropriate. Without prejudice to the generality of the
foregoing, within 5 Working Days following the Service Transfer Date, the Supplier
shall provide, and shall procure that each Subcontractor shall provide, to the Buyer
or, at the direction of the Buyer, to any Replacement Supplier and/or any
Replacement Subcontractor (as appropriate), in respect of each person on the
Supplier's Final Supplier Personnel List who is a Transferring Supplier Employee:

= the most recent month's copy pay slip data;
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= details of cumulative pay for tax and pension purposes;
= details of cumulative tax paid;

=  tax code;

= details of any voluntary deductions from pay; and

=  bank/building society account details for payroll purposes.

Staff Transfer when the contract ends

o The Buyer and the Supplier acknowledge that subsequent to the commencement of

the provision of the Services, the identity of the provider of the Services (or any part
of the Services) may change (whether as a result of termination or Partial Termination
of the relevant Contract or otherwise) resulting in the Services being undertaken by a
Replacement Supplier and/or a Replacement Subcontractor. Such change in the
identity of the supplier of such services may constitute a Relevant Transfer to which
the Employment Regulations and/or the Acquired Rights Directive will apply. The
Buyer and the Supplier agree that, as a result of the operation of the Employment
Regulations, where a Relevant Transfer occurs, the contracts of employment between
the Supplier and the Transferring Supplier Employees (except in relation to any
contract terms disapplied through operation of regulation 10(2) of the Employment
Regulations) will have effect on and from the Service Transfer Date as if originally
made between the Replacement Supplier and/or a Replacement Subcontractor (as
the case may be) and each such Transferring Supplier Employee.

The Supplier shall, and shall procure that each Subcontractor shall, comply with all its
obligations in respect of the Transferring Supplier Employees arising under the
Employment Regulations in respect of the period up to (and including) the Service
Transfer Date and shall perform and discharge, and procure that each Subcontractor
shall perform and discharge, all its obligations in respect of all the Transferring
Supplier Employees arising in respect of the period up to (and including) the Service
Transfer Date (including (without limit) the payment of all remuneration, benefits,
entitlements, and outgoings, all wages, accrued but untaken holiday pay, bonuses,
commissions, payments ofPAYE, national insurance contributions and pension
contributions and all such sums due as a result of any Fair Deal Employees'
participation in the Schemes which in any case are attributable in whole or in part to
the period ending on (and including) the Service Transfer Date) and any necessary
apportionments in respect of any periodic payments shall be made between: (i) the
Supplier and/or the Subcontractor (as appropriate); and (ii) the Replacement Supplier
and/or Replacement Subcontractor.

Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer and/or the
Replacement Supplier and/or any Replacement Subcontractor against any Employee
Liabilities arising from or as a result of:

= any act or omission of the Supplier or any Subcontractor in respect of any
Transferring Supplier Employee or any appropriate employee representative
(as defined in the Employment Regulations) of any Transferring Supplier
Employee whether occurring before, on or after the Service Transfer Date;

= the breach or non-observance by the Supplier or any Subcontractor occurring
on or before the Service Transfer Date of:
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o any collective agreement applicable to the
Transferring Supplier Employees; and/or

o any other custom or practice with atrade union or
staff association in respect of any Transferring
Supplier Employees which the Supplier or any
Subcontractor is contractually bound to honour;

any claim by any trade union or other body or person representing any
Transferring Supplier Employees arising from or connected with any failure by
the Supplier or a Subcontractor to comply with any legal obligation to such
trade union, body or person arising on or before the Service Transfer Date;

any proceeding, claim or demand by HMRC or other statutory authority in
respect of any financial obligation including, but not limited to, PAYE and
primary and secondary national insurance contributions:

(1) in relation to any Transferring Supplier Employee,
to the extent that the proceeding, claim or
demand by HMRC or other statutory authority
relates to financial obligations arising on and
before the Service Transfer Date; and

(i) in relation to any employee who is not identified
in the Supplier’s Final Supplier Personnel List,
and in respect of whom it is later alleged or
determined that the Employment Regulations
applied so as to transfer his/her employment from
the Supplier to the Buyer and/or Replacement
Supplier and/or any Replacement Subcontractor,
to the extent that the proceeding, claim or
demand by HMRC or other statutory authority
relates to financial obligations arising on or
before the Service Transfer Date;

a failure of the Supplier or any Subcontractor to discharge or procure the
discharge of all wages, salaries and all other benefits and all PAYE tax
deductions and national insurance contributions relating to the Transferring
Supplier Employees in respect of the period up to (and including) the Service
Transfer Date);

any claim made by or in respect of any person employed or formerly
employed by the Supplier or any Subcontractor other than a Transferring
Supplier Employee identified in the Supplier’s Final Supplier Personnel List for
whom it is alleged the Buyer and/or the Replacement Supplier and/or any
Replacement Subcontractor may be liable by virtue of the relevant Contract
and/or the Employment Regulations and/or the Acquired Rights Directive;
and

any claim made by or in respect of a Transferring Supplier Employee or any
appropriate employee representative (as defined in the Employment
Regulations) of any Transferring Supplier Employee relating to any act or
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omission of the Supplier or any Subcontractor in relation to its obligations
under regulation 13 of the Employment Regulations, except to the extent that
the liability arises from the failure by the Buyer and/or Replacement Supplier
to comply with regulation 13(4) of the Employment Regulations.

o The indemnities in Paragraph 2.3 shall not apply to the extent that the Employee
Liabilities arise or are attributable to an act or omission of the Replacement Supplier
and/or any Replacement Subcontractor whether occurring or having its origin before,
on or after the Service Transfer Date including any Employee Liabilities:

= arising out of the resignation of any Transferring Supplier Employee before
the Service Transfer Date on account of substantial detrimental changes to
his/her working conditions proposed by the Replacement Supplier and/or any
Replacement Subcontractor to occur in the period on or after the Service
Transfer Date); or

= arising from the Replacement Supplier's failure, and/or Replacement
Subcontractor’s failure, to comply with its obligations under the Employment
Regulations.

o Ifany personwho is not identified in the Supplier's Final Supplier Employee List claims,
or it is determined in relation to any employees of the Supplier, that his/her contract
of employment has been transferred from the Supplier to the Replacement Supplier
and/or Replacement Subcontractor pursuant to the Employment Regulations or the
Acquired Rights Directive, then:

= the Buyer shall procure that the Replacement Supplier and/or Replacement
Subcontractor will, within 5 Working Days of becoming aware of that fact,
notify the Buyer and the Supplier in writing; and

= the Supplier may offer (or may procure that a Subcontractor may offer)
employment to such person, or take such other reasonable steps as it
considered appropriate to deal the matter provided always that such steps
are in compliance with Law, within15 Working Days of receipt of notice from
the Replacement Supplier and/or Replacement Subcontractor.

o If such offer of is accepted, or if the situation has otherwise been resolved by the
Supplier or a Subcontractor, Buyer shall procure that the Replacement Supplier shall,
or procure that the and/or Replacement Subcontractor shall, immediately release or
procure the release the person from his/her employment or alleged employment;

o If after the 15 Working Day period specified in Paragraph 2.5.2 has elapsed:
= no such offer has been made:
= such offer has been made but not accepted; or
= the situation has not otherwise been resolved

the Buyer shall advise the Replacement Supplier and/or Replacement Subcontractor (as appropriate)
that it may within 5 Working Days give notice to terminate the employment or alleged
employment of such person;
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O

O

O

O

Subject to the Replacement Supplier's and/or Replacement Subcontractor acting in
accordance with the provisions of Paragraphs 2.5 to 2.7 and in accordance with all
applicable proper employment procedures set out in applicable Law and subject to
Paragraph 2.9 below, the Supplier will indemnify the Replacement Supplier and/or
Replacement Subcontractor against all Employee Liabilities arising out of the
termination of the employment of any of the Supplier's employees pursuant to the
provisions of Paragraph 2.7 provided that the Replacement Supplier takes, or shall
procure that the Replacement Subcontractor takes, all reasonable steps to minimise
any such Employee Liabilities.

The indemnity in Paragraph 2.8:
= shall not apply to:
e any claim for:

= discrimination, including on the grounds of sex, race,
disability, age, gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual
orientation, religion or belief; or

= equal pay or compensation for less favourable
treatment of part-time workers or fixed-term
employees,

In any case in relation to any alleged act or omission of the
Replacement Supplier and/or Replacement Subcontractor,
or

e any claim that the termination of employment was unfair because the
Replacement Supplier and/or Replacement Subcontractor neglected
to follow a fair dismissal procedure; and

= shall apply only where the notification referred to in Paragraph 2.5.1 is made
by the Replacement Supplier and/or Replacement Subcontractor to the
Supplier within 6 months of the Service Transfer Date..

If any such person as is described in Paragraph 2.5 is neither re-employed by the
Supplier or any Subcontractor nor dismissed by the Replacement Supplier and/or
Replacement Subcontractor within the time scales set out in Paragraphs 2.5 to 2.7,
such person shall be treated as a Transferring Supplier Employee. .

The Supplier shall comply, and shall procure that each Subcontractor shall comply,
with all its obligations under the Employment Regulations and shall perform and
discharge, and shall procure that each Subcontractor shall perform and discharge, all
its obligations in respect of any person identified in the Supplier’s Final Supplier
Personnel List before and on the Service Transfer Date (including the payment of all
remuneration, benefits, entitlements and outgoings, all wages, accrued but untaken
holiday pay, bonuses, commissions, payments of PAYE, national insurance
contributions and pension contributions and such sums due as a result of any Fair Deal
Employees' participation in the Schemes and any requirement to set up a broadly
comparable pension scheme which in any case are attributable in whole or in part in
respect of the period up to (and including) the Service Transfer Date) and any
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necessary apportionments in respect of any periodic payments shall be made
between:

b) the Supplier and/or any Subcontractor; and

c) the Replacement Supplier and/or the Replacement
Subcontractor.

o The Supplier shall, and shall procure that each Subcontractor shall, promptly provide
the Buyer and any Replacement Supplier and/or Replacement Subcontractor, in
writing such information as is necessary to enable the Buyer, the Replacement
Supplier and/or Replacement Subcontractor to carry out their respective duties under
regulation 13 of the Employment Regulations. The Buyer shall procure that the
Replacement Supplier and/or Replacement Subcontractor, shall promptly provide to
the Supplier and each Subcontractor in writing such information as is necessary to
enable the Supplier and each Subcontractor to carry out their respective duties under
regulation 13 of the Employment Regulations.

o Subject to Paragraph 2.14, the Buyer shall procure that the Replacement Supplier
indemnifies the Supplier on its own behalf and on behalf of any Replacement
Subcontractor and its Subcontractors against any Employee Liabilities arising from or
as a result of:

= any act or omission of the Replacement Supplier and/or Replacement
Subcontractor in respect of any Transferring Supplier Employee in the
Supplier’s Final Supplier Personnel List or any appropriate employee
representative (as defined in the Employment Regulations) of any such
Transferring Supplier Employee;

= the breach or non-observance by the Replacement Supplier and/or
Replacement Subcontractor on or after the Service Transfer Date of:

(1) any collective agreement applicable to the
Transferring Supplier Employees identified in the
Supplier’s Final Supplier Personnel List; and/or

(i) any custom or practice in respect of any
Transferring Supplier Employees identified in the
Supplier’s Final Supplier Personnel List which the
Replacement Supplier and/or Replacement
Subcontractor is contractually bound to honour;

= any claim by any trade union or other body or person representing any
Transferring Supplier Employees identified in the Supplier’s Final Supplier
Personnel List arising from or connected with any failure by the Replacement
Supplier and/or Replacement Subcontractor to comply with any legal
obligation to such trade union, body or person arising on or after the Service
Transfer Date;

= any proposal by the Replacement Supplier and/or Replacement
Subcontractor to change the terms and conditions of employment or working
conditions of any Transferring Supplier Employees identified in the Supplier’s
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Final Supplier Personnel List on or after their transfer to the Replacement
Supplier or Replacement Subcontractor (as the case may be) on the Service
Transfer Date, or to change the terms and conditions of employment or
working conditions of any person identified in the Supplier’s Final Supplier
Personnel List who would have been a Transferring Supplier Employee but for
their resignation (or decision to treat their employment as terminated under
regulation 4(9) of the Employment Regulations) before the Service Transfer
Date as a result of or for a reason connected to such proposed changes;

any statement communicated to or action undertaken by the Replacement
Supplier or Replacement Subcontractor to, or in respect of, any Transferring
Supplier Employee identified in the Supplier’s Final Supplier Personnel List on
or before the Service Transfer Date regarding the Relevant Transfer which has
not been agreed in advance with the Supplier in writing;

any proceeding, claim or demand by HMRC or other statutory authority in
respect of any financial obligation including, but not limited to, PAYE and
primary and secondary national insurance contributions:

o in relation to any Transferring Supplier
Employee identified in the Supplier’s Final
Supplier Personnel List, to the extent that the
proceeding, claim or demand by HMRC or other
statutory  authority relates to financial
obligations arising after the Service Transfer
Date; and

o in relation to any employee who is not a
Transferring Supplier Employee identified in the
Supplier’s Final Supplier Personnel List, and in
respect of whom it is later alleged or determined
that the Employment Regulations applied so as
to transfer his/her employment from the Supplier
or Subcontractor, to the Replacement Supplier
or Replacement Subcontractor to the extent that
the proceeding, claim or demand by HMRC or
other statutory authority relates to financial
obligations arising after the Service Transfer
Date;

a failure of the Replacement Supplier or Replacement Subcontractor to
discharge or procure the discharge of all wages, salaries and all other benefits
and all PAYE tax deductions and national insurance contributions relating to
the Transferring Supplier Employees identified in the Supplier’s Final Supplier
Personnel List in respect of the period from (and including) the Service
Transfer Date; and

any claim made by or in respect of a Transferring Supplier Employee identified
in the Supplier’s Final Supplier Personnel List or any appropriate employee
representative (as defined in the Employment Regulations) of any such
Transferring Supplier Employee relating to any act or omission of the
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Replacement Supplier or Replacement Subcontractor in relation to
obligations under regulation 13 of the Employment Regulations.

o The indemnities in Paragraph 2.13 shall not apply to the extent that the Employee Liabilities arise
or are attributable to an act or omission of the Supplier and/or any Subcontractor (as applicable)
whether occurring or having its origin before, on or after the Service Transfer Date, including any
Employee Liabilities arising from the failure by the Supplier and/or any Subcontractor (as
applicable) to comply with its obligations under the Employment Regulations.
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Call-Off Schedule 3 (Continuous Improvement)
1. Buyer’s Rights

1.1The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), the Buyer may give CCS the right to
enforce the Buyer's rights under this Schedule.

2. Supplier’s Obligations

2.1 The Supplier must, throughout the Contract Period, identify new or potential
improvements to the provision of the Deliverables with a view to reducing the
Buyer’s costs (including the Charges) and/or improving the quality and efficiency
of the Deliverables and their supply to the Buyer.

2.2 The Supplier must adopt a policy of continuous improvement in relation to the
Deliverables, which must include regular reviews with the Buyer of the
Deliverables and the way it provides them, with a view to reducing the Buyer's
costs (including the Charges) and/or improving the quality and efficiency of the
Deliverables. The Supplier and the Buyer must provide each other with any
information relevant to meeting this objective.

2.3In addition to Paragraph 2.1, the Supplier shall produce at the start of each
Contract Year a plan for improving the provision of Deliverables and/or reducing
the Charges (without adversely affecting the performance of this Contract)
during that Contract Year ("Continuous Improvement Plan") for the Buyer's
Approval. The Continuous Improvement Plan must include, as a minimum,
proposals:

2.3.1 identifying the emergence of relevant new and evolving
technologies;

2.3.2 changes in business processes of the Supplier or the Buyer
and ways of working that would provide cost savings and/or
enhanced benefits to the Buyer (such as methods of
interaction, supply chain efficiencies, reduction in energy
consumption and methods of sale);

2.3.3 new or potential improvements to the provision of the
Deliverables including the quality, responsiveness,
procedures, benchmarking methods, likely performance
mechanisms and customer support services in relation to the
Deliverables; and

2.3.4 measuring and reducing the sustainability impacts of the
Supplier's operations and supply-chains relating to the
Deliverables, and identifying opportunities to assist the Buyer
in meeting their sustainability objectives.

2.4The initial Continuous Improvement Plan for the first (15) Contract Year shall be
submitted by the Supplier to the Buyer for Approval within one hundred (100)
Working Days of the first Order or six (6) Months following the Start Date,
whichever is earlier.
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2.5The Buyer shall notify the Supplier of its Approval or rejection of the proposed
Continuous Improvement Plan or any updates to it within twenty (20) Working
Days of receipt. If it is rejected then the Supplier shall, within ten (10) Working
Days of receipt of notice of rejection, submit a revised Continuous Improvement
Plan reflecting the changes required. Once Approved, it becomes the
Continuous Improvement Plan for the purposes of this Contract.

2.6The Supplier must provide sufficient information with each suggested
improvement to enable a decision on whether to implement it. The Supplier shall
provide any further information as requested.

2.71f the Buyer wishes to incorporate any improvement into this Contract, it must
request a Variation in accordance with the Variation Procedure and the Supplier
must implement such Variation at no additional cost to the Buyer or CCS.

2.80nce the first Continuous Improvement Plan has been Approved in accordance
with Paragraph 2.5:

2.8.1 the Supplier shall use all reasonable endeavours to implement
any agreed deliverables in accordance with the Continuous
Improvement Plan; and

2.8.2 the Parties agree to meet as soon as reasonably possible
following the start of each quarter (or as otherwise agreed
between the Parties) to review the Supplier's progress against
the Continuous Improvement Plan.

2.9The Supplier shall update the Continuous Improvement Plan as and when
required but at least once every Contract Year (after the first (15t) Contract Year)
in accordance with the procedure and timescales set out in Paragraph 2.3.

2.10 All costs relating to the compilation or updating of the Continuous
Improvement Plan and the costs arising from any improvement made pursuant
to it and the costs of implementing any improvement, shall have no effect on
and are included in the Charges.

2.11  Should the Supplier's costs in providing the Deliverables to the Buyer be
reduced as a result of any changes implemented, all of the cost savings shall be
passed on to the Buyer by way of a consequential and immediate reduction in
the Charges for the Deliverables.

2.12  Atany time during the Contract Period of the Call-Off Contract, the Supplier
may make a proposal for gainshare. If the Buyer deems gainshare to be
applicable then the Supplier shall update the Continuous Improvement Plan so
as to include details of the way in which the proposal shall be implemented in
accordance with an agreed gainshare ratio.

OFFICIAL



Call-Off Schedule 3 (Continuous Improvement)
Crown Copyright 2018

OFFICIAL



Call-Off Schedule 5 (Pricing Details)
Crown Copyright 2018

Call-Off Schedule 5 (Pricing Details)

Call-Off Contract Charges
1.1 The Supplier shall provide:

1.1.1 as part of the Further Competition Procedure, its pricing for the Deliverables in
accordance with the Buyer’s Statement of Requirements, which will be
provided post contract award and during the term of the contract.

1.1.2 for each individual Statement of Work (SOW)(template statement of work to be
found under attachment number 1.10 of the ITT on Ariba), the applicable
Charges, calculated in accordance with the charging methods detailed in the
Order Form and using all of the following:

(a) the agreed rates for Supplier Staff and/or facilities (which are exclusive of
any applicable expenses and VAT) incorporated into the Call-Off
Contract;

(b) the number of Work Days, or pro rata for every part of a Work Day (see
Paragraph 1.2 of Framework Schedule 3 (Framework Pricing)), that
Supplier Staff and/or facilities will be required to provide the Deliverables
and to meet the tasks sets out in the SOW between the SOW Start Date
and SOW End Date; and

1.2 Further to Paragraph 1.5 of Framework Schedule 3 (Framework Pricing), the
Supplier will provide a detailed breakdown of its Charges for the Deliverables in
sufficient detail to enable the Buyer to verify the accuracy of any invoice
submitted.

This detailed breakdown will be incorporated into each SOW and include (but
will not be limited to):

. a role description of each member of the Supplier Staff;

. a facilities description (if applicable);

. the agreed day rate for each Supplier Staff;

. any expenses charged for each Work Day for each Supplier Staff, which

must be in accordance with the Buyer’s expenses policy (if applicable);

. the number of Work Days, or pro rata for every part day, they will be
actively be engaged in providing the Deliverables between the SOW Start
Date and SOW End Date; and

. the total SOW cost for all Supplier Staff role and facilities in providing the
Deliverables.

1.3 If a Capped or Fixed Price has been agreed for a particular SOW:
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. the Supplier shall continue to work on the Deliverables until they are
satisfactorily complete and accepted by the Buyer at its own cost and
expense where the Capped or Fixed Price is exceeded; and

. the Buyer will have no obligation or liability to pay any additional Charges or
cost of any part of the Deliverables yet to be completed and/or Delivered
after the Capped or Fixed Price is exceeded by the Supplier.

1.4  All risks or contingencies will be included in the Charges. The Parties
agree that the following assumptions, representations, risks and
contingencies will apply in relation to the Charges:

1.5 Refer to Big Data & Analytics core terms Framework schedules,
Framework Schedule 3 (Framework Prices).

HMRC Expenses Policy

2.1 Travel may be expected between the other Delivery Group and Client sites.
Expenses will be paid as per agreed HMRC expenses policy.

2.2 Travel to and from the Primary Locations will be met from the day rate.

2.3 Expenses are payable where travel to other locations is required as part of the
assignment forming part of this agreement. Where an overnight stay is required
HMRC will pay for actual bed and breakfast costs within the current maximum
limits detailed below. Any other subsistence or incidental expenses are not
payable. Receipts must be provided.

2.4 All other expenses will be payable at the discretion of HMRC. The Contractor
shall not incur such expenses without the prior approval of the HMRC Work
Manager. Any expense incurred by the Contractor without prior approval shall
not be reimbursed.

2.5 At the following locations, actual expenditure incurred within these limits.
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London / within M25 (excluding Heathrow Airport) £145
Bristol; Heathrow Airport £110
Oxford; Portsmouth £105
Elsewhere in UK £100

Class of travel by Rail

Use standard class travel for all rail journeys irrespective of the journey time, unless
you fulfil the conditions to travel first class (see below).

you have special needs that require you to travel at a you may travel
higher class first class.

there is a business need for you to travel with a colleague you may travel
who may travel first class first class.

the cost of first-class travel is cheaper or the same costas  you may travel
standard class travel first class.

Framework Ref: RM6195
Project Version: v1.0 126
Model Version: v3.0
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Mileage allowances

Higher Rate Mileage Allowance (limited to the first 10,000 45p
miles in any financial year)

Basic Rate Mileage Allowance 25p
Motorcycle Rate 24p
Pedal Cycle Rate 20p

Improved Rate Card

Framework Ref: RM6195
Project Version: v1.0 127
Model Version: v3.0
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Call-Off Schedule 9 (Security)

PART A: SHORT FORM SECURITY REQUIREMENTS

Part B: Long Form Security Requirements

1. Definitions

1.11In this Schedule the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"Breach of Security"

1 means the occurrence of:

a) any unauthorised access to or use of the Goods
and/or Deliverables, the Sites and/or any
Information and Communication Technology
("ICT"), information or data (including the
Confidential Information and the Government
Data) used by the Buyer and/or the Supplier in
connection with this Contract; and/or

b) the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Government Data), including
any copies of such information or data, used by
the Buyer and/or the Supplier in connection with
this Contract,

2 in either case as more particularly set out in the
security requirements in the Security Policy where the
Buyer has required compliance therewith in
accordance with paragraph 3.4.3 d;

IIISMSH
3 the information security management system and
process developed by the Supplier in accordance with
Paragraph 3 (ISMS) as updated from time to time in
accordance with this Schedule; and
"Security Tests"

4 tests to validate the ISMS and security of all relevant
processes, systems, incident response plans, patches
to vulnerabilities and mitigations to Breaches of
Security.
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2. Security Requirements

2.1The Buyer and the Supplier recognise that, where specified in Framework Schedule 4
(Framework Management), CCS shall have the right to enforce the Buyer's rights
under this Schedule.

2.2The Parties acknowledge that the purpose of the ISMS and Security Management
Plan are to ensure a good organisational approach to security under which the
specific requirements of this Contract will be met.

2.3The Parties shall each appoint a security representative to be responsible for Security.
The initial security representatives of the Parties are:

2.3.1 Security representative of the Buyer: _
2.3.2 Security representative of the Supplier: _

2.4The Buyer shall clearly articulate its high level security requirements so that the
Supplier can ensure that the ISMS, security related activities and any mitigations are
driven by these fundamental needs.

2.5Both Parties shall provide a reasonable level of access to any members of their staff
for the purposes of designing, implementing and managing security.

2.6 The Supplier shall use as a minimum Good Industry Practice in the day to day
operation of any system holding, transferring or processing Government Data and
any system that could directly or indirectly have an impact on that information, and
shall ensure that Government Data remains under the effective control of the
Supplier at all times.

2.7The Supplier shall ensure the up-to-date maintenance of a security policy relating to
the operation of its own organisation and systems and on request shall supply this
document as soon as practicable to the Buyer.

2.8The Buyer and the Supplier acknowledge that information security risks are shared
between the Parties and that a compromise of either the Supplier or the Buyer’s
security provisions represents an unacceptable risk to the Buyer requiring immediate
communication and co-operation between the Parties.

3. Information Security Management System (ISMS)

3.1The Supplier shall develop and submit to the Buyer, within twenty (20) Working Days
after the Start Date, an information security management system for the purposes of
this Contract and shall comply with the requirements of Paragraphs 3.4 to 3.6.

3.2The Supplier acknowledges that the Buyer places great emphasis on the reliability of
the performance of the Deliverables, confidentiality, integrity and availability of
information and consequently on the security provided by the ISMS and that the
Supplier shall be responsible for the effective performance of the ISMS.

3.3The Buyer acknowledges that;

3.3.1 If the Buyer has not stipulated during a Further Competition that it requires
a bespoke ISMS, the ISMS provided by the Supplier may be an extant ISMS
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covering the Services and their implementation across the Supplier’s
estate; and

3.3.2 Where the Buyer has stipulated that it requires a bespoke ISMS then the
Supplier shall be required to present the ISMS for the Buyer’s Approval.

3.4The ISMS shall:

3.4.1 if the Buyer has stipulated that it requires a bespoke ISMS, be developed to
protect all aspects of the Deliverables and all processes associated with the
provision of the Deliverables, including the Buyer Premises, the Sites, the
Supplier System, the Buyer System (to the extent that it is under the
control of the Supplier) and any ICT, information and data (including the
Buyer’s Confidential Information and the Government Data) to the extent
used by the Buyer or the Supplier in connection with this Contract;

3.4.2 meetthe relevant standards in ISO/IEC 27001 and ISO/IEC27002 in
accordance with Paragraph 7;

3.4.3 atall times provide a level of security which:

a) is in accordance with the Law and this Contract;
b) complies with the Baseline Security Requirements;
C) as a minimum demonstrates Good Industry Practice;

d) where specified by a Buyer that has undertaken a Further
Competition - complies with the Security Policy and the ICT
Policy;

e) complies with at least the minimum set of security measures
and standards as determined by the Security Policy
Framework (Tiers 1-4)
(https://www.gov.uk/government/publications/security-
policy-framework/hmg-security-policy-framework)

f) takes account of guidance issued by the Centre for Protection
of National Infrastructure (https://www.cpni.gov.uk)

9) complies with HMG Information Assurance Maturity Model
and Assurance Framework
(https://www.ncsc.gov.uk/articles/hmg-ia-maturity-model-
iamm)

h) meets any specific security threats of immediate relevance to
the ISMS, the Deliverables and/or Government Data;

)] addresses issues of incompatibility with the Supplier’s own
organisational security policies; and

)] complies with ISO/IEC27001 and ISO/IEC27002 in accordance
with Paragraph 7;
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3.4.4 document the security incident management processes and incident
response plans;

3.4.5 document the vulnerability management policy including processes for
identification of system vulnerabilities and assessment of the potential
impact on the Deliverables of any new threat, vulnerability or exploitation
technique of which the Supplier becomes aware, prioritisation of security
patches, testing of security patches, application of security patches, a
process for Buyer approvals of exceptions, and the reporting and audit
mechanism detailing the efficacy of the patching policy; and

3.4.6 be certified by (or by a person with the direct delegated authority of) a
Supplier’s main board representative, being the "Chief Security Officer",
"Chief Information Officer", "Chief Technical Officer" or "Chief Financial
Officer" (or equivalent as agreed in writing by the Buyer in advance of issue
of the relevant Security Management Plan).

3.5Subject to Paragraph 2 the references to Standards, guidance and policies contained
or set out in Paragraph 3.4 shall be deemed to be references to such items as
developed and updated and to any successor to or replacement for such standards,
guidance and policies, as notified to the Supplier from time to time.

3.61n the event that the Supplier becomes aware of any inconsistency in the provisions
of the standards, guidance and policies set out in Paragraph 3.4, the Supplier shall
immediately notify the Buyer Representative of such inconsistency and the Buyer
Representative shall, as soon as practicable, notify the Supplier as to which provision
the Supplier shall comply with.

3.71f the bespoke ISMS submitted to the Buyer pursuant to Paragraph 3.3.1 is Approved
by the Buyer, it shall be adopted by the Supplier immediately and thereafter
operated and maintained in accordance with this Schedule. If the ISMS is not
Approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a
notice of non-approval from the Buyer and re-submit it to the Buyer for Approval.
The Parties shall use all reasonable endeavours to ensure that the Approval process
takes as little time as possible and in any event no longer than fifteen (15) Working
Days from the date of the first submission of the ISMS to the Buyer. If the Buyer does
not Approve the ISMS following its resubmission, the matter shall be resolved in
accordance with the Dispute Resolution Procedure. No Approval to be given by the
Buyer pursuant to this Paragraph 3 may be unreasonably withheld or delayed.
However any failure to approve the ISMS on the grounds that it does not comply with
any of the requirements set out in Paragraphs 3.4 to 3.6 shall be deemed to be
reasonable.

3.8 Approval by the Buyer of the ISMS pursuant to Paragraph 3.7 or of any change to the
ISMS shall not relieve the Supplier of its obligations under this Schedule.

4. Security Management Plan

4.1 Within twenty (20) Working Days after the Start Date, the Supplier shall prepare and
submit to the Buyer for Approval in accordance with Paragraph 4 fully developed,
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complete and up-to-date Security Management Plan which shall comply with the
requirements of Paragraph 4.2.

4.2 The Security Management Plan shall:

42.1

4.2.2

4.2.3

424

4.2.5

4.2.6

4.2.7

4.2.8

4.2.9

be based on the initial Security Management Plan set out in Annex 2
(Security Management Plan);

comply with the Baseline Security Requirements and, where specified by
the Buyer in accordance with paragraph 3.4.3 d, the Security Policy;

identify the necessary delegated organisational roles defined for those
responsible for ensuring this Schedule is complied with by the Supplier;

detail the process for managing any security risks from Subcontractors and
third parties authorised by the Buyer with access to the Goods and/or
Services, processes associated with the delivery of the Goods and/or
Services, the Buyer Premises, the Sites, the Supplier System, the Buyer
System (to the extent that it is under the control of the Supplier) and any
ICT, Information and data (including the Buyer’s Confidential Information
and the Government Data) and any system that could directly or indirectly
have an impact on that information, data and/or the Deliverables;

unless otherwise specified by the Buyer in writing, be developed to protect
all aspects of the Deliverables and all processes associated with the
delivery of the Deliverables, including the Buyer Premises, the Sites, the
Supplier System, the Buyer System (to the extent that it is under the
control of the Supplier) and any ICT, Information and data (including the
Buyer’s Confidential Information and the Government Data) to the extent
used by the Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have an impact
on that Information, data and/or the Deliverables;

set out the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Deliverables and all processes
associated with the delivery of the Deliverables and at all times comply
with and specify security measures and procedures which are sufficient to
ensure that the Deliverables comply with the provisions of this Schedule
(including the requirements set out in Paragraph 3.4);

demonstrate that the Supplier’s approach to delivery of the Deliverables
has minimised the Buyer and Supplier effort required to comply with this
Schedule through consideration of available, appropriate and practicable
pan-government accredited services (for example, ‘platform as a service’
offering from the G-Cloud catalogue);

set out the plans for transitioning all security arrangements and
responsibilities from those in place at the Start Date to those incorporated
in the ISMS within the timeframe agreed between the Parties;

set out the scope of the Buyer System that is under the control of the
Supplier;
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4.2.10 be structured in accordance with ISO/IEC27001 and ISO/IEC27002, cross-
referencing if necessary to other Schedules which cover specific areas
included within those standards; and

4.2.11 be written in plain English in language which is readily comprehensible to
the staff of the Supplier and the Buyer engaged in the Deliverables and
shall reference only documents which are in the possession of the Parties
or whose location is otherwise specified in this Schedule.

4.3If the Security Management Plan submitted to the Buyer pursuant to Paragraph 4.1 is
Approved by the Buyer, it shall be adopted by the Supplier immediately and
thereafter operated and maintained in accordance with this Schedule. If the Security
Management Plan is not approved by the Buyer, the Supplier shall amend it within
ten (10) Working Days of a notice of non-approval from the Buyer and re-submit it to
the Buyer for Approval. The Parties shall use all reasonable endeavours to ensure that
the Approval process takes as little time as possible and in any event no longer than
fifteen (15) Working Days from the date of the first submission to the Buyer of the
Security Management Plan. If the Buyer does not Approve the Security Management
Plan following its resubmission, the matter shall be resolved in accordance with the
Dispute Resolution Procedure. No Approval to be given by the Buyer pursuant to this
Paragraph may be unreasonably withheld or delayed. However any failure to approve
the Security Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 4.2 shall be deemed to be reasonable.

4.4 Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.3 or
of any change or amendment to the Security Management Plan shall not relieve the
Supplier of its obligations under this Schedule.

5. Amendment of the ISMS and Security Management Plan

5.1The ISMS and Security Management Plan shall be fully reviewed and updated by the
Supplier and at least annually to reflect:

5.1.1 emerging changes in Good Industry Practice;

5.1.2 any change or proposed change to the Supplier System, the Deliverables
and/or associated processes;

5.1.3 any new perceived or changed security threats;

5.1.4 where required in accordance with paragraph 3.4.3 d, any changes to the
Security Policy;

5.1.5 any new perceived or changed security threats; and
5.1.6 any reasonable change in requirement requested by the Buyer.

5.2The Supplier shall provide the Buyer with the results of such reviews as soon as
reasonably practicable after their completion and amend the ISMS and Security
Management Plan at no additional cost to the Buyer. The results of the review shall
include, without limitation:

5.2.1 suggested improvements to the effectiveness of the ISMS;
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5.2.2 updates to the risk assessments;

5.2.3 proposed modifications to the procedures and controls that affect
information security to respond to events that may impact on the ISMS;
and

5.2.4 suggested improvements in measuring the effectiveness of controls.

5.3Subject to Paragraph 5.4, any change which the Supplier proposes to make to the
ISMS or Security Management Plan (as a result of a review carried out pursuant to
Paragraph 5.1, a Buyer request, a change to Annex 1 (Security) or otherwise) shall be
subject to the Variation Procedure and shall not be implemented until Approved in
writing by the Buyer.

5.4The Buyer may, acting reasonably, Approve and require changes or amendments to
the ISMS or Security Management Plan to be implemented on timescales faster than
set out in the Variation Procedure but, without prejudice to their effectiveness, all
such changes and amendments shall thereafter be subject to the Variation Procedure
for the purposes of formalising and documenting the relevant change or amendment.

6. Security Testing

6.1The Supplier shall conduct Security Tests from time to time (and at least annually
across the scope of the ISMS) and additionally after any change or amendment to the
ISMS (including security incident management processes and incident response plans)
or the Security Management Plan. Security Tests shall be designed and implemented
by the Supplier so as to minimise the impact on the delivery of the Deliverables and
the date, timing, content and conduct of such Security Tests shall be agreed in
advance with the Buyer. Subject to compliance by the Supplier with the foregoing
requirements, if any Security Tests adversely affect the Supplier’s ability to deliver the
Deliverables so as to meet the KPIs, the Supplier shall be granted relief against any
resultant under-performance for the period of the Security Tests.

6.2 The Buyer shall be entitled to send a representative to witness the conduct of the
Security Tests. The Supplier shall provide the Buyer with the results of such Security
Tests (in a form approved by the Buyer in advance) as soon as practicable after
completion of each Security Test.

6.3 Without prejudice to any other right of audit or access granted to the Buyer pursuant
to this Contract, the Buyer and/or its authorised representatives shall be entitled, at
any time upon giving reasonable notice to the Supplier, to carry out such tests
(including penetration tests) as it may deem necessary in relation to the ISMS and the
Supplier's compliance with the ISMS and the Security Management Plan. The Buyer
may notify the Supplier of the results of such tests after completion of each such test.
If any such Buyer’s test adversely affects the Supplier’s ability to deliver the
Deliverables so as to meet the KPIs, the Supplier shall be granted relief against any
resultant under-performance for the period of the Buyer’s test.

6.4 Where any Security Test carried out pursuant to Paragraphs 6.2 or 6.3 reveals any
actual or potential Breach of Security or weaknesses (including un-patched
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vulnerabilities, poor configuration and/or incorrect system management), the
Supplier shall promptly notify the Buyer of any changes to the ISMS and to the
Security Management Plan (and the implementation thereof) which the Supplier
proposes to make in order to correct such failure or weakness. Subject to the Buyer's
prior written Approval, the Supplier shall implement such changes to the ISMS and
the Security Management Plan and repeat the relevant Security Tests in accordance
with the timetable agreed with the Buyer or, otherwise, as soon as reasonably
possible. For the avoidance of doubt, where the change to the ISMS or Security
Management Plan is to address a non-compliance with the Security Policy or security
requirements (as set out in Annex 1 (Baseline Security Requirements) to this
Schedule) or the requirements of this Schedule, the change to the ISMS or Security
Management Plan shall be at no cost to the Buyer.

6.5If any repeat Security Test carried out pursuant to Paragraph 6.4 reveals an actual or
potential Breach of Security exploiting the same root cause failure, such circumstance
shall constitute a material Default of this Contract.

7. Complying with the ISMS

7.1The Buyer shall be entitled to carry out such security audits as it may reasonably
deem necessary in order to ensure that the ISMS maintains compliance with the
principles and practices of ISO 27001 and/or the Security Policy where such
compliance is required in accordance with paragraph 3.4.3 d.

7.21f, on the basis of evidence provided by such security audits, it is the Buyer's
reasonable opinion that compliance with the principles and practices of ISO/IEC
27001 and/or, where relevant, the Security Policy are not being achieved by the
Supplier, then the Buyer shall notify the Supplier of the same and give the Supplier a
reasonable time (having regard to the extent and criticality of any non-compliance
and any other relevant circumstances) to implement and remedy. If the Supplier
does not become compliant within the required time then the Buyer shall have the
right to obtain an independent audit against these standards in whole or in part.

7.31f, as a result of any such independent audit as described in Paragraph the Supplier is
found to be non-compliant with the principles and practices of ISO/IEC 27001 and/or,
where relevant, the Security Policy then the Supplier shall, at its own expense,
undertake those actions required in order to achieve the necessary compliance and
shall reimburse in full the costs incurred by the Buyer in obtaining such audit.

8. Security Breach

8.1Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the ISMS upon becoming aware of any breach of
security or any potential or attempted Breach of Security.

8.2 Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in Paragraph 8.1, the Supplier shall:

8.2.1 immediately take all reasonable steps (which shall include any action or
changes reasonably required by the Buyer) necessary to:
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a) minimise the extent of actual or potential harm caused by
any Breach of Security;

b) remedy such Breach of Security or any potential or
attempted Breach of Security in order to protect the integrity
of the Buyer Property and/or Buyer Assets and/or ISMS to the
extent that this is within the Supplier’s control;

C) apply a tested mitigation against any such Breach of Security
or attempted Breach of Security and provided that
reasonable testing has been undertaken by the Supplier, if
the mitigation adversely affects the Supplier’s ability to
provide the Deliverables so as to meet the relevant Service
Level Performance Indicators, the Supplier shall be granted
relief against any resultant under-performance for such
period as the Buyer, acting reasonably, may specify by
written notice to the Supplier;

d) prevent a further Breach of Security or any potential or
attempted Breach of Security in the future exploiting the
same root cause failure; and

e) supply any requested data to the Buyer (or the Computer
Emergency Response Team for UK Government
("GovCertUK")) on the Buyer’s request within two
(2) Working Days and without charge (where such requests
are reasonably related to a possible incident or compromise);
and

f) as soon as reasonably practicable provide to the Buyer full
details (using the reporting mechanism defined by the ISMS)
of the Breach of Security or attempted Breach of Security,
including a root cause analysis where required by the Buyer.

8.3In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the ISMS with
the Security Policy (where relevant) or the requirements of this Schedule, then any
required change to the ISMS shall be at no cost to the Buyer.

9. Vulnerabilities and fixing them

9.1The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the
ICT Environment will be discovered which unless mitigated will present an
unacceptable risk to the Buyer’s information.

9.2The severity of threat vulnerabilities for COTS Software shall be categorised by the
Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the
vulnerability scoring according to the agreed method in the ISMS and using the
appropriate vulnerability scoring systems including:
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9.2.1

9.2.2

the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’,
‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores
as set out by NIST http://nvd.nist.gov/cvss.cfm); and

Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’,
‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’)
respectively.

9.3 The Supplier shall procure the application of security patches to vulnerabilities within
a maximum period from the public release of such patches with those vulnerabilities
categorised as ‘Critical’ within 14 days of release, ‘Important’ within 30 days of release
and all ‘Other’ within 60 Working Days of release, except where:

9.3.1

9.3.2

9.3.3

the Supplier can demonstrate that a vulnerability is not exploitable within
the context of any Service (e.g. because it resides in a software component
which is not running in the service) provided vulnerabilities which the
Supplier asserts cannot be exploited within the context of a Service must
be remedied by the Supplier within the above timescales if the
vulnerability becomes exploitable within the context of the Service;

the application of a ‘Critical’ or ‘Important’ security patch adversely affects
the Supplier’s ability to deliver the Services in which case the Supplier shall
be granted an extension to such timescales of 5 days, provided the Supplier
had followed and continues to follow the security patch test plan agreed
with the Buyer; or

the Buyer agrees a different maximum period after a case-by-case
consultation with the Supplier under the processes defined in the ISMS.

9.4The Specification and Mobilisation Plan (if applicable) shall include provisions for
major version upgrades of all COTS Software to be upgraded within 6 Months of the
release of the latest version, such that it is no more than one major version level
below the latest release (normally codified as running software no older than the ‘n-1
version’) throughout the Term unless:

9.4.1

9.4.2

where upgrading such COTS Software reduces the level of mitigations for
known threats, vulnerabilities or exploitation techniques, provided always
that such upgrade is made within 12 Months of release of the latest
version; or

is agreed with the Buyer in writing.

9.5The Supplier shall:

9.5.1

9.5.2

implement a mechanism for receiving, analysing and acting upon threat
information supplied by GovCertUK, or any other competent Central
Government Body;

ensure that the ICT Environment (to the extent that the ICT Environment is
within the control of the Supplier) is monitored to facilitate the detection
of anomalous behaviour that would be indicative of system compromise;
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9.5.3

9.5.4

9.5.5

9.5.6

9.5.7

9.5.8

ensure it is knowledgeable about the latest trends in threat, vulnerability
and exploitation that are relevant to the ICT Environment by actively
monitoring the threat landscape during the Contract Period;

pro-actively scan the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) for vulnerable
components and address discovered vulnerabilities through the processes
described in the ISMS as developed under Paragraph 3.3.5;

from the date specified in the Security Management Plan provide a report
to the Buyer within five (5) Working Days of the end of each Month
detailing both patched and outstanding vulnerabilities in the ICT
Environment (to the extent that the ICT Environment is within the control
of the Supplier) and any elapsed time between the public release date of
patches and either time of application or for outstanding vulnerabilities the
time of issue of such report;

propose interim mitigation measures to vulnerabilities in the ICT
Environment known to be exploitable where a security patch is not
immediately available;

remove or disable any extraneous interfaces, services or capabilities that
are not needed for the provision of the Services (in order to reduce the
attack surface of the ICT Environment); and

inform the Buyer when it becomes aware of any new threat, vulnerability
or exploitation technique that has the potential to affect the security of the
ICT Environment and provide initial indications of possible mitigations.

9.61f the Supplier is unlikely to be able to mitigate the vulnerability within the timescales
under this Paragraph 9, the Supplier shall immediately notify the Buyer.

9.7 A failure to comply with Paragraph 9.3 shall constitute a Default, and the Supplier
shall comply with the Rectification Plan Process.
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Part B— Annex 1:

Baseline security requirements

1. Handling Classified information

1.1 The Supplier shall not handle Buyer information classified SECRET or TOP SECRET except if
there is a specific requirement and in this case prior to receipt of such information the Supplier shall
seek additional specific guidance from the Buyer.

2. End user devices

2.1 When Government Data resides on a mobile, removable or physically uncontrolled device it
must be stored encrypted using a product or system component which has been formally assured
through a recognised certification process of the National Cyber Security Centre (“NCSC”) to at least
Foundation Grade, for example, under the NCSC Commercial Product Assurance scheme ("CPA").

2.2 Devices used to access or manage Government Data and services must be under the
management authority of Buyer or Supplier and have a minimum set of security policy configuration
enforced. These devices must be placed into a ‘known good’ state prior to being provisioned into the
management authority of the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier
devices are expected to meet the set of security requirements set out in the End User Devices
Security Guidance (https://www.ncsc.gov.uk/guidance/end-user-device-security). Where the
guidance highlights shortcomings in a particular platform the Supplier may wish to use, then these
should be discussed with the Buyer and a joint decision shall be taken on whether the residual risks
are acceptable. Where the Supplier wishes to deviate from the NCSC guidance, then this should be
agreed in writing on a case by case basis with the Buyer.

3. Data Processing, Storage, Management and Destruction

3.1 The Supplier and Buyer recognise the need for the Buyer’s information to be safeguarded
under the UK Data Protection regime or a similar regime. To that end, the Supplier must be able to
state to the Buyer the physical locations in which data may be stored, processed and managed from,
and what legal and regulatory frameworks Government Data will be subject to at all times.

3.2 The Supplier shall agree any change in location of data storage, processing and
administration with the Buyer in accordance with Clause 14 (Data protection).

3.3 The Supplier shall:
3.3.1 provide the Buyer with all Government Data on demand in an agreed open format;

3.3.2 have documented processes to guarantee availability of Government Data in the event of
the Supplier ceasing to trade;

3.3.3 securely destroy all media that has held Government Data at the end of life of that media in
line with Good Industry Practice; and
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3.3.4 securely erase any or all Government Data held by the Supplier when requested to do so by
the Buyer.

4. Ensuring secure communications

4.1 The Buyer requires that any Government Data transmitted over any public network
(including the Internet, mobile networks or un-protected enterprise network) or to a mobile device
must be encrypted using a product or system component which has been formally assured through a
certification process recognised by NCSC, to at least Foundation Grade, for example, under CPA.

4.2 The Buyer requires that the configuration and use of all networking equipment to provide
the Services, including those that are located in secure physical locations, are at least compliant with
Good Industry Practice.

5. Security by design

5.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting systems,
processes and user access to the minimum possible level) to the design and configuration of IT
systems which will process or store Government Data.

5.2 When designing and configuring the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) the Supplier shall follow Good Industry Practice
and seek guidance from recognised security professionals with the appropriate skills and/or a NCSC
certification (https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all bespoke
or complex components of the ICT Environment (to the extent that the ICT Environment is within the
control of the Supplier).

6. Security of Supplier Staff

6.1 Supplier Staff shall be subject to pre-employment checks that include, as a minimum:
identity, unspent criminal convictions and right to work.

6.2 The Supplier shall agree on a case by case basis Supplier Staff roles which require specific
government clearances (such as ‘SC’) including system administrators with privileged access to IT
systems which store or process Government Data.

6.3 The Supplier shall prevent Supplier Staff who are unable to obtain the required security
clearances from accessing systems which store, process, or are used to manage Government Data
except where agreed with the Buyer in writing.

6.4 All Supplier Staff that have the ability to access Government Data or systems holding
Government Data shall undergo regular training on secure information management principles.
Unless otherwise agreed with the Buyer in writing, this training must be undertaken annually.

6.5 Where the Supplier or Subcontractors grants increased ICT privileges or access rights to
Supplier Staff, those Supplier Staff shall be granted only those permissions necessary for them to
carry out their duties. When staff no longer need elevated privileges or leave the organisation, their
access rights shall be revoked within one (1) Working Day.
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7. Restricting and monitoring access

7.1 The Supplier shall operate an access control regime to ensure all users and administrators of
the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier)
are uniquely identified and authenticated when accessing or administering the Services. Applying
the ‘principle of least privilege’, users and administrators shall be allowed access only to those parts
of the ICT Environment that they require. The Supplier shall retain an audit record of accesses.

8. Audit

8.1 The Supplier shall collect audit records which relate to security events in the systems or that
would support the analysis of potential and actual compromises. In order to facilitate effective
monitoring and forensic readiness such Supplier audit records should (as a minimum) include:

8.1.1 Logs to facilitate the identification of the specific asset which makes every outbound request
external to the ICT Environment (to the extent that the ICT Environment is within the control of the
Supplier). To the extent the design of the Deliverables allows such logs shall include those from
DHCP servers, HTTP/HTTPS proxy servers, firewalls and routers.

8.1.2 Security events generated in the ICT Environment (to the extent that the ICT Environment is
within the control of the Supplier) and shall include: privileged account log-on and log-off events, the
start and termination of remote access sessions, security alerts from desktops and server operating
systems and security alerts from third party security software.

8.2 The Supplier and the Buyer shall work together to establish any additional audit and
monitoring requirements for the ICT Environment.

8.3 The Supplier shall retain audit records collected in compliance with this Paragraph 8 for a
period of at least 6 Months.
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Part B — Annex 2 - Security Management Plan

HM Revenue
& Customs

Security Plan Questionnaire (High)

To: HMRC Revenue and Customs

From: BAE Systems Digital Intelligence

Date: 04/04/2024

Tender reference:

Tender title: CONNECT Network Tuning 24/25

Schedule 2.4 Security Plan
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Background

The Contractor is required to prepare a Security Plan in accordance with the HMRC’s Security
Poalicy.

The requirements set out in this Security Plan also apply to any sub-contractors engaged by the
Contractor to perform any of the services under the Contract.

HMRC has developed a standard set of questions and recommendations (see attached
Appendices) to ensure consistency across relevant contracts. The Contractor is required to
provide answers to the standard set of questions contained within this questionnaire to formulate
the initial Security Plan.

This Security Questionnaire covers the principles of protective security to be applied in delivering
the services in accordance with HMRC's Security Policy and Standards

The Contractor’s response to this questionnaire, with any subsequent amendments as may be
agreed as part of a clarification process, will be included in the signed version of any resulting
agreement, as confirmation that the content of the Security Plan has been agreed with HMRC.

1 Policy & Standards
la Please confirm that you understand that your responses to this questionnaire will form the
initial Security Plan and will be included in the final signed version of any resulting agreement.

Yes

1b Please confirm your organisation and any subcontractors' will conform to the requirements set
out in the Government Security Policy Framework (SPF), available from Security Policy
Framework and any Security Requirements recorded in the schedules and/or Order Form.

Yes

1c If you believe that the Public Sector Network (PSN) Code of Connection, available from
www.gov.uk, will apply to your organisation and any sub-contractors, please provide details of
how you will conform to this.

Not applicable

1d Please confirm that your organisation and any sub-contractors will handle HMRC assets in
accordance with legislation including the UK General Data Protection Regulation see UK GDPR
and in accordance with Clause 23 (Protection of Personal Data) of the Contract.

BAE Systems and its sub-contractors will be able to comply with the GDPR. BAES DI
prepared well in advance of the deadline in May 25 2018, and deployed GDPR
compliance programs including those targeted towards the relevant groups of people
who needed to take action in their specific role, trained all the employees, ran
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workshops and Q&A sessions. One of the more significant work streams has been the
review of all contracts with clients and third party suppliers where personal data is
involved to make sure we include GDPR-compliant clauses. There are in-house
specialised resources. Any further information can be found at:
https://www.baesystems.com/en/bae-systems-privacy-notice

le Please confirm that you have paid the Data Protection Fee to the ICO or that you fall into one
of the exempt categories. More information can be found here

We confirm we have paid the Data Protection Fee to the ICO.

1f Please provide details of any security accreditation that your organisation currently possesses,
such as but nonexclusive to, ISO 27001 and PCI DSS and describe the process used to achieve
the accreditation.

Please see attached our Certificate of Approval of ISO/IEC 27001:2013, ISO
9001:2015, ISO 22301:2019

PDF

ISO9001 + 1SO27001
+1S022301.pdf

1g If you intend to involve sub-contractors at any stage during the Contract, please list them and
provide details of how you will ensure their compliance with all aspects of this Security Plan.

The Requirement Owner shall identify to Procurement all instances where use of a
third party supplier is required by the business. The Requirement Owner completes a
Supplier Impact Assessment and submits this to Procurement using the defined
workflow to determine the criticality of the supplier to the business and co-ordinate
activity, to ensure optimal due diligence which at its core includes: Denied Party
Screening, Adverse Media, Credit Checks, Anti-Bribery a Corruption. The mentioned
assessments ensure that requirements are satisfied or that if any nonconformity is
noted, no further progress may be made contracting with the third party until
specialised teams and resources put in place mitigations until the requirements are
satisfied. Once Core Due Diligence activities have been successfully completed,
appropriate extended Due Diligence must be performed for all third party suppliers
identified as Business Critical. These actions reflect on the nature of services supplied
and are delivered by defined AI functions which have a defined assurance process
which enable them to understand the nature of the services being provided, the
adequacy of measures in place, and improvements required. Each function then
verifies their findings with Procurement, who record these along with necessary
improvements to ensure they are addressed before services are contracted. Once all
functions have updated Procurement, Procurement shall progress the third party
supplier engagement.
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1h As appended to this Schedule 2.4, Appendix G, Security Aspects Record, defines the
Government Security Classifications (see Government Security Classifications) carried by the
HMRC data. If you are successful in the tender process, you will require a Security Manager (or
appointed person), to take responsibility for the security of the data.

Please provide the name of your Security Manager who will act as a first point of contact and
conduct ongoing management of security risks and incidents (including identification, managing,
and reporting in line with agreed procedures for actual or suspected security breaches).

Name : |

2 Physical Security (For requirements please see Appendix A — Physical Security)

2a For the locations where HMRC assets are held please provide details of any procedures and
security in place designed to control access to the site perimeter.

Detail measures such as fencing, CCTV, guarding, and procedures and controls in place to
handle staff and visitors requesting access to the site.

Please also provide details of the maintenance schedule of your security controls.

Due to the nature of our business helping nations, governments and businesses
around the world defend themselves against cybercrime, our premises operate in
restricted access zones at different levels depending on the data classification
handled in each area. Different security controls apply, but as standard, visitors and
employees must display an ID card with a clearance symbol, access is backed up by
high security two factor access controls which could include proximity and pin
technology, assets permitted into the areas are restricted. Alarm, CCTV and a skilled
site operations team is present in each building. We would have our staff follow the
“supplied equipment procedures” detailed
https://connect/OurCompany/Process/Documents/POL080.pdf and/or any
instructions provided by HMRC.

2b Please provide details of the building where the service will operate from and describe the
procedures and security in place to control access to premises and any areas within the premises
holding HMRC assets.

Detail measures such as building construction type, availability of lockable storage, procedures
covering end of day/silent hours, key management, visitor controls. Please also include details of
any automated access controls, alarms and CCTV coverage.

Please also provide details of the maintenance schedule of these security controls.

All buildings are secured with the use of failsafe key locks, which support out of hours
Access control systems. Access control systems are through proxy chip and also pin
pad 4 digit codes. Motion detection CCTV cameras are in place at all entry points
which is housed on the CCTV system. All entry points at all sites are then further
secured with the use of Intruder Detection Systems that are remote alarm monitored.
The alarm monitoring company then escalates any activation at any site to the
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Security Operations Centre who will in turn escalate to the appropriate onsite security
teams and call out points of contact in the event of activation.

All members of staff are issued with an ID card which is compatible with the access
control readers of the building that they are trying to access. Door readers are set up
on secure and placed within security clearance categories which will then be assigned
to a user. Users who require access to restricted areas and or restricted doors will
require written authorisation from the room owner in order for the security team to
provide access to that user’s card.

In the event staff want to access a site that isn’t their home site, prior notification is
required to the security team in order to verify and then add access once authorised
for the alternative site. Access to an alternative site will only be granted to official
areas unless further approval is obtained from room owners and the employee being
able to evidence that the correct level of clearances are held and have the required
need to know in a restricted area.

Reports will be run on a periodic basis to confirm whether users are continually using
the space or whether there is a lapse in usage, this will then allow the security team
to confirm with the room owner the users need to have access to that specified area.
This is for any area accessed that is classified at O/S or above.

All BAE office locations work to a clear desk policy where all assets are to be locked
away at night. During the end of day lock up, the security team will sweep the floor
space and any identified assets that haven’t been locked away will be secured by the
security team and the offender contacted by the appropriate Site Security Controller
and an Incident report raised. The appropriate project lead will then also be advised
of the infraction.

Any visitors coming to a BAE site require prior notification by the hosting / escorting
member of BAE. ID is required to be produced by the visitor on arrival to the BAE site
and will be required to be escorted throughout their visit. Any visitor requiring access
to a Red area or above will be required to be added to the Classified Visitor system at
least 48 hours in advance to undergo DPS and clearance checks. External visitor
requests should also be communicated with the Site Security Controller to have
oversite and provide direction.

In the case of London Bluefin, the office space is located on the 4th floor of a multi-
tenanted building. In order to access the 4th floor employees and visitors are
required to enter via the ground floor turnstiles and building security (24/7 team) and
front of house reception team. Members of staff who regularly access London Bluefin
on a weekly basis may be able to have access added to their pass via the landlord
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security team, however if staff fall under a set of attendance parameters then they
will require to be signed in at the ground floor reception to access the floor space.

Visitors to BAES Offices will require prior notification and organised through the
Reception team, who will communicate with the landlord reception team. ID
verification will be required at both the ground floor reception, and in Bluefin, also
when arriving on the 4th floor.

Office hours are Monday to Friday 0700-1900hrs, were unlock and lock up processes
are carried out and managed by the onsite security team. The office is closed at
nights and at weekends, arrangements can be made for late working on submission
of a late working request, which will require line manager approval and receipt of a
project code as additional security resource will be required to stay in the building
whilst it’s open.

3 IT Security (For requirements please see Appendix B — IT Security)

3a Please state what, if any, form of assessment in relation to the Government backed Cyber
Essentials Scheme has been performed or provide details of any cyber essentials accreditation
that you are planning in the future.

Please see attached our Certificate of Assurance in relation to the Cyber Essentials
Plus Scheme.

PDF

Al Cyber Essentials
Plus - Certificate.pdf

3b Please provide details of the controls and processes you have in place covering patching,
malware (anti-virus), boundary/network security (intruder detection), content checking/blocking
(filters), lockdown (prevention), and how regularly you update them.

All systems are configured to a hardening baseline that includes the installation of
antimalware software which varies depending on the nature of the device. The
protective monitoring policy establishes that it is under constant scrutiny that it is
updated to its latest version and that updates and definitions are deployed as soon as
available. Firewall policies are covered by the Protective Monitoring Policy. Network
Security Protective Monitoring - for the purpose of this policy is defined as: the
collection, analysis, reporting and escalation of indications and warnings allowing
detection and response to IT security and InfoSec events. Due to the nature of our
business helping nations, governments and businesses in strategic sectors around the
world defend themselves against cybercrime, our networks operate a tiered level and
the rules are configured depending on the data that this are allowed to host. The
policies are reviewed in a term of maximum a year after the latest release. BAES Al
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does not release documents with internal policies or processes, but we are open to
set up a live session to discuss all that apply.

3c Please provide details of the overall security and access control policy of your systems
covering physical and electronic assets (including communications connection equipment, e.g.,
bridge, routers, patch panels). You should record details of the formal registration/deregistration
process, how users are Authorised, Authenticated and held Accountable for their actions. Also
include details of the measures in place to manage privilege access e.g., System Administrators
and remote users.

POF

Access Control Policy
POL82.pdf

All work is carried out on a least privilege and need to know basis. User access to
accounts on networks/systems will vary by job title and be determined jointly by the
line-manager and System Access Administrator. All other system capabilities will be
provided via job profiles or by special request by the employees’ manager. Access to
applications or equipment must be authorized by the line-manager via a Service Now
request. As a general principle, the user may only have access to the minimum
resources required to carry out his/her responsibilities. There must be a proper
distribution of system functions according to the role/ function of the user and data
criticality level. Authorised personnel shall only be given accounts on those networks
and systems that they have a legitimate business need to access and subject to their
level of security clearance, employment status, and physical location. User accounts
and access rights shall be removed or amended promptly across all relevant networks
and systems once an individual’s employment status, role or clearance changes, and
authorisation no longer exists. Please see attached a copy of our Access Control
Policy. Registration authorisation and removal is managed through IT Helpdesk.

3d Please provide details of how your security and access control policy complies with the
Security Policy Framework (including where necessary, use and control of backup systems,
network storage and segregation of HMRC data (including 'cloud' solutions), and additional
security for more sensitive information assets).

PDF

SCP529.pdf

Please see attached a copy of our IT Access Control Procedures which are in place to
ensure we comply with the Overarching Principles within the Security Policy
Framework. All our buildings utilise access control including compartmentalised areas
with tiered access levels which are audited on a frequent basis to ensure the need to
know.
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3e Please describe how you ensure all software and data is approved before being installed, and
how your information systems are reviewed for compliance with security implementation
standards (e.g., penetration testing).

BAE Systems conducts thorough due diligence. The software being provided s
assessed via a manual internal form which covers of data questions including data
privacy approval and many technical details including a most recent pen test of the
service. Approval is not given if there is no pen test, when this occurs a pen test is
usually booked for the service. After results and remediation occurring, only then is
software approved amongst other security implementation standards which are
adhered to i.e. OWASP. Only pre-authorised software is available for installation on
company networks.

3f Please provide details of the controls and processes (including level of encryption and
controlled access procedures) you have in place for the use of portable media and storage
devices exceptionally loaded with HMRC data.

Removable media is covered under the data handling policy. In general it is not a
method allowed except very specific cases that have to be logged, assessed,
reviewed and authorised in a per case basis and agreed with HMRC to their
satisfaction. The only portable storage devices we use are HMRC-issued surface pro
devices which are encrypted and require VPN to connect to the HMRC network. These
are used to access HMRC data and there is no requirement to store data on the
device itself.

3g Please provide details of how all equipment (e.g., hardware, portable media) that holds or has
held data will be destroyed or decommissioned, and how all data will be rendered unreadable and
irretrievable in line with HMG Security Policy Framework requirements for information
management.

HMRC-issued devices are returned to HMRC for decommissioning

HMRC user id access will be removed for BAE Systems Applied Intelligence team
members leaving HMRC projects.

HMRC user id access is disabled after a period of no logins

4 Personnel Security (For requirements please see Appendix C — Personnel Security)

4a What security vetting has been carried out for staff who will have access to or come in to
contact with HMRC data or assets.

All employees undergo Baseline Personnel Security Standard checks as a minimum.
Depending on the role, personnel could be required to hold SC, DV or any
government required security clearance levels. BPSS is performed by TSW (The
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Security Watchdog) and the advanced clearances are assisted by an in-house
clearances team to help us manage all that apply and liaise with the UKSV.

4b Please provide details of how you will ensure that all staff accessing HMRC data are aware of
the confidential nature of the data and comply with their legal and specific obligations under the
Contract.

All staff have signed confidentiality agreements as part of their employment with BAE
Systems and failure to abide by these agreements is grounds for disciplinary action.

4c All contractor’s personnel who have access to HMRC data, and/or are directly involved in the
service provision must sign a copy of HMRC’s Confidentiality Agreement. Please confirm that, in
the event that your bid is successful, you will provide signed hard copies of the CA for all
personnel involved in this Contract if requested.

BAES will sign a CA on behalf of its employees and we will provide individual
acknowledgements from our employees that they understand the terms.

4d Please provide details of the ongoing training you provide to staff in respect of data security,
including risk awareness and the identification and reporting of security incidents. Please also
provide details of your documented information security procedures and processes that are
available to all staff who will have access to or come into contact with HMRC data.

We ensure that all Employees receive and complete security training that is
appropriately tailored to their role, responsibilities and access to national security
and/or Company-controlled Information both prior to being provided access to
company networks and also as a refresher provided annually or sooner, if appropriate
to emerging threats / risks. All security policies are listed on our Business
Management System on Connect. We are moving to a revised BMS based on the
Operational Framework and Security Management Framework aligned to Group Cyber
Security Standards (based on NIST800-53). We provide Security Awareness 1 and 2
to all new starter requiring access to Official areas, covering classifications, networks
and assets.

4e Please provide details of your procedures for on and off boarding staff

Recruitment notifies HR of new-starters and all employees go through TSW BPSS
security level checks as part of the onboarding process. All staff requiring access to
Secret or above will be put through SC or Developed Vetting where required. IT
equipment and network access is ascertained depending on need to know.

For those off boarding, leaving notification is acquired by line managers which goes
into HR/Employee lifecycle. Once leaver’s date is ascertained, IT access is
automatically revoked on leaving date, IT asset return is organised for leaving date
including tokens, company cards and equipment. A leaving security debrief is
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provided, which includes continuing responsibilities to the Official Secrets Act. Further
reading of debriefs are provided if required.

5 Process Security (For requirements please see Appendix D — Process Security)

5a Please provide details of the format in which HMRC data will be held, how you will ensure
segregation of HMRC data, and the locations where this data will be processed.

Data remains located in HMRC data environments in the delivery of our services.

Locations where BAE Systems Applied Intelligence process HMRC information

HMRC offices (Trinity Bridge House, Telford Plaza, Stratford East London), BAE
Systems Applied Intelligence offices (London and Guildford) and any required remote
working locations.

Access to HMRC information is via HMRC-owned and issued PC devices only.

Locations where support activity is undertaken from

HMRC offices (Trinity Bridge House, Telford Plaza, Stratford East London) and BAE
Systems Applied Intelligence offices (London and Guildford).

BAE Systems Applied Intelligence does not store HMRC data in its locations or
systems. Only HMRC-owned devices that have been issued for the purposes of HMRC
project and programme delivery can access or store HMRC information.

5b Please confirm your understanding and agreement that the transfer of any HMRC asset to third
parties (any individual or group other than the main Contractor) is prohibited without prior written
consent from HMRC. If you anticipate transferring data, especially using portable media during the
delivery of this project, please set out your proposed transfer procedures for consideration.

This is not applicable.

5c¢ Please confirm that you understand that HMRC Data must not be processed or stored outside
the United Kingdom without the express permission of HMRC.

If you are considering transferring data outside of the UK, please provide details on how and
where the data will be processed or stored.
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To the extent that any data offshoring would include the transfer of Personal Data (as defined in
the United Kingdom General Data Protection Regulation (UK GDPR)) outside of the UK, please
provide details of the protections and safeguards which would be applied to ensure that such data
is afforded a level of protection that is essentially equivalent to that guaranteed in the UK by UK
GDPR, including in relation to access to the data by the country’s public authorities.

Please note: In line with HMRC'’s current policies, the successful supplier(s) will not be permitted
to transfer any Personal Data provided by HMRC in connection with any contract resulting from
this procurement exercise to any country outside of the UK where such transferred data will not be
afforded a level of protection essentially equivalent to that guaranteed in the UK by UK GDPR.

On this basis, HMRC reserves the right to reject a bidder’'s entire tender submission and/or
terminate any contract awarded where it becomes apparent to HMRC that the supplier is
transferring/is proposing to transfer Personal Data outside of the UK without ensuring the
transferred data is afforded a level of protection essentially equivalent to that guaranteed in the
UK by UK GDPR.

Data remains located in HMRC data environments in the delivery of our services.
Transfer of data outside of the UK is not applicable.

5d In order to protect against loss, destruction, damage, alteration or disclosure of HMRC data,
and to ensure it is not stored, copied or generated except as necessary and authorised, please
provide details of the technical and organisational measures you have in place (including

segregation of duties and areas of responsibility) to protect against accident or malicious intent.

Where BAES Al is the data processor, the protective security policy described above
applies, where equipment and access is provided by HMRC, BAES AI guarantees that
staff have been security cleared, trained and bound by contract to policies and
procedures to securely handle the type of data required to deliver the service, but
HMRC's technical controls will apply.

5e What arrangements are in place for secure disposal of HMRC assets that may be in your
possession once no longer required?

Secure disposal of HMRC assets is managed by HMRC project teams in line with
HMRC standard processes. Assets disposed in line with SAL once framework has been
agreed. Once agreed, destruction of process will be followed as outlined in the
Security Aspects Letter.

5f How and when will you advise HMRC of security incidents that impact HMRC assets that may
be in your possession?

This is managed in line with HMRC protocols concerning the use of HMRC-owned
assets. Security incidents are raised on an internal incident reporting system called
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Archer. If a security breach is logged by a user then this will notify the Site Security
Controller, Regional Security Managers and Company Security Controller and
Information Security teams, where investigations will take place. Depending on the
severity of reported breach this will then be communicated back to the relevant
account lead.

5g Please describe your disciplinary procedures in the event of a security breach involving HMRC
data.

BAE Systems Applied Intelligence must respond to significant events which potentially
breach the Company, our client’s data, or BAE Systems Security Policies, including
the suspected compromise of: e National laws ¢ Company security policy e Client
security policies under which we are contracted.

Notification will reach our CSO, head of InfoSec Operations, Head of InfoSec and
head of Privacy who will action the incident response plan as appropriate.

5h Do you have a List X accreditation?

If ‘yes’, please answer the following:

What is the name of your Security Controller?
What/Where does the List X accreditation cover?
For what purpose?

Please provide evidence the Department who sponsored the List X accreditation has
agreed to share the environment.

Steve Downall - Company Security Controller

Carl Allwork - Security Controller for Guildford

All three buildings in Guildford have accreditation for S and TS classifications across
various rooms/areas in the buildings to facilitate handling classified/secured work.
We are accredited by MoD and UKIC.

At this point, we do not expect to host HMRC data and there is unlikely to be a need
for List X facilities.

6 Business Continuity

6a Please provide an overview of your organisation’s Business Continuity and disaster recovery
plans in terms of the HMRC data under the Contract or attach a copy of your Business Continuity
Plan. Please specify if you operate Business Continuity or disaster recovery from outside the UK.
Also, please provide details on when and how frequently these plans are tested and advise when
they were last tested and confirm results of testing exercises are available for review if requested.
Please provide details on how you will meet recovery times if these have been specified in the
schedules and/or Order Form.
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This will depend on the type of service that we provide, but at the corporate level,
BAES AI are ISO 22301:2012 certified, please refer to our certifications attached.

7 Cryptography

7a Please provide details of processes and procedures in place for handling Government
cryptographic material.

BAE Systems have a cryto custodian who handles and audits cryptographic material,

and designated vetted and trained employees at locations to undertake relevant
duties.

The following appendices provide additional information on the types of security
control that may be expected as a minimum for the protection of HMRC information,
data and assets.

It is not a legally binding document, nor does it provide a definitive list of baseline
security controls. It should be read in conjunction with HMG and HMRC Security
Policy and Standards.
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Appendix A — Physical Security

Please consider: the effect of topographic features and landscaping on perimeter security; the
possibility of being overlooked; the ease of access and communications; the existence and
proximity of public rights of way and neighbouring buildings; the existence of emergency and
evacuation routes from adjacent buildings; the implications of shared accommodation; the
location of police and emergency services; the build of the structure.

Building Security - There should be as few points of exit and entry as possible but in line with
Health & Safety and Fire Regulations. Where exit and entry points exist then physical security
controls, such as window bars, grilles shutters Security Doors etc may be installed. The
effectiveness of these protection measures may be enhanced by the use of Intruder Detection
Systems (IDS), CCTV or Guard Service.

Physical Requirements Recommended
Security
Secure Construction in line with CPNI guidance; Intruder alarm with police response.
Rooms locked during ‘silent hours’ and Appropriate automated access control
keys/combinations secured. system.
Sufficient CPNI-Approved lockable storage
for material at OFFICIAL or above.
Intruder alarm with key holder response.
Perimeter CCTV Coverage to identify intruders with
Security adequate lighting for night-time operation.
Use of fencing that offers a degree of
resistance to climbing and to deter an
opportunist e.g., anti-intruder fencing.
Manned guarding to be considered.
Physical Visitors limited to those with a business A visitor log maintained, and visitors sign
Access - need, issued with identifying badges upon in and out.
secure arrival and escorted at all times.
areas
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Physical
Security

Requirements

Recommended

Building

Constructed of robust building materials
typically, brick or lightweight block walls.
External doors of solid construction, locked
during silent hours and linked to intruder
detection system.

Access to keys must be checked and any
lock combinations changed at regular
intervals not exceeding 12 months. A record
of key/combination holders must be
maintained.

The number of keys to a lock must be kept
to a minimum. Spare keys must not be held
in the same container as ‘working keys’.
The premises must be locked during ‘silent
hours’ and keys secured.

Intruder alarm with key holder response.
Windows double glazed or similar unit with
locks.

Emergency exit doors included on intruder
detection system.

Security Keys should not be removed
from the premises.

Intruder alarm with police response.
Power outage alarm with key holder
response.

Appropriate automated access control
system.

Environme
ntal

Fire risk assessment must be carried out.
Uninterruptible power supply for security
and health & safety equipment.

Smoke detection system e.g., VESDA.

Transport
and
Storage

Appropriate CPNI-Approved lockable
storage for HMRC material.

Point to point transfer of all HMRC material
using CPNI-Approved locked containers
and (where necessary) solid sided vehicles.

HMRC “trusted hand” using named
individuals.

Appendix B = IT Security

IT Requirements Recommended

Security

Cyber It is mandatory for HMG suppliers to Cyber Essentials Plus with independent

Essentials | demonstrate that they meet the technical assessment and certification.
requirements prescribed by Cyber
Essentials.

Authorisati | Users and Administrators must be

on authorised to use the System/Service.

Higher privilege access accounts should be
tightly controlled and only assigned to
authorised individuals.
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IT Requirements Recommended

Security

Authentica | Individual passwords must be used to Machine-generated passwords.

tion® maintain accountability; Multi-factor authentication should be
Robust passwords should be used, that are | considered for exposed environments
designed to resist machine-based attacks and remote access.
as well as more basic guessing attacks. Passwords for privileged accounts/users
Passwords must be stored in an encrypted | (Administrators) etc. should be changed
form using a one-way hashing algorithm. more frequently than every 3 months.
Passwords must be able to be changed by
the end user if there is suspicion of
compromise. Passwords must be changed
at least every 3 months.

Access User access rights to HMRC information

Control assets must be revoked on termination of

employment.
Audit logs for access management in place
showing a minimum of 30 days of activity.

6 Authentication is the process by which people “prove” to the system that they are the person they claim to be. There are three
possible authentication factors: Passwords (something a person knows), tokens (something a person possesses), and biometrics
(something a person inherently is or how they behave).
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IT Requirements Recommended

Security

Malware Malware protection software should be Consideration should be given to
Protection’ | installed on all computers connected or allowing privilege users (System

able to connect to the Internet. It must be
regularly updated in line with vendor
recommendations or at least daily and
should be configured to scan files on
access and perform regular scans of all
files at server and desktop level (PC/Laptop
etc). It should also be configured to identify
and block access to known malicious
websites. Security Operating Procedures
(SyOps) must ensure that malware
protection is kept up to date. Anti-Virus
Administrators and users should be trained
on use of AV software.

Users should receive awareness training so
that they are aware of risks posed by
malicious code from the use of email and
attachments, internet and removable media
(CD, DVD, USB devices etc).

All users, systems and services must be
provided on a least privilege basis to
reduce the potential for accidental
introduction of malicious code.

For systems attaching to HMRC network,
dual layered malware protection and
detection capability.

Administrators) to only use a limited
‘non-privilege role’ to conduct vulnerable
operations such as browsing or importing
via removable media.

Dual layered malware protection and
detection capability.

Malware protection software should be
configured to update automatically or
update through the use of a centrally
managed deployment. Systems and
services holding assets with a
Government Security Classification of
Secret are expected to be air-gapped
and will therefore require malware
protection to be configured manually.

7 CESG Good Practice Guide No 7 provides information on the threats and vulnerabilities and risks associated with malicious
code and also provides guidance on appropriate risk management measures.
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IT
Security

Requirements

Recommended

Network
Security

Information, applications and computers
within the organisation’s internal networks
should be protected against unauthorised
access and disclosure from the internet,
using boundary firewalls, internet gateways
or equivalent network devices.

Boundary controls should have content
checking and a blocking policy in place
e.g., firewalls. As a minimum the default
administrative password for network
devices such as Firewalls should be
changed to a strong password comprising
of a minimum of 8 characters. All
unnecessary services should be
disabled/‘blocked’ by default at the
boundary firewall. It is important that
Firewall rules that are no longer required
are disabled/removed timeously, for
example when a service is no longer
required.

The administrative interface used to
manage boundary firewall configuration
routinely must NOT be accessible from the
Internet.®

Dual paired firewalls, different vendors.
Anomaly detection capability e.g.,
Network intruder detection system.

Patch
Managem
ent

Software should be patched, and devices,
systems, operating systems and
applications should be ‘locked down’ to
remove unnecessary services and
functionality. File types should be limited.
All Critical security patches should be
deployed timeously and in line with vendor
recommendations. The deployment of
Important i.e., less critical patches should
be deployed on the basis of risk.

System
Document
ation

System designs/architectural blueprints and
network designs should be protected from
unauthorised access, loss and destruction.

81t is envisaged that systems holding Secret assets will not be supported by a remote administrative and will not be Internet

facing.
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IT Requirements Recommended
Security
Disposal HMRC information assets must be
of media sanitised in line with HMG IA Infosec
Standard 5 Secure Sanitisation. Your
CESG contact can provide further
information.
Technical | IT health check aka penetration testing for | Consideration for regular IT health check
Testing front facing internet services delivered to of application and infrastructure services
HMRC. delivered to HMRC.
Use of Laptops holding any information supplied or
Laptops generated as a consequence of a Contract
and with HMRC must have, as a minimum, a
removable | FIPS 140-2 approved full disk encryption
recordable | solution installed.
media. Approval from HMRC must be obtained

before information assets are placed on
removable media®. This approval must be
documented sufficiently to establish an
audit trail of responsibility. All removable
media containing information assets must
be encrypted. The level of encryption to be
applied is determined by the highest HM
Government Security Classification of an
individual record on the removable media.
Unencrypted media containing HMRC
information assets must not be taken
outside secure locations; the use of
unencrypted media to store HMRC
information assets must be approved by
HMRC.

Appendix C — Personnel Security

9 The term drives includes all removable, recordable media e.g. memory sticks, compact flash, recordable optical media and
external hard drives.
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Personnel | Requirements Recommended
Security
Security Pre-employment checks should meet the See www.gov.uk specifically the link to
Clearance | Baseline Personnel Security Standard the Disclosure & Barring Service for
(BPSS) and must be completed for all staff | more information.
with potential or actual access to HMRC Staff with privileged system access
assets. (system administrators) to have
Security Clearance for all staff with access | Developed Vetting Clearance.
or potential access to material with a
Government Security Classification of
SECRET.
Confidentia | Confidentiality Agreements (CA) must be
lity completed by all staff with potential or
Agreement | actual access to HMRC information assets
S as requested.
Security All staff must undergo security awareness Board members and senior management
Awareness | training and be familiar with HMRC security | should be able to demonstrate their
Training policy, standards and guidance. There commitment to security through a variety
must be a plan in place, endorsed and of mechanisms.
owned by a named individual at Board
Level, to ensure refresher training takes
place at least annually.
Joiners and | Process to ensure individuals are
leavers appointed to clearly defined roles with

appropriate access rights only. Leavers’
access rights to systems and premises are
removed on termination of employment.

Appendix D — Process Security

Process Requirements Recommended
Security

Disciplinary | There must be an organisational disciplinary

Process process. Staff must be briefed on this and the

penalties that may result from failure to comply
with documented security policies
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Process Requirements Recommended

Security

Security Where the contract requires you to hold HMRC | Obtain the services of a CLAS
Palicies, assets at Secret or above you MUST ensure consultant to help you through the
Processes there is a relationship at senior management bidding process and, if successful,
and level between your organisation and CESG. the early stages of contract award.
Procedures | Procedures in place to determine whether any

compromise of HMRC assets e.g., loss or
modification of information, software and
hardware has occurred.

Procedures for the handling and storage of
HMRC information assets must be established
to protect from unauthorised disclosure and/or
misuse.

End of day procedures must ensure that HMRC
assets are adequately protected from
unauthorised access.

A clear desk policy must be enforced.
Procedures must be in place to ensure HMRC’s
assets are segregated from any other Client’s
assets held by the contractor.

Procedures for the secure disposal of the
HMRC'’s assets must be in place.

Where HMRC assets are held at SECRET alll
staff and visitors must visibly wear an identifying
pass while on site.

Where HMRC assets are held at SECRET
portable media devices must be excluded from
the secure area.

A challenge culture must be fostered, so that
staff or visitors not wearing a pass are
challenged. Where an access control system is
in operation tailgating must be discouraged.
Where required HMRC assets must be
destroyed in line with the Security Policy
Framework. Further guidance on storage and
destruction of media is available from CESG.

Transfer of
HMRC Data

Any proposed transfer of HMRC data must be
approved by HMRC in writing. If the Contractor
is unsure whether approval has been given, the
data transfer must not proceed.

Where data transfers are necessary in the
performance of the Contract, they should be
made by automated electronic secure
transmission via the Government Secure
Internet (GSI) with the appropriate level of

Whenever possible, putting
data on to removable media
should be avoided. Where this is
unavoidable, hard drives and
personal digital assistants, CD-
ROM/DVD/floppy/USB sticks are
only to be used after discussion
and agreement with HMRC in
advance of any such transfer.
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Process Requirements Recommended

Security
security control. Individual data records (unless | If the use of removable media is
as part of a bulk transfer of an anonymised approved, data must be written to
respondent survey data) will require specific them in a secure, centralised
transfer arrangements. Transfer of aggregated environment and be encrypted to
data such as results, presentations, draft and HMRC'’s standards.
final reports may also need discussion and If you anticipate transferring data
agreement, again in advance of any such on removable media during the
transfer. delivery of this project, please set

out your proposed transfer
procedures.

Incident Arrangements must be in place for reporting

Management | security breaches to the asset owner.

List X Further information on List X is available at
WWW.goV.uk.
A List X accreditation may just cover a floor, a
room or even a particular piece of secure
furniture and may be for a specific purpose.
Note: If you do have a List X accreditation,
please keep responses generalised for the
purposes of completion of this question.

Appendix E — Business Continuity

Business Requirements Recommended
Continuity
Requirements
Business 3" party suppliers should provide HMRC with
Continuity clear evidence of the effectiveness of its
Management | Business Continuity management
arrangements and alignment with recognised
industry standards, by assessing risks to their
operations and producing and maintaining
business continuity documentation.
Appendix F — Cryptography
Government | Requirements Recommended
Cryptography
Cryptographic | Information on this subject will be available
Material from your contact in CESG.
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Schedule 2.4 — Appendix G — Security Aspects Record

G.1.

G.2

G4

G.5.

This contract will involve the Contractor holding UK Government security classified
material (replace “security classified” with “classified” for overseas companies). It is a
condition of this contract that this material must be protected. The standard of
protection required is detailed below and varies with the level of security classification.
Material passed to the Contractor will bear the security classification appropriate to it.

In determining the Security Classification ‘Aggregated Material’ has been considered.
‘Aggregation’ is the term used to describe the situation when a large number of data
items at one classification are collected together. The impact of the compromise of the
whole collection can often be significantly higher than the Impact of compromise of one
item. This applies to compromises of Confidentiality, Integrity and Availability.

To assist the Contractor in allocating any necessary classification to material which the
Contractor may produce during the course of the contract and thus enable the
Contractor to provide the appropriate degree of protection to it, this schedule formally
advises you of the correct security classification to apply to the various aspects of the
contract.

The highest security classification of the information with which the Contractor operates
under this contract is to be clarified by the Authority as being either Official Sensitive

or Secret.

The aspects of the contract which require a Security Classification are: -

Aspect Security
Classification

BAE Systems Applied Intelligence envisage that we will Official Sensitive
deliver services that involve access to (processing) of high | or Secret (to be
volumes of HMRC information relating to Individual confirmed by
Taxpayers and Business Taxpayers such as name, address,
date of birth, NI number, Company Registration Number,
telephone number and VAT Registration Number.

Authority)

(Provide full and detailed information)

G.6.

G.7.

If the contract contains a Condition of Clause referring to “Secret Matter” this Secret
matter is defined as the Aspects listed above.

The Contractor is responsible for ensuring that the level of protective marking
associated with the various aspects listed above have been brought to the attention of
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the person directly responsible for the security of this contract, that they are fully
understood, and that the required security controls in the contract security conditions
can and will be taken to safeguard the material concerned.

G.8 At the outset of this contract the person identified by the Contractor who will take
responsibility for the security of the classified material:

Name Role

_ Account Director

— Regional Security Manager for
Central Government

G.9 Ifduring the term of the contract the person responsible for the security of the classified
material changes, then the Contractor must advise the Client at the earliest
opportunity.
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Call-Off Schedule 10 (Exit Management)

Part A: Long Form Exit Management Requirements

1. Definitions

1.11In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Exclusive Assets” 1 Supplier Assets used exclusively by the
Supplier in the provision of the
Deliverables;

"Exit Information” 2 has the meaning given to it in

Paragraph 3.1 of this Schedule;

"Exit Manager" 3the person appointed by each Party to
manage their respective obligations under
this Schedule;

“Exit Plan” 4the plan produced and updated by the
Supplier during the Initial Period in
accordance with Paragraph 4 of this
Schedule;

"Net Book Value" 5 the current net book value of the relevant
Supplier Asset(s) calculated in accordance
with the Framework Tender or Call-Off
Tender (if stated) or (if not stated) the
depreciation policy of the Supplier (which
the Supplier shall ensure is in accordance
with Good Industry Practice);

"Non-Exclusive Assets" 6 those Supplier Assets used by the
Supplier in connection with the
Deliverables but which are also used by
the Supplier or other purposes;

"Registers" 7 the register and configuration database
referred to in Paragraph 2.2 of this
Schedule;

"Replacement Goods" 8 any goods which are substantially similar

to any of the Goods and which the Buyer
receives in substitution for any of the
Goods following the End Date, whether
those goods are provided by the Buyer
internally and/or by any third party;
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"Replacement Services" | 9 any services which are substantially
similar to any of the Services and which
the Buyer receives in substitution for any
of the Services following the End Date,
whether those goods are provided by the
Buyer internally and/or by any third party;

"Termination Assistance" | 10 the activities to be performed by the
Supplier pursuant to the Exit Plan, and
other assistance required by the Buyer
pursuant to the Termination Assistance
Notice;

"Termination Assistance |11 has the meaning given to it in
Notice" Paragraph 5.1 of this Schedule;

"Termination Assistance |12 the period specified in a Termination
Period" Assistance Notice for which the Supplier is
required to provide the Termination
Assistance as such period may be
extended pursuant to Paragraph 5.2 of
this Schedule;

"Transferable Assets" 13 Exclusive Assets which are capable
of legal transfer to the Buyer;

"Transferable Contracts" | 14 Sub-Contracts, licences for
Supplier's Software, licences for Third
Party Software or other agreements which
are necessary to enable the Buyer or any
Replacement Supplier to provide the
Deliverables or the Replacement Goods
and/or Replacement Services, including in
relation to licences all relevant
Documentation;

"Transferring Assets" 15 has the meaning given to it in
Paragraph 8.2.1 of this Schedule;

"Transferring Contracts" | 16 has the meaning given to it in
Paragraph 8.2.3 of this Schedule.

2. Supplier must always be prepared for contract exit

2.1 The Supplier shall within 30 days from the Start Date provide to the Buyer a
copy of its depreciation policy to be used for the purposes of calculating Net
Book Value.

2.2During the Contract Period, the Supplier shall promptly:

2.2.1 create and maintain a detailed register of all Supplier Assets (including
description, condition, location and details of ownership and status as either
Exclusive Assets or Non-Exclusive Assets and Net Book Value) and Sub-
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2.2.2

contracts and other relevant agreements required in connection with the
Deliverables; and

create and maintain a configuration database detailing the technical
infrastructure and operating procedures through which the Supplier provides
the Deliverables

("Registers").

2.3.1

2.3.2

3.

2.3The Supplier shall:

ensure that all Exclusive Assets listed in the Registers are clearly physically
identified as such; and

procure that all licences for Third Party Software and all Sub-Contracts shall
be assignable and/or capable of novation (at no cost or restriction to the
Buyer) at the request of the Buyer to the Buyer (and/or its nominee) and/or
any Replacement Supplier upon the Supplier ceasing to provide the
Deliverables (or part of them) and if the Supplier is unable to do so then the
Supplier shall promptly notify the Buyer and the Buyer may require the
Supplier to procure an alternative Subcontractor or provider of Deliverables.

2.4Each Party shall appoint an Exit Manager within three (3) Months of the
Start Date. The Parties' Exit Managers will liaise with one another in relation
to all issues relevant to the expiry or termination of this Contract.

Assisting re-competition for Deliverables

3.1The Supplier shall, on reasonable notice, provide to the Buyer and/or its
potential Replacement Suppliers (subject to the potential Replacement
Suppliers entering into reasonable written confidentiality undertakings),
such information (including any access) as the Buyer shall reasonably
require in order to facilitate the preparation by the Buyer of any invitation to
tender and/or to facilitate any potential Replacement Suppliers undertaking
due diligence (the "Exit Information").

3.2The Supplier acknowledges that the Buyer may disclose the Supplier's
Confidential Information (excluding the Supplier’'s or its Subcontractors’
prices or costs) to an actual or prospective Replacement Supplier to the
extent that such disclosure is necessary in connection with such
engagement.

3.3The Supplier shall provide complete updates of the Exit Information on an
as-requested basis as soon as reasonably practicable and notify the Buyer
within five (5) Working Days of any material change to the Exit Information
which may adversely impact upon the provision of any Deliverables (and
shall consult the Buyer in relation to any such changes).

3.4The Exit Information shall be accurate and complete in all material respects
and shall be sufficient to enable a third party to prepare an informed offer for
those Deliverables; and not be disadvantaged in any procurement process
compared to the Supplier.
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4. Exit Plan

43.1

4.3.2

4.3.3

4.3.4

4.3.5

4.3.6

4.3.7

4.3.8
4.3.9

4.1 The Supplier shall, within three (3) Months after the Start Date, deliver to the

Buyer an Exit Plan which complies with the requirements set out in
Paragraph 4.3 of this Schedule and is otherwise reasonably satisfactory to
the Buyer.

4.2 The Parties shall use reasonable endeavours to agree the contents of the

Exit Plan. If the Parties are unable to agree the contents of the Exit Plan
within twenty (20) Working Days of the latest date for its submission
pursuant to Paragraph 4.1, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

4.3The Exit Plan shall set out, as a minimum:

a detailed description of both the transfer and cessation processes, including
a timetable;

how the Deliverables will transfer to the Replacement Supplier and/or the
Buyer,

details of any contracts which will be available for transfer to the Buyer and/or
the Replacement Supplier upon the Expiry Date together with any reasonable
costs required to effect such transfer;

proposals for the training of key members of the Replacement Supplier’s staff
in connection with the continuation of the provision of the Deliverables
following the Expiry Date;

proposals for providing the Buyer or a Replacement Supplier copies of all
documentation relating to the use and operation of the Deliverables and
required for their continued use;

proposals for the assignment or novation of all services utilised by the
Supplier in connection with the supply of the Deliverables;

proposals for the identification and return of all Buyer Property in the
possession of and/or control of the Supplier or any third party;

proposals for the disposal of any redundant Deliverables and materials;

how the Supplier will ensure that there is no disruption to or degradation of the
Deliverables during the Termination Assistance Period; and

4.3.10 any other information or assistance reasonably required by the Buyer or a

44.1

Replacement Supplier.

4.4The Supplier shall:

maintain and update the Exit Plan (and risk management plan) no less
frequently than:

(a) every six (6) months throughout the Contract Period;
and

(b) no later than twenty (20) Working Days after a
request from the Buyer for an up-to-date copy of the
Exit Plan;
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(c) as soon as reasonably possible following a
Termination Assistance Notice, and in any event no
later than ten (10) Working Days after the date of the
Termination Assistance Notice;

(d) as soon as reasonably possible following, and in any
event no later than twenty (20) Working Days
following, any material change to the Deliverables
(including all changes under the Variation Procedure);
and

4.4.2 jointly review and verify the Exit Plan if required by the Buyer and promptly
correct any identified failures.

4.50nly if (by notification to the Supplier in writing) the Buyer agrees with a
draft Exit Plan provided by the Supplier under Paragraph 4.2 or 4.4 (as the
context requires), shall that draft become the Exit Plan for this Contract.

4.6 A version of an Exit Plan agreed between the parties shall not be
superseded by any draft submitted by the Supplier.

5. Termination Assistance

5.1The Buyer shall be entitled to require the provision of Termination
Assistance at any time during the Contract Period by giving written notice to
the Supplier (a "Termination Assistance Notice") at least four (4) Months
prior to the Expiry Date or as soon as reasonably practicable (but in any
event, not later than one (1) Month) following the service by either Party of a
Termination Notice. The Termination Assistance Notice shall specify:

5.1.1 the nature of the Termination Assistance required; and

5.1.2 the start date and initial period during which it is anticipated that Termination
Assistance will be required, which shall continue no longer than twelve (12)
Months after the End Date.

5.2The Buyer shall have an option to extend the Termination Assistance Period
beyond the initial period specified in the Termination Assistance Notice in
one or more extensions, in each case provided that:

5.2.1 no such extension shall extend the Termination Assistance Period beyond the
date twelve (12) Months after the End Date; and

5.2.2 the Buyer shall notify the Supplier of any such extension no later than twenty
(20) Working Days prior to the date on which the Termination Assistance Period
is otherwise due to expire.

5.3The Buyer shall have the right to terminate its requirement for Termination
Assistance by serving not less than (20) Working Days' written notice upon
the Supplier.

5.41n the event that Termination Assistance is required by the Buyer but at the
relevant time the parties are still agreeing an update to the Exit Plan
pursuant to Paragraph 4, the Supplier will provide the Termination
Assistance in good faith and in accordance with the principles in this
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Schedule and the last Buyer approved version of the Exit Plan (insofar as it
still applies).

6. Termination Assistance Period

6.1 Throughout the Termination Assistance Period the Supplier shall:

6.1.1 continue to provide the Deliverables (as applicable) and otherwise perform its
obligations under this Contract and, if required by the Buyer, provide the
Termination Assistance;

6.1.2 provide to the Buyer and/or its Replacement Supplier any reasonable
assistance and/or access requested by the Buyer and/or its Replacement
Supplier including assistance and/or access to facilitate the orderly transfer of
responsibility for and conduct of the Deliverables to the Buyer and/or its
Replacement Supplier;

6.1.3 use all reasonable endeavours to reallocate resources to provide such
assistance without additional costs to the Buyer;

6.1.4 subject to Paragraph 6.3, provide the Deliverables and the Termination
Assistance at no detriment to the Performance Indicators (PI’'s) or Service
Levels, the provision of the Management Information or any other reports nor
to any other of the Supplier's obligations under this Contract;

6.1.5 at the Buyer's request and on reasonable notice, deliver up-to-date Registers
to the Buyer;

6.1.6 seek the Buyer's prior written consent to access any Buyer Premises from
which the de-installation or removal of Supplier Assets is required.

6.21f it is not possible for the Supplier to reallocate resources to provide such
assistance as is referred to in Paragraph 6.1.2 without additional costs to
the Buyer, any additional costs incurred by the Supplier in providing such
reasonable assistance shall be subject to the Variation Procedure.

6.31f the Supplier demonstrates to the Buyer's reasonable satisfaction that the
provision of the Termination Assistance will have a material, unavoidable
adverse effect on the Supplier's ability to meet one or more particular
Service Levels, the Parties shall vary the relevant Service Levels and/or the
applicable Service Credits accordingly.

7. Obligations when the contract is terminated
7.1The Supplier shall comply with all of its obligations contained in the Exit

Plan.

7.2Upon termination or expiry or at the end of the Termination Assistance
Period (or earlier if this does not adversely affect the Supplier's performance
of the Deliverables and the Termination Assistance), the Supplier shall:

7.2.1 vacate any Buyer Premises;

7.2.2 remove the Supplier EqQuipment together with any other materials used by the
Supplier to supply the Deliverables and shall leave the Sites in a clean, safe
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and tidy condition. The Supplier is solely responsible for making good any
damage to the Sites or any objects contained thereon, other than fair wear
and tear, which is caused by the Supplier;

7.2.3 provide access during normal working hours to the Buyer and/or the
Replacement Supplier for up to twelve (12) Months after expiry or termination
to:

(a) such information relating to the Deliverables as
remains in the possession or control of the Supplier;
and

(b) such members of the Supplier Staff as have been
involved in the design, development and provision of
the Deliverables and who are still employed by the
Supplier, provided that the Buyer and/or the
Replacement Supplier shall pay the reasonable costs
of the Supplier actually incurred in responding to such
requests for access.

7.3 Except where this Contract provides otherwise, all licences, leases and
authorisations granted by the Buyer to the Supplier in relation to the
Deliverables shall be terminated with effect from the end of the Termination
Assistance Period.

8. Assets, Sub-contracts and Software

8.1Following notice of termination of this Contract and during the Termination
Assistance Period, the Supplier shall not, without the Buyer's prior written
consent:

8.1.1 terminate, enter into or vary any Sub-contract or licence for any software in
connection with the Deliverables; or

8.1.2 (subject to normal maintenance requirements) make material modifications to,
or dispose of, any existing Supplier Assets or acquire any new Supplier
Assets.

8.2Within twenty (20) Working Days of receipt of the up-to-date Registers
provided by the Supplier, the Buyer shall notify the Supplier setting out:

8.2.1 which, if any, of the Transferable Assets the Buyer requires to be transferred
to the Buyer and/or the Replacement Supplier ("Transferring Assets");

8.2.2 which, if any, of:

(a) the Exclusive Assets that are not Transferable Assets;
and

(b) the Non-Exclusive Assets,

the Buyer and/or the Replacement Supplier requires the continued
use of; and
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8.2.3 which, if any, of Transferable Contracts the Buyer requires to be assigned or
novated to the Buyer and/or the Replacement Supplier (the "Transferring
Contracts"),

in order for the Buyer and/or its Replacement Supplier to provide the
Deliverables from the expiry of the Termination Assistance Period. The
Supplier shall provide all reasonable assistance required by the Buyer
and/or its Replacement Supplier to enable it to determine which
Transferable Assets and Transferable Contracts are required to provide the
Deliverables or the Replacement Goods and/or Replacement Services.

8.3With effect from the expiry of the Termination Assistance Period, the
Supplier shall sell the Transferring Assets to the Buyer and/or the
Replacement Supplier for their Net Book Value less any amount already
paid for them through the Charges.

8.4Risk in the Transferring Assets shall pass to the Buyer or the Replacement
Supplier (as appropriate) at the end of the Termination Assistance Period
and title shall pass on payment for them.

8.5Where the Buyer and/or the Replacement Supplier requires continued use
of any Exclusive Assets that are not Transferable Assets or any Non-
Exclusive Assets, the Supplier shall as soon as reasonably practicable:

8.5.1 procure a non-exclusive, perpetual, royalty-free licence for the Buyer and/or
the Replacement Supplier to use such assets (with a right of sub-licence or
assignment on the same terms); or failing which

8.5.2 procure a suitable alternative to such assets, the Buyer or the Replacement
Supplier to bear the reasonable proven costs of procuring the same.

8.6 The Supplier shall as soon as reasonably practicable assign or procure the
novation of the Transferring Contracts to the Buyer and/or the Replacement
Supplier. The Supplier shall execute such documents and provide such
other assistance as the Buyer reasonably requires to effect this novation or
assignment.

8.7 The Buyer shall:

8.7.1 accept assignments from the Supplier or join with the Supplier in procuring a
novation of each Transferring Contract; and

8.7.2 once a Transferring Contract is novated or assigned to the Buyer and/or the
Replacement Supplier, discharge all the obligations and liabilities created by
or arising under that Transferring Contract and exercise its rights arising
under that Transferring Contract, or as applicable, procure that the
Replacement Supplier does the same.

8.8 The Supplier shall hold any Transferring Contracts on trust for the Buyer
until the transfer of the relevant Transferring Contract to the Buyer and/or
the Replacement Supplier has taken place.

8.9 The Supplier shall indemnify the Buyer (and/or the Replacement Supplier,
as applicable) against each loss, liability and cost arising out of any claims
made by a counterparty to a Transferring Contract which is assigned or
novated to the Buyer (and/or Replacement Supplier) pursuant to
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Paragraph 8.6 in relation to any matters arising prior to the date of
assignment or novation of such Transferring Contract. Clause 19 (Other
people’s rights in this contract) shall not apply to this Paragraph 8.9 which is
intended to be enforceable by Third Parties Beneficiaries by virtue of the

CRTPA.
9. No charges

9.1Unless otherwise stated, the Buyer shall not be obliged to pay for costs
incurred by the Supplier in relation to its compliance with this Schedule.

10.Dividing the bills

10.1  All outgoings, expenses, rents, royalties and other periodical payments
receivable in respect of the Transferring Assets and Transferring Contracts
shall be apportioned between the Buyer and/or the Replacement and the
Supplier as follows:

10.1.1 the amounts shall be annualised and divided by 365 to reach a daily rate;

10.1.2 the Buyer or Replacement Supplier (as applicable) shall be responsible for or
entitled to (as the case may be) that part of the value of the invoice pro rata to
the number of complete days following the transfer, multiplied by the daily
rate; and

10.1.3 the Supplier shall be responsible for or entitled to (as the case may be) the
rest of the invoice.
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Call-Off Schedule 14 (Service Levels)

1. Definitions

11

In this Schedule, the following words shall have the following meanings
and they shall supplement Joint Schedule 1 (Definitions):

“Critical Service has the meaning given to it in the Order Form;
Level Failure”

"Service Credits" 1 any service credits specified in the Annex to Part A

of this Schedule being payable by the Supplier to
the Buyer in respect of any failure by the Supplier to
meet one or more Service Levels;

"Service Credit 2 has the meaning given to it in the Order Form;
Capll
3
"Service Level 4 means a failure to meet the Service Level
Failure" Performance Measure in respect of a Service Level;
"Service Level 5 shall be as set out against the relevant Service
Performance Level in the Annex to Part A of this Schedule; and
Measure"
"Service Level 6 shall be as set out against the relevant Service
Threshold" Level in the Annex to Part A of this Schedule.
2. What happens if you don’t meet the Service Levels
2.1  The Supplier shall at all times provide the Deliverables to meet or

2.2

2.3

2.4

exceed the Service Level Performance Measure for each Service
Level.

The Supplier acknowledges that any Service Level Failure shall entitle
the Buyer to the rights set out in Part A of this Schedule

The Supplier shall send Performance Monitoring Reports to the Buyer
detailing the level of service which was achieved in accordance with
the provisions of Part B (Performance Monitoring) of this Schedule.

A Service Credit shall be the Buyer’s exclusive financial remedy for a
Service Level Failure except where:

2.4.1 the Supplier has over the previous (twelve) 12 Month period
exceeded the Service Credit Cap; and/or

2.4.2 the Service Level Failure:
(a) exceeds the relevant Service Level Threshold;
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2.5

(b) has arisen due to a Prohibited Act or wilful Default by the
Supplier;

(c) results in the corruption or loss of any Government Data,;
and/or

(d) results in the Buyer being required to make a
compensation payment to one or more third parties;
and/or

2.4.3 the Buyer is entitled to or does terminate this Contract pursuant
to Clause 10.4 (CCS and Buyer Termination Rights).

Not more than once in each Contract Year, the Buyer may, on giving
the Supplier at least three (3) Months’ notice, change the weighting of
Service Level Performance Measure in respect of one or more Service
Levels and the Supplier shall not be entitled to object to, or increase
the Charges as a result of such changes, provided that:

2.5.1 the total number of Service Levels for which the weighting is to
be changed does not exceed the number applicable as at the
Start Date,

2.5.2 the principal purpose of the change is to reflect changes in the
Buyer's business requirements and/or priorities or to reflect
changing industry standards; and

3. Critical Service Level Failure

On the occurrence of a Critical Service Level Failure:

3.1

3.2

any Service Credits that would otherwise have accrued during the
relevant Service Period shall not accrue; and

the Buyer shall (subject to the Service Credit Cap) be entitled to
withhold and retain as compensation a sum equal to any Charges
which would otherwise have been due to the Supplier in respect of that
Service Period ("Compensation for Critical Service Level Failure"),

provided that the operation of this paragraph 3 shall be without prejudice to
the right of the Buyer to terminate this Contract and/or to claim damages from
the Supplier for material Default.
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Part A: Service Levels and Service Credits

1. Service Levels
If the level of performance of the Supplier:
1.1 s likely to or fails to meet any Service Level Performance Measure; or
1.2 s likely to cause or causes a Critical Service Failure to occur,

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its
absolute discretion and without limiting any other of its rights, may:

1.2.1 require the Supplier to immediately take all remedial action that
is reasonable to mitigate the impact on the Buyer and to rectify
or prevent a Service Level Failure or Critical Service Level
Failure from taking place or recurring;

1.2.2 instruct the Supplier to comply with the Rectification Plan
Process;

2. Service Credits

Does not apply.
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Annex A to Part A: Services Levels and Service

Credits Table
SLA theme Measure Monitoring Target/ Outcomes Financial
Method Required Consequenc
Standard e/Service
(%) Credit (Yes/
No)
1. Impactin | Each released run | Success 90% 100% =| No

g Statement of | against target Achieving all
Work to be fully | will be consistently
costed and | measured at 90-99% =
submitted, by the | the start of the Satisfactory
Supplier, to the | agreed (met)
designated point | timescale 80-89% =
of contact within | within the Call- Needs
HMRC on or | Off Contract. improvement
before 17:00 0-79% =
hours on the 15th Unsatisfactor
working day from y
the date of the
same Statement
of Work.

P. Governance Each Statement | Weekly/ 90% 100% =| No
of Work to be | Monthly Achieving all
agreed and | Monitoring consistently
signed by the | during the Run 90-99% =
supplier on or | SOW. Satisfactory
before the start (met)
date of the 80-89% =
Statement of Needs
Work. improvement

0-79% =
Unsatisfactor
y
3. Capabilit | Al teams & | Weekly/ 90% 100% =| No
y resource to be | Monthly Achieving all
available, suitably | Monitoring consistently
capable and | during the Run 90-99% =
competent to suit | SOW. Satisfactory
the needs of the (met)
assigned  SOW | Success 80-89% =
requirements against target Needs
will be improvement
measured at 079% =
the start and on Unsatisfactor
an ongoing y

basis of the
agreed

timescale
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within the
SOW.

4. Incident | All incidents to be | Weekly/ 90% 100% = | No
Manage | managed Monthly Achieving all
ment according to | Monitoring consistently

HMRC’s Incident | during the Run 90-99% =
Management plan | SOW. Satisfactory
and will be (met)
dependent on | Success 80-89% =
severity against target Needs
classification (P1- | will be improvement
P4) measured at 0-79% =

the start of the Unsatisfactor

agreed y

timescale

within the

SOW.

5. Ml/ Management Weekly/ 90% 100% =| No

Invoicing | information/ Monthly Achieving all
invoicing returns | Monitoring consistently
for the purposes | during the Run 90-99% =
of contract | SOW. Satisfactory
management, (met)
payment and | Success 80-89% =
audit are on time | against target Needs
and in full. will be improvement

measured at 0-79% =

Any ‘run’ services | the start of the Unsatisfactor
must be detailed, | agreed y
by month, in a | timescale
SOwW and | within the
invoiced on a | SOW.
monthly basis.

6. Reporting All supplier project | Weekly/ 90% 100% = | No
status reports to | Monthly Achieving all
be completed in | Monitoring consistently
full and on time | during the Run 90-99% =
according to the | SOW. Satisfactory
agreed reporting (met)
submission dates 80 -89% =
outlined within Needs
each Statement of improvement
Work. 0-79% =

Unsatisfactor
y
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Part B: Performance Monitoring

3. Performance Monitoring and Performance Review

3.1

3.2

3.3

3.4

Within twenty (20) Working Days of the Start Date the Supplier shall
provide the Buyer with details of how the process in respect of the
monitoring and reporting of Service Levels will operate between the
Parties and the Parties will endeavour to agree such process as soon
as reasonably possible.

The Supplier shall provide the Buyer with performance monitoring
reports ("Performance Monitoring Reports”) in accordance with the
process and timescales agreed pursuant to paragraph 1.1 of Part B of
this Schedule which shall contain, as a minimum, the following
information in respect of the relevant Service Period just ended:

3.2.1 for each Service Level, the actual performance achieved over
the Service Level for the relevant Service Period;

3.2.2 asummary of all failures to achieve Service Levels that occurred
during that Service Period,

3.2.3 details of any Critical Service Level Failures;

3.2.4 for any repeat failures, actions taken to resolve the underlying
cause and prevent recurrence;

3.2.5 the Service Credits to be applied in respect of the relevant
period indicating the failures and Service Levels to which the
Service Credits relate; and

3.2.6 such other details as the Buyer may reasonably require from
time to time.

The Parties shall attend meetings to discuss Performance Monitoring
Reports ("Performance Review Meetings") on a Monthly basis. The
Performance Review Meetings will be the forum for the review by the
Supplier and the Buyer of the Performance Monitoring Reports. The
Performance Review Meetings shall:

3.3.1 take place within one (1) week of the Performance Monitoring
Reports being issued by the Supplier at such location and time
(within normal business hours) as the Buyer shall reasonably
require;

3.3.2 be attended by the Supplier's Representative and the Buyer’s
Representative; and

3.3.3 be fully minuted by the Supplier and the minutes will be
circulated by the Supplier to all attendees at the relevant
meeting and also to the Buyer’'s Representative and any other
recipients agreed at the relevant meeting.

The minutes of the preceding Month's Performance Review Meeting
will be agreed and signed by both the Supplier's Representative and
the Buyer’'s Representative at each meeting.
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3.5  The Supplier shall provide to the Buyer such documentation as the
Buyer may reasonably require in order to verify the level of the
performance by the Supplier and the calculations of the amount of
Service Credits for any specified Service Period.
4, Satisfaction Surveys
4.1  The Buyer may undertake satisfaction surveys in respect of the

Supplier's provision of the Deliverables. The Buyer shall be entitled to
notify the Supplier of any aspects of their performance of the provision
of the Deliverables which the responses to the Satisfaction Surveys
reasonably suggest are not in accordance with this Contract.
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Call-Off Schedule 15 (Call-Off Contract Management)

1.

11

1.2

1.3

1.4

1.5

PROJECT MANAGEMENT

The Supplier and the Buyer shall each appoint a Commercial Contract Manager
for the purposes of this Contract who will be responsible for the management
of this Contract and negotiating any changes to terms of this Contract.

The Supplier and the Buyer shall each appoint an Operational Contract
Manager for the Work Orders / Statements of Work awarded to the Supplier
under this Contract. The Commercial and Operational Contract Managers may
be the same person.

The Supplier and the Buyer shall each appoint a Project Manager to day-to-day
manage for the purposes of this Contract through whom the provision of the
Services and the Deliverables shall be managed day-to-day.

The Parties shall ensure that appropriate resource is made available on a
regular basis such that the aims, objectives and specific provisions of this
Contract can be fully realised.

Without prejudice to paragraph 4 below, the Parties agree to operate the
boards specified as set out in the Annex to this Schedule.

2. Role of the Supplier Operational Contract Manager

2.1

2.2

The Supplier's Operational Contract Manager shall be:

2.1.1 the primary point of contact to receive communication from the
Buyer’'s Operational Contract Manager and will also be the person
primarily responsible for providing information to the Buyer’s
Operational Contract Manager;

2.1.2 able to delegate his position to another person at the Supplier but
must inform the Buyer's Operational Contract Manager before
proceeding with the delegation and it will be the delegated person's
responsibility to fulfil the Supplier's Operational Contract Manager's
responsibilities and obligations;

2.1.3 able to cancel any delegation and recommence the position
himself; and
2.1.4 replaced only after the Buyer’s Operational Contract Manager has

received notification of the proposed change.

The Buyer’s Operational Contract Manager may provide revised instructions
to the Supplier's Operational Contract Manager in regards to the Contract and
it will be the Supplier's Operational Contract Manager's responsibility to
ensure the information is provided to the Supplier and the actions
implemented.
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3.
3.1

3.2

3.3

3.4

3.5

2.3 Receipt of communication from the Supplier's Operational Contract Manager

by the Buyer’s Operational Contract Manager does not absolve the Supplier
from its responsibilities, obligations or liabilities under the Contract.

ROLE OF THE OPERATIONAL BOARD
The Operational Board will be as set out in this schedule 15.

The Operational Board members, frequency and location of board meetings
and planned start date by which the board shall be established are set out in
the Order Form.

In the event that either Party wishes to replace any of its appointed board
members, that Party shall notify the other in writing for approval by the other
Party (such approval not to be unreasonably withheld or delayed). Each Buyer
board member shall have at all times a counterpart Supplier board member of
equivalent seniority and expertise.

Each Party shall ensure that its board members shall make all reasonable
efforts to attend board meetings at which that board member’s attendance is
required. If any board member is not able to attend a board meeting, that person
shall use all reasonable endeavours to ensure that a delegate attends the
Operational Board meeting in his/her place (wherever possible) and that the
delegate is properly briefed and prepared and that he/she is debriefed by such
delegate after the board meeting.

The purpose of the Operational Board meetings will be to review the Supplier’s
performance under this Contract. The agenda for each meeting shall be set by
the Buyer and communicated to the Supplier in advance of that meeting.

The Parties agree to operate the following boards at the locations and at the
frequencies set out below:

The Parties shall attend Review Meetings at the following frequency:

Contract Review Quarterly
Performance Review Monthly

Operational Review  Monthly

The Parties shall agree the format of the Review Meetings (for example, face to face
or telephone conference) in advance.

The Supplier shall provide the Buyer with the most up to date Management Information
relating to the previous two quarters at least 1 Working Day before each Review
Meeting.

Quarterly Review
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The Parties shall hold a quarterly Review Meeting, on a date to be agreed between
the Parties. The quarterly Review Meeting will be attended by the both Parties
Commercial Contract Managers and Operational Contract Managers.

In respect of the period under review, the Buyer will take into account in the Review
Meeting any matters it considers necessary, including:

(@) overall performance against KPlIs;
)] volume trends/general trend analysis;
1)) compliance and satisfaction levels;
i) sustainability strategy and performance;
iv) business continuity issues and updates;
V) proposals for improvements;
Vi) financial stability;
vii)  risk assessments; and
viii)  any security issues and the Security Management Plan.

The quarterly Review Meeting shall be fully minuted by the Supplier. The prepared
minutes shall be circulated by the Supplier to all attendees of the meeting, the
Buyer Representative and any other recipients agreed at the meeting. The
minutes of each quarter’'s Review Meeting will be agreed between the Supplier
Representative and the Buyer Representative within 14 days of initial
circulation.

Monthly Review

1. A monthly Review Meeting will be held on a date to be agreed between the
Parties. The monthly Review Meeting will be attended by the Parties’
Commercial Contract Managers and Operational Contract Managers.

In respect of the period under review, the Buyer will take into account in the Review
Meeting any matters it considers necessary, including:

(@) the progress of the contract;
)] the Management Information; and
1)) any problems which have arisen in the preceding months.

The monthly Review Meetings must be fully minuted by the Supplier. The prepared
minutes shall be circulated by the Supplier to all attendees of the Review
Meeting and also to the Buyer Representative and any other recipients agreed
at the meeting. The minutes of each month’s Review Meeting will be agreed
between the Supplier Representative and the Buyer Representative within 10
days of initial circulation.

Monthly Review
1. A monthly Review Meeting will be held on an agreed day of each month
between the Parties. The Monthly Review Meeting will be attended by the

Parties Operational Contract Managers and may take the form of a monthly
telephone conference.
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In respect of the period under review, the Buyer will take into account in the Review
Meeting any matters it considers necessary, including:

i) contract progress;
V) any problems which have arisen in the preceding weeks; and

V) jointly managing a weekly issues and risk log to be updated at
these meetings.

The monthly review is not required to be minuted however any actions being taken
forward should be agreed in writing or using the issues log as a record.

Role Key Responsibilities | Contact Name, Title & Contact | Escalation
Role Details Level
Buyer Supplier
Senior No Overall 3
Responsible responsibility for
Owner delivery of the
contract.

Commercial | Yes 2
Contract
Manager
Operational | Yes 1
Contract
Manager

Specific Contract Management Requirements
Management Information

The Supplier shall provide the Buyer with Management Information in a consolidated
report for the whole of the service provided under the contract. The report shall be
provided monthly (1e) Working Days before the Performance Review to the
nominated Buyer Operational Contract Manager. The final scope of requirements
may vary and will be agreed with the Supplier during the Mobilisation Period and will
be subject to change for the duration of the Contract. As a minimum the
Management Information required by the Buyer will include:

e The Buyer to facilitate SOW review meetings.

e The Buyer to apply a change control mechanism in line with HMRC approved
standards to ensure that any changes in requirements and priorities are
impacted and properly agreed with the Supplier.

e The Buyer to assess and validate the SOW delivery against agreed deliverables
and standards at the end of each agreed Project Gateway.
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The Buyer to consider any amendments to the SOW to update timings or
required work to be created as an addendum and agreed as part of the review
process before further work commences.

4. Contract Risk Management

4.1

4.2

4.3

4.4

Both Parties shall pro-actively manage risks attributed to them under the
terms of this Call-Off Contract.

The Supplier shall develop, operate, maintain and amend, as agreed with the
Buyer, processes for:

421 the identification and management of risks;
4.2.2 the identification and management of issues; and
4.2.3 monitoring and controlling project plans.

The Supplier allows the Buyer to inspect at any time within working hours the
accounts and records which the Supplier is required to keep.

The Supplier will maintain a risk register of the risks relating to the Call Off
Contract which the Buyer and the Supplier have identified.
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyers under this Call-Off Contract
The Buyer will advise the Supplier of specific requirements on SOW-by-SOW basis.

Overview

Off-payroll (IR35) determination
Contracted out service: the off-payroll rules do not apply

Summary of the work

Advanced analytics and cognitive

Design, build, run and improve analytics & cognitive products including
Artificial Intelligence (Al) and Machine Learning (ML). Includes use of PaaS
and SaasS processing high data volumes from diverse data sets.

Operating existing analytics & cognitive services and APIs, along with
any newly built solutions

Data labelling/annotation services

Service & product monitoring

Administration, configuration and upgrade of products

Management and resolution of incidents and problems

Operations and capacity/performance management

Design, delivery and change management of new analytics products
using approved 3rd party tools, PaaS or SaaS

Delivering services utilising approved and roadmap technologies and
environments

Provide Data Scientists to build, train, test, innovate, operate and
improve services when required.

Data risking

Design, build and run and maintain existing and build new risk
products and related risk code

Operating existing risk products, along with any newly built instances
Service & product monitoring, administration, configuration and
upgrade of products

Management and resolution of incidents and problems,

Operations and capacity/performance management

Design, delivery and change management of new data risking
products using approved 3rd party tools, PaaS and SaaS
Continuous Service Improvement
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° Delivering services utilising approved and roadmap technologies and
environments

Latest start date:
01/04/2024

Expected contract length
12 months

Location:
Strategic Site locations also including hybrid working, such as working
away virtually working.

Organisation the work is for
HM Revenue & Customs

Budget range
£1,477,536 (VAT Excl)

About the work
Why the work is being done

HMRC is a data driven organisation, and the Customer Compliance
Group(CCQG) is responsible for ensuring that HMRC can identify and
respond to compliance risk in a large range of data. The CONNECT
platform combines data from over 130 sources to build up a picture of
the tax payer. Over the 15+ years new data sources have been added
and redundant data sources have been removed. Some data linking has
been lost due to metadata key data no longer available. This work will
look to improve the quality of the data to ensure the correct tax is
collected and the tax gap is reduced.

Problem to be solved

The HMRC Team that runs CONNECT is based in RIS and needs
contractor support to provide a highly specialised skill set that it is very
difficult to recruit for as permanent Civil Servants. This resource is required
to:

e Investigate the source of over and under linking within the monthly
compliance build and outputs to ACE & ICE.
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¢ Validate identifiers across sources and introduce master keys to
improve matching.

Address entity tuning.

Test and apply natural networks.

Develop the code to rectify poor data.

Test code changed and quantify benefits.

Who the users are and what they need to do

The users are data analysts that use the outputs in ACE & ICE to risk the
tax payer and build up cases for investigation. These cases are used to
ensure the correct tax is collected and to close the tax gap. There are over
4500 users of ACE/ICE services.

Any work that’s already been done

Work has already begun specifically to look at tuning Businesses,
Individuals, Self Assessment, VAT and the Extract Transform Load
process. This work has seen far more accurate cases being built by
analysts and less workarounds in place cutting down the time to deliver
cases and increasing productivity.

Existing team

Suppliers will be working with a number of HMRC teams. This will also
include colleagues from within HMRC, including different suppliers and with
project & programme teams.

The team is currently structured as follows:
Contractor Team (Contractors):

Role SFIA Grade
Project Manager SFIA-4
NetReveal SME SFIA-7
Data Consultant SFIA-6
Senior Data Consultant SFIA-6
Data Consultant SFIA-5
Data Consultant SFIA-5
Data Consultant SFIA-4
Data Consultant SFIA-4
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Work setup

Address where the work will take place:

Primary Location will be agreed as per instruction in each SOW onboarded
during the agreement.

The supplier shall cover all Travel and Subsistence costs to the Primary
Location.

Upon request by the Authority, supplier personnel shall expected to travel
to other HMRC locations in the UK and the cost of this travel will be
covered by HMRC's Travel and Subsistence Expenses policy.

Working arrangements

The supplier will be required to co-locate with the existing platform teams,
mixed teams comprising both internal staff and other contractors, up to 2
days per week.

Travel will be required to other HMRC Delivery Centres. No additional
expenses chargeable to HMRC for travel or accommodation in agreed
base office locations per SOW.

We expect the successful supplier to provide upskilling to permanent staff
to increase internal capability.

Up to 24 hour support maybe required for some products and services.
Some evening and weekend working maybe required for delivery teams.
Example: weekend deployments.

Security clearance
All supplier personnel assigned to this work shall have BPSS clearance in
place for contract commencement date.

All supplier personnel assigned to this work will require SC clearance. The
supplier, with support from the Authority, shall apply for SC clearance on
the contract.

All supplier personnel assigned MUST still be able to add value with access
restrictions in place whilst SC clearance is progressed.
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Additional information

Additional terms and conditions

How suppliers will be evaluated
All suppliers will be asked to provide a written proposal.
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Call-Off Schedule 23 (HMRC Terms)

1. Definitions

1.1.In this Schedule, the following words have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

“Connected in relation to a company, entity or other person, the Affiliates of
Company” that company, entity or other person or any other person
associated with such company, entity or other person;

“Control” the possession by a person, directly or indirectly, of the power to
direct or cause the direction of the management and policies of
the other person (whether through the ownership of voting
shares, by contract or otherwise) and “Controls” and “Controlled
shall be interpreted accordingly;

“Prohibited a) any arrangements involving the use of off-shore

Transaction” companies or other off-shore entities the main purpose, or
one of the main purposes, of which is to achieve a
reduction in United Kingdom Tax of any description
otherwise payable by the Supplier or a Connected
Company on or in connection with the Charges; or

b) which would be payable by any Key Subcontractor and its
Connected Companies on or in connection with payments
made by or on behalf of the Supplier under or pursuant to
the applicable Key Subcontract,

other than transactions made between the Supplier and its
Connected Companies or a Key Subcontractor and its Connected
Companies on terms which are at arms-length and are entered
into in the ordinary course of the transacting parties’ business;

“Purchase Order the Buyer’s unique number relating to the supply of the
Number” Deliverables;

“Supporting sufficient information in writing to enable the Buyer to reasonably
Documentation” verify the accuracy of any invoice; and
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“Tax Compliance where an entity or person under consideration meets all 3

Failure” conditions contained in the relevant excerpt from HMRC’s “Test
for Tax Non-Compliance”, as set out in Annex 1 (as amended and
updated from time to time), where:

(a) the “Economic Operator” means the Supplier or any agent,
supplier or Subcontractor of the Supplier requested to be
replaced pursuant to Paragraph 5.3; and

(b) any “Essential Subcontractor” means any Key Subcontractor.

2. Exclusion of certain Core Terms and terms of Schedules

2.1.When the Parties have entered into a Call-Off Contract which incorporates the terms
of this Call-Off Schedule 23, the following Core Terms are modified in respect of that
Call-Off Contract (but are not modified in respect of the Framework Contract):

2.1.1. Clauses 31.1, 31.2, 31.3 and 31.4(d) of the Core Terms do not apply to that
Call-Off Contract, but for the avoidance of doubt, the remainder of Clause 31.4
of the Core Terms shall continue to apply to the Call-Off Contract; and

2.1.2. Clause 7.2 of the Core Terms does not apply to that Call-Off Contract.

2.2.When the Parties have entered into a Call-Off Contract which incorporates the terms
of this Call-Off Schedule 23, the following Joint Schedules are modified in respect of
that Call-Off Contract (but are not disapplied in respect of the Framework Contract):

2.2.1. The definition of “Occasion of Tax Non-Compliance” contained in Joint
Schedule 1 (Definitions) does not apply to that Call-Off Contract; and

2.2.2. paragraph 5(d) of Joint Schedule 11 (Processing Data) does not apply to that
Call-Off Contract.

3. Charges, Payment and Recovery of Sums Due

3.1.The Supplier shall invoice the Buyer as specified in Clause 4 of the Core Terms as
modified by any Framework Special Terms or any Call-Off Special Terms.
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3.2.In addition to the provisions of Clause 4 of the Core Terms and any applicable
Framework Special Term or Call-Off Special Term, the Supplier shall procure a
Purchase Order Number from the Buyer before any Deliverables are supplied.
Should the Supplier supply Deliverables without a Purchase Order Number:

3.2.1. the Supplier does so at its own risk; and

3.2.2. the Buyer shall not be obliged to pay any invoice without a valid Purchase
Order Number having been provided to the Supplier.

3.3. The Supplier shall submit each invoice and any Supporting Documentation required
in accordance with Clause 4 of the Core Terms and any applicable Framework
Special Term or Call-Off Special Term, as directed by the Buyer from time to time,
either:

3.3.1. via the Buyer ’s electronic transaction system as an Electronic Invoice; or
4. Warranties
4.1.The Supplier represents and warrants that:

4.1.1. inthe three years prior to the Effective Date, it has complied with all
applicable Law related to Tax in the United Kingdom and in the jurisdiction in
which it is established:;

4.1.2. it has notified the Buyer in writing of any Tax Compliance Failure it is involved
in; and
4.1.3. no proceedings or other steps have been taken (nor, to the best of the
Supplier's knowledge, are threatened) for:
4.1.3.1. the winding up of the Supplier;
4.1.3.2. the Supplier’s dissolution; or

4.1.3.3. the appointment of a receiver, administrative receiver, liquidator,
manager, administrator or similar officer in relation to any of the Supplier’s
assets or revenue,

and the Supplier has notified the Buyer of any profit warnings it has issued in the three years
prior to the Effective Date.

4.2.1f the Supplier becomes aware that any of the representations or warranties under
Paragraphs 4.1.1, 4.1.2 and/or 4.1.3 have been breached, are untrue or misleading,
it shall immediately notify the Buyer in sufficient detail to enable the Buyer to make
an accurate assessment of the situation.

4.3.In the event that the warranty given by the Supplier in Paragraph 4.1.2 is materially
untrue, this shall be deemed to be an event to which Clause 10.4.1 of the Core
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Terms applies and Clauses 10.6.1 and 10.6.2 of the Core Terms shall apply as if the
Contract had been terminated under Clause 10.4.1.

5. Promoting Tax Compliance

5.1. The Supplier shall comply with all Law relating to Tax and with the equivalent legal
provisions of the country in which the Supplier is established.

5.2.The Supplier shall provide to the Buyer the name and, as applicable, the Value
Added Tax registration number, PAYE collection number and either the Corporation
Tax or self-assessment reference of any agent, supplier or Subcontractor of the
Supplier prior to that person supplying any material Deliverables under the Contract.

5.3.Upon a request by the Buyer, the Supplier shall not contract, or will cease to
contract, with any agent, supplier or Subcontractor of the Supplier engaged in
supplying Deliverables under the Contract.

5.4.1f, at any point during the Call-Off Contract Period, there is a Tax Compliance
Failure, the Supplier shall:

5.4.1. notify the Buyer in writing within five (5) Working Days of its occurrence; and

5.4.2. promptly provide to the Buyer:

5.4.2.1. details of the steps which the Supplier is taking to resolve the Tax
Compliance Failure and to prevent it from recurring, together with any
mitigating factors that it considers relevant; and

5.4.2.2.  such other information in relation to the Tax Compliance Failure as the
Buyer may reasonably require.

5.5. The Supplier shall indemnify the Buyer against any liability for Tax (including any
interest, penalties or costs incurred) of the Buyer in respect of the Supplier's failure
to account for or to pay any Tax relating to payments made to the Supplier under
this Contract.

5.6. Any amounts due under Paragraph 5.5 shall be paid not less than five (5) Working
Days before the date upon which the Tax or other liability is payable by the Buyer.
Any amounts due under Paragraph 5.5 shall not be subject to clause 11.2 of the
Core Terms.

5.7.Upon the Buyer’s request, the Supplier shall promptly provide information which
demonstrates how the Supplier complies with its Tax obligations.

5.8.If the Supplier:

5.8.1. fails to comply with Paragraphs 5.1, 5.4.1 and/or 5.7 this may be a material
breach of the Contract;
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5.8.2. fails to comply with a reasonable request by the Buyer that it must not
contract, or must cease to contract, with any agent, supplier or Subcontractor of
the Supplier as required by Paragraph 5.3 on the grounds that the agent,
supplier or Subcontractor of the Supplier is involved in a Tax Compliance
Failure this shall be a material breach of the Contract; and/or

5.8.3. fails to provide acceptable details of steps being taken and mitigating factors
pursuant to Paragraph 5.4.2 this shall be a material breach of the Contract;

and any such material breach shall be deemed to be an event to which clause 10.4.1 of the
Core Terms applies and Clauses 10.6.1 and 10.6.2 of the Core Terms shall apply as if the
Contract had been terminated under Clause 10.4.1.

5.9.In addition to those circumstances listed in clause 15.2 to 15.4 of the Core Terms,
the Buyer may internally share any information, including Confidential Information,
which it receives under Paragraphs 5.2 to 5.4 (inclusive) and 5.7.

6. Use of Off-shore Tax Structures

6.1. The Supplier shall not, and shall ensure that its Connected Companies, Key
Subcontractors (and their respective Connected Companies) shall not, have or put
in place any Prohibited Transactions, unless the Buyer otherwise agrees to that
Prohibited Transaction.

6.2. The Supplier shall notify the Buyer in writing (with reasonable supporting detail) of
any proposal for the Supplier, its Connected Companies, or a Key Subcontractor (or
any of its Connected Companies), to enter into any Prohibited Transaction. The
Supplier shall include reasonable supporting detail and make the notification within a
reasonable time before the Prohibited Transaction is due to be put in place.

6.3.If a Prohibited Transaction is entered into in breach of Paragraph 6.1, or
circumstances arise which may result in such a breach, the Supplier and/or the Key
Subcontractor (as applicable) shall discuss the situation with the Buyer. The Parties
shall agree (at no cost to the Buyer) any necessary changes to any such
arrangements by the undertakings concerned (and the Supplier shall ensure that the
Key Subcontractor shall agree, where applicable). The matter will be resolved using
clause 34 of the Core Terms if necessary.

6.4. Failure by the Supplier (or a Key Subcontractor) to comply with the obligations set
out in Paragraphs 6.2 and 6.3 shall be deemed to be an event to which clause
10.4.1 of the Core Terms applies and Clauses 10.6.1 and 10.6.2 of the Core Terms
shall apply as if the Contract had been terminated under Clause 10.4.1.

7. Data Protection and off-shoring

7.1.The Processor shall, in relation to any Personal Data Processed in connection with
its obligations under the Contract:
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7.1.1. not transfer Personal Data outside of the United Kingdom unless the prior
written consent of the Controller has been obtained and the following conditions
are fulfilled:

7.1.1.1. the Controller or the Processor has provided appropriate safeguards
in relation to the transfer (whether in accordance with GDPR Article 46 or
LED Article 37) as determined by the Controller;

7.1.1.2. the Data Subject has enforceable rights and effective legal remedies;

7.1.1.3.  the Processor complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any Personal
Data that is transferred (or, if it is not so bound, uses its best endeavours
to assist the Controller in meeting its obligations); and

7.1.1.4. the Processor complies with any reasonable instructions notified to it
in advance by the Controller with respect to the Processing of the Personal
Data;

7.2. Failure by the Processor to comply with the obligations set out in Paragraph 7.1
shall be deemed to be an event to which clause 10.4.1 of the Core Terms applies
and Clauses 10.6.1 and 10.6.2 of the Core Terms shall apply as if the Contract had
been terminated under Clause 10.4.1.

8. Commissioners for Revenue and Customs Act 2005 and related Legislation

8.1. The Supplier shall comply with, and shall ensure that all Supplier Staff who will have
access to, or are provided with, Government Data comply with the obligations set
out in Section 18 of the Commissioners for Revenue and Customs Act 2005
(“CRCA?”) to maintain the confidentiality of Government Data. Further, the Supplier
acknowledges that (without prejudice to any other rights and remedies of the Buyer)
a breach of those obligations may lead to a prosecution under Section 19 of CRCA.

8.2.The Supplier shall comply with, and shall ensure that all Supplier Staff who will have
access to, or are provided with, Government Data comply with the obligations set
out in the Official Secrets Acts 1911 to 1989 and the obligations set out in Section
182 of the Finance Act 1989. Further, the Supplier acknowledges that (without
prejudice to any other rights and remedies of the Buyer) a breach of those
obligations may lead to prosecution under those Acts.

8.3. The Supplier shall comply with, and shall ensure that all Supplier Staff who will have
access to, or are provided with, Government Data comply with the obligations set
out in Section 123 of the Social Security Administration Act 1992, which may apply
to the fulfilment of some or all of the Deliverables. The Supplier acknowledges that
(without prejudice to any other rights and remedies of the Buyer) a breach of the
Supplier’s obligations under Section 123 of the Social Security Administration Act
1992 may lead to a prosecution under that Act.
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8.4.The Supplier shall regularly (not less than once every six (6) months) remind all
Supplier Staff who will have access to, or are provided with, Government Data in
writing of the obligations upon Supplier Staff set out in Paragraphs 8.1, 8.2 and 8.3.
The Supplier shall monitor the compliance by Supplier Staff with such obligations.

8.5.The Supplier shall ensure that all Supplier Staff who will have access to, or are
provided with, Government Data sign (or have previously signed) a Confidentiality
Declaration, in the form provided at Annex 2. The Supplier shall provide a copy of
each such signed declaration to the Buyer upon demand.

8.6.In the event that the Supplier or the Supplier Staff fail to comply with this Paragraph
8, the Buyer reserves the right to terminate the Contract as if that failure to comply
were an event to which clause 10.4.1 of the Core Terms applies.

OFFICIAL



Call-Off Schedule 23 (HMRC Terms)
Crown Copyright 2018

Annex 1
Excerpt from HMRC’s “Test for Tax Non-Compliance”

Condition one (An in-scope entity or person)

1. There is a person or entity which is either: (“X”)

1) The Economic Operator or Essential Subcontractor (EOS)

2) Part of the same Group of companies of EOS. An entity will be treated as within the
same Group of EOS where that entities’ financial statements would be required to be
consolidated with those of EOS if prepared in accordance with IFRS 10 Consolidated
Financial Accounts®:

3) Any director, shareholder or other person (P) which exercises control over EOS. ‘Control’
means P can secure, through holding of shares or powers under articles of association
or other document that EOS’s affairs are conducted in accordance with P’s wishes.

Condition two (Arrangements involving evasion, abuse or tax avoidance)

2. X has been engaged in one or more of the following:

a. Fraudulent evasion®!;

b. Conduct caught by the General Anti-Abuse Rule'?;

C. Conduct caught by the Halifax Abuse principle®?;

d. Entered into arrangements caught by a DOTAS or VADR scheme?4;

10 https://www.iasplus.com/en/standards/ifrs/ifrs10

11 ‘Fraudulent evasion’ means any ‘UK tax evasion offence’ or ‘UK tax evasion facilitation offence’ as defined by
section 52 of the Criminal Finances Act 2017 or a failure to prevent facilitation of tax evasion under section 45
of the same Act.

12 “General Anti-Abuse Rule” means (a) the legislation in Part 5 of the Finance Act 2013; and (b) any

future legislation introduced into Parliament to counteract tax advantages arising from abusive

arrangements to avoid national insurance contributions

13 “Halifax Abuse Principle” means the principle explained in the CJEU Case C-255/02 Halifax and others

14 A Disclosure of Tax Avoidance Scheme (DOTAS) or VAT Disclosure Regime (VADR) scheme caught by rules
which require a promoter of tax schemes to tell HM Revenue & Customs of any specified notifiable arrangements
or proposals and to provide prescribed information on those arrangements or proposals within set time limits
as contained in Section 19 and Part 7 of the Finance Act 2004 and in secondary legislation made under vires
contained in Section 19 and Part 7 of the Finance Act 2004 and as extended to National Insurance Contributions
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e. Conduct caught by a recognised ‘anti-avoidance rule’®® being a statutory provision
which targets arrangements where either a main purpose, or an expected benefit, is to
obtain a tax advantage or where the arrangement is not effected for commercial purposes.
‘Targeted Anti-Avoidance Rules’ (TAARs). It may be useful to confirm that the Diverted
Profits Tax is a TAAR for these purposes;

f. Entered into an avoidance scheme identified by HMRC's published Spotlights list?®;

g. Engaged in conduct which falls under rules in other jurisdictions which are equivalent
or similar to (a) to (f) above.

Condition three (Arrangements are admitted, or subject to litigation/prosecution or identified
in a published list (Spotlights))

3. X’s activity in Condition 2 is, where applicable, subject to dispute and/or litigation as
follows:

.In respect of (a), either X:

1. Has accepted the terms of an offer made under a Contractual
Disclosure Facility (CDF) pursuant to the Code of Practice 9 (COP9)
procedure!’; or,

2. Has been charged with an offence of fraudulent evasion.

i.In respect of (b) to (e), once X has commenced the statutory appeal process by filing a
Notice of Appeal and the appeal process is ongoing including where the appeal is stayed or
listed behind a lead case (either formally or informally). NB Judicial reviews are not part of
the statutory appeal process and no supplier would be excluded merely because they are
applying for judicial review of an HMRC or HMT decision relating to tax or national
insurance.

iii.In respect of (b) to (e), during an HMRC enquiry, if it has been agreed between HMRC and X
that there is a pause with the enquiry in order to await the outcome of related litigation.

iv.In respect of (f) this condition is satisfied without any further steps being taken.

by the National Insurance Contributions (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI
2012/1868 made under s.132A Social Security Administration Act 1992.

15 The full definition of ‘Anti-avoidance rule’ can be found at Paragraph 25(1) of Schedule 18 to the Finance Act
2016 and Condition 2 (a) above shall be construed accordingly.

16 Targeted list of tax avoidance schemes that HMRC believes are being used to avoid paying tax due and which
are listed on the Spotlight website: https://www.gov.uk/government/collections/tax-avoidance-schemes-
currently-in-the-spotlight

17 The Code of Practice 9 (COP9) is an investigation of fraud procedure, where X agrees to make a complete and
accurate disclosure of all their deliberate and non-deliberate conduct that has led to irregularities in their tax
affairs following which HMRC will not pursue a criminal investigation into the conduct disclosed.
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v.In respect of (g) the foreign equivalent to each of the corresponding steps set out above in (i)
to (iii).

For the avoidance of doubt, any reference in this Annex 1 to any Law includes a reference to
that Law as amended, extended, consolidated or re-enacted from time to time including any
implementing or successor legislation.
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Annex 2 Form

CONFIDENTIALITY DECLARATION

coNTRACT REFERENCE: |GGG (hc Agreement)

DECLARATION:
| solemnly declare that:

1. | am aware that the duty of confidentiality imposed by section 18 of the
Commissioners for Revenue and Customs Act 2005 applies to Government Data (as
defined in the Agreement) that has been or will be provided to me in accordance with
the Agreement.

2. lunderstand and acknowledge that under Section 19 of the Commissioners for
Revenue and Customs Act 2005 it may be a criminal offence to disclose any
Government Data provided to me.

' siGNED: I
FuLL NAMVE: T
-posiTion: NG
' compANY: N
DATE OF SIGNATURE: |G
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1. Definitions used in the contract

Interpret this Contract using Joint Schedule 1 (Definitions).

2. How the contract works

2.1 The Supplier is eligible for the award of Call-Off Contracts during the Framework
Contract Period.

2.2 CCS does not guarantee the Supplier any exclusivity, quantity or value of work
under the Framework Contract.

2.3 CCS has paid one penny to the Supplier legally to form the Framework Contract.
The Supplier acknowledges this payment.

2.4 If the Buyer decides to buy Deliverables under the Framework Contract it must use
Framework Schedule 7 (Call-Off Award Procedure) and must state its requirements
using Framework Schedule 6 (Order Form Template and Call-Off Schedules). If
allowed by the Regulations, the Buyer can:

(a) make changes to Framework Schedule 6 (Order Form Template and Call-Off
Schedules);

(b) create new Call-Off Schedules;
(c) exclude optional template Call-Off Schedules; and/or

(d) use Special Terms in the Order Form to add or change terms.

2.5 Each Call-Off Contract:

(a) is a separate Contract from the Framework Contract;
(b) is between a Supplier and a Buyer;

(c) includes Core Terms, Schedules and any other changes or items in the
completed Order Form; and

(d) survives the termination of the Framework Contract.
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2.6 Where the Supplier is approached by any Other Contracting Authority requesting
Deliverables or substantially similar goods or services, the Supplier must tell them
about this Framework Contract before accepting their order.

2.7 The Supplier acknowledges it has all the information required to perform its
obligations under each Contract before entering into a Contract. When information
is provided by a Relevant Authority no warranty of its accuracy is given to the
Supplier.

2.8 The Supplier will not be excused from any obligation, or be entitled to additional
Costs or Charges because it failed to either:

(a) verify the accuracy of the Due Diligence Information; or

(b) properly perform its own adequate checks.

2.9 CCS and the Buyer will not be liable for errors, omissions or misrepresentation of
any information.

2.10 The Supplier warrants and represents that all statements made and
documents submitted as part of the procurement of Deliverables are and remain
true and accurate.

3. What needs to be delivered
3.1 All deliverables

3.1.1 The Supplier must provide Deliverables:

(a) that comply with the Specification, the Framework Tender Response and, in
relation to a Call-Off Contract, the Call-Off Tender (if there is one);

(b) to a professional standard;
(c) using reasonable skill and care;
(d) using Good Industry Practice;

(e) using its own policies, processes and internal quality control measures as long as
they do not conflict with the Contract;
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() on the dates agreed; and

(g) that comply with Law.

3.1.2

The Supplier must provide Deliverables with a warranty of at least 90 days
from Delivery against all obvious defects.

3.2 Goods clauses

3.2.1

3.2.2

3.2.3

3.24

3.25

3.2.6

3.2.7

3.2.8

3.2.9

All Goods delivered must be new, or as new if recycled, unused and of
recent origin.

All manufacturer warranties covering the Goods must be assignable to the
Buyer on request and for free.

The Supplier transfers ownership of the Goods on Delivery or payment for
those Goods, whichever is earlier.

Risk in the Goods transfers to the Buyer on Delivery of the Goods, but
remains with the Supplier if the Buyer notices damage following Delivery
and lets the Supplier know within 3 Working Days of Delivery.

The Supplier warrants that it has full and unrestricted ownership of the
Goods at the time of transfer of ownership.

The Supplier must deliver the Goods on the date and to the specified
location during the Buyer’s working hours.

The Supplier must provide sufficient packaging for the Goods to reach the
point of Delivery safely and undamaged.

All deliveries must have a delivery note attached that specifies the order
number, type and quantity of Goods.

The Supplier must provide all tools, information and instructions the Buyer

needs to make use of the Goods.
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3.2.10 The Supplier must indemnify the Buyer against the costs of any Recall of

3.2.11

3.2.12

the Goods and give notice of actual or anticipated action about the Recall
of the Goods.

The Buyer can cancel any order or part order of Goods which has not been
Delivered. If the Buyer gives less than 14 days notice then it will pay the
Supplier’s reasonable and proven costs already incurred on the cancelled
order as long as the Supplier takes all reasonable steps to minimise these
costs.

The Supplier must at its own cost repair, replace, refund or substitute (at
the Buyer’s option and request) any Goods that the Buyer rejects because
they do not conform with Clause 3. If the Supplier does not do this it will
pay the Buyer’s costs including repair or re-supply by a third party.

3.3 Services clauses

3.3.1

3.3.2

3.3.3

3.34

3.35

3.3.6

3.3.7

Late Delivery of the Services will be a Default of a Call-Off Contract.

The Supplier must co-operate with the Buyer and third party suppliers on
all aspects connected with the Delivery of the Services and ensure that
Supplier Staff comply with any reasonable instructions.

The Supplier must at its own risk and expense provide all Supplier
Equipment required to Deliver the Services.

The Supplier must allocate sufficient resources and appropriate expertise
to each Contract.

The Supplier must take all reasonable care to ensure performance does
not disrupt the Buyer’'s operations, employees or other contractors.

The Supplier must ensure all Services, and anything used to Deliver the
Services, are of good quality and free from defects.

The Buyer is entitled to withhold payment for partially or undelivered
Services, but doing so does not stop it from using its other rights under the
Contract.
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4, Pricing and payments

4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the
Charges in the Order Form.

4.2 CCS must invoice the Supplier for the Management Charge and the Supplier must
pay it using the process in Framework Schedule 5 (Management Charges and
Information).

4.3 All Charges and the Management Charge:

(a) exclude VAT, which is payable on provision of a valid VAT invoice; and

(b) include all costs connected with the Supply of Deliverables.

4.4 The Buyer must pay the Supplier the Charges within 30 days of receipt by the
Buyer of a valid, undisputed invoice, in cleared funds using the payment method
and details stated in the Order Form.

4.5 A Supplier invoice is only valid if it:

(a) includes all appropriate references including the Contract reference number and
other details reasonably requested by the Buyer;

(b) includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any);
and

(c) does not include any Management Charge (the Supplier must not charge the
Buyer in any way for the Management Charge).

4.6 The Buyer must accept and process for payment an undisputed Electronic Invoice
received from the Supplier.

4.7 The Buyer may retain or set-off payment of any amount owed to it by the Supplier if
notice and reasons are provided.

4.8 The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of
receipt of a valid, undisputed invoice. If this does not happen, CCS or the Buyer can
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publish the details of the late payment or non-payment.

4.9 If CCS or the Buyer can get more favourable commercial terms for the supply at
cost of any materials, goods or services used by the Supplier to provide the
Deliverables, then CCS or the Buyer may require the Supplier to replace its existing
commercial terms with the more favourable terms offered for the relevant items.

4.10 If CCS or the Buyer uses Clause 4.9 then the Framework Prices (and where
applicable, the Charges) must be reduced by an agreed amount by using the
Variation Procedure.

4.11 The Supplier has no right of set-off, counterclaim, discount or abatement
unless they are ordered to do so by a court.

5. The buyer’s obligations to the supplier

5.1 If Supplier Non-Performance arises from an Authority Cause:

(a) neither CCS or the Buyer can terminate a Contract under Clause 10.4.1;

(b) the Supplier is entitled to reasonable and proven additional expenses and to relief
from liability and Deduction under this Contract;

(c) the Supplier is entitled to additional time needed to make the Delivery; and

(d) the Supplier cannot suspend the ongoing supply of Deliverables.

5.2 Clause 5.1 only applies if the Supplier:
(a) gives notice to the Party responsible for the Authority Cause within 10 Working

Days of becoming aware;

(b) demonstrates that the Supplier Non-Performance would not have occurred but for
the Authority Cause; and

(c) mitigated the impact of the Authority Cause.

6. Record keeping and reporting
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6.1 The Supplier must attend Progress Meetings with the Buyer and provide Progress
Reports when specified in the Order Form.

6.2 The Supplier must keep and maintain full and accurate records and accounts on
everything to do with the Contract:

(a) during the Contract Period;
(b) for 7 years after the End Date; and
(c) in accordance with UK GDPR,

including but not limited to the records and accounts stated in the definition of Audit in Joint
Schedule 1.

6.3 The Relevant Authority or an Auditor can Audit the Supplier.

6.4 During an Audit, the Supplier must:

(a) allow the Relevant Authority or any Auditor access to their premises to verify all
contract accounts and records of everything to do with the Contract and provide
copies for an Audit; and

(b) provide information to the Relevant Authority or to the Auditor and reasonable co-
operation at their request.

6.5 Where the Audit of the Supplier is carried out by an Auditor, the Auditor shall be
entitled to share any information obtained during the Audit with the Relevant
Authority.

6.6 If the Supplier is not providing any of the Deliverables, or is unable to provide them,
it must immediately:

(a) tell the Relevant Authority and give reasons;
(b) propose corrective action; and

(c) provide a deadline for completing the corrective action.
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6.7 The Supplier must provide CCS with a Self Audit Certificate supported by an audit
report at the end of each Contract Year. The report must contain:

(a) the methodology of the review;
(b) the sampling techniques applied:;
(c) details of any issues; and

(d) any remedial action taken.

6.8 The Self Audit Certificate must be completed and signed by an auditor or senior
member of the Supplier's management team that is qualified in either a relevant
audit or financial discipline.

7. Supplier staff

7.1 The Supplier Staff involved in the performance of each Contract must:

(a) be appropriately trained and qualified;
(b) be vetted using Good Industry Practice and the Security Policy; and

(c) comply with all conduct requirements when on the Buyer's Premises.

7.2 Where a Buyer decides one of the Supplier's Staff is not suitable to work on a
contract, the Supplier must replace them with a suitably qualified alternative.

7.3 If requested, the Supplier must replace any person whose acts or omissions have
caused the Supplier to breach Clause 27.

7.4 The Supplier must provide a list of Supplier Staff needing to access the Buyer’s
Premises and say why access is required.

7.5 The Supplier indemnifies CCS and the Buyer against all claims brought by any
person employed by the Supplier caused by an act or omission of the Supplier or
any Supplier Staff.
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8. Rights and protection

8.1 The Supplier warrants and represents that:

(a) it has full capacity and authority to enter into and to perform each Contract;
(b) each Contract is executed by its authorised representative;

(c) itis a legally valid and existing organisation incorporated in the place it was
formed;

(d) there are no known legal or regulatory actions or investigations before any court,
administrative body or arbitration tribunal pending or threatened against it or its
Affiliates that might affect its ability to perform each Contract;

(e) it maintains all necessary rights, authorisations, licences and consents to perform
its obligations under each Contract;

(f) it does not have any contractual obligations which are likely to have a material
adverse effect on its ability to perform each Contract;

(g) itis not impacted by an Insolvency Event; and

(h) it will comply with each Call-Off Contract.

8.2 The warranties and representations in Clauses 2.10 and 8.1 are repeated each time
the Supplier provides Deliverables under the Contract.

8.3 The Supplier indemnifies both CCS and every Buyer against each of the following:

(a) wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts
the Contract; and

(b) non-payment by the Supplier of any Tax or National Insurance.

8.4 All claims indemnified under this Contract must use Clause 26.

8.5 The description of any provision of this Contract as a warranty does not prevent
CCS or a Buyer from exercising any termination right that it may have for breach of
that clause by the Supplier.
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8.6 If the Supplier becomes aware of a representation or warranty that becomes untrue
or misleading, it must immediately notify CCS and every Buyer.

8.7 All third party warranties and indemnities covering the Deliverables must be
assigned for the Buyer’s benefit by the Supplier.

9. Intellectual Property Rights (IPRs)

9.1 Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer
a non-exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence
to use, change and sub-license the Supplier's Existing IPR to enable it to both:

(a) receive and use the Deliverables; and

(b) make use of the deliverables provided by a Replacement Supplier.

9.2 Any New IPR created under a Contract is owned by the Buyer. The Buyer gives the
Supplier a licence to use any Existing IPRs and New IPRs for the purpose of
fulfilling its obligations during the Contract Period.

9.3 Where a Party acquires ownership of IPRs incorrectly under this Contract it must do
everything reasonably necessary to complete a transfer assigning them in writing to
the other Party on request and at its own cost.

9.4 Neither Party has the right to use the other Party’s IPRs, including any use of the
other Party’s names, logos or trademarks, except as provided in Clause 9 or
otherwise agreed in writing.

9.5 If there is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all
losses, damages, costs or expenses (including professional fees and fines) incurred
as a result.

9.6 If an IPR Claim is made or anticipated the Supplier must at its own expense and the
Buyer’s sole option, either:

(a) obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing
any third party IPR; or
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(b) replace or modify the relevant item with substitutes that do not infringe IPR

without adversely affecting the functionality or performance of the Deliverables.

9.7 In spite of any other provisions of a Contract and for the avoidance of doubt, award

10.

of a Contract by the Buyer and placement of any contract task under it does not
constitute an authorisation by the Crown under Sections 55 and 56 of the Patents
Act 1977 or Section 12 of the Registered Designs Act 1949. The Supplier
acknowledges that any authorisation by the Buyer under its statutory powers must
be expressly provided in writing, with reference to the acts authorised and the
specific IPR involved.

Ending the contract or any subcontract

10.1 Contract Period

10.1.1 The Contract takes effect on the Start Date and ends on the End Date or
earlier if required by Law.

10.1.2 The Relevant Authority can extend the Contract for the Extension Period
by giving the Supplier no less than 3 Months' written notice before the
Contract expires.

10.2 Ending the contract without a reason

10.2.1 CCS has the right to terminate the Framework Contract at any time without
reason by giving the Supplier at least 30 days' notice.

10.2.2 Each Buyer has the right to terminate their Call-Off Contract at any time
without reason by giving the Supplier not less than 90 days' written notice.

10.3 Rectification plan process

10.3.1 If there is a Default, the Relevant Authority may, without limiting its other
rights, request that the Supplier provide a Rectification Plan, within 10
working days .

10.3.2 When the Relevant Authority receives a requested Rectification Plan it can
either:
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(a) reject the Rectification Plan or revised Rectification Plan, giving reasons; or

(b) accept the Rectification Plan or revised Rectification Plan (without limiting its
rights) and the Supplier must immediately start work on the actions in the
Rectification Plan at its own cost, unless agreed otherwise by the Parties.

10.3.3 Where the Rectification Plan or revised Rectification Plan is rejected, the
Relevant Authority:

(a) must give reasonable grounds for its decision; and

(b) may request that the Supplier provides a revised Rectification Plan within 5
Working Days.

10.3.4 If the Relevant Authority rejects any Rectification Plan, including any
revised Rectification Plan, the Relevant Authority does not have to request
a revised Rectification Plan before exercising its right to terminate its
Contract under Clause 10.4.3(a).

10.4 When CCS or the buyer can end a contract

10.4.1 If any of the following events happen, the Relevant Authority has the right
to immediately terminate its Contract by issuing a Termination Notice to the
Supplier:

(a) there is a Supplier Insolvency Event;

(b) there is a Default that is not corrected in line with an accepted Rectification Plan;
(c) the Supplier does not provide a Rectification Plan within 10 days of the request;
(d) there is any material Default of the Contract;

(e) there is any material Default of any Joint Controller Agreement relating to any
Contract;

() there is a Default of Clauses 2.10, 9, 14, 15, 27, 32 or Framework Schedule 9
(Cyber Essentials) (where applicable) relating to any Contract;

(g) there is a consistent repeated failure to meet the Performance Indicators in
Framework Schedule 4 (Framework Management);
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(h) there is a Change of Control of the Supplier which is not pre-approved by the
Relevant Authority in writing;

() if the Relevant Authority discovers that the Supplier was in one of the situations in
57 (1) or 57(2) of the Regulations at the time the Contract was awarded; or

() the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or
diminish the public trust in them.

10.4.2 CCS may terminate the Framework Contract if a Buyer terminates a Call-
Off Contract for any of the reasons listed in Clause 10.4.1.

10.4.3 If any of the following non-fault based events happen, the Relevant
Authority has the right to immediately terminate its Contract by issuing a
Termination Notice to the Supplier:

(a) the Relevant Authority rejects a Rectification Plan;

(b) there is a Variation which cannot be agreed using Clause 24 (Changing the
contract) or resolved using Clause 34 (Resolving disputes);

(c) if there is a declaration of ineffectiveness in respect of any Variation; or

(d) the events in 73 (1) (a) of the Regulations happen.

10.5 When the supplier can end the contract

The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed invoice
on time. The Supplier can terminate a Call-Off Contract if the Buyer fails to pay an
undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30
days of the date of the Reminder Notice.

10.6 What happens if the contract ends

10.6.1 Where a Party terminates a Contract under any of Clauses 10.2.1, 10.2.2,
10.4.1, 10.4.2, 10.4.3, 10.5 or 20.2 or a Contract expires all of the following

apply:

(a) The Buyer’s payment obligations under the terminated Contract stop immediately.

(b) Accumulated rights of the Parties are not affected.
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(c) The Supplier must promptly repay to the Buyer any and all Charges the Buyer
has paid in advance in respect of Deliverables not provided by the Supplier as at
the End Date.

(d) The Supplier must promptly delete or return the Government Data except where
required to retain copies by Law.

(e) The Supplier must promptly return any of CCS or the Buyer’s property provided
under the terminated Contract.

() The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the
handover and re-procurement (including to a Replacement Supplier).

10.6.2 In addition to the consequences of termination listed in Clause 10.6.1,
where the Relevant Authority terminates a Contract under Clause 10.4.1
the Supplier is also responsible for the Relevant Authority’s reasonable
costs of procuring Replacement Deliverables for the rest of the Contract
Period.

10.6.3 In addition to the consequences of termination listed in Clause 10.6.1, if
either the Relevant Authority terminates a Contract under Clause 10.2.1 or
10.2.2 or a Supplier terminates a Call-Off Contract under Clause 10.5:

(a) the Buyer must promptly pay all outstanding Charges incurred to the Supplier;
and

(b) the Buyer must pay the Supplier reasonable committed and unavoidable Losses
as long as the Supplier provides a fully itemised and costed schedule with
evidence - the maximum value of this payment is limited to the total sum payable
to the Supplier if the Contract had not been terminated.

10.6.4 In addition to the consequences of termination listed in Clause 10.6.1,
where a Party terminates under Clause 20.2 each Party must cover its own
Losses.

10.6.5 The following Clauses survive the termination or expiry of each Contract:
3.2.10,4.2,6,7.5,9,11,12.2, 14, 15, 16, 17, 18, 31.3, 34, 35 and any
Clauses and Schedules which are expressly or by implication intended to
continue.
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10.7 Partially ending and suspending the contract

10.7.1 Where CCS has the right to terminate the Framework Contract it can
suspend the Supplier's ability to accept Orders (for any period) and the
Supplier cannot enter into any new Call-Off Contracts during this period. If
this happens, the Supplier must still meet its obligations under any existing
Call-Off Contracts that have already been signed.

10.7.2 Where CCS has the right to terminate a Framework Contract it is entitled to
terminate all or part of it.

10.7.3 Where the Buyer has the right to terminate a Call-Off Contract it can
terminate or suspend (for any period), all or part of it. If the Buyer
suspends a Contract it can provide the Deliverables itself or buy them from
a third party.

10.7.4 The Relevant Authority can only partially terminate or suspend a
Contract if the remaining parts of that Contract can still be used to
effectively deliver the intended purpose.

10.7.5 The Parties must agree any necessary Variation required by Clause 10.7
using the Variation Procedure, but the Supplier may not either:

(a) reject the Variation; or

(b) increase the Charges, except where the right to partial termination is under
Clause 10.2.

10.7.6 The Buyer can still use other rights available, or subsequently available to
it if it acts on its rights under Clause 10.7.

10.8 When subcontracts can be ended

At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following
events:
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(a) there is a Change of Control of a Subcontractor which is not pre-approved by the
Relevant Authority in writing;

(b) the acts or omissions of the Subcontractor have caused or materially contributed
to a right of termination under Clause 10.4; or

(c) a Subcontractor or its Affiliates embarrasses or brings into disrepute or
diminishes the public trust in the Relevant Authority.

11. How much you can be held responsible for

11.1 Each Party's total aggregate liability in each Contract Year under this
Framework Contract (whether in tort, contract or otherwise) is no more than
£1,000,000.

11.2 Each Party's total aggregate liability in each Contract Year under each Call-
Off Contract (whether in tort, contract or otherwise) is no more than the greater of
£5 million or 150% of the Estimated Yearly Charges unless specified in the Call-Off
Order Form.

11.3 No Party is liable to the other for:

(a) any indirect Losses; or

(b) Loss of profits, turnover, savings, business opportunities or damage to goodwill
(in each case whether direct or indirect).

11.4 In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the
following:

(a) its liability for death or personal injury caused by its negligence, or that of its
employees, agents or Subcontractors;

(b) its liability for bribery or fraud or fraudulent misrepresentation by it or its
employees;

(c) any liability that cannot be excluded or limited by Law;

(d) its obligation to pay the required Management Charge or Default Management
Charge.
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11.5 In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its
liability for any indemnity given under Clauses 7.5, 8.3(b), 9.5, 31.3 or Call-Off
Schedule 2 (Staff Transfer) of a Contract.

11.6 In spite of Clauses 11.1, 11.2 but subject to Clauses 11.3 and 11.4, the
Supplier's aggregate liability in each and any Contract Year under each Contract
under Clause 14.8 shall in no event exceed the Data Protection Liability Cap.

11.7 Each Party must use all reasonable endeavours to mitigate any Loss or
damage which it suffers under or in connection with each Contract, including any
indemnities.

11.8 When calculating the Supplier’s liability under Clause 11.1 or 11.2 the
following items will not be taken into consideration:

(a) Deductions; and

(b) any items specified in Clauses 11.5 or 11.6.

11.9 If more than one Supplier is party to a Contract, each Supplier Party is jointly
and severally liable for their obligations under that Contract.

12. Obeying the law

12.1 The Supplier must use reasonable endeavours to comply with the provisions
of Joint Schedule 5 (Corporate Social Responsibility).

12.2 To the extent that it arises as a result of a Default by the Supplier, the
Supplier indemnifies the Relevant Authority against any fine or penalty incurred by
the Relevant Authority pursuant to Law and any costs incurred by the Relevant
Authority in defending any proceedings which result in such fine or penalty.

12.3 The Supplier must appoint a Compliance Officer who must be responsible for
ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.
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13 Insurance

The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint
Schedule 3 (Insurance Requirements) and any Additional Insurances in the Order Form.

14. Data protection

14.1 The Supplier must process Personal Data and ensure that Supplier Staff
process Personal Data only in accordance with Joint Schedule 11 (Processing
Data).

14.2 The Supplier must not remove any ownership or security notices in or relating
to the Government Data.

14.3 The Supplier must make accessible back-ups of all Government Data, stored
in an agreed off-site location and send the Buyer copies every 6 Months.

14.4 The Supplier must ensure that any Supplier system holding any Government
Data, including back-up data, is a secure system that complies with the Security
Policy and any applicable Security Management Plan.

14.5 If at any time the Supplier suspects or has reason to believe that the
Government Data provided under a Contract is corrupted, lost or sufficiently
degraded, then the Supplier must notify the Relevant Authority and immediately
suggest remedial action.

14.6 If the Government Data is corrupted, lost or sufficiently degraded so as to be
unusable the Relevant Authority may either or both:

(a) tell the Supplier to restore or get restored Government Data as soon as practical
but no later than 5 Working Days from the date that the Relevant Authority
receives notice, or the Supplier finds out about the issue, whichever is earlier;
and/or

(b) restore the Government Data itself or using a third party.

14.7 The Supplier must pay each Party’s reasonable costs of complying with
Clause 14.6 unless CCS or the Buyer is at fault.
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14.8 The Supplier:

(a) must provide the Relevant Authority with all Government Data in an agreed open
format within 10 Working Days of a written request;

(b) must have documented processes to guarantee prompt availability of
Government Data if the Supplier stops trading;

(c) must securely destroy all Storage Media that has held Government Data at the
end of life of that media using Good Industry Practice;

(d) securely erase all Government Data and any copies it holds when asked to do so
by CCS or the Buyer unless required by Law to retain it; and

(e) indemnifies CCS and each Buyer against any and all Losses incurred if the
Supplier breaches Clause 14 and any Data Protection Legislation.

15. What you must keep confidential

15.1 Each Party must:

(a) keep all Confidential Information it receives confidential and secure;

(b) except as expressly set out in the Contract at Clauses 15.2 to 15.4 or elsewhere
in the Contract, not disclose, use or exploit the Disclosing Party’s Confidential
Information without the Disclosing Party's prior written consent; and

(c) immediately notify the Disclosing Party if it suspects unauthorised access,
copying, use or disclosure of the Confidential Information.

15.2 In spite of Clause 15.1, a Party may disclose Confidential Information which it
receives from the Disclosing Party in any of the following instances:

(a) where disclosure is required by applicable Law or by a court with the relevant
jurisdiction if, to the extent not prohibited by Law, the Recipient Party notifies the
Disclosing Party of the full circumstances, the affected Confidential Information
and extent of the disclosure;

(b) if the Recipient Party already had the information without obligation of
confidentiality before it was disclosed by the Disclosing Party;
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(c) if the information was given to it by a third party without obligation of
confidentiality;

(d) if the information was in the public domain at the time of the disclosure;

(e) if the information was independently developed without access to the Disclosing
Party’s Confidential Information;

() on a confidential basis, to its auditors;
(g) on a confidential basis, to its professional advisers on a need-to-know basis; or

(h) to the Serious Fraud Office where the Recipient Party has reasonable grounds to
believe that the Disclosing Party is involved in activity that may be a criminal
offence under the Bribery Act 2010.

15.3 In spite of Clause 15.1, the Supplier may disclose Confidential Information on
a confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier
to meet its obligations under the Contract. The Supplier Staff must enter into a
direct confidentiality agreement with the Relevant Authority at its request.

15.4 In spite of Clause 15.1, CCS or the Buyer may disclose Confidential
Information in any of the following cases:

(a) on a confidential basis to the employees, agents, consultants and contractors of
CCS or the Buyer;

(b) on a confidential basis to any other Central Government Body, any successor
body to a Central Government Body or any company that CCS or the Buyer
transfers or proposes to transfer all or any part of its business to;

(c) if CCS or the Buyer (acting reasonably) considers disclosure necessary or
appropriate to carry out its public functions;

(d) where requested by Parliament; or

(e) under Clauses 4.7 and 16.

155 For the purposes of Clauses 15.2 to 15.4 references to disclosure on a
confidential basis means disclosure under a confidentiality agreement or
arrangement including terms as strict as those required in Clause 15.

15.6 Transparency Information is not Confidential Information.
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15.7 The Supplier must not make any press announcement or publicise the
Contracts or any part of them in any way, without the prior written consent of the
Relevant Authority and must take all reasonable steps to ensure that Supplier Staff
do not either.

16. When you can share information

16.1 The Supplier must tell the Relevant Authority within 48 hours if it receives a
Request For Information.

16.2 Within five (6) Working Days of the Buyer’s request the Supplier must give
CCS and each Buyer full co-operation and information needed so the Buyer can:

(a) publish the Transparency Information;
(b) comply with any Freedom of Information Act (FOIA) request; and/or

(c) comply with any Environmental Information Regulations (EIR) request.

16.3 The Relevant Authority may talk to the Supplier to help it decide whether to
publish information under Clause 16. However, the extent, content and format of the
disclosure is the Relevant Authority’s decision in its absolute discretion.

17. Invalid parts of the contract

If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or
unenforceable, it must be read as if it was removed from that Contract as much as required
and rendered ineffective as far as possible without affecting the rest of the Contract, whether
it is valid or enforceable.

18. No other terms apply

The provisions incorporated into each Contract are the entire agreement between the
Parties. The Contract replaces all previous statements, agreements and any course of
dealings made between the Parties, whether written or oral, in relation to its subject matter.
No other provisions apply.

19. Other people’s rights in a contract
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No third parties may use the Contracts (Rights of Third Parties) Act 1999 (CRTPA) to
enforce any term of the Contract unless stated (referring to CRTPA) in the Contract. This
does not affect third party rights and remedies that exist independently from CRTPA.

20. Circumstances beyond your control

20.1 Any Party affected by a Force Majeure Event is excused from performing its
obligations under a Contract while the inability to perform continues, if it both:

(a) provides a Force Majeure Notice to the other Party; and

(b) uses all reasonable measures practical to reduce the impact of the Force Majeure
Event.

20.2 Either Party can partially or fully terminate the affected Contract if the
provision of the Deliverables is materially affected by a Force Majeure Event which
lasts for 90 days continuously.

21. Relationships created by the contract

No Contract creates a partnership, joint venture or employment relationship. The Supplier
must represent themselves accordingly and ensure others do so.

22. Giving up contract rights

A patrtial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be
a waiver in writing to the other Party.

23 Transferring responsibilities

23.1 The Supplier cannot assign, novate or transfer a Contract or any part of a
Contract without the Relevant Authority’s written consent.

23.2 The Relevant Authority can assign, novate or transfer its Contract or any part
of it to any Central Government Body, public or private sector body which performs
the functions of the Relevant Authority.
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23.3 When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must
enter into a novation agreement in the form that CCS or the Buyer specifies.

23.4 The Supplier can terminate a Contract novated under Clause 23.2 to a private
sector body that is experiencing an Insolvency Event.

23.5 The Supplier remains responsible for all acts and omissions of the Supplier
Staff as if they were its own.

23.6 If CCS or the Buyer asks the Supplier for details about Subcontractors, the
Supplier must provide details of Subcontractors at all levels of the supply chain
including:

(a) their name;
(b) the scope of their appointment; and

(c) the duration of their appointment.

24. Changing the contract

24.1 Either Party can request a Variation which is only effective if agreed in writing
and signed by both Parties.

24.2 The Supplier must provide an Impact Assessment either:

(a) with the Variation Form, where the Supplier requests the Variation; or

(b) within the time limits included in a Variation Form requested by CCS or the Buyer.

24.3 If the Variation cannot be agreed or resolved by the Parties, CCS or the
Buyer can either:

(a) agree that the Contract continues without the Variation; or

(b) terminate the affected Contract, unless in the case of a Call-Off Contract, the
Supplier has already provided part or all of the provision of the Deliverables, or
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where the Supplier can show evidence of substantial work being carried out to
provide them; or

(c) refer the Dispute to be resolved using Clause 34 (Resolving Disputes).

24.4 CCS and the Buyer are not required to accept a Variation request made by
the Supplier.

24.5 If there is a General Change in Law, the Supplier must bear the risk of the
change and is not entitled to ask for an increase to the Framework Prices or the
Charges.

24.6 If there is a Specific Change in Law or one is likely to happen during the
Contract Period the Supplier must give CCS and the Buyer notice of the likely
effects of the changes as soon as reasonably practical. They must also say if they
think any Variation is needed either to the Deliverables, Framework Prices or a
Contract and provide evidence:

(a) that the Supplier has kept costs as low as possible, including in Subcontractor
costs; and

(b) of how it has affected the Supplier’s costs.

24.7 Any change in the Framework Prices or relief from the Supplier's obligations
because of a Specific Change in Law must be implemented using Clauses 24.1 to
24.4.

24.8 For 101(5) of the Regulations, if the Court declares any Variation ineffective,
the Parties agree that their mutual rights and obligations will be regulated by the
terms of the Contract as they existed immediately prior to that Variation and as if
the Parties had never entered into that Variation.

25 How to communicate about the contract

25.1 All notices under the Contract must be in writing and are considered effective
on the Working Day of delivery as long as they are delivered before 5:00pm on a
Working Day. Otherwise the notice is effective on the next Working Day. An email is
effective at 9:00am on the first Working Day after sending unless an error message
is received.
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25.2 Notices to CCS must be sent to the CCS Authorised Representative’s
address or email address in the Framework Award Form.

25.3 Notices to the Buyer must be sent to the Buyer Authorised Representative’s
address or email address in the Order Form.

25.4 This Clause does not apply to the service of legal proceedings or any
documents in any legal action, arbitration or dispute resolution.

26. Dealing with claims

26.1 If a Beneficiary is notified of a Claim then it must notify the Indemnifier as
soon as reasonably practical and no later than 10 Working Days.

26.2 At the Indemnifier’'s cost the Beneficiary must both:

(a) allow the Indemnifier to conduct all negotiations and proceedings to do with a
Claim; and

(b) give the Indemnifier reasonable assistance with the claim if requested.

26.3 The Beneficiary must not make admissions about the Claim without the prior
written consent of the Indemnifier which can not be unreasonably withheld or
delayed.

26.4 The Indemnifier must consider and defend the Claim diligently using
competent legal advisors and in a way that does not damage the Beneficiary’s
reputation.

26.5 The Indemnifier must not settle or compromise any Claim without the
Beneficiary's prior written consent which it must not unreasonably withhold or delay.

26.6 Each Beneficiary must take all reasonable steps to minimise and mitigate any
losses that it suffers because of the Claim.

26.7 If the Indemnifier pays the Beneficiary money under an indemnity and the
Beneficiary later recovers money which is directly related to the Claim, the
Beneficiary must immediately repay the Indemnifier the lesser of either:
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(a) the sum recovered minus any legitimate amount spent by the Beneficiary when
recovering this money; or

(b) the amount the Indemnifier paid the Beneficiary for the Claim.

27. Preventing fraud, bribery and corruption

27.1 The Supplier must not during any Contract Period:

(a) commit a Prohibited Act or any other criminal offence in the Regulations 57(1)
and 57(2); or

(b) do or allow anything which would cause CCS or the Buyer, including any of their
employees, consultants, contractors, Subcontractors or agents to breach any of
the Relevant Requirements or incur any liability under them.

27.2 The Supplier must during the Contract Period:

(a) create, maintain and enforce adequate policies and procedures to ensure it
complies with the Relevant Requirements to prevent a Prohibited Act and require
its Subcontractors to do the same;

(b) keep full records to show it has complied with its obligations under Clause 27 and
give copies to CCS or the Buyer on request; and

(c) if required by the Relevant Authority, within 20 Working Days of the Start Date of
the relevant Contract, and then annually, certify in writing to the Relevant
Authority, that they have complied with Clause 27, including compliance of
Supplier Staff, and provide reasonable supporting evidence of this on request,
including its policies and procedures.

27.3 The Supplier must immediately notify CCS and the Buyer if it becomes aware
of any breach of Clauses 27.1 or 27.2 or has any reason to think that it, or any of
the Supplier Staff, has either:

(a) been investigated or prosecuted for an alleged Prohibited Act;
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(b) been debarred, suspended, proposed for suspension or debarment, or is
otherwise ineligible to take part in procurement programmes or contracts because
of a Prohibited Act by any government department or agency;

(c) received a request or demand for any undue financial or other advantage of any
kind related to a Contract; or

(d) suspected that any person or Party directly or indirectly related to a Contract has
committed or attempted to commit a Prohibited Act.

27.4 If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the
Supplier must respond promptly to their further enquiries, co-operate with any
investigation and allow the Audit of any books, records and relevant documentation.

27.5 In any notice the Supplier gives under Clause 27.3 it must specify the:

(a) Prohibited Act;
(b) identity of the Party who it thinks has committed the Prohibited Act; and

(c) action it has decided to take.

28 Equality, diversity and human rights

28.1 The Supplier must follow all applicable equality Law when they perform their
obligations under the Contract, including:

(a) protections against discrimination on the grounds of race, sex, gender
reassignment, religion or belief, disability, sexual orientation, pregnancy,
maternity, age or otherwise; and

(b) any other requirements and instructions which CCS or the Buyer reasonably
imposes related to equality Law.

28.2 The Supplier must take all necessary steps, and inform CCS or the Buyer of
the steps taken, to prevent anything that is considered to be unlawful discrimination
by any court or tribunal, or the Equality and Human Rights Commission (or any
successor organisation) when working on a Contract.

29. Health and safety
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29.1 The Supplier must perform its obligations meeting the requirements of:

(a) all applicable Law regarding health and safety; and

(b) the Buyer’s current health and safety policy while at the Buyer’s Premises, as
provided to the Supplier.

29.2 The Supplier and the Buyer must as soon as possible notify the other of any
health and safety incidents or material hazards they are aware of at the Buyer
Premises that relate to the performance of a Contract.

30 Environment

30.1 When working on Site the Supplier must perform its obligations under the
Buyer’s current Environmental Policy, which the Buyer must provide.

30.2 The Supplier must ensure that Supplier Staff are aware of the Buyer’s
Environmental Policy.

31 Tax

31.1 The Supplier must not breach any Tax or social security obligations and must
enter into a binding agreement to pay any late contributions due, including where
applicable, any interest or any fines. CCS and the Buyer cannot terminate a
Contract where the Supplier has not paid a minor Tax or social security contribution.

31.2 Where the Charges payable under a Contract with the Buyer are or are likely
to exceed £5 million at any point during the relevant Contract Period, and an
Occasion of Tax Non-Compliance occurs, the Supplier must notify CCS and the
Buyer of it within 5 Working Days including:

(a) the steps that the Supplier is taking to address the Occasion of Tax Non-
Compliance and any mitigating factors that it considers relevant; and

(b) other information relating to the Occasion of Tax Non-Compliance that CCS and
the Buyer may reasonably need.

31.3 Where the Supplier or any Supplier Staff are liable to be taxed or to pay
National Insurance contributions in the UK relating to payment received under a
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Call-Off Contract, the Supplier must both:

(a) comply with the Income Tax (Earnings and Pensions) Act 2003 and all other
statutes and regulations relating to income tax, the Social Security Contributions
and Benefits Act 1992 (including IR35) and National Insurance contributions; and

(b) indemnify the Buyer against any Income Tax, National Insurance and social
security contributions and any other liability, deduction, contribution, assessment
or claim arising from or made during or after the Contract Period in connection
with the provision of the Deliverables by the Supplier or any of the Supplier Staff.

31.4 If any of the Supplier Staff are Workers who receive payment relating to the
Deliverables, then the Supplier must ensure that its contract with the Worker
contains the following requirements:

(a) the Buyer may, at any time during the Contract Period, request that the Worker
provides information which demonstrates they comply with Clause 31.3, or why
those requirements do not apply, the Buyer can specify the information the
Worker must provide and the deadline for responding;

(b) the Worker’s contract may be terminated at the Buyer’s request if the Worker fails
to provide the information requested by the Buyer within the time specified by the
Buyer;

(c) the Worker’'s contract may be terminated at the Buyer’s request if the Worker
provides information which the Buyer considers is not good enough to
demonstrate how it complies with Clause 31.3 or confirms that the Worker is not
complying with those requirements; and

(d) the Buyer may supply any information they receive from the Worker to HMRC for
revenue collection and management.

32 Conflict of interest

32.1 The Supplier must take action to ensure that neither the Supplier nor the
Supplier Staff are placed in the position of an actual or potential Conflict of Interest.

32.2 The Supplier must promptly notify and provide details to CCS and each Buyer
if a Conflict of Interest happens or is expected to happen.

32.3 CCS and each Buyer can terminate its Contract immediately by giving notice
in writing to the Supplier or take any steps it thinks are necessary where there is or
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may be an actual or potential Conflict of Interest.

33. Reporting a breach of the contract

33.1 As soon as it is aware of it the Supplier and Supplier Staff must report to CCS
or the Buyer any actual or suspected breach of:

(a) Law;
(b) Clause 12.1; or

(c) Clauses 27 to 32.

33.2 The Supplier must not retaliate against any of the Supplier Staff who in good
faith reports a breach listed in Clause 33.1 to the Buyer or a Prescribed Person.

34, Resolving disputes

34.1 If there is a Dispute, the senior representatives of the Parties who have
authority to settle the Dispute will, within 28 days of a written request from the other

Party, meet in good faith to resolve the Dispute.

34.2 If the Dispute is not resolved at that meeting, the Parties can attempt to settle
it by mediation using the Centre for Effective Dispute Resolution (CEDR) Model
Mediation Procedure current at the time of the Dispute. If the Parties cannot agree
on a mediator, the mediator will be nominated by CEDR. If either Party does not
wish to use, or continue to use mediation, or mediation does not resolve the
Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.

34.3 Unless the Relevant Authority refers the Dispute to arbitration using Clause
34.4, the Parties irrevocably agree that the courts of England and Wales have the

exclusive jurisdiction to:

(a) determine the Dispute;
(b) grant interim remedies; and/or

(c) grant any other provisional or protective relief.
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34.4 The Supplier agrees that the Relevant Authority has the exclusive right to
refer any Dispute to be finally resolved by arbitration under the London Court of
International Arbitration Rules current at the time of the Dispute. There will be only
one arbitrator. The seat or legal place of the arbitration will be London and the
proceedings will be in English.

34.5 The Relevant Authority has the right to refer a Dispute to arbitration even if
the Supplier has started or has attempted to start court proceedings under Clause
34.3, unless the Relevant Authority has agreed to the court proceedings or
participated in them. Even if court proceedings have started, the Parties must do
everything necessary to ensure that the court proceedings are stayed in favour of
any arbitration proceedings if they are started under Clause 34.4.

34.6 The Supplier cannot suspend the performance of a Contract during any
Dispute.
35. Which law applies

This Contract and any Disputes arising out of, or connected to it, are governed by English
law.
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Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1 In February 2019, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government.
(https://assets.publishing.service.gov.uk/government/uploads/system/upload
s/attachment_data/file/779660/20190220-Supplier_Code_of Conduct.pdf)

1.2 CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

1.3 The Supplier acknowledges that the Buyer may have additional
requirements in relation to corporate social responsibility. The Buyer
expects that the Supplier and its Subcontractors will comply with such
corporate social responsibility requirements as the Buyer may notify to the
Supplier from time to time.

2. Equality and Accessibility

2.1 In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any
kind; and

2.1.2 advance equality of opportunity and good relations between
those with a protected characteristic (age, disability, gender
reassignment, pregnancy and maternity, race, religion or
belief, sex, sexual orientation, and marriage and civil
partnership) and those who do not share it.

3. Modern Slavery, Child Labour and Inhumane Treatment
"Modern Slavery Helpline" means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modern slavery available online

at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121
700.

3.1 The Supplier:

3.1.1 shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;

3.1.2 shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

3.1.3 warrants and represents that it has not been convicted of any
slavery or human trafficking offences anywhere around the world.
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3.14

3.1.5

3.1.6

3.1.7

3.1.8

3.1.9

3.1.10

3.1.11

warrants that to the best of its knowledge it is not currently under
investigation, inquiry or enforcement proceedings in relation to any
allegation of slavery or human trafficking offenses anywhere around
the world.

shall make reasonable enquires to ensure that its officers,
employees and Subcontractors have not been convicted of slavery
or human trafficking offenses anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policies and procedures to ensure its compliance with the
Modern Slavery Act and include in its contracts with its
Subcontractors anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain
performing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its
Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

4.1.1 ensure that that all wages and benefits paid for a standard
working week meet, at a minimum, national legal standards in
the country of employment;

4.1.2 ensure that all Supplier Staff are provided with written and
understandable Information about their employment conditions
in respect of wages before they enter employment and about
the particulars of their wages for the pay period concerned
each time that they are paid,

4.1.3 not make deductions from wages:
(a) as a disciplinary measure
(b) except where permitted by law; or
(c) without expressed permission of the worker concerned,;
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4.1.4 record all disciplinary measures taken against Supplier Staff;
and

4.1.5 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and
practice.

5. Working Hours

5.1 The Supplier shall:

5.1.1 ensure that the working hours of Supplier Staff comply with
national laws, and any collective agreements;

5.1.2 that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours
per week unless the individual has agreed in writing;

5.1.3 ensure that use of overtime used responsibly, taking into

account:
(a) the extent;
(b) frequency; and

(c) hours worked;
by individuals and by the Supplier Staff as a whole;

1.2 The total hours worked in any seven day period shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

1.3 Working hours may exceed 60 hours in any seven day period only in
exceptional circumstances where all of the following are met:

1.3.1 thisis allowed by national law;

1.3.2 thisis allowed by a collective agreement freely negotiated
with a workers’ organisation representing a significant portion
of the workforce;

appropriate safeguards are taken to protect the workers’
health and safety; and

1.3.3 the employer can demonstrate that exceptional circumstances
apply such as unexpected production peaks, accidents or
emergencies.

1.4 All Supplier Staff shall be provided with at least one (1) day off in every
seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.

2. Sustainability
2.1 The supplier shall meet the applicable Government Buying Standards
applicable to Deliverables which can be found online at:

https://www.qgov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs
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Social Value

Method Statement

In the UK, BAE Systems aims to make a difference in the community by focusing on the needs of
customers, our current and future workforce and our heritage - these are core to our Community
Investment activities. We remain proactive in our support to HMG’s ‘Levelling up’ agenda and
continue to build and develop thriving industry hubs in key towns and cities in the North of England
including Manchester and Leeds.

We have a strong record of job creation across our core industries - Air, Land, Maritime, and Digital
Intelligence, and are a founder of Movement to Work (MtW), an employer-led initiative to tackle
youth unemployment. MtW provides a pathway into work for young people by providing them with
apprenticeships, quality work experience and employability skills training. Our funding and support
has provided 431 placements and 259 people have gone on to full employment or further education
as a direct result of this experience, 113 of whom won apprenticeships with BAE Systems.

We are committed to ensuring our recruitment practices are accessible, therefore we use software
(OpenSource and Textio) to decode gendered language in our job advertisements and recruitment
material. We promote roles across social media, LinkedIn and recruitment agencies. We also aim for
1in3-1in5 CVsto be from a diverse background, including protected characteristics. We assess
against 8 core competencies provide interview training and a standardised questions bank to
achieve a consistent and equal recruitment approach.

We invest in supporting people into work, encouraging a level playing field for accessibility to work &
work experience, including:

e TechReturners; to support people returning to an IT career after a break.

e KickStart Scheme; providing 6-month work placements for those aged 16-24 who are on
Universal Credit.

e Traineeships and Internships, providing 3-month summer work placements.

e Apprenticeships (typical level 4); encouraging young people to combine working, studying
and skills development.

We will continue to invest in supporting people into work, encouraging a level playing field for
accessibility to work and work experience. We pledge to commit one apprenticeship and one
traineeship resources to this contract.

Timed action plan: please refer to diagram below.

Use of metrics: please refer to KPI metrics.

Tools/processes used to gather data: internal portal and tools.

Reporting: monthly and annually as defined in the KPI metrics.

e Feedback and improvement: Regular reporting cycles will be used to provide updates on
progress and to action feedback and improvement.

e Transparency: BAE Systems is committed to transparent project and progress reporting
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Timed Action Plan

Baseline
Workshop
(confirm action
plan, define
metrics,

principles on
ways of

working and

Charter for
Inclusion)

Establish
contract Social
Value Working
Group (SVWG)

(and skills

Set up
Ideas/Issue
Inbox

/

KPI Metrics

Baseline metrics

assessment)

Social Value
Working Group

Temperature
checks (surveys)

SV Progress

Metric updates
Updates

Leadership/
SME drop in
sessions

Social Value
Working Group

SV Annual
Report

Pre Contract J First 30 days Monthly Quarterly Annually

Commitment Actions (How will Unit of Target(s) (Why - Date/Timescale
Commitment Title Description (What-  the Commitment Benefits and for Completion Reporting Period
. ! ’ Measurement
will be delivered) be delivered) Outcomes) (When)
BAE Systems will use BAE Systems will
groups under-represented |deliver this
in the workforce employed [commitment within
under the contractin the [the core project
Tackle workforce inequality |delivery of this work delivery team FTEs 2 31-Mar-25|Monthly
BAE Systems will commit
to utilise groups under-
represented in the BAE Systems will
workforce on deliver this
apprenticeship schemes  [commitment within
(either Level 2, 3, and 4+)  |the core project
Tackle workforce inequality |under this contract. delivery team FTES 1 31-Mar-25|Annual
BAE Systems will commit
to utilise groups under- BAE Systems will
represented in the deliver this
workforce on internships  |commitment within
and traineeships under this|the core project
Tackle workforce inequality |contract. delivery team FTEs 1 31-Mar-25|Annual
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Cabinet Office Metrics

Standard Reporting Metric

Supplier Target {Quarter or Annua

Supplier Total for Repoerting Peroid

MNumber of full-time equivalent (FTE) people from groups under-
represented in the workforce employed under the contract, by
UK region.

Monthly

Total percentage of people from groups underrepresented in the
workforce on apprenticeship schemes (Level 2, 3, and 4+)
under the contract, as a proportion of the all people on
apprenticeship schemes (Level 2, 3. and 4+) within the contract
workforce, by UK region.

MNumber of people from groups under-represented in the
workforce on apprenticeship schemes (Level 2, 3, and 4+)
under the contract, by UK region.

Annual

Total percentage of people from groups underrepresented in the
workforce on other training schemes (Level 2, 3, and 4+) under
the contract, as a proportion of the all people on other training
schemes (Level 2, 3. and 4+) within the contract workforce, by
UK region.

Number of people from groups under-represented in the
workforce on other training schemes (Level 2, 3,
and 4+) under the contract, by UK region.

Annual

Percentage of all companies in the supply chain under the
contract to have committed to the five foundational principles of
good work.

Number of companies in the supply chain under the contract to
have committed to the five foundational principles of good work.

Percentage of the supply chain for which supply chain mapping
has been completed to the appropriate tier or to source in order
to reduce the risks of modern slavery

MNumber of people-hours devoted to supporting victims of
modern slavery under the contract.

Percentage of all companies in the supply chain under the
contract to have implemented measures to improve the
physical and mental health and wellbeing of employees.

Percentage of all companies in the supply chain under the
contract to have implemented the 6 standards in the Mental
Health at Work commitment.

Number of companies in the supply chain under the contract to
have implemented the 6 standards in the Mental Health at
Work commitment.
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Call-Off Schedule 4 (Call Off Tender)
Work Package Statement of Work

Project: HM Revenue and Customs: Future Work Packages Programme
BAE Systems Labour

BAE Systems Reference:
Future Work Packages — Packages 3 - 5: Identifier Validation, Address Changing
and Natural Networks

1. PURPOSE

This Statement of Work (SOW) covers BAE Systems’ services to implement and test Connect
data changes, to be defined by BAE Systems, including preparation of test cases for Business
Continuity Testing (“BCT”) of the data changes, and component configuration changes applied
to the Connect proving environment.

Changes to this SOW may be proposed in writing by either HMRC or Supplier and executed
only when authorised by HMRC, HMRC Procurement Contact and Supplier Account Manager.

2. BACKGROUND

Following a Proof of Concept (POC) project in early 2020 to identify and correct individual
entities that only link to one document in the network (known as “leaf individuals”), and
subsequent work under the GDPR programme to improve data and linking more broadly across
Connect for Compliance, HMRC and BAE Systems identified a continued programme of work
to address further issues with data and entity types. These issues can and will be causing a
series of problems for Risk Intelligence Services (RIS) teams and across wider HMRC business
functions. These problems include:

+ Manual workarounds and reliance on tactical stopgaps to maintain the breadth and quality
of risking;

* Reduced confidence in data outputs, requiring greater manual checking;

+ Data quality and integrity issues;

* Increasing risk of reputation damage / data breach / GDPR issues;

* Missing data / discrepancies with HoD systems

* Reduced quality of networks due to increasingly poor matching and entity consolidation.

The risks of not carrying out the changes identified could result in increasing data quality
problems, less data linked correctly, risk profiling not taking into account full data within
Connect, an increase in deselection, and an increase in nil yield intervention cases traced back
to Connect.

3. SCOPE

BAE Systems will support delivery of this project through the management of its consultants,
providing project guidance and direction under this SOW (the “Services”) via the provision of a
technical consulting team.

244



Call-Off Schedule 4 (Call Off Tender)
Crown Copyright 2018

The structure of the work and associated documentation to be produced has been agreed by BAE
Systems and HMRC.

This SOW refers to the delivery of the future work packages 3 (Identifier Validation), 4 (Address
Improvements) and 5 (Natural Networks) as well as further improvements to Individual and
Business entities, KPI dashboard iterations and BCT and go live activities. Work packages 3 and 4
will run in consecutive blocks of six months with work package 5 and the other activities in parallel
across the year. This SOW presents an overview of the entire package.

The Supplier warrants that the Services will be performed by qualified personnel and with
reasonable skill and care.

HMRC is the IT Delivery Lead for this SOW.

4. ASSUMPTIONS

The Supplier warrants to HMRC that all Staff providing the Services are employed directly by the
Supplier and that, in all cases, the Supplier makes all payments to the Staff as employment
income and deducts (and accounts to HMRC) for income tax and National Insurance

Contributions through PAYE from all payments made to Staff. This Statement of Work covers the
activities described in Section 5 (Services) and herein between 01 April 2024 (the
“‘commencement date”) until 31 March 2025 (the “end date”) inclusive. In the event of delays to
the project, the Supplier and HMRC agree to address an extension following the formal Change

Control Procedure.

5. SERVICES

Appendix 1: Future Work Packages, outlines the overarching projected project plan for each
work package. This SOW is to support the anticipated activities as outlined in Appendix 1. The

period of performance will be as follows:

Package

Summary

Delivery period

Work Package 3:
Identifier
Validation

Validate identifiers across sources
and introduce master keys to
improve matching

01 April 2024 — 30
September 2024

Work Package 4:
Address
Improvements

Address Entity Tuning

01 October 2024 —
31 March 2025

Work Package 5:
Natural Networks

Testing Natural Networks

1 April 2024 — 31
March 2025

Continuation of
BlZ and IND
Entities

Ongoing improvements to
businesses, individuals and
distinguishing between them - BIZ
vs IND

1 April 2024 — 31
March 2025

KPI Dashboard

Tuning and updating KPI
dashboard

1 April 2024 — 31
March 2025
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1 April 2024 - 31

BCT Ongoing BCT activities March 2025

Any references to ‘Deliverables’, ‘due dates’ ‘outcomes’ and ‘outputs’ are incidental and is for
information only and to assist in the tracking of adherence to schedules and for reporting
purposes. All outcomes are anticipated and any variation in tasks will be agreed between the
Project Managers and charged at the rates in Section 9.

The activities described are subject to the exclusions in Section 12 and the dependencies
specified in Section 11 being met. Please note, the activities will be tailored to the duration of
this SOW, therefore it is possible not all the anticipated support activities may be completed.

6. ROLES & RESOURCE PROFILE

The roles below will be made available with the following (indicative) man-days in scope for this
SOW:

Resources
Project Manager SFIA-4 144
NetReveal SME SFIA-7 176
Data Consultant SFIA-6 220
Senior Data Consultant SFIA-6 220
Data Consultant SFIA-5 220
Data Consultant SFIA-5 220
Data Consultant SFIA-4 220
Data Consultant SFIA-4 220

It should be noted that due to the nature of mobilisation activities in this SOW a number of different
resources may be used by BAE Systems under this SOW. Should a resource become unavailable
before or during this SOW they will be replaced with a suitably qualified alternative at BAE Systems’
discretion. Resources shall be UK based, but may be non-UK nationals. Non-UK nationals shall
have the unrestricted right to work in the UK.

7. LOCATIONS

For the duration of this SOW, the BAE Systems’ resources will be working remotely. Some travel
may be necessary during the remainder of 2023, as Covid-19 restrictions continue to relax, delivery
may move to HMRC offices in London. Where the Services can be performed remotely, these may
be carried out at BAE Systems’ offices. Where support activities require BAE Systems’ resources
attendance at HMRC offices outside of London, expenses for travel and subsistence during these
activities will be charged at cost.

8. COVID

The spread and longevity of the COVID-19 virus continues to evolve and although BAE Systems is
taking reasonable action to reduce the impact on programme and service delivery, quantifying that
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impact on the future delivery of this SOW is not currently possible. This SOW therefore assumes
that our normal operations will be utilised in the provision of the services and BAE Systems will
work through with HMRC any changes required to that approach depending on the specific
circumstances encountered.

Any changes to the solution, delivery plan or price required as a result of or in connection with the
impact of the COVID-19 virus will be subject to the Change Process. In addition, relief will be
granted to BAE Systems in respect of any obligations impacted until such time as a Change is
agreed.

9. CHARGES

In accordance with the resource profile to deliver the Services identified in Section 5 above, the
charges for the combined work packages are || ] ]I <xcluding VAT.

Travel and subsistence to locations other than HMRC Offices in London (which are included in the
day rate Charge) will be recharged to HMRC at cost, in addition to the day rates quoted below and
will be agreed by the HMRC Project Manager and the BAE Systems’ Project manager in advance
of being incurred.

Expenses, where incurred, shall be in accordance with the HMRC Travel Policy which shall be
provided to BAE Systems by HMRC. Expenses have not been included in this SOW.

Based on the resource profile specified in Section 6 an indicative breakdown of charges on the
SOW is provided below for projected invoicing purposes.

Charges

Role SFIA Grade [E):l';;;nated Day Rate | Total Charge
Project Manager SFIA-4 144 B
NetReveal SME SFIA-7 176 I
Data Lead SFIA-6 220 B e
Lead Data Consultant SFIA-6 220 I
Senior Data Consultant |~ SFIA-5 220 I
Senior Data Consultant | SFIA-5 220 I
Data Consultant SFIA-4 220 B
Data Consultant SFIA-4 220 B
Total (Labour) exc VAT ]

10.ACCEPTANCE AND PAYMENT PROFILE

This SOW is being delivered using an Agile approach, using several Sprints to perform activities
across the stages of this phase. The outputs outlined herein should be considered anticipated work
that may be amended or updated through an agreed backlog and not as defined deliverables that
must be delivered as part of this SOW. Where the number of activities planned for a Sprint are not
completed they will roll onto the next Sprint. It is anticipated a monthly progress report, provided
by email to the HMRC Project Manager, will be an output on this SOW. The report will summarise
activities, outputs (outlined in Appendix 1) and items completed on each Sprint in the preceding
month.

All tasks under this SOW will be performed on a time and materials basis where the formal

deliverables are time which will be accepted as is upon delivery. Further, any and all outputs of the
services will be accepted as is upon delivery and will not be linked to payment.
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BAE Systems will invoice monthly in arrears. Detailed invoices will be provided once per month,
broken down by grade, hours worked against the activities in Appendix 1 and BAE Systems project
code. All figures exclude VAT.

11.PROJECT LEVEL DEPENDENCIES

BAE Systems’ ability to provide the level of support detailed in this SOW is based on the
dependencies below being met by HMRC and its service suppliers by the dates advised below.
For the avoidance of doubt, BAE Systems shall not be responsible for additional costs, time, or a
variation of scope that is required due to any dependencies missed by HMRC and will be granted
relief. Further, any additional costs that may arise will need to be agreed via the Change Control
procedure.

D1

BAE Systems, HMRC and its services
suppliers will during the month before the
project start date agree the key
dependencies to ensure that the project
can start effectively on the planned start
date. This will include, but not be limited
by, ensuring that BAE Systems
consultants have access to all required
HMRC hardware, environments,
networks, applications and buildings,
including devices and accounts.

In agreement with HMRC and its services
partners we will ensure that the proposed
dates for network builds and any
associated environment and application
support needs are agreed and established
as dependencies in the project plan.

BAE Systems would
be unable to support
HMRC in this Work
Package

HMRC
Project
Manager

Throughout

D2

HMRC will ensure that BAE Systems have
all of the necessary access requirements
to conduct the activities outlined including:
laptop devices, PIDs for all team
members;

Application/user credentials (NET IDs) to
Connect (DAN, ICE, Cloud equivalents);
HMRC external email and Teams access;
necessary spin off environments when in
Cloud; logons and VPN for continued
remote access to all necessary
environments.

BAE Systems would
be unable to support
HMRC in this Work
Package.

HMRC
Project
Manager

Throughout

D3

Where onsite working is required, HMRC
will ensure that BAE Systems have all of
the necessary access requirements to
conduct the activities outlined in Section
5. This includes, access cards to enter
sites as visitors/contractors, access to
relevant systems on HMRC network,
internet access via Wi-Fi or cabled
networks and access to an on-site printer.

BAE Systems would
be unable to support
HMRC in this Work
Package.

HMRC
Project
Manager

Throughout

D4

HMRC will ensure that BAE Systems have
access to relevant key stakeholders and
ensure their attendance at workshops and
meetings upon reasonable notice by BAE
Systems.

BAE Systems would
be unable to support
HMRC in this Work
Package.

HMRC
Project
Manager

Throughout
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D5 HMRC will arrange for the necessary BAE Systems would HMRC Throughout
resources to be available to review and be unable to support Project
confirm the quality of the outputs from this| HMRC in this Work Manager
contract to give assurance around the Package.
project outputs.
D6 HMRC will be responsible for ensuring BAE Systems would HMRC Throughout
that a technical resource is available for be unable to support Project
the identification and resolution of issues | HMRC in this Work Manager
with elements of the solution provided by | Package.
another supplier.
D7 HMRC will inform BAE Systems of any BAE Systems would HMRC Throughout
change(s), or planned change(s) to the be unable to support Project
project scope which may impact delivery. | HMRC in this Work Manager
Package.
D8 | HMRC will provide a full and related BAE Systems would HMRC Throughout
sample baseline build, with access to all be unable to support Project
the build data for each in DAN (or its cloud] HMRC in this Work Manager
equivalent post-SOTF delivery). Package
D9 | HMRC will provide full non-interrupted BAE Systems would HMRC Throughout
access to an environment on DAN (or its | be unable to support Project
cloud equivalent post-SOTF delivery) to HMRC in this Work Manager
allow continuous running and analysis of | Package
full and sample builds.
D10 | HMRC will provide the ability to run builds | BAE Systems would HMRC Throughout
on request/as necessary with ability to run| be unable to support Project
analysis as required. HMRC in this Work Manager
Package
D11 | HMRC and its service suppliers will book | BAE Systems would HMRC Throughout
the environments necessary to run BCT be unable to support Project
for the dates given in the plan to ensure HMRC in this Work Manager
timely delivery of changes into Live. Package
Where this coincides with a change freeze
for Live for SOTF delivery, the changes
will still be tested through BCT in the on-
prem version so the changes can easily
be applied to Live once the cloud version
is up and running.
D12 | Any necessary ETL fixes identified and BAE Systems would HMRC Throughout
developed during the tuning sprints can be unable to support Project
be implemented and run during the next HMRC in this Work Manager
BCT phase to be tested in the BCT. BAE | Package
will identify the necessary code change
and implement this change in the code to
enable rapid testing. BAE may require ad
hoc support from Bl SMEs during this
process to verify identified code issues.
D13 | All data used for the BCT must be from a | BAE Systems would HMRC Throughout
single Live release and as close as be unable to support Project
possible (ideally max 1 month difference) | HMRC in this Work Manager
mirror that used in Live during the testing, | Package
except for the changes to test, to ensure
Live can be used as a sound comparison.
D14 | HMRC and its services suppliers will BAE Systems would HMRC Throughout
arrange for ETL documentation, Trillium be unable to support Project
documentation, build scheduling HMRC in this Work Manager
documentation and build logs to be Package
supplied on request.
D15 | For the specific BI/ETL work HMRC and BAE Systems would HMRC Throughout
its services suppliers will provide access be unable to support Project
to the ETL environment, data and HMRC in this Work Manager
documentation with a dedicated area for Package
analysis and testing of current ETL code
and any necessary changes identified.
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D16 | For any BI/ETL code changes made by
BAE to improve data sources going into

service suppliers and tested against
defined criteria before being run for BCT
testing.

BAE Systems would HMRC Throughout
be unable to support Project
Connect, these will need to be checked by| HMRC in this Work Manager

Package

12.EXCLUSIONS

BAE Systems’ ability to provide the level of support detailed in this SOW is based on the exclusions
below. For the avoidance of doubt, BAE Systems shall not be responsible for additional costs, time,
or a variation of scope that is required due to any exclusions placed on HMRC.

EXC Warranty other than that specified herein or in the Professional

o1 Services Agreement (ref ASPCGO0318 dated 11 November HMRC Project Manager
2005).

EXC Additional artefacts, including documentation, which haven't

Z02 been agreed between BAE Systems’ and HMRC's project HMRC Project Manager
managers.

EXC Additional activities not explicitly mentioned, which haven’t been .

- 03 agreed between BAE Systems’ and HMRC project managers. HMRC Project Manager

13.FREEDOM OF INFORMATION ACT

This Work Package definition contains material which is confidential and commercially sensitive to
BAE Systems and would be exempt under Sections 41 and 43 of the Act. Should HMRC receive
any request for disclosure of the materials provided in this proposal, HMRC is requested to notify
BAE Systems and BAE Systems shall provide reasonable assistance to HMRC in complying with

its obligations under the Act.

The point of contact for all Fol requests concerning BAE Systems is Rachel Peers, Head of Legal,
BAE Systems Limited, Surrey Research Park, Guildford, GU2 7YP

rachel.peers@baesystems.com

14.WORK PACKAGE SIGN-OFF

Signed for and on behalf of HM
Revenue & Customs:

Signature:

Signed for and on behalf of BAE
Systems Applied Intelligence
Limited:
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Signature:
Name:
Title: Name:
Date: Title:
Date:

APPENDIX 1: NETWORK TUNING WORK PACKAGES PROGRAMME
SCOPE, LOW LEVEL TECHNICAL DEPENDENCIES AND WORK BREAKDOWN STRUCTURE
Introduction

The Connect for Compliance system is a critical Risk and Intelligence Services application used by
HMRC to identify fraud across multiple Head of Duty Systems by building taxpaying entities and
other related entities into social networks to identify hidden relationships and establish a more
complete view of a taxpayer’s taxable business. This view is created by linking the Head of Duty
systems with external data (from sources such as Electoral Roll, Land Registry and banks) and
provides an output of approximately 200,000 cases that are taken forward by the RIS teams to
process on a monthly basis. Since the implementation of Connect (2010), there have been a
number of changes that may have impacted the resultant entities and networks that are created
within the system, which may lead to a less accurate picture of the taxpayer and their affairs.
These include but are not limited to:

1. Changes in populations over that time;

Data changes (tax registrations change over time and data has a retention period);

3. Component configuration changes e.g. Trillium use has changed over this time and
postcode and address reference data such as PAF were out of date;

4. DCDM (Data Cleanse Data Match) replacement service;

Multiple new data sources have been added,;

6. Evidence that some third party data sources may be of lower quality compared to before.

N

g

With the backdrop of these changes, BAE Systems has previously delivered consulting services to
investigate and start to address individual entities that only link to one document in the network
(known as “leaf individuals”) and hence are likely under-linked. The changes made in this work to
improve linking in this population achieved the target commitment of a >10% reduction in “leaf
individuals”, creating a more effective insight into those taxpayers.

Follow on work as part of the GDPR programme delivered significant additional improvements to
individuals and also to businesses, as well as addresses, families, bank accounts, emails and
telephone entities within Connect. This work also identified many data and ETL issues that have
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been or are still in the process of being resolved to create further improvements in entity and
network accuracy and the ability to measure and monitor the data, entity and network quality and
performance. During this work more areas for potential remediation and improvement were
identified that exist in the backlog.

Following the delivery of the GDPR work, five further work packages were identified — Individual
and Business entity tuning, SA and VAT data improvements, Identifier Validation, Address
Improvements and Natural Networks. The first two of these were delivered during the 2023/24
financial year to improve 10s of millions individual and business entities and generate key
improvements to the SA and VAT data sources.

The purpose of this SOW is to continue to investigate, improve and remediate data, entity and
network quality, delivering the remaining three work packages, starting with Identifier Validation.
The programme of improvements will be structured as a set of phases that target specific areas
of improvement in order to provide rapid creation of business value and process efficiencies
across Connect for Compliance.

In order to ensure rapid realisation of business value, we propose adopting a delivery model
whereby parallel phases address the key areas where we see the maximum benefits. As shown in
Figure 1, it is anticipated the iterative sprint approach will result in monthly reports produced by
each work stream highlighting the insights and improvements in each relevant area of focus.

Technical Assumptions

Any BCT activities planned coinciding with any SOTF related Live change freeze will
TAO1 still be able to go ahead on the on-prem solution, with the changes being applied to
Live in the CH solution after a lighter-touch testing in the CH environment.

As a result of the data quality analysis, additional requirements may be uncovered

TA02 that if addressed could create benefit for HMRC.
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SUMMARY OF ANTICIPATED ACTIVITIES

Work Package 3 — Identifier Validation

From work done to date on Connect, we are aware of a number of occasions where strong
identifiers are not correct, resulting in either over-linking due to coincidental overlap or under-
linking caused by autocoldlisting controls that are triggered. Some examples we know about

already:

e |n DTR at least 11k CRNs are incorrect;
e In FWKs employer at least 200k CRNs are incorrect

e In TPl there are many incorrect NINOs in the banking data

e |n SDLT NINO is often placed against the wrong purchaser

e Default CRNs, NINOs, VAT numbers etc exist throughout the data

To combat this we will aim to validate identifiers within non-master sources. This will include both:

e Running true validation scripts in the ETL e.g. NINO regex validation or VAT mod 97 or

mod 97/55

e Running against a lookup from the effective identifier master e.g. CRN against Companies

House data.

This will have to be done in an efficient manner to fit into the ETL schedule and also based upon a
priority list or sources that will be determined in the first parts of this phase.

We will also look to introduce separate master identifier keys for matching, which will enable
more intelligent control such as FWKs NINO and COHO CRN, especially where we are not able to
validate identifiers on all sources.

Work Package 3

Summary

Breakdown

Identifier Validation

Validate identifiers
across sources and
introduce master
keys to improve
matching

e Validation of identifiers on non-
master sources e.g. CRN on VAT,
NINO on TPI

e Introducing master keys for more
intelligent cold listing (e.g. COTAX
CTUTR, COHO CRN, FWKs NINO)

Work Package 4 — Address Improvements
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HMRC analysts have conducted work to identify addresses and map to UPRNs that currently
happens in ACE after every build. We would like to identify how we can bring that back into the
ETL and get those UPRNs into the parsed record data to enable far stronger linking of addresses
in the network build. This may be a replication of the process or more a simple lookup plus
feedback loop depending on what is possible technically and in ETL bandwidth.

Furthermore, previous GDPR work on house numbers and house names has identified further
improvements we could make to those and exploring the use of a wider range of address keys
such as street, town, county etc may give us the ability to circumvent common issues with
housenum/housename plus postcode.

Work Package 4 Summary Breakdown

e Further tuning of address entities
based on  Address Building
Name/Number parsing

e Use Address matching done in ACE
to add UPRN and other items to
Connect input.

Address Address Entity e Pull out UPRN, PCDE, House name,

Improvements Tuning House number etc. from the above
or possibly from Trillium to be used
for Address tuning

e Explore using other Address
elements for entity e.g. street, town
etc. from Trillium

Work Package 5 — Natural Networks

Egonets centred on families/households are not necessarily the right approach for the Connect
for Compliance networks anymore. Natural networks provide a more robust way to identify
hidden and relevant relationships, especially when trying to identify more organised non-
compliance and fraud.

This phase of work will run across the whole year, in parallel with phases 3 and 4 to enable testing
and tuning of natural networks. Given the size of Connect this will take some time to get it right
and will need testing to ensure it can fit into the build schedule. One potential way to help it fit
would be to determine whether a family entity is really necessary anymore if it is not the centroid
of an ego net. Furthermore, any downstream dependence on the use of Family centred networks
will need to be identified to see how this can be changed.
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Work Package 5 Summary Breakdown

e Natural Networks — test and tune
natural networks for Connect for
Compliance. Identify any processing
time changes and explore whether
family entities are still required.

e RDP - review current RDP layer, for
impacts of changing to natural
networks.

Test and apply

Natural Networks
Natural Networks

In parallel to the 3 phases of work listed above and as necessary or when time permits we will also
work on:

e Continuing Business and Individual entity tuning
o Astheserepresent the taxpayer there is always value in continued improvements.
We still have further backlog items that will help improve linking and the identifier
validation work could identify further key changes we could make.

e Improving the KPI Dashboard
o We already have a number of backlog items for improvements to the KPI
dashboard. This dashboard should be Live as MVP by the start of the year and
should start generating further feedback. Combining this with the current backlog
will generate a long list of possible improvements/enhancements that we can
apply to give the CREST team maximum useable insight and evidence.

e Ongoing BCT activities
o Asand when changes are ready to enter a BCT cycle, and depending on other DAN
proving or BCT activities conducted on Connect outside of our work, we will assist
in BCT testing to implement changes into Live as quickly as possible. If possible,
where BCT activities are already taking place and we are ready to test our changes
we will test these within the same cycle, as long as our items for testing are
independent of any others being tested.

High Level Process

With a broad range of underlying issues and the complexity and diversity inherent in the data, a
structured approach to analysis and iteration of solution is required. This will be delivered as a
number of Agile Sprints, with regular involvement from HMRC stakeholders.

For each work stream, the teams will deliver 6 x 4 week Sprints, starting with a Sprint primarily
focussed on investigation and analysis, where the initial backlog is built. This is followed by five
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Sprints iterating through items on the backlog with configuration and data changes, whilst adding
new items as they become apparent. Any unaddressed items in the backlog will roll into the next
Sprint. In these Sprints 3% network builds will need to be run throughout to evaluate changes and
the best next steps. A full build to test changes will be needed at least at the end of the work
stream and preferably at least once more in the middle of the work stream to validate sample
build findings.

At the end of each sprint a monthly report will be produced and delivered to the CREST team,
summarising tasks undertaken and any findings. At the end of the second sprint (midway through
each package) / phase the insight gained, analysis undertaken, steps taken and results so far will
be presented to a user group including CREST and analyst users, with an opportunity to discuss
and challenge.

Throughout the Sprints the teams may need to make ad hoc requests for information from
members of the user group, primarily to verify assumptions or get an opinion on what a particular
case should look like.

At the end of each work stream, the output is anticipated to be a final presentation on the fixes
applied and the remaining backlog. We will then support BCT for the changes to help the
promotion of the benefits into the Live environment, whilst beginning work on the next work
stream.

Sprint and Activity Overview

Discovery 1) To compile the initial backlog.
sprint 2) Start analysis of potential changes
3) Deliver Summary report to CREST

Sprint 1 4) To work through the prioritised backlog.
5) Running network builds with metadata and data changes.
6) Analyse and iterate changes.
7) Maintain backlog.
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8) Deliver Summary report to CREST

Sprint 2

9) To work through the prioritised backlog.

10) Running network builds with metadata and data changes
11) Analyse and iterate changes

12) Maintain backlog

13) To hold the stakeholder workshop to present findings.
14) Deliver Summary report to CREST

Sprint 3

15) To work through the prioritised backlog.

16) Running network builds with metadata and data changes
17) Analyse and iterate changes

18) Maintain backlog

19) Deliver Summary report to CREST

Sprint 4

20) To work through the prioritised backlog.

21) Running network builds with metadata and data changes
22) Analyse and iterate changes

23) Maintain backlog

24) Deliver Summary report to CREST

Sprint 5

25) To work through the prioritised backlog.

26) Running network builds with metadata and data changes
27) Analyse and iterate changes

28) Maintain backlog

29) To hold the final stakeholder workshop to present findings

and final results.
30) Deliver Summary report to CREST

Figure 1: Sprints within each Work Stream to investigate, analyse and implement fixes,

underpinned by regular reports and quarterly stakeholder workshops with HMRC
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Anticipated Programme Plan

This statement of work focuses on months 13 — 24 Work Packages 3, 4 and 5: SA & VAT. Packages
3 —5: Identifier Validation, Address Changing and Natural Networks.

CREST Programme 2024/25 2024 2025

Workstream April | May | June | July | August |September October | November | December | January | February | March

WP3 - Validate identifier WP3

WP4 - Address improvements | | | | | WP4

WP5 - Change egonets WP5

BIZ and IND Entities

Improve KPI dashboard.

ACT Support m
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