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STATEMENT OF SERVICE REQUIREMENTS FOR THE PROVISION OF AN INTERNET CONTENT MANAGEMENT SYSTEM
1. THE HEALTH AND SAFETY EXECUTIVE (HSE)

The Health and Safety Executive (HSE) is a Crown non-departmental public body with specific statutory functions in relation to health and safety. It is appointed by the Secretary of State for Work and Pensions and employs around 2,700 staff including policy advisers, inspectors, technologists and scientific and medical advisers. HSE’s job is to prevent people being killed, injured or made ill by work.

HSE consists of a governing Board comprising of a Chair and nine non-executive members all of whom are appointed by the Secretary of State for Work and Pensions after consultation with organisations representing employers, employees, local authorities and others, as appropriate.

HSE comprises various directorates and groups and is led by a senior management team. The Health and Safety Laboratory (HSL, also known as the Science Division or SD) and Chemicals Regulation Directorate (CRD) are also part of HSE. HSE works from over 30 locations throughout Great Britain.

HSE is now more dependent on online communications. HSE’s Corporate Communications Branch (CCB) manages delivery of communications internally and externally. This includes channel management (web, intranet, social media, collaboration/communities), campaigns and online marketing, media liaison, stakeholder management, strategic co-ordination, analytics and delivering customer centric content via multiple channels. 

The HSL website (www.hsl.gov.uk) is maintained by the HSL Marketing team. It provides information about services available and supports commercial work, providing a means of selling services (training, conferences, consultancy) through a shopping cart. It is aimed at a B2B audience supporting the organisation’s key income streams. HSL is part of HSE but currently uses independent branding on its website and the website is hosted externally by a third-party supplier. The HSL website will be combined and integrated into the HSE website. There is, however, an important demarcation between HSE’s regulatory and HSL’s commercial activity which will need to be reflected and maintained in the CMS.

HSE’s operation services division (OSD) is responsible for all contact centre operations and delivery through a variety of contact channels including telephone, email, social media, correspondence and other digital enabled services such as licensing.



2. BACKGROUND TO THE PROJECT 
	
HSE’s website received in excess of 13 million unique visitors in 2017, falling from nearly 18 million unique visitors in 2015. 

HSE’s website is comprised of 18600 HTM files and 14400 PDFs. It is structured across 218 areas of content (microsites) that are chiefly broken down into industry (57) and topic guidance (101) with corporate information and publications covering the other 60 content areas. In addition, the website hosts a range of corporate information and interactive assets, including:
· 586 Word documents
· 883 spreadsheets
· 165 PowerPoint presentations
· 823 interactive assets (e-tools)
This results in around 1,500 minor maintenance requests for change and up to 80 content improvement projects annually, delivered by a small team in the communications branch. The consumers of this information are primarily external to HSE, but many users within HSE regularly refer to the guidance held on the website. 

HSL’s website received 354,783 visits in 2017, increasing from 194,230 visits (+ 82%) since 2015. HSL’s website comprises of over 600 web pages, each of which consists of many HTML files, PDF files and images. Content is managed by the marketing team and a small number of dedicated content managers across SD via a content management system (Umbraco 4.0.2.1.)

Much of this content across both HSE and HSL websites will need to be migrated to a new solution. A lot of the content has been written from a business need rather than a customer focus, and will need to be audited. HSE needs to consider its best options for a migration strategy.

Dreamweaver is one of a few software tools currently used to publish information and manage a complex coding language, file system and technical standards. However, the current tool set does not support modern web management techniques such as automated version control, workflow to enable distributed authoring of content, enforcing standards, collaborative working and auditing. 

HSL use an Umbraco 4 CMS for their website. This tool was tailored for their needs so can no longer be patched or fully supported. The cost of upgrading to the latest version of Umbraco was cost prohibitive. When the new CMS is delivered for HSE, the HSL content will be combined into the HSE website. The HSE website will need to deliver the additional functionality required by HSL to support commercial activity. 

HSE’s Accessibility Policy aims to ensure our web services are accessible by all irrespective of the technology customers use to access the Internet. This helps HSE reach the widest, most diverse audiences possible, including those with disabilities. The current website does not support mobile device users, restricting the search engine optimisation and not providing an engaging experience for an increasing population of mobile users. The new service should aim to meet Web Content Accessibility Guidelines (WCAG) 2.1 AA.

The Government Digital Services (GDS) technology code of practice is a set of criteria to help government design, build and buy better technology. It’s used as a cross-government agreed standard. The GDS Criteria must be used through the lifecycle of this project and the project will be assessed at various points to ensure compliance with GDS criteria. 

3. HSE’S IT OPERATING ENVIRONMENT

HSE staff from across the organisation will be carrying out publishing tasks. As part of an ongoing modernisation programme, HSE is in the process of moving to a Citrix Virtual Desktop Infrastructure (VDI). Desktop PCs or Laptops running Windows 7 are also being replaced with a mixture of Windows 10 Laptops or tablet devices. Internet Explorer 11 is the primary browser in use within HSE, with Firefox used as a secondary alternative. Some Internet Explorer 8 remains but will be removed from the estate as Windows 7 devices are replaced. The primary mobile devices are Apple iPhone 6S and iPad using the Safari browser. 

HSE is also in the process of migrating to Microsoft Office 365, including Exchange Online and SharePoint Online. Azure AD Connect is used together with Active Directory Federation Services to provide a hybrid Active Directory deployment.

The existing HSE website is currently hosted and managed on a dedicated VMware infrastructure platform on premise. This will move to a secure hosting Platform as a Service hosted and managed by e2e Assure. The PaaS service provides High Availability and Load Balanced VMware virtual machines, together with an enhanced Protective Monitoring Service. The secure hosting service also provides a resilient internet connection. The website servers will be situated behind two clusters of firewalls. The outer layer filters inbound and outbound requests from the Internet to the web services. The inner cluster allows for inline AV and IPS and other security services and provides an isolated DMZ for the servers.

It is HSE’s intention that the CMS will be hosted on the secure PaaS service, supported by HSEs IT supplier, Sopra Steria. The supplier will be required to work alongside Steria in setting up and configuring the tool in order that Steria are able to provide the ongoing support. The supplier must provide full documentation and training which will allow Steria to provide first and second line support for the CMS.  It is anticipated that HSE will request the CMS provider to manage third line support for an agreed period, during which ongoing knowledge transfer will be provided to HSE and Sopra Steria. This must follow ITIL standards and processes, so the supplier must demonstrate ITIL certification and compliance.

HSL are using a training management system provided by Access Planit to deliver the subscription based training offerings. The website will need to be able to provide links to this tool and make it possible to link into any future learning management system. 

HSE has a responsibility under the Public Records Act 1958 to preserve public records. These records will be migrated into HP Content Manager 9 (CM9) which will act as the primary records archiving solution. The use of Content Manager 9 for archiving will be part of the lifecycle of any content published on the website.

4. PROJECT AIMS AND OBJECTIVES

The key drivers for the project are:
· Falling web traffic to the HSE website.
· Web analytics highlighting that most customers are leaving the website within 10 seconds.
· A questionnaire carried out with small business users in 2017 reported cluttered content which was difficult to navigate.
· Advances in SEO mean the HSE website is no longer appearing high in searches around health and safety issues when, searched using a mobile device.
· The current central publishing approach combined with outdated publishing tools has created a bottleneck preventing the update of any but the most critical content.
· We want to create a more seamless customer journey for customers buying a service from HSL and improve the commercial aspect of the website. 
· The application of two different brands will be required to identify commercial and regulatory activity and make it easier for customers to recognise the difference. 

The project will deliver a CMS to:
· Make the website responsive to mobile devices and be a component to deliver a future multi-channel delivery model for content. 
· Improve customer engagement with the HSE website.
· Improve search engine optimisation (SEO).
· Improve website navigation and content organisation allowing customers to easily and quickly identify the right advice or guidance and a choice to purchase from any device.
· Provide a modern, secure digital publishing and communication platform to replace the current out-dated legacy platforms.
· To integrate with the HSL website and provide an improved commercial platform for HSE activity.
· Enable interaction with WorldPay for customers in the UK and outside to securely purchase HSL services, and enable a paywall function for training content.
· Enable a devolved publishing model for non-core content.
· Enable modern analytics integration to deliver a data rich picture of users and their behaviour. 
· Enable better lifecycle management of content through integration with active directory to identify content owners. 
· Deliver a website publishing tool which can seamlessly adapt to current technology and upcoming trends. 
· Deliver a solution which allows content to be shared on any channel. 

5. SCOPE OF THE SERVICES REQUIRED

HSE is looking to partner with a supplier to introduce a content management system (CMS) to manage content and enable a more responsive and effective communication channel with the website at the centre. The supplier must deliver a functional CMS that is compatible with HSEs current environment and align to potential future developments. HSE will be providing the user research necessary to design and build the product.

Below are the key high level requirements; a complete list of high level requirements is attached in Appendix A.

The CMS supplied must be configured to support HSEs content publishing models and support the taxonomies identified through user research. The following functionality is required:
· The supplier must demonstrate that the CMS can make the HSE website mobile-friendly and the HSE website will be rendered for whichever mobile device the customer uses. 
· The product provided must be configured by the supplier for tiered access permissions with a range of roles according to HSE’s requirements and in line with the system set-up.  It must also be possible to constrain certain content providers to specific topic areas of the site. The supplier must demonstrate how account creation is controlled and ensure this knowledge has been transferred to the HSE CMS administrators. 
· The supplier must implement a content auditing capability in the CMS as well as an automated content review cycle including page retention/deletion capability which can interact with an active directory to ensure content ownership.
· The supplier will work with the HSE teams to prepare a small number of templates which the supplier must ensure can be used in the CMS.  These templates must be created in accordance with HSE’s digital design pattern library.
· Working in collaboration with HSE, the supplier must deliver the application of a structured content taxonomy and hierarchy which will have been identified through user research carried out by HSE. The supplier must ensure HSE admin staff have the knowledge to review and maintain. 
· The supplier must ensure the solution can push content to marketing and social media channels. Detailed user guides on how to use this functionality must be provided. 
· The supplier must configure the tool to deliver a “shopping basket” for secure, PCI DSS-compliant (Payment Card Industry Data Security Standard) e-commerce functionality e.g. sales of commercial products via the site, and Interaction with World Pay and the provision of a Paywall for training and consultancy services which must be accessible both in and outside the UK. The CMS must maintain current ability to use HSL shop credentials to authenticate access to other HSL services.
· The tool must have an advanced analytics solution which can work alongside Google Tag Manager to allow HSE to track usage of the site, understand the customer journey (particularly from HSE’s information-provision through to the commercial offerings), to promote highly used content, and assist with content lifecycle management. 
· The CMS tool must maintain current e-commerce reports used by HSE’s Finance teams and systems to support in understanding the customer journey and offering further options for improvement in the commercial offering in future. 
· The tool must have the capability to deliver innovation to HSE (e.g. web/live chat functionality, plus other suggestions from the providers).  We will be looking for the responses to specifically highlight how the solution will enable HSE to innovate and enhance their digital journey. Detailed instructions and user guides must be provided. 

We would like to understand the options around migration of content into the new CMS using automated means. HSE may or may not choose to fully utilise this functionality but you are invited in your proposal to suggest how this approach could be tested or sampled during the project. The cost of this work should be separately itemised. Not all of the existing content will be migrated because HSE will, as part of the longer term project, work with the content owners in each department, to review, edit and improve content before it is re-published into the CMS. 

HSE recognises that the website will benefit from front end redesign to exploit the advantages of the CMS. The supplier must demonstrate how the CMS can be used by HSE to change the design of the website in response to user research. 

Your response can include a proposal and the pricing for a website redesign, separately from the provision of a CMS. Any proposal for this work must demonstrate how this work would be delivered collaboratively with the HSE Communications team and the HSL marketing team to ensure that full knowledge transfer is achieved. This section of a proposal will not form part of the primary evaluation criteria for selecting a supplier to deliver a CMS, and will only be evaluated if HSE chooses to take up this service.  

HSE does not require you to include any user research support as part of your proposal. You will be required to work with a user researcher working with HSE through the full lifecycle of the project who will ensure the project complies with GDS assessment criteria. 

The successful supplier will be able to demonstrate a strong track record of successfully delivering projects of a similar scope and nature to a range of organisations.

The project should be delivered using the Agile Digital Services methodology which is primarily an Agile project approach using sprints and scrums. The supplier will work in collaboration with HSE team members primarily based in Bootle. HSE expects to have regular face to face collaboration with the delivery team in line with Agile methodology and GDS service assessment. HSE aims to have the CMS product ready for beta testing in Oct 2018. 

The security of the HSE digital services is critical and HSE follow Cabinet Office/NCSC security guidance (e.g. https://www.ncsc.gov.uk/guidance/digital-services-designing-secure-digital-service). The project will be expected to demonstrate a strong approach to security throughout and the solution to allow HSE to deliver digital services aligned to that guidance.

The delivered solution will be subject to independent security testing before live implementation.

TRAINING
HSE will require training for its team of approx. 20 web developers and content designers on how to use the CMS. This should be accompanied by any relevant documentation and process guides. This training should be delivered at the HSE headquarters in Bootle. The staff trained by the supplier will become the super-users who provide training to the devolved content authors across HSE, and control their access and ensure compliance with the good practice recommended. The supplier will be required to provide guidance in setting this up. 

All training and documentation must ensure that the recipients are aware of the security implications and impact of the functions, commands or code available to them.


6. CONTRACT MANAGEMENT AND SUPPORT ARRANGEMENTS

The supplier must appoint a project manager to manage delivery of the required services and attend progress meetings with HSEs project team. The frequency of these meetings will be discussed and tailored to the project phase. Meetings can be held face to face, via videoconference or using teleconference. The project will follow an Agile project methodology which is more effective with co-located development teams and regular catch up meetings. 

In addition to working with HSE’s project team, the supplier will need to work collaboratively with Sopra Steria to proactively manage service delivery. It may also be necessary to work with the web agency Connect who currently support the HSL website, to support in the transition of content to the new HSE website and CMS. 

We anticipate the contract duration to be 3-6 months with the aim to deploy a beta version by October 2018, but we would expect your guidance on this, in line with the project plan you will draw up.

7. YOUR PROPOSAL

To respond to this tender, you must provide a written proposal confirming and detailing the capability and capacity to work with HSE to deliver the CMS. Your proposal should include the items specified in this Schedule A and Schedule B, and you must fully reference the requirements matrix set out in Appendix A.

You may include relevant attachments to supplement the detailed responses provided in Schedule B.  These must not be sales brochures/promotional material etc. and that they must relate to a direct answer to the questions posed.

PRESENTATIONS
If required, HSE may shortlist up to 3 organisations who will be invited to present their proposal and proposed solution to HSE.

8. INTELLECTUAL PROPERTY RIGHTS

HSE must retain ownership of its intellectual property. This includes plans, documentation and content created to support delivery of the CMS product, as well as the content stored in the CMS and website. 

Ownership of supporting deliverables will be assigned to HSE upon creation of the deliverables. Each item should be supplied to HSE in an agreed format once accepted. 

It must be possible for HSE to access its content and data (including but not limited to: system configurations, activity audits, analytics and metadata) as required at the end of the contract or at any point during the contract. This must be in a format and manner which enables transition to an alternative CMS or supplier. 
It must also be considered how the IPR requirements apply in the context where HSE may want to use CMS functionality for elements that could, in future, be used from a commercial perspective for HSE.
