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MOD SCHOOL MANAGEMENT INFORMATION SYSTEM 
STATEMENT OF REQUIREMENT (SOR) 


	Introduction

Purpose

To provide all MOD schools and settings with a secure web-delivered management information system (MIS).


	Background

Ministry of Defence (MOD) Schools provides schools and educational support for the children of HM Armed Forces, MOD personnel and MOD-sponsored organisations stationed overseas. MOD Schools provides schools and educational support services from Foundation Stage through to Sixth Form and out of school vocational training. 

MOD Schools operates primary schools in Germany, Cyprus, Belgium, Brunei, Falklands Islands, Italy and the Netherlands, secondary schools in Cyprus and also provides educational facilities in Gibraltar where there is a significant British military presence. A breakdown of the establishments, their locations, phases and student numbers (an average taken over academic year 21/22) can be found in Annex A. 

HQ DCS act as the local authority for these schools and require outputs from the Education MIS for audit, census, pupil transfer and general management purposes. For those establishments are physically located outside the UK, the education is delivered to the English National Curriculum. All schools’ management information and twice daily registration needs are enshrined in UK legislation, including the statutory requirement to submit termly census data as defined by the Department of Education (DfE) and Early Years statutory framework DFE 2021. All schools are regularly inspected internally by the organisation and data is extracted continually from the education MIS to support business decisions, operations, and continued development. 


	Objectives

To provide all MOD schools/settings from Early Years through to sixth form, with a MIS suitable for the educational phase of each school. The system must accommodate the Schools’ overseas circumstances including differing time zones when recording pupil information and attendance.  Access to training and help desk support across all Schools/settings, roles and time zones. Delivery of staff training covering all modules with a focus on functionality and exploitation of MIS available throughout contract in various, accessible forms. 


	


Scope and Requirements

1. Provide the MOD schools and settings as outlined in Annex A, (in addition to numbers detailed, an allowance for flux of 10% in student numbers) with a secure web-delivered management information system (MIS). Requirement for a 1-year contract, when the current contract expires in March 2024.
Primary, Secondary and Sixth form to include modules to manage;
a. Pupil/Learner information
b. Admissions – admission form available through provision for ease of input. Capable of importing the appropriate admissions application. Ability to set mixed classes. 
c. Workforce information
d. School information
e. Attendance (including the ability to record attendance in different time zones)
f. Behaviour and exclusions
g. Special educational needs
h. Assessment and pupil tracking (including tracking against early learning goals)
i. Examinations
j. Timetabling
k. Options
l. Reporting to parents.
m. Communication – MOD Schools and Settings (DCS) are currently using our own SMTP service. We would like to continue to do this and not occur charges for individual SMSs. 
n. Finance app (to include School trips and lunches) available in currencies pertaining to school/setting location. Able to accept all payments in and out. 
Early Years Settings (0-5 years) to include the following modules;
a. Pupil information
b. Workforce information
c. Attendance
d. School information
· Ability to record staff to pupil ratios, sessions, and educational clearances. Requirement that the module/system understands flexible childcare sessions.
· Cover all of early years foundation stage and easily link/transfer into Primary School provision.  
Additional apps/modules
2. User-friendly and intuitive parent app including a text messaging service and online payments able to work with different locations. Teachers need to be able to announce things to parents as reminders etc.
3. Teacher app 
4. Pupil app
5. Staff performance and training module 
6. Health tracker (to capture the details of any accident involving a pupil and any medical treatment/medicine administered. Also, to manage IHCP plans) *desirable 

*Please note that a future requirement may be that Schools operate with EYS/Primary/Yrs7-8 combined, therefore the MIS needs to be able to accommodate and effectively manage this.

Reporting
7. Able to produce a range of reports, including complex mail merges and cross tab reports, to support learning and management in school/setting. Ease of use and functionality are key. Simple reports should be menu based and pre-defined for the users, whilst reports of intermediate complexity should be menu driven or use “wizards” enabling must users to create them with minimal training. The development of complex reports should be available through a simple programming interface.
8. Enable staff to enter text and numeric reports which will be automatically collated and sent to, or accessed by, parents, either through a parent portal or by email.
Security, Data Protection and IM
9. Ease of accessibility and usability, with set up menus and quick reporting available.
10. Ensure that robust security measures are in place to ISO 27001 standards to prevent unauthorised access to the data and compliance with DPA.
11. Apply and follow Defcons (MOD contract conditions), including but not limited to DEFCON 532B (Edn 12/22) – Protection of Personal Data (MOD Contract Conditions for FOI & DPA processing & compliance).
12. Capable of the storage, retrieval, classification and archiving of documents including full metadata.
13. Function for establishments to independently archive records and retrieve as required iaw with retention schedule. 
14. Allow users to be assigned roles within the system appropriate to their post and allow access to information and functions commensurate with the assigned roles.
15. Return authority data following contract expiry and delete it within 30 days. Proof of transfer/deletion will be required by the Authority.
16. Provide access to the system data of a closed school to allow archiving and extraction of MI data.
17. Email/SMSs function hosted through ‘MOD Schools’ domain. Emails/SMSs to be retained and be accessible to DCS staff, with ability to archive and retrieve iaw with retention schedule. 
18. Facility to enable single sign on (individuals logging in through Microsoft EntralD (Azure).
IT and technical
19. Provide and activate all software upgrades and security patches.
20. Allow access through a variety of mobile and non-mobile digital devices via web browser software.
21. Export, generate and import pupil data in common transfer file (CTF) format.
22. Provide secure hosting of schools’ data with backup facilities to the ISO 27001 standard.
23. Allow use of flexible tools to design and customise reports, and to export data in industry-standard formats, including MS Word, MS Excel, XML (CTF) and CSV.
24. For migration of schools’ data from Bromcom and provide a full detailed plan with costs.
25. Provide the functionality to support intermediary services which support the 3rd party app integration and ability to integrate with API integration, eg Wonde.
26. Ability to enforce multi-factor authentication. 
27. Ability to enforce secure password policy for accounts.
Data returns and analysis
28. Allow all statutory returns to be carried out, including School Census, exporting data to the specifications laid down by the DfE.
29. Meet all requirements of the Department for Education (DfE) for school management information systems functionality, providing all software upgrades to reflect statutory changes.
30. Provide census output to the Local Authority, which in the MoD context is HQ DCS.
31. Allow the data to be manipulated and reported on within the MIS and allow data to be exported in industry-standard formats including XML (CTF), Excel and CSV.
32. Data Analysis – consolidated reporting with Power BI.

Assurance and contract management 
33. Dedicated customer relationship manager, who is available to engage and resolve queries throughout transition period and duration of contract. 
34. Attendance and representation of supplier at quarterly management board, with the aim to discuss any issues, developments, and contract matters against set and agreed KPIs. 
35. Financial penalties for performance issues in line with commercial processes. 
Training and support
36. Provide help desk facilities for technical queries and communications via telephone and email 5 days per week, responding within 24 hours of initial contact, including with overseas locations. Ability to shadow and troubleshoot directly with Schools/settings, accommodating time zones. Stage 1 resolution within 5 working days. 
37. Provide comprehensive initial training for all MOD School/Settings locations as well as HQ DCS, UK and all subsequent ongoing training as required.
38. Availability of training materials, including help guides, forum and access to blank MIS for training staff. *desirable

Additional requirements

39. Ability to host through Schools both in tandem with and separately with other establishments in MAT. This includes one ‘virtual’ (through) school - please see details in annex A.
40. Provide Local Authority tools to facilitate the following;

a. The ability to log into all schools’ accounts as an administrator;
b. The celebration of assessment sheets with the ability to publish them to all schools;
c. The creation of reports with the ability to publish them to all schools and ability to drill down and identify what filters and data sets are being used to create reports;
d. Monitoring of the School Census process within schools;
e. The sending of communications to schools, to appear when users log in.

41. Provide the flexibility to add new schools/settings, amalgamate and archive Schools as required.
42. Must be in place by 1st April 2024 for one year until 31st March 2025 (IE until March 25 due to commercial capacity, with transition period). 


Desirable requirements; 
43. Must be able to host closed Secondary Schools MIS packages within the cloud hosted system, as required (not currently required but need scope to add this in as required). 
44. Ability to interchange between Schools/setting via one log in for top administrators. 
45. Health tracker (to capture the details of any accident involving a pupil and any medical treatment/medicine administered. Also, to manage IHCP plans/Medical care plans/medical conditions of note.
46. Availability of training materials, including help guides, forum and access to blank MIS for training staff. 
47. Helpdesk facilities open for all locations around the clock (24 hrs) to accommodate time zones. 

	

	
Acceptance 
· Uninterrupted access to the system at all times by all MOD Schools
· Support available 5 days per week in all countries 
· Response to queries/help within 24hours 
· Any updates required to the system must take place outside of school hours to ensure no disruption to service
· Meet all requirements of the Department for Education (DfE) for school management information systems
· Provide secure hosting of schools’ data with backup facilities to the ISO 27001 standard
· Provide comprehensive initial training for all MOD School/Settings locations as well as HQ DCS, UK and all subsequent ongoing training as required
· Functionality to enable migration of schools’ data from Bromcom (cloud hosted - server hosted with at least 95% accuracy). 



	Intellectual Property (IP) Rights (Known as IPR)
· The information contained with the MIS will be owned by the MOD 

Any issues here will need to be referred to either commercial or IPR team.


	Payment

Payment to be made in the form of quarterly milestone payments, paid within 30days of invoice received when the service, training and support has been received to an acceptable standard. 
Invoices to be sent to DCS Information, Data and Digital team for approval and then to DCS Resource team for payment to be processed on CP&F. 
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