29.6.

20.7.

29.8.

29.9.

Subject to Clause 29.7, the Supplier shall notify the Customer immediately ff it:

29.6.1.

29.6.2.
29.6.3.

29.6.4.

29.6.5.

29.6.6.

notify the Customer promptly if the Supplier receives a Data Subject Access
Request (or purported Data Subject Access Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, any complaint, notice or communication relating
to either Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any
other regulatory authority in connection with Personal Data processed
under this Agreement;

receives a request from any third Party for disclosure of Personal Data
where that relates directly to its compliance with such request is required
or purported to be required by Law; or Data Protection Legislation and/or
the processing of personal data under or in connection with this Contract;

becomes aware of a Data Loss Event.

The Supplier’s obligation to notify under Clause 29.6 shall include the provision of
further information to the Customer in phases, as details become available.

Taking into account the nature of the processing, the Supplier shall provide the
Customer the Customer with full cooperation and assistance in relation to either

Party's

obligations under Data Protection Legislation and any complaint,

communication or request made under Clause 29.6 (and insofar as possible (within
the timescales reasonably required by the Customer) including by promptly

providing:

29.8.1. the Customer with full details and copies of the complaint, communication
or request;

29.8.2. the Customer)in relation to any such assistance as is reasonably requested
by the Customer to enable the Customer to comply with a Data Subject
Access Request within the relevant timescales set out in the Data Protection
Legislation; complaint, communication or request;

29.8.3. the Customer, atits request, with any Personal Data it holds in relation to a
Data Subject;

29.8.4. assistance as if requested by the Customer following any Data Loss Event;

29.8.5. assistance as requested by the Customer with respect to any request from

the Information Commissioner’s Office, or any consultation by the Customer
with  Customer, provide a written description of the Information
Commissioner's Office.

The Supplier shall maintain complete and accurate records and information to
demonstrate its compliance with this Clause. This requirement does not apply
where the Supplier employs fewer than 250 staff, unless:
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29.10.

29.11.

29.12.

29.13.
29.14.

29.15.

29.16.

29.17.

29.9.1. the Customer determines that the processing is not occasional;

29.9.2. the Customer determines the processing includes special categories of data
as referred to in Article 9(1) of the GDPR or Personal Data relating to
criminal convictions and offences referred to in Article 10 of the GDPR; and

29.9.3. the Customer determines that the processing is likely to result in a risk to
the rights and freedoms of Data Subjects.

The Supplier shall allow for audits of its Data Processing activity by the Customer
or the Customer’s designated auditor.

The Supplier shall designate a data protection officer if required and use its
reasonable endeavours to assist the Customer to comply with any obligations
under the Data Protection Legislation.

Before allowing any Sub-processor to process any Personal Data related to this
Agreement, the Supplier must:

29.12.1. notify the Customer in writing of the intended Sub-processor and
processing;

29.12.2. obtain the written consent of the Customer;

29.12.3. enter into a written agreement with the Sub-processor which give effect to
the terms set out in this Clause 29.12 such that they apply to the Sub-
processor; and

29.12.4. provide the Customer with such information regarding the Sub-processor
as the Customer may reasonably require.

The Supplier shall remain fully liable for all acts or omissions of any Sub-processor.

The Customer may, at any time on not less than 30 Working Days’ notice, revise
this clause by replacing it with any applicable controller to processor standard
clauses or similar terms forming part of an applicable certification scheme (which
shall apply when incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Customer may on not less than 30 Working Days’
notice to the Supplier amend this agreement to ensure that it complies with any
guidance issued by the Information Commissioner’s Office.

The Supplier will not cause the Customer to breach any of the Customer's obligations
under the Data Protection Legislation, to the extentthe Supplieris aware (or ought
reasonably to have been aware), that the same would be a breach of such
obligations. It will not Process or otherwise transfer any Personal Data in or to
any country outside the European Economic Area or any country which is not
determined to be adequate by the European Commission under Article 25(6) of
Directive 95/46/EC without Approval from the Customer.

The Supplier will use the latest versions of anti-virus definitions and software available
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29.18.

from an industry accepted anti-virus software vendor (unless otherwise agreed in
writing between the Parties) to check for, contain the spread of, and minimise
the impact of Malicious Software (or as otherwise agreed between the Parties).

Notwithstanding Clause 28.6, if Malicious Software is found, the Parties will co-
operate to reduce its impact. If Malicious Software causes loss of operational
efficiency or loss or corruption of Customer Data, the Parties will assist each other
to mitigate any losses and to restore the provision of the Project.

Customer Data

29,19,

29.20.

29.21.

29.22.

2923,

29.24.

The Supplier will not store, copy, disclose, or use the Customer Data except as
necessary to perform its obligations under this Contract or where the Customer has
given Approval.

If any Customer Data is held and/or Processed by the Supplier, the Supplier must
supply that Customer Data to the Customer, at the time and in the format the
Customer requests.

The Supplier is responsible for preserving the integrity of any Customer Data it holds
or processes, and preventing its corruption or loss.

The Supplier will perform secure back-ups of all customer data and shall ensure
that such back-ups are available to the Customer (or to such other person as the
Customer may direct) on request.

The Supplier will ensure that any system it uses to holds any Customer Data,
including back-up data, is secure. This system must comply with any security
requirements and any government security requirement policy relating to this
Customer Data.

If any time the Supplier suspects or has any reason to believe that the Customer
Data is corrupted, lost or sufficiently degraded in any way, then the Supplier must
notify the Customer immediately. This notification must contain information detailing
the remedial action the Supplier proposes to take.

Publicity and Branding

29.25.

29.26.

The Supplier may not make any press announcements or publicise this Contract or
use the Customer's name or brand in any promotion or marketing or announcement
of orders without Approval from the Customer.

The Supplier will seek the Customer’s Approval before marketing their involvement
in any Deliverable or draft Deliverable or entering into any industry awards or
competition which will involve the disclosure of all or any part of any Deliverable or
draft Deliverable.
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30.

31.

RETENTION AND SET OFF

30.1.

30.2.

If the Supplier owes the Customer any money, the Customer may retain or set off this
money against any amount owed to the Supplier under this Contract or any other
agreement between the Supplier and the Customer. In order to exercise this
right, the Customer will, within thirty (30) days of receipt of the relevant invoice,
notify the Supplier of its reasons for retaining or setting off the relevant Contract
Charges.

The Supplier will make any payments due to the Customer without any deduction.
Deductions, whether by way of set-off, counterclaim, discount, abatement or
otherwise, are not permitted unless the Supplier has obtained a sealed court order
requiring an amount equal to such deduction to be paid by the Customer.

INCOME TAX AND NATIONAL INSURANCE CONTRIBUTIONS

31.1.

31.2.

Where the Supplier or any Supplier personnel are liable to be taxed in the UK or to
pay national insurance contributions in respect of consideration received under this
Contract, the Supplier will:

31.1.1. comply with the Income Tax (Earnings and Pensions) Act 2003 and all
other statutes and regulations relating to income tax, and the Social Security
Contributions and Benefits Act 1992 and all other statutes and
regulations relating to national insurance contributions, and

31.1.2. indemnify the Customer against any income tax, national insurance and
social security contributions and any other liability, deduction, contribution,
assessment or claim arising from or made in connection with the provision
of the Project by the Supplier or any Supplier Personnel.

If any of the Supplier Personnel is a Worker as defined in Contract Schedule 1

(Definitions) who receives consideration relating to the Project, then, in addition

to its obligations under Clause 31.1, the Supplier must ensure that its contract

with the Worker contains the following requirements:

31.2.1. that the Customer may, at any time during the Term, request that the
Worker provides information to demonstrate how the Worker complies with
the requirements of Clause 31.1, or why those requirements do not apply
to it. In such case, the Customer may specify the information which the
Worker must provide and the period within which that information must be
provided

31.2.2. that the Worker's contract may be terminated at the Customer’s request if:

a) the Worker fails to provide the information requested by the
Customer within the time specified by the Customer under Clause
31.2.1 and/or

b) the Worker provides information which the Customer considers
is inadequate to demonstrate how the Worker complies with
Clause 31.2.1, or confirms that the Worker is not complying with
those requirements
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31:2.3:

that the Customer may supply any information it receives from the Worker
to HMRC for the purpose of the collection and management of revenue for
which they are responsible.

32. PREVENTION OF FRAUD AND BRIBERY

32.1.

The Supplier represents and warrants that neither it, nor to the best of its
knowledge any of its staff or Sub-Contractors, have at any time prior to the
Effective Date:

32.1.1.

32.1.2.

committed a Prohibited Act or been formally notified that it is subject to
an investigation or prosecution which relates to an alleged Prohibited Act;
or

been listed by any government department or Supplier as being
debarred, suspended, proposed for suspension or debarment, or
otherwise ineligible for participation in government procurement
programmes or contracts on the grounds of a Prohibited Act.

32.2. The Supplier must not:

32.2.1.
32.2.2.

commit a Prohibited Act; or

do or suffer anything to be done which would cause the Customer or
any of the Customer's employees, consultants, contractors, sub-
contractors or agents to contravene any of the Relevant Requirements or
otherwise incur any liability in relation to the Relevant Requirements.

32.3. The Supplier shall during the Term:

32.4.

32.5.

32.3.1.

32.:3:2s

32.3.3.

establish, maintain and enforce, and require that its Sub-Contractors
establish, maintain and enforce, policies and procedures which are
adequate to ensure compliance with the Relevant Requirements and
prevent the occurrence of a Prohibited Act;

keep appropriate records of its compliance with its obligations under 32.3.1
and make such records available to the Customer on request;

if so required by the Customer, within 20 days of the Effective Date, and
annually thereafter, certify to the Customer in writing that the Supplier and
all persons associated with it or its Sub-Contractors or other persons
who are supplying the Project in connection with this Contract are
compliant with the Relevant Requirements. The Supplier shall provide
such supporting evidence of compliance as the Customer may reasonably
request; and

have, maintain and (where appropriate) enforce an anti-bribery policy to prevent
it and any Supplier staff or Sub-Contractors or any person acting on the Supplier’s
behalf from committing a Prohibited Act. This anti-bribery policy must be disclosed
to the Customer on request.

The Supplier shall immediately notify the Customer in writing if it becomes aware of
any breach of Clause 32.1, or has reason to believe that it has or any of the Supplier
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staff or Sub-Contractors have:

32.5.1.

32.5.2.

32.5.3.

32.5.4.

been subject to an investigation or prosecution which relates to an alleged
Prohibited Act;

been listed by any government department or Supplier as being
debarred, suspended, proposed for suspension or debarment, or
otherwise ineligible for participation in government procurement
programmes or contracts on the grounds of a Prohibited Act;

received a request or demand for any undue financial or other advantage
of any kind in connection with the performance of this Contract; or

otherwise suspects that any person or Party directly or indirectly
connected with this Contract has committed or attempted to commit a
Prohibited Act.

32.6. Ifthe Supplier makes a notification to the Customer under to Clause 32.5, the Supplier
shall respond promptly to the Customer's enquiries, co-operate with any
investigation, and allow the Customer to audit any books, records and/or any other
relevant documentation in accordance with Clause 21 (Audit).

32.7. If the Supplier breaches Clause 32.5, the Customer may by notice:

32.7.1.

32.7.2.

require the Supplier to remove any Supplier Personnel whose acts or
omissions have caused the Supplier’s breach from any Project; or

immediately terminate this Contract for material Default.

32.8. Any notice served by the Customer under Clause 32.5 shall set out:

32.8.1.
32.8.2.

32.8.8.
32.8.4.

the nature of the Prohibited Act;

the identity of the Party who the Customer believes has committed the
Prohibited Act;

the action that the Customer has elected to take; and

if relevant, the date on which this Contract shall terminate.
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33.

34.

35.

GENERAL

33.1.

33.2.

33.3.

33.4.
33.5.

33.6.

33.7.

33.8.

Each of the Parties represents and warrants to the other that it has full capacity and
authority, and all necessary consents, licenses and permissions to enter into and
perform

its obligations under this Contract, and that this Contract is executed by its duly
authorised representative.

This Contract contains the whole agreement between the Parties and supersedes
and replaces any prior written or oral agreements, representations or understandings
between them. The Parties confirm that they have not entered into this Contract on
the basis of any representation that is not expressly incorporated into this Contract.

Nothing in this Clause excludes liability for fraud or fraudulent misrepresentation.

Any entire or partial waiver or relaxation of any of the terms and conditions of this
Contract will be valid only if it is communicated to the other Party in writing, and
expressly stated to be a waiver. A waiver of any right or remedy arising from a
particular breach of this Contract will not constitute a waiver of any right or remedy
arising from any other breach of the same Contract.

This Contract does not constitute or imply any partnership, joint venture, Supplier,
fiduciary relationship between the Parties other than the contractual relationship
expressly provided for in this Contract. Neither Party has, or has represented, any
authority to make any commitments on the other Party’s behalf.

Unless expressly stated in this Contract, all remedies available to either Party for
breach of this Contract are cumulative and may be exercised concurrently or
separately. The exercise of one remedy does not mean it has been selected to the
exclusion of other remedies.

If any provision of this Contract is prohibited by law or judged by a court to be
unlawful, void or unenforceable, the provision will, to the extent required, be severed
from this Contract. Any severance will not, so far as is possible, modify the remaining
provisions. It will not in any way affect any other circumstances of or the validity or
enforcement of this Contract.

DISPUTE RESOLUTION

34.1.

34.2.

The Parties shall resolve Disputes in accordance with the Dispute Resolution
Procedure.

The Supplier shall continue to provide the Project in accordance with the terms of
this Contract until a Dispute has been resolved.

GOVERNING LAW AND JURISDICTION

99.71.
35.2.

This Agreement will be governed by the laws of England and Wales.

Each Party submits to the exclusive jurisdiction of the courts of England and Wales
and agrees that all disputes shall be conducted within England and Wales.
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36. Additional Clauses

36.1.  Where the Customer has so specified in the Letter of Appointment, the Supplier
shall comply with the provisions of set out in Schedule 6 (Additional Clauses).
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SCHEDULE 1
Definitions and Interpretation

INTERPRETATION

1.1.  Inthis Contract, any references to numbered Clauses and schedules refer to those within
this Contract unless specifically stated otherwise. If there is any conflict between this
Contract, the Letter of Appointment, the provisions of the DPS Agreement and the
Statements of Work(s), the conflict shall be resolved in accordance with the following
order of precedence:

1.1.1. the Letter of Appointment (except the Supplier Proposal)
1.1.2. the Statement of Work

1.1.3. the Contract Terms

1.1.4. the Supplier Proposal, and

1.2.  The definitions and interpretations used in this Contract are set out in this Schedule 1
(Definitions).

1.3.  Definitions which are relevant and used only within a particular Clause or Schedule
are defined in that Clause or Schedule.

1.4.  Unless the context otherwise requires:

1.4.1. words importing the singular meaning include where the context so admits
the plural meaning and vice versa

14.2. words importing the masculine include the feminine and the neuter and
vice versa

1.4.3. the words ‘include’, ‘includes’ ‘including’ ‘for example’ and ‘in particular’
and words of similar effect will not limit the general effect of the words which
precede them

1.4.4. references to any person will include natural persons and partnerships,
firms and other incorporated bodies and all other legal persons of whatever kind

1.4.5. references to any statute, regulation or other similar instrument mean
a reference to the statute, regulation or instrument as amended by any
subsequent enactment, modification, order, regulation or instrument as
subsequently amended or re-enacted

1.4.6. headings are included in this Contract for ease of reference only and will
not affect the interpretation or construction of this Contract

1.5. If a capitalised expression does not have an interpretation in Contract Schedule 1
(Definitions) or relevant Schedule, it shall have the meaning given to it in the DPS
Agreement. If no meaning is given to it in the DPS Agreement, it shall be interpreted
in accordance with the relevant market sector/ industry meaning. Otherwise it shall
be interpreted in accordance with the dictionary.

1.6.  In this contract the following terms have the following meaning:



Agreement

means this Contract;

Approval

means the Approval given in accordance with Clause 10.1
or 10.2 as the context requires and "Approve",
“Approving” and "Approved" shall be construed
accordingly.

Affected Party

means the Customer or the Supplier affected by the
event

Associates

A Party’s employees, officers, agents, sub-
contractors or authorised representatives.

Authorised Supplier
Approver

Any personnel of the Supplier who have the authority to
contractually bind the Supplier in all matters relating to
Contract. They must be named in the applicable Statement
of Work, and the Customer must be notified if they change.

Authorised Customer
Approver

Any personnel of the Customer who have the authority to
contractually bind the Customer in all matters relating to
this Contract. They must be named in the applicable
Statement of Work, and the Supplier must be notified if
they change.

Contract

This contract between the Customer and the Supplier
(entered into under the provisions of the DPS Agreement),
which consists of the terms set out in the Letter of
Appointment, the Contract Terms, the Schedules and any
Statement of Work.

Contract Terms

The terms and conditions set out in this Contract including
this Schedule 1 but not including any other Schedules or
Statement of Work.

Central Government Body

A body listed in one of the following sub-categories of the
Central Government classification of the Public Sector
Classification Guide, as published and amended from time
to time by the Office for National Statistics: Government
Department; Non- Departmental Public Body or Assembly
Sponsored Public Body (advisory, executive, or tribunal);
Non-Ministerial Department; or Executive Supplier.

Change of Control

Change of Control has the same meaning as in section 416
of the Income and Corporation Taxes Act 1988.

Customer Affiliates

Any organisation associated with the Customer that will
directly receive the benefit of the Project. Customer
Affiliates must be named in a Statement of Work, or
subsequently notified to the Supplier.

Customer Project
Specification

The document containing the Customer’s requirements
issued either as part of the Call For Competition Process
set out in Section 3 of the DPS Agreement or as set out in
a Statement of Work from time to time.

Customer Cause

A situation where the Customer does not fulfil its
obligations in connection with this Contract (including its
payment obligations), and as a consequence the Supplier
is prevented from performing any of the agreed Project.

Customer Confidential
Information

All Customer Data and any information that the Customer
or CCS gives to Agencies that is designated as being
confidential, or which ought to be reasonably be considered
to be confidential (whether or not it is marked
“confidential’). This may include information, however
conveyed, that is politically or security sensitive and/or
relates to the Customer’s business, affairs, developments,
trade secrets, Know-How, personnel and suppliers.




