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USER GROUPS

The AGDA Project has been created in order to fulfil the need to:

· Enhance the understanding of cultural and historical depth and breadth of the Arabian Gulf region. 
· Increase the availability of this information and make it easily accessible to academics and researchers as well as interested non-specialists and the general public.   

A majority of the historical records that relate to the Gulf Region exist in archives around the world. For historians and academic researchers it is therefore a significant challenge to access primary source material, especially if those records have not been digitised. For a non-specialist or a citizen of the Gulf Region who has little or no understanding on how to conduct research, or where to even begin, this becomes even harder.

With the creation of the online digital archive, the NA has the goal to provide this much sought after information to this wider audience. The main end-user audience groups will be researchers and academics but there is also an appetite to make the content available to and understandable by the general public and schools. This creates an interesting challenge as the online digital archive needs to appeal to different groups who have different expectations and skills.

The identified end-user groups are:

Researchers and Academics – This end-user group are generally used to doing research. They understand catalogue structures, are familiar with searching through large volumes of information and have (usually) enough background knowledge to be able to identify relevant information quickly. They are used to interpreting primary source material and have an appetite to see the original documents (or digitised versions of).

General Public – This end-user group has a passing interest in history and would like to learn more about the Gulf region. However they have little or no understanding of archival practices or research methodologies. They respond well to images (photographs and maps) and would generally get more value from reading an article about a topic than from reading the original source documents themselves. Their expectation of research is the ubiquitous Google search.

School Children and Education – One of the long term aims of the project is to create educational resources based around the content that can be used for educational purposes. A clear way to ensure future generations are passionate about their history is to engage with them at an early age and demonstrate that history is accessible, fun and interesting. By  providing learning resources that can be used to base school lessons on and getting children to interact with, understand and discover historic records the hope this that this will be realised. School children generally have a high level of computer literacy and are not afraid of technology although they need to be guided in their work and have very little background knowledge with which to apply context.




CONTENT WORKSTREAM

The content work-stream of the overall project will be responsible for the creation of all archival and historic material that is presented by the AGDA. The outputs of this work-stream are detailed below and TNA, as lead coordinators of this work-stream will ensure these outputs are fit for purpose and meet the required standards. It is expected that they will be loaded onto the website and thoroughly tested as part of the process to create the AGDA.  The activities are: 

· In-depth research into relevant and note-worthy historical primary source material for the end-user audience
· The preparation of all primary source material for digital imaging
· The imaging of all identified records
· Quality assessment of digitised images
· The creation of technical metadata to international standards that will provide linkages between images, the catalogue structure and any OCR outputs
· The creation of searchable metadata using Optical Character Recognition (OCR) technology
· The creation of catalogue information that will describe the digitised record and provide context and background 
· Identification of suitable data filters and association of these filters to the collections to support  comprehensive data searches 
· Creation of technical metadata to manage and audit catalogue descriptions over time 
· Translation of all descriptive catalogue information into the Arabic language

Below outlines the main activities within the content work-stream. It shows the work-stream’s processes and outputs.

Digitised Content

At project completion, the digital archive will contain c.500,000 digitised images. These images will be a combination of:

	Record Types
	Resolution 
	Outputs

	Text based documents 
	300ppi
	TIFFs

	Large maps 
	300ppi
	JPEG2000

	Photographic prints
	600ppi
	Multifile PDFs

	Large Photographic negatives (e.g. 5x8 inch) 
	600ppi
	 

	Small Photographic negatives and slides 
	1,200ppi
	 



Technical Metadata 

A variety of technical metadata specific to the creation of digitised records will be captured for each record. This will assist in process management such as image description and quality assurance, together with defining the provenance of the digital image allowing the project to demonstrate a record’s authenticity and integrity.  This will be an input into the technical work-stream.

Optical Character Recognition (OCR) Content

All text and some handwritten digitised records will be enhanced using OCR technology. This will constitute a majority of all digitised records. The end-user will be able to access online content through full-text OCR data searches as well as via other means. All OCR-enhanced content will be inputs into the technical work-stream.

	OCR Content 
	Resolution 
	Outputs 

	Text based documents
	300ppi
	Searchable PDF v2.0

Plain Text Output



Catalogue Descriptions  

Each digitised record will be linked to an enhanced ‘catalogue description’. This is descriptive information (data) which will offer the end-user an explanation of the record as well as help to make the record accessible. Please note that several digitised records can be linked the same enhanced description as many records are sourced from the same volume or series of records.

	No of Enhanced Descriptions
	Size of Description
	Outputs

	c.5000
	c.150 words
	.xls



Catalogue Description Subject Filters

Appropriate and note-worthy data subject filters have been identified and will be tagged within all catalogue descriptions. These data filters will also form inputs into the technical work-stream.

Cataloguing Metadata

Catalogue metadata will be provided for each catalogue description. This will describe the digitised record and enable support a link between the record and its unique identifier. It will also adhere to international standards for catalogue data modelling. 

Each enhanced catalogue description will contain the following fields: 

	Department
	Series
	Piece 
	Images
	Title
	Date
	Description 
	Outputs 

	
	
.csv 









An example of an enhanced catalogue description is shown below:

	CATALOGUING SAMPLE

	Department
	Series
	Piece 
	Images
	Title
	Date
	Description 

	PREM
	19
	3080
	xxxx-xxxx
	MIDDLE EAST. Situation in the Middle East: Iraqi invasion of Kuwait; part 27.
	1990 Sep 01 - 1990 Sep 16
	MIDDLE EAST. 
Situation in the Middle East: Iraqi invasion of Kuwait.

This file covers the conflict between Iraq and Kuwait and the position adopted by the British governments and other countries in the region. It contains a summary of British nationals detained in Iraq and Kuwait; correspondence between Margaret Thatcher, the Amir of Bahrein, the President of the UAE, Mikhail Gorbachev, the President of Turkey and the British Ambassador in Kuwait; briefing and notes ahead of meetings relating to the Gulf crisis and the record of a meeting between Margaret Thatcher and the Crown Prince of Kuwait on 3 September 1990. 
It also contains correspondence relating to the discussion, enforcement and co-ordination of sanctions, and burden sharing in the Gulf. 
It also contains an account of the situation in European embassies in Kuwait. 









Bi-Lingual Catalogue Descriptions  

The digital archive will enable the end-user with the option to access all catalogue descriptions in both English and Arabic languages. Catalogue descriptions will be translated into Arabic language via an external agency before they are presented to for inclusion into the technical work-stream. 

	No of Translated Catalogue Descriptions
	Size of Description
	Outputs 

	c.5000
	TBD
	TBD



Please note that OCR-enhanced data will be presented to the end-user in the language of its source document.



































WEB, APPLICATION AND DATACENTRE HOSTING 

The online digital archive will be hosted using cloud services based in the United Arab Emirates. These services will be procured and managed by NA. 

The Cloud hosting offering will comprise of infrastructure and platform services. These services will be tailored to meet the needs of the online digital archive, however a general overview of each service is outlined below. 

	INFRASTRUCTURE
	PLATFORM

	Servers
	Windows Server 2012R2

	Flexible storage options 
	Windows Server 2008R2

	Capacity
	Red Hat Enterprise Linux 6.5+ (32bits)

	Performance
	Red Hat Enterprise Linux 6.5+ (64bits)

	Network power & cooling
	CentOS 6.5+ (32bits)

	Managed services
	CentOS 6.5+ (64bits)

	24/7 infrastructure and operating system support 
	

	Physical access control to the hosting environment
	

	Back-up and disaster recover/continuity services 
	

	Dedicated or shared hosting facilities
	




An example of sized infrastructure that could be provisioned is shown below.    

	4 VM Servers

	6 Cores per Server

	96 GB CPU (32-32 GB for front/live servers and 16-16GB for DB and Application/CMS Servers)

	300 GB OS Drive each Server

	10 TB Storage mapped to any VM 

	Windows 2016 Operating System

	HTTPS Web service



There are no technical restrictions for any development tools, operating systems, database management system or any other licensed software that the appointed supplier may wish to use.  However, please note that support at the software level will not be provided. The hosting provider will provide services in the ‘live’ environment only but will support the supplier to migrate the solution from their development / test environment to the live environment. 

A detailed outline of the probable infrastructure and platform services can be found in the two ‘pdf’ attachments below.



                                               

	


























TIMELINE

Below outlines the timeline for the key elements within the AGDA project.  

	
	2017
	2018

	Key Tasks
	Aug
	Sept
	Oct
	Nov
	Dec
	Jan
	Feb
	Mar
	Apr
	May
	Jun
	Jul
	Aug
	Sep
	Oct
	Nov
	Dec

	Record Digitisation Activities
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Optical Character Recognition Activities
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Enhanced Catalogue Description Activities
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Catalogue Translation Services
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Design, Develop Test & Assure Digital Archive
	 
	 
	 
	 
	
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Go Live
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Trends In the Market





Rdoption of Cloud Computing is growing everywhere
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* Gartner: Forecast Analysis: Public Cloud Services Worldwide, 4Q15 Update
** Gartner: Predicts 2016: Cloud Computing to Drive Digital Business
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** Analysts Predictions (2016)

By 2020, a corporate “no-cloud” policy will be as rare
as a “no-Internet” policy is today.

By 2019, over 30% of the 100 largest vendors' new
software investments will have shifted from cloud-
First to cloud-onlu.

By 2018, 50% of the applications running in public
cloud environments will be considered mission critical
by the organizations that use them.

By 2020, more compute power will have been sold by
laaS and PaaS cloud providers than sold and deployed
into enterprise data centers.





However, Starting points from customers are different
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Past Investments in IT
Regulatory and Compliance
Performance & Rvailability needs
Sourcing Maturity

Increase Time to Market
Reduce overall Costs
Better Align with Business
From Capex to Opex

el

“One Size does not Fit all” > Cloud Solutions need to be agile to adapt different scenarios

Hybrid is the adoption model for most companies = Integration and interoperation is critical

Increasing performance and security demands as mission critical workloads are adopted

Not just about internet - Network is key for performance & security
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What are the basic Why is E1Cloud different to other
laaS components? alternatives
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration

Connectivity
* [nternet
 MPLS
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laaS components? alternatives

Private Network integration
Data in Country in Trusted entity
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

« Private Network integration
* Data in Country in a Trusted entity
DR ( Dubai - Abu Dhabi) without additional network costs
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration

Data in Country in a Trusted entity

DR ( Dubai - Abu Dhabi) without additional network costs
Advanced Backup options

Backup as a Service

« Enterprise Backup based in
AVAMAR technology

« Different retention policies

* Files and VM oriented

« Remote Backup to Cloud

Managed Services
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration

Data in Country in Trusted entity

DR ( Dubai - Abu Dhabi) without additional network costs
RAdvanced Backup options

Advanced Security Services

Enterprise Secure Standards
« Encryption

* Antivirus

« DDoS

, * Web Application Firewall
Managed Services . |p5/|D5Pp

e Firewalls
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration

Data in Country in Trusted entity

DR ( Dubai - Abu Dhabi) without additional network costs
RAdvanced Backup options

Advanced Security Services

Bare metal integration

Managed Services
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration

Data in Country in Trusted entity

DR ( Dubai - Abu Dhabi) without additional network costs
RAdvanced Backup options

Advanced Security Services

Bare metal integration

Advanced performance levels in Storage (IOPS SLA..)

Different Storage Tiers
« Economy

« Performance

« Ultra

 Ultra +

Managed Services

« Object Storage
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What are the basic Why is E1Cloud different to other
laaS components? alternatives

Private Network integration
Data in Country in Trusted entity
DR ( Dubai - Abu Dhabi) without additional network costs
RAdvanced Backup options
Advanced Security Services
Bare metal integration
Advanced performance levels in Storage (IOPS SLA..)
Different Service levels up to the OS layer.
o 24*7 Technical support

Managed Services

‘ « Unmanaged
« Basic

—

Managed Services
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Managed Services
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Why is different to other alternatives

Private Network integration
Data in Country in Government entity
DR ( Dubai - Abu Dhabi) without additional network costs

Advanced Backup options ORACLE NV
Advanced Security Services
Bare metal integration NS :'.Boss“J
Advanced performance levels in Storage ,
Different Service levels up to the OS layer. %
« 24*7 Technical support $OL Server MySQOL.
Flexible models for Public, Private, & Hybrid Son
B> SharePoint ...
Exchange
Administration Services above the 0OS My
« Middleware Administration l'[]&

« Database Administration





OneCloud Value Proposition addresses the enterprise needs

Full Service Integration

Security

Networking

Servers

Storage

Self- Service, Governance, Orchestration, Reporting

Anti-DDoS

AntiVirus
NLBs
VPN

Windows
PXE

Block

Backup

Firewall

WARF

Object

Archive

Customer A Customer B Customer C

@i, I I

Qored

Servers

KReodgto use fromdifferent URE \
Datacenters (DR Ready)

 Subscription model frommonthly to
daily resources consumption

~ Shared
Storage

- Different Performance Q0S and SLAS

Public Cloud
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Premises

» Remotely Managed and Custom sizing
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Conclusions
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ITaaS is
changing
the face of IT

Professional
Services,
Knowhouw,
Partnerships

This presents
significant
challenges
to CIOs

Data security
Regulation
Mobility
Application
performance
Recovery

}

And also an
opportunity to

become a business
growth enabler

Competitive edge
Efficiency

Lower cost
Productivity
Business focus
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It's not about the technology,
It's about the Service
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OneCloud Security
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Security levels

e Perimetral Security: IP reputation filtering, DD0oS mitigation

e Network Security: Firewalls, NIPS, Vulnerability monitoring & audits

e Application Security: Web application firewalls (ports 80 and 443), Intelligent
WAF policies for common attacks, Application specific and custom WAF
policies, HTTP DoS application attack mitigation, SSL certificates, HIPS

e Administrative Security: Administrative Security, Secure remote access
(SSLVPN), Log Management

e Antivirus: Blocking malware and unknown threats missed by traditional
signature, heuristic and behavioral techniques.

Optional Security

» Security Information and Event Management at Application Level (SIEM)
* Monitoring and Report Services

* Vulnerability Assessments

* File and Database Encryption
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Figure 3: The VDOM Dedicated to Expo 2020





Disaster Recovery As a Service





Disaster Recovery as a Service O
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« Disaster Recovery as a Service to the Cloud is a consultancy approach using building blocks from laaS plus
Professional Services.

« |t helps understanding which are the critical workloads and the value of the data to provide a solutions which match
business requirements.

« |tis completely different from customer to customer due to technology, applications and techniques to achieve
different RPO (maximum data lost allowed) and RTO (maximum time to recover the service).

* Inany of the cases, it is key to understand the applications protected to assure consistency of the data and the
application, and in some cases it is key to protect from the Application rather than the Infrastructure

 We propose different technigues: Low RPO/RTO

Storage Replication

Virtual Replication

Remote Backup

High RPO/RTO





Disaster Recovery as a Service: Remote Backup
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» Provides a backup copy of your infrastructure on the Cloud (Files and VMs)

« |t creates a Daily copy (RPO of 24h) of the environment and also maintain the data from for longer retention periods
(5 different policies)

« Provides a very high RTO (manual recovery of VMs)

» All Networks and Fire

Etisalat OneCloud

Customer Provided ladS to Host
OneCloud DR

Site Site

MPLS or IPSEC > S
E —4

Server Off-Site Backup Servers

DR
. Restore Activation !

Storage Storage






Disaster Recovery as a Service: Virtual Replication o
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« Replicates Virtual Servers at the Hypervisor Level

« Automates replication and failover

« Agnostic of infrastructure technologies all software based

« RPO is down zero or near 0 and RTO to hours

« Dynamically switch between sync & async based on available bandwidth

Customer Site

vCenter Server

Virtual Replicator

vCenter Server

Virtual
Replicator

ESX/ESXi ESX/ESXi

VM VM VM VM VM VM
Internet/MPLS !

— o\
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Disaster Recovery as a Service: Storage Replication 0
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« Replicates data at infrastructure level providing best RPO

« Automates replication and failover via full automation

« Requires technical compatibility across different sites

« RPO is down to zero and RTO to few hours (sync replication with 20Gbps link)

¢ 0 VMs are assigned into protected group
©  (storage terms — consistency group)

I
Primary Site [ Secondary Site ‘
|

‘ ) VMs are replicated to secondary storage
= device via storage replication

8 VMs are managed and configurations are
stored in SRM

0 SRM data is replicated between primary and
secondary sites

9 During normal operations, client’s protected
environments are on stand by at secondary
location

6 In case of DR, VMs images are switched on at
secondary site






Disaster Recovery as a Service
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Includes monthly reports with RPO achieved and Protection Groups protected
« |t provides 1 yearly full test that needs to be planned in advance. Additional tests can be charged
« Service only covers up to Infrastructure level, Application level can be studied and addressed

« Standard service is oriented into x86 VMWare virtual environments, though we have capability to replicate physical
storage and protect physical as well

« Licensing model on DR depends on Software vendors, Service covers up to the Hypervisor Level.
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1 Service Overview

A virtual Cloud DataCenter (CDC) is part of Etisalat laaS service offerings, which provides a comprehensive
and complete answer to deploy software and hardware infrastructure on a resilient and flexible platform,
ensuring maximum safety of customers who want to trust cloud to ensure the success and development of
their systems.

- Allows to organize more than one virtual server within a complex network architecture connected
through the virtual load balancers and virtual firewalls

- Automate and streamline operations from its traditional data center, moving to a model of hiring
100% scalable.

- Optimize the degree of virtualization systems and architectures access (network virtualization: FW,
VLAN, LBs,...) under a model of simple adaptation with market leading technologies.

- Standardization of deployments to accelerate the development and implementation of applications,
mitigating long lead times, installation and configuration processes of traditional infrastructures.

- Focus on core business (applications and systems) and not on the operation of infrastructures.

- Replace investments advanced by a payment model using only the necessary resources and
avoiding unnecessary costs oversizing investments.

Create mixed environments combining traditional and virtual architectures that will generate operational,
economic and transformational systems synergies.

VvDC

Figure 1 - Virtual Cloud DataCenter Overview

The below items are available for every Etisalat OneCloud customers to select the best option for their laaS
needs. Services are selectable upon subscribing to the Cloud DataCenter offering.





All the laaS service provided can be Self-provisioned automatically via the OneCloud Portal, wherever it is
needed, scaling up / down, and release resources when not required within the computing infrastructure.

The Dedicated End-User Console, is a key component that provides a self-service console that enables
policy-based infrastructure, vVAPP provisioning and automated operations management within a dedicated
Public Cloud offering. vCloud Director console enables the customer to

e Create VM starting from public or private catalog;

o Define and Create multi-tier architecture based on predefined vApp or own use cases
e Define multiple Virtual CDC with different performance levels

¢ Modify VM in terms of core, ram, network, storage with zero down-time

e Access the virtual machine directly from web browser

Whenever a customer subscribe to Managed Services options this portal will be automatically managed
directly by Etisalat.

Etisalat pleased to offer multiple computing services, depends on the performance profile of the Cloud
DataCenter resource pool to fit its customers’ requirements, and in order to maximize savings for
differentiating the computing services for multiple use cases.

There are three profiles defined and offered for subscription:

Table 1 - Cloud DataCenter Performance Profiles

CDC Profiles Alternative Naming

Test/Dev Silver
PreProd/Prod Gold
High Performance Platinum

The three profiles main differentiator is the use cases and purpose of the environment for what customers’
needs to use the computing environment, higher profiles have priority in monitoring performance of the
resources.

Customers will define how many CDC they need per Profile associating:

- Number of vCPU (2 GHz processors assigned)
- Number of GB RAM

The # of VMs within the CDC pool is limited by the capacity of the pool, where memory intensive and
compute intensive servers could be configured upon need until they are not exceeding the limit of their pool.

The maximum size allowed on a VM is 12vCPU and 64 GB RAM, if a bigger VM is deployed it will be
automatically downsized to the maximum size allowed with no notice to the customer.

It is highly recommended that customers request for CDC where VMs on average have a ratio CPU:RAM
of 1 to 2 or higher (1:2, 1:4, 1:8).
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The maximum storage size per disk allowed on a VM is 256GB, this allows that high availability tasks
perform properly. However customers can attach different disks to the same VM. In case of exceptions, it
requires technical approval by the operational teams to perform those deployments manually.

Each VM allows a maximum of 10 vNICs each and can be modified on CPU/RAM resources easily by
changing the configuration. Depending on the Operating System a reboot might be required.

Etisalat OneCloud block storage services were designed to provide flexible growth storage capacities
without dedicated client storage assets, while encompasses physical storage components and storage
administration for all of the subscribed customers.

Block storage services are mandatory services to select with the previously detailed compute profiles. There
are different qualities available in the service:

Table 2 - CDC Block Storage Profiles

Type Disk IOPS /TB  Disk Latency Recommended Uses
5 Low SLA; Low demand Business Apps;
S 2 S SIS Non-Prod Environments
N High SLA; High demand Business Apps; Non-
Performance 500 <20 ms Prod Environments.
Ultra ~1000 <10 ms Production - Critical Business Apps, DBs
Ultra+ ~4000 <1lms ERP environments

For the Cloud DataCenter offering, customers can select one or different storage tiers to share storage
across different VMs. Each CDC Compute profile level will have their own Block storage tiers:

I.E: Test/Dev CDC with 16 vCPU and 32 GB RAM can have 100 GB Economy and 100 GB
Performance.

Each VM can only have one quality of storage, and all disks inside it will follow the same quality. However,
as explained, same CDC can have different quality block storage so customers can have VMs with different
storage qualities within the same CDC.
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Figure 2 — Cloud Datacenters example

1.2.4 Data Backup Services

The backup service provides the capability to automatically make a backup copy of client data, archive the
client’s data, and store the backup copy of the client data for a specified time period

This service allows the customer to:

e Choose the source files to be backed up.
e Select the backup policies including Retention and Frequency

For the Cloud DataCenter, users could optionally select Data backup services by selecting one of the
policies below for their CDC. Each backup policy selected apply to all server within the same CDC.

Backu o
up Level Backup Policies
Offering
Copper Bronze Silver Gold Platinum
Onsite Backup File / Directory Daily / 7 D Daily /7D Daily /7D Daily / 14 D Daily /30 D
RPO / Data Weekly / 8 W Weekly / 8 W
Retention Snapshot Weekly / 2 W nlc?r?tlﬂly //41V|\\/|/ \l\l/lvc?:tlﬂly //‘;VMV Monthly /6 M Monthly /12 M
Y y Yearly /1Y Yearly/5Y

Maximum
Restoration 100 GB / hour
Objective

OneCloud solution is based on an integrated backup and recovery solution with software and hardware
providing faster backups, reduced network traffic and simple single step restores.

It provides a variety of options, including image level backup and guest level backup (using an agent
installed into virtual machine).

Page | 6
- Confidential -





The Image Level backup is creating a snapshot of a virtual machine, presenting it to a proxy host which is
run in another virtual machine then backing up the VMDK file utilizing that separate proxy host without
impacting the source performance.

The Guest OS Level backup approach is optimum for file level backup and recovery across multiple server
and OS platforms. For guest OS level backup, a lightweight agent should be installed inside each virtual
machine (VM) on the virtual machine host operating system.

The two most common recovery requests made to backup administrators are:

o Filelevel recovery: File level recoveries account for the vast majority of user support requests.

e Full Server recovery*: Some common causes for full system recovery requests are viral
infestation, registry corruption or unidentifiable unrecoverable issues. This will recover and
oversubscribed the existing VM recovered or into a separate VM.

The backup options are available for self and managed customers also, where file level can be self
managed and full server restore requires a restore ticket to be done by Etisalat Operations.

Once the customer decides to terminate the contract with Etisalat, all backups from the customer will be
deleted unless customer decides to export all information which will be treated as a separated project
guoted on time and material depending on how much information they will have to export by the time of the
contract termination and the methodologies required to export the information.

Etisalat OneCloud offers different services of firewalling that customer can subscribe for the perimetral
security. They are based on the OneCloud architecture which contains two couple of FortiGate 1500D in
HA configuration (a couple for each Data Center). FortiGate 1500D provides 80 Gbps of IPv4/IPv6 Firewall
Throughput, 11 Gbps IPS performance, and 12,000,000 concurrent connections (TCP). This grants the
performances and the high availability required for our current cloud. Additionally, it protects Denial Of
Service attacks based on anomalies detection by blocking different type of traffic if it's above a certain
threshold (e.g. 2000 new TCP connections per second to one destination IP address).

The service provides two different Perimetral Firewall capabilities:
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Advance Firewall is an optional feature that customer needs to subscribe additionally. For Self Managed
options it requires that customer has knowledge and capabilities on managing Fortinet firewalls, otherwise
it is highly recommended that customers subscribe directly to a managed option directly to avoid complexity.
However, they need to provide information about the configuration and security policies required to be
implemented according to the applications and environments they are hosting for the managed services
team to apply them accordingly to their needs.
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Figure 3 - The Advanced Firewall architecture for the Customer

Etisalat OneCloud provides additional layers of virtual firewalls which help to secure customer
environments. These firewalls are meant to stablish and secure the communication within the VMs avoiding
internal possible attacks or just for the purpose of segregating applications traffic.

These firewalls are based on trusted VMWare SDN technology vShield which perfectly integrates at the
hypervisor level and allow creating 3 tier layers applications securing webservers, applications and
databases.

Etisalat OneCloud Platform provides different options to fulfil customer needs. As per standard it includes
the capability to provide standard load balancers to customers who want to scale up sessions across
different servers, but also and advance model which allows them to even secure their applications.
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Web Application Firewall (WAF) features will be provided by F5 BIG-IP 2000s platforms and equipped with
Local Traffic Manager (LTM) and Application Security Manager (ASM) modules. The feature will be
provided to the customers who subscribe to the Advanced LB option in the OneCloud platform.

F5 BIG-IP LTM offers static and dynamic load balancing, supporting the applications delivery to the users
in a reliable, secure, scalable and deeply customizable way. It offers SSL encryption for inbound and
outbound traffic, protecting all the traffic between client and server. It also defends against potentially
crippling DDoS attacks and provides ICAP services for integration with data loss protection (DLP) and virus
protection.





F5 BIG-IP ASM is a flexible web application firewall that secures with comprehensive, policy-based security
that blocks attacks and scales to ensure performance. Specifically, the module offers the following features:

e protection against the OWASP Top Ten application security risks, including layer 7 denial-of-
service (DoS), SQL injection, cross-site scripting (XSS), brute force, and zero-day web application
attacks;

e prevention of fraudulent transactions, session hijacking, web scraping, parameters manipulation,
bot attacks and leakage of sensitive data;

e automatic correlation of multiple attacks into a single incident for better visibility and easier
management;

e policy management support while maintaining balance between ensuring the strictest security
controls possible and allowing legitimate user access;

e integration with Platform SIEM monitoring to provide event management in case of attacks.

Advanced Load Balancer is only offered when Full Managed Service is subscribed, it is not possible
to be offered for Self Managed customers and it requires to be subscribed as a separate package from the
standard offering.

Customer should provide to Etisalat information about the Applications which will be installed and
recommendations of the policies they want to implement on the WAF. Otherwise Etisalat will jointly
collaborate with the customer to configure them on a best recommendation basis.

As part of Etisalat OneCloud platform, Symantec Data Center Security (SDCS) is used to provide data file
and system integrity in the infrastructure. A SDCS Management Server (SDCSM) is deployed in the
platform in order to manage the Host Intrusion Detection (HIDS) and Integrity Monitoring policies of the
installed agents.

Symantec Data Center Security allows to monitor and protect physical and cloud data centres using
granular, policy-based controls. Through a combination of host-based intrusion detection (HIDS) and
intrusion prevention (HIPS), it will be possible to proactively safeguard heterogeneous server environments
and the information they contain.

All of our CDCs deployments are covered in the backend with this service for no extra cost.

Our Operations uses a monitoring solution which provides end-to-end service assurance of the entire cloud
stack in a single application (ZenOss) which is configured and highly automated.

The monitoring solution is configured in full High Availability, with no single point of failure assuring a 24x7
operation and incident management for the platform. In case of a failure on the active monitoring server, a
“twin” instance will be activated in order to provide monitoring capabilities seamlessly. The collection of
information takes place in "agentless" method, i.e. without installing agents on each device, through
automatic and manual discovery of monitored systems.
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The tool enables control and real-time monitoring of cross-domain resource for the Etisalat's backend
operation team (IT, network, storage) performance, availability, faults, events, and associated information.

Besides collecting information about the status of blades, network, storage and virtual machines through
the integration with native APIs provided by hardware infrastructure, our monitoring standards also allows
for the monitoring of non-HW components, such as operating systems. Therefore a full end to end
assurance is provided to ensure the availability of the platform and to provide the services up to the level
customers subscribe (from Platform for Self-Managed customers to OS to Full Managed).

Etisalat OneCloud is an laaS platform. Standard infrastructure operations and management services
(up to Hypervisor) are included for each customer regardless of the Managed Services offering type.

These services include, but are not limited to, the following:

e Monitoring up to Hypervisor level

o Ticket Acceptance from customers support

e Infrastructure Platform Management and Assurance (Network, Servers, Storage, Backup and
Security) to ensure availability of Service and according to laaS packages subscribed.

Three types of Managed Services are being offered by Etisalat OneCloud to the customers:

e Self-Managed
e Basic Managed
e Full Managed

Following is a brief description and the services which are part of each offering type.

In this Service offering, customer infrastructure will be provisioned by Etisalat up to Cloud Datacenter level
and afterwards customer will be responsible for operations and management of his virtual infrastructure
within their environment.

Customer will be responsible for:

- Defining their own vVLANs and network architecture based on the vCloud Networking capabilities

- Configuring themselves Networking and Security accesses required (Natting, Firewall rules, Load
Balancers) for standard or advance Firewalls options

- Deploying VMs and configuring them by using the Public Catalogues of Services.

- Installing their own applications
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Managing themselves their backups, making sure agents are installed and backups are happening
according to their administration console.
Monitoring VMs from OS and above applications levels.

In this Service offering, customer infrastructure will be fully provisioned by Etisalat including VMs, virtual
Networks and virtual Load Balancers. Monitoring will include up to the OS of customer VMs.

Following services are included in Basic Managed offering:

Complete virtual infrastructure Provisioning

Cloud Datacenter deployments based on customer requirements
VMs, virtual Networks, virtual Load Balancers and Firewalls setup
OS deployment, based on preconfigured templates
0 OSllicenses will be provided by Etisalat as we need to manage the support with OS
vendors
Configuration of Monitoring tool on VMs
Note: configuration of Antivirus and Backup (configuration and restore) is under customer
responsibility within the VM.
0 AVlicenses will be provided by Etisalat
Advanced Load Balancers (if requested)
Advanced Firewall (if requested)

Monitoring

Event monitoring
VM availability, usage and performance monitoring

Incident Management

Creation of incidents in Contact Center

Issue troubleshooting and resolution

Technical Support via Contact Center

Requests via Contact Center for standard changes with no commercial impact

OS Administration

Operating System administration
OS updates and Patch management

In this Service offering, customer infrastructure will be fully provisioned and managed by Etisalat including
end to end System Operations support to customer. This service offering includes all the services of Basic
Managed offering plus additional add-on services including advanced Load Balancers and advanced
Firewall in case customer subscribed etc.
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Following services are included in Full Managed offering:
Complete virtual infrastructure Provisioning

e Cloud Datacenter deployments based on customer requirements

e VMs, virtual Networks, virtual Load Balancers and Firewalls setup

e OS deployment, based on preconfigured templates
0 OSllicenses will be provided by Etisalat as we need to manage the support with OS

vendors

e Configuration of Monitoring tool on VMs

e Installation/configuration of Antivirus for in scope Operating Systems
0 AVlicenses will be provided by Etisalat

e Configuration/registration of VMs with Backup Systems (if requested)

e Advanced Load Balancers (if requested)

o Advanced Firewall (if requested)

Monitoring

¢ Event monitoring
e VM availability, usage and performance monitoring

Incident Management

e Creation of incidents in Contact Center

e Issue troubleshooting and resolution

e Technical Support via Contact Center

e Requests via Contact Center for standard changes with no commercial impact

Infrastructure Management (Standard)

Full Operating System administration
OS updates and Patch management
Virtual Network administration
Antivirus software updates

Backup and Restore (if Backup service purchased by customer)

e Management of VM Backups
e Management of Restore for both File and Image level

Infrastructure Management (Add-ons, on request)

e Configuration of IPS for dedicated VDOM
e Configuration of WAF for Web Application Security
e Perform initial security hardening





Etisalat OneCloud offers additional add-on services to customer regardless of their subscription to the type
of Managed Services offering, beyond those described in the 1Cloud service catalogue.

For example, the following additional services are offered to customers as additional services:

e Custom vulnerability assessment for virtual infrastructure

e Custom Penetration Testing for virtual infrastructure

e Custom OS template onboarding and installation

e OS Cluster configuration in virtual infrastructure (after initial feasibility assessment)
e Solution Design for custom infrastructure

All these available options required a deeper understanding of the requirements of the customer.

End-point security will be provided with Symantec Endpoint Protection (SEP). The feature will be provided
to the customers who bought the antivirus service in the One Cloud platform. A Symantec Endpoint
Protection Management Server (SEPM) will be deployed in order to manage the antimalware policies of
the SEP clients installed on communication end-points.

Leveraging Insight and SONAR technologies, SEP is able to block new and unknown threats missed by
traditional signature, heuristic and behavioral techniques, providing five layers of protection across physical
and virtual platforms:

1. network: stops malware as it travels over the network;

2. file: erases malware, protecting against viruses, worms, Trojans, spyware, bots, root kits;

3. reputation: correlates tens of billions of systems and files to block new and unknown malware and
providing zero-day protection;

4. behavior: leverages artificial intelligence to monitor behaviors in real-time and remove malicious
applications;

5. repair: automatically removes malware and offers aggressive tools and heuristics.

The feature will be provided to the customers who bought the encryption service in the OneCloud platform.

When information is transferred over unsecured lines, between different operators, both internal and
external, with heterogeneous systems, then data encryption is required.

Classifying data and utilizing encryption helps to secure sensitive information and prohibit access by
unauthorized individuals.

Symantec Endpoint Encryption (SEE) is used to provide customers with strong full-disk encryption,
leveraging PGP HCO and AES-NI technologies for faster processing speeds.

Effectively securing data in transit will be achieved by selecting the right protocol for the transmission (e.g.,
HTTPS instead of HTTP).
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Infrastructure level Disaster Recovery services are provided by utilizing VMware SRM. The target
RPO/RTO for application depends on the customer solution to setup the application level availability.

The DR solution is based on VMware Site Recovery Manager (SRM) and EMC RecoverPoint (RP). SRM
is a plug-in of vCenter Server that provides automated orchestration and non-disruptive testing of Disaster
Recovery for virtualized applications; Disaster Recovery tasks can be executed and managed using the
same management tool as other VM administration tasks such as creation, migration and deletion.

Data protection and replication is performed integrating EMC RecoverPoint (RP) with SRM and the
OneCloud Platform. EMC RecoverPoint utilizes Concurrent local and remote replication (CLR) to provide
data replication between the EMC VNX storage boxes at the primary and secondary sites. Data changes
are tracked at the block level.

Replication is done over a 20Gbps DCI (Data Center Interconnect) link between Dubai datacenter and Abu
Dhabi datacenter and it is part of the service when customer subscribe with no additional charges.

RecoverPoint sits below the VMware Infrastructure and is responsible for replicating all changes from the
production LUNSs to the remote replicated LUNs at the secondary site. Production and DR LUNs will be
mapped on RecoverPoint. The RecoverPoint storage replication adapter (SRA) is installed on the same
servers that are running vCenter Server and the vCenter Server Site Recovery Manager plug-in in the
primary and secondary sites.

Depending on the customer’s requirement, primary site can be Dubai (HRC) or Abu Dhabi (KCA) and vice
versa. RPO achieved is down to zero thanks to synchronous replication and maximum of 4 hours RTO.

Service include one full test of DR per year, though additional can be charged. Customer will receive a
monthly report around the RPO which is being achieved through replication.
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Figure 4 — DR capabilities of OneCloud
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Disaster Recovery Prerequisites for Customer:

o Client will advise Etisalat two months in advance whether application DR testing is planned or not
during their infrastructure DR test

o DR implementation will be performed as the environment is initially built — a DR test will be required
prior to operational sign off

o Initial setup and professional services are required to develop and create DR scripts, procedures,
and documentation to enable infrastructure protection capabilities other than the offered solution
(VMware SRM)

DR as a Service from customer premises is an engagement which compiles a mix of professional services
and functionalities provided by Etisalat OneCloud. Due to heterogeneous solutions and technologies
customers might have in their own datacenters an initial study is required to understand the technologies
and methods required to replicate the information and systems from customer premises to the Cloud.

Etisalat has a standard solution based on software replication for virtualized VMWare environments which
simplify and it is HW agnostic, therefore a quicker and easiest implementation of the project can be
delivered. The following diagram explains how the solution works:
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Figure 5 — DRaasS from Customer Premises

The solution is billed accordingly to the resources required on the replication side (CPUs, RAM, Storage),
the networking components which needs to be configured, the replication software needed per VM
replicated and the communications services required.
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As an option, customer can be provided with access to a reporting dashboard for their environment based
on ZenOss, incase their online out of the box reporting dashboards are not sufficient.

If such service is requested by customers, Etisalat will need to gather more information on the exact
requirements.

Etisalat will perform preliminary Vulnerability Assessment in order to detect existing vulnerabilities on the
platforms in scope of customer requirements (OS, databases, web applications); detected vulnerabilities
will properly managed in order to fix them or to mitigate the associated risk.

For this purpose, and to provide tools for the continuous monitoring and improvement of the solution, a
Virtual Machine with a Tenable Nessus Vulnerability Scanner installation will be made available within the
context of the cloud infrastructure.

In addition, Etisalat personnel will be available to support and assist the Client when performing internal
audits, Vulnerability Assessments and Penetration Tests.

Tenable Nessus functionality

Nessus supports VMs, ESX hypervisor, SQL server databases and it's tightly integrated with malware
defenses, patch management tools, firewalls, cloud infrastructure and virtualized systems.

The solution is continuously updated with information against advanced threats and zero-day
vulnerabilities.

It works in the following way: first, it does a port scan to determine which ports are open on the target,
subsequently, it tries to perform different types of attack on the open ports and generates a report. It looks
for the following types of vulnerabilities:

e Vulnerabilities that allow an attacker to control or access sensitive data on a system.
e Misconfiguration.

o Weak passwords (default passwords, dictionary attack).

e Denial of service against TCP/IP stack.

e Preparation of PCI DSS audit.

The key to our methodology is our highly iterative intrusion process. As we gain access to vulnerable
systems, we continue to exploit weaknesses to achieve the highest level of administrative access. In this
chapter we would like to summarize you our optionally offered Penetration Testing approach.
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Point of Attack — External, Internal, Wireless, Physical, Application, Telephony network, Social
Threat Model — Outsider (no knowledge), Compromised Credentials, Rogue Employee

Perspective — Central Locations, Field Offices / Business Units, Third Party / Partner Access

Discovery

Vulnerability

Reconnaissance Identification

1. Gain Access

Exploitation

Intrusion Reporting

Collect Real-Time
Evidence Reporting

2. Identify
System

Intrusion

Lifecycle 3. Escalate
Privileges

Password

Figure 6 - Optional: Penetration Testing Approach

Figure 7 - Penetration Testing - Discovery

Reconnaissance

Vulnerability Identification

e Identify, through available sources (DNS,
IP, ASN, etc.), an inventory of anticipated

targets

e Understand the network design and
configuration, and actively map the
environment and running systems,
services and applications

The Testing team will try to remain covert during
the tests by timing probes and using other stealth

techniques

e Identify existing, well-known
vulnerabilities and misconfigurations
through a mix of manual (80% of effort)
skill-based and automated (20% of effort)
techniques.

o Develop anticipated attack vectors to be
used to gain further unauthorized
accesses, and risk of the exploitation

No actions resulting in a potential DoS will be
performed. Vulnerabilities identification will be
performed using a stealthily approach.

Output

e List of systems and applications in scope of intrusion tests

e List of identified potential vulnerabilities
e Detailed test plan for intrusion
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Figure 8 - Penetration Testing - Intrusion

Exploitation

Collect Evidence

e Exploit identified vulnerabilites and
misconfigurations to obtain unauthorized
access to the infrastructure, systems and
applications.

e lLeverage compromised systems and
applications to pivot into the environment
and gain access to additional network(s) or
trusted systems.

Review accesses obtained and data
accessible

Understand data criticality and path to
further exploitation

Capture administrative access to the
corporate domain, passwords, sensitive

e Identify additional attack vectors to be information such as trade secrets, credit
developed card numbers or social security numbers,
Exploitation and post-exploitation will be performed etc.
manually in order to limit potential impact and keep
the level of noise from the tests low.

Output

e Validation of vulnerabilities detected automatically
e Manual identification of additional security
e Updated detailed test plan for scope

Reporting

Real-Time
Reporting

Figure 9 - Penetration Testing - Reporting

Reporting

e Report real-time client notifications of higher-risk vulnerabilities.
e Develop the final report consisting of
0 executive summary,
access diagrams
technical storylines,
detailed findings, i9ncluding classification,
recommendations for remediation,
and screen captures.

OO0OO0OO0OO0

Output

e List of verified vulnerabilities
e Classification and detailed reporting, including technical steps
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In case Customer wants to subscribe to this optional service, the following list of prerequisites are needed:

e Internal penetration tests and configuration review

e Internal network access to the systems and applications to be tested

e Remote access to jump box in private cloud

e Privileges to install penetration testing tools on jump box

e Exceptions on Firewalls, IPS and WAF

e The client will sign a letter of authorization (LoA) for the tests

o Etisalat will require a point of contact from Customer in case of emergency

e Etisalat will inform Customer in case a High or Critical findings is found and if not specified
otherwise will ask for exploitation approval

¢ Administrative privileges and access to administrative interfaces that we can inspect and review
security





The following figure represents the Etisalat Operating Model for delivering operations, maintenance and
support for the laaS platform.

Chent Business Units

s
]

Zlaad

Governance & Service Managament

i
i
i

Figure 10 - Etisalat Operating Model

The Operation Model organized in a three level support model, according to the difficulty level and capability
required to execute the in-scope activity (increasing from the first to the third level of support), and organized
as detailed in the following paragraphs.

All the interactions between the different support levels are tracked through the Trouble Ticketing System
(TTS) tool that enables the recording of raised anomalies and, in case of non-resolution by the involved
support team, to the activation of escalation procedures and statistical analysis and SLA reporting.

Customers should only contact with the Etisalat Service Desk (8009111) or submit a ticket via the OneCloud
portal which is automatically directed for Etisalat L1 support, which will further engage Etisalat L2 for tickets
classified as related to the scope of services on infrastructure level. For any major physical level issues the
Etisalat L3 will be involved.

Monitoring services are acting as a proactive event detection system to promptly raise incident and reduce
impact on laaS services.

Complex or not codified activities are dispatched to specialized service tower, according to the nature and
needed skills.

In order to give a brief and sample overview of the backend activities, Etisalat has organized the second
level of support according to the infrastructure operations services of the OneCloud Platform, thus all of the
customers can be ensure that the infrastructure to host their application are in good hands..
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System Management, providing the management and operations of the in-scope OS instances
(Win OS VM, Linux OS VMs, Hypervisors) to guarantee the correct functioning of systems and the
correct management of potential infrastructure problems

Storage and Backup Management, providing the management and operations of the in-scope
storage and backup infrastructure

DC Network and Security management, providing the management and operations of the in-
scope network and security equipment (load balancers, switches and firewalls)

Middleware Management, to provide the management and operations of the in-scope instances
of Application Servers and Web Servers located within the OneCloud Platform Management part.

For the third layer Etisalat will engage the following teams, if required:

e local hands team to deliver proximity services and instructions for the DC access team;

e hardware and software vendor(s) for the resolution of particular incidents related to hardware
and software products, operationally managing Hardware and Software maintenance contract
subscribed by Etisalat.

Etisalat Service Management have the objective verifying the level of provided services, gather and address
eventual change requests received by customer and oversee the resolution of critical issues that arise
during in scope service provisioning.

In this section, the core IT processes that implemented and run during the operations and maintenance are
outlined. For each process a description of the leading principles and main objectives of each process is
reported in the following paragraphs, together with a high level process flow highlighting the main activities
foreseen.

Incident Management process encompasses the activities that provide the ability to manage (record,
assign, track, monitor and close) unplanned interruptions to service (incidents) with the primary objective
of restoring normal service operation as quickly as possible. The management of an incident is both
proactive through the monitoring activity, and reactive in response to some adverse event.

Perform
Detect Log Categorize Prioritize Initial Resolve Close
Incident Incident Incident Incident Incident Incident
Support

Monitor and Communicate Incident Status
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Problem Management process consists of activities for managing and diagnosing the underlying cause of
an interruption to normal service delivery. This can be reactive (when a problem occurs) or proactive when
trends are identified and diagnosed through root cause analysis. These are then routed to the correct
support resources in order to determine the resolution to it, and implementing the resolution to prevent the
incidents from happening again. The primary objectives of Problem Management are to prevent further
interruptions from happening, and to minimize the number and impact of any that cannot be prevented.
Problem Management may result in identification of continuous improvement items to improve quality and
efficiency of service delivery and operations, thereby ultimately reducing cost of service delivery.

Detect Log Categorize Prioritize arlwr:;?;:grawctnese Close
Problem Problem Problem Problem Probl?em Problem

Monitor and Communicate Problem Status

Figure 12 - High Level Incident Management Process Activities

The Change Management process ensures that all changes to configuration items (CIs) are carried out in
a planned and authorized manner. This includes helping ensure that there is a business reason behind
each change, identifying the specific configuration items and IT services affected by the change, planning
the change, testing the change, and having a back-out plan should the change result in an unexpected
state of the configuration item.

Change Management
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ﬁ Recording Change Seheduling Ghange Buiding Img e rmeriatan pra———
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Figure 13 - High Level Change Management Process Flow

The Change Management process includes the following activities/sub-processes:

e Change Recording: the change is initially discovered and formally submitted to Change
Management through the proper Request for Change (RFC) channels.

¢ Request for Change Processing: after an RFC is submitted research is performed to determine
the scope of the change including severity, size, priority, and impact. It is passed through the
appropriate decision-making management personnel for approval.
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e Change Scheduling: changes and change release packages are scheduled jointly between
Change and Release Management.

e Change Building: Release Management and the originator of the change build and prepare the
change for implementation.

e Change Implementation: Change Management coordinates the implementation process with the
change originator and Release Management.

e Operational Acceptance: implemented changes are review by Change Management to determine
if successful planning, development and implementation of the change were achieved.

Part of these changes will be addressed as a new requirement due to potential commercial impacts.

1.4.2.4 Escalation and Prioritization

Customer will send all Issues to helpdesk (level 1). For further resolutions level 2 and 3 will be engaged

accordingly.
Escalation Level Escalation Description/Assumption
1st Level of Escalation 2nd Level Trouble If 1st attempt of resolution fails
Resolution Team (Restoration of Service) then the
issue is escalated at the 1st level of
escalation
2nd Level of Escalation 3rd Level Trouble If 2nd attempt of resolution fails (1st
Resolution Team level of escalation), the issue is
escalated at the 2nd level of
escalation
3rd Level of Escalation 3rd Level Support If 3rd attempt of resolution fails (2nd
from Technology level of escalation), the issue is
Vendors escalated at the 3rd level of
escalation

The following table list the escalation matrix and contacts for customers.

Contact Center |On Duty Officer I\I:::uor;:ta;r Hisham Duraidi Ali Al Nagbi
Level 0 Level 1 Leie! 5 Level 3 Level 4

Bisymatian Enterprise Contact Officer J Biisinass Sarvices Managerf. Business  Specialist/Customer  Director /Customer
Center Services Support Support
800-9111 NA 06-7144184 04-2021335 02- 6182089

. 1 . L
056-5068124 056:5068125 056-6282914 050-2204224

NA
m 8009111 @etisalat.ae ES Officers@thecontactcentre.ae bthazhat@etisalat.ae  hduraidi@etisalat.ae alalnagbi@etisalat.ae

Page | 25
- Confidential -





Once a customer has accepted the high level design of a proposal, the pre-sales team will engage with the
delivery team. The objective of this is to get into all possible details and create a scope of work (SOW)
which will define all concepts, services and details that need to be deployed.

This SOW is required to be signed by the customer for the delivery teams to start deploying the solution,
and it represents the final acceptance of Etisalat proposal with all elements which will be billed. During this
stage itis possible that additional requirements or gaps are identified and it is the proper moment to address
them.

Along with the signature of the SOW, a project plan (if the engagement is complex) will be extend to the
customer, or an estimates when their environment will be accesed. As an estimate a minimum of 5 working
days it is required from the acceptance of the SOW to finalize the minimum onboarding tasks to onboard
the customer into the systems and operational tools to provide the service.

During all the process of delivery there will be a Single Point of Contact from Etisalat side to provide updates
around the current status of the delivery.
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Etisalat is the UAE's leading telecommunications operator and one of the largest corporations in the GCC.
As well as establishing several "firsts" over almost four decades of operations, Etisalat has deployed many
innovative mobile and fixed technologies that have helped the UAE maintain its position as a leading global
ICT economy. Headquartered in Abu Dhabi, UAE, Etisalat serves almost 11 million customers in the UAE.

Etisalat is a comprehensive telecommunications provider offering a one-stop shop for mobile and fixed-line
voice and data services to individuals, enterprises and international telecommunications companies, ISPs,
content providers, and mobile operators.

Etisalat has a reputation for launching the right service to the right audience at the right market at the right
time. This has been seen time and again, with the introduction of mobile, GSM, Internet, NGN fixed and
mobile broadband services into the Middle East, Asia, and Africa. Etisalat is an innovative pacesetter which
has powered the UAE to be one of the top 10 nations in the world in terms of the availability of new
technologies.

Etisalat has served the telecommunications need of individuals and businesses in the UAE and Gulf Region
since 1976. Over that time, Etisalat has built a modern telecom infrastructure, established ourselves as a
technology leader, and continued to expand its reach not only through innovative services for Etisalat's
UAE customer base but through Etisalat's ever growing international markets.

Etisalat is the third largest telecom operator across Middle East and Africa with 188 million subscribers
across 19 countries and the seventh most valuable corporation in GCC, with a market value of
approximately AED 91 billion. In 2013, Etisalat achieved sales of AED 39 billion.

Etisalat is a pioneer in next-generation All IP networks for both fixed line and wireless. Etisalat has invested
AED 23 billion in its nationwide fiber-to-the-home program connecting 85% of UAE households. As a result,
FTTH Council has ranked UAE 1st in its Global FTTH ranking since 2012.

Historically, Etisalat has pioneered in telecom services in the Middle East region since 1970’s. Key
milestones have included the following firsts in the Middle East:

e Mobile service (1982), GSM service (1994), 3G (2003), LTE (2011), M2M Managed connectivity
platform (2012)
e Public Internet service (1995), Regional Internet Exchange (1996), Broadband (1998)
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Figure 14 - Global FTTH Ranking, December 2013

Etisalat is pioneering several advanced “green” technologies and is a regional leader in providing
environmentally friendly information and communication solutions. This includes smart building
technologies, the latest Machine-to-Machine (M2M) solutions, and the deployment of alternative power
within its regional networks. Etisalat is ensuring that its infrastructure meets the highest international
standards and its nationwide fiber-optic network in the UAE is expected to reduce carbon emissions by
over 80 percent and energy consumption by over 70 percent.

Etisalat is also the major hub in the Middle East, for internet, voice, mobile broadband, broadcast, roaming,
and corporate data services, with an extensive regional and intercontinental network. It is the largest carrier
of international voice traffic in the Middle East and Africa and the 12th largest voice carrier in the world.
Etisalat is the largest comprehensive provider of carrier and wholesale services in the region with Points of
Presence (PoP) in New York, London, Amsterdam, Frankfurt, Paris, and Singapore, providing a truly global
reach. Etisalat has 620 roaming agreements connecting 185 countries enabling BlackBerry, 3G, and voice
roaming.
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Etisalat has been named ‘Best Overall Operator’ in the Middle East ten times since 2006 and “Best
Wholesale Provider” four times in the last three years. It has won numerous accolades for its innovative
marketing, being awarded for having the “Best Brand”, “Best Customer Service”, and “Best CSR
Programme”.

Etisalat is one of the largest telecommunications companies in the world and the leading operator in the
Middle East and Africa, headquartered in the UAE.

Etisalat operates in 15 countries across Asia, the Middle East and Africa providing telecom services as well
as other complementary services:

Africa

o Atlantique Telecom including Togo, Benin, Gabon, Ivory Coast, Niger and Central Africa (Moov)
e Canar (Sudan)

o Etisalat Misr, Egypt

o Emerging Market Telecommunications Services Limited (Etisalat Nigeria)

e Zantel, Tanzania

Middle East

o Etisalat, UAE
e Etihad Etisalat (Mobily), Kingdom of Saudi
e Thuraya, UAE
e Etisalat Services Holding (offering Telecom related, non-core, services in the UAE and GCC region)
including:
o Etisalat Academy
Directory Services
Ebtikar Card Systems
Emirates Data Clearing House (EDCH)
E-Marine
E-Real Estate
Etisalat Facilities Management
Tamdeed Project Unit

O O O0OO0O0OO0Oo

Asia

o Etisalat Afghanistan

e Etisalat Software Solutions (Pvt.) Ltd. (Technologia), India
e Pakistan Telecommunications Company Limited (PTCL)

e TIGO (Etisalat Sri Lanka)

In addition to the provisioning of telecom services, Etisalat offers a variety of hi-tech complimentary services
to the telecommunications industry including managerial and technical training (Etisalat Academy), SIM
card manufacturing (Ebtikar Card Systems), payment solutions, clearing house services (EDCH), peering,
voice and data transit, and submarine and land cable services (E-Marine).





Etisalat is also the major hub in the Middle East, for internet, voice, mobile broadband, broadcast, roaming
and corporate data services, with an extensive regional and intercontinental network. It is the largest carrier
of international voice traffic in the Middle East and Africa and the 12th largest voice carrier in the world.
Etisalat is the largest comprehensive provider of carrier and wholesale services in the region with Points of
Presence (PoP) in New York, London, Amsterdam, Frankfurt, Paris and Singapore providing a truly global
reach. Etisalat has 525 roaming agreements connecting 185 countries enabling BlackBerry, 3G and voice
roaming.

Etisalat is a major investor in Thuraya, one of the world’s leading satellite geo-mobile communication
systems covering approximately two thirds of the planet’s surface.

Etisalat customer references for hosting and cloud services:

Etisalat currently has over 500+ customer across government, BFSI, Enterprise, Healthcare, hospitality and
SMB'’s for its DC and cloud services.

Sample set of customer given below:
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Figure 15 - Etisalat's sample set of customer list
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This chapter is only for information purposes and it includes information about OneCloud Platform
capabilities for the trust of customers to understand better the service and architecture they are subscribing
to.

As enterprises move increasingly toward multi-sourced IT operating models, with a larger portion of services
targeted for cloud. Service integration and hybrid cloud management have become a priority to support
growth of digital businesses across mobile, social, and big data.

To accelerate this process and help clients get the most business value from cloud computing, Etisalat has
launched the OneCloud Platform. This platform is both a cloud broker and orchestration service. Etisalat
has taken the possibilities of cloud sourcing to a new level by creating the Etisalat OneCloud platform.

OneCloud offers a convenient, on-demand subscription to a pool of configurable shared and dedicated
multi-tenant computing resources. These services can be provisioned rapidly and released when no longer
required with minimal management effort. They are suitable for corporate, enterprise, private, public and
government sectors.

OneCloud is built on design, framework, and blueprint leveraging state of the art infrastructure that includes
networks, servers, storage, applications, and services hosted at the Etisalat - certified Datacenters. Servers
are available with multiple operating systems and application licenses and can cater to a range of loads
varying from a small test server to large application server clusters.

OneCloud can offer three Cloud Service models - Public cloud, Private cloud and Hybrid Cloud.

e The public cloud offers low cost infrastructure from a shared pool of resources with built in security
and control for individual tenants.

e The private cloud offers dedicated computing resources in a way that gives customers the utmost
security and control over their infrastructure.

e The hybrid cloud model offers customers flexible access to secure cloud services to augment their
existing infrastructure, whether in-house

Etisalat OneCloud services can help organizations overcome traditional IT issues related to server
underutilization, infrastructure sprawl, inefficiency, low agility and the inability to react quickly to business
needs. While virtualizing server and network environments has been effective in increasing utilization of
storage and network resources, adopting cloud computing to deliver IT as a service (ITaaS) in data centers
promises to complete the vision of a fully-virtualized environment.

The platform is built to support open standards and runs on a combination of best-of-breed tier 1 vendor
hardware alongside commodity x86 processors to achieve converged, high performance, hyper-scale /
web-scale computing. It is the ideal platform for hosting of private, public and hybrid clouds and supports
API based access via standard VMware, OpenStack, Cloud Foundry and Open Container APIs.

OneCloud is built to be robust, resilient and highly available and incorporates designs based on approved
reference architectures from the tier 1 vendor. The platform is hosted in two Tier-1ll certified datacenters in
Abu Dhabi and Dubai. It is highly secure and is on the roadmap to obtain ISO 270001, PCI/DSS and HIPAA
certification in addition to other industry certifications including operational excellence and security. The
platform is compatible with, industry standard IP based network architectures and supports both IPv4 and
IPv6 technologies (dual stack IPv4/IPv6 support).
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Figure 16 - Etisalat OneCloud laaS Services

Organizations are able to adaptively source IT services from the OneCloud in a sustainable, scalable and
cost effective manner. Through integrated support for Mobile Device Management, Mobile application
lifecycle management and mobile backend as a service, it can also help Organizations Bridge the digital
divide by accelerating adoption of bi-model IT. Businesses can transform by rapidly building or scaling
capabilities, driving innovation and increasing workforce productivity.

The platform can adapt to run mixed workloads ranging from general purpose web all the way to map
reduce patterns for the processing of large data sets and everything in between. It supports real time
scalability and caters for multiple performance level for CPU, Storage and Network with the ability to
dynamically adjust compute storage size and/or performance.

Cloud abstraction is enabled though the OneCloud management platform, which integrates with the multiple
virtualization technologies:

e VMare vSphere ESXi
e Citrix Xen Server
e Microsoft Hyper V

Standard features of the platform include metering to enable admin tracking of aggregate compute, network
and storage in addition to RBAC support for permission-based access for different classes of users within
single or across multitenant environments. Rounding out the list of features is APl access based on REST
architecture to enable system integration with external parties and public/hybrid cloud integration.

The Macro-functionalities of the Etisalat Cloud Platform are:

e Aggregation - Comprehensive catalog of services are offered through a centralized, online
storefront
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Integration - Cloud provider and value-added services are pre-integrated and available via self-
service to users

Automation - Services are automated and orchestrated for on-demand request and fulfillment
Management - Services are monitored and managed with online dashboards and metered and
charge-backed centrally.

Enables a strategic approach to accelerate and ease the path to Cloud based on following differentiating
principles:

Openness: no vendor ‘lock-in’. Open to all integrations and standards

Flexibility: open-source platform core allows ease of customization and evolution, tailored to the
best solution

Simplicity: ready to integrate (with Provider eco-systems) and simple-to-enhance (standard
programming language and interface)

Modularity: choose what is needed; plug-in external solutions; pick the best in class.

Figure 17 - Cloud Platform Principles

In order to provide our customers the best in class solution the business continuity and high availability of
the solution was a key area during the development of the platform. It is based on an architectural
configuration that enables the system to automatically react in case of failure at any level. Therefore the
high availability ensures operational continuity during a given measurement period.

The high availability of the architecture is assured at different levels:

at application level, through clustering features implemented at management middleware and
hypervisor level (i.e. VMware HA )

at equipment level (i.e. redundant power supplies and fans, redundant critical hardware
components of servers)

through redundancy of internal components for servers, storage and network

at server level through N+1 redundancy

at storage level through RAID configuration and multiple HBA and Fiber connections

at network level through multiple network connections in active/stand-by configuration.
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Etisalat provides IT infrastructure and services to enterprises over the Cloud. The list below describes 10+1
compelling reasons why enterprises should move to using these Cloud-based services from Etisalat:

1.

10.

Zero Capex
Zero (or minimal) hardware and software capital expenditure

Pay-as-You-Go
All OPEX, pay based on actual needs

Focus on Core Business, Reduce IT Effort to Minimal Needed by Your Business
Eliminate redundant equipment and optimize staffing, exploit scale of these from Cloud provider;
smaller organizations get all the IT benefits of big ones, without the cost

Accelerate Time-to-Market

Gain time-to-market by up to 50%. Use the Cloud to launch a service/solution in new markets (pilot)
without having to invest in any infrastructure

Change/switch technologies quickly to address growing demands

Protect Against Security Threats
Protect business, benefit from the continuously-updated security skills and resources of the Cloud
provider

Manage Demand Fluctuations, Scalability
Easily upscale or downscale IT requirements as and when required
Support your business growth without expensive changes to existing IT systems

Gain Ready Access to Expert Staff, Increase Efficiency
Leverage access to Cloud provider’'s expert IT resources pool
Avoid complex vendor-management issues

Allow Anywhere/Anytime Access, Increase Productivity
Provide employees with access to always-on, easy-to- access & scalable systems and data,
increasing productivity

Avoid Obsolescence
Future ready

Environment Friendly





+1

Reduce space and power consumption, decrease carbon footprint. Cloud results in at least 30%
less energy consumption than using on-site servers

Scalability

All the laaS service provided can be Self-provisioned automatically, wherever it is needed, scaling
up / down, and release resources when not required within the dedicated computing infrastructure.
The architecture for the infrastructure deployed for the cloud provides for managing resources
without impacting the performance of the overall solution on a whole. Resources such as compute
and storage can be added to the cloud platform as required. Since the Etisalat OneCloud is also
expect to serve Etisalat's internal requirements the platform is well managed and planned
environment to ensure sufficient capacity with respect to compute, storage, network, security etc.
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