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Part A: Order Form

Buyers must use this template order form as the basis for all Call-Off Contracts and must
refrain from accepting a Supplier’s prepopulated version unless it has been carefully

checked against template drafting.

Platform service ID number

8948 7575 3755 112

Call-Off Contract reference

CTS25A33

Call-Off Contract title

Provision of InSite Asset Register Support,
Maintenance & Hosting

Call-Off Contract description

The InSite application is a tool employed
by The Office of Government Property
(OGP) across Central Government, Local
Authorities, NHS and the devolved
administrations of Scotland, Wales and
Northern Ireland. It is fundamental within
the OGP providing Departmental property
and land data through online Web and API
services, and by supporting additional
modules such as the Government
Property Finder.

Start date

01 April 2025

Expiry date

315t March 2027

Call-Off Contract value

Up to £1,100,000 including any extension

Charging method

BACS




Purchase order number To be confirmed by the Buyer following
award of contract.

This Order Form is issued under the G-Cloud 14 Framework Agreement (RM1557.14).

Buyers can use this Order Form to specify their G-Cloud service requirements when placing
an Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially
change the Services offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are
identified in the contract with square brackets.

From the REDACTED TEXT under FOIA Section 40, Personal Information
Buyer

REDACTED TEXT under FOIA Section 40, Personal Information

REDACTED TEXT under FOIA Section 40, Personal Information




To the
Supplier

REDACTED TEXT under FOIA Section 40, Personal Information
REDACTED TEXT under FOIA Section 40, Personal Information

REDACTED TEXT under FOIA Section 40, Personal Information

Company number: 02925653

Together the ‘Parties’

Principal contact details

For the Buyer:

Title: REDACTED TEXT under FOIA Section 40, Personal Information

Name: REDACTED TEXT under FOIA Section 40, Personal Information
Email: REDACTED TEXT under FOIA Section 40, Personal Information
Phone: REDACTED TEXT under FOIA Section 40, Personal Information

For the Supplier:

Title: REDACTED TEXT under FOIA Section 40, Personal Information

Name: REDACTED TEXT under FOIA Section 40, Personal Information
Email: REDACTED TEXT under FOIA Section 40, Personal Information
Phone: REDACTED TEXT under FOIA Section 40, Personal Information



Call-Off Contract term

(termination)

Start date This Call-Off Contract Starts on 1% April and is valid for 24
months.
Ending The notice period for the Supplier needed for Ending the Call-Off

Contract is at least 90 Working Days from the date of written
notice for undisputed sums (as per clause 18.6).

The notice period for the Buyer is a maximum of 30 days from the
date of written notice for Ending without cause (as per clause
18.1).

Extension period

This Call-Off Contract can be extended by the Buyer for one period
of up to 12 months, by giving the Supplier 30 days written notice
before its expiry. The extension period is subject to clauses 1.3 and
1.4 in Part B below.

Extensions which extend the Term beyond 36 months are only
permitted if the Supplier complies with the additional exit plan
requirements at clauses 21.3 to 21.8.

Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that
the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off

Contract.




G-Cloud Lot

This Call-Off Contract is for the provision of Services Under:

Lot 3: Cloud support

G-Cloud Services
required

The Services to be provided by the Supplier under the
above Lot are listed in Framework Schedule 4 and outlined
below:

The technical standards required of the Supplier are:

e GIS Mapping by use of open source, Ordnance
Survey API functionality and Mapping technology
incl JavaScript (leaflet) libraries.

e CloudFlare Hosting of applications

e GDS Service Standard and Design Toolkit

e Business Intelligence Reporting and Dashboard
designs (Tableau) and where required additional
authoring tools (e.g. Power BI).

o Data warehouse (Microsoft SQL Enterprise)

e Maintaining connectivity to the Cabinet Office Digital
Data Analytics Platform (GRID)

e Full stack javascript development (on React/Next.js
or appropriate)

e XML Schema, RESTful Json APIs and web services
design, build & support

o Liaise with the Cabinet Office regarding the potential
to transition to the use of CO tooling where
appropriate.

e Transition data into CO SPLUNK Instance to
improve observability of service performance

e Technical decommissioning of redundant services
with a view towards cost optimisation

e Transition of Azure ownership to the Cabinet Office
at the end of the contract

The Supplier shall provide the following InSite Hosting,
Maintenance and Support Services

e Software licensing: To maintain the prescribed third
party annual software maintenance for core InSite
applications and development tools.

e Penetration Testing: To provide a third party,
external accreditor to carry out the required annual
security test of InSite services.

e Security: All security prevention, detection and




defensive tasks and services including monitoring,
software patching, proactive health checks.

e Infrastructure: This is the provision of the Hosting
Environment, daily monitoring, maintenance, service
intervention and support of the hosting infrastructure
services.

o Core service support: to support service incidents
and issue incidents and other categories affecting
the InSite property application and services.

¢ Maintenance and Change: This service is to
manage the Buyer’'s need for amendments to the
system created by events such as: Ministerial
request, FOI requests; policy change; Machinery of
Government Changes; end user group requests;
changes in end user numbers. The Supplier shall
work closely with the Buyer to ensure the budget is
not exceeded.

¢ Releases: The Supplier shall maintain software
releases at the rate 1 every 6 weeks or when
required or on OGP request.

e System Change Management: The Supplier will be
required to ensure agreed change control and
management procedures are followed

e System decommissioning - The Supplier will be
required to support the decommissioning of aspects
of the existing ePIMS service as they become
redundant as part system improvements and
maintenance from the 1st April 2025 onwards. As
part of this support on-going data migration will also
be required.

Additional Services

1. The Supplier will take responsibility for the application
service delivery, support and maintenance from 1st

April 2025.

2. Incident Resolution: Once issues have been raised to the
Supplier by the InSite service desk, the developers
provided will adhere to the published service level
agreements.

3. Problem Management: The Supplier will fix all problems
with the InSite system as part of the service. Use of
approved Software - The Supplier will be responsible for
ensuring only approved software is used in an InSite
environment. Factors that will be considered in the
approval of software for use in the environment will be
confirmed prior to the contract award. Please see service
level agreements.

4. System Change Management: The Supplier will be




required to ensure agreed change control and
management procedures are followed.

5. System Integrity: The Supplier will ensure that InSite
systems and software will be maintained with software
and configuration updates to ensure secure operation.
Updates will be made with appropriate testing, change
and service interruption procedures.

6. Back up: The Supplier will be responsible for Azure
Cloud Hosting the environment and ensuring data is backed
up on a nightly basis in an industry standard format. The
Supplier must work in conjunction with the hosting
provision to ensure an effective backup strategy is
present to preserve both the data held within InSite and
the files supporting the actual application

Release Management: The Supplier will be responsible
for the release of 'change requests' and new applications
onto the InSite System. The Buyer is not requiring
significant changes to the existing site design and
structure.

8. Azure Cloud Hosting: Requirement for a UK based 24x7
web hosting, 100% availability, scheduled maintenance
to take place outside normal office working hours, ability
to scale up or down according to demand, daily site and
code backups held for 14 days and ability to restore site
from backup, firewall protection and 24-hour monitoring
against threats, immediate deployment of software
updates and patches.

9. Azure Cloud hosting is required to be delivered by the
Supplier. The Supplier shall provide a sufficient level of
resource throughout the duration of the Call-Off Contract
in order to consistently deliver a quality service.

10. The Supplier’s staff assigned to the Call-Off Contract
shall have the relevant qualifications and experience to
deliver the Call-Off Contract to the required standard
including CTC security clearance.

11. The Supplier shall ensure that staff understand the
Buyer’s vision and objectives and will provide excellent
customer service to the Authority throughout the duration
of the Call-Off Contract.

12. The Supplier must engender high confidence that they
can host and provide sufficient resource to support InSite
system Hosting with an ability to upscale and

downscale resource as and when needed in both a
storage capacity through its environment and also
through developments through its mapping and
Geospatial.

13. The Supplier will provide Data Support to the Buyer




providing access to the data stored within InSite on a as
requested basis.

Location

The Services will be delivered over the internet to UK
National Locations, Data will be stored in UK Data Centres.

Quality Standards

The quality standards required for this Call-Off Contract are
e The Supplier must possess the following as set out in the
Service Definition document:

e |SO/IEC 27001 certification;

e 1SO20000 certification;

e The Supplier shall provide a sufficient level of resource
throughout the duration of the Call-Off Contract in order to
consistently deliver a quality service;

e The Supplier’s staff assigned to the Call-Off Contract shall
have the relevant qualifications and experience to deliver
the Call-Off Contract to the required standard; and

e The Supplier shall ensure that staff understand the
Buyer’s vision and objectives and will provide excellent
customer service to the Buyer throughout the duration of
the Call-Off Contract.

Technical Standards:

The technical standards used as a requirement for this Call-
Off Contract are as detailed in the relevant Service
Definition document and Schedule 1: Services. This
includes ensuring Insite remains WCAG 2.2 compliant.

Service level agreement:

The service level and availability criteria required for this
Call-Off Contract are set out below:

KPI/SLA Service Area KPI/SLA description Target
1 Project Management Delivery on time and on budget. Weekly contract review meetings with the contract manager 100%
2 Team composition The team should have collectively previous experience within the areas of real estate, public 100%

sector, technology, strategy and data.

3 Effectiveness Adherence to Service Agreement SLA’s. Noted in Annex D. 100%

4 Engagement Writien notes from with all agreed agreed at the outset) | 100%
A monthly update on system performance and projects.

5 Quality Technical advice and documentation meet CO Technical approval to include systems 100%
developments, decommissioning and system reliability

Team working, responsiveness to provide a high-quality deliverable and genuine interest of all
team members to ensure that authority gets a high-quality product.

6 Systems Performance All hosting and platform environment availability should be monitored and supplier to confirm
Service levels in monthly reports and by exception when below 100% standard.
Environment status reports to be provided including areas such as firewalls, snapshots,

and performance on a monthly basis and by exception where risk to delivery of sevice.

7 Systems Performance 247 web hosting, availability of service in working hours with daily monitoring, monthly sign posf
throughout contract

8 Systems Performance To adhere to SLAs in Annex D




Onboarding

As this is a continuation of service delivery, this requires no
onboarding in terms of system, data or training. The
process will instead be to agree a Contract Management
Plan (CMP) between both Parties and adhere to the agreed
contract management discipline in terms of meetings and
reporting.

Offboarding

Ownership of the data contained in the solution belongs and
rests with the Buyer. When the service is

decommissioned the data will be extracted in its native format
and transferred to the client via agreed transport mechanisms.
The service offering will hold data in a fully relational database
and all data held as part of the service will be made available to
the Buyer in the following options:

e Disconnected copy of the database;

e Full data extract into csv file format; and

e A full documented data dictionary to define the data
structure.

The reporting structure means that the data is always
maintained separately from the reporting and metadata layer,
which will also be provided.

The Supplier will be 1ISO27001 certified for Information Security
Management and would adhere to these standards at all

times including data removal and destruction.

Collaboration agreement

Not Applicable
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Limit on Parties’ liability

Defaults by either party resulting in direct loss or damage to the
property (including technical infrastructure, assets or equipment
but excluding any loss or damage to Buyer Data) of the other
Party will not exceed £1,000,000.

The annual total liability of the Supplier for Buyer Data Defaults
resulting in direct loss, destruction, corruption, degradation of
or damage to any Buyer Data will not exceed 125% of the
Charges payable by the Buyer to the Supplier during the Call-
Off Contract Term.

The annual total liability of the Supplier for all other Defaults will
not exceed 125% of the Charges payable by the Buyer to the
Supplier during the Call-Off Contract Term.

Buyer’s responsibilities

The Buyer is responsible for the payment of the Charges and
fulfilment of all other responsibilities as set forth in this Call-Off
Contract.

Buyer’s equipment

Not applicable

Supplier’s information

Subcontractors or
partners

N/A
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Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2

for a full breakdown.

Payment method

The payment method for this Call-Off Contract is BACS

Payment profile

The payment profile for this Call-Off Contract is monthly in arrears.

Invoice details

The Supplier will issue electronic invoices monthly in arrears. The
Buyer will pay the Supplier within 30 days of receipt of a valid
undisputed invoice.

Who and where to
send invoices to

All electronic invoices must be sent, quoting the valid PO Number, to
the following address:

REDACTED TEXT under FOIA Section 40, Personal Information

An electronic copy of the invoice must also be sent to:
REDACTED TEXT under FOIA Section 40, Personal Information

Invoice information
required

To avoid delay in payment it is important that the invoice is compliant
and that it includes a valid PO Number, item number (if applicable) and
the details (for example, name, e-mail, and telephone number etc.) of
your Buyer contact (i.e., Buyer Authorised Representative). Non-
compliant invoices may be sent back to you, which may lead to a delay
in payment.

Before payment can be considered, each invoice must include a
detailed elemental breakdown of work completed and the associated
costs.

Invoice frequency

Invoices will be sent to the Buyer in arrears in line with the payment
profile.

12




Call-Off Contract
value

The total value of this Call-Off Contract including any extension is up
to £1,100,000.

Call-Off Contract
charges

The breakdown of the Charges is

REDACTED TEXT under FOIA Section 43 Commercial Interests

Additional Buyer terms

Performance of the
Service

Not applicable

Guarantee

Not Applicable

Warranties,
representations

Not Applicable

13




Supplemental
requirements in
addition to the Call-Off
terms

Not Applicable

Alternative clauses

Not Applicable

Buyer specific
amendments
to/refinements of the
Call-Off Contract terms

Please note the addition of Schedule 10: Security

Personal Data and
Data Subjects

Confirm whether Annex 1 (and Annex 2, if applicable) of
Schedule 7 is being used: Annex 1 is being used.

Intellectual Property

All intellectual property developed is accessible to and owned by the
Cabinet Office

Social Value

The Supplier shall apply the following Social Value activities
under the theme of Fighting Climate Change for the duration of
the Contract.

Maintaining and abiding by their certification to the
internationally recognised standard BS EN ISO 14001: 2004 —
Environmental Management. The standard should underpin the
commitment to look after the environment, prevent negative
environmental impacts, manage waste and reduce the
Supplier’s carbon footprint.

Maintaining and abiding by their Planet Mark accreditation,
helping to transform society, the environment and economy by
measuring both carbon and social data, including a Carbon
Reduction Plan to set corporate continual improvement goals,

14




strategies and annual targets and their pledge to halve their
carbon emissions by 2030 and be carbon-neutral by 2050.

Maintaining and abiding by their ISO 50001 Energy
Management System certification which focuses efforts on
continually improving energy performance. Example initiatives
and activities designed to fight climate change include:

* Mandatory environmental awareness;

* Introducing site-wide recycling facilities and waste streaming;
* Regular staff awareness bulletins on environment and
sustainability best practices, to encourage behavioural change
among staff;

* Replacing bottled water and disposable cups with personal
water bottles and reusable insulated coffee cups, to replace
single use plastics;

* Refurbishing the Leeds office to make it more environmentally
friendly including changing the entire building to LED lighting
with PIR sensors on the lights and replacing gas boilers with air
source heating;

* Providing season ticket loans for public transport to reduce
single car use;

* Investing in collaboration tools and video conferencing to
eliminate unnecessary travel; and

* Enhancing procurement sustainability assessments to
encourage all suppliers to adopt sustainable practices in
addition to the environmental impact measures.

Continuing to address issues identified by their review of the
social impact within the areas of diversity and equal
opportunity, employment, local communities, modern slavery,
occupational Health and Safety, supplier social assessments,
and training and education.

Performance
Indicators

Refer to Schedule 1: Services for details of the performance
indicators.

Data supplied by the Supplier in relation to Performance Indicators is
deemed the Intellectual Property of the Buyer and may be published
by the Buyer.

1. Formation of contract

1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a
Call-Off Contract with the Buyer.

15




1.2  The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract
terms and by signing below agree to be bound by this Call-Off Contract.

1.3  This Call-Off Contract will be formed when the Buyer acknowledges receipt of the

signed copy of the Order Form from the Supplier.

1.4  In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract

(Part B) and Order Form (Part A) will supersede those of the Supplier Terms and

Conditions as per the order of precedence set out in clauses 8.3 to 8.6 inclusive of the

Framework Agreement.

2. Background to the agreement
2.1  The Supplier is a provider of G-Cloud Services and agreed to provide the Services
under the terms of Framework Agreement number RM1557.14.

Signed Supplier Buyer
REDACTED TEXT under FOIA REDACTED TEXT under FOIA
Name Section 40, Personal Section 40, Personal
Information Information
REDACTED TEXT under FOIA REDACTED TEXT under FOIA
Title Section 40, Personal Section 40, Personal
Information Information
REDACTED TEXT under FOIA REDACTED TEXT under FOIA
Signature Section 40, Personal Section 40, Personal
Information Information
Date 26" March 2025 27" March 2025

2.2 The Buyer provided an Order Form for Services to the Supplier.

Buyer Benefits
For each Call-Off Contract please complete a buyer benefits record, by following this link:

G-Cloud 14 Buyer Benefit Record

16
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Part B: Terms and conditions

1. Call-Off Contract Start date and length
1.1  The Supplier must start providing the Services on the date specified in the Order Form.

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to
36 months from the Start date unless Ended earlier under clause 18 or extended by the
Buyer under clause 1.3.

1.3  The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the
period in the Order Form, provided that this is within the maximum permitted under the
Framework Agreement of 1 period of up to 12 months.

1.4  The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer
reserves the right in the Order Form to set the Term at more than 36 month

2. Incorporation of terms

2.1 The following Framework Agreement clauses (including clauses, schedules and defined
terms referenced by them) as modified under clause 2.2 are incorporated as separate
Call-Off Contract obligations and apply between the Supplier and the Buyer:

2.3 (Warranties and representations)
4.1 to 4.6 (Liability)

4.10 to 4.11 (IR35)

5.4 to0 5.6 (Change of control)
5.7 (Fraud)

5.8 (Notice of fraud)

7 (Transparency and Audit)

8.3 t0 8.6 (Order of precedence)
11 (Relationship)

14 (Entire agreement)

15 (Law and jurisdiction)

16 (Legislative change)

17 (Bribery and corruption)

18 (Freedom of Information Act)
19 (Promoting tax compliance)
20 (Official Secrets Act)

21 (Transfer and subcontracting)

23 (Complaints handling and resolution)
24 (Conflicts of interest and ethical walls)
25 (Publicity and branding)

26 (Equality and diversity)

28 (Data protection)

30 (Insurance)

17



31 (Severability)

32 and 33 (Managing disputes and Mediation)

34 (Confidentiality)

35 (Waiver and cumulative remedies)

36 (Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement Schedule 3

The Framework Agreement provisions in clause 2.1 will be modified as follows:

a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’

a reference to ‘CCS’ or to ‘CCS and/or the Buyer’ will be a reference to ‘the Buyer

a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as
Parties under this Call-Off Contract

The Parties acknowledge that they are required to complete the applicable Annexes contained
in Schedule 7 (Processing Data) of the Framework Agreement for the purposes of this
Call-Off Contract. The applicable Annexes being reproduced at Schedule 7 of this Call-
Off Contract.

The Framework Agreement incorporated clauses will be referred to as incorporated Framework
clause ‘XX, where ‘XX’ is the Framework Agreement clause number.

When an Order Form is signed, the terms and conditions agreed in it will be incorporated into
this Call-Off Contract.

Supply of services

3.1  The Supplier agrees to supply the G-Cloud Services and any Additional Services under
the terms of the Call-Off Contract and the Supplier's Application.

3.2  The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance
criteria, as defined in the Order Form.

Supplier staff

4.1 The Supplier Staff must:

4.1.1 be appropriately experienced, qualified and trained to supply the Services

4.1.2 apply all due skill, care and diligence in faithfully performing those duties

18



4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the
Services to the reasonable satisfaction of the Buyer

4.1.4 respond to any enquiries about the Services as soon as reasonably possible
4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer

4.2  The Supplier must retain overall control of the Supplier Staff so that they are not
considered to be employees, workers, agents or contractors of the Buyer.

4.3  The Supplier may substitute any Supplier Staff as long as they have the equivalent
experience and qualifications to the substituted staff member.

4.4  The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the
Supplier's engagement under the Call-Off Contract is Inside or Outside IR35.

4.5  The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5
hereunder if the Supplier is delivering the Services Inside IR35.

4.6  The Buyer may need the Supplier to complete an Indicative Test using the ESI tool
before the Start date or at any time during the provision of Services to provide a
preliminary view of whether the Services are being delivered Inside or Outside IR35. If
the Supplier has completed the Indicative Test, it must download and provide a copy of
the PDF with the 14 digit ESI reference number from the summary outcome screen and
promptly provide a copy to the Buyer.

4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside
IR35, the Supplier must provide the Buyer with all relevant information needed to enable
the Buyer to conduct its own IR35 Assessment.

4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide
the ESI reference number and a copy of the PDF to the Supplier.

5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:

5.1.1 have made their own enquiries and are satisfied by the accuracy of any information
supplied by the other Party

5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract
terms

5.1.3 have raised all due diligence questions before signing the Call-Off Contract
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6.

5.1.4 have entered into the Call-Off Contract relying on their own due diligence

Business continuity and disaster recovery

6.1  The Supplier will have a clear business continuity and disaster recovery plan in their
Service Descriptions.

6.2  The Supplier's business continuity and disaster recovery services are part of the
Services and will be performed by the Supplier when required.

6.3  If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ensure that its business continuity and disaster recovery plan is consistent with the
Buyer’'s own plans.

Payment, VAT and Call-Off Contract charges

7.1  The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery
of the Services.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form
on receipt of a valid invoice.

7.3  The Call-Off Contract Charges include all Charges for payment processing. All invoices
submitted to the Buyer for the Services will be exclusive of any Management Charge.

7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by
the Government Procurement Card (GPC). The Supplier will be liable to pay any
merchant fee levied for using the GPC and must not recover this charge from the Buyer.

7.5  The Supplier must ensure that each invoice contains a detailed breakdown of the G-
Cloud Services supplied. The Buyer may request the Supplier provides further
documentation to substantiate the invoice.

7.6 If the Supplier enters into a Subcontract, it must ensure that a provision is included in
each Subcontract which specifies that payment must be made to the Subcontractor
within 30 days of receipt of a valid invoice.

7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate
Rate.

7.8  The Supplier must add VAT to the Charges at the appropriate rate with visibility of the
amount as a separate line item.

7.9  The Supplier will indemnify the Buyer on demand against any liability arising from the
Supplier's failure to account for or to pay any VAT on payments made to the Supplier
under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5
Working Days before the date on which the tax or other liability is payable by the Buyer.
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7.10

7.11

7.12

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier
is entitled to End this Call-Off Contract under clause 18.6 for Buyer's failure to pay
undisputed sums of money. Interest will be payable by the Buyer on the late payment of
any undisputed sums of money properly invoiced under the Late Payment of
Commercial Debts (Interest) Act 1998.

If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount
and return the invoice within 10 Working Days of the invoice date. The Buyer will
provide a covering statement with proposed amendments and the reason for any non-
payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the
returned invoice if it accepts the amendments. If it does then the Supplier must provide
a replacement valid invoice with the response.

Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly
define the consumption of services over the duration of the Call-Off Contract. The
Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative
only.

Recovery of sums due and right of set-off

8.1

If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

Insurance

9.1

9.2

The Supplier will maintain the insurances required by the Buyer including those in this
clause.

The Supplier will ensure that:

9.2.1 during this Call-Off Contract, Subcontractors hold third party public and products

liability insurance of the same amounts that the Supplier would be legally liable to pay
as damages, including the claimant's costs and expenses, for accidental death or
bodily injury and loss of or damage to Property, to a minimum of £1,000,000

9.2.2 the third-party public and products liability insurance contains an ‘indemnity to

principals’ clause for the Buyer’s benefit

9.2.3 all agents and professional consultants involved in the Services hold professional

indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim
during the Call-Off Contract, and for 6 years after the End or Expiry Date

9.2.4 all agents and professional consultants involved in the Services hold employers

liability insurance (except where exempt under Law) to a minimum indemnity of
£5,000,000 for each individual claim during the Call-Off Contract, and for 6 years
after the End or Expiry Date
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9.3 Ifrequested by the Buyer, the Supplier will obtain additional insurance policies, or
extend existing policies bought under the Framework Agreement.

9.4 If requested by the Buyer, the Supplier will provide the following to show compliance
with this clause:

9.4.1 a broker's verification of insurance
9.4.2 receipts for the insurance premium
9.4.3 evidence of payment of the latest premiums due

9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement
or this Call-Off Contract and the Supplier will:

9.5.1 take all risk control measures using Good Industry Practice, including the
investigation and reports of claims to insurers

9.5.2 promptly notify the insurers in writing of any relevant material fact under any
Insurances

9.5.3 hold all insurance policies and require any broker arranging the insurance to hold any
insurance slips and other evidence of insurance

10. Confidentiality

10.1 The Supplier must during and after the Term keep the Buyer fully indemnified against all
Losses, damages, costs or expenses and other liabilities (including legal fees) arising
from any breach of the Supplier's obligations under incorporated Framework Agreement
clause 34. The indemnity doesn’t apply to the extent that the Supplier breach is due to a
Buyer’s instruction.

11. Intellectual Property Rights

11.1  Save for the licences expressly granted pursuant to Clauses 11.3 and 11.4, neither
Party shall acquire any right, title or interest in or to the Intellectual Property Rights
(“IPR”s) (whether pre-existing or created during the Call-Off Contract Term) of the other
Party or its licensors unless stated otherwise in the Order Form.

11.2 Neither Party shall have any right to use any of the other Party's names, logos or
trademarks on any of its products or services without the other Party's prior written
consent.

11.3 The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence
during the Call-Off Contract Term to use the Buyer’s or its relevant licensor’s Buyer Data
and related IPR solely to the extent necessary for providing the Services in accordance
with this Contract, including the right to grant sub-licences to Subcontractors provided
that:
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11.3.1 any relevant Subcontractor has entered into a confidentiality undertaking with the
Supplier on substantially the same terms as set out in Framework Agreement clause
34 (Confidentiality); and

11.3.2 The Supplier shall not and shall procure that any relevant Sub-Contractor shall not,
without the Buyer’s written consent, use the licensed materials for any other purpose
or for the benefit of any person other than the Buyer.

11.4 The Supplier grants to the Buyer the licence taken from its Supplier Terms which licence
shall, as a minimum, grant the Buyer a non-exclusive, non-transferable licence during
the Call-Off Contract Term to use the Supplier’s or its relevant licensor’'s IPR solely to
the extent necessary to access and use the Services in accordance with this Call-Off
Contract.

11.5 Subject to the limitation in Clause 24.3, the Buyer shall:

11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party claim:
alleging that any use of the Services by or on behalf of the Buyer and/or Buyer Users is in
breach of applicable Law;
alleging that the Buyer Data violates, infringes or misappropriate any rights of a third

party;
arising from the Supplier’s use of the Buyer Data in accordance with this Call-Off

Contract; and

11.5.2 in addition to defending in accordance with Clause 11.5.1, the Buyer will pay the
amount of Losses awarded in final judgement against the Supplier or the amount of
any settlement agreed by the Buyer, provided that the Buyer’s obligations under
this Clause 11.5 shall not apply where and to the extent such Losses or third-party
claim is caused by the Supplier’s breach of this Contract.

11.6 The Supplier will, on written demand, fully indemnify the Buyer for all Losses which it
may incur at any time from any claim of infringement or alleged infringement of a third
party’s IPRs because of the:

rights granted to the Buyer under this Call-Off Contract
Supplier's performance of the Services
use by the Buyer of the Services

11.7 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the

Buyer in writing and must at its own expense after written approval from the Buyer,

either:

modify the relevant part of the Services without reducing its functionality or performance

23



substitute Services of equivalent functionality and performance, to avoid the infringement or
the alleged infringement, as long as there is no additional cost or burden to the Buyer

buy a licence to use and supply the Services which are the subject of the alleged
infringement, on terms acceptable to the Buyer

11.8 Clause 11.6 will not apply if the IPR Claim is from:

the use of data supplied by the Buyer which the Supplier isn’t required to verify under this
Call-Off Contract

other material provided by the Buyer necessary for the Services

11.9 If the Supplier does not comply with this clause 11, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the
money paid for the affected Services.

12. Protection of information

12.1 The Supplier must:

12.1.1 comply with the Buyer’s written instructions and this Call-Off Contract when
Processing Buyer Personal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Services or as required by Law or any Regulatory Body

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer
Personal Data act in compliance with Supplier's security processes

12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data
including by:

12.2.1 providing the Buyer with full details of the complaint or request

12.2.2 complying with a data access request within the timescales in the Data Protection
Legislation and following the Buyer’s instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject
(within the timescales required by the Buyer)

12.2.4 providing the Buyer with any information requested by the Data Subject
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12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal

Data to any other person (including any Subcontractors) for the provision of the G-Cloud
Services.

13. Buyer data

131

13.2

13.3

13.4

135

13.6

The Supplier must not remove any proprietary notices in the Buyer Data.

The Supplier will not store or use Buyer Data except if necessary to fulfil its
obligations.

If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer
as requested.

The Supplier must ensure that any Supplier system that holds any Buyer Data is a
secure system that complies with the Supplier's and Buyer’s security policies and all
Buyer requirements in the Order Form.

The Supplier will preserve the integrity of Buyer Data processed by the Supplier and
prevent its corruption and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked
Buyer Data or other government data will comply with:

13.6.1 the principles in the Security Policy Framework:
https://www.gov.uk/government/publications/security-policy-framework and the

Government Security - Classification policy:
https:/www.gov.uk/government/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Protection of National Infrastructure on Risk

Management:_https://www.npsa.gov.uk/content/adopt-risk-management-
approach and Protection of Sensitive Information and Assets:
https://www.npsa.gov.uk/sensitive-information-assets

13.6.3 the National Cyber Security Centre’s (NCSC) information risk management guidance:

https://www.ncsc.gov.uk/collection/risk-management-collection

13.6.4 government best practice in the design and implementation of system components,

including network principles, security design principles for digital services and the
secure email blueprint: https://www.gov.uk/government/publications/technologycode-
of-practice/technology -code-of-practice

13.6.5 the security requirements of cloud services using the NCSC Cloud Security

Principles and accompanying guidance:
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13.6.6 Buyer requirements in respect of Al ethical standards.

13.7

13.8

13.9

The Buyer will specify any security requirements for this project in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost,
breached or significantly degraded in any way for any reason, then the Supplier will
notify the Buyer immediately and will (at its own cost if corruption, loss, breach or
degradation of the Buyer Data was caused by the action or omission of the Supplier)
comply with any remedial action reasonably proposed by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological
processes to keep the Buyer Data safe from unauthorised use or access, loss,
destruction, theft or disclosure.

13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for

as long as the Supplier holds the Buyer’s Data.

14. Standards and quality

14.1

14.2

14.3

14.4

14.5

The Supplier will comply with any standards in this Call-Off Contract, the Order Form
and the Framework Agreement.

The Supplier will deliver the Services in a way that enables the Buyer to comply with its
obligations under the Technology Code of Practice, which is at:
https://www.gov.uk/government/publications/technologycode-of-practice/technology -
code-of-practice

If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud
Services comply with the requirements in the PSN Code of Practice.

If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that
the services have the relevant PSN compliance certification.

The Supplier must immediately disconnect its G-Cloud Services from the PSN if the
PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees
that the Buyer and the PSN Authority will not be liable for any actions, damages, costs,
and any other Supplier liabilities which may arise.
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15.
151

15.2

Open source

All software created for the Buyer must be suitable for publication as open source,
unless otherwise agreed by the Buyer.

If software needs to be converted before publication as open source, the Supplier must
also provide the converted format unless otherwise agreed by the Buyer.

16. Security

16.1

16.2

16.3

16.4

If requested to do so by the Buyer, before entering into this Call-Off Contract the
Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and
obtain the Buyer’s written approval of) a Security Management Plan and an Information
Security Management System. After Buyer approval the Security Management Plan and
Information Security Management System will apply during the Term of this Call-Off
Contract. Both plans will comply with the Buyer’s security policy and protect all aspects
and processes associated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the most up-to-date
antivirus definitions available from an industry-accepted antivirus software seller to

minimise the impact of Malicious Software.
If Malicious Software causes loss of operational efficiency or loss or corruption of
Service Data, the Supplier will help the Buyer to mitigate any losses and restore the

Services to operating efficiency as soon as possible.

Responsibility for costs will be at the:

16.4.1 Supplier's expense if the Malicious Software originates from the Supplier software or

the Service Data while the Service Data was under the control of the Supplier, unless
the Supplier can demonstrate that it was already present, not quarantined or
identified by the Buyer when provided

16.4.2 Buyer’s expense if the Malicious Software originates from the Buyer software or the

16.5

16.6

Service Data, while the Service Data was under the Buyer’s control

The Supplier will immediately notify the Buyer of any breach of security of Buyer’s
Confidential Information. Where the breach occurred because of a Supplier Default, the
Supplier will recover the Buyer’'s Confidential Information however it may be recorded.

Any system development by the Supplier should also comply with the government’s “10
Steps to Cyber Security’ guidance:

https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

16.7

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate
(or equivalent) required for the Services before the Start date.
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17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the
Buyer, the Supplier must give the Buyer on or before the Start date:

17.1.1 an executed Guarantee in the form at Schedule 5

17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving
the execution of the Guarantee

18. Ending the Call-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to
the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s
obligation to provide the Services will end on the date in the notice.

18.2 The Parties agree that the:

18.2.1 Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering
the type of cloud Service being provided

18.2.2 Call-Off Contract Charges paid during the notice period are reasonable compensation
and cover all the Supplier’'s avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause
18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure
which result in any unavoidable Loss by the Supplier, provided that the Supplier takes
all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will
reduce its unavoidable costs by any insurance sums available. The Supplier will submit
a fully itemised and costed list of the unavoidable Loss with supporting evidence.

18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate
effect by written notice to the Supplier if either the Supplier commits:

18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the
Buyer, be remedied

18.4.2 any fraud

18.5 A Party can End this Call-Off Contract at any time with immediate effect by written
notice if:

18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract (other

than failure to pay any amounts due) and, if that breach is remediable, fails to remedy
it within 15 Working Days of being notified in writing to do so
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18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Party ceases or threatens to cease to carry on the whole or any material

18.6

18.7

part of its business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier
must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t
pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the
length of notice in the Order Form.

A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off
Contract if clause 23.1 applies.

19. Consequences of suspension, ending and expiry

19.1

19.2

19.3

194

If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off
Contract or any part of it.

Even if a notice has been served to End this Call-Off Contract or any part of it, the
Supplier must continue to provide the ordered G-Cloud Services until the dates set out
in the notice.

The rights and obligations of the Parties will cease on the Expiry Date or End Date
whichever applies) of this Call-Off Contract, except those continuing provisions

described in clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:

19.4.1 any rights, remedies or obligations accrued before its Ending or expiration

19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or

expiry

19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier under

clauses

7 (Payment, VAT and Call-Off Contract charges)
8 (Recovery of sums due and right of set-off)

9 (Insurance)

10 (Confidentiality)

11 (Intellectual property rights)

12 (Protection of information)

13 (Buyer data)

19 (Consequences of suspension, ending and expiry)
24 (Liability); and incorporated Framework Agreement clauses: 4.1 to 4.6, (Liability),

24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)
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19.4.4 Any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is in force even if it Ends or expires.

19.5 Atthe end of the Call-Off Contract Term, the Supplier must promptly:

return all Buyer Data including all copies of Buyer software, code and any other software
licensed by the Buyer to the Supplier under it

return any materials created by the Supplier under this Call-Off Contract if the IPRs are
owned by the Buyer

stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a
complete and uncorrupted version in electronic form in the formats and on media
agreed with the Buyer

destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do
so or 12 calendar months after the End or Expiry Date, and provide written
confirmation to the Buyer that the data has been securely destroyed, except if the
retention of Buyer Data is required by Law

work with the Buyer on any ongoing work

return any sums prepaid for Services which have not been delivered to the Buyer, within 10
Working Days of the End or Expiry Date

Each Party will return all of the other Party’s Confidential Information and confirm this has been
done, unless there is a legal requirement to keep it or this Call-Off Contract states
otherwise.

All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the
end of the Call-Off Contract Term without the need for the Buyer to serve notice except
if this Call-Off Contract states otherwise.

20. Notices
20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted
as being 'in writing'.

Manner of delivery: email

Deemed time of delivery: 9am on the first Working Day after sending

Proof of service: Sent in an emailed letter in PDF format to the correct email address without
any error message
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20.2

This clause does not apply to any legal action or other method of dispute resolution
which should be sent to the addresses in the Order Form (other than a dispute notice
under this Call-Off Contract).

21. Exit plan

211

21.2

21.3

21.4

215

21.6

The Supplier must provide an exit plan in its Application which ensures continuity of
service and the Supplier will follow it.

When requested, the Supplier will help the Buyer to migrate the Services to a
replacement supplier in line with the exit plan. This will be at the Supplier's own expense
if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.

If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract
Term beyond 36 months the Supplier must provide the Buyer with an additional exit plan
for approval by the Buyer at least 8 weeks before the 30 month anniversary of the Start
date.

The Supplier must ensure that the additional exit plan clearly sets out the Supplier's
methodology for achieving an orderly transition of the Services from the Supplier to the
Buyer or its replacement Supplier at the expiry of the proposed extension period or if the
contract Ends during that period.

Before submitting the additional exit plan to the Buyer for approval, the Supplier will
work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s
own exit plan and strategy.

The Supplier acknowledges that the Buyer’s right to take the Term beyond 36 months is
subject to the Buyer’'s own governance process. Where the Buyer is a central
government department, this includes the need to obtain approval from CDDO under the
Spend Controls process. The approval to extend will only be given if the Buyer can
clearly demonstrate that the Supplier’'s additional exit plan ensures that:

21.6.1 the Buyer will be able to transfer the Services to a replacement supplier before the

expiry or Ending of the period on terms that are commercially reasonable and
acceptable to the Buyer

21.6.2 there will be no adverse impact on service continuity

21.6.3 there is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer to meet its obligations under the Technology Code of Practice
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217

21.8

If approval is obtained by the Buyer to extend the Term, then the Supplier will comply
with its obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, activities and roles and
responsibilities of the Parties for:

21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and code

reasonably required by the Buyer to enable a smooth migration from the Supplier

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to

the Buyer or a replacement supplier, including conversion to open standards or other
standards required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations,

configurations and databases to the Buyer or a replacement supplier

21.8.4 the testing and assurance strategy for exported Buyer Data

21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations

21.8.6 any other activities and information which is reasonably required to ensure continuity

of Service during the exit period and an orderly transition

22. Handover to replacement supplier

22.1

At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide
any:

22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information

in the Supplier's possession, power or control

22.1.2 other information reasonably requested by the Buyer

22.2

22.3

On reasonable notice at any point during the Term, the Supplier will provide any
information and data about the G-Cloud Services reasonably requested by the Buyer
(including information on volumes, usage, technical aspects, service performance and
staffing). This will help the Buyer understand how the Services have been provided and
to run a fair competition for a new supplier.

This information must be accurate and complete in all material respects and the level of
detail must be sufficient to reasonably enable a third party to prepare an informed offer
for replacement services and not be unfairly disadvantaged compared to the Supplier in
the buying process.
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23. Force majeure

23.1 Neither Party will be liable to the other Party for any delay in performing, or failure to
perform, its obligations under this Call-Off Contract (other than a payment of money) to
the extent that such delay or failure is a result of a Force Majeure event.

23.2 A Party will promptly (on becoming aware of the same) notify the other Party of a Force
Majeure event or potential Force Majeure event which could affect its ability to perform
its obligations under this Call-Off Contract.

23.3 Each Party will use all reasonable endeavours to continue to perform its obligations
under the Call-Off Contract and to mitigate the effects of Force Majeure. If a Force
Majeure event prevents a Party from performing its obligations under the Call-Off
Contract for more than 30 consecutive Working Days, the other Party can End the Call-
Off Contract with immediate effect by notice in writing.

24. Liability
24.1 Subiject to incorporated Framework Agreement clauses 4.1 to 4.6, each Party's Yearly
total liability for Defaults under or in connection with this Call-Off Contract shall not
exceed the greater of five hundred thousand pounds (£500,000) or one hundred and
twenty-five per cent (125%) of the Charges paid and/or committed to be paid in that
Year (or such greater sum (if any) as may be specified in the Order Form).

24.2 Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6,
the Supplier's liability:

24.2.1 pursuant to the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and

24.2.2 in respect of Losses arising from breach of the Data Protection Legislation shall be as
set out in Framework Agreement clause 28.

24.3 Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6,
the Buyer’s liability pursuant to Clause 11.5.2 shall in no event exceed in aggregate five
million pounds (£5,000,000).

24.4 When calculating the Supplier’s liability under Clause 24.1 any items specified in Clause
24.2 will not be taken into consideration.

25. Premises

25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage
it causes to the premises. It is responsible for repairing any damage to the premises or
any objects on the premises, other than fair wear and tear.

25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations
under this Call-Off Contract.
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25.3 The Supplier will vacate the Buyer’'s premises when the Call-Off Contract Ends or
expires.

25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:

25.5.1 comply with any security requirements at the premises and not do anything to
weaken the security of the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any health and safety measures implemented by the Buyer

25.5.4 immediately notify the Buyer of any incident on the premises that causes any
damage to Property which could cause personal injury

25.6 The Supplier will ensure that its health and safety policy statement (as required by the
Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to
provide the Services.

26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the
Buyer will have no liability for any loss of, or damage to, any Equipment.

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and
any other materials leaving the premises in a safe and clean condition.

27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who is not a Party to this Call-Off Contract
has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its
terms. This does not affect any right or remedy of any person which exists or is available
otherwise.
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28.

Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request,

which the Supplier will comply with.

28.2 The Supplier must provide reasonable support to enable Buyers to work in an

29.

environmentally friendly way, for example by helping them recycle or lower their carbon
footprint.

The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract

on the Start date then it must comply with its obligations under the Employment
Regulations and (if applicable) New Fair Deal (including entering into an Admission
Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising
from any failure to comply.

29.2  Twelve months before this Call-Off Contract expires, or after the Buyer has given notice

to end it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately
disclose to the Buyer all staff information including, but not limited to, the total number of
staff assigned for the purposes of TUPE to the Services. For each person identified the
Supplier must provide details of:

29.2.1 the activities they perform

29.2.2 age

29.2.3 start date

29.2.4 place of work

29.2.5 notice period

29.2.6 redundancy payment entitlement

29.2.7 salary, benefits and pension entitlements

29.2.8 employment status

29.2.9 identity of employer

29.2.10 working arrangements

29.2.11outstanding liabilities

29.2.12 sickness absence

29.2.13 copies of all relevant employment contracts and related documents
29.2.14 all information required under regulation 11 of TUPE or as reasonably requested by

the Buyer.

The Supplier warrants the accuracy of the information provided under this TUPE clause and will

notify the Buyer of any changes to the amended information as soon as reasonably
possible. The Supplier will permit the Buyer to use and disclose the information to any
prospective Replacement Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the

identity and number of staff assigned to the Services (unless reasonably requested by
the Buyer) or their terms and conditions, other than in the ordinary course of business.
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The Supplier will cooperate with the re-tendering of this Call-Off Contract by allowing the
Replacement Supplier to communicate with and meet the affected employees or their
representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from
both:

its failure to comply with the provisions of this clause

any claim by any employee or person claiming to be an employee (or their employee
representative) of the Supplier which arises or is alleged to arise from any act or
omission by the Supplier on or before the date of the Relevant Transfer

The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely
after it Ends or expires.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this
clause but their consent will not be required to vary these clauses as the Buyer and
Supplier may agree.

30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t
have to buy any Additional Services from the Supplier and can buy services that are the
same as or similar to the Additional Services from any third party.

30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must
provide and monitor performance of the Additional Services using an Implementation
Plan.

31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a
Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration
Agreement before the Start date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:

31.2.1 work proactively and in good faith with each of the Buyer’s contractors

31.2.2 co-operate and share information with the Buyer’s contractors to enable the efficient
operation of the Buyer’s ICT services and G-Cloud Services
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32. Variation process
32.1 The Buyer can request in writing a change to this Call-Off Contract using the template in
Schedule 9 if it isn’t a material change to the Framework Agreement or this Call-Off
Contract. Once implemented, it is called a Variation.

32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to
their G-Cloud Services or their delivery by submitting a Variation request using the
template in Schedule 9. This includes any changes in the Supplier’s supply chain.

32.3 If either Party can’t agree to or provide the Variation, the Buyer may agree to continue
performing its obligations under this Call-Off Contract without the Variation, or End this
Call-Off Contract by giving 30 days’ notice to the Supplier.

33. Data Protection Legislation (GDPR)

33.1 Pursuant to clause 2.1 and for the avoidance of doubt, clause 28 of the Framework
Agreement is incorporated into this Call-Off Contract. For reference, the appropriate UK
GDPR templates which are required to be completed in accordance with clause 28 are
reproduced in this Call-Off Contract document at Schedule 7.
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Schedule 1: Services

1.2

1.3

2.2

2.3

PURPOSE

Within the Cabinet Office, The Office of Government Property (OGP) leads the
Government’s property strategy across the public sector. It is responsible for
ensuring the government estate is run efficiently, as well as improving the built
environment and promoting economic growth where possible

This procurement is for the provision of support, hosting and maintenance for
the InSite property asset register (database).

The aim of the asset register is to collect and report on strategic cross govern-
ment property data, the Government’s statutory and strategic reporting require-
ments. This should be maintained within the Buyer’s’ Cloud environment, and
ongoing system and user management provided.

BACKGROUND TO THE BUYER

The OGP was established to work with central government departments to drive
efficiencies across the Government property estate. It also works with local au-
thorities to join the central government estate with local and unlocking surplus
public land and property for growth and housing.

The OGP has a critical role in delivering government priorities and property pro-
grammes and launched a Government Property Strategy?.

The key OGP priorities are mission-centric and have been developed to ensure
that the government estate helps to transform places and services; is smaller,
better and greener; and is managed in a professional and increasingly commer-
cial way.

2.3.1 Mission One: Transform Places and Services

e Enable delivery of Government priority outcomes by levelling up
communities

e Reflect the commitment to high quality design and beautiful
places in the Levelling Up and Regeneration Bill

2.3.2 Mission Two: A smaller, better, and greener public estate
e Transforming the Government property portfolio

e Creating an estate which is more efficient, effective and sustaina-
ble

2.3.3 Mission Three: Improve professional excellence and insight

! https://www.gov.uk/government/publications/government-property-strategy-2022-2030
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3.1

3.2

3.3

3.4

3.5

3.6

e Manage with professional excellent, informed by good data and
insight

e Reform of the Government Property Function and Profession to
achieve the aims of the strategy

BACKGROUND TO REQUIREMENT/OVERVIEW OF RE-
QUIREMENT

The InSite application is a tool employed by OGP across Central Government,
Local Authorities, NHS and the devolved administrations of Scotland, Wales
and Northern Ireland. It is fundamental within the OGP providing Departmental
property and land data through online Web and API services, and by supporting
additional modules such as the Government Property Finder.

The InSite System is a bespoke software system made up of services and pro-
cesses developed over many years within the Cabinet Office. As such, it re-
guires specialist support from a provider who can navigate the integrated soft-
ware to competently diagnose and fix issues that occur, and ensure that the
software is maintained and updated as necessary in line with technical and
other changes as they occur. The current support & maintenance contract for
the InSite system expires on 31st March 2025. Support and maintenance has,
to date, been provided by Corporate Document Services Ltd. (CDS)

InSite is central to the delivery of the OGP’s work and lies at the core of cross
government strategic property management. Updating InSite property infor-
mation is mandatory for all central government departments and their public
bodies. Additionally, the NHS are obligated to record surplus properties for dis-
posal. The system is also used by the 3 devolved Governments of Scotland,
Wales and Northern Ireland, English Local Authorities also enter property infor-
mation to meet their transparency commitments and obligations under the One
Public Estate (OPE) programme. This translates to approx 1,800 users from 58
Central Government departments for property alone.

Developed as a bespoke solution within the UK Government, it has facilitated a
common and consistent framework for the management of central government
property information where ownership and responsibility for maintaining data
remains with departments but the data is visible and accessible at the centre.

The InSite property application represents the ‘core application’, however the
InSite platform hosts a number of live applications, which are primarily used by
government functions and the devolved administrations to support the delivery
and monitoring of activity in a number of other key policy areas including con-
struction and sustainability.

The information supports the delivery of the:

e Reporting requirements under the Climate Change Act, 2008

e One Public Estate programme,

e Savings Target Reporting — Green, Efficiency, the annual State of the
Estate publication, Disposals,

e Transparency,

e National Property Controls and the public’s Right to Contest.
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DEFINITIONS

Expres Definition

sion or

Acrony

m

InSite means the central database application of

Government Estate properties and land. It
records the location of property, along with
information such as landlord details, lease
data and usage.

OGP means the Office of Government Property.
CO means Cabinet Office
GIS means Geographic Information System

SCOPE OF REQUIREMENT

3.7

3.8

3.9

3.10

3.11

Transition:

5.1.1 The Supplier will take over responsibility for the application service
delivery, support and maintenance from 1st April 2025.

Incident Resolution:

5.2.1 Once issues have been raised to the Supplier by the InSite service desk,
the developers provided will adhere to the published service level
agreements. Please see Annex D for service level agreements.

Issue Management:

5.3.1 The Supplier will fix issues with the InSite system as part of the service.
Use of approved Software - The Supplier will be responsible for ensuring only
approved software is used in an InSite environment. Factors that will be
considered in the approval of software for use in the environment will be
confirmed prior to the contract award. Please see Annex D for service level
agreements.

System Change Management:

5.4.1 The Supplier will be required to ensure agreed change control and
management procedures are followed.

System Integrity:
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3.12

3.13

3.14

5.5.1 The Supplier will ensure that InSite systems and software will be
maintained with software and configuration updates to ensure secure
operation. Updates will be made with appropriate testing, change and service
interruption procedures.

Back up

5.6.1 The Supplier will host the environment and ensure data is backed up on
a nightly basis in an industry standard format. The Supplier must work in
conjunction with the hosting provision to ensure an effective backup strategy
IS present to preserve both the data held within InSite and the files supporting
the actual application.

Release Management

5.7.1 The Supplier will be responsible for the release of 'change requests' and
new applications onto the InSite System. The Buyer does not require
significant changes to the existing site design and structure.

Cloud Hosting

5.8.1 The Supplier shall provide UK based 24x7 web hosting, 100%
availability, scheduled maintenance to take place outside normal office
working hours, ability to scale up or down according to demand, daily site and
code backups held for at least a month and ability to restore site from backup,
firewall protection and 24-hour monitoring against threats, immediate
deployment of software updates and patches

5.8.2 This cloud hosting shall be delivered by the Supplier.

3.15 The Supplier should ensure that they can host and provide sufficient re-

3.16

sources to support InSite system Hosting with an ability to upscale and
downscale resources as and when needed in both a storage capacity through
its environment and also through developments in its mapping and Geospatial
functions.

The quality standards required for the life of the Contract are as set out in the
applicable requirements. They include:

ISO/IEC 27001 certification
ISO27018 accreditation

ISO20000 certification

THE REQUIREMENT

The technical standards required of the Supplier are:

GIS Mapping by use of open source, Ordnance Survey API functionality and
Mapping technology incl JavaScript( leaflet) libraries.
CloudFlare Hosting of applications
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4.2

GDS Service Standard and Design Toolkit

Business Intelligence Reporting and Dashboard designs (Tableau) and where
required additional authoring tools (e.g. Power BI).

Data warehouse (Microsoft SQL Enterprise)

Maintaining connectivity to the Cabinet Office Digital Data Analytics Platform
(GRID)

Full stack javascript development (on React/Next.js or appropriate)

XML Schema, RESTful Json APIs and web services design, build & support
Liaise with the Cabinet Office regarding the potential to transition to the use of
CO tooling where appropriate.

Transition data into CO SPLUNK Instance to improve observability of service
performance

Technical decommissioning of redundant services with a view towards cost
optimisation

Transition of Azure ownership to the Cabinet Office at the end of the contract

The technical requirements are further detailed in Annex B and this section
should be read in conjunction with Annex B. Further details of the InSite plat-
form, to which the requirements relate, are provided in Annex C.

The Supplier shall provide the following InSite Hosting, Maintenance and Sup-
port Services

4.2.1 Software licensing: To maintain the prescribed third party annual soft-
ware maintenance for core InSite applications and development
tools. 3rd Party Software required is set outin Annex A.

4.2.2 Penetration Testing: To provide a third party, external accreditor to
carry out the required annual security test of InSite services.

4.2.3 Security: All security prevention, detection and defensive tasks and
services including monitoring, software patching, proactive health
checks.

4.2.4 Infrastructure: This is the provision of the Hosting Environment, daily

monitoring, maintenance, service intervention and support of the
hosting infrastructure services.

4.2.5 Core service support: to support service incidents and issue incidents
and other categories affecting the InSite property application and ser-
vices.

4.2.5.1 Provision of appropriately skilled resources throughout the
duration of the Contract in order to consistently deliver a
quality service.

4.2.5.2 The Supplier shall ensure that staff understand the Buyer’s
vision and objectives and will provide excellent customer
service to the Buyer throughout the duration of the Con-
tract.

4.2.6 Maintenance and Change: This service is to manage the Buyer’'s
need for amendments to the system created by events such as: Min-
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isterial request, FOI requests; policy change; Machinery of Govern-
ment Changes; end user group requests; changes in end user num-
bers. The Supplier shall work closely with the Buyer to ensure the
budget is not exceeded.

42.6.1

4.2.6.2

4.2.6.3

The Supplier will make code and data change at no extra
cost where consultancy resources assigned to the Con-
tract are available. Code changes will be the result of de-
fects found in production or to deliver additional features.
Change required to fix defects will be treated as the top
priority for change.

In addition to defect removal in accordance with the SLA,
the Supplier will implement changes from a prioritised
backlog at no additional cost, contingent on the availability
of consultancy resources allocated to the Contract.

The Supplier will maintain the prioritised backlog of work.
The Supplier and the Buyer will collaborate to set the pri-
ority order. The Buyer will make final decisions on the pri-
ority order. In priority order the Supplier will take items
from the backlog list and do the analysis, design, develop-
ment, test and deployment required to deliver the changes.
An initial list of change items for the backlog list (these
have not yet been prioritised) include:

(a) Data Standard Expansion
(b) Machinery of Government (MOG)

(©) Data Tasks such as manualised bulk changes, data
quality programmes of work and any ad-hoc re-
quests.

(d)  Snapshots delivery
(e) Penetration rest remediation
) OGP policy changes

(g) GRID development and integration support relating
to asset register including update of Tableau reports

(h) Property boundary data capture integration

0] Decommissioning - both in the context of artefacts
related to how the system is built.

1)) Self service approval
(k) User Research findings implementation.

() API development and integration with departmental
property management systems

43



4.3

4.4

Release Costs: The Supplier shall maintain software releases at the rate 1
every 6 weeks or when required or on OGP request.

43.1 System Change Management - The Supplier will be required to en-
sure agreed change control and management procedures are fol-
lowed and Release Management - The Supplier will be responsible
for the release of 'change requests' and new applications onto the
InSite platform.

4.3.2 The Supplier will ensure that InSite systems and software will be
maintained with software and configuration updates to ensure secure
operation. Updates will be made with appropriate testing, change and
service interruption procedures

System decommissioning - The Supplier will be required to support the decom-
missioning of aspects of the existing ePIMS service as they become redundant
as part system improvements and maintenance from the 1st April 2025 on-
wards. As part of this support on-going data migration will also be required.

KEY MILESTONES AND DELIVERABLES

The following Contract milestones/deliverables shall apply:
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Milestones Description Timeframe

Releases performed when vital to do so

1 over the course of the contract When Required or 6 weekly
No later than one year following
. . Contract Award and thereafter no
2 Penetration testing
later than 1 year from most recent
test
3 Software and Hosting Environment Within week 1 of updates
Updates recommendation/availability
4 Delivery of an Exit Plan. within 1 month of contract
commencement
5 First contract management meeting within 1 week of contract
following award of contract commencement
6 Delivery of a Business Continuity Plan within 1 month of contract

commencement

MANAGEMENT INFORMATION/REPORTING

8.1  The Supplier will provide a written monthly update report to the
Contract Manager. Details of the required content and format of the reports
will be provided following Contract Award. It will be expected that regular
meetings take place on a fortnightly basis, between the Contract Manager and
the Supplier.

8.2 The Supplier should provide and maintain appropriate service
specification documentation as part of system maintenance and support
including but not limited to: API specifications, Solution Design, High Level
Technical Architecture, Data Dictionaries, Database schemas and system
rules engines (e.g. validation) alongside component versioning controls.

8.3 The Supplier shall not use data or information provided by the Buyer to the

Supplier in relation to the delivery of the requirements, to train Artificial
Intelligence systems.
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8.2

8.3

9.1

10.
10.1

11.
11.1

12.
12.1

12.2

VOLUMES
N.A

CONTINUOUS IMPROVEMENT

The Supplier shall seek to continually improve the way in which the required
Services are delivered throughout the Contract duration. Including but not lim-
ited to cost efficient ways to utilise 3rd party software in support of maintaining
and improving the service.

The Supplier should present new ways of working to the Buyer during monthly
contract review meetings.

Changes to the way in which the Services are to be delivered must be brought
to the Buyer’s attention and agreed in writing prior to any changes being imple-
mented.

SUSTAINABILITY

The Supplier should consider their impact to the environment as part of the
delivery of these Services.

QUALITY

The Supplier will deliver the services in accordance with Clause 14.2 of the Call-
off Contract.

PRICE

Prices shall not exceed those on the Supplier's G-Cloud 14 rate card.

STAFF AND CUSTOMER SERVICE

The Supplier Staff will:

fulfil all reasonable requests of the Buyer

apply all due skill, care and diligence to the provisions of the Services

be appropriately experienced, qualified and trained to supply the Services. In
addition where any key member of Supplier staff involved in the delivery of the
Services is identified as likely to stop delivering the Services, the Supplier is
required to notify the Buyer promptly and to provide a plan for review and agree-
ment by the Buyer's Contract Manager setting out their realistic and robust
timeframes for appointing and training a replacement person so they can seam-
lessly replace the existing staff member.

respond to any enquiries about the Services as per the Service Level Agree-
ments.

complete any necessary vetting procedures specified by the Buyer

Comply with the provisions of the Official Secrets Act 1911 to 1989; and Section
182 of the Finance Act 1989.

The Supplier shall provide a sufficient level of resource throughout the duration
of the Contract in order to consistently deliver a quality service.
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12.3 The Supplier’s staff assigned to the Contract shall have the relevant qualifica-
tions and experience to deliver the Contract to the required standard.

12.4 The Supplier shall ensure that staff understand the Authority’s vision and objec-
tives and will provide excellent customer service to the Authority throughout the
duration of the Contract.

13. SERVICE LEVELS AND PERFORMANCE

13.1 The Buyer will measure the quality of the Supplier's delivery through their ad-
herence to the following SLAS/KPIs:
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Service Area KPI/SLA description Target

Project Management Delivery on time and on budget. Weekly contraq 100%
review meetings with the contract manager

Team composition The team should have collectively previous 100%
experience within the areas of real estate, publid
sector, technology, strategy and data.

Effectiveness Adherence to Service Agreement SLA’s. Noted 100%
in Annex D.

Engagement Written notes from engagement with all agreed | 100%
stakeholders (stakeholders agreed at the outset
A monthly update on system performance and
projects.

Quiality Technical advice and documentation meet CO | 100%

Technical approval to include systems
developments, decommissioning and system
reliability.

Team working, responsiveness to provide a high
quality deliverable and genuine interest of all
team members to ensure that authority gets a
high quality product.
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Systems Performance | All hosting and platform environment availability | 100%
should be monitored and supplier to confirm
Service levels in monthly reports and by
exception when below 100% standard.

Environment status reports to be provided
including areas such as firewalls, snapshots, an
performance on a monthly basis and by
exception where risk to delivery of service.

Systems Performance | 24x7 web hosting, availability of service in 100%
working hours with daily monitoring, monthly sig
posting throughout contract

Systems Performance | To adhere to SLAs in Annex D 100%

14.
14.1

14.2

14.3

15.
15.1

15.2

15.3

16.
16.1

SECURITY AND CONFIDENTIALITY REQUIREMENTS

Supplier Staff should not access restricted or sensitive information. If such ac-
cess is required, it will be with prior consent of the Buyer and will require rele-
vant clearance that is agreed in writing with the Buyer’s senior responsible of-
ficer before the data is accessed.

Supplier Staff who will have access to any non-restricted or sensitive property
and system data will be required to have CTC clearance.

OGP will require a non-disclosure agreement if access to information about cer-
tain sensitive projects or programs is required by the supplier to perform this
engagement.

PAYMENT AND INVOICING

Invoices will be sent to: REDACTED TEXT under FOIA Section 40, Personal
Information

Payment can only be made following satisfactory delivery of pre-agreed certi-
fied products and deliverables.

Before payment can be considered, each invoice must include a detailed ele-
mental breakdown of work completed and the associated costs.

CONTRACT MANAGEMENT

The Supplier will ultimately report to the Government Chief Property Officer.
The Chief Data Officer, Government Property will be the senior responsible of-
ficer for the contract.
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16.2

16.3

16.4

17.
17.1

Contract review meetings will take place on a fortnightly basis, or as agreed by
both parties and this may be conducted in alternative locations or remotely to
accommodate business needs.

Supplier to provide monthly contract review documentation to OGP covering
System performance, development, costs and usage breakdowns.

Any costs incurred by the Supplier as part of attendance at Contract Review
meetings shall be at the Supplier's own expense.

LOCATION

The Services will be delivered over the internet to UK National Locations. Data
will be stored in UK Data Centres.

50



Annexes to Schedule 1

Annex A — Software Licenses Procured

This table provides information relating to 3rd party software and certificates which the Supplier shall

use to deliver the InSite Support requirements.

Software Licensing

Cloudflare

Redgate SQL Backup Professional (Live & test)

Altova XMLSpy

Secure Sockets Layer (SSL) Certificates x 3

Thawte OV SSL Certs

Purpose

cloud security and content delivery network
(CDN) services

To restore development or test databases, if
required, while minimizing the tedium of the
task of taking, managing, and restoring the
backups.

XML editor and integrated development
environment. Allows developers to create
XML-based and Web services applications
using technologies such as XML, JSON,
XBRL, XML Schema, XSLT, XPath,
XQuery, WSDL and SOAP.

Digital certificate that encrypts data sent
between a web browser and a website.

InSite(test).cabinetoffice.gov.uk

Annex B - Support and Hosting Applications In-Scope

The following Services which do not necessarily have a unique URL are in scope:

Core InSite database and Data warehouse. Both of these use the .net framework, written in

C# and nested in SQL

Microsoft SQL Standard edition.

XML Schema, RESTFUL JSON APIs allowing for outside connections with external
databases and for the web services outlined below:

Service Interfaces
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Service Interfaces are individual web services providing access to particular areas of
functionality and data hosted on the InSite platform. Having successfully authenticated against
a particular service, interface clients can access all other functions exposed by that interface.

Each service interface is linked to a particular application. In order to gain access to a service
interface, a client must be set up with an application user record. The service interfaces and
their relationship to each application type are listed below. The IDs of the interfaces and
application types are important as they must be supplied by authenticating service clients.

Application Service Interfaces

REDACTED TEXT under FOIA Section 43 Commercial Interests

GIS Services consisting of:

Services related to the use of Ordnance survey APl and Leaflet Javascript Libraries to
visualise spatial mapping and presentation of property data on maps. It includes the OS
AddressBase Premium product and covers use of point data (e.g. property locations), curtilage
(property extent) and boundaries (e.g. land parcel extents). XML services related to the
transfer of property and boundary data in a system-to-system manner.

Data management, architecture and client support. Services include
e Support for API client and bulk imports user activity

e MOG
e Management of property data in relation to activities not managed through delivered
services

e Custom datasets and bespoke data updates
e Management of database platform
e Management of legacy services such as user administration

InSite Services API

REDACTED TEXT under FOIA Section 43 Commercial Interests

And supporting schemas

ANNEX C - DETAILS OF PLATFORM & APPLICATIONS

The InSite platform is built logically across three layers; Data, Services, and Interfaces. using
three physical layers consisting of Web Servers, Application Servers and Database Servers.
These are built to support front end user interaction, security, support user administration and
data authentication. SQL databases persist in supporting the collection and storage of property
data alongside the services both within e-PIMS and those added to the service in support of
the InSite application.
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All service endpoints run on the application servers and are consumed via the firewall by the

web server. Any services requiring external connectivity are exposed via reverse proxy running
on the web server.

High Level Architecture
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Live applications on the platform

o>
Ss

InSite; https://InSite.cabinetoffice.gov.uk/

Administration; https://InSite.cabinetoffice.gov.uk/Administration

Government Property Finder; https://InSite.cabinetoffice.gov.uk/government-property-finder

InSite Data Validation Service; https://InSite.cabinetoffice.gov.uk/DataValidation

Test applications on the platform used for development

InSite; https://test.InSite.cabinetoffice.gov.uk/

Administration; https://test.Insite.cabinetoffice.gov.uk/Administration

Government Property Finder; https://test.InSite.cabinetoffice.gov.uk/government-property-
finder

InSite Data Validation Service; https://InSitetest.cabinetoffice.gov.uk/DataValidation
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https://e-pims.cabinetoffice.gov.uk/ePIMSNet
https://e-pims.cabinetoffice.gov.uk/ePIMSNet
https://e-pims.cabinetoffice.gov.uk/Administration
https://e-pims.cabinetoffice.gov.uk/Administration
https://e-pims.cabinetoffice.gov.uk/government-property-finder
https://e-pims.cabinetoffice.gov.uk/government-property-finder
https://e-pimstest.cabinetoffice.gov.uk/DataValidation
https://e-pimstest.cabinetoffice.gov.uk/DataValidation
https://e-pimstest.cabinetoffice.gov.uk/ePIMSNet
https://e-pimstest.cabinetoffice.gov.uk/ePIMSNet
https://e-pimstest.cabinetoffice.gov.uk/Administration
https://e-pimstest.cabinetoffice.gov.uk/Administration
https://e-pimstest.cabinetoffice.gov.uk/government-property-finder
https://e-pimstest.cabinetoffice.gov.uk/government-property-finder
https://e-pimstest.cabinetoffice.gov.uk/government-property-finder
https://e-pimstest.cabinetoffice.gov.uk/DataValidation
https://e-pimstest.cabinetoffice.gov.uk/DataValidation

ANNEX D - SERVICE LEVEL AGREEMENTS (SLAS)

Priority Definition First Contact Resolution
Time
P1 A business-critical incident that requires immediate action, 15 mins 2 hours
making use of the emergency release process if necessary
Under Assessment A diagnostic holding priority that OGP may present a ticket to 30 mins 1 working day
(UA) the Supplier. This priority is not intended to be permanent and
should be changed, by the Supplier ticket owner, to the most
appropriate priority following initial assessment, which must
be carried out within one working day. OGP may suggest a
priority in the ticket narrative. Any ticket OGP believe meets
P1 criteria will be submitted at P1, never at UA.
Incident A high priority incident or service request that will be resolved N/A 3 working
Resolution 3 within the target resolution time. This will typically cover data days
(IR3) changes, or changes to stored procedures that can be
addressed directly in the live environment.
Incident Resolution 5 | A low priority incident or service request that will be resolved N/A 5 working days
(IR5) within the target resolution time. This will typically cover data
changes or changes to stored procedures that can be
addressed directly in the live environmet.
Standard Release For incident, service request and change request N/A Next
(SR) deliverables to be deployed in the next scheduled code scheduled
release (with a “statement of work” cut-off date). Items in the release,
release will have met the SLA if they are successfully pending
deployed to live at the first attempt. Items will fail SLA if they release
are not deployed to live successfully at the first attempt, or scope sign-
have already attained an SLA breach at an earlier priority. off date.
Non-standard For incident, service request and change request N/A Next
Release (NR) deliverables to be deployed prior to the next scheduled release
release. Items in the release will have met the SLA if for the
they are successfully deployed to live at the first applicati
attempt. Items will fail SLA if they are not deployed to on
live successfully at the first attempt, or have already cocerne
attained an SLA breach at an earlier priority. d.
Covers
all
applicati
ons not
listed
above
issue Record For residual issues not included in SLAs above, identified N/A See Issue
(PR) by the supplier/OGP or another party. Managem
ent table
below

Issue Management
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Problem
Severity

Criteria

Target Resolution
Time

The issue poses a significant business risk in that it may cause
an Incident or series of Incidents. No interim expedient measures
have been identified to resolve.

issue Reported within
1 working day and a
Report provided within
Ten Working Days

The issue poses no immediate business risk but may, if not
resolved, result in degradation in the performance of the
Service. Interim expedient measures are available to resolve.

issue Report
provided within One
Month

The issue poses no risk to the customer’s business but may, in
the long term, impact on the overall performance of the Service.

issue Report provided
within Six Months
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Schedule 2: Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with
the Supplier’s Platform pricing document) can’t be amended during the term of the Call-Off
Contract. The detailed Charges breakdown for the provision of Services during the Term will
include:

REDACTED TEXT under FOIA Section 43 Commercial Interests
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Schedule 3: Collaboration agreement
This agreement is made on [enter date]

between:
[Buyer name] of [Buyer address] (the Buyer)

[Company name] a company incorporated in [company address] under [registration number],
whose registered office is at [registered address]

[Company name] a company incorporated in [company address] under [registration number],
whose registered office is at [registered address]

[Company name] a company incorporated in [company address] under [registration number],
whose registered office is at [registered address]

[Company name] a company incorporated in [company address] under [registration number],
whose registered office is at [registered address]

[Company name] a company incorporated in [company address] under [registration number],
whose registered office is at [registered address] together (the Collaboration Suppliers and
each of them a Collaboration Supplier).

Whereas the:

Buyer and the Collaboration Suppliers have entered into the Call-Off Contracts (defined
below) for the provision of various IT and telecommunications (ICT) services

Collaboration Suppliers now wish to provide for the ongoing cooperation of the
Collaboration Suppliers in the provision of services under their respective Call-Off Contract

to the Buyer

In consideration of the mutual covenants contained in the Call-Off Contracts and this
Agreement and intending to be legally bound, the parties agree as follows:

1. Definitions and interpretation

1.1  Asused in this Agreement, the capitalised expressions will have the following meanings
unless the context requires otherwise:

1.1.1 “Agreement” means this collaboration agreement, containing the Clauses and
Schedules

1.1.2 “Call-Off Contract” means each contract that is let by the Buyer to one of the
Collaboration Suppliers

57



1.1.3

1.1.4

1.15

1.1.6

“Contractor’s Confidential Information” has the meaning set out in the Call-Off
Contracts

“Confidential Information” means the Buyer Confidential Information or any
Collaboration Supplier's Confidential Information

“Collaboration Activities” means the activities set out in this Agreement

“Buyer Confidential Information” has the meaning set out in the Call-Off Contract

1.1.7 “Default” means any breach of the obligations of any Collaboration Supplier or any

1.1.9

1.1.10

1.1.11

1.1.12

1.1.13

1.1.14

1.1.15

1.2
1.2.1

1.2

1.2

1.2

Default, act, omission, negligence or statement of any Collaboration Supplier, its
employees, servants, agents or subcontractors in connection with or in relation to the
subject matter of this Agreement and in respect of which such Collaboration Supplier
is liable (by way of indemnity or otherwise) to the other parties 1.1.8 “Detailed
Collaboration Plan” has the meaning given in clause 3.2

“Dispute Resolution Process” means the process described in clause 9
“Effective Date” means [insert date]

“Force Majeure Event” has the meaning given in clause 11.1.1
“Mediator” has the meaning given to it in clause 9.3.1

“Outline Collaboration Plan” has the meaning given to it in clause 3.1
“Term” has the meaning given to it in clause 2.1

"Working Day" means any day other than a Saturday, Sunday or public holiday in
England and Wales

General

As used in this Agreement the:

.1.1 masculine includes the feminine and the neuter
.1.2 singular includes the plural and the other way round

.1.3 A reference to any statute, enactment, order, regulation or other similar instrument

will be viewed as a reference to the statute, enactment, order, regulation or
instrument as amended by any subsequent statute, enactment, order, regulation
or instrument or as contained in any subsequent reenactment.
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2.

1.2.2 Headings are included in this Agreement for ease of reference only and will not affect

the interpretation or construction of this Agreement.

1.2.3 References to Clauses and Schedules are, unless otherwise provided, references to

clauses of and schedules to this Agreement.

1.2.4 Except as otherwise expressly provided in this Agreement, all remedies available to

any party under this Agreement are cumulative and may be exercised concurrently or
separately and the exercise of any one remedy will not exclude the exercise of any
other remedy.

1.2.5 The party receiving the benefit of an indemnity under this Agreement will use its

reasonable endeavours to mitigate its loss covered by the indemnity.

Term of the agreement

2.1

2.2

This Agreement will come into force on the Effective Date and, unless earlier terminated
in accordance with clause 10, will expire 6 months after the expiry or termination
(however arising) of the exit period of the last Call-Off Contract (the “Term”).

A Collaboration Supplier’s duty to perform the Collaboration Activities will continue until
the end of the exit period of its last relevant Call-Off Contract.

Provision of the collaboration plan

3.1

3.2

3.3

3.4

The Collaboration Suppliers will, within 2 weeks (or any longer period as notified by the
Buyer in writing) of the Effective Date, provide to the Buyer detailed proposals for the
Collaboration Activities they require from each other (the “Outline Collaboration Plan”).

Within 10 Working Days (or any other period as agreed in writing by the Buyer and the
Collaboration Suppliers) of [receipt of the proposals] or [the Effective Date], the Buyer
will prepare a plan for the Collaboration Activities (the “Detailed Collaboration Plan”).
The Detailed Collaboration Plan will include full details of the activities and interfaces
that involve all of the Collaboration Suppliers to ensure the receipt of the services under
each Collaboration Supplier’s respective [contract] [Call-Off Contract], by the Buyer. The
Detailed Collaboration Plan will be based on the Outline Collaboration Plan and will be
submitted to the Collaboration Suppliers for approval.

The Collaboration Suppliers will provide the help the Buyer needs to prepare the
Detailed Collaboration Plan.

The Collaboration Suppliers will, within 10 Working Days of receipt of the Detailed
Collaboration Plan, either:

3.4.1 approve the Detailed Collaboration Plan
3.4.2 reject the Detailed Collaboration Plan, giving reasons for the rejection
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3.5  The Collaboration Suppliers may reject the Detailed Collaboration Plan under clause
3.4.2 only if it is not consistent with their Outline Collaboration Plan in that it imposes
additional, more onerous, obligations on them.

3.6  If the parties fail to agree the Detailed Collaboration Plan under clause 3.4, the dispute
will be resolved using the Dispute Resolution Process.

Collaboration activities
4.1  The Collaboration Suppliers will perform the Collaboration Activities and all other
obligations of this Agreement in accordance with the Detailed Collaboration Plan.

4.2  The Collaboration Suppliers will provide all additional cooperation and assistance as is
reasonably required by the Buyer to ensure the continuous delivery of the services
under the Call-Off Contract.

4.3  The Collaboration Suppliers will ensure that their respective subcontractors provide all
cooperation and assistance as set out in the Detailed Collaboration Plan.

Invoicing
5.1 If any sums are due under this Agreement, the Collaboration Supplier responsible for
paying the sum will pay within 30 Working Days of receipt of a valid invoice.

5.2 Interest will be payable on any late payments under this Agreement under the Late
Payment of Commercial Debts (Interest) Act 1998, as amended.

Confidentiality
6.1  Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any
Confidential Information, the Collaboration Suppliers acknowledge that any Confidential
Information obtained from or relating to the Crown, its servants or agents is the property
of the Crown.

6.2 Each Collaboration Supplier warrants that:
6.2.1 any person employed or engaged by it (in connection with this Agreement in the

course of such employment or engagement) will only use Confidential Information for
the purposes of this Agreement
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6.2.2

6.2.3

6.2.4

any person employed or engaged by it (in connection with this Agreement) will not
disclose any Confidential Information to any third party without the prior written
consent of the other party

it will take all necessary precautions to ensure that all Confidential Information is
treated as confidential and not disclosed (except as agreed) or used other than for
the purposes of this Agreement by its employees, servants, agents or subcontractors

neither it nor any person engaged by it, whether as a servant or a consultant or
otherwise, will use the Confidential Information for the solicitation of business from
the other or from the other party's servants or consultants or otherwise

6.3  The provisions of clauses 6.1 and 6.2 will not apply to any information which is:

6.3.1 or becomes public knowledge other than by breach of this clause 6

6.3.2

6.3.3

6.3.4

6.3.5

in the possession of the receiving party without restriction in relation to disclosure
before the date of receipt from the disclosing party

received from a third party who lawfully acquired it and who is under no obligation
restricting its disclosure

independently developed without access to the Confidential Information

required to be disclosed by law or by any judicial, arbitral, regulatory or other
authority of competent jurisdiction

6.4 The Buyer’s right, obligations and liabilities in relation to using and disclosing any
Collaboration Supplier's Confidential Information provided under this Agreement and the
Collaboration Supplier’s right, obligations and liabilities in relation to using and
disclosing any of the Buyer’'s Confidential Information provided under this Agreement,
will be as set out in the [relevant contract] [Call-Off Contract].

7. Warranties

7.1

7.1.1

7.1.2

Each Collaboration Supplier warrants and represents that:

it has full capacity and authority and all necessary consents (including but not limited
to, if its processes require, the consent of its parent company) to enter into and to
perform this Agreement and that this Agreement is executed by an authorised
representative of the Collaboration Supplier

its obligations will be performed by appropriately experienced, qualified and trained
personnel with all due skill, care and diligence including but not limited to good
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7.2

8.
8.1

8.2

8.3

8.4

8.5

industry practice and (without limiting the generality of this clause 7) in accordance
with its own established internal processes

Except as expressly stated in this Agreement, all warranties and conditions, whether
express or implied by statute, common law or otherwise (including but not limited to
fitness for purpose) are excluded to the extent permitted by law.

Limitation of liability

None of the parties exclude or limit their liability for death or personal injury resulting
from negligence, or for any breach of any obligations implied by Section 2 of the Supply
of Goods and Services Act 1982.

Nothing in this Agreement will exclude or limit the liability of any party for fraud or
fraudulent misrepresentation.

Subject always to clauses 8.1 and 8.2, the liability of the Buyer to any Collaboration
Suppliers for all claims (by way of indemnity or otherwise) arising whether in contract,
tort (including negligence), misrepresentation (other than if made fraudulently), breach
of statutory duty or otherwise under this Agreement (excluding Clause 6.4, which will be
subject to the limitations of liability set out in the relevant Contract) will be limited to
[(E£,000)].

Subject always to clauses 8.1 and 8.2, the liability of each Collaboration Supplier for all
claims (by way of indemnity or otherwise) arising whether in contract, tort (including
negligence), misrepresentation (other than if made fraudulently), breach of statutory
duty or otherwise under this Agreement will be limited to [Buyer to specify].

Subject always to clauses 8.1, 8.2 and 8.6 and except in respect of liability under clause
6 (excluding clause 6.4, which will be subject to the limitations of liability set out in the
[relevant contract] [Call-Off Contract]), in no event will any party be liable to any other
for:

8.5.1 indirect loss or damage

8.5.2 special loss or damage

8.5.3 consequential loss or damage

8.5.4 loss of profits (whether direct or indirect)

8.5.5 loss of turnover (whether direct or indirect)

8.5.6 loss of business opportunities (whether direct or indirect)
8.5.7 damage to goodwill (whether direct or indirect)

8.6

Subject always to clauses 8.1 and 8.2, the provisions of clause 8.5 will not be taken as
limiting the right of the Buyer to among other things, recover as a direct loss any:

8.6.1 additional operational or administrative costs and expenses arising from a

Collaboration Supplier's Default
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8.6.2 wasted expenditure or charges rendered unnecessary or incurred by the Buyer arising
from a Collaboration Supplier's Default

9.
9.1

9.2

9.3

Dispute resolution process

All disputes between any of the parties arising out of or relating to this Agreement will be
referred, by any party involved in the dispute, to the representatives of the parties
specified in the Detailed Collaboration Plan.

If the dispute cannot be resolved by the parties' representatives nominated under clause
9.1 within a maximum of 5 Working Days (or any other time agreed in writing by the
parties) after it has been referred to them under clause 9.1, then except if a party seeks
urgent injunctive relief, the parties will refer it to mediation under the process set out in
clause 9.3 unless the Buyer considers (acting reasonably and considering any
objections to mediation raised by the other parties) that the dispute is not suitable for
resolution by mediation.

The process for mediation and consequential provisions for mediation are:

9.3.1 a neutral adviser or mediator will be chosen by agreement between the parties or, if

they are unable to agree upon a Mediator within 10 Working Days after a request by
one party to the other parties to appoint a Mediator or if the Mediator agreed upon is
unable or unwilling to act, any party will within 10 Working Days from the date of the
proposal to appoint a Mediator or within 10 Working Days of notice to the parties that
he is unable or unwilling to act, apply to the President of the Law Society to appoint a
Mediator

9.3.2 the parties will within 10 Working Days of the appointment of the Mediator meet to

agree a programme for the exchange of all relevant information and the structure of
the negotiations

9.3.3 unless otherwise agreed by the parties in writing, all negotiations connected with the

dispute and any settlement agreement relating to it will be conducted in confidence
and without prejudice to the rights of the parties in any future proceedings

9.3.4 if the parties reach agreement on the resolution of the dispute, the agreement will be

put in writing and will be binding on the parties once it is signed by their authorised
representatives

9.3.5 failing agreement, any of the parties may invite the Mediator to provide a non binding

but informative opinion in writing. The opinion will be provided on a without prejudice
basis and will not be used in evidence in any proceedings relating to this Agreement
without the prior written consent of all the parties
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9.3.6 if the parties fail to reach agreement in the structured negotiations within 20 Working
Days of the Mediator being appointed, or any longer period the parties agree on, then
any dispute or difference between them may be referred to the courts

9.4  The parties must continue to perform their respective obligations under this Agreement
and under their respective Contracts pending the resolution of a dispute.

10. Termination and consequences of termination

10.1 Termination

10.1.1 The Buyer has the right to terminate this Agreement at any time by notice in writing to
the Collaboration Suppliers whenever the Buyer has the right to terminate a
Collaboration Supplier's [respective contract] [Call-Off Contract].

10.1.2 Failure by any of the Collaboration Suppliers to comply with their obligations under
this Agreement will constitute a Default under their [relevant contract] [Call-Off
Contract]. In this case, the Buyer also has the right to terminate by notice in writing
the participation of any Collaboration Supplier to this Agreement and sever its name
from the list of Collaboration Suppliers, so that this Agreement will continue to
operate between the Buyer and the remaining Collaboration Suppliers.

10.2 Consequences of termination

10.2.1 Subject to any other right or remedy of the parties, the Collaboration Suppliers and
the Buyer will continue to comply with their respective obligations under the
[contracts] [Call-Off Contracts] following the termination (however arising) of this
Agreement.

10.2.2 Except as expressly provided in this Agreement, termination of this Agreement will be
without prejudice to any accrued rights and obligations under this Agreement.

11. General provisions

11.1 Force majeure

11.1.1 For the purposes of this Agreement, the expression “Force Majeure Event” will mean
any cause affecting the performance by a party of its obligations under this
Agreement arising from acts, events, omissions, happenings or non-happenings
beyond its reasonable control, including acts of God, riots, war or armed conflict, acts
of terrorism, acts of government, local government or Regulatory Bodies, fire, flood,
storm or earthquake, or disaster but excluding any industrial dispute relating to any
party, the party's personnel or any other failure of a Subcontractor.
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11.1.2 Subject to the remaining provisions of this clause 11.1, any party to this Agreement
may claim relief from liability for non-performance of its obligations to the extent this
is due to a Force Majeure Event.

11.1.3 A party cannot claim relief if the Force Majeure Event or its level of exposure to the
event is attributable to its wilful act, neglect or failure to take reasonable precautions
against the relevant Force Majeure Event.

11.1.4 The affected party will immediately give the other parties written notice of the Force
Majeure Event. The notification will include details of the Force Majeure Event
together with evidence of its effect on the obligations of the affected party, and any
action the affected party proposes to take to mitigate its effect.

11.1.5 The affected party will notify the other parties in writing as soon as practicable after
the Force Majeure Event ceases or no longer causes the affected party to be unable
to comply with its obligations under this Agreement. Following the natification, this
Agreement will continue to be performed on the terms existing immediately before
the Force Majeure Event unless agreed otherwise in writing by the parties.

11.2 Assignment and subcontracting
11.2.1 Subject to clause 11.2.2, the Collaboration Suppliers will not assign, transfer, novate,
sub-license or declare a trust in respect of its rights under all or a part of this
Agreement or the benefit or advantage without the prior written consent of the Buyer.

11.2.2 Any subcontractors identified in the Detailed Collaboration Plan can perform those
elements identified in the Detailed Collaboration Plan to be performed by the
Subcontractors.

11.3 Notices
11.3.1 Any notices given under or in relation to this Agreement will be deemed to have been
properly delivered if sent by recorded or registered post or by fax and will be deemed
for the purposes of this Agreement to have been given or made at the time the letter
would, in the ordinary course of post, be delivered or at the time shown on the
sender's fax transmission report.

11.3.2 For the purposes of clause 11.3.1, the address of each of the parties are those in the
Detailed Collaboration Plan.

11.4 Entire agreement
11.4.1 This Agreement, together with the documents and agreements referred to in it,
constitutes the entire agreement and understanding between the parties in respect of
the matters dealt with in it and supersedes any previous agreement between the
Parties about this.

65



11.4.2 Each of the parties agrees that in entering into this Agreement and the documents
and agreements referred to in it does not rely on, and will have no remedy in respect
of, any statement, representation, warranty or undertaking (whether negligently or
innocently made) other than as expressly set out in this Agreement. The only remedy
available to each party in respect of any statements, representation, warranty or
understanding will be for breach of contract under the terms of this Agreement.

11.4.3 Nothing in this clause 11.4 will exclude any liability for fraud.

11.5 Rights of third parties

Nothing in this Agreement will grant any right or benefit to any person other than the parties
or their respective successors in title or assignees, or entitle a third party to enforce any
provision and the parties do not intend that any term of this Agreement should be
enforceable by a third party by virtue of the Contracts (Rights of Third Parties) Act 1999.

11.6 Severability

If any provision of this Agreement is held invalid, illegal or unenforceable for any reason by
any court of competent jurisdiction, that provision will be severed without effect to the
remaining provisions. If a provision of this Agreement that is fundamental to the
accomplishment of the purpose of this Agreement is held to any extent to be invalid, the
parties will immediately commence good faith negotiations to remedy that invalidity.

11.7 Variations

No purported amendment or variation of this Agreement or any provision of this Agreement
will be effective unless it is made in writing by the parties.

11.8 No waiver

The failure to exercise, or delay in exercising, a right, power or remedy provided by this
Agreement or by law will not constitute a waiver of that right, power or remedy. If a party
waives a breach of any provision of this Agreement this will not operate as a waiver of a
subsequent breach of that provision, or as a waiver of a breach of any other provision.

11.9 Governing law and jurisdiction

This Agreement will be governed by and construed in accordance with English law and
without prejudice to the Dispute Resolution Process, each party agrees to submit to the
exclusive jurisdiction of the courts of England and Wales.

Executed and delivered as an agreement by the parties or their duly authorised attorneys the
day and year first above written.
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For and on behalf of the Buyer

Signed by:

Full name (capitals):
Position:
Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):
Position

: Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):
Position

: Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):
Position
: Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):
Position

. Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):
Position

: Date:
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For and on behalf of the [Company name]

Signed by:

Full name (capitals):
Position:
Date:

Collaboration Agreement Schedule 1: List of contracts

Collaboration supplier

Name/reference of contract

Effective date of contract
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Collaboration Agreement Schedule 2 [insert outline Collaboration Plan]
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1.

2.

Schedule 4:; Alternative clauses
Introduction

1.1  This Schedule specifies the alternative clauses that may be requested in the Order

Form and, if requested in the Order Form, will apply to this Call-Off Contract.

Clauses selected

2.1  The Buyer may, in the Order Form, request the following alternative Clauses:

2.1.1 Scots Law and Jurisdiction

2.1.2 References to England and Wales in incorporated Framework Agreement clause
15.1 (Law and Jurisdiction) of this Call-Off Contract will be replaced with Scotland
and the wording of the Framework Agreement and Call-Off Contract will be
interpreted as closely as possible to the original English and Welsh Law intention
despite Scots Law applying.

2.1.3 Reference to England and Wales in Working Days definition within the Glossary and

interpretations section will be replaced with Scotland.

2.1.4 References to the Contracts (Rights of Third Parties) Act 1999 will be removed in
clause 27.1. Reference to the Freedom of Information Act 2000 within the defined
terms for ‘FolA/Freedom of Information Act’ to be replaced with Freedom of
Information (Scotland) Act 2002.

2.1.5 Reference to the Supply of Goods and Services Act 1982 will be removed in
incorporated Framework Agreement clause 4.1.

2.1.6 References to “tort” will be replaced with “delict” throughout

2.2 The Buyer may, in the Order Form, request the following Alternative Clauses:

2.2.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)

2.3 Discrimination

2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment
and anti-discrimination legislation, including, in particular the:

Employment (Northern Ireland) Order 2002

Fair Employment and Treatment (Northern Ireland) Order 1998

Sex Discrimination (Northern Ireland) Order 1976 and 1988

Employment Equality (Sexual Orientation) Regulations (Northern Ireland) 2003
Equal Pay Act (Northern Ireland) 1970

Disability Discrimination Act 1995

Race Relations (Northern Ireland) Order 1997

Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern
Ireland) Order 1996

Employment Equality (Age) Regulations (Northern Ireland) 2006

Part-time Workers (Prevention of less Favourable Treatment) Regulation 2000
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Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002
The Disability Discrimination (Northern Ireland) Order 2006

The Employment Relations (Northern Ireland) Order 2004

Equality Act (Sexual Orientation) Regulations (Northern Ireland) 2006

Employment Relations (Northern Ireland) Order 2004

Work and Families (Northern Ireland) Order 2006

and will use its best endeavours to ensure that in its employment policies and practices
and in the delivery of the services required of the Supplier under this Call-Off Contract it
promotes equality of treatment and opportunity between:

persons of different religious beliefs or political opinions

men and women or married and unmarried persons

persons with and without dependants (including women who are pregnant or on maternity
leave and men on paternity leave)

persons of different racial groups (within the meaning of the Race Relations (Northern
Ireland) Order 1997)

persons with and without a disability (within the meaning of the Disability Discrimination
Act 1995)

persons of different ages

persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secure the observance of clause 2.3.1
of this Schedule by all Supplier Staff.

2.4 Equality policies and practices
2.4.1 The Supplier will introduce and will procure that any Subcontractor will also introduce
and implement an equal opportunities policy in accordance with guidance from and to
the satisfaction of the Equality Commission. The Supplier will review these policies
on a regular basis (and will procure that its Subcontractors do likewise) and the Buyer
will be entitled to receive upon request a copy of the policy.

2.4.2 The Supplier will take all reasonable steps to ensure that all of the Supplier Staff
comply with its equal opportunities policies (referred to in clause 2.3 above). These
steps will include:

the issue of written instructions to staff and other relevant persons

the appointment or designation of a senior manager with responsibility for equal
opportunities

training of all staff and other relevant persons in equal opportunities and harassment
matters

the inclusion of the topic of equality as an agenda item at team, management and staff

meetings

The Supplier will procure that its Subcontractors do likewise with their equal opportunities
policies.
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2.4.3

The Supplier will inform the Buyer as soon as possible in the event of:

the Equality Commission notifying the Supplier of an alleged breach by it or any

Subcontractor (or any of their shareholders or directors) of the Fair Employment
and Treatment (Northern Ireland) Order 1998 or

any finding of unlawful discrimination (or any offence under the Legislation mentioned in

clause 2.3 above) being made against the Supplier or its Subcontractors during
the Call-Off Contract Term by any Industrial or Fair Employment Tribunal or court,

The Supplier will take any necessary steps (including the dismissal or replacement of any
relevant staff or Subcontractor(s)) as the Buyer directs and will seek the advice of the
Equality Commission in order to prevent any offence or repetition of the unlawful
discrimination as the case may be.

244

2.4.5

2.5
251

252

2.6
2.6.1

The Supplier will monitor (in accordance with guidance issued by the Equality
Commission) the composition of its workforce and applicants for employment and will
provide an annual report on the composition of the workforce and applicants to the
Buyer. If the monitoring reveals under-representation or lack of fair participation of
particular groups, the Supplier will review the operation of its relevant policies and
take positive action if appropriate. The Supplier will impose on its Subcontractors
obligations similar to those undertaken by it in this clause 2.4 and will procure that
those Subcontractors comply with their obligations.

The Supplier will provide any information the Buyer requests (including Information
requested to be provided by any Subcontractors) for the purpose of assessing the
Supplier's compliance with its obligations under clauses 2.4.1 to 2.4.5 of this
Schedule.

Equality

The Supplier will, and will procure that each Subcontractor will, in performing its/their
obligations under this Call-Off Contract (and other relevant agreements), comply with
the provisions of Section 75 of the Northern Ireland Act 1998, as if they were a public
authority within the meaning of that section.

The Supplier acknowledges that the Buyer must, in carrying out its functions, have
due regard to the need to promote equality of opportunity as contemplated by the
Northern Ireland Act 1998 and the Supplier will use all reasonable endeavours to
assist (and to ensure that relevant Subcontractor helps) the Buyer in relation to
same.

Health and safety

The Supplier will promptly notify the Buyer of any health and safety hazards which
may arise in connection with the performance of its obligations under the Call-Off
Contract. The Buyer will promptly notify the Supplier of any health and safety hazards
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2.6.2

2.6.3

264

2.6.5

2.7
271

2.7.2

2.7.3

274

which may exist or arise at the Buyer premises and which may affect the Supplier in
the performance of its obligations under the Call-Off Contract.

While on the Buyer premises, the Supplier will comply with any health and safety
measures implemented by the Buyer in respect of Supplier Staff and other persons
working there.

The Supplier will notify the Buyer immediately in the event of any incident occurring in
the performance of its obligations under the Call-Off Contract on the Buyer premises
if that incident causes any personal injury or damage to property which could give
rise to personal injury.

The Supplier will comply with the requirements of the Health and Safety at Work
(Northern Ireland) Order 1978 and any other acts, orders, regulations and codes of
practice relating to health and safety, which may apply to Supplier Staff and other
persons working on the Buyer premises in the performance of its obligations under
the Call-Off Contract.

The Supplier will ensure that its health and safety policy statement (as required by
the Health and Safety at Work (Northern Ireland) Order 1978) is made available to
the Buyer on request.

Criminal damage

The Supplier will maintain standards of vigilance and will take all precautions as
advised by the Criminal Damage (Compensation) (Northern Ireland) Order 1977 or
as may be recommended by the police or the Northern Ireland Office (or, if replaced,
their successors) and will compensate the Buyer for any loss arising directly from a
breach of this obligation (including any diminution of monies received by the Buyer
under any insurance policy).

If during the Call-Off Contract Term any assets (or any part thereof) is or are
damaged or destroyed by any circumstance giving rise to a claim for compensation
under the provisions of the Compensation Order the following provisions of this
clause 2.7 will apply.

The Supplier will make (or will procure that the appropriate organisation make) all
appropriate claims under the Compensation Order as soon as possible after the CDO
Event and will pursue any claim diligently and at its cost. If appropriate, the Buyer will
also make and pursue a claim diligently under the Compensation Order. Any appeal
against a refusal to meet any claim or against the amount of the award will be at the
Buyer’s cost and the Supplier will (at no additional cost to the Buyer) provide any help
the Buyer reasonably requires with the appeal.

The Supplier will apply any compensation paid under the Compensation Order in
respect of damage to the relevant assets towards the repair, reinstatement or
replacement of the assets affected.
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Schedule 5: Guarantee

[A Guarantee should only be requested if the Supplier’s financial standing is not enough on
its own to guarantee delivery of the Services. This is a draft form of guarantee which can be
used to procure a Call Off Guarantee, and so it will need to be amended to reflect the
Beneficiary’s requirements]

This deed of guarantee is made on [insert date, month, year] between:

(1) [Insert the name of the Guarantor] a company incorporated in
England and Wales with number [insert company number] whose
registered office is at [insert details of the guarantor's registered
office] [or a company incorporated under the Laws of

[insert country], registered in [insert country] with number [insert number] at [insert

place of registration], whose principal office is at [insert office details]](Guarantor'); in

favour of

and

2 The Buyer whose offices are [insert Buyer’s official address]

(‘Beneficiary’) Whereas:

The guarantor has agreed, in consideration of the Buyer entering into the Call-Off Contract
with the Supplier, to guarantee all of the Supplier's obligations under the Call-Off Contract.

It is the intention of the Parties that this document be executed and take effect as a deed.

[Where a deed of guarantee is required, include the wording below and populate the box
below with the guarantor company's details. If a deed of guarantee isn’'t needed then the
section below and other references to the guarantee should be deleted.

Suggested headings are as follows:

Demands and notices

Representations and Warranties

Obligation to enter into a new Contract

Assignment

Third Party Rights

Governing Law

This Call-Off Contract is conditional upon the provision of a Guarantee to the Buyer from the

guarantor in respect of the Supplier.
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Guarantor
company

[Enter Company name] ‘Guarantor’

Guarantor
company
address

[Enter Company address]

Account
manager

[Enter Account Manager name]

Address: [Enter Account Manager address]

Phone: [Enter Account Manager phone number]

Email: [Enter Account Manager email]

Fax: [Enter Account Manager fax if applicable]

In consideration of the Buyer entering into the Call-Off Contract, the Guarantor agrees with

the Buyer as follows:
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Definitions and interpretation
In this Deed of Guarantee, unless defined elsewhere in this Deed of Guarantee or the
context requires otherwise, defined terms will have the same meaning as they have for the
purposes of the Call-Off Contract.

Meaning
Term

Call-Off Contract Means [the Guaranteed Agreement] made between the Buyer and the
Supplier on [insert date].

Guaranteed Means all obligations and liabilities of the Supplier to the Buyer under the

Obligations Call-Off Contract together with all obligations owed by the Supplier to the
Buyer that are supplemental to, incurred under, ancillary to or calculated
by reference to the Call-Off Contract.

Guarantee Means the deed of guarantee described in the Order Form (Parent
Company Guarantee).

References to this Deed of Guarantee and any provisions of this Deed of Guarantee or to
any other document or agreement (including to the Call-Off Contract) apply now, and as
amended, varied, restated, supplemented, substituted or novated in the future.

Unless the context otherwise requires, words importing the singular are to include the plural
and vice versa.

References to a person are to be construed to include that person's assignees or
transferees or successors in title, whether direct or indirect.

The words ‘other’ and ‘otherwise’ are not to be construed as confining the meaning of any
following words to the class of thing previously stated if a wider construction is possible.

Unless the context otherwise requires:
reference to a gender includes the other gender and the neuter
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references to an Act of Parliament, statutory provision or statutory instrument also apply if
amended, extended or re-enacted from time to time

any phrase introduced by the words ‘including’, ‘includes’, ‘in particular’, ‘for example’ or
similar, will be construed as illustrative and without limitation to the generality of the
related general words

References to Clauses and Schedules are, unless otherwise provided, references to
Clauses of and Schedules to this Deed of Guarantee.

References to liability are to include any liability whether actual, contingent, present or
future.

Guarantee and indemnity
The Guarantor irrevocably and unconditionally guarantees that the Supplier duly performs all

of the guaranteed obligations due by the Supplier to the Buyer.

If at any time the Supplier will fail to perform any of the guaranteed obligations, the
Guarantor irrevocably and unconditionally undertakes to the Buyer it will, at the cost of the
Guarantor:

fully perform or buy performance of the guaranteed obligations to the Buyer

as a separate and independent obligation and liability, compensate and keep the Buyer
compensated against all losses and expenses which may result from a failure by the
Supplier to perform the guaranteed obligations under the Call-Off Contract

As a separate and independent obligation and liability, the Guarantor irrevocably and
unconditionally undertakes to compensate and keep the Buyer compensated on demand
against all losses and expenses of whatever nature, whether arising under statute, contract
or at common Law, if any obligation guaranteed by the guarantor is or becomes
unenforceable, invalid or illegal as if the obligation guaranteed had not become
unenforceable, invalid or illegal provided that the guarantor's liability will be no greater than
the Supplier's liability would have been if the obligation guaranteed had not become
unenforceable, invalid or illegal.

Obligation to enter into a new contract
If the Call-Off Contract is terminated or if it is disclaimed by a liquidator of the Supplier or the
obligations of the Supplier are declared to be void or voidable, the Guarantor will, at the
request of the Buyer, enter into a Contract with the Buyer in the same terms as the Call-Off
Contract and the obligations of the Guarantor under such substitute agreement will be the
same as if the Guarantor had been original obligor under the Call-Off Contract or under an
agreement entered into on the same terms and at the same time as the Call-Off Contract
with the Buyer.
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Demands and notices

Any demand or notice served by the Buyer on the Guarantor under this Deed of Guarantee
will be in writing, addressed to:

[Enter Address of the Guarantor in England and
Wales]

[Enter Email address of the Guarantor
representative] For the Attention of [insert details]

or such other address in England and Wales as the Guarantor has notified the Buyer in
writing as being an address for the receipt of such demands or notices.

Any notice or demand served on the Guarantor or the Buyer under this Deed of Guarantee
will be deemed to have been served if:

delivered by hand, at the time of delivery
posted, at 10am on the second Working Day after it was put into the post

sent by email, at the time of despatch, if despatched before 5pm on any Working Day, and in
any other case at 10am on the next Working Day

In proving Service of a notice or demand on the Guarantor or the Buyer, it will be sufficient to
prove that delivery was made, or that the envelope containing the notice or demand was
properly addressed and posted as a prepaid first class recorded delivery letter, or that the
fax message was properly addressed and despatched.

Any notice purported to be served on the Buyer under this Deed of Guarantee will only be
valid when received in writing by the Buyer.

Beneficiary’s protections

The Guarantor will not be discharged or released from this Deed of Guarantee by:

any arrangement made between the Supplier and the Buyer (whether or not such
arrangement is made with the assent of the Guarantor)

any amendment to or termination of the Call-Off Contract

any forbearance or indulgence as to payment, time, performance or otherwise granted by
the Buyer (whether or not such amendment, termination, forbearance or indulgence
is made with the assent of the Guarantor)

the Buyer doing (or omitting to do) anything which, but for this provision, might exonerate the

Guarantor

This Deed of Guarantee will be a continuing security for the Guaranteed Obligations and
accordingly:
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it will not be discharged, reduced or otherwise affected by any partial performance (except to
the extent of such partial performance) by the Supplier of the Guaranteed Obligations
or by any omission or delay on the part of the Buyer in exercising its rights under this
Deed of Guarantee

it will not be affected by any dissolution, amalgamation, reconstruction, reorganisation,
change in status, function, control or ownership, insolvency, liquidation,
administration, appointment of a receiver, voluntary arrangement, any legal limitation
or other incapacity, of the Supplier, the Buyer, the Guarantor or any other person

if, for any reason, any of the Guaranteed Obligations is void or unenforceable against the
Supplier, the Guarantor will be liable for that purported obligation or liability as if the
same were fully valid and enforceable and the Guarantor were principal debtor

the rights of the Buyer against the Guarantor under this Deed of Guarantee are in addition
to, will not be affected by and will not prejudice, any other security, guarantee,

indemnity or other rights or remedies available to the Buyer

The Buyer will be entitled to exercise its rights and to make demands on the Guarantor
under this Deed of Guarantee as often as it wishes. The making of a demand (whether
effective, partial or defective) relating to the breach or non-performance by the Supplier of
any Guaranteed Obligation will not preclude the Buyer from making a further demand
relating to the same or some other Default regarding the same Guaranteed Obligation.

The Buyer will not be obliged before taking steps to enforce this Deed of Guarantee against
the Guarantor to:

obtain judgement against the Supplier or the Guarantor or any third party in any court
make or file any claim in a bankruptcy or liquidation of the Supplier or any third party
take any action against the Supplier or the Guarantor or any third party

resort to any other security or guarantee or other means of payment

No action (or inaction) by the Buyer relating to any such security, guarantee or other means
of payment will prejudice or affect the liability of the Guarantor.

The Buyer's rights under this Deed of Guarantee are cumulative and not exclusive of any
rights provided by Law. The Buyer’s rights may be exercised as often as the Buyer deems
expedient. Any waiver by the Buyer of any terms of this Deed of Guarantee, or of any
Guaranteed Obligations, will only be effective if given in writing and then only for the purpose
and upon the terms and conditions on which it is given.

Any release, discharge or settlement between the Guarantor and the Buyer will be
conditional upon no security, disposition or payment to the Buyer by the Guarantor or any
other person being void, set aside or ordered to be refunded following any enactment or Law
relating to liquidation, administration or insolvency or for any other reason. If such condition
will not be fulfilled, the Buyer will be entitled to enforce this Deed of Guarantee subsequently
as if such release, discharge or settlement had not occurred and any such payment had not
been made. The Buyer will be entitled to retain this security before and after the payment,
discharge or satisfaction of all monies, obligations and liabilities that are or may become due
owing or incurred to the Buyer from the Guarantor for such period as the Buyer may
determine.
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Representations and warranties
The Guarantor hereby represents and warrants to the Buyer that:

the Guarantor is duly incorporated and is a validly existing company under the Laws of its
place of incorporation

has the capacity to sue or be sued in its own name

the Guarantor has power to carry on its business as now being conducted and to own its
Property and other assets

the Guarantor has full power and authority to execute, deliver and perform its obligations
under this Deed of Guarantee and no limitation on the powers of the Guarantor will
be exceeded as a result of the Guarantor entering into this Deed of Guarantee

the execution and delivery by the Guarantor of this Deed of Guarantee and the performance
by the Guarantor of its obligations under this Deed of Guarantee including entry into
and performance of a Call-Off Contract following Clause 3) have been duly
authorised by all necessary corporate action and do not contravene or conflict with:

o the Guarantor's memorandum and articles of association or other equivalent

constitutional documents, any existing Law, statute, rule or Regulation or any
judgement, decree or permit to which the Guarantor is subject

o the terms of any agreement or other document to which the Guarantor is a party or
which is binding upon it or any of its assets
o all governmental and other authorisations, approvals, licences and consents,

required or desirable

This Deed of Guarantee is the legal valid and binding obligation of the Guarantor and is
enforceable against the Guarantor in accordance with its terms.

Payments and set-off
All sums payable by the Guarantor under this Deed of Guarantee will be paid without any
set-off, lien or counterclaim, deduction or withholding, except for those required by Law. If
any deduction or withholding must be made by Law, the Guarantor will pay that additional
amount to ensure that the Buyer receives a net amount equal to the full amount which it
would have received if the payment had been made without the deduction or withholding.

The Guarantor will pay interest on any amount due under this Deed of Guarantee at the
applicable rate under the Late Payment of Commercial Debts (Interest) Act 1998, accruing
on a daily basis from the due date up to the date of actual payment, whether before or after
judgement.

The Guarantor will reimburse the Buyer for all legal and other costs (including VAT) incurred
by the Buyer in connection with the enforcement of this Deed of Guarantee.

Guarantor’s acknowledgement
The Guarantor warrants, acknowledges and confirms to the Buyer that it has not entered into
this
Deed of Guarantee in reliance upon the Buyer nor been induced to enter into this Deed of
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Guarantee by any representation, warranty or undertaking made by, or on behalf of the
Buyer, (whether express or implied and whether following statute or otherwise) which is not
in this Deed of Guarantee.

Assignment
The Buyer will be entitled to assign or transfer the benefit of this Deed of Guarantee at any
time to any person without the consent of the Guarantor being required and any such
assignment or transfer will not release the Guarantor from its liability under this Guarantee.

The Guarantor may not assign or transfer any of its rights or obligations under this Deed of
Guarantee.

Severance
If any provision of this Deed of Guarantee is held invalid, illegal or unenforceable for any
reason by any court of competent jurisdiction, such provision will be severed and the
remainder of the provisions will continue in full force and effect as if this Deed of Guarantee
had been executed with the invalid, illegal or unenforceable provision eliminated.

Third-party rights
A person who is not a Party to this Deed of Guarantee will have no right under the Contracts
(Rights of Third Parties) Act 1999 to enforce any term of this Deed of Guarantee. This Clause
does not affect any right or remedy of any person which exists or is available otherwise than
following that Act.

Governing law
This Deed of Guarantee, and any non-Contractual obligations arising out of or in connection
with it, will be governed by and construed in accordance with English Law.

The Guarantor irrevocably agrees for the benefit of the Buyer that the courts of England will
have jurisdiction to hear and determine any suit, action or proceedings and to settle any
dispute which may arise out of or in connection with this Deed of Guarantee and for such
purposes hereby irrevocably submits to the jurisdiction of such courts.

Nothing contained in this Clause will limit the rights of the Buyer to take proceedings against
the Guarantor in any other court of competent jurisdiction, nor will the taking of any such
proceedings in one or more jurisdictions preclude the taking of proceedings in any other
jurisdiction, whether concurrently or not (unless precluded by applicable Law).

The Guarantor irrevocably waives any objection which it may have now or in the future to the
courts of England being nominated for this Clause on the ground of venue or otherwise and
agrees not to claim that any such court is not a convenient or appropriate forum.

[The Guarantor hereby irrevocably designates, appoints and empowers [enter the Supplier
name] [or a suitable alternative to be agreed if the Supplier's registered office is not in
England or Wales] either at its registered office or on fax number [insert fax number] from
time to time to act as its authorised agent to receive notices, demands, Service of process
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and any other legal summons in England and Wales for the purposes of any legal action or
proceeding brought or to be brought by the Buyer in respect of this Deed of Guarantee. The
Guarantor hereby irrevocably consents to the Service of notices and demands, Service of
process or any other legal summons served in such way.]

IN WITNESS whereof the Guarantor has caused this instrument to be executed and
delivered as a Deed the day and year first before written.

EXECUTED as a DEED by

[Insert name of the Guarantor] acting by [Insert
names]

Director

Director/Secretary

82



Schedule 6: Glossary and interpretations

In this Call-Off Contract the following expressions mean:

Expression

Meaning

Additional Services

Any services ancillary to the G-Cloud Services that are in the
scope of Framework Agreement Clause 2 (Services) which a
Buyer may request.

Admission Agreement

The agreement to be entered into to enable the Supplier to
participate in the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to
Tender (known as the Invitation to Apply on the Platform).
Audit An audit carried out under the incorporated Framework

Agreement clauses.

Background IPRs

For each Party, IPRs:

owned by that Party before the date of this Call-Off Contract
(as may be enhanced and/or modified but not as a
consequence of the Services) including IPRs contained in any
of the Party's Know-How, documentation and processes
created by the Party independently of this Call-Off Contract,
or

For the Buyer, Crown Copyright which isn’t available to the
Supplier otherwise than under this Call-Off Contract, but
excluding IPRs owned by that Party in Buyer software or
Supplier software.

Buyer The contracting authority ordering services as set out in the
Order Form.
Buyer Data All data supplied by the Buyer to the Supplier including

Personal Data and Service Data that is owned and managed
by the Buyer.

Buyer Personal Data

The Personal Data supplied by the Buyer to the Supplier for
purposes of, or in connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-Off
Contract.
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Buyer Software

Software owned by or licensed to the Buyer (other than under
this Agreement), which is or will be used by the Supplier to
provide the Services.

Call-Off Contract

This call-off contract entered into following the provisions of
the Framework Agreement for the provision of Services made
between the Buyer and the Supplier comprising the Order
Form, the Call-Off terms and conditions, the Call-Off
schedules and the Collaboration Agreement.

Charges

The prices (excluding any applicable VAT), payable to the
Supplier by the Buyer under this Call-Off Contract.

Collaboration
Agreement

An agreement, substantially in the form, set out at Schedule 3,
between the Buyer and any combination of the Supplier and
contractors, to ensure collaborative working in their delivery of
the Buyer’s Services and to ensure that the Buyer receives
end-to-end services across its IT estate.

Commercially
Sensitive Information

Information, which the Buyer has been notified about by the
Supplier in writing before the Start date with full details of why
the Information is deemed to be commercially sensitive.

Confidential
Information

Data, Personal Data and any information, which may include
(but isn’t limited to) any:

information about business, affairs, developments, trade
secrets, know-how, personnel, and third parties, including all
Intellectual Property Rights (IPRs), together with all
information derived from any of the above

other information clearly designated as being confidential or
which ought reasonably be considered to be confidential
(whether or not it is marked ‘confidential’).

Control

‘Control’ as defined in section 1124 and 450 of the Corporation
Tax Act 2010. 'Controls' and 'Controlled" will be interpreted
accordingly.
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Controller

Takes the meaning given in the UK GDPR.

Crown

The government of the United Kingdom (including the
Northern Ireland Assembly and Executive Committee, the
Scottish Executive and the National Assembly for Wales),
including, but not limited to, government ministers and
government departments and particular bodies, persons,
commissions or agencies carrying out functions on its behalf.

Data Loss Event

Event that results, or may result, in unauthorised access to
Personal Data held by the Processor under this Call-Off
Contract and/or actual or potential loss and/or destruction of
Personal Data in breach of this Agreement, including any
Personal Data Breach.

Data Protection Impact
Assessment (DPIA)

An assessment by the Controller of the impact of the
envisaged Processing on the protection of Personal Data.

Data Protection
Legislation (DPL)

(i) the UK GDPR as amended from time to time; (ii) the DPA
2018 to the extent that it relates to Processing of Personal
Data and privacy; (iii) all applicable Law about the Processing
of Personal Data and privacy.

Data Subject

Takes the meaning given in the UK GDPR

Default

Default is any:

breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)

other default, negligence or negligent statement of the
Supplier, of its Subcontractors or any Supplier Staff (whether
by act or omission), in connection with or in relation to this
Call-Off Contract

Unless otherwise specified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation to a Default of the Call-Off Contract,
the Supplier is liable to the Buyer.

DPA 2018

Data Protection Act 2018.
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Employment
Regulations

The Transfer of Undertakings (Protection of Employment)
Regulations 2006 (S| 2006/246) (‘TUPE’)

End

Means to terminate; and Ended and Ending are construed
accordingly.

Environmental
Information
Regulations or EIR

The Environmental Information Regulations 2004 together with
any guidance or codes of practice issued by the Information
Commissioner or relevant government department about the
regulations.

Equipment

The Supplier's hardware, computer and telecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Off
Contract.

ESI Reference Number

The 14 digit ESI reference number from the summary of the
outcome screen of the ESI tool.

Employment Status
Indicator test tool or
ESI tool

The HMRC Employment Status Indicator test tool. The most
up-to-date version must be used. At the time of drafting the
tool may be found here:
https://www.gov.uk/guidance/check-employment-status-fortax

Expiry Date

The expiry date of this Call-Off Contract in the Order Form.

Financial Metrics

The following financial and accounting measures:
Dun and Bradstreet score of 50

Operating Profit Margin of 2%

Net Worth of O

Quick Ratio of 0.7
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Force Majeure

A force Majeure event means anything affecting either Party's
performance of their obligations arising from any:

acts, events or omissions beyond the reasonable control of the
affected Party

riots, war or armed conflict, acts of terrorism, nuclear,
biological or chemical warfare

acts of government, local government or Regulatory Bodies
fire, flood or disaster and any failure or shortage of power or
fuel

industrial dispute affecting a third party for which a substitute

third party isn’t reasonably available

The following do not constitute a Force Majeure event:
any industrial dispute about the Supplier, its staff, or failure in

the Supplier’'s (or a Subcontractor's) supply chain

any event which is attributable to the wilful act, neglect or
failure to take reasonable precautions by the Party seeking to
rely on Force Majeure

the event was foreseeable by the Party seeking to rely on
Force

Majeure at the time this Call-Off Contract was entered into
any event which is attributable to the Party seeking to rely on
Force Majeure and its failure to comply with its own business
continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start
date that are the same as or substantially similar to the
Services. This also includes any Subcontractor or the Supplier
(or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557.14 together with
the Framework Schedules.

Fraud

Any offence under Laws creating offences in respect of
fraudulent acts (including the Misrepresentation Act 1967) or
at common law in respect of fraudulent acts in relation to this
Call-Off Contract or defrauding or attempting to defraud or
conspiring to defraud the Crown.
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Freedom of
Information Act or
FolA

The Freedom of Information Act 2000 and any subordinate

legislation made under the Act together with any guidance or
codes of practice issued by the Information Commissioner or
relevant government department in relation to the legislation.

G-Cloud Services

The cloud services described in Framework Agreement
Clause 2 (Services) as defined by the Service Definition, the
Supplier Terms and any related Application documentation,
which the Supplier must make available to CCS and Buyers
and those services which are deliverable by the Supplier
under the Collaboration Agreement.

UK GDPR

The retained EU law version of the General Data Protection
Regulation (Regulation (EU) 2016/679).

Good Industry Practice

Standards, practices, methods and process conforming to the
Law and the exercise of that degree of skill and care,
diligence, prudence and foresight which would reasonably and
ordinarily be expected from a skilled and experienced person
or body engaged in a similar undertaking in the same or
similar circumstances.

Government
Procurement Card

The government’s preferred method of purchasing and
payment for low value goods or services.

Guarantee

The guarantee described in Schedule 5.

Guidance

Any current UK government guidance on the Public Contracts
Regulations 2015. In the event of a conflict between any
current UK government guidance and the Crown Commercial
Service guidance, current UK government guidance will take
precedence.

Implementation Plan

The plan with an outline of processes (including data
standards for migration), costs (for example) of implementing
the services which may be required as part of Onboarding.

Indicative test

ESI tool completed by contractors on their own behalf at the
request of CCS or the Buyer (as applicable) under clause 4.6.

Information

Has the meaning given under section 84 of the Freedom of
Information Act 2000.

Information security
management system

The information security management system and process
developed by the Supplier in accordance with clause 16.1.
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Inside IR35

Contractual engagements which would be determined to be
within the scope of the IR35 Intermediaries legislation if
assessed using the ESI tool.

Insolvency event

Can be:

a voluntary arrangement

a winding-up petition

the appointment of a receiver or administrator
an unresolved statutory demand

a Schedule A1 moratorium

a Supplier Trigger Event

Intellectual Property
Rights or IPR

Intellectual Property Rights are:

(a) copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, trade marks, rights in
internet domain names and website addresses and other
rights in trade names, designs, Know-How, trade secrets and
other rights in Confidential Information

(b) applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are capable
of being registered in any country or jurisdiction

(c) all other rights having equivalent or similar effect in any
country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intermediary can be:
the supplier's own limited company

a service or a personal service company

a partnership

It does not apply if you work for a client through a Managed

Service Company (MSC) or agency (for example, an
employment agency).

IPR claim

As set out in clause 11.5.

IR35

IR35 is also known as ‘Intermediaries legislation’. It's a set of
rules that affect tax and National Insurance where a Supplier
is contracted to work for a client through an Intermediary.

IR35 assessment

Assessment of employment status using the ESI tool to
determine if engagement is Inside or Outside IR35.

Know-How

All ideas, concepts, schemes, information, knowledge,
techniques, methodology, and anything else in the nature of
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know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier’s or Buyer’'s possession
before the Start date.

Law

Any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1978, bye-law, regulation, order,
regulatory policy, mandatory guidance or code of practice,
judgement of a relevant court of law, or directives or
requirements with which the relevant Party is bound to
comply.

Loss

All losses, liabilities, damages, costs, expenses (including
legal fees), disbursements, costs of investigation, litigation,
settlement, judgement, interest and penalties whether arising
in contract, tort (including negligence), breach of statutory
duty, misrepresentation or otherwise and 'Losses' will be
interpreted accordingly.

Lot

Any of the 3 Lots specified in the ITT and Lots will be
construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data
or other information, executable code or application software
macros, whether or not its operation is immediate or delayed,
and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up
to 1% but currently set at 0.75% of all Charges for the
Services invoiced to Buyers (net of VAT) in each month
throughout the duration of the Framework Agreement and
thereafter, until the expiry or End of any Call-Off Contract.

Management
Information

The management information specified in Framework
Agreement Schedule 6.

Material Breach

Those breaches which have been expressly set out as a
Material Breach and any other single serious breach or
persistent failure to perform as required under this Call-Off
Contract.

Ministry of Justice
Code

The Ministry of Justice’s Code of Practice on the Discharge of
the Functions of Public Authorities under Part 1 of the
Freedom of Information Act 2000.
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New Fair Deal

The revised Fair Deal position in the HM Treasury
guidance: “Fair Deal for staff pensions: staff
transfer from central government” issued in
October 2013 as amended.

Order An order for G-Cloud Services placed by a
contracting body with the Supplier in accordance
with the ordering processes.

Order Form The order form set out in Part A of the Call-Off

Contract to be used by a Buyer to order G-Cloud
Services.

Ordered G-Cloud

G-Cloud Services which are the subject of an

Services order by the Buyer.

Outside IR35 Contractual engagements which would be
determined to not be within the scope of the IR35
intermediaries legislation if assessed using the ESI
tool.

Party The Buyer or the Supplier and ‘Parties’ will be
interpreted accordingly.

Performance Indicators

The performance information required by the
Buyer from the Supplier set out in the Order Form.

Personal Data

Takes the meaning given in the UK GDPR.

Personal Data Breach

Takes the meaning given in the UK GDPR.

Platform The government marketplace where Services are
available for Buyers to buy.
Processing Takes the meaning given in the UK GDPR.
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Processor

Takes the meaning given in the UK GDPR.

Prohibited act

To directly or indirectly offer, promise or give any
person working for or engaged by a Buyer or CCS
a financial or other advantage to:

induce that person to perform improperly a
relevant function or activity

reward that person for improper performance of a
relevant function or activity

commit any offence:

under the Bribery Act 2010

under legislation creating offences concerning
Fraud

at common Law concerning Fraud

committing or attempting or conspiring to commit
Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out
of the performance by the Supplier (or by a third party on
behalf of the Supplier) specifically for the purposes of this Call-
Off Contract including databases, configurations, code,
instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Property

Assets and property including technical infrastructure, IPRs
and equipment.

Protective Measures

Appropriate technical and organisational measures which may
include: pseudonymisation and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of
systems and services, ensuring that availability of and access
to Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating the
effectiveness of such measures adopted by it.

PSN or Public Services
Network

The Public Services Network (PSN) is the government’s high
performance network which helps public sector organisations
work together, reduce duplication and share resources.
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Regulatory body or
bodies

Government departments and other bodies which, whether
under statute, codes of practice or otherwise, are entitled to
investigate or influence the matters dealt with in this Call-Off
Contract.

Relevant person

Any employee, agent, servant, or representative of the Buyer,
any other public body or person employed by or on behalf of
the Buyer, or any other public body.

Relevant Transfer

A transfer of employment to which the employment regulations
applies.

Replacement Services

Any services which are the same as or substantially similar to
any of the Services and which the Buyer receives in
substitution for any of the services after the expiry or Ending
or partial Ending of the Call-

Off Contract, whether those services are provided by the
Buyer or a third party.

Replacement supplier

Any third-party service provider of replacement services
appointed by the Buyer (or where the Buyer is providing
replacement Services for its own account, the Buyer).

Security management
plan

The Supplier's security management plan developed by the
Supplier in accordance with clause 16.1.

Services

The services ordered by the Buyer as set out in the Order
Form.

Service Data

Data that is owned or managed by the Buyer and used for the
G-Cloud Services, including backup data and Performance
Indicators data.

Service definition(s)

The definition of the Supplier's G-Cloud Services provided as
part of their Application that includes, but isn’t limited to, those
items listed in Clause 2 (Services) of the Framework
Agreement.
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Service description

The description of the Supplier service offering as published
on the Platform.

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the
course of the use of the G-Cloud Services for purposes of or
in connection with this Call-Off Contract.

Spend controls

The approval process used by a central government Buyer if it
needs to spend money on certain digital or technology
services, see https://www.gov.uk/service-manual/agile-
delivery/spend-controlsche ck-if-you-need-approval-to-spend-
money-on-a-service

Start date

The Start date of this Call-Off Contract as set out in the Order
Form.

Subcontract

Any contract or agreement or proposed agreement between
the Supplier and a subcontractor in which the subcontractor
agrees to provide to the Supplier the G-Cloud Services or any
part thereof or facilities or goods and services necessary for
the provision of the G-Cloud Services or any part thereof.

Subcontractor

Any third party engaged by the Supplier under a subcontract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the
provision of G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Contract.

Supplier

The person, firm or company identified in the Order Form.

Supplier
Representative

The representative appointed by the Supplier from time to
time in relation to the Call-Off Contract.

Supplier staff

All persons employed by the Supplier together with the
Supplier’s servants, agents, suppliers and subcontractors
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used in the performance of its obligations under this Call-Off
Contract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application.

Term

The term of this Call-Off Contract as set out in the Order
Form.

Trigger Event

The Supplier simultaneously fails to meet three or more
Financial Metrics for a period of at least ten Working Days.

Variation

This has the meaning given to it in clause 32 (Variation
process).

Variation Impact
Assessment

An assessment of the impact of a variation request by the
Buyer completed in good faith, including:

details of the impact of the proposed variation on the
Deliverables and the Supplier's ability to meet its other
obligations under the Call-Off Contract;

details of the cost of implementing the proposed variation;

details of the ongoing costs required by the proposed variation
when implemented, including any increase or decrease in the
Charges, any alteration in the resources and/or expenditure
required by either Party and any alteration to the working
practices of either Party;

a timetable for the implementation, together with any proposals
for the testing of the variation; and

such other information as the Buyer may reasonably request
in (or in response to) the variation request;

Working Days

Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year

A contract year.
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Schedule 7;: UK GDPR Information

This schedule reproduces the annexes to the UK GDPR schedule contained within the
Framework Agreement and incorporated into this Call-off Contract and clause and schedule
references are to those in the Framework Agreement but references to CCS have been
amended

Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the

Processors, however the final decision as to the content of this Annex shall be with the

Buyer at its absolute discretion.

1.1.1.1 The contact details of the Buyer's Data Protection Officer are: REDACTED TEXT
under FOIA Section 40, Personal Information

1.1.1.2 The contact details of the Supplier's Data Protection Officer are: REDACTED TEXT
under FOIA Section 40, Personal Information

1.1.1.3 The Processor shall comply with any further written instructions with respect to
Processing by the Controller.

1.1.1.4 Any such further instructions shall be incorporated into this Annex.

Description Details

Identity of Controller

and Processor for The Buyer is the Data Controller and the Supplier is the Data Processor
each Category of
Personal Data The Office of Government Property (OGP), the Data Controller (Buyer)

instructs CDS Limited, the Data Processor (Supplier) to process OGP
Personal data with reference to the conditions set out in the Article 29 of
UK GDPR and in line with the terms set out below.

It is agreed that the Supplier must:

1.1 Comply with all applicable Data Protection Laws in the processing
and protection of OGP personal data, including the Data Protection
Act (2018) and UK GDPR.

1.2 Not process Buyer Personal Data in a way other than in line with the
Buyer’s instructions, permissions and operational procedures. The
Supplier is responsible for verifying it has relevant permission to
process personal data with the Buyer in all specific or general
instances, before processing Buyer Personal Data.

1.3 Not analyse, share, give access to or process Buyer Personal Data
for any other purpose than to supply the Services, unless permitted to
do so in writing by the Buyer.

Duration of the 01/03/25 to 31/03/27 with possible extension to 31/03/28
Processing
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Nature and
purposes of the
Processing

Personal information is processed in order to operate a government
property database (asset register). The purpose of the database is to
enable the government property estate to be managed efficiently and
transparently, ensuring statutory reporting obligations around both the
efficiency and sustainability of the estate are met.

Type of Personal
Data

Login in details for platform users: Names, official email addresses,
official telephone numbers,official mobile numbers and
department/organisation

Additionally the names, email addresses, property addresses and
telephone numbers of landlords/tenants or representatives will also be
processed as part of the platform function

Categories of Data
Subject

Cross-Government and Arms Length Body employees, local authority and
devolved admin employees, to enable them to administer government

property.

Landlords/tenants and/or their representatives who rent and/or occupy
property from public sector organisations.

International
transfers and legal
gateway

All data should be stored in the UK

Plan for return and
destruction of the
data once the
Processing is
complete

In the event of Call-Off Contract end/termination, personal information will
be returned to the Controller by secure means and where not possible
information will be securely destroyed
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Annex 2 - Joint Controller Agreement (not used)

Joint Controller Status and Allocation of Responsibilities

1.1

With respect to Personal Data under Joint Control of the Parties, the Parties envisage
that they shall each be a Data Controller in respect of that Personal Data in
accordance with the terms of this Annex 2 (Joint Controller Agreement) in
replacement of paragraphs 2 to 15 of Schedule 7 (Where one Party is Controller and
the other Party is Processor) and paragraphs 17 to 27 of Schedule 7 (Independent
Controllers of Personal Data). Accordingly, the Parties each undertake to comply with
the applicable Data Protection Legislation in respect of their Processing of such
Personal Data as Data Controllers.

1.2 The Parties agree that the [select: Supplier or Buyer]:

(@)

(b)

(©)

(d)

(e)

is the exclusive point of contact for Data Subjects and is responsible for using all
reasonable endeavours to comply with the UK GDPR regarding the exercise by Data
Subijects of their rights under the UK GDPR;

shall direct Data Subjects to its Data Protection Officer or suitable alternative in
connection with the exercise of their rights as Data Subjects and for any enquiries
concerning their Personal Data or privacy;

is solely responsible for the Parties’ compliance with all duties to provide information
to Data Subjects under Articles 13 and 14 of the UK GDPR,;

is responsible for obtaining the informed consent of Data Subjects, in accordance with
the UK GDPR, for Processing in connection with the Services where consent is the
relevant legal basis for that Processing; and

shall make available to Data Subjects the essence of this Annex (and notify them of
any changes to it) concerning the allocation of responsibilities as Joint Controller and
its role as exclusive point of contact, the Parties having used their best endeavours to
agree the terms of that essence. This must be outlined in the [select: Supplier's or
Buyer’s] privacy policy (which must be readily available by hyperlink or otherwise on
all of its public facing services and marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject
has the right to exercise their legal rights under the Data Protection Legislation as against
the relevant Party as Controller.

2.

Undertakings of both Parties

1.1.2.1 The Supplier and Buyer each undertake that they shall:

(@)

report to the other Party every [x] months on:

0] the volume of Data Subject Access Request (or purported Data Subject
Access Requests) from Data Subjects (or third parties on their behalf);

(i) the volume of requests from Data Subjects (or third parties on their
behalf) to rectify, block or erase any Personal Data;
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(b)

(©)

(d)

(e)

(f)

(¢)]

(iir) any other requests, complaints or communications from Data Subjects
(or third parties on their behalf) relating to the other Party’s obligations
under applicable Data Protection Legislation;

(iv) any communications from the Information Commissioner or any other
regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by
Law, that it has received in relation to the subject matter of the
Framework Agreement during that period,;

notify each other immediately if it receives any request, complaint or communication
made as referred to in Clauses 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any request,
complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable
the other Party to comply with the relevant timescales set out in the Data Protection
Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for the
provision of the Services and, for any disclosure or transfer of Personal Data to any
third party, (save where such disclosure or transfer is specifically authorised under
the Framework Agreement or is required by Law) that disclosure or transfer of
Personal Data is otherwise considered to be lawful processing of that Personal Data
in accordance with Article 6 of the UK GDPR or EU GDPR (as the context requires).
For the avoidance of doubt, the third party to which Personal Data is transferred must
be subject to equivalent obligations which are no less onerous than those set out in
this Annex;

request from the Data Subject only the minimum information necessary to provide the
Services and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or accidental
loss, destruction or damage to the Personal Data and unauthorised or unlawful
disclosure of or access to the Personal Data;

use all reasonable endeavours to ensure the reliability and integrity of any of its
Personnel who have access to the Personal Data and ensure that its Personnel:

0] are aware of and comply with their duties under this Annex 2 (Joint
Controller Agreement) and those in respect of Confidential Information;

(i) are informed of the confidential nature of the Personal Data, are subject
to appropriate obligations of confidentiality and do not publish, disclose
or divulge any of the Personal Data to any third party where the that
Party would not be permitted to do so; and

(iii) have undergone adequate training in the use, care, protection and
handling of personal data as required by the applicable Data Protection
Legislation;
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(h)

(i)

0)

(k)

()

ensure that it has in place Protective Measures as appropriate to protect against a
Personal Data Breach having taken account of the:

(i)

(ii)
(i)
(iv)

nature of the data to be protected,;
harm that might result from a Personal Data Breach;
state of technological development; and

cost of implementing any measures;

ensure that it has the capability (whether technological or otherwise), to the extent
required by Data Protection Legislation, to provide or correct or delete at the request
of a Data Subiject all the Personal Data relating to that Data Subject that it holds; and

ensure that it notifies the other Party as soon as it becomes aware of a Personal Data

Breach.

where the Personal Data is subject to UK GDPR, not transfer such Personal Data
outside of the UK unless the prior written consent of the non-transferring Party has
been obtained and the following conditions are fulfilled:

(i)

(ii)

(i)
(iv)

v)

the destination country has been recognised as adequate by the UK
government in accordance with Article 45 of the UK GDPR or DPA 2018
Section 74; or

the transferring Party has provided appropriate safeguards in relation to
the transfer (whether in accordance with Article 46 of the UK GDPR or
DPA 2018 Section 75) as agreed with the non-transferring Party which
could include relevant parties entering into the International Data
Transfer Agreement (the “IDTA”), or International Data Transfer
Agreement Addendum to the European Commission’s SCCs (“the
Addendum”), as published by the Information Commissioner’s Office
from time to time, as well as any additional measures;

the Data Subject has enforceable rights and effective legal remedies;

the transferring Party complies with its obligations under the Data
Protection Legislation by providing an adequate level of protection to
any Personal Data that is transferred (or, if it is not so bound, uses its
best endeavours to assist the non-transferring Party in meeting its
obligations); and

the transferring Party complies with any reasonable instructions notified
to it in advance by the non-transferring Party with respect to the
processing of the Personal Data; and

where the Personal Data is subject to EU GDPR, not transfer such Personal Data
outside of the EU unless the prior written consent of the non-transferring Party has
been obtained and the following conditions are fulfilled:

()

the transfer is in accordance with Article 45 of the EU GDPR; or
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(ii)

(iii)
(iv)

v)

the transferring Party has provided appropriate safeguards in relation to
the transfer in accordance with Article 46 of the EU GDPR as
determined by the non-transferring Party which could include relevant
parties entering into Standard Contractual Clauses in the European
Commission’s decision 2021/914/EU or such updated version of such
Standard Contractual Clauses as are published by the European
Commission from time to time as well as any additional measures;

the Data Subject has enforceable rights and effective legal remedies;

the transferring Party complies with its obligations under EU GDPR by
providing an adequate level of protection to any Personal Data that is
transferred (or, if it is not so bound, uses its best endeavours to assist
the non-transferring Party in meeting its obligations); and

the transferring Party complies with any reasonable instructions notified
to it in advance by the non-transferring Party with respect to the
processing of the Personal Data.

1.1.2.2 Each Joint Controller shall use its reasonable endeavours to assist the other Controller
to comply with any obligations under applicable Data Protection Legislation and shall
not perform its obligations under this Annex in such a way as to cause the other Joint
Controller to breach any of its obligations under applicable Data Protection Legislation
to the extent it is aware, or ought reasonably to have been aware, that the same would
be a breach of such obligations.

3. Data Protection Breach

1.1.3.1 Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly
and without undue delay, and in any event within 48 hours, upon becoming aware of
any Personal Data Breach or circumstances that are likely to give rise to a Personal
Data Breach, providing the other Party and its advisors with:

@) sufficient information and in a timescale which allows the other Party to meet any
obligations to report a Personal Data Breach under the Data Protection Legislation;

and

(b) all reasonable assistance, including:

(i)

(ii)

(i)

(iv)

co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;

co-operation with the other Party including using such reasonable
endeavours as are directed by the other Party to assist in the
investigation, mitigation and remediation of a Personal Data Breach;

co-ordination with the other Party regarding the management of public
relations and public statements relating to the Personal Data Breach;
and/or

providing the other Party and to the extent instructed by the other Party
to do so, and/or the Information Commissioner investigating the
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Personal Data Breach, with complete information relating to the
Personal Data Breach, including, without limitation, the information set
out in Clause 3.2.

1.1.3.2Each Party shall use all reasonable endeavours to restore, re-constitute and/or

(@)
(b)
(©)
(d)

()

(f)
4,

reconstruct any Personal Data where it has lost, damaged, destroyed, altered or
corrupted as a result of a Personal Data Breach as it was that Party’s own data at its
own cost with all possible speed and shall provide the other Party with all reasonable
assistance in respect of any such Personal Data Breach, including providing the other
Party, as soon as possible and within 48 hours of the Personal Data Breach relating to
the Personal Data Breach, in particular:

the nature of the Personal Data Breach;
the nature of Personal Data affected;
the categories and number of Data Subjects concerned;

the name and contact details of the Supplier's Data Protection Officer or other relevant
contact from whom more information may be obtained;

measures taken or proposed to be taken to address the Personal Data Breach; and

describe the likely consequences of the Personal Data Breach.

Audit

1.1.4.1 The Supplier shall permit:

(@)

(b)

The Buyer, or a third-party auditor acting under the Buyer’s direction, to conduct, at
the Buyer's cost, data privacy and security audits, assessments and inspections
concerning the Supplier's data security and privacy procedures relating to Personal
Data, its compliance with this Annex 2 and the Data Protection Legislation; and/or

The Buyer, or a third-party auditor acting under the Buyer's direction, access to
premises at which the Personal Data is accessible or at which it is able to inspect any
relevant records, including the record maintained under Article 30 UK GDPR by the
Supplier so far as relevant to the Framework Agreement, and procedures, including
premises under the control of any third party appointed by the Supplier to assist in the
provision of the Services.

1.1.4.2 The Buyer may, in its sole discretion, require the Supplier to provide evidence of the

5.

Supplier's compliance with Clause 4.1 in lieu of conducting such an audit, assessment
or inspection.

Impact Assessments

1.1.5.1 The Parties shall:
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provide all reasonable assistance to each other to prepare any Data Protection Impact
Assessment as may be required (including provision of detailed information and assessments
in relation to Processing operations, risks and measures); and

maintain full and complete records of all Processing carried out in respect of the Personal Data
in connection with the Framework Agreement, in accordance with the terms of Article 30 UK
GDPR.

6. ICO Guidance

The Parties agree to take account of any non-mandatory guidance issued by the Information
Commissioner, any relevant Central Government Body and/or any other regulatory authority.
The Buyer may on not less than thirty (30) Working Days’ notice to the Supplier amend the
Framework Agreement to ensure that it complies with any guidance issued by the
Information Commissioner, any relevant Central Government Body and/or any other
regulatory authority.

7. Liabilities for Data Protection Breach

1.1.7.1If financial penalties are imposed by the Information Commissioner on either the Buyer
or the Supplier for a Personal Data Breach ("Financial Penalties") then the following
shall occur:

if in the view of the Information Commissioner, the Buyer is responsible for the Personal Data
Breach, in that it is caused as a result of the actions or inaction of the Buyer, its employees,
agents, contractors (other than the Supplier) or systems and procedures controlled by the
Buyer, then the Buyer shall be responsible for the payment of such Financial Penalties. In this
case, the Buyer will conduct an internal audit and engage at its reasonable cost when
necessary, an independent third party to conduct an audit of any such Personal Data Breach.
The Supplier shall provide to the Buyer and its third party investigators and auditors, on request
and at the Supplier's reasonable cost, full cooperation and access to conduct a thorough audit
of such Personal Data Breach;

if in the view of the Information Commissioner, the Supplier is responsible for the Personal
Data Breach, in that it is not a Personal Data Breach that the Buyer is responsible for, then
the Supplier shall be responsible for the payment of these Financial Penalties. The Supplier
will provide to the Buyer and its auditors, on request and at the Supplier's sole cost, full
cooperation and access to conduct a thorough audit of such Personal Data Breach; or

if no view as to responsibility is expressed by the Information Commissioner, then the Buyer
and the Supplier shall work together to investigate the relevant Personal Data Breach and
allocate responsibility for any Financial Penalties as outlined above, or by agreement to split
any financial penalties equally if no responsibility for the Personal Data Breach can be
apportioned. In the event that the Parties do not agree such apportionment then such Dispute
shall be referred to the procedure set out in clause 32 of the Framework Agreement (Managing
disputes).

1.1.7.2 If either the Buyer or the Supplier is the defendant in a legal claim brought before a
court of competent jurisdiction (“Court”) by a third party in respect of a Personal Data
Breach, then unless the Parties otherwise agree, the Party that is determined by the
final decision of the court to be responsible for the Personal Data Breach shall be liable
for the losses arising from such Personal Data Breach. Where both Parties are liable,
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the liability will be apportioned between the Parties in accordance with the decision of
the Court.

1.1.7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result
of a Personal Data Breach (the “Claim Losses”):

(@) if the Buyer is responsible for the relevant Personal Data Breach, then the Buyer shall
be responsible for the Claim Losses;

(b) if the Supplier is responsible for the relevant Personal Data Breach, then the Supplier
shall be responsible for the Claim Losses: and

(© if responsibility for the relevant Personal Data Breach is unclear, then the Buyer and
the Supplier shall be responsible for the Claim Losses equally.

1.1.7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Buyer and the Supplier
reaching any other agreement, including by way of compromise with a third party
complainant or claimant, as to the apportionment of financial responsibility for any
Claim Losses as a result of a Personal Data Breach, having regard to all the
circumstances of the Personal Data Breach and the legal and financial obligations of
the Buyer.

8. Termination

If the Supplier is in material Default under any of its obligations under this Annex 2 (Joint
Controller Agreement), the Buyer shall be entitled to terminate the Framework Agreement by
issuing a Termination Notice to the Supplier in accordance with Clause 5.1.

9.  Sub-Processing

1.1.9.1 In respect of any Processing of Personal Data performed by a third party on behalf of
a Party, that Party shall:

@) carry out adequate due diligence on such third party to ensure that it is capable of
providing the level of protection for the Personal Data as is required by the Framework
Agreement, and provide evidence of such due diligence to the other Party where
reasonably requested; and

(b) ensure that a suitable agreement is in place with the third party as required under
applicable Data Protection Legislation.

10. Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and storage
media that are to be retained as soon as practicable after it has ceased to be necessary for
them to retain such Personal Data under applicable Data Protection Legislation and their
privacy policy (save to the extent (and for the limited period) that such information needs to be
retained by the a Party for statutory compliance purposes or as otherwise required by the
Framework Agreement), and taking all further actions as may be necessary to ensure its
compliance with Data Protection Legislation and its privacy policy.
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Schedule 8 (Corporate Resolution Planning)

Definitions

In this Schedule, the following words shall have the following meanings and they
shall supplement Schedule 6 (Glossary and interpretations):

"Accounting Reference
Date"

means in each year the date to which the
Supplier prepares its annual audited financial
statements;

“Annual Revenue”

means, for the purposes of determining whether
an entity is a Public Sector Dependent Supplier,
the audited consolidated aggregate revenue
(including share of revenue of joint ventures and
Associates) reported by the Supplier or, as
appropriate, the Supplier Group in its most recent
published accounts, subject to the following
methodology:

figures for accounting periods of other than 12
months should be scaled pro rata to produce a
proforma figure for a 12 month period; and

where the Supplier, the Supplier Group and/or
their joint ventures and Associates report in a
foreign currency, revenue should be converted to
British Pound Sterling at the closing exchange
rate on the Accounting Reference Date;

“Appropriate Authority” or
“Appropriate Authorities”

means the Buyer and the Cabinet Office Markets
and Suppliers Team or, where the Supplier is a
Strategic Supplier, the Cabinet Office Markets
and Suppliers Team,;
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“Associates”

means, in relation to an entity, an undertaking in
which the entity owns, directly or indirectly,
between 20% and 50% of the voting rights and
exercises a degree of control sufficient for the
undertaking to be treated as an associate under
generally accepted accounting principles;

"Cabinet Office Markets
and Suppliers Team"

means the UK Government’s team responsible
for managing the relationship between
government and its Strategic Suppliers, or any
replacement or successor body carrying out the
same function;

“Class 1 Transaction”

has the meaning set out in the listing rules issued
by the UK Listing Authority;

“Control”

the possession by a person, directly or indirectly,
of the power to direct or cause the direction of the
management and policies of the other person
(whether through the ownership of voting shares,
by contract or otherwise) and “Controls” and
“Controlled” shall be interpreted accordingly;
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“Corporate Change Event”

means:

any change of Control of the Supplier or a Parent
Undertaking of the Supplier;

any change of Control of any member of the
Supplier Group which, in the reasonable opinion
of the Buyer, could have a material adverse effect
on the Services;

any change to the business of the Supplier or any
member of the Supplier Group which, in the
reasonable opinion of the Buyer, could have a
material adverse effect on the Services;

a Class 1 Transaction taking place in relation to
the shares of the Supplier or any Parent
Undertaking of the Supplier whose shares are
listed on the main market of the London Stock
Exchange pilc;

an event that could reasonably be regarded as
being equivalent to a Class 1 Transaction taking
place in respect of the Supplier or any Parent
Undertaking of the Supplier;

payment of dividends by the Supplier or the
ultimate Parent Undertaking of the Supplier
Group exceeding 25% of the Net Asset Value of
the Supplier or the ultimate Parent Undertaking of
the Supplier Group respectively in any 12 month
period;

an order is made or an effective resolution is
passed for the winding up of any member of the
Supplier Group;

any member of the Supplier Group stopping
payment of its debts generally or becoming
unable to pay its debts within the meaning of
section 123(1) of the Insolvency Act 1986 or any
member of the Supplier Group ceasing to carry
on all or substantially all its business, or any
compromise, composition, arrangement or
agreement being made with creditors of any
member of the Supplier Group;

the appointment of a receiver, administrative
receiver or administrator in respect of or over all
or a material part of the undertaking or assets of
any member of the Supplier Group; and/or

any process or events with an effect analogous to
those in paragraphs (e) to (g) inclusive above
occurring to a member of the Supplier Group in a
jurisdiction outside England and Wales;
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"Corporate Change Event
Grace Period"

means a grace period agreed to by the
Appropriate Authority for providing CRP
Information and/or updates to Business
Continuity Plan after a Corporate Change Event;

"Corporate Resolvability
Assessment (Structural
Review)"

means part of the CRP Information relating to the
Supplier Group to be provided by the Supplier in
accordance with Paragraph 3 and Annex 2 of this
Schedule;

“Critical National
Infrastructure” or “CNI”

means those critical elements of UK national
infrastructure (namely assets, facilities, systems,
networks or processes and the essential workers
that operate and facilitate them), the loss or
compromise of which could result in:

major detrimental impact on the availability,
integrity or delivery of essential services —
including those services whose integrity, if
compromised, could result in significant loss of
life or casualties — taking into account significant
economic or social impacts; and/or

significant impact on the national security,
national defence, or the functioning of the UK;

“Critical Service Contract”

means the overall status of the Services provided
under the Call-Off Contract as determined by the
Buyer and specified in Paragraph 2 of this
Schedule;
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“CRP Information”

means the corporate resolution planning
information, together, the:

(a) Exposure Information (Contracts List);

(b) Corporate Resolvability Assessment
(Structural Review); and

(c) Financial Information and Commentary

“Dependent Parent
Undertaking”

means any Parent Undertaking which provides
any of its Subsidiary Undertakings and/or
Associates, whether directly or indirectly, with any
financial, trading, managerial or other assistance
of whatever nature, without which the Supplier
would be unable to continue the day to day
conduct and operation of its business in the same
manner as carried on at the time of entering into
the Call-Off Contract, including for the avoidance
of doubt the provision of the Services in
accordance with the terms of the Call-Off
Contract;

“FDE Group”

“Financial Distress Event”

means the [Supplier, Subcontractors, [the
Guarantor]

the credit rating of an FDE Group entity dropping
below the applicable Financial Metric;

an FDE Group entity issuing a profits warning to a
stock exchange or making any other public
announcement, in each case about a material
deterioration in its financial position or prospects;

there being a public investigation into improper
financial accounting and reporting, suspected
fraud or any other impropriety of an FDE Group
entity;
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an FDE Group entity committing a material
breach of covenant to its lenders;

a Subcontractor notifying CCS or the Buyer that
the Supplier has not satisfied any material sums
properly due under a specified invoice and not
subject to a genuine dispute;

any of the following:

commencement of any litigation against an FDE
Group entity with respect to financial indebtedness
greater than £5m or obligations under a service
contract with a total contract value greater than
£5m;

non-payment by an FDE Group entity of any
financial indebtedness;

any financial indebtedness of an FDE Group entity
becoming due as a result of an event of default;

the cancellation or suspension of any financial
indebtedness in respect of an FDE Group entity;
or

the external auditor of an FDE Group entity
expressing a qualified opinion on, or including an
emphasis of matter in, its opinion on the statutory
accounts of that FDE entity;

in each case which the Buyer reasonably believes
(or would be likely to reasonably believe) could
directly impact on the continued performance and
delivery of the Services in accordance with the
Call-Off Contract; and

any two of the Financial Metrics for the Supplier
not being met at the same time.

“Parent Undertaking”

has the meaning set out in section 1162 of the
Companies Act 2006;

“Public Sector Dependent
Supplier”

means a supplier where that supplier, or that
supplier's group has Annual Revenue of £50
million or more of which over 50% is generated
from UK Public Sector Business;
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“Strategic Supplier”

means those suppliers to government listed at

https://www.gov.uk/government/publications/strat
egic-suppliers;

“Subsidiary Undertaking”

has the meaning set out in section 1162 of the
Companies Act 2006;

“Supplier Group”

means the Supplier, its Dependent Parent
Undertakings and all Subsidiary Undertakings
and Associates of such Dependent Parent
Undertakings;

“UK Public Sector
Business”

means any goods, service or works provision to
UK public sector bodies, including Central
Government Departments and their arm's length
bodies and agencies, non-departmental public
bodies, NHS bodies, local authorities, health
bodies, police, fire and rescue, education bodies
and devolved administrations; and

“UK Public Sector/ CNI
Contract Information”

means the information relating to the Supplier
Group to be provided by the Supplier in
accordance with Paragraphs 3 to 5 and Annex 1;
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Service Status and Supplier Status

This Call-Off Contract ‘is not’ a Critical Service Contract.

The Supplier shall notify the Buyer and the Cabinet Office Markets and Suppliers Team in writing within
5 Working Days of the Start Date and throughout the Call-Off Contract Term within 120 days
after each Accounting Reference Date as to whether or not it is a Public Sector Dependent
Supplier. The contact email address for the Markets and Suppliers Team is
resolution.planning@cabinetoffice.gov.uk.

The Buyer and the Supplier recognise that, where specified in the Framework Agreement, CCS shall
have the right to enforce the Buyer's rights under this Schedule.

Provision of Corporate Resolution Planning Information

Paragraphs 3 to 5 shall apply if the Call-Off Contract has been specified as a Critical Service Contract
under Paragraph 2.1 or the Supplier is or becomes a Public Sector Dependent Supplier.

Subject to Paragraphs 3.6, 3.10 and 3.11:

where the Call-Off Contract is a Critical Service Contract, the Supplier shall provide the
Appropriate Authority or Appropriate Authorities with the CRP Information within 60 days of
the Start Date; and

except where it has already been provided, where the Supplier is a Public Sector Dependent
Supplier, it shall provide the Appropriate Authority or Appropriate Authorities with the CRP
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Information within 60 days of the date of the Appropriate Authority’s or Appropriate
Authorities’ request.

The Supplier shall ensure that the CRP Information provided pursuant to Paragraphs 3.2, 3.8 and 3.9:

is full, comprehensive, accurate and up to date;
is split into three parts:

Exposure Information (Contracts List);
Corporate Resolvability Assessment (Structural Review);

Financial Information and Commentary

and is structured and presented in accordance with the requirements and explanatory notes set out
in the latest published version of the Resolution Planning Guidance Note published by the Cabinet
Office Government Commercial Function and available at
https://www.gov.uk/government/publications/the-sourcing-and-consultancy-playbooks and contains
the level of detail required (adapted as necessary to the Supplier's circumstances);
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incorporates any additional commentary, supporting documents and evidence which would
reasonably be required by the Appropriate Authority or Appropriate Authorities to
understand and consider the information for approval;

provides a clear description and explanation of the Supplier Group members that have agreements
for goods, services or works provision in respect of UK Public Sector Business and/or
Critical National Infrastructure and the nature of those agreements; and

complies with the requirements set out at Annex 1 (Exposure Information (Contracts List)), Annex
2 (Corporate Resolvability Assessment (Structural Review)) and Annex 3 (Financial
Information and Commentary) respectively.

Following receipt by the Appropriate Authority or Appropriate Authorities of the CRP Information
pursuant to Paragraphs 3.2, 3.8 and 3.9, the Buyer shall procure that the Appropriate Authority
or Appropriate Authorities shall discuss in good faith the contents of the CRP Information with
the Supplier and no later than 60 days after the date on which the CRP Information was delivered
by the Supplier either provide an Assurance to the Supplier that the Appropriate Authority or
Appropriate Authorities approve the CRP Information or that the Appropriate Authority or
Appropriate Authorities reject the CRP Information.

If the Appropriate Authority or Appropriate Authorities reject the CRP Information:

the Buyer shall (and shall procure that the Cabinet Office Markets and Suppliers Team shall)
inform the Supplier in writing of its reasons for its rejection; and

the Supplier shall revise the CRP Information, taking reasonable account of the Appropriate
Authority’s or Appropriate Authorities’ comments, and shall re-submit the CRP Information to
the Appropriate Authority or Appropriate Authorities for approval within 30 days of the date
of the Appropriate Authority’s or Appropriate Authorities’ rejection. The provisions of
paragraph 3.3 to 3.5 shall apply again to any resubmitted CRP Information provided that
either Party may refer any disputed matters for resolution under clause 32 of the Framework
Agreement (Managing disputes).

Where the Supplier or a member of the Supplier Group has already provided CRP Information to a
central government body or the Cabinet Office Markets and Suppliers Team (or, in the case of a
Strategic Supplier, solely to the Cabinet Office Markets and Suppliers Team) and has received
an Assurance of its CRP Information from that central government body and the Cabinet Office
Markets and Suppliers Team (or, in the case of a Strategic Supplier, solely from the Cabinet
Office Markets and Suppliers Team), then provided that the Assurance remains Valid (which has
the meaning in paragraph 3.7 below) on the date by which the CRP Information would otherwise
be required, the Supplier shall not be required to provide the CRP Information under Paragraph
3.2 if it provides a copy of the Valid Assurance to the Appropriate Authority or Appropriate
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Authorities on or before the date on which the CRP Information would otherwise have been
required.

An Assurance shall be deemed Valid for the purposes of Paragraph 3.6 if:

the Assurance is within the validity period stated in the Assurance (or, if no validity period is stated,
no more than 12 months has elapsed since it was issued and no more than 18 months has
elapsed since the Accounting Reference Date on which the CRP Information was based);
and

no Corporate Change Events or Financial Distress Events (or events which would be deemed to
be Corporate Change Events or Financial Distress Events if the Call-Off Contract had then
been in force) have occurred since the date of issue of the Assurance.

If the Call-Off Contract is a Critical Service Contract, the Supplier shall provide an updated version of
the CRP Information (or, in the case of Paragraph 3.8.3 of its initial CRP Information) to the
Appropriate Authority or Appropriate Authorities:

within 14 days of the occurrence of a Financial Distress Event (along with any additional highly
confidential information no longer exempted from disclosure under Paragraph 3.11) unless
the Supplier is relieved of the consequences of the Financial Distress Event as a result of
credit ratings being revised upwards;

within 30 days of a Corporate Change Event unless

the Supplier requests and the Appropriate Authority (acting reasonably) agrees to a Corporate
Change Event Grace Period, in the event of which the time period for the Supplier to
comply with this Paragraph shall be extended as determined by the Appropriate Authority
(acting reasonably) but shall in any case be no longer than six months after the Corporate
Change Event. During a Corporate Change Event Grace Period the Supplier shall
regularly and fully engage with the Appropriate Authority to enable it to understand the
nature of the Corporate Change Event and the Appropriate Authority shall reserve the
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right to terminate a Corporate Change Event Grace Period at any time if the Supplier fails
to comply with this Paragraph; or

not required pursuant to Paragraph 3.10;

within 30 days of the date that:

the credit rating(s) of each of the Supplier and its Parent Undertakings fail to meet any of the
criteria specified in Paragraph 3.10; or

none of the credit rating agencies specified at Paragraph 3.10 hold a public credit rating for the
Supplier or any of its Parent Undertakings; and

in any event, within 6 months after each Accounting Reference Date or within 15 months of the
date of the previous Assurance received from the Appropriate Authority (whichever is the
earlier), unless:

updated CRP Information has been provided under any of Paragraphs 3.8.1 3.8.2 or 3.8.3 since
the most recent Accounting Reference Date (being no more than 12 months previously)
within the timescales that would ordinarily be required for the provision of that information
under this Paragraph 3.8.4; or

not required pursuant to Paragraph 3.10.

Where the Supplier is a Public Sector Dependent Supplier and the Call-Off Contract is not a Critical
Service Contract, then on the occurrence of any of the events specified in Paragraphs 3.8.1 to
3.8.4, the Supplier shall provide at the request of the Appropriate Authority or Appropriate
Authorities and within the applicable timescales for each event as set out in Paragraph 3.8 (or
such longer timescales as may be notified to the Supplier by the Buyer), the CRP Information to
the Appropriate Authority or Appropriate Authorities.
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Where the Supplier or a Parent Undertaking of the Supplier has a credit rating of either:

Aa3 or better from Moody'’s;
AA- or better from Standard and Poors;
AA- or better from Fitch;

the Supplier will not be required to provide any CRP Information unless or until either (i) a Financial
Distress Event occurs (unless the Supplier is relieved of the consequences of the Financial
Distress Event due to credit ratings being revised upwards) or (ii) the Supplier and its Parent
Undertakings cease to fulfil the criteria set out in this Paragraph 3.10, in which cases the Supplier
shall provide the updated version of the CRP Information in accordance with paragraph 3.8.

Subject to Paragraph 5, where the Supplier demonstrates to the reasonable satisfaction of the
Appropriate Authority or Appropriate Authorities that a particular item of CRP Information is highly
confidential, the Supplier may, having orally disclosed and discussed that information with the
Appropriate Authority or Appropriate Authorities, redact or omit that information from the CRP
Information provided that if a Financial Distress Event occurs, this exemption shall no longer
apply and the Supplier shall promptly provide the relevant information to the Appropriate
Authority or Appropriate Authorities to the extent required under Paragraph 3.8.

Termination Rights

The Buyer shall be entitled to terminate the Call-Off Contract if the Supplier is required to provide CRP
Information under Paragraph 3 and either:
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the Supplier fails to provide the CRP Information within 4 months of the Start Date if this is a
Critical Service Contract or otherwise within 4 months of the Appropriate Authority’s or
Appropriate Authorities’ request; or

the Supplier fails to obtain an Assurance from the Appropriate Authority or Appropriate Authorities
within 4 months of the date that it was first required to provide the CRP Information under
the Call-Off Contract, which shall be deemed to be an event to which Clause 18.4 applies.

Confidentiality and usage of CRP Information

The Buyer agrees to keep the CRP Information confidential and use it only to understand the
implications of an Insolvency Event of the Supplier and/or Supplier Group members on its UK
Public Sector Business and/or services in respect of CNI and to enable contingency planning to
maintain service continuity for end users and protect CNI in such eventuality.

Where the Appropriate Authority is the Cabinet Office Markets and Suppliers Team, at the Supplier's
request, the Buyer shall use reasonable endeavours to procure that the Cabinet Office enters
into a confidentiality and usage agreement with the Supplier containing terms no less stringent
than those placed on the Buyer under paragraph 5.1 and incorporated Framework Agreement
clause 34.

The Supplier shall use reasonable endeavours to obtain consent from any third party which has
restricted the disclosure of the CRP Information to enable disclosure of that information to the
Appropriate Authority or Appropriate Authorities pursuant to Paragraph 3 subject, where
necessary, to the Appropriate Authority or Appropriate Authorities entering into an appropriate
confidentiality agreement in the form required by the third party.

Where the Supplier is unable to procure consent pursuant to Paragraph 5.3, the Supplier shall use all
reasonable endeavours to disclose the CRP Information to the fullest extent possible by limiting
the amount of information it withholds including by:
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redacting only those parts of the information which are subject to such obligations of confidentiality;

providing the information in a form that does not breach its obligations of confidentiality including
(where possible) by:

summarising the information;

grouping the information;

anonymising the information; and
presenting the information in general terms

The Supplier shall provide the Appropriate Authority or Appropriate Authorities with contact details of
any third party which has not provided consent to disclose CRP Information where that third party
is also a public sector body and where the Supplier is legally permitted to do so.
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ANNEX 1: EXPOSURE: CRITICAL CONTRACTS LIST

The Supplier shall:

provide details of all agreements held by members of the Supplier Group where those agreements
are for goods, services or works provision and:

are with any UK public sector bodies including: central government departments and their arms-
length bodies and agencies, non-departmental public bodies, NHS bodies, local buyers,
health bodies, police fire and rescue, education bodies and the devolved administrations;

are with any private sector entities where the end recipient of the service, goods or works provision
is any of the bodies set out in Paragraph 1.1(a) of this Annex 1 and where the member of
the Supplier Group is acting as a key sub-contractor under the contract with the end
recipient; or

involve or could reasonably be considered to involve CNI;

provide the Appropriate Authority with a copy of the latest version of each underlying contract worth
more than £5m per contract year and their related key sub-contracts, which shall be included
as embedded documents within the CRP Information or via a directly accessible link
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ANNEX 2: CORPORATE RESOLVABILITY ASSESSMENT
(STRUCTURAL REVIEW)

The Supplier shall:

provide sufficient information to allow the Appropriate Authority to understand the implications on the
Supplier Group’s UK Public Sector Business and CNI agreements listed pursuant to Annex 1 if
the Supplier or another member of the Supplier Group is subject to an Insolvency Event;

ensure that the information is presented so as to provide a simple, effective and easily understood
overview of the Supplier Group; and

provide full details of the importance of each member of the Supplier Group to the Supplier Group’s
UK Public Sector Business and CNI agreements listed pursuant to Annex 1 and the
dependencies between each.
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ANNEX 3: Financial information AND COMMENTARY

The Supplier shall:

provide sufficient financial information for the Supplier Group level, contracting operating entities level,
and shared services entities’ level to allow the Appropriate Authority to understand the current
financial interconnectedness of the Supplier Group and the current performance of the
Supplier as a standalone entity; and

ensure that the information is presented in a simple, effective and easily understood manner.

For the avoidance of doubt the financial information to be provided pursuant to Paragraph 1 of this
Annex 3 should be based on the most recent audited accounts for the relevant entities (or interim
accounts where available) updated for any material changes since the Accounting Reference Date
provided that such accounts are available in a reasonable timeframe to allow the Supplier to
comply with its obligations under this Schedule. If such accounts are not available in that
timeframe, to the extent permitted by Law financial information should be based on unpublished
unaudited accounts or management accounts (disclosure of which to the Appropriate Authority
remains protected by confidentiality).
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Schedule 9 - Variation Form

This form is to be used in order to change a Call-Off Contract in accordance with Clause 32

(Variation process)

Contract Details

This variation is between:

[insert name of Buyer] (“the Buyer")
And
[insert name of Supplier] ("the Supplier")

Contract name:

[insert name of contract to be changed] (“the Contract”)

Contract reference number:

[insert contract reference number]

Details of Proposed Variation

Variation initiated by:

[delete as applicable: Buyer/Supplier]

Variation number:

[insert variation number]

Date variation is raised:

[insert date]

Proposed variation

Reason for the variation:

[insert reason]

A Variation Impact
Assessment shall be
provided within:

[insert number] days

Impact of Variation

Likely impact of the
proposed variation:

[Supplier to insert assessment of impact]

Outcome of Variation

Contract variation:

This Contract detailed above is varied as follows:

[Buyer to insert original Clauses or Paragraphs to be varied
and the changed clause]

Financial variation:

Original Contract Value: £ [insert amount]
Additional cost due to £ [insert amount]
variation:

New Contract value: £ [insert amount]
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This Variation must be agreed and signed by both Parties to the Contract and shall only be effective
from the date it is signed by Buyer

Words and expressions in this Variation shall have the meanings given to them in the Contract.

The Contract, including any previous Variations, shall remain effective and unaltered except as
amended by this Variation.

Signed by an authorised signatory for and on behalf of the Buyer
Signature
Date

Name (in Capitals)
Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature
Date

Name (in Capitals)
Address
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Schedule 10 (Security) Development Security

Schedule

1

Buyer Options

Where the Buyer has selected an option in the table below, the Supplier must comply with
the requirements relating to that option set out in the relevant Paragraph:

Buyer risk assessment (see Paragraph 2)

Questionnaire

The Buyer has assessed this Contract a higher-risk agreement OJ
as:
a standard agreement
Certifications (see Paragraph 10) (applicable only for standard risk agreements)
Where the Buyer has assessed this Cyber Essentials Plus
Contract as a standard risk agreement,
the Supplier must have the following Cyber Essentials O
Certifications (or equivalent):
No certification required Ul
The Supplier must ensure that Higher- Cyber Essentials Plus Ul
risk Sub-contractors have the following
Certifications (or equivalent): Cyber Essentials O
No certification required Ul
The Supplier must ensure that Medium- | Cyber Essentials Plus
risk Sub-contractors have the following
Certifications (or equivalent): Cyber Essentials O
No certification required U
Buyer Security Policies (see Paragraph 6)
The Buyer requires the Supplier to comply with the following policies relating O
to security management:
[ J
Secure by Design Questionnaire (Paragraph 12)
The Buyer requires the Supplier to complete the Secure by Design O
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2

21

Locations (see Paragraph 1 of the Security Requirements)

The Supplier and Sub-contractors may
store, access or Handle Government
Data in:

the United Kingdom only

any territory as permitted by and
in accordance with any
regulations for the time being in
force made under section 17A of
the Data Protection Act 2018
(adequacy decisions by the
Secretary of State)

anywhere in the world not
prohibited by the Buyer

Support Locations (see Paragraph 1 of

the Security Requirements)

The Supplier and Subcontractors may
operate Support Locations in:

the United Kingdom only

X

any territory as permitted by and
in accordance with any
regulations for the time being in
force made under section 17A of
the Data Protection Act 2018
(adequacy decisions by the
Secretary of State)

anywhere in the world not
prohibited by the Buyer

Requirements)

Locations for Development Activity (see Paragraph 1 of the Security

The Supplier and Subcontractors may
undertake Development Activity in:

the United Kingdom only

X

any territory as permitted by and
in accordance with any
regulations for the time being in
force made under section 17A of
the Data Protection Act 2018
(adequacy decisions by the
Secretary of State)

anywhere in the world not
prohibited by the Buyer

Supplier obligations

Where the Buyer has assessed this Contract as a higher-risk agreement, the Supplier must
comply with all requirements of this Schedule 10 (Security).
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2.2

2.3

3.1

Where the Buyer has assessed this Contract as a standard risk agreement, the Supplier
must comply with all requirements of this this Schedule 10 (Security) except:

(@) Paragraph 11 (Security Management Plan);

(b) Paragraph 9 of the Security Requirements (Code Reviews);

(© Paragraph 11 of the Security Requirements (Third-party Software Modules);

(d) Paragraph 12 of the Security Requirements (Hardware and software support);

(e) Paragraph 13 of the Security Requirements (Encryption); and

() Paragraph 20 of the Security Requirements (Access Control).

Where the Buyer has not made an assessment in the table in Paragraph 1, the Parties
must treat this Contract as a higher-risk agreement.

Definitions

In this Schedule 10 (Security):

“Anti-virus
Software”

“Backup and
Recovery Plan”

“Breach Action
Plan”

“Breach of
Security”

means software that;

(@)

(b)

(©)

protects the Supplier Information Management
System from the possible introduction of Malicious
Software;

scans for and identifies possible Malicious Soft-
ware in the Supplier Information Management
System,;

if Malicious Software is detected in the Supplier
Information Management System, so far as possi-
ble:

0] prevents the harmful effects of the Ma-
licious Software; and

(i) removes the Malicious Software from
the Supplier Information Management
System;

the document setting out the Suppliers’ and Sub-contractors’ plans
for the back and recovery of any Government Data they Handle;

means a plan prepared under Paragraph 23.3 of the Security
Requirements addressing any Breach of Security;

means the occurrence of:

(@)

any unauthorised access to or use of the Services,
the Buyer Premises, the Sites, the Supplier Infor-
mation Management System and/or any infor-
mation or data used by the Buyer, the Supplier or
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any Sub-contractor in connection with this Con-
tract, including the Government Data and the
Code;

(b) the loss (physical or otherwise), corruption and/or
unauthorised disclosure of any information or
data, including copies of such information or data,
used by the Buyer, the Supplier or any Sub-con-
tractor in connection with this Contract, including
the Government Data and the Code; and/or

(© any part of the Supplier Information Management
System ceasing to be compliant with the Certifica-
tion Requirements;

(d) the installation of Malicious Software in the:
0] Supplier Information Management
System,;
(i) Development Environment; or
(iii) Developed System;
(e) any loss of operational efficiency or failure to op-

erate to specification as the result of the installa-
tion or operation of Malicious Software in the:

0] Supplier Information Management
System,;
(i) Development Environment; or
(iii) Developed System; and
() includes any attempt to undertake the activities

listed in sub-Paragraph (a) where the Supplier has
reasonable grounds to suspect that attempt:

0] was part of a wider effort to access in-
formation and communications tech-
nology operated by or on behalf of
Central Government Bodies; or

(i) was undertaken, or directed by, a state
other than the United Kingdom;

“Buyer means any hardware, computer or telecoms devices, and
Equipment” equipment that forms part of the Buyer System;

“Certification means the occurrence of one or more of the circumstances listed in
Default” Paragraph 10.4;

“Certification means the plan referred to in Paragraph 10.5(a);

Rectification

Plan”

“Certification means the requirements set out in Paragraph 10.3;

Requirements”

| 130



“CHECK
Scheme”

“CHECK Service
Provider”

CHECK Team
Leader

CHECK Team
Member

“Code”

“Code Review”

“Code Review
Plan”

“Code Review
Report”

“Cyber
Essentials”

“Cyber
Essentials Plus”

means the NCSC’s scheme under which approved companies can
conduct authorised penetration tests of public sector and critical
national infrastructure systems and networks;

means a company which, under the CHECK Scheme:

(@) has been certified by the National Cyber Security
Centre;

(b) holds “Green Light” status; and

(© is authorised to provide the IT Health Check ser-
vices required by Paragraph 19 of the Security Re-
quirements;

means an individual with a CHECK Scheme team leader
qualification issued by the NCSC,;

means an individual with a CHECK Scheme team member
qualification issued by the NCSC,;

means, in respect of the Developed System:

(@) the source code;
(b) the object code;
(© third-party components, including third-party cod-

ing frameworks and libraries; and

(d) all supporting documentation;

means a periodic review of the Code by manual or automated
means to:

@) identify and fix any bugs; and
(b) ensure the Code complies with:
0] the requirements of this Schedule 10

(Security); and

(i) the Secure Development Guidance;
means the document agreed with the Buyer under Paragraph 9.3 of
the Security Requirements setting out the requirements for, and
frequency of, Code Reviews;
means a report setting out the findings of a Code Review;
means the Cyber Essentials certificate issued under the Cyber

Essentials Scheme;

means the Cyber Essentials Plus certificate issued under the Cyber
Essentials Scheme;
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“Cyber
Essentials
Scheme”

“Developed
System”

“Development
Activity”

“Development
Environment”

“EEA”

“End-user
Device”

“Email Service”

“Expected
Behaviours”

“Government
Data Register”

“Government
Security
Classification
Policy”

“Handle”

means the Cyber Essentials scheme operated by the National
Cyber Security Centre;

means the software or system that the Supplier is required to
develop under this Contract;

means any activity relating to the development, deployment
maintenance and upgrading of the Developed System, including:

(a) coding;

(b) testing;

(c) code storage; and
(d) deployment;

means any information and communications technology system and
the Sites that the Supplier or its Sub-contractors will use to provide
the Development Activity;

means the European Economic Area;

means any personal computers, laptops, tablets, terminals,
smartphones or other portable electronic device provided by the
Supplier or a Sub-contractor and used in the provision of the
Services;

means a service that will send, or can be used to send, emails from
the Buyer’'s email address or otherwise on behalf of the Buyer;

means the expected behaviours set out and updated from time to
time in the Government Security Classification Policy, currently
found at paragraphs 12 to 16 and in the table below paragraph 16
of https://www.gov.uk/government/publications/government-
security-classifications/quidance-11-working-at-official-html;

means the register of all Government Data the Supplier, or any
Sub-contractor, receives from or creates for the Buyer, produced
and maintained in accordance with Paragraph 24 of the Security
Requirements;

means the policy, as updated from time to time, establishing an
administrative system to protect information assets appropriately
against prevalent threats, including classification tiers, protective
security controls and baseline behaviours, the current version of
which is found at https://www.gov.uk/
government/publications/government-security-classifications;

means any operation performed on data, whether or not by
automated means, including collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making
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available, alignment or combination, restriction, erasure or
destruction of that data;

"Higher-risk Sub- means a Sub-contractor that Handles Authority Data that the

contractor" Authority, in its discretion, has designated as a Higher-risk Sub-
contractor;

‘HMG Baseline means the employment controls applied to any individual member

Personnel of the Supplier Staff that performs any activity relating to the

Security provision or management of the Services, as set out in “‘HMG

Standard” Baseline Personnel Standard”, Version 7.0, June 2024

(https://www.gov.uk/government/publications/government-baseline-
personnel-security-standard), as that document is updated from
time to time;

ISO Certification  means either of the following certifications when issued by a UKAS-

recognised Certification Body:

(@) ISO/IEC27001:2013, where the certification was ob-
tained before November 2022, but only until Novem-

“IT Health Check”

"Medium-risk
Sub-contractor"

“‘Modules
Register”

“NCSC”

“NCSC Cloud
Security
Principles”

“NCSC Device
Guidance”

“NCSC Protecting
Bulk Personal
Data Guidance”

“‘NCSC Secure
Design
Principles”

ber 2025; and
(@) ISO/IEC27001:2022 in all other cases;

means security testing of the Supplier Information Management
System, insofar as it relates to the Developed System but excluding
the Development Environment in accordance with Paragraph 19.2
of the Security Requirements;

means a Sub-contractor that Handles Authority Data that the
Authority, in its discretion, has designated as a Higher-risk Sub-
contractor;

means the register of Third-party Software Modules required for
higher risk agreements by Paragraph 11.4 of the Security
Requirements;

means the National Cyber Security Centre;

means the NCSC’s document “Implementing the Cloud Security
Principles” as updated or replaced from time to time and found at
https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-

principles;

means the NCSC’s document “Device Security Guidance”, as
updated or replaced from time to time and found at
https://www.ncsc.gov.uk/collection/device-security-guidance;

means the NCSC’s document “Protecting Bulk Personal Data”, as
updated or replaced from time to time and found at
https://www.ncsc.gov.uk/collection/protecting-bulk-personal-data;

means the NCSC’s document “Secure Design Principles”, as
updated or replaced from time to time and found at
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‘OWASP”

“‘“OWASP Secure
Coding Practice”

“OWASP Top
Ten”

“Privileged User”

“Prohibited
Activity”

“Prohibition
Notice”

“Protective
Monitoring
System”

“Questionnaire
Response”

“‘Register of
Support
Locations and
Third-party
Tools”

https://www.ncsc.gov.uk/collection/cyber-security-design-
principles/cyber-security-design-principles;

means the Open Web Application Security Project Foundation;

means the Secure Coding Practices Quick Reference Guide
published by OWASP, as updated or replaced from time to time and
found at https://owasp.org/www-project-secure-coding-practices-
quick-reference-quide/;

means the list of the most critical security risks to web applications
published annually by OWASP and found at
https://owasp.org/www-project-top-ten/;

means a user with system administration access to the Supplier
Information Management System, or substantially similar access
privileges;

means the storage, access or Handling of Government Data
prohibited by a Prohibition Notice;

means a notice issued under Paragraph 1.11 of the Security
Requirements;

means the system implemented by the Supplier and its Sub-
contractors under Paragraph 21.1 of the Security Requirements to
monitor and analyse access to and use of the Supplier Information
Management System, the Development Environment, the
Government Data and the Code;

means the Supplier’s response to the Secure by Design Question-
naire;

means document setting out, in respect of Support Locations and
Third-party Tools:

@) the nature of the activity performed at the Support
Location or by the Third-party Tool on the Code or
the Government Data (as applicable);

(b) where that activity is performed by individuals, the
place or facility from where that activity is per-
formed; and

(© in respect of the entity providing the Support Lo-
cations or Third-party Tools, its:

0] full legal name;

(i) trading name (if any)

(iii) country of registration;

(iv) registration number (if applicable); and

(v) registered address;
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“Relevant
Activities”

“Relevant
Certifications”

“Relevant
Convictions”

“Remediation
Action Plan”

Remote Location

means those activities specified in Paragraph 1 of the Security
Requirements;

means:
(a) for the Supplier:
() in the case of a higher-risk agreement
(A) either:

(2) an ISO Certification in respect
of the Supplier Information
Management System; or

(2) where the Supplier Information
Management System is in-
cluded within the scope of a
wider ISO Certification, that
ISO Certification; and

(B) Cyber Essentials Plus;

(i) in the case of a standard agreement,
either:

© the certification selected by the Buyer
in Paragraph 1; or

(D) where the Buyer has not selected a
certification option, Cyber Essentials;
and

(b) for Higher-risk Subcontractors and Medium-risk
Sub-contractors, either:

0] the certification selected by the Buyer
in Paragraph 1; or

(i) where the Buyer has not selected a
certification option, Cyber Essentials,

(or equivalent certifications);

means any previous or pending prosecution, conviction or caution
(excluding any spent conviction under the Rehabilitation of
Offenders Act 1974) relating to offences involving dishonesty,
terrorism, immigration, firearms, fraud, forgery, tax evasion,
offences against people (including sexual offences), or any other
offences relevant to Services as the Buyer may specify;

means the plan prepared by the Supplier in accordance with
Paragraph 19.14 to 19.18, addressing the vulnerabilities and
findings in a IT Health Check report;

means a location other than a Supplier’s or a Sub-contractor’s Site;
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Remote Working

Remote Working
Policy

Secure by Design
Approach

Secure by Design
Principles

Secure by Design
Questionnaire

“Secure
Development
Guidance”

“Security
Management
Plan”

“SMP Sub-
contractor”

“Sub-contractor”

means the provision or management of the Services by Supplier
Staff from a location other than a Supplier’s or a Sub-contractor’s
Site;

the policy prepared and approved under Paragraph 3 of the
Security Requirements under which Supplier Staff are permitted to
undertake Remote Working;

means the Secure by Design policy issued by the Cabinet Office as
updated or replaced from time to time, currently found at:
https://www.security.gov.uk/policy-and-guidance/secure-by-
design/principles/;

means the Secure by Design Principles issued by the Cabinet
Office, as updated or replaced from time-to-time, currently found at
https://www.security.gov.uk/guidance/secure-by-
design/activities/tracking-secure-by-design-progress;

the questionnaire in Annex 3 (Secure by Design Questionnaire),
implementing the Secure by Design Principles issued by the
Cabinet Office, as updated or replaced from time to time, currently
found at https://www.security.gov.uk/policy-and-guidance/secure-
by-design/activities/tracking-secure-by-design-progress/;

means:

@) the NCSC’s document “Secure development and
deployment guidance” as updated or replaced
from time to time and found at
https://www.ncsc.gov.uk/collection/developers-
collection; and

(b) the OWASP Secure Coding Practice as updated
or replaced from time to time;

means the document prepared in accordance with the requirements
of Paragraph 11 and in the format, and containing the information,
specified in Annex 2;

means a Sub-contractor with significant market power, such that:

@) they will not contract other than on their own con-
tractual terms; and

(b) either:
0] there are no other substitutable suppli-

ers of the particular services other than
SMP Sub-contractors; or

(i) the Sub-contractor concerned has an
effective monopoly on the provision of
the Services;

means, for the purposes of this Schedule 10 (Security) only, any
individual or entity that:
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(a) forms part of the supply chain of the Supplier; and

(b) has access to, hosts, or performs any operation
on or in respect of the Supplier Information Man-
agement System, the Development Environment,
the Code and the Government Data,

and this definition shall apply to this Schedule 10 in place of the
definition of Sub-Contractor in [Schedule 6 Glossary and
Interpretations].

“Sub-contractor means:

Staff @) any individual engaged, directly or indirectly, or
employed, by any Sub-contractor; and
(b) engaged in or likely to be engaged in:

0] the performance or management of the
Services;

(i) or the provision of facilities or services
that are necessary for the provision of
the Services;

“Supplier means:
:\q;%ra:niynoennt @) those parts of the information and communica-
S ste?n” tions technology system and the Sites that the
y Supplier or its Sub-contractors will use to provide
the Services;
(b) the associated information assets and systems
(including organisational structure, controls, poli-
cies, practices, procedures, processes and re-
sources); and
(© for the avoidance of doubt includes the Develop-
ment Environment;
“Security mean the security requirements in Annex 1 to this Schedule ¢10]
Requirements” (Security Management);
“Support means a place or facility where or from which individuals may
Location” access or Handle the Code or the Government Data;
“Support means the register of all hardware and software used to provide the
Register” Services produced and maintained for Higher Risk Contracts in
accordance with Paragraph 12 of the Security Requirements;
“Third-party means any module, library or framework that:
Software Module (d) is not produced by the Supplier or a Sub-contrac-

tor as part of the Development Activity; and
(e) either:

() forms, or will form, part of the Code; or
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(i) is, or will be, accessed by the Devel-
oped System during its operation;

“Third-party Tool” means any Software used by the Supplier by which the Code or the
Government Data is accessed, analysed or modified or some form

of operation is performed on it;

‘UKAS” means the United Kingdom Accreditation Service;
"UKAS- means:
E:eecrct)i?ilz:l:t?gn (@) an organisation accredited by UKAS to provide

certification of ISO/IEC27001:2013 and/or

Body" ISO/IEC27001:2022: or
(b) an organisation accredited to provide certification
of ISO/IEC27001:2013 and/or

ISO/IEC27001:2022 by a body with the equivalent
functions as UKAS in a state with which the UK
has a mutual recognition agreement recognising
the technical equivalence of accredited conformity
assessment.

4 Introduction
4.1 This Schedule 10 (Security) sets out:
@) the assessment of this Contract as either a:
() higher risk agreement; or
(i) standard agreement,

in Paragraph 1;

(b) the arrangements the Supplier must implement before, and comply with when,
providing the Services and performing its other obligations under this Contract to
ensure the security of:

0] the Development Activity;

(i) the Development Environment;
(iii)  the Government Data;

(iv)  the Services; and

(V) the Supplier Information Management System:;

(© the principle of co-operation between the Supplier and the Buyer on security mat-
ters, in Paragraph 5;

(d) the Buyer’s access to the Supplier Staff and Supplier Information Management Sys-
tem, in Paragraph 8;
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5.1

5.2

5.3

54

6.1

(e) the Certification Requirements, in Paragraph 10;

() the requirements for a Security Management Plan in the case of higher-risk agree-
ments, in Paragraph 11; and

(9) the Security Requirements with which the Supplier and its Sub-contractors must
comply.

Principles of Security

The Supplier acknowledges that the Buyer places great emphasis on the confidentiality, in-
tegrity and availability of the Government Data, and the integrity and availability of the De-
veloped System, and, consequently, on the security of:

(@) the Buyer System;

(b) the Supplier System;

(© the Sites;

(d) the Services; and

(e) the Supplier’s Information Management System.

The Parties shall share information and act in a co-operative manner at all times to further
the principles of security in Paragraph 5.1.

Notwithstanding the involvement of the Buyer in the assurance of the Supplier Information
Management System, the Supplier remains responsible for:

@) the security, confidentiality, integrity and availability of the Government Data when
that Government Data is under the control of the Supplier or any of its Sub-contrac-
tors;

(b) the security and integrity of the Developed System; and

(© the security of the Supplier Information Management System.

Where the Supplier, a Sub-contractor or any of the Supplier Staff is granted access to the

Buyer System or to the Buyer Equipment, it must comply with and ensure that all such Sub-

contractors and Supplier Staff comply with, all rules, policies and guidance provided to it
and as updated from time to time concerning the Buyer System or the Buyer Equipment.

Security Requirements
The Supplier shall:
(@) comply with the Security Requirements; and

(b) where the relevant option in Paragraph 1 is selected, comply with the Buyer Secu-
rity Policies;

(© ensure that all Sub-contractors comply with:
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6.2

7.1

7.2

7.3

(1) the Security Requirements; and

(i) where the relevant option in Paragraph 1 is selected, the Buyer Secu-
rity Policies,

(i)  that apply to the activities that the Sub-contractor performs under its
Sub-contract, unless:

(iv)  Paragraph 6.2 applies; or

(V) the table in Annex 3 limits the Security Requirements that apply to a
Sub-contractor; and

(d) where the Buyer has assessed this Contract as a higher-risk agreement, ensure at
all times that its provision of the Services and its operation and management of the
Supplier Information Management System complies with the Security Management
Plan.

Where a Sub-contractor is SMP Sub-contractor, the Supplier shall:

@) use reasonable endeavours to ensure that the SMP Sub-contractor complies with all
obligations this Schedule 10 (Security) imposes on Sub-contractors, including the
Security Requirements;

(b) document the differences between those requirements the obligations that the SMP
Sub-contractor is prepared to accept in sufficient detail to allow the Buyer to form an
informed view of the risks concerned;

(© take such steps as the Buyer may require to mitigate those risks.

Staff

The Supplier must ensure that it all times it maintains within the Supplier Staff sufficient
numbers of qualified, skilled security professionals to ensure the Supplier complies with the
requirements of this Schedule 10 (Security).

The Supplier must appoint:

@) a senior individual within its organisation with accountability for managing security
risks and the Supplier’s implementation of the requirements of this Schedule 10 (Se-
curity); and

(b) a senior individual within the team responsible for the delivery of the Services with
responsibility for managing the security risks to the Supplier Information Manage-
ment System.

The individuals appointed under Paragraph 7.2:

(@) must have sufficient experience, knowledge and authority to undertake their roles
effectively; and

(b) are to be designated as Key Staff and treated for the purposes of this Contract as
Key Staff, whether or not they are otherwise designated as such;
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7.4

8.1

8.2

9.1

9.3

9.4

The Supplier must review, and if necessary replace, the individuals appointed under Para-
graph 7.2 if required to do so by the Buyer.

Access to Supplier Staff and Supplier Information Management System

The Buyer may require, and the Supplier must provide, and ensure that each Sub-contrac-
tor provides, the Buyer and its authorised representatives with:

(@) access to the Supplier Staff, including, for the avoidance of doubt, the Sub-contrac-
tor Staff;

(b) access to the Supplier Information Management System, including those parts of
the Supplier Information Management System under the control of, or operated by,
any Sub-contractor; and

(© such other information and/or documentation that the Buyer or its authorised repre-
sentatives may require,

to allow the Buyer to audit the Supplier and its Sub-contractors’ compliance with this
Schedule 10 (Security) and the Security Requirements.

The Supplier must provide the access required by the Buyer in accordance with Para-
graph 8.1:

@) in the case of a Breach of Security within 24 hours of such a request; and

(b) in all other cases, within 10 Working Days of such request.

Government Data Handled using Supplier Information Management System
The Supplier acknowledges that the Supplier Information Management System:

@) is intended only for the Handling of Government Data that is classified as OFFI-
CIAL; and

(b) is not intended for the Handling of Government Data that is classified as SECRET
or TOP SECRET,

9.2 in each case using the Government Security Classification Policy.
The Supplier must:
@) not alter the classification of any Government Data; and

(b) if it becomes aware that any Government Data classified as SECRET or TOP SE-
CRET is being Handled using the Supplier Information Management System:

() immediately inform the Buyer; and

(i) follow any instructions from the Buyer concerning that Government
Data.

The Supplier must, and must ensure that Sub-contractors and Supplier Staff, when Han-
dling Government Data, comply with:
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(a) the Expected Behaviours; and
(b) the Security Controls.
9.5 Where there is a conflict between the Expected Behaviours or the Security Controls and

this Schedule 10 (Security) the provisions of this Schedule 10 (Security) shall apply to the
extent of any conflict.

10 Certification Requirements

10.1 The Supplier shall ensure that, unless otherwise agreed by the Buyer, both:
(@) it; and
(b) any Higher-risk Sub-contractor and any Medium-risk Sub-contractor,
is certified as compliant with the Relevant Certifications

10.2 Unless otherwise agreed by the Buyer, before it begins to provide the Services, the Sup-
plier must provide the Buyer with a copy of:

@) the Relevant Certifications for it and any Sub-contractor; and

(b) in the case of a higher-risk agreement, the any relevant scope and statement of ap-
plicability required under the 1ISO Certifications.

10.3 The Supplier must ensure that at the time it begins to provide the Services, the Relevant
Certifications for it and any Sub-contractor are:

@) currently in effect;

(b) together, cover at least the full scope of the Supplier Information Management Sys-
tem; and

(© are not subject to any condition that may impact the provision of the Services or the
Development Activity (the “Certification Requirements”).

10.4 The Supplier must notify the Buyer promptly, and in any event within three (3) Working
Days, after becoming aware that, in respect of it or any Sub-contractor:

@) a Relevant Certification in respect of the Supplier Information Management System
has been revoked or cancelled by the body that awarded it;

(b) a Relevant Certification in respect of the Supplier Information Management System
has expired and has not been renewed,;

(© the Relevant Certifications, together, no longer apply to the full scope of the Sup-
plier Information Management System; or

(d) the body that awarded a Relevant Certification has made it subject to conditions, the
compliance with which may impact the provision of the Services

(e) (each a “Certification Default”).
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10.5 Where the Supplier has notified the Buyer of a Certification Default under Paragraph 10.4:

11

111

11.2

11.3

(@)

(b)

(©)

(d)

()

the Supplier must, within 10 Working Days of the date in which the Supplier pro-
vided notice under Paragraph 10.4 (or such other period as the Parties may agree)
provide a draft plan (a “Certification Rectification Plan”) to the Buyer setting out:

() full details of the Certification Default, including a root cause analysis;
(i) the actual and anticipated effects of the Certification Default;

(i)  the steps the Supplier and any Sub-contractor to which the Certifica-
tion Default relates will take to remedy the Certification Default;

the Buyer must notify the Supplier as soon as reasonably practicable whether it ac-
cepts or rejects the Certification Rectification Plan;

if the Buyer rejects the Certification Rectification Plan, the Supplier must within 5
Working Days of the date of the rejection submit a revised Certification Rectification
Plan and Paragraph (b) will apply to the re-submitted plan;

the rejection by the Buyer of a revised Certification Rectification Plan is a material
Default of this Contract;

if the Buyer accepts the Certification Rectification Plan, the Supplier must start work
immediately on the plan.

Security Management Plan

This Paragraph 11 applies only where the Buyer has assessed that this Contract is a
higher-risk agreement.

Preparation of Security Management Plan

The Supplier shall document in the Security Management Plan how the Supplier and its
Sub-contractors shall comply with the requirements set out in this Schedule 10 (Security)
and the Contract in order to ensure the security of the Development Environment, the De-
veloped System, the Government Data and the Supplier Information Management System.

The Supplier shall prepare and submit to the Buyer within 20 Working Days of the date of
this Contract, the Security Management Plan, which must include:

(@)

(b)

(€)

an assessment of the Supplier Information Management System against the re-
guirements of this Schedule 10 (Security), including the Security Requirements;

the process the Supplier will implement immediately after it becomes aware of a
Breach of Security to restore normal operations as quickly as possible, minimising
any adverse impact on the Development Environment, the Developed System. the
Government Data, the Buyer, the Services and/or users of the Services; and

the following information, so far as is applicable, in respect of each Sub-contractor:

) the Sub-contractor’s:

(A) legal name;
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114

(d)
(e)
V)
@)

(h)

(B) trading name (if any);

© registration details (where the Sub-contractor is not an individ-
ual);

(i) the Relevant Certifications held by the Sub-contractor;

(iii)  the Sites used by the Sub-contractor;

(iv)  the Development Activity undertaken by the Sub-contractor;

(v) the access the Sub-contractor has to the Development Environment;
(vi)  the Government Data Handled by the Sub-contractor;

(vii) the Handling that the Sub-contractor will undertake in respect of the
Government Data,;

(viii) the measures the Sub-contractor has in place to comply with the re-
quirements of this Schedule 10 (Security);

the Register of Support Locations and Third-party Tools;
the Modules Register;

the Support Register;

details of the steps taken to comply with:

() the Secure Development Guidance; and

(i) the secure development policy required by the ISO/IEC 27001:2022 Rel-
evant Certifications;

details of the protective monitoring that the Supplier will undertake in accordance
with Paragraph 21 of the Security Requirements, including:

() the additional audit and monitoring the Supplier will undertake of the
Supplier Information Management System and the Development envi-
ronment; and

(i) the retention periods for audit records and event logs.

Approval of Security Management Plan

The Buyer shall review the Supplier's proposed Security Management Plan as soon as pos-
sible and must issue the Supplier with either:

@)

an information security approval statement, which shall confirm that the Supplier
may use the Supplier Information Management System to:

(1) undertake the Development Activity; and/or

(i) Handle Government Data; or
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11.6

11.7

11.8

11.9

11.10

12

12.1

(b) a rejection notice, which shall set out the Buyer's reasons for rejecting the Security
Management Plan.

If the Buyer rejects the Supplier's proposed Security Management Plan, the Supplier must
prepare a revised Security Management Plan taking the Buyer's reasons into account,
which the Supplier must submit to the Buyer for review within 10 Working Days of the date
of the rejection, or such other period agreed with the Buyer.

The process set out in Paragraph 11.5 shall be repeated until such time as the Authority
issues a Risk Management Approval Statement to the Supplier or terminates this Contract.

The rejection by the Buyer of a second revised Certification Rectification Plan is a material
Default of this Contract.

Updating Security Management Plan

The Supplier shall regularly review and update the Security Management Plan, and provide
such to the Buyer, at least once each year and as required by this Paragraph.

Monitoring
The Supplier shall notify the Buyer within 2 Working Days after becoming aware of:

@) a significant change to the components or architecture of the Supplier Information
Management System;

(b) a new risk to the components or architecture of the Supplier Information Manage-
ment System;

(© a vulnerability to the components or architecture of the Supplier Information Man-
agement System using an industry standard vulnerability scoring mechanism;

(d) a change in the threat profile;
(e) a significant change to any risk component;
) a significant change in the quantity of Personal Data held within the Service;

(9) a proposal to change any of the Sites from which any part of the Services are pro-
vided; and/or

(h) an 1SO27001 audit report produced in connection with the Certification Require-
ments indicates significant concerns.

Within 10 Working Days of such notifying the Buyer or such other timescale as may be
agreed with the Buyer, the Supplier shall make the necessary changes to the Security Man-
agement Plan and submit the updated Security Management Plan to the Buyer for review
and approval.

Secure by Design Questionnaire

This Paragraph 12 applies only when the Buyer has selected the relevant option in Para-
graph 1.
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12.2

12.3

12.4

125

12.6

12.7

The Supplier must complete, by the date and in the format specified by the Buyer, and keep
updated the Secure by Design Questionnaire

The Supplier must provide any explanations or supporting documents required by the
Buyer to verify the contents of the Questionnaire Response.

The Supplier must ensure that at all times it provides the Services and operates and man-
ages the Supplier System in the manner set out in its Questionnaire Response.

Where, at any time, the Buyer reasonably considers the Supplier's Questionnaire Re-
sponses do not, or do not adequately demonstrate the Supplier's compliance with:

(@) this Schedule;

(b) the Secure by Design Approach;

(© the Security Management Plan (where applicable); or
(d) any applicable Buyer Security Policies,

(e) the Supplier must, at its own costs and expense and by the date specified by
the Buyer:

() update the Supplier System to remedy the areas of non-compliance identified by the
Buyer;

(9) update the Questionnaire Responses to reflect the changes to the Supplier System;
and

(h) re-submit the Questionnaire Responses to the Buyer.

Where the Supplier considers that there is an inconsistency between the explicit or implicit
requirements of the Secure by Design Questionnaire and the requirements of this Sched-
ule 10 (Security), the Supplier must:

@) immediately inform the Buyer; and

(b) comply with any instructions from the Buyer to resolve the inconsistency.

Where the instructions from the Buyer have the effect of imposing additional or different re-
guirements on the Supplier than the requirements of this Schedule 10 (Security):

@) the Parties must agree an appropriate Contract Change to amend this Schedule;
and

(b) until the agreement of that Contract Change, any inconsistency must be resolved by
applying the documents in the following order of precedence:

() the requirements of this Schedule 10 (Security);
(i) the Secure by Desigh Questionnaire; and
(iii)  the Buyer Security Policies.

12.8
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13

131

13.2

13.3

13.4

13.5

Withholding of Charges

The Buyer may withhold some or all of the Charges in accordance with the provisions of
this Paragraph 13 where:

(@)

(b)

the Supplier in in material Default of any of its obligations under this Schedule 10
(Security); or

any of the following matters occurs (where the those matters arise from a Default by
the Supplier of its obligations under this this Schedule 10 (Security)):

0) a Notifiable Default;
(i) an Intervention Cause; or

(i)  a Step-In Trigger Event.

The Buyer may withhold a amount of the Charges that it considers sufficient, in its sole dis-
cretion, to incentivise the Supplier to perform the obligations it has Defaulted upon.

Before withholding any Charges under Paragraph 13.1 the Buyer must

(@)

(b)

provide written notice to the Supplier setting out:

() the Default in respect of which the Buyer has decided to withhold some
or all of the Charges;

(i) the amount of the Charges that the Buyer will withhold;
(iii)  the steps the Supplier must take to remedy the Default;
(iv)  the date by which the Supplier must remedy the Default;

(V) the invoice in respect of which the Buyer will withhold the Charges;
and

consider any representations that the Supplier may make concerning the Buyer’'s
decision.

Where the Supplier does not remedy the Default by the date specified in the notice given
under Paragraph 13.3(a), the Buyer may retain the withheld amount.

The Supplier acknowledges:

@)

(b)

the legitimate interest that the Buyer has in ensuring the security of the Supplier In-
formation Management System and the Government Data and, as a consequence,
the performance by the Supplier of its obligations under this Schedule 10 (Security);
and

that any Charges that are retained by the Buyer are not out of all proportion to the
Buyer's legitimate interest, even where:

(1) the Buyer has not suffered any Losses as a result of the Supplier’s De-
fault; or
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13.6

13.7

13.8

13.9

(i) the value of the Losses suffered by the Buyer as a result of the Sup-
plier’s Default is lower than the amount of the Charges retained.

The Supplier may raise a Dispute under the Dispute Resolution Procedure with any deci-
sion by the Buyer to:

(@) withhold any Charges under Paragraph 13.1; or
(b) retain any Charges under Paragraph 13.4.

Any Dispute raised by the Supplier does not prevent the Buyer withholding Charges in re-
spect of:

@) the decision subject to the Dispute; or

(b) any other matter to which this Paragraph 13 applies.

Where any Dispute raised by the Supplier is resolved wholly or partially in its favour, the
Buyer must return such sums as are specified in any agreement or other document setting
out the resolution of the Dispute.

The Buyer’s right to withhold or retain any amount under this Paragraph 13 are in addition

to any other rights that the Buyer may have under this Contract or in Law, including any
right to claim damages for Losses it suffers arising from the Default.
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Annex 1 Security Requirements

1.1

Location
Location for Relevant Activities

Unless otherwise agreed with the Buyer, the Supplier must, and ensure that its Sub-con-
tractors, at all times:

(@) undertake the Development Activity;
(b) host the Development Environment; and

(© store, access or Handle Government Data,

(the “Relevant Activities”) only in the geographic areas permitted by the Buyer in Paragraph 1.

1.2

1.3

1.4

Where the Buyer has not selected an option concerning location in Paragraph 1, the Sup-
plier may only undertake the Relevant Activities in or from:

@) the United Kingdom; or
(b) a territory permitted by and in accordance with any regulations for the time being in
force made under section 17A of the Data Protection Act 2018 (adequacy decisions

by the Secretary of State).

The Supplier must, and must ensure its Sub-contractors undertake the Relevant Activities
in a facility operated by an entity where:

@) the entity has entered into a binding agreement with the Supplier or Sub-contractor
(as applicable);

(b) that binding agreement includes obligations on the entity in relation to security man-
agement at least an onerous as those relating to Sub-contractors in this Schedule
10 (Security);

(© the Supplier or Sub-contractor has taken reasonable steps to assure itself that the
entity complies with the binding agreement;

(d) the Supplier has provided the Buyer with such information as the Buyer requires
concerning:

0] the entity;

(i) the arrangements with the entity; and

(iii) the entity’s compliance with the binding agreement; and
(e) the Buyer has not given the Supplier a Prohibition Notice under Paragraph 1.11.
Where the Supplier cannot comply with one or more of the requirements of Paragraph 1.3:
(a) it must provide the Buyer with such information as the Buyer requests concerning:

® the security controls in places at the relevant location or locations; and
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1.5

1.6

1.7

(b)

(©)

(i) where certain security controls are not, or only partially, implemented the
reasons for this;

the Buyer may grant approval to use that location or those locations, and that ap-
proval may include conditions; and

if the Buyer does not grant permission to use that location or those locations, the
Supplier must, within such period as the Buyer may specify:

0] cease to store, access or Handle Government Data at that location or those
locations;

(i) sanitise, in accordance with instructions from the Buyer, such equipment
within the information and communications technology system used to store,
access or Handle Government Data at that location, or those locations, as
the Buyer may specify.

Support Locations

The Supplier must ensure that all Support Locations are located only in the geographic ar-
eas permitted by the Buyer.

Where the Buyer has not selected an option concerning location in Paragraph 1, the Sup-
plier may only undertake the Relevant Activities in or from:

(@)
(b)

the United Kingdom; or

a territory permitted by and in accordance with any regulations for the time being in
force made under section 17A of the Data Protection Act 2018 (adequacy decisions
by the Secretary of State).

the Supplier must, and must ensure its Sub-contractors, operate the Support Locations in a
facility operated by an entity where:

(@)

(b)

(©)

(d)

()

the entity has entered into a binding agreement with the Supplier or Sub-contractor
(as applicable);

that binding agreement includes obligations on the entity in relation to security man-
agement equivalent to those relating to Sub-contractors in this Schedule 10 (Secu-

rity);

the Supplier or Sub-contractor has taken reasonable steps to assure itself that the
entity complies with the binding agreement;

the Supplier has provided the Buyer with such information as the Buyer requires
concerning:

0] the entity;
(i) the arrangements with the entity; and
(iir) the entity’s compliance with the binding agreement; and

the Buyer has not given the Supplier a Prohibition Notice under Paragraph 1.11.
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1.8

1.9

1.10

1.11

Third-party Tools

Before using any Third-party Tool, the Supplier must, and must ensure that its Sub-contrac-

tors:

(@)

(b)

(©)

(d)

(e)

(f)

enter into a binding agreement with the provider of the Third-party Tool;

the binding agreement includes obligations on the provider in relation to security
management equivalent to those relating to Sub-contractors in this Schedule 10
(Security);

take reasonable steps to assure itself that the provider complies with the binding
agreement;

perform adequate due diligence to determine whether there are any recognised se-
curity vulnerabilities with that Third-party Tool;

the Supplier has provided the Buyer with such information as the Buyer requires
concerning:

0] the provider;

(i) the arrangements with the provider; and

(iii) the provider’s compliance with the binding agreement; and

(iv) the due diligence undertaken by the Supplier or Sub-contractor; and

the Buyer has not given the Supplier a Prohibition Notice under Paragraph 1.11.

The Supplier must use, and ensure that Subcontractors use, only those Third-party Tools
included in the Register of Sites, Support Locations and Third-party Tools.

The Supplier must not, and must not allow Sub-contractors to, use:

(©)

(d)

a Third-party Tool other than for the activity specified for that Third-party Tool in
the Register of Sites, Support Locations and Third-party Tools; or

a new Third-party Tool, or replace an existing Third-party Tool, without the per-
mission of the Buyer.

Prohibited Activities

The Buyer may by notice in writing at any time give notice to the Supplier that it and its
Sub-contractors must not:

(@)

undertake or permit to be undertaken some or all of the Relevant Activities or oper-
ate Support Locations (a “Prohibited Activity”).

0] in any particular country or group of countries;
(i) in or using facilities operated by any particular entity or group of entities; or
(iii) in or using any particular facility or group of facilities, whether operated by

the Supplier, a Sub-contractor or a third-party entity; or

| 151



(b) use any specified Third-party Tool,

(a “Prohibition Notice”).

1.12 Where the Supplier or Sub-contractor, on the date of the Prohibition Notice:

(@) undertakes any Prohibited Activities;

(b) uses any Support Locations;

(© or employs any Third-party Tool,

affected by the notice, the Supplier must, and must procure that Sub-contractors, cease to
undertake that Prohibited Activity within 40 Working Days of the date of the Prohibition

Notice.

2 Physical Security

2.1 The Supplier must ensure, and must ensure that Sub-contractors ensure, that:

(@) all Sites, locations at which Relevant Activities are performed, or Support Locations
(Secure Locations) have the necessary physical protective security measures in
place to prevent unauthorised access, damage and interference, whether malicious
or otherwise, to Government Data;

@) the operator of the Secure Location has prepared a physical security risk assess-
ment and a site security plan for the Secure Location; and

(b) the physical security risk assessment and site security plan for each Secure Loca-

tion:

0] considers whether different areas of the Secure Location require different
security measures based on the functions of each area,;

(i) adopts a layered approach to physical security;

(iii) has sections dealing with the following matters:

(A)
(B)
©
(D)
(E)
(F)
(G)
(H)
(1

the permitter of the Secure Location;
the building fabric;

security guarding;

visitor and people management;

server and communications rooms;
protection of sensitive data;

closed circuit television;

automated access and control systems;

intruder detection; and
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2.2

3.1

3.2

3.3

(@)] security control rooms.

The Supplier must provide the Buyer with the physical security risk assessment and site se-
curity plan for any Secure Location within 20 Working Days of a request by the Buyer.

Vetting, Training and Staff Access
Vetting before performing or managing Services

The Supplier must not engage Supplier Staff, and must ensure that Sub-contractors do not
engage Sub-contractor Staff in:

(@) Development Activity;

(b) any activity that provides access to the Development Environment; or
(© any activity relating to the performance and management of the Services
unless:

(d) that individual has passed the security checks listed in Paragraph 3.2; or

(e) the Buyer has given prior written permission for a named individual to perform a
specific role.

For the purposes of Paragraph 3.1, the security checks are:

@) the checks required for the HMG Baseline Personnel Security Standard (BPSS) to
verify:

0] the individual’s identity;

(i) the individual’s nationality and immigration status so as to demonstrate that
they have a right to work in the United Kingdom,;

(iii) the individual's previous employment history; and
(iv) that the individual has no Relevant Convictions;

(b) national security vetting clearance to the level specified by the Buyer for such indi-
viduals or such roles as the Buyer may specify; or

(©) such other checks for the Supplier Staff of Sub-contractors as the Buyer may spec-
ify.

Exception for certain Sub-contractors

Where the Supplier considers it cannot ensure that a Sub-contractors will undertake the rel-
evant security checks on any Sub-contractor Staff, it must:

(a) as soon as practicable, and in any event within 20 Working Days of becoming
aware of the issue, notify the Buyer;
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3.4

3.5

3.6

3.7

3.8

3.9

(b) provide such information relating to the Sub-contractor, its vetting processes and
the roles the affected Sub-contractor Staff will perform as the Buyer reasonably re-
quires; and

(© comply, at the Supplier’s cost, with all directions the Buyer may provide concerning
the vetting of the affected Sub-contractor Staff and the management of the Sub-con-
tractor.

Annual training

The Supplier must ensure, and ensure that Sub-contractors ensure, that all Supplier Staff,
complete and pass security training at least once every calendar year that covers:

(@) General training concerning security and data handling; and

(b) Phishing, including the dangers from ransomware and other malware; and
(© the Secure by Design Principles.

Staff access

The Supplier must ensure, and ensure that Sub-contractors ensure, that individual Supplier
Staff can access only the Government Data necessary to allow individuals to perform their
role and fulfil their responsibilities in the provision of the Services.

The Supplier must ensure, and ensure that Sub-contractors ensure, that where individual
Supplier Staff no longer require access to the Government Data or any part of the Govern-
ment Data, their access to the Government Data or that part of the Government Data is re-
voked immediately when their requirement to access Government Data ceases.

Where requested by the Buyer, the Supplier must remove, and must ensure that Sub-con-
tractors remove, an individual Supplier Staff’s access to the Government Data, or part of
that Government Data specified by the Buyer, as soon as practicable and in any event
within 24 hours of the request.

Remote Working
The Supplier must ensure, and ensure that Sub-contractors ensure, that:

@) unless in writing by the Authority, Privileged Users do not undertake Remote Work-
ing;

(b) where the Authority permits Remote Working by Privileged Users, the Supplier en-
sures, and ensures that Sub-contractors ensure, that such Remote Working takes
place only in accordance with any conditions imposed by the Authority.

Where the Supplier or a Sub-contractor wishes to permit Supplier Staff to undertake Re-
mote Working, it must:

@) prepare and have approved by the Buyer the Remote Working Policy in accordance
with this Paragraph;

(b) undertake and, where applicable, ensure that any relevant Sub-contractors under-
take, all steps required by the Remote Working Policy;
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(©)

(d)

ensure that Supplier Staff undertake Remote Working only in accordance with the
Remote Working Policy;

may not permit any Supplier Staff of the Supplier or any Sub-contractor to undertake
Remote Working until the Remote Working Policy is approved by the Buyer.

3.10 The Remote Working Policy must include or make provision for the following matters:

(@)

(b)

(©)

(d)
(e)

(f)

restricting or prohibiting Supplier Staff from printing documents in any Remote Loca-
tion;

restricting or prohibiting Supplier Staff from downloading any Government Data to
any End-user Device other than an End User Device that:

0] is provided by the Supplier or Sub-contractor (as appropriate); and
(i) complies with the requirements set out in Paragraph 4 (End-user Devices);

ensuring that Supplier Staff comply with the Expected Behaviours (so far as they
are applicable);

giving effect to the Security Controls (so far as they are applicable);

for each different category of Supplier Staff subject to the proposed Remote Work-
ing Policy:

0] the types and volumes of Government Data that the Supplier Staff can Han-
dle in a Remote Location and the Handling that those Supplier Staff will un-
dertake;

(i) any identified security risks arising from the proposed Handling in a Remote
Location;

(iii) the mitigations, controls and security measures the Supplier or Sub-contrac-
tor (as applicable) will implement to mitigate the identified risks;

(iv) the residual risk levels following the implementation of those mitigations,
controls and measures;

(V) when the Supplier or Sub-contractor (as applicable) will implement the pro-
posed mitigations, controls and measures; and

(vi) the business rules with which the Supplier Staff must comply; and
how the Supplier or the Subcontractor (as applicable) will:

0] communicate the Remote Working Policy and business rules to Supplier
Staff; and

(i) enforce the Remote Working Plan and business rules.

3.11 The Supplier may submit a proposed Remote Working Policy to the Buyer for consideration
at any time.
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3.12 The Buyer must, within 20 Working Days of the submission of a proposed Remote Working
Plan, either:

4.1

4.2

(@)

(b)

approve the proposed Remote Working Policy, in which case the Supplier must, and
ensure that any applicable Sub-contractor, implements the approved Remote Work-
ing Plan in accordance with its terms;

reject the proposed Remote Working Policy, in which case:

0] the Buyer may set out any changes to the proposed Remote Working Policy
the Buyer requires to make the plan capable of approval; and

(i) the Supplier may:
(A) revise the proposed Remote Working Plan; and

(B) re-submit the proposed Remote Working Plan to the Buyer for ap-
proval under Paragraph 3.11.

End-user Devices

The Supplier must manage, and must ensure that all Sub-contractors manage, all End-user
Devices on which Government Data or Code is stored or Handled in accordance the follow-
ing requirements:

(@)

(b)
(©)

(d)

(e)

(f)

(¢)]

the operating system and any applications that store, Handle or have access to
Government Data or Code must be in current support by the vendor, or the relevant
community in the case of open source operating systems or applications;

users must authenticate before gaining access;

all Government Data and Code must be encrypted using a encryption tool agreed to
by the Buyer;

the End-under Device must lock and require any user to re-authenticate after a pe-
riod of time that is proportionate to the risk environment, during which the End-user
Device is inactive;

the End-User Device must be managed in a way that allows for the application of
technical policies and controls over applications that have access to Government
Data and Code to ensure the security of that Government Data and Code;

the Suppler or Sub-contractor, as applicable, can, without physical access to the
End-user Device, remove or make inaccessible all Government Data or Code stored
on the device and prevent any user or group of users from accessing the device;

all End-user Devices are within the scope of any Relevant Certification.

The Supplier must comply, and ensure that all Sub-contractors comply, with the recommen-
dations in NCSC Device Guidance as if those recommendations were incorporated as spe-
cific obligations under this Contract.
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4.3

5.1

5.2

5.3

54

6.1

6.2

Where there any conflict between the requirements of this Schedule 10 (Security) and the
requirements of the NCSC Device Guidance, the requirements of this Schedule take prece-
dence.

Secure Architecture
The Supplier shall design and build the Developed System in a manner consistent with:
(@) the NCSC'’s guidance on “Security Design Principles for Digital Services”;

(b) where the Developed System will Handle bulk data, the NCSC’s guidance on “Bulk
Data Principles”; and

(© the NCSC'’s guidance on “Cloud Security Principles”.

Where any of the documents referred to in Paragraph 5.1 provides for various options, the
Supplier must document the option it has chosen to implement and its reasons for doing so.

Notwithstanding anything in the specification for the Developed System or this Contract, the
Supplier must ensure that the Developed System encrypts Government Data:

(@) when the Government Data is stored at any time when no operation is being per-
formed on it; and

(b) when the Government Data is transmitted.

The Supplier must ensure that the Developed System is developed and configured so as to
provide for the matters set out in Paragraphs 20.2 to 20.5 of the Security Requirements.

Secure Software Development by Design

The Supplier must, and must ensure that all Sub-contractors engaged in Development Ac-
tivity, implement secure development and deployment practices to ensure that:

@) no Malicious Code is introduced into the Developed System or the Supplier Infor-
mation Management System; and

(b) the Developed System can continue to function in accordance with the Specifica-

tion:
0] in unforeseen circumstances; and
(i) notwithstanding any attack on the Developed System using common cyber-

attack techniques, including attacks using those vulnerabilities identified at
any time in the OWASP Top Ten.

To those ends, the Supplier must, and ensure that all Sub-contractors engaged in Develop-
ment Activity:

@) comply with the Secure Development Guidance as if its requirements were terms of
this Contract; and

(b) document the steps taken to comply with that guidance.
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6.3 In particular, the Supplier must, and ensure that all Sub-contractors engaged in Develop-
ment Activity:

(@) ensure that all Supplier Staff engaged in Development Activity are:
0] trained and experienced in secure by design code development;

(i) provided with regular training in secure software development and deploy-
ment;

(b) ensure that all Code:
0] is subject to a clear, well-organised, logical and documented architecture;
(i) follows OWASP Secure Coding Practice
(iii) follows recognised secure coding standard, where one is available;
(iv) employs consistent naming conventions;
(v) is coded in a consistent manner and style;

(vi) is clearly and adequately documented to set out the function of each section
of code;

(vii)  is subject to appropriate levels of review through automated and non-auto-
mated methods both as part of:

(A) any original coding; and
(B) at any time the Code is changed;
(© ensure that all Development Environments:
0] protect access credentials and secret keys;

(i) is logically separate from all other environments, including production sys-
tems, operated by the Supplier or Sub-contractor;

(iii) requires multi-factor authentication to access;

(iv) have onward technical controls to protect the Developed System or the Sup-
plier Information Management System in the event a Development Environ-
ment is compromised; and

(V) use network architecture controls to constrain access from the Development
Environment to the Developed System or the Supplier Information Manage-
ment System.

6.4 The Supplier must, and must ensure that all Sub contractors engaged in Development Ac-
tivity, incorporate into the Developed System any security requirements identified:

(a) during any user research concerning the Developed System; or
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7

(b) identified in any business case, or similar document, provided by the Buyer to the
Supplier to inform its Development Activity.

Code Repository and Deployment Pipeline

The Supplier must, and must ensure that all Sub-contractors engaged in Development Activity:

7.1

7.2

7.3

7.4

8

when using a cloud-based code repaository for the deployment pipeline, use only a cloud-
based code repository that has been assessed against the NCSC Cloud Security Princi-
ples;

ensure user access to cope repositories is authenticated using credentials, with passwords
or private keys;

ensure secret credentials are separated from source code.

run automatic security testing as part of any deployment of the Developed System.

Development and Testing Data

The Supplier must, and must ensure that all Sub-contractors engaged in Development Activity, use

9.1

9.2

9.3

only anonymised, dummy or synthetic data when using data within the Development
Environment for the purposes of development and testing.

Code Reviews

This Paragraph applies where the Buyer has assessed that this Contract is a higher-risk
agreement.

The Supplier must:
@) regularly; or
(b) as required by the Buyer

review the Code in accordance with the requirements of this Paragraph 9 (a “Code Re-
view”).

Before conducting any Code Review, the Supplier must agree with the Buyer:
@) the modules or elements of the Code subject to the Code Review;

(b) the development state at which the Code Review will take place;

(©) any specific security vulnerabilities the Code Review will assess; and

(d) the frequency of any Code Reviews,

(the “Code Review Plan”).

9.4

For the avoidance of doubt, the Code Review Plan may specify different modules or ele-
ments of the Code are reviewed at a different development state, for different security vul-
nerabilities and at different frequencies.
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9.5

9.6

9.7

10

10.1

11

111

11.2

11.3

The Supplier:
(a) must undertake Code Reviews in accordance with the Code Review Plan; and

(b) may undertake Code Reviews by automated means if this is consistent with the ap-
proach specified in the Code review Plan.

No later than 10 Working Days after each Code Review, the Supplier must provide the
Buyer will a full, unedited and unredacted copy of the Code Review Report.

Where the Code Review identifies any security vulnerabilities, the Supplier must:
(@) remedy these at its own cost and expense;

(b) ensure, so far as reasonably practicable, that the identified security vulnerabilities
are not present in any other modules or code elements; and

(© modify its approach to undertaking the Development Activities to ensure, so far as is
practicable, the identified security vulnerabilities will not re-occur; and

(d) provide the Buyer with such information as it requests about the steps the Supplier
takes under this Paragraph 9.7.

Third-party Software

The Supplier must not, and must ensure that Sub-contractors do not, use any software to
Handle Government Data where the licence terms of that software purport to grant the li-
censor rights to Handle the Government Data greater than those rights strictly necessary
for the use of the software.

Third-party Software Modules

This Paragraph 11 applies only where the Buyer has assessed that this Contract is a
higher-risk agreement

Where the Supplier or a Sub-contractor incorporates a Third-party Software Module into the
Code, the Supplier must:

@) verify the source and integrity of the Third-party Software Module by cryptographic
signing or such other measure that provides the same level of assurance;

(b) perform adequate due diligence to determine whether there are any recognised se-
curity vulnerabilities with that Third-party Software Module;

(©) continue to monitor any such Third-party Software Module so as to ensure it
promptly becomes aware of any newly-discovered security vulnerabilities;

(d) take appropriate steps to minimise the effect of any such security vulnerability on
the Developed System.

For the purposes of Paragraph 11.2(b), the Supplier must perform due diligence that is pro-
portionate to the significance of the Third-party Software Module within the Code.

| 160



11.4

115

116

12

121

12.2

12.3

12.4

The Supplier must produce and maintain a register of all Third-party Software Modules that
form part of the Code (the “Modules Register”).

The Modules Register must include, in respect of each Third-party Software Module:
(@) full details of the developer of the module;

(b) the due diligence the Supplier undertook on the Third-party Software Module before
deciding to use it;

(© any recognised security vulnerabilities in the Third-party Software Module; and

(d) how the Supplier will minimise the effect of any such security vulnerability on the
Developed System.

The Supplier must:
@) review and update the Modules Register:

0] within 10 Working Days of becoming aware of a security vulnerability in any
Third-party Software Module; and

(i) at least once every 6 (six) months;
(b) provide the Buyer with a copy of the Modules Register:
0] whenever it updates the Modules Register; and

(i) otherwise when the Buyer requests.

Hardware and software support

This Paragraph 12 applies only where the Buyer has assessed that this Contract is a
higher-risk agreement

Before using any software as part of the Supplier Information Management System, the
Supplier must:

@) perform adequate due diligence to determine whether there are any recognised se-
curity vulnerabilities with that software; and

(b) where there are any recognised security vulnerabilities, either:
0] remedy vulnerabilities; or

(i) ensure that the design of the Supplier Information Management System miti-
gates those vulnerabilities.

The Supplier must ensure that all software used to provide the Services remains at all times
in full security support, including any extended or bespoke security support.

The Supplier must produce and maintain a register of all software that form the Supplier In-
formation Management System (the “Support Register”).
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12.5

12.6

12.7

12.8

12.9

The Support Register must include in respect of each item of software:

(@) any vulnerabilities identified with the software and the steps the Supplier has taken
to remedy or mitigate those vulnerabilities;

0] within ten Working days of becoming aware of any new vulnerability in any
item of software;

(b) the date, so far as it is known, that the item will cease to be in mainstream security
support; and

(© the Supplier’s plans to upgrade the item before it ceases to be in mainstream secu-
rity support.

The Supplier must:
(@) review and update the Support Register:

0] within 10 Working days of becoming aware of any new vulnerability in any
item of software;

(i) within 10 Working Days of becoming aware of the date on which, or any
change to the date on which, any item of software will cease to be in main-
stream security report;

(iii) within 10 Working Days of introducing new software, or removing existing
software, from the Supplier Information Management System; and

(iv) at least once every 12 months;

(b) provide the Buyer with a copy of the Support Register:
0] whenever it updates the Support Register; and
(i) otherwise when the Buyer requests.

Where any element of the Developed System consists of COTS Software, the Supplier
shall ensure:

@) those elements are always in mainstream or extended security support from the rel-
evant vendor; and

(b) the COTS Software is not more than one version or major release behind the latest
version of the software.

The Supplier shall ensure that all hardware used to provide the Services, whether used by
the Supplier or any Sub-contractor is, at all times, remains in mainstream vendor support,
that is, that in respect of the hardware, the vendor continues to provide:

@) regular firmware updates to the hardware; and

(b) a physical repair or replacement service for the hardware.

The Supplier must ensure that where any software or hardware component of the Supplier
Information Management System is no longer required to provide the Services or has
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13

131

13.2

13.3

13.4

135

13.6

13.7

13.8

reached the end of its life it is removed or disconnected from the Supplier Information Man-
agement System.

Encryption

This Paragraph applies where the Buyer has assessed that this Contract is a higher-risk
agreement.

Before Handling any Government Data, the Supplier must agree with the Buyer the encryp-
tion methods that it and any Sub-contractors that Handle Government Data will use to com-
ply with this Paragraph 13.

Where this Paragraph 13 requires Government Data to be encrypted, the Supplier must
use, and ensure that Subcontractors use, the methods agreed by the Buyer under Para-
graph 13.2.

Notwithstanding anything in the specification for the Developed System or this Contract, the
Supplier must ensure that the Developed System encrypts Government Data:

(@) when the Government Data is stored at any time when no operation is being per-
formed on it; and

(b) when the Government Data is transmitted.

Unless Paragraph 13.6 applies, the Supplier must ensure, and must ensure that all Sub-
contractors ensure, that Government Data is encrypted:

@) when stored at any time when no operation is being performed on it, including when
stored on any portable storage media; and

(b) when transmitted.

Where the Supplier, or a Sub-contractor, cannot encrypt Government Data as required by
Paragraph 13.5, the Supplier must:

@) immediately inform the Buyer of the subset or subsets of Government Data it cannot
encrypt and the circumstances in which and the reasons why it cannot do so;

(b) provide details of the protective measures the Supplier or Sub-contractor (as appli-
cable) proposes to take to provide equivalent protection to the Buyer as encryption;

(©) provide the Buyer with such information relating to the Government Data concerned,
the reasons why that Government Data cannot be encrypted and the proposed pro-
tective measures as the Buyer may require.

The Buyer, the Supplier and, where the Buyer requires, any relevant Sub-contractor shall
meet to agree appropriate protective measures for the unencrypted Government Data.

Where the Buyer and Supplier reach agreement, the Supplier must document:

(a) the subset or subsets of Government Data not encrypted and the circumstances in
which that will occur;

| 163



13.9

14

141

14.2

14.3

14.4

(b) the protective measure that the Supplier and/or Sub-contractor will put in place in
respect of the unencrypted Government Data.

Where the Buyer and Supplier do not reach agreement within 40 Working Days of the date
on which the Supplier first notified the Buyer that it could not encrypt certain Government
Data, either party may refer the matter to be determined by an expert in accordance with
the Dispute Resolution Procedure.

Backup and recovery of Government Data

Backups and recovery of Government Data

The Supplier must backup and recover the Government Data in accordance with the
Backup and Recovery Plan to ensure the recovery point objective and recovery time objec-
tive in Paragraph 14.3(a).

Any backup system operated by the Supplier or Sub-contractor forms part of the Supplier
System or that Sub-contractor’'s System to which this Schedule 10 (Security) and the Secu-
rity Requirements apply.

Backup and Recovery Plan
Unless otherwise required by the Buyer, the Backup and Recovery Plan must provide for:

@) in the case of a full or partial failure of the Supplier System or a Sub-contractor’s
System:

0] a recovery time objective of 1 hour; and
(i) a recovery point objective of last 30 days; and

(b) a retention period of personal data processed by the Buyer for as long as is consid-
ered necessary for the purpose for which it was collected (including as required by
applicable law or regulation). In the absence of specific legal, regulatory or contrac-
tual requirements, the baseline retention period for records created in the provision
of the InSite system is 10 years, except for User IDs and their respective organisa-
tion, which will be kept to continue to allow IDs to be recorded against property rec-
ords so that information on the system has a recorded owner and Insite SLA sigha-
tories can take ownership for their organisations' personal data. This period is sub-
ject to review by Cabinet Office security.

In doing so, the Backup and Recovery Plan must ensure that in respect of any backup sys-
tem operated by the Supplier or a Sub-contractor:

@) the backup location for Government Data is sufficiently physically and logically sep-
arate from the rest of the Supplier System or a Sub-contractor’'s System that it is not
affected by any Disaster affecting the rest of the Supplier System or a Sub-contrac-
tor's System;

(b) there is sufficient storage volume for the amount of Government Data to be backed
up;

(© all back-up media for Government Data is used in accordance with the manufac-
turer’'s usage recommendations;
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15

15.1

16

16.1

(d)

()

(f)
(¢)]

(h)

Email

newer backups of Government Data do not overwrite existing backups made during
the retention period specified in Paragraph 14.3(a)(ii);

the backup system monitors backups of Government Data to:

0] identifies any backup failure; and

(i) confirm the integrity of the Government Data backed up;
any backup failure is remedied promptly;

the backup system monitors the recovery of Government Data to:
0] identify any recovery failure;

(i) confirm the integrity of Government Data recovered; and

any recovery failure is promptly remedied.

Notwithstanding anything in the specification for the Developed System or this Contract, the
Supplier must ensure that where the Developed System will provide an Email Service to the
Buyer, the Developed System:

(@)

(b)
(©)

(d)

DNS

supports transport layer security (“TLS”) version 1.2, or higher, for sending and re-
ceiving emails;

supports TLS Reporting (‘TLS-RPT")
is capable of implementing:

0] domain-based message authentication, reporting and conformance
(“DMARC”);

(i) sender policy framework (“SPF”); and
(iii) domain keys identified mail (“DKIM”); and

is capable of complying in all respects with any guidance concerning email security
as issued or updated from time to time by:

0] the UK Government (current version at https://www.gov.uk/guidance/set-up-
government-email-services-securely; or

(i) the NCSC (current version at https://www.ncsc.gov.uk/collection/email-secu-
rity-and-anti-spoofing).

Unless otherwise agreed by the Buyer, the Supplier must ensure that the Developed Sys-
tem uses the UK public sector Protective DNS (“PDNS”) service to resolve internet DNS
queries.
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17

17.1

17.2

17.3

17.4

18

18.1

18.2

Malicious Software

The Supplier shall install and maintain Anti-virus Software or procure that Anti-virus Soft-
ware is installed and maintained on the Supplier Information Management System.

The Supplier must ensure that such Anti-virus Software:

(@) prevents the installation of the most common forms of Malicious Software in the
Supplier Information Management System and the Development Environment;

(b) is configured to perform automatic software and definition updates;

(© provides for all updates to be the Anti-virus Software to be deployed within 10 Work-
ing Days of the update’s release by the vendor;

(d) performs regular scans of the Supplier Information Management System to check
for and prevent the introduction of Malicious Software; and

(e) where Malicious Software has been introduced into the Supplier Information Man-
agement System, identifies, contains the spread of, and minimises the impact of
Malicious Software.

If Malicious Software is found, the Parties shall cooperate to reduce the effect of the Mali-
cious Software and, particularly if Malicious Software causes loss of operational efficiency
or loss or corruption of Government Data, assist each other to mitigate any Losses and to
restore the Services to their desired operating efficiency.

Any Breach of Security caused by Malicious Software where the Breach of Security arose

from a failure by the Supplier, or a Sub-contractor, to comply with this Paragraph 17 is a
material Default.

Vulnerabilities

Unless the Buyer otherwise agrees, the Supplier must ensure that it or any relevant Sub-
contractor applies security patches to any vulnerabilities in the Supplier Information Man-
agement System no later than:

@) seven (7) days after the public release of patches for vulnerabilities classified as
“critical”;

(b) thirty (30) days after the public release of patches for vulnerabilities classified as
“important”; and

(©) sixty (60) days after the public release of patches for vulnerabilities classified as
“other”.

The Supplier must:

@) scan the Supplier Information Management System and the Development Environ-
ment at least once every month to identify any unpatched vulnerabilities; and

(b) if the scan identifies any unpatched vulnerabilities ensure they are patched in ac-
cordance with Paragraph 18.1.
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18.3

19

19.1

19.2

19.3

For the purposes of this Paragraph 18, the Supplier must implement a method for classify-

ing vulnerabilities to the Supplier Information Management System as “critical”, “important”
or “other” that is aligned to recognised vulnerability assessment systems, such as:

(@) the National Vulnerability Database’s vulnerability security ratings; or

(b) Microsoft’s security bulletin severity rating system.

Security testing

Responsibility for security testing

The Supplier is solely responsible for:

(@) the costs of conducting any security testing required by this Paragraph 19; and

(b) the costs of implementing any findings, or remedying any vulnerabilities, identified in
that security testing.

Security tests by Supplier
The Supplier must:

@) during the testing of the Developed System and before the Developed System goes
live;

(b) at least once during each Contract Year; and

(© when required to do so by the Buyer;

undertake the following activities:

(d) conduct security testing of the Supplier Information Management System, insofar as
it relates to the Developed System but excluding the Development Environment (an

“IT Health Check”) in accordance with Paragraph 19.8 to 19.10; and

(e) implement any findings, and remedy any vulnerabilities identified by the IT Health
Check in accordance with Paragraph and 19.11 to 19.20.

In addition to its obligations under Paragraph 19.2, the Supplier must undertake any tests
required by:

@) any Remediation Action Plan;

(b) the ISO27001 Certification Requirements;

(©) the Security Management Plan; and

(d) the Buyer, following a Breach of Security or a significant change, as assessed by

the Buyer, to the components or architecture of the Supplier Information Manage-
ment System,

(@) (each a Supplier Security Test).
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194

195

19.6

19.7

19.8

19.9

19.10

19.11

The Supplier must:

(a) design and implement the Supplier Security Tests so as to minimise the impact on
the delivery of the Services;

(b) agree the date, timing, content and conduct of such Supplier Security Tests in ad-
vance with the Buyer.

Where the Supplier fully complies with Paragraph 19.4, if a Supplier Security Test causes a
Performance Failure in a particular Measurement Period, the Supplier shall be entitled to
relief in respect of such Performance Failure for that Measurement Period.

The Buyer may send a representative to witness the conduct of the Supplier Security Tests.
The Supplier shall provide the Buyer with a full, unedited and unredacted copy of the re-
sults of such Security Tests (in a form approved by the Buyer in advance) as soon as prac-
ticable, and in any case within ten Working Days, after completion of each Supplier Security
Test

IT Health Checks

In arranging an IT Health Check, the Supplier must:

@) use only a CHECK Service Provider to perform the IT Health Check;

(b) ensure that the CHECK Service Provider uses a qualified CHECK Team Leader and
CHECK Team Members to perform the IT Health Check;

(© design and plan for the IT Health Check so as to minimise the impact of the IT
Health Check on the Supplier Information Management System and the delivery of
the Services.

(d) promptly provide the Buyer with such technical and other information relating to the
Information Management System as the Buyer requests;

(e) include within the scope of the IT Health Check such tests as the Buyer requires;
® agree with the Buyer the scope, aim and timing of the IT Health Check.

The Supplier must commission the IT Health Check in accordance with the scope, aim and
timing agreed by the Buyer.

Following completion of an IT Health Check, the Supplier must provide the Buyer with a full,
unedited and unredacted copy of the report relating to the IT Health Check without delay
and in any event within 10 Working Days of its receipt by the Supplier.

Remedying vulnerabilities

In addition to complying with Paragraphs 19.13 to 19.20., the Supplier must remedy:

@) any vulnerabilities classified as critical in the IT Health Check report within 5 Work-
ing Days of becoming aware of the vulnerability and its classification;

(b) any vulnerabilities classified as high in the IT Health Check report within 1 month of
becoming aware of the vulnerability and its classification; and
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19.12

19.13

19.14

19.15

19.16

19.17

19.18

(© any vulnerabilities classified as medium in the IT Health Check report within
3 months of becoming aware of the vulnerability and its classification.

The Supplier must notify the Buyer immediately if it does not, or considers it will not be able
to, remedy the vulnerabilities classified as critical, high or medium in the IT Health Check
report within the time periods specified in Paragraph 19.11.

Significant vulnerabilities

Where the IT Health Check report identifies more than 10 vulnerabilities classified as either
critical or high, the Buyer may, at the Supplier’s cost, appoint an independent and appropri-
ately qualified and experienced security architect and adviser to perform a root cause anal-
ysis of the identified vulnerabilities.

Responding to Supplier Security Test report

Where the IT Health Check identifies vulnerabilities in, or makes findings in respect of, the
Information Management System, the Supplier must within 20 Working Days of receiving
the IT Health Check report, prepare and submit for approval to the Buyer a draft plan ad-
dressing the vulnerabilities and findings (the “Remediation Action Plan”).

Where the Buyer has commissioned a root cause analysis under Paragraph 19.13, the
Supplier shall ensure that the draft Remediation Action Plan addresses that analysis.

The draft Remediation Action Plan must, in respect of each vulnerability identified or finding
made by the IT Health Check report:

@) how the vulnerability or finding will be remedied;
(b) the date by which the vulnerability or finding will be remedied; and

(© the tests that the Supplier proposes to perform to confirm that the vulnerability has
been remedied or the finding addressed.

The Supplier shall promptly provide the Buyer with such technical and other information re-
lating to the Supplier Information Management System, the IT Health Check report or the
draft Remediation Action Plan as the Buyer requests.

The Buyer may:

@) reject the draft Remediation Action Plan where it considers that the draft Remedia-
tion Action Plan is inadequate, providing its reasons for doing so, in which case:

0] the Supplier shall within 10 Working Days of the date on which the Buyer re-
jected the draft Remediation Action Plan submit a revised draft Remediation
Action Plan that takes into account the Buyer’s reasons; and

(i) Paragraph 19.16 to 19.18 shall apply, with appropriate modifications, to the
revised draft Remediation Action Plan;

(b) accept the draft Remediation Action Plan, in which case the Supplier must immedi-
ately start work on implementing the Remediation Action Plan in accordance with
Paragraph 19.19 and 19.20.

Implementing an approved Remediation Action Plan
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19.19 In implementing the Remediation Action plan, the Supplier must conduct such further tests
on the Supplier Information Management System as are required by the Remediation Ac-
tion Plan to confirm that the Remediation Action Plan has fully and correctly implemented.

19.20

If any such testing identifies a new risk, new threat, vulnerability or exploitation technique
with the potential to affect the security of the Supplier Information Management System, the
Supplier shall within [2] Working Days of becoming aware of such risk, threat, vulnerability
or exploitation technique:

(@)
(b)

(©)

provide the Buyer with a full, unedited and unredacted copy of the test report;

implement interim mitigation measures to vulnerabilities in the Information System
known to be exploitable where a security patch is not immediately available;

as far as practicable, remove or disable any extraneous interfaces, services or ca-
pabilities not needed for the provision of the Services within the timescales set out
in the test report or such other timescales as may be agreed with the Buyer.

Significant vulnerabilities

19.21 Where:

20

20.1

20.2

(@)

(b)

(©)

(d)

a Security Test report identifies more than 10 vulnerabilities classified as either criti-
cal or high; or

the Buyer rejected a revised draft Remediation Action Plan,

(b) the Buyer may, at the Supplier’s cost, either:

appoint an independent and appropriately qualified and experienced security archi-
tect and adviser to perform a root cause analysis of the identified vulnerabilities; or

give notice to the Supplier requiring the appointment as soon as reasonably practi-
cable, and in any event within ten Working Days, of an Independent Security Ad-
viser.

Access Control

This Paragraph applies where the Buyer has assessed that this Contract is a higher-risk
agreement.

The Supplier must, and must ensure that all Sub-contractors:

(@)

(b)

(©)

(d)

identify and authenticate all persons who access the Supplier Information Manage-
ment System and Sites before they do so;

require multi-factor authentication for all user accounts that have access to Govern-
ment Data or that are Privileged Users;

allow access only to those parts of the Supplier Information Management System
and Sites that those persons require;

maintain records detailing each person’s access to the Supplier Information Man-
agement System and Sites, and make those records available to the Buyer on re-
quest.
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20.3

20.4

20.5

20.6

20.7

21

211

The Supplier must ensure, and must ensure that all Sub-contractors ensure, that the user
accounts for Privileged Users of the Supplier Information Management System:

(a) are allocated to a single, individual user;
(b) are accessible only from dedicated End-user Devices;

(© are configured so that those accounts can only be used for system administration
tasks;

(d) require passwords with high complexity that are changed regularly;

(e) automatically log the user out of the Supplier Information Management System after
a period of time that is proportionate to the risk environment during which the ac-
count is inactive; and

() in the case of a higher-risk agreement are:

0] restricted to a single role or small number of roles;
(i) time limited; and
(iii) restrict the Privileged User’s access to the internet.

The Supplier must ensure, and must ensure that all Sub-contractors ensure, that it logs all

activity of the Privileged Users while those users access those accounts and keeps the ac-

tivity logs for 20 Working Days before deletion.

The Supplier must require, and must ensure that all Sub-contractors require, that Privileged

Users use unique and substantially different high-complexity passwords for their different

accounts on the Supplier Information Management System.

The Supplier must ensure that the Developed System is developed and configured so as to
provide for the matters set out in Paragraphs 20.2 to 20.5.

The Supplier must, and must ensure that all Sub-contractors:
@) configure any hardware that forms part of the Supplier Information Management
System that is capable of requiring a password before it is accessed to require a

password; and

(b) change the default password of that hardware to a password of high complexity that
is substantially different from the password required to access similar hardware.

Event logging and protective monitoring

Protective Monitoring System

The Supplier must, and must ensure that Sub-contractors, implement an effective system of
monitoring and reports analysing access to and use of the Supplier Information Manage-

ment System, the Development Environment, the Government Data and the Code to:

(a) identify and prevent potential Breaches of Security;
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21.2

21.3

21.4

21.5

(b) respond effectively and in a timely manner to Breaches of Security that do occur;

(c) identify and implement changes to the Supplier Information Management System to
prevent future Breaches of Security; and

(d) help detect and prevent any potential criminal offence relating to fraud, bribery or
corruption using the Supplier Information Management System or the Developed
System

(the “Protective Monitoring System”).

The Protective Monitoring System must provide for:

(@) event logs and audit records of access to the Supplier Information Management
system; and

(b) regular reports and alerts to identify:
0] changing access trends;
(i) unusual usage patterns; or
(iii) the access of greater than usual volumes of Government Data;

(© the detection and prevention of any attack on the Supplier Information Management
System or the Development Environment using common cyber-attack techniques;

(d) any other matters required by the Security Management Plan.
Event logs

The Supplier must ensure that, unless the Buyer otherwise agrees, any event logs do not
log:

@) personal data, other than identifiers relating to users; or

(b) sensitive data, such as credentials or security keys.

Provision of information to Buyer

The Supplier must provide the Buyer on request with:

@) full details of the Protective Monitoring System it has implemented; and

(b) copies of monitoring logs and reports prepared as part of the Protective Monitoring
System.

Changes to Protective Monitoring System

The Buyer may at any time require the Supplier to update the Protective Monitoring System
to:

(a) respond to a specific threat identified by the Buyer;

(b) implement additional audit and monitoring requirements; and
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22

221

22.2

22.3

224

22.5

(© stream any specified event logs to the Buyer’s security information and event man-
agement system.

Audit rights

Right of audit

The Buyer may undertake an audit of the Supplier or any Sub-contractor to:

(@) verify the Supplier’'s or Sub-contractor’s (as applicable) compliance with the require-
ments of this Schedule 10 (Security) and the Data Protection Laws as they apply to
Government Data,

(b) inspect the Supplier Information Management System (or any part of it);

(© review the integrity, confidentiality and security of the Government Data; and/or

(d) review the integrity and security of the Code.

Any audit undertaken under this Paragraph 22:

@) may only take place during the Term and for a period of 18 months afterwards; and

(b) is in addition to any other rights of audit the Buyer has under this Contract.

The Buyer may not undertake more than one audit under Paragraph 22.1 in each calendar
year unless the Buyer has reasonable grounds for believing:

@) the Supplier or any Sub-contractor has not complied with its obligations under this
Contract or the Data Protection Laws as they apply to the Government Data;

(b) there has been or is likely to be a Security Breach affecting the Government Data or
the Code; or

(© where vulnerabilities, or potential vulnerabilities, in the Code have been identified
by:

0] an IT Health Check; or
(i) a Breach of Security.
Conduct of audits

The Buyer must use reasonable endeavours to provide 15 Working Days’ notice of an au-
dit.

The Buyer must when conducting an audit:
@) comply with all relevant policies and guidelines of the Supplier or Sub-contractor (as

applicable) concerning access to the Suppler Information Management System the
Buyer considers reasonable having regard to the purpose of the audit; and
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22.6

22.7

22.8

23

23.1

23.2

(b) use reasonable endeavours to ensure that the conduct of the audit does not unrea-
sonably disrupt the Supplier or Sub-contractor (as applicable) or delay the provision
of the Services.

The Supplier must, and must ensure that Sub-contractors, on demand provide the Buyer
with all co-operation and assistance the Buyer may reasonably require, including:

(@) all information requested by the Buyer within the scope of the audit;
(b) access to the Supplier Information Management System; and

(c) access to the Supplier Staff.

Response to audit findings

Where an audit finds that:

@) the Supplier or a Sub-contractor has not complied with this Contract or the Data
Protection Laws as they apply to the Government Data; or

(b) there has been or is likely to be a Security Breach affecting the Government Data

the Buyer may require the Supplier to remedy those defaults at its own cost and expense
and within the time reasonably specified by the Buyer.

The exercise by the Buyer of any rights it may have under this Paragraph 3 does not affect

the exercise by it of any other or equivalent rights it may have under this Contract in respect
of the audit findings.

Breach of Security

Reporting Breach of Security

If either party becomes aware of a Breach of Security it shall notify the other as soon as
reasonably practicable after becoming aware of the breach, and in any event within

24 hours.

Immediate steps

The Supplier must, upon becoming aware of a Breach of Security immediately take those
steps identified in the Security Management Plan and all other steps reasonably necessary
to:

@) minimise the extent of actual or potential harm caused by such Breach of Security;
(b) remedy such Breach of Security to the extent possible;

(©) apply a tested mitigation against any such Breach of Security; and

(d) prevent a further Breach of Security in the future which exploits the same root cause
failure;

Subsequent action
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23.3 As soon as reasonably practicable and, in any event, within 5 Working Days, or such other

23.4

23.5

23.6

23.7

period agreed with the Buyer, following the Breach of Security, provide to the Buyer:
(a) full details of the Breach of Security; and
(b) if required by the Buyer:
0] a root cause analysis; and
(i) a draft plan addressing the Breach of Security,
(the “Breach Action Plan”).
The draft Breach Action Plan must, in respect of each issue identified in the root cause
analysis:
(@) in respect of each issue identified in the root cause analysis:
0] how the issue will be remedied;

(i) the date by which the issue will be remedied; and

(iii) the tests that the Supplier proposes to perform to confirm that the issue has
been remedied or the finding addressed,;

(b) the assistance the Supplier will provide to the Buyer to resolve any impacts on the
Buyer, the Government Data and the Code;

(© the Supplier's communication and engagement activities in respect of the Breach of
Security, including any communication or engagement with individuals affected by
any Breach of Security that results in the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, Personal Data;

(d) the infrastructure, services and systems (including any contact centre facilities) the
Supplier will establish to undertake the remediation, communication and engage-
ment activities.

The Supplier shall promptly provide the Buyer with such technical and other information re-
lating to the draft Breach Action Plan as the Buyer requests.

The Buyer may:

@) reject the draft Breach Action Plan where it considers that the draft Breach Action
Plan is inadequate, providing its reasons for doing so, in which case:

0] the Supplier shall within 10 Working Days of the date on which the Buyer re-
jected the draft Breach Action Plan submit a revised draft Breach Action
Plan that takes into account the Buyer’s reasons; and

(i) Paragraph 23.5 and 23.6 shall apply to the revised draft Breach Action Plan;

(b) accept the draft Breach Action Plan, in which case the Supplier must immediately
start work on implementing the Breach Action Plan.

When implementing the Breach Action Plan, the Supplier must:
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23.8

(a) establish infrastructure, services and systems referred to in the Breach Action Plan;

(b) communicate and engage with affected individuals in accordance with the Breach
Action Plan;

(© communicate and engage with the Buyer and stakeholders identified by the Buyer in
accordance with the Breach Plan and as otherwise required by the Buyer; and

(d) engage and deploy such additional resources as may be required to perform its re-
sponsibilities under the Breach Plan and this Contract in respect of the Personal
Data Breach without any impact on the provision of the Services;

(e) continue to implement the Breach Action Plan until the Buyer indicates that the
Breach of Security and the impacts on the Buyer, the Government Data, the Code
and the affected individuals have been resolved to the Buyer’s satisfaction.

The obligation to provide and implement a Breach Action Plan under Paragraphs 23.3 to
23.7 continues notwithstanding the expiry or termination of this Contract.

Costs of preparing and implementing a Breach Action Plan

23.9

23.10

23.11

24

241

The Supplier is solely responsible for its costs in preparing and implementing a Breach Ac-
tion Plan.

Reporting of Breach of Security to regulator

Where the Law requires the Supplier report a Breach of Security to the appropriate regula-
tor, the Supplier must:

@) make that report within the time limits:
0] specified by the relevant regulator; or
(i) otherwise required by Law;

(b) to the extent that the relevant regulator or the Law permits, provide the Buyer with a
full, unredacted and unedited copy of that report at the same time it is sent to the

relevant regulator.

Where the Law requires the Buyer to report a Breach of Security to the appropriate regula-
tor, the Supplier must:

@) provide such information and other input as the Buyer requires within the timescales
specified by the Buyer;

(b) ensure so far as practicable the report it sends to the relevant regulator is consistent
with the report provided by the Buyer.

Return and Deletion of Government Data
The Supplier must create and maintain a register of:

(a) all Government Data the Supplier, or any Sub-contractor, receives from or creates
for the Buyer; and
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(b) those parts of the Supplier Information Management System, including those parts
of the Supplier Information Management System that are operated or controlled by
any Sub-contractor, on which the Government Data is stored,

(the “Government Data Register”).
24.2 The Supplier must:

(@) review and update the Government Data Register:

0] within 10 Working Days of the Supplier or any Sub-contractor changes those
parts of the Supplier Information Management System on which the Govern-
ment Data is stored;

(i) within 10 Working Days of a significant change in the volume, nature or
overall sensitivity of the Government Data stored on the Supplier Information
Management System;

(iii) at least once every 12 (twelve) months; and

(b) provide the Buyer with a copy of the Government Data Register:

0] whenever it updates the Government Data Register; and

(i) otherwise when the Buyer requests.

24.3 Subject to Paragraph 24.4, the Supplier must, and must ensure that all Subcontractors, se-
curely erase any or all Government Data held by the Supplier or Subcontractor, including
any or all Code:

@) when requested to do so by the Buyer; and

(b) using a deletion method agreed with the Buyer that ensures that even a determined
expert using specialist techniques can recover only a small fraction of the data de-
leted.

24.4 Paragraph 24.4 does not apply to Government Data:

@) that is Personal Data in respect of which the Supplier is a Controller;
(b) to which the Supplier has rights to Handle independently from this Contract; or
(©) in respect of which, the Supplier is under an obligation imposed by Law to retain.

245 The Supplier must, and must ensure that all Sub-contractors, provide the Buyer with copies
of any or all Government Data held by the Supplier or Sub-contractor, including any or all
Code:

@) when requested to do so by the Buyer; and

(b) using the method specified by the Buyer.

| 177



Annex 2 Security Management Plan Template

[Insert EITHER Security Management Plan template OR link to Guidance including Security
Management Plan template]
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Annex 3 Sub-contractor Security Requirements

The table below sets out the Security Requirements that do not apply to particular categories of

Sub-contractors.

Higher-risk Sub-con-
tractors

Medium-risk Sub-
contractors

Sub-contractors

Security Requirements
that do not apply
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Annex 4

To be used only where the Bu

Secure by Design Questionnaire

er has selected the relevant option in Paragraph 1]

Secure by Design Principle

Requirements

How the Suppli

Principle 1

Create responsibility for cyber
security risk

Assign a designated risk
owner to be accountable for
managing cyber security risks
for the service within the con-
tract. This must be a senior
stakeholder with the experi-
ence, knowledge and authority
to lead on security activities.

The Supplier designates a senior individual within their
organisation who has overall accountability for ensur-
ing the Secure by Design are met as part of the overall
security requirements stated within the contract.

The Supplier designates a senior individual within the
supplier delivery team - who will be reporting to the
SRO, service owner or equivalent - with overall re-
sponsibility for the management of cyber security risks
of digital services and technical infrastructure during
their delivery.

The Supplier provides adequate and appropriately
qualified resources to support the Buyer with following
the government Secure by Design Approach as part of
service delivery.

These resources must be reviewed at the beginning of
each of the delivery phases during the delivery lifecy-
cle of the service as agreed with the Buyer.

Principle 2

Source secure technology
products

Where third-party products are
used, perform security due dili-
gence by continually as-
sessing platforms, software
and code for security vulnera-
bilities. Mitigate risks and
share findings with suppliers to
help them improve product se-
curity.

The Supplier carries out proportionate (risk-driven) se-
curity reviews of third-party products before they are
considered as a component of the digital service. The
type and details of the review should be based on the
significance associated with the product and are sub-
ject to agreement with the Buyer.

The Supplier takes reasonable steps to reduce poten-
tial cyber security risks associated with using a third-
party product as part of the service to a level that
meets the Buyer’s security risk appetite for the service.
Where the risk cannot be mitigated to such level, the
Buyer should be informed and asked to accept the risk
associated with using the product.

The Supplier takes reasonable steps to assess third-
party products used as a component of the digital ser-
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vice against legal and regulatory obligations and in-
dustry security standards specified by the Buyer.
Where the product doesn’t meet the required obliga-
tions, the Supplier must discuss with the Buyer the re-
sidual risks associated with using the product.

Principle 3
Adopt a risk-driven approach

Establish the project’s risk ap-
petite and maintain an assess-
ment of cyber security risks to
build protections appropriate
to the evolving threat land-
scape.

As provided by the Buyer, the Supplier should share
the risk appetite across the supplier's delivery team
from the outset.

The Supplier supports the Buyer with identifying the
cyber threats and attack paths as part of ongoing
threat modelling during digital service delivery.

The Supplier supports the Buyer with assessing cyber
security risks and providing risk analysis details to help
risk owners make informed risk decisions.

During the assessment, risks to the digital service are
identified, analysed, prioritised, and appropriate miti-
gation is proposed taking into account the risk appetite
during the lifecycle of the service.

The Supplier produces an output from the risk man-
agement process containing a clear set of security re-
quirements that will reduce the risks in line with the
agreed risk appetite and cyber security risk manage-
ment approach.

The Supplier factors in the legal and regulatory re-
quirements provided by the Buyer in the risk manage-
ment process and service design and build.

Principle 4

Design usable security con-
trols

Perform regular user research
and implement findings into
service design to make sure
security processes are fit for

The Supplier ensures that security requirements that
are defined and documented as part of user research
activities (for example user stories and user journeys)
are fed into the design of the digital service.

The Supplier ensures that business objectives inform-
ing security requirements listed in the business case
for the digital service are taken into consideration
when designing security controls.
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purpose and easy to under-
stand.

Principle 5

Build in detect and respond
security

Design for the inevitability of
security vulnerabilities and in-
cidents. Integrate appropriate
security logging, monitoring,
alerting and response capabili-
ties. These must be continu-
ally tested and iterated.

The Supplier responsible for building the digital service
ensures that proportionate security logging, monitoring
and alerting mechanisms able to discover cyber secu-

rity events and vulnerabilities documented in the threat
and risk assessment are designed into the service.

The Supplier responsible for building the digital service
integrates incident response and recovery capabilities
that are in line with the requirements and timescales
documented in the service resilience or similar docu-
mentation.

The Supplier responsible for building the digital service
regularly tests digital services and infrastructure to
identify and fix weaknesses within systems.

Principle 6
Design flexible architectures

Implement digital services and
update legacy components to
allow for easier integration of
new security controls in re-
sponse to changes in business
requirements, cyber threats
and vulnerabilities.

As agreed with the Buyer, the Supplier responsible for
building the digital service uses flexible architectures
and components that allow integration of new security
measures in response to changes in business require-
ments, cyber threats and vulnerabilities.

The Supplier responsible for building the digital service
tests security controls and verifying they are fit for pur-
pose before deployment.

Principle 7
Minimise the attack surface

Use only the capabilities, soft-
ware, data and hardware com-
ponents necessary for a ser-
vice to mitigate cyber security
risks while achieving its in-
tended use.

The Supplier responsible for building the digital service
implements risk-driven security controls which meet
the risk appetite and appropriate baseline as agreed
with the Buyer.

The Supplier responsible for building the digital service
follows secure coding practices and, with consultation
with the Buyer’s delivery team, identifies and mitigates
vulnerabilities proactively reducing the number of vul-
nerabilities that potential attackers can exploit.
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The Supplier retires service components (including
data) securely when they are no longer needed, or at
the end of their lifecycle.

Principle 8
Defend in depth

Create layered controls across
a service so it's harder for at-
tackers to fully compromise
the system if a single control
fails or is overcome.

The Supplier responsible for building the digital service
adopts a defence in depth approach when designing
the security architecture for the digital service.

The Supplier responsible for building the digital service
implements security measures to incorporate segmen-
tation.

The Supplier responsible for building the digital service
implements mechanisms to keep the impact of poten-
tial security incidents contained.

The Supplier responsible for building the digital service
tests security controls and verifying they are fit for pur-
pose before deployment.

Principle 9
Embed continuous assurance

Implement continuous security
assurance processes to create
confidence in the effectiveness
of security controls, both at the
point of delivery and through-
out the operational life of the
service.

The Supplier responsible for building the digital service
reassess controls during build to ensure they operate
effectively and that no known vulnerabilities exist.

The Supplier responsible for building the digital service
reassesses security controls against changes in the
service or threat landscape during the build phase.

The Supplier responsible for building the digital service
reports on how the delivery team follows the Secure
by Design Approach and adheres to the Secure by
Design principles by contributing to the maintenance
of the Secure by Design Self Assessment Tracker.

Principle 10
Make changes securely

Embed security into the de-

sign, development and deploy-
ment processes to ensure that
the security impact of changes

The Supplier responsible for building the digital service
works with the Buyer to assess the security impact of
changes before these are made to digital services and
infrastructure.

The Supplier responsible for building the digital service
records any residual unmitigated risks to the cyber se-
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is considered alongside other
factors.

curity risk register and shares this with the accounta-
ble individuals and security function responsible for in-
corporating these into the organisation’s risk registers.
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