Prohibited act

To directly or indirectly offer, promise or give any person working for
or engaged by a Buyer or CCS a financial or other advantage to:
e induce that person to perform improperly a relevant function or
activity
e reward that person for improper performance of a relevant
function or activity
e commit any offence:
o under the Bribery Act 2010
o under legislation creating offences concerning Fraud
o atcommon Law concerning Fraud
o committing or attempting or conspiring to commit Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out of the
performance by the Supplier (or by a third party on behalf of the
Supplier) specifically for the purposes of this Call-Off Contract
including databases, configurations, code, instructions, technical
documentation and schema but not including the Supplier’s
Background IPRs.

Property

Assets and property including technical infrastructure, IPRs and
equipment.

Protective Measures

Appropriate technical and organisational measures which may
include: pseudonymisation and encrypting Personal Data, ensuring
confidentiality, integrity, availability and resilience of systems and
services, ensuring that availability of and access to Personal Data
can be restored in a timely manner after an incident, and regularly
assessing and evaluating the effectiveness of such measures
adopted by it.

PSN or Public Services
Network

The Public Services Network (PSN) is the government’s high-
performance network which helps public sector organisations work
together, reduce duplication and share resources.

Regulatory body or
bodies

Government departments and other bodies which, whether under
statute, codes of practice or otherwise, are entitled to investigate or
influence the matters dealt with in this Call-Off Contract.

Relevant person

Any employee, agent, servant, or representative of the Buyer, any
other public body or person employed by or on behalf of the Buyer,
or any other public body.

Relevant Transfer

A transfer of employment to which the employment regulations
applies.
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Replacement Services

Any services which are the same as or substantially similar to any of
the Services and which the Buyer receives in substitution for any of
the services after the expiry or Ending or partial Ending of the Call-
Off Contract, whether those services are provided by the Buyer or a
third party.

Replacement supplier

Any third-party service provider of replacement services appointed
by the Buyer (or where the Buyer is providing replacement Services
for its own account, the Buyer).

Security management
plan

The Supplier's security management plan developed by the Supplier
in accordance with clause 16.1.

Services

The services ordered by the Buyer as set out in the Order Form.

Service data

Data that is owned or managed by the Buyer and used for the G-
Cloud Services, including backup data.

Service definition(s)

The definition of the Supplier's G-Cloud Services provided as part of
their Application that includes, but isn’t limited to, those items listed
in Section 2 (Services Offered) of the Framework Agreement.

Service description

The description of the Supplier service offering as published on the
Digital Marketplace.

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the course
of the use of the G-Cloud Services for purposes of or in connection
with this Call-Off Contract.

Spend controls

The approval process used by a central government Buyer if it
needs to spend money on certain digital or technology services, see
https://www.gov.uk/service-manual/agile-delivery/spend-controls-
check-if-you-need-approval-to-spend-money-on-a-service

Start date

The Start date of this Call-Off Contract as set out in the Order Form.

Subcontract

Any contract or agreement or proposed agreement between the
Supplier and a subcontractor in which the subcontractor agrees to
provide to the Supplier the G-Cloud Services or any part thereof or
facilities or goods and services necessary for the provision of the G-
Cloud Services or any part thereof.
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Subcontractor

Any third party engaged by the Supplier under a subcontract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the provision
of G-Cloud Services.

Subprocessor Any third party appointed to process Personal Data on behalf of the
Supplier under this Call-Off Contract.
Supplier The person, firm or company identified in the Order Form.

Supplier Representative

The representative appointed by the Supplier from time to time in
relation to the Call-Off Contract.

Supplier staff

All persons employed by the Supplier together with the Supplier's
servants, agents, suppliers and subcontractors used in the
performance of its obligations under this Call-Off Contract.

Supplier terms

The relevant G-Cloud Service terms and conditions as set out in the
Terms and Conditions document supplied as part of the Supplier's
Application.

Term

The term of this Call-Off Contract as set out in the Order Form.

Variation

This has the meaning given to it in clause 32 (Variation process).

Working Days

Any day other than a Saturday, Sunday or public holiday in England
and Wales.

Year

A contract year.
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Schedule 7: GDPR Information

This schedule reproduces the annexes to the GDPR schedule contained within the Framework

Agreement and incorporated into this Call-off Contract.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Buyer at its

absolute discretion.

1.1 The contact details of the Buyer’s Data Protection Officer are: nhsdigital.dpo@nhs.net

1.2 The Processor shall comply with any further written instructions with respect to Processing

by the Controller.

1.3 Any such further instructions shall be incorporated into this Annex.

Descriptions

Details

Identity of Controller for each Category
of Personal Data

The Buyer is Controller and the Supplier is
Processor

The Parties acknowledge that in accordance
with paragraph 2-15 Framework Agreement
Schedule 4 (Where the Party is a Controller and
the other Party is Processor) and for the
purposes of the Data Protection Legislation, the
Buyer is the Controller and the Supplier is the
Processor of the following Personal Data:

e Name, Income (via Grade), Email
Address, employee shortcode,
Employee Number, Location data

Subject matter of the Processing

The processing is required in order to ensure
that the Processor can effective delivery the
Services required under the contract.

Duration of the Processing

For the duration of the Call Off Contract term
and any extension periods.

Nature and purposes of the Processing

The nature of the Processing means the design
and delivery of the managed service to provide
ongoing support to NHS Digital’s corporate
reporting platform, whereby the Processor may
be required to access NHS Digital’s relevant
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corporate reporting tools and systems to
perform the Services.

Type of Personal Data Name, Income (via Grade), Email Address,
Shortcode, Employee Number, Location data.

The following are the current sources (none of
which provide sensitive/special category
personal data):

e ESR - Employee record — contains per-
sonal data including name, employee id.
This will also indicate recorded absences
but not the recorded reason (which will
remain in ESR only)

o ABR - timesheet recording data — con-
tains personal data inc name, shortcode
(no sensitive / special category data)

e Project online — project details — non-
personal data

e Portfolio Information — Assurance details
per portfolio item — non personal data

¢ Audit Module — Audit data — non perso-
nal data

e ALIT — Annual leave/Absence Data —
which only indicates when a person has
been off but not the reason why

e PDR Tool — PDR Data — contains per-
sonal data inc name, shortcode, email
address. The content is not included,
only that a PDR has been uploaded or
not

e Cherwell — organisation structure data -
inc name, shortcode, email address (no
incident data)

e CRIS tool — Risk and issue data — non
personal data

¢ JIRA —timesheet recording data inc
name, shortcode, email address

e DELVE — more employee information -
inc name, shortcode, location

e Learning Pool — training course
information — non personal data

e Insight Policy — Policy data — no
personal data.

Categories of Data Subject Staff — full time, part time, and temporary.

Plan for return and destruction of the Supplier shall destroy all copies of the Buyer
data once the Processing is complete Data when they receive the Buyer's written
UNLESS requirement under Union or instructions to do so or 12 calendar months after

the End or Expiry Date, except to the extent that




Member State law to preserve that type
of data

any applicable law requires the Supplier to store
such Buyer Data. This section shall survive
termination or expiry of this Call-Off Contract
until 12 months following the earlier of the
termination or expiry of this Call-Off Contract.

Annex 2: Joint Controller Agreement

Not used.
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