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Navy Command Security Risk Owner’s Appetite and Delegation

1. Security classification applied to assets provides for a baseline set of personnel (vetting),
physical and information security controls, set out in the Defence Manual of Security, Resilience
~ and Business Continuity (interpreted for the maritime environment through Navy Command
Security Regulations) that offer an appropriate level of protection against a typical threat profile.
The identified controls are cumulative - minimum measures for each classification provides the
baseline for higher levels. They are intended to help Commanders and security staff determine
appropriate security measures for the protection of infrastructure, ICT systems / services, and
other assets at each level of the classification system. ,

" They must be read in conjunction with fhe detailed policy, guidance and structured risk assessment
methodologies set out in HMG and MOD guidance'. The indicative controls tables must be used as
the basis for local security instructions and processes.

Some particularly sensitive information will attract additional markings to denote the need for
further controls, particularly in respect of sharing. The impact of compromise of this information
may be higher, but this does not imply that it will necessarily be subject to the threat model
applicable to higher tiers. - '

Such information can be managed at the same classification level, but with a more prescriptive
information handling model, potentially supported by extra procedural or technical controls to
reinforce the need-to-know. The aim of additional technical controls is to manage-the information
characteristics that attract the additional marking for example enforcing access control, or
technically limiting the number of records a user can view. These controls - will be data and system .
dependent. ' ‘

The use of additional control/handling measures has to remain a matter of judgement by the

Information Asset Owner (IAO) or Senior Information Owner (SIO) of the information concerned.

They are best placed to make an informed judgement on the balance between the increased
assurance provided by control measures and the negative impact that the latter may have on

~ timely and efficient delivery of business.

Care should be taken not to apply expensive security controls to information that is for public
release, information on display, training materials (e.g. content of general courses), information
already published by government, partner nations, or otherwise available such as in the Defence
press and where corroborating the publicly available information is not an issue.

Where any security functionality or product is relied upon, there must be confidence that those
products or functions are effective and are providing the protection that is expected of them. Within
Navy Command the Principal Security Advisor conducts-independent security assurance, on behalf
of the Senior Security Risk Coordinator (SSRC), 2SL/DCNS, to ensure that products and functions
are effective and proportlonate to the classification of the assets and information they are used to
protect.

The OFFICIAL Domain

The typical threat profile for the OFFICIAL classification is broadly similar to that faced by a large
. UK private company with valuable information and services. It anticipates the need to-defend UK
Government data or services against compromise by attackers with bounded capabilities and
resources. This may include (but is not limited to) hactivists, single-issue pressure groups,
investigative journalists, competent individual hackers and the majority of criminal individuals and
groups.

' This includes the CESG IA Portfolio, CPNI gUidénce, JSP 440 CIS/ICT policy, JSP 604 and JSP 457.
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~ My risk appetite in regard to information and assets within the OFFICIAL domain is Open?.

I will:

Tolerate a IeveI of loss or compromlse of mformatlon provided steps have been taken to limit
the volume and sensitivity.

Accept that there are tlmes when the avallablllty of information at a particular tlme/place is -
more important than limiting’ shanng to guarantee confldentlallty

Accept the risks to |nformat|on associated with staff conductlng some work using personal
ICT provrded that the risk to core information systems is not increased.

Accept that mformatlon systems and appllcatlons designed for OFFICIAL- SENSITIVE
information are suitable for the storage and transm|ssron of Iegacy RESTRICTED
information.

| will not tolerate:
Widespread compromise or disruption of information systems.
Ncn-compliance with applicable legal, regulatory and international obligations.

Additional rlsks to assets or information owned by other organisations (e.g. OGD NATO
forelgn govemments) that has been entrusted to MOD.

Compromise or loss of mtegrlty of mformatlon in bulk or aggregated data sets.

Contpro‘mise or loss of integrity of assets or information that has serious impact on the

| effectlveness of current or future capability, prejudice investigations, operations, commercial.

arrangements or sensitive personal information.

leltatlons on business effectiveness due to over-clas5|f|cat|on orduetoa fallure to
declassify information after it is no Ionger sensmve

A limited subset of OFFICIAL information could have more damaging consequences (for
individuals, an organisation or government generally) if it were lost, stolen or inappropriately
disclosed. This subset of information should still be managed within the ‘OFFICIAL’ classification
tier, but may attract additional measures (generally procedural or personnel) to reinforce the need
to know’ prmcrple or provide assurance that the information is under control.

IAO/SIOs are responS|bIe for ldentlfylng any sensrtlve lnformat|on within this category and for

- puttmg in place appropriate business processes to ensure that it is securely handled, reflecting the

potentlal impact from compromise or loss and in line with any specific statutory requirements.
Individuals should be encouraged to exercise good judgement and provide meanlngful guidance

- on how to handle any sensitive information that they originate.

" Personal Data -

My risk appetlte in this area is Minimalist®. | view the loss of control or breaches involving personal

‘ .Informatron as gross negllgence

2 Willing to consider all potentlal delivery optlons and choose the one that is most likely. to result in successful
dellvery whrle also providing an acceptable level of reward (and value for money etc.).

3 Preference for ultra-safe business: deIrvery options that have a low degree of lnherent risk and only have a
potential for limited reward.
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Commanders, IAO/SIOs are to ensure that they fulfil their obligations under the Data Protection Act
1998 (DPA 98). - ' '

Appropriate technical and organisAationaI measures must be taken against unauthorised or unlawful
processing of personal data and against accidental loss-or destruction of, or damage to, personal
data. ' o ‘ .
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. [tems Attractive to Criminal and Terrorist Organisations (ACTO)

ACTO items are those considered to be of immediate value to a criminal or terrorist. These items
are split into 2 categories; Category 1 items are Arms, Ammunition and Explosives (AA&E) which
present an immediate danger to Defence personnel or the public and Category 2, which are
considered as ACTO but are not AA&E ‘

Recent serious incidents have brought the MOD’s ability to safeguard items ACTO into sharp
focus. : .

My risk appetite toward ACTO is Cautious®.

Commanders and Asset Owners must: :
. . \
Educate personnel a_bouf the importance of full and proper control of ACTO items.
Adopt a ‘zero tolerance’ approach with respect to Class 1 ACTO losses..

Have in place a regime of ‘\checks and audits, sufficiently frequenf, independent and
authoritative enough to deter and detect irregularities in the accounting of AA&E and ACTO.

Security Risk and Issue Management

In carefully controlled circumstances it may be appropriate to risk manage non-compliance with the
baseline controls in order to capitalise on immediate business and/or operational benefits. This -
must be done through the Security Risk and Issue Management Framework processes detailed in
Navy Command Securlty Regulations®.

Organisations are required to assess the potential impact to the business in the event that specific
tisks are realised. This assessment should form part of a comprehensive risk assessment which
considers Confidentiality, Integrity and Availability of information and assets independently.
Classification only addresses the Confidentiality aspect of loss or compromise.

4 Preferenoe for safe delivery options that have a low degree of residual risk'and may only have [imited potential
for reward.
5 For example: ACP 121 Classified Messages Transmltted in Plain Language (CLEAR)
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There will be cases where information will be marked under GSC but there is a valid business
. reason why some of the standard security controls cannot be applied. Commanders, IAO/SIOs
. should assess risks involved in deviating from the baseline controls and ensure they are formally
' ‘accepted at the correct level, Clear instructions must be provided to ensure that individuals
understand the procedures and the limitations on which lnformatlon sets a varlatlon ln controls
) applleS to.

Security risks are to be managed in accordance with Navy Command Secunty Regulatlons RISk
assessed as scoring above 10 within the Security Risk Management (SRM) Framework is to be
registered on the Command Risk Management application (Active Risk Manager — ARM). Risk .
scoring between 11°and 13 is-to be managed at 1* level within the relevant Chain Of Command.
Rlsk scorlng above 13 is to be managed at 2* Ievel within the relevant Chain Of Command
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