	Project information

	Project title
	Adult Social Care Supply Chain Cyber Resilience

	Procurement reference
	BSBC SP-22-5

	Date submitted
	01/12/2022


	Organisation and contact information

	Company name
	tmc3 Limited

	Contact name & role
	Robbie Bhatti – Head of Business Development

	Telephone
	+44 (0) 7963 600348

	E-mail
	robbie.bhatti@tmc3.co.uk

	Company address
	Leeming Building, Ludgate Hill, Leeds, LS2 7HZ

	Website
	Home - Your Cyber Security Partner (tmc3.co.uk)

	Type of organisation? E.g., company, registered charity, local council. Please provide any company, charity or other registered numbers.
	Private limited company




	Experience

	Provide a brief description of your organisation’s main activities (300 words)

	
tmc3 was founded with a mutual goal of making cyber security and data protection a business enabler for organisations in the public and the private sector.  

80% of our business is in the public sector, and we have very strong experience in the NHS and across healthcare organisations.

How NHS Trusts Can Strengthen Cyber Resilience in Health and Social Care (tmc3.co.uk)

We provide a range of cyber security and data protection services to protect organisations primarily in the UK, and globally.

Our main activities are:
· Cyber security consultancy
· Data protection consultancy
· Penetration testing
· Secure development lifecycle
· Security assurance 
· Information governance

Cyber security consultancy
We work with you to protect your organisation ensuring day-to-day resilience as well as a proactive, proportionate and strategic approach that considers risk and security from the outset.

Data protection consultancy
We help organisations operationalise data protection and privacy.  We enable you to achieve your goals, whilst ensuring legal and regulatory risk is managed.

Penetration testing
Our testing helps organisations to be proactive in analysing cyber defences, finding the gaps and patching them before they are exploited.

Secure development lifecycle
We help organisations introduce a Secure Development Lifecycle (SDL) to enable a focus on ‘Secure by Design’, allowing a ‘shift left’ approach, which enables the production and deployment of better quality and secure software, faster.

Security assurance
Digital innovation is the frontline of service improvements, from defence’s Digital Backbone to local government exploiting automation for operational efficiency.  
We provide security assurance to organisation project teams, so they are able to embrace and employ digital technology easily and intuitively. 

Information governance
With our real-world experience and practical approach, we help develop frameworks, policies and procedures, translating them into actionable requirements for organisations so that information governance is about connecting information and people, ideas and outcomes.


	Give examples of similar projects your organisation has completed (750 words)

	
Department for Transport – Supplier Assurance
Since 2021, we have been supporting the Department for Transport (DfT) with their Security Improvement Programme (SIP).  tmc3 were engaged to deliver a number of key workstreams, to which Third Party Supplier Assurance was one.
In early 2022, the UK Government published their 2022-2030 Cyber Security Strategy, which stipulates that Public Sector organisations are required to align to the National Cyber Security Centre Cyber Assurance Framework (NCSC CAF).  This framework previously only applied to Critical National Infrastructure, or organisations captured under the NIS Regulations.  This change in direction, meant that DfT, as well as all other Public Sector bodies, needed to align to NCSC CAF and flow down the requirements to their Supply Chain.

We quickly onboarded a team of Cyber Security Professionals, who were familiar with the NCSC CAF, and had delivered successful Third-Party Supplier Assurance Projects.  The maturity of DfT at this time was low, so the project team completed the following initiatives:
· Worked with DfT Procurement, to identify Suppliers
· We supported DfT in defining ‘Key Suppliers’
· We produced a process, to allow new projects / procurement requests, to identify Key Suppliers
· We developed a Third-Party Supplier Assurance Questionnaire, aligned to NCSC CAF, which was sent to 1000’s of Key Suppliers
· We monitored and chased the responses, in a central dashboard, which could be reported to the Programme and Senior Leadership Team
· We reviewed responses, and was able to clearly and transparently identify and report risk / maturity, to the Programme Team and Senior Leadership Team

Whilst our project left DfT in a position of point-in-time fix, there was no resource available to transition into BAU service.  Going above and beyond the original scope, we supported the DfT with defining requirements and procuring solutions, which provided a fully automated service, of assessing and monitoring the Third-Party Supply Chain (OneTrust).  This solution allowed them to continually assess and monitor their Supply Chain Risk, with limited internal resources, which we believe is a similar scenario for BSBC.

LSL Financial Services – PRIMIS Division
In 2022, we were engaged by LSL Financial Services, to support them with providing Third Party Assurance, across their Finance Broker Network (3500 Brokers).  LSL were responsible for FCA Regulatory Oversight but had no Responsibility over the Brokers.  We understand that this is a similar situation, faced by BSBC.

The internal security team at LSL were under provisioned and did not have enough resources to conduct assurance reviews across the 3500 Broker Network.  The Broker Network organisations ranged from 1-2 people to 50 x people, with limited or no funding/resources committed to Security and Data Protection.
To support LSL with meeting Regulatory Obligations, we developed tmc3’s CybAssured Platform, which allowed them to conduct Cyber Security Maturity Assessments across their Broker Network, in rapid succession and with minimal intervention from the LSL Security Team.

The CybAssured Platform is a Cloud Solution, to which a Tenant can be established at the organisational level.  We identified that the best Cyber Security Framework to assess the low-maturity Brokers against, was the Centre for Internet Security Information Governance 1 controls (CIS IG1).  Understanding, that the Brokers were non-technical and likely had no internal support, we translated the CIS IG1 Framework into a simple / non-technical question set, which we did using a combination of AI (explain it to a seven-year-old) and our own expert knowledge.
Each Broker received the portal registration and was able to complete the CIS IG1 controls assessment, by scoring themselves with a sliding maturity (not just yes/no), which allowed us to report back to LSL Senior Leadership Team, the levels of maturity across the Brokers.  This level of information allowed us to create and publish targeted Cyber Security campaigns, tools and templates to the Brokers, which allowed them to improve their Security Posture, themselves.

NHS Trusts and Healthcare Organisations
We are currently supporting a number of (Acute) NHS Trusts (Royal Surrey Foundation Trust, Tees Esk and Wear Trust, Primary Care Support England, Ramsay Health Care etc), by delivering Strategic Advisory and Operational Cyber Security Support.  We are actively helping the Trusts align to NHS Data Security and Protection Toolkit (NHS DSPT) requirements, as well as adopting the requirements set by NHS Digital and UK Government.

We are currently supporting the Trusts and Digital Health Care Wales (DHCW), at deploying an automated solution, for assessing their Third-Party Supply Chain Risk (OneTrust).

We understand the frameworks, strategy and requirements, which will need to be adopted by you.




	Project Delivery

	How will you achieve the requirements of this project? Explain your proposed approach and how this will deliver the project objectives as detailed on page 2 (750 words)

	
From experience of supporting similarly placed organisations with Supply Chain Risk / Assurance projects, we know the common issues and constraints.  Typically, these are:
· Not having a consolidated list of Third-Party Suppliers
· Not having a definition or list of their Key/Critical Third-Party Suppliers, or having 1000’s of Suppliers to consider
· Having limited or no resources to conduct Third Party Supplier Assurance / Risk activities
· Not clear on what Cyber Security Frameworks and Data Protection requirements to assess against
· Having a Low Maturity Supplier, which may not have the competence or expertise, to complete a Third-Party Supplier Due Diligence Questionnaire
· Having enough internal resources to engage with suppliers, digest responses or interpret the results of a mass assessment, or provide remedial support

We will help you resolve these issues, in the most effective and pragmatic way.
Firstly, we will help you by defining the best Frameworks to utilise, to conduct your assessment.  Based on your industry (Adult Social Care), we recommend a blended approach, of the following Frameworks and Data Protection Regulations:

	Our Recommended Framework
	Why

	Centre for Internet Security – Information Governance 1 Controls (CIS IG1)
	CIS IG1 is an International Framework, which is considered best in class.  It is also considered within healthcare, and maps to NHS DSPT.
CIS allows you to assess organisations at different maturity levels (IG1 – Low Maturity, IG2 and IG3 – High Maturity).  We will use IG1 controls to assess your supply chain, which is a recommended baseline, for any organisation utilising connected information systems and IT assets.  This will allow us to identify any baseline risks.  We have already translated the CIS IG1 controls into a simple language, which will allow your non-technical Supply Chain to answer the questions themselves.

	NCSC Cyber Assessment Framework (NCSC CAF)
	The UK Government 2022-2030 strategy mandates that UK Public Sector need to align to NCSC CAF.  Where a supplier has access to or supports an “Essential System” (defined by the framework), we will need to assess them against the NCSC CAF requirements.  We have already produced a NCSC CAF aligned Third Party Supplier Assurance Questionnaire, for these suppliers.

	NHS Data Security and Protection Toolkit (NHS DSPT)
	NHS Digital have created their own Cyber Security and Data Protection Framework, known as the DSPT.  We will need to incorporate the requirements of the DSPT into the consolidated assessment, which we have already mapped and aligned to, in our Third-Party Supplier Questionnaire Templates.

	UK Data Protection Act 18 and UK General Data Protection Regulation – UK DPA and GDPR
	Where a supplier stores, transmits or processes Personal Data, on behalf of your organisation, we will need to consider Data Protection requirements, as well as Cyber Security controls.
We have a ready to go Data Protection Assessment, which we have already mapped to Low Maturity and High Maturity businesses, which we can deploy.



Using our ‘Ready to Go’ CyberAssured Portal, we will produce a tailored Supplier Assessment Questionnaire (based on the above Frameworks), which can be distributed at scale to 1000’s of suppliers and can be answered with minimal intervention from BSBC or our technical team.

We have already published our Assessment Questionnaires in a simplified manner, which can be answered by a non-technical and Low Maturity customer.  The responses will be answered directly within the CybAssured Portal, and will allow us to identify:
· Which customers have completed / yet to complete the assessment
· Report on areas of full / limited / non-compliance
· Report on areas of low / high maturity
· You will be able to review this across the Tenant Level

Once we have this data, we can produce a plan for how we provide targeted campaigns, or distribute tools and templates, to allow the supply chain to improve their Cyber Security Posture.

Concurrently, we will help you define and understand your ‘Key/Critical Suppliers’, as not all suppliers require assessing.  We have a readymade descriptor, which will allow us to place each supplier into a category of:
· Not a key/critical supplier – out of scope
· Key/critical supplier – requires cyber security assessment 
· Key/critical supplier – requires cyber and data protection assessment
· Key/critical supplier of ‘Essential System’ – requires NCSC CAF supplier assessment and/or data protection assessment

It is also fundamental that we build in a process, so we can “shut the barn door” and capture any new suppliers / projects, so we can ensure ongoing assurance across the supply chain.

One of the added benefits of the CybAssured Platform, is that a supplier can engage directly with our teams.


	Will you subcontract any part of this work? If so, who with and what role will they play in the project? (250 words)

	[bookmark: _Hlk120804456]
tmc3 will not subcontract any part of this engagement. To demonstrate our commitment and provide further assurance to you, we can confirm that we will deliver this project using our vetted and quality assured in-house consultants underpinned by our programme and project governance approach. Our use of permanent staff guarantees experienced individuals and better enables us to monitor and control the work to ensure we deliver the project outcomes specified by Better Security, Better Care. Our resourcing approach also mitigates against the risk of loss of contractors during the contract, which you may find with other competing organisations.

Our kick-off and mobilisation activities will ensure personnel can be trusted to deliver from day one. We are familiar with rapid start-up and are prepared to hit the ground running to quickly engage with stakeholders. Our tried and tested mobilisation and collaboration methodology means we can be up and running within a week of the contract award. Our approach seeks to avoid lost time during the early stages of a project or contract.


	Please attach an outline project plan detailing timescales, activities and key milestones (no word limit)

	
Our Plan: 

[image: Chart
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See Appendix A for ‘landscape’ copy of plan.

We have studied your requirements and have proposed a people-led solution that includes a highly qualified and trusted cyber security team who understand local government and adult social care. Our proposed approach is based on recent successful deliveries where the team worked together on similar initiatives. 
Our delivery approach is centred on flexibility via expertise - we use only the best people, qualified and highly experienced allowing us to mould and customise the support we provide as a project requirement evolves or the customer needs develop and changes.

We commit to providing the appropriate level of resource throughout the duration of the contract in order to consistently deliver the cyber security service to the levels of quality expected by you.

Before 9 December – engage with you to understand vetting / IT provisioning requirements.

9 December – Project Go Live 

We will provide our team of suitably qualified and security vetted resources, which will consist of:

	Role / Grade
	Responsibility

	SFIA L5 Resource – Lead Cyber Security Consultant
	This person will be your primary contact and subject matter expert.  They will be available to you throughout the whole engagement.

They will be responsible for the delivery of the engagement, and will provide you with relevant updates, triage, update on risk and recommendations/remediations.  The Lead will also call upon any additional skills and expertise from the tmc3 Support Team, as appropriate.

	SFIA L3 – Junior Cyber Security Analyst
	We will also supply you with a Junior Cyber Security Analyst resource, who will be made available to you throughout this engagement.

Due to the volumes of data this engagement will generate, the Junior Cyber Security Analyst will be responsible for communications, supporting with supplier engagement and adoption and reviewing the data sets, for analysis by the Lead Cyber Security Consultant.

	tmc3 Support Team
	The primary roles (above), will be supported by our team of >20 Cyber Security and Data Protection Professionals, which consists of:

· Strategic Advisors
· Data Protection Officers and Chief Information Security Officers
· Security Architects
· Cloud Experts
· Penetration Testers
· Governance, Risk and Compliance Experts
· Business Continuity and Disaster Recovery Experts
· Incident Management and Data Breach Experts




Week 1 Deliverables
· Engage with key stakeholders, to clarify any unique requirements or constraints to your organisation
· We will agree with your key stakeholders the Cyber Security Framework to assess your supply chain against
· With input from Data Protection, Procurement, Communications and Governance resources, we will agree the definition for identifying a Key/Critical Suppliers, which we will provide guidance and recommendations on.
· With the above stakeholders, we will agree the methodology for how we apply a Risk / Threat Rating against a supplier, which we will provide guidance and recommendations on.
· We will work with Procurement to ascertain a list of suppliers and contact details (if available)

NOTE - We strongly recommend that the initial engagement is across a subset of suppliers.  This will ensure we test the process, the level of understanding and feedback on the solution, so we can prepare for mass deployment in Q1 2023.  Our recommendation for early adopters is <100 suppliers.

Week 2 Deliverables
· We will document the tailored assessment questionnaire, which is written with clear definitions, explanations, examples and in a non-technical language.  This will be aligned to our recommended Cyber Security Framework and Data Protection requirements (see Week 1 Deliverables)
· We will produce branded guidance and communications templates, which will be send to the suppliers, requesting that they sign in to the CybAssured platform, once we go-live
· We will use the BSBC collated contact details for the early adopter suppliers, and prepare the external communication, for engaging suppliers to complete the assessment within the CybAssured platform.  This will need to be agreed and signed off by your Communications Lead / Representative, before any campaign is released.

NOTE - We recommend sending a prior notification to the early adopter suppliers, before they are asked to sign in to the CybAssured platform and submit their response.  This will be to prepare them for our next communication and ensure we alleviate any concerns and questions around Phishing.

Week 3 Deliverables – Disrupted by the Festive Period
· We have accounted for the festive period and the likelihood that people will be away by performing the following activities that maintains the project momentum.
· We will build the CybAssured Tenant, and brand it to your organisation.  We can also include RSS feeds from your social media profiles, to further personalise.
· We will send the initial communication to the early adopters, advising them that they will be receiving a communication, for them to sign in to the CybAssured platform and complete the supplier assessment questionnaire.
· We will include the opportunity for the early adopter suppliers to join us on of three briefing sessions, so we can demonstrate that the request is genuine, demonstrate the CybAssured platform, and answer any immediate questions.  Any questions will be captured and made available on a FAQ.
· We will review any failed communications with the early adopters and make further attempts to send the communication to other persons / departments, within their organisation.
· 
Week 4 Deliverables
· We have accounted for the festive period and the likelihood that people will be away by performing the following activities that maintains the project momentum.
· NOTE – we will allow the early adopters a period of two weeks, to complete their returned submission, for initial analysis and report to the team, covering:
· Number of completed responses
· Initial analysis, trends and potential risks
· Immediate recommendations on remediation activity and guidance
· We will incorporate any feedback / lessons learnt into progressing to tranche 2 communications (covered from ‘Week 5’ onwards).

Week 5 Deliverables
· We will prepare to move forward with deploying the communications and assessment, against the next tranche of suppliers (tranche two).  The numbers shall be agreed with key stakeholders; however, we recommend 1000-2000 suppliers.
· We will publish the FAQ’s and allow the second tranche suppliers the chance to join one of three briefing sessions, so we can demonstrate that the request is genuine, demonstrate the CybAssured platform.
· We will progress with the tranche two suppliers, for a period of three weeks, to complete their returned submission, for initial analysis and report to the team, covering:
· Number of completed responses
· Initial analysis, trends and potential risks
· Immediate recommendations on remediation activity and guidance
· We will incorporate any feedback / lessons learnt into progressing to final communications release

Week 8 Until Delivery Completion
· We will prepare to move forward with deploying the communications and assessment, against the remaining suppliers.  This will be agreed by the key stakeholders.
· We will publish the updated FAQ’s and allow the suppliers the chance to join one of three briefing sessions, so we can demonstrate that the request is genuine, demonstrate the CybAssured platform.
· We will progress with the final tranche of suppliers, for a period of 4-6 weeks, to complete their returned submission, for initial analysis and report to the team, covering:
· Number of completed responses
· Number of suppliers identified as key/critical suppliers
· Maturity across supply chain and trend analysis
· Immediate recommendations on remediation activity and guidance

NOTE – although we will do our upmost to ensure the maximum responses, we have no influence over the suppliers providing a response to our requests, within the timescales above.  There is also a dependency on the Procurement Teams holding current and accurate contact details for the supply chain.

Key Assumptions and Dependencies

	Assumptions

	BSBC – A1
	Work will be conducted remotely/virtually

	BSBC – A2
	tmc3 has no influence over the suppliers providing a response to our requests, within the project timescales 

	BSBC – A3
	Cooperation from resources and stakeholders (Procurement, Legal, Commercial, Data Protection, Security and IT functions)

	BSBC – A4
	BSBC to provide supporting resources and access, to enable successful delivery within the proposed timescales

	BSBC – A5
	Direct access to BSBC Sponsor to escalate should risks emerge into issues / blockers

	BSBC – A6
	Our recommendation for early adopters is <100 suppliers

	BSBC – A7
	A prior notification is sent to the early adopter suppliers, before they are asked to sign in to the CybAssured platform and submit their response




	Dependencies

	BSBC – D1
	Access to relevant BSBC personnel and IT systems, as required by the Lead to perform their duties 

	BSBC – D2
	The customer will provide administrative support to co-ordinate schedules, participants’ diaries when needed

	BSBC – D3
	Procurement teams hold current and accurate contact details for the supply chain

	BSBC – D4
	BSBC approval to engage with suppliers, to complete questionnaire








	Project Budget

	Please include/attach a high-level breakdown of the proposed project budget, to include an itemised list of the main resource and activity costings.

	
Proposed Budget 

	Resource/Tool
	Quantity
	G Cloud SFIA Rate £ (excluding VAT)
	Rate to BSBC £ (excluding VAT)
	Fees £ (excluding VAT)

	SFIA L5 Resource – Lead Cyber Security Consultant
	40 days
	950
	750
	30,000

	SFIA L3 – Junior Cyber Security Analyst
	50 days
	700
	400
	20,000

	CybAssured Platform
	1 unit
	NA
	NA
	10,000

	Total (excluding VAT)
	£60,000

	VAT (@20%)
	£12,000

	Total (including VAT) 
	£72,000








	Total funding requested:
	£72,000 Inc VAT



	Declaration

	I confirm that:
· I have read and understood the specification guidance above.
· I am authorised to make this expression of interest on behalf of my organisation.
· The information given is, to the best of my knowledge, true and complete.
· I agree that the information I have provided in this form may, for the purposes of considering my organisation’s interest in this programme, be shared with and processed by the Programme partners; the Institute of Public Care at Oxford Brookes University, the Registered Nursing Home Association (RNHA), the Local Government Association, NHSX and NHS Digital.

	Signed:

	[image: ]

	Name:

	Adam Casey

	Date:
	01/12/2022
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