23.5

24.
24 1

24.2

24.3

244

if the Buyer fails to pay the Supplier undisputed sums of money when due, the
Supplier shall notify the Buyer in writing of such failure to pay and allow the Buyer
five (5) calendar days to settle the undisputed invoice. If the Buyer fails to pay such
undisputed sums within the aliotted additional 5 calendar days, the Supplier may
terminate this Cail-Off Contract subject to giving the length of notice specified in the
Order Form (Termination)

Consequences of termination and expiry
Where the Buyer has the right to terminate this Call-Off Contract it may elect to
suspend this Call-Off Contract and its performance.

If the Buyer contracts with another Supplier for the Deliverables under this Call-Off
Contract, the Supplier will comply with clause 28.

The rights and obligations of the Parties in respect of this Call-Off Contract will
automatically terminate upon the expiry or termination of this Call-Off Contract,
except those rights and obligations set out in clause 24.7.

At the end of the Call-Off Contract period (howsoever arising), the Supplier must:

e promptly return to the Buyer:

o all Buyer Data including all copies of Buyer software, code and any other
software licensed by the Buyer to the Supplier under this Call-Off Contract;

o any materials created by the Supplier under this Call-Off Contract where
the IPRs are owned by the Buyer;

o cease to use the Buyer Data and, at the direction of the Buyer, provide the
Buyer and the replacement Supplier with a complete and uncorrupted
version of the Buyer Data in electronic form in the formats and on media
agreed with the Buyer and the replacement Supplier;

e destroy all copies of the Buyer Data when they receive the Buyer's written
instructions to do so or 12 months after the date of expiry or termination, and
provide written confirmation to the Buyer that the data has been securely
destroyed, except where the retention of Buyer Data is required by Law;

e work with the Buyer on any work in progress and ensure an orderly transition
of the Services to the replacement supplier;

e return any sums prepaid for Services which have not been delivered to the
Buyer by the date of expiry or termination;

e provide all information requested by the Buyer on the provision of the
Services so that:

o the Buyer is able to understand how the Services have been provided; and

o the Buyer and the replacement supplier can conduct due diligence.
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24.5

24.6

24.7

Each Party will return all of the other Party’s Confidential Information. Each Party
will confirm that it does not retain the other Party’s Confidential Information except
where the information must be retained by the Party as a legal requirement or
where this Call-Off Contract states otherwise.

All licences, leases and authorisations granted by the Buyer to the Supplier in
relation to the Services will be terminated at the end of the Call-Off Contract period
(howsoever arising) without the need for the Buyer to serve notice except where this
Call-Off Contract states otherwise.

Termination or expiry of this Call-Off Contract will not affect:

e any rights, remedies or obligations accrued under this Call-Off Contract prior to
termination or expiration;

e the right of either Party to recover any amount outstanding at the time of such
termination or expiry;

e the continuing rights, remedies or obligations of the Buyer or the Supplier under
clauses:

8 --Payment Terms and VAT

9 - Recovery of Sums Due and Right of Set-Off

10 - Insurance

11 - Confidentiality

12 - Conflict of Interest

13 - Intellectual Property Rights

15 - Buyer Data

24 - Consequences of Expiry or Termination

31 - Liability

32 - Waiver and cumulative remedies

e any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is to be performed or observed notwithstanding
termination or expiry will survive the termination or expiry of this Call-Off Contract.

0 OO0 00O 0O O 0 0 0

25. Supplier’s status _

25.1 The Supplier is an independent Contractor and no contract of employment or
partnership is created between the Supplier and the Buyer. Neither Party is
authorised to act in the name of, or on behalf of, the other Party.

26. Notices

26.1 Any notices sent must be in writing. For the purpose of this clause, an email is
accepted as being in writing.
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26.2 The following table sets out the method by which notices may be served under this
Call-Off Contract and the respective deemed time and proof of Service:
Delivery type | Deemed delivery time | Proofof Service |
| Email 9am on the first Working | Dispatched in a pdf form to the correct [
| Day after sending | email address without any error message |
26.3 The address and email address of each Party will be the address and email address
in the Order Form.
27. Exit plan
27.1 The Supplier has provided details of their exit plan within the service description
specified in the Order Formand the Buyer and Supplier will follow these
arrangements as per Supplier Terms.
28. Handover to replacement supplier

28.1 Within 10 UK Working Days of the expiry or termination of this Call-Off Contract , the

28.2

29.1

20.2

Supplier will make available to the Buyer:

e any data (including Buyer Data), Buyer Personal Data and Buyer Confidential
Information in the Supplier's possession, power or control.

e any sums prepaid to the Supplier in respect of Ordered Deliverables not provided
by the date of expiry or termination of this Call-Off Contract.

When requested, the Supplier will (at its own expense where the Call-Off Contract
has been terminated before end of term due to Supplier cause) help the Buyer to
migrate the Services to a replacement Supplier in line with the exit plan (clause 27)
to ensure continuity of the Services.

Force Majeure

Neither Party will be liable to the other Party for any delay in performing, or failure to
perform, its obligations under this Call-Off Contract (other than a payment of
money) to the extent that such delay or failure is a result of a Force Majeure event.
Each Party will use all reasonable endeavours to continue to perform its obligations
under this Call-Off Contract for the length of a Force Majeure event.

If a Force Majeure event prevents a Party from performing its obligations under this
Call-Off Contract for more than 15 consecutive calendar days, the other Party may
terminate this Call-Off Contract with immediate effect by notice in writing.
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30.
30.1

30.2

303

304

31.

Entire agreement

This Call-Off Contract constitutes the entire agreement between the Parties relating
to the matters dealt within it. It supersedes any previous agreement between the
Parties relating to such matters.

Each Party agrees that in entering into this Call-Off Contract it does not rely on, and
will have no remedy relating to, any agreement or representation (whether
negligently or innocently made) other than as expressly described in this Call-Off
Contract.

Nothing in this clause will exclude any liability for (or remedy relating to) fraudulent
misrepresentation or fraud.

Each of the Parties agrees that in entering into this Call-Off Contract it does not rely
on, and will have no remedy relating to, any agreement, statement, representation,
warranty, understanding or undertaking (whether negligently or innocently made)
other than as described in this Call-Off Contract.

Liability

31.1 Neither Party excludes or limits its liability for:

31.2

e death or personal injury;

e bribery or fraud by it or its employees;

e breach of any obligation as to title implied by section 12 of the Sale of Goods Act
1979 or sections 2 or 11B of the Supply of Goods and Services Act 1982; or

e any liability to the extent it cannot be excluded or limited by Law.

Subject to Clauses 31.1 and 31.10 and any lower limits specified in the Order Form,
and notwithstanding Clause 31.4, each Party's total aggregate liability relating to all
Losses due to a Default in connection with this Call-Off Contract:: '

e resulting in direct loss or damage to physical Property (including any technical
infrastructure, assets or Equipment) of the other Party, will be limited to the sum
of £1,000,000 in each Call-Off Contract year in which the Default occurs

e subject to the first bullet point in this clause 31.2 which occur in the first 6
months,will be limited to the greater of the sum of £500,000 or a sum equal to
200% of the estimated Call-Off Contract Charges for the first six months

e subject to the first bullet point in this clause 31.2 which occur during the
remainder of the Call-Off Contract period,will be limited to the greater of the sum
of £500,000 or an amount equal to 125% of the Call-Off Contract Charges paid,
due or which would have been payable under this Call-Off Contract in the 6
months immediately preceding the event giving rise to the liability
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31.3

31.4

31.5

31.6

» subject to the first bullet point in this clause 31.2 which occur after the end of the
Call-Off Contract period, will be limited to the greater of the sum of £500,000 or
an amount equal to 125% of the Call-Off Contract Charges paid, due or which
would have been payable under this Call-Off Contract in the 6 months
immediately before the end of the Call-Off Contract period.

Subject to clause 31.1, 31.4, in no event will either Party be liable to the other for
any:

® |oss of profits;

e |oss of business;

e |oss of revenue;

® |oss of or damage to goodwill;

e loss of savings (whether anticipated or otherwise); or

e any indirect, special or consequential loss or damage.

Subject to Clause 31.2 the Supplier will be liable for the following types of loss

which will be regarded as direct and will be recoverable by the Buyer:

e the additional operational or administrative costs and expenses arising from any
Supplier Default; and

® any wasted expenditure or charges rendered unnecessary and/or incurred by the
Buyer arising from the Supplier's Default; and
any losses, costs, damages, expenses or other liabilities suffered or incurred by
the Buyer which arise out of or in connection with the loss of, corruption or
damage to or failure to deliver Buyer Data by the Supplier; and

e any regulatory losses, fines, expenses or other losses arising from a breach by
the Supplier of any Law.

The annual aggregate liability for all defaults resulting in direct loss, destruction,
corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or
any copy of such Buyer Data, caused by the Supplier's default under or in
connection with a Call-Off Contract shall be subject to the financial limits set out in
the Order Form.

No enquiry, inspection, approval, sanction, comment, consent, or decision at any
time made or given by, or on behalf of, the Buyer to any document or information
provided by the Supplier in its provision of the Services, and no failure of the Buyer
to discern any defect in, or omission from, any such document or information will
exclude or limit the obligation of the Supplier to carry out all the obligations of a
professional Supplier employed in a client and Buyer relationship.
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31.7 Unless otherwise expressly provided, the obligations of the Buyer under this
Call-Off Contract are obligations of the Buyer in its capacity as a Contracting
counterparty and nothing in this Call-Off Contract will be an obligation on, or in any
other way constrain the Buyer in any other capacity, nor will the exercise by the
Buyer of its duties and powers in any other capacity lead to any liability under this
Call-Off Contract on the part of the Buyer to the Supplier.

31.8 Any liabilities which are unlimited will not be taken into account for the purposes of
establishing whether any limits relating to direct loss or damage to physical Property
within this clause have been reached.

31.9 The Supplier shall not be responsible for any injury, loss, damage, cost or expense
if and to the extent that it is caused by the negligence or wilful misconduct of the
Buyer or by breach by the Buyer of its Call-Off Contract obligations.

31.10 The Supplier's liability to pay any Management Charges which are payable to the
Authority shall not be limited.

32. Waiver and cumulative remedies

32.1 The rights and remedies provided by this agreement may be waived only in writing
by the Buyer or the Supplier representatives in a way that expressly states that a waiver is
intended, and such waiver will only be operative regarding the specific circumstances
referred to.

32.2 Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of
it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to
exercise, or any delay in exercising, a right or remedy by either Party will not constitute a
waiver of that right or remedy, or of any other rights or remedies.

33. Fraud
33.1 The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is

likely to occur. The exception to this is if while complying with this, it would cause the
Supplier or its employees to commit an offence.

33.2 If the Supplier commits any fraud relating to a Framework Agreement, this Call-Off
Contract or any other Contract with the government:

® the Buyer may terminate the Call-Off Contract
o CCS may terminate the Framework Agreement
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. CCS and/or the Buyer may recover in full from the Supplier whether under
Clause 33.3 below or by any other remedy available in law.

33.3 The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any
loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before
or after the making of a demand following the indemnity hereunder) in consequence of any
breach of this clause.

34. Prevention of bribery and corruption
34.1 The Supplier will not commit any Prohibited Act.

34.2 The Buyer and CCS will be entitled to recover in full from the Supplier and the
Supplier will, on demand, compensate CCS and/or the Buyer in full from and against:
® the amount of value of any such gift, consideration or commission; and
. any other loss sustained by CCS and/or the Buyer in consequence of any
breach of this clause.

35. Legislative change

35.1 The Supplier will neither be relieved of its obligations under this Call-Off Contract
nor be entitled to increase the Call-Off Contract prices as the result of a general change in
Law or a Specific Change in Law without prior written approval from the Buyer.

36. Publicity, branding, media and official enquiries

36.1 The Supplier will take all reasonable steps to not do anything which may damage
the public reputation of the Buyer. The Buyer may terminate this Call-Off Contract for
Material Breach where the Supplier, by any act or omission, causes material adverse
publicity relating to or affecting the Buyer or the Call-Off Contract. This is true whether or
not the act or omission in question was done in connection with the performance by the
Supplier of its obligations hereunder.

37. Non Discrimination
37.1 The Supplier will notify CCS and relevant Buyers immediately of any legal
proceedings issued against it by any Supplier Staff on the grounds of discrimination.

38. Premises

38.1  Where either Party uses the other Party’s premises, such Party is liable for all Loss
or damage it causes to the premises. Such Party is responsible for repairing any damage
to the premises or any objects on the premises, other than fair wear and tear.

38.2 The Supplier will use the Buyer’s premises solely for the performance of its
obligations under this Call-Off Contract.
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38.3 The Supplier will vacate the Buyer’s premises upon termination or expiry of the
Call-Off Contract.

38.4 This clause does not create an tenancy or exclusive right of occupation.

38.5 While on the Buyer’s premises, the Supplier will:

5 ensure the security of the premises;

° comply with Buyer requirements for the conduct of personnel;

° comply with any health and safety measures implemented by the Buyer;
® comply with any instructions from the Buyer on any necessary associated
safety measures ; and

© notify the Buyer immediately in the event of any incident occurring on the

premises where that incident causes any personal injury or damage to Property
which could give rise to personal injury.

38.6 The Supplier will ensure that its health and safety policy statement (as required by the
Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

38.7 All Equipment brought onto the Buyer's premises will be at the Supplier's risk. Upon
termination or expiry of the Call-Off Contract, the Supplier will remove such Equipment.

39. Equipment
39.1  Any Equipment brought onto the premises will be at the Supplier's own risk and the
Buyer will have no liability for any Loss of, or damage to, any Equipment.

39.2 Upon termination or expiry of the Call-Off Contract, the Supplier will remove the
Equipment, and any other materials, leaving the premises in a safe and clean condition.

40. The Contracts (Rights of Third Parties) Act 1999

40.1 A person who is not party to this Call-Off Contract has no right under the Contracts
(Rights of Third Parties) Act 1999 to enforce any term of this Call-Off Contract but this
does not affect any right or remedy of any person which exists or is available otherwise
than pursuant to that Act.

41. Law and jurisdiction

41.1 This Call-Off Contract will be governed by the Laws of England and Wales. Each
Party agrees to submit to the exclusive jurisdiction of the courts of England and
Wales and for all disputes to be conducted within England and Wales.

42, Environmental requirements
42.1 The Buyer will provide a copy of its environmental policy to the Supplier on request
which the Supplier will comply with.
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42.2 The Supplier must support Buyers in their efforts to work in an
environmentally-friendly way, eg by helping them engage in practices like recycling
or lowering their carbon footprint.

43. Defined Terms
In this Call-Off Contract, the following expressions and defined terms have the
following interpreted meaning:

‘Additional The services in addition to the G-Cloud Services which are
Services’ within the scope of the Framework Agreement which the Buyer
may request from time to time.

- 'Application’ The response submitted by the Supplier to the Invitation to
Tender (ITT).
‘Assurance’ The verification process undertaken by CCS as described in

this Framework Agreement.

‘Background IPRs’ | For each Party:

e |PRs owned by that Party before the date of this Call-Out
Contract, including IPRs contained in any of the Party's
know-how, documentation, processes and procedures,

e |PRs created by the Party independently of this Call-Out
Contract, and/or

e For the Buyer, Crown Copyright which is not available to
the Supplier otherwise than under this Call-Out Contract,

but excluding IPRs owned by that Party subsisting in Buyer

software or Supplier software.

‘Buyer’ A UK public sector body, or Contracting Body, as described in

the OJEU Contract Notice, that can execute a competition and

a Call-Off Contract within this Framework Agreement and is

identified in the Call-Off Order Form.

‘Buyer’s All Buyer Data and any information that relates to the business,
| Confidential affairs, developments, trade secrets, know-how, personnel, and
! Information' Suppliers of the Buyer, including all Intellectual Property Rights
i (IPRs), together with all information derived from any of the
above \

| Any other information clearly designated as being confidential
or which ought reasonably be considered to be confidential

(whether or not it is marked 'confidential’). |
| _'Buyer Data' Data that is owned or managed by the Buyers. i
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‘Buyer Software'

Software owned by or licensed to the Buyer (other than under
or pursuant to this Agreement), which is or will be used by the
Supplier for the purposes of providing the Services.

'Call-Off Contract'

The legally binding agreement (entered into following the
provisions of this Framework Agreement) for the provision of
Services made between a Buyer and the Supplier.

This may include the Order Form detailing service
requirements, term of Call-Off Order, start date and pricing.

'Charges’ The prices (excluding any applicable VAT), payable to the
. Supplier by the Buyer under the Call-Off Contract.
| ‘PSN Code of Those obligations and requirements for PSN Service
Practice’ Providers wanting to participate in the PSN together

with all documents annexed to it and referenced within
it, as set out in the code template.

‘Collaboration

An agreement between the Buyer and any combination of the

Agreement’ Supplier and contractors, to ensure collaborative working in
their delivery of the Buyer's Services and to ensure that the
Buyer receives an efficient end-to-end G-Cloud Services.

‘Commencement For the purposes of the Framework Agreement,

Date’ commencement date shall be as outlined in Section 1 - The

Appointment within this Framework Agreement.

For the purposes of the Call-Off Contract, commencement date
shall be as set in the Order Form.

‘Commercially

Information, which CCS has been notified about, (before the

Sensitive start date of the Framework Agreement) or the Buyer (before
Information' the Call-Off Contract start date) with full details of why the
B Pl Information is deemed to be commercially sensitive.
‘Comparable The supply of services to another Buyer of the Supplier that are
| Supply’ the same or similar to any of the Services
} ‘Confidential CCS's Confidential Information or the Supplier's Confidential
. Information’ Information, which may include (but is not limited to):
; e any information that relates to the business, affairs,
, developments, trade secrets, know-how, personnel, and
‘ third parties, including all Intellectual Property Rights
J (IPRs), together with all information derived from any of
i the above
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|
| ‘Contracting

—

» any other information clearly designated as being
confidential or which ought reasonably be considered to
be confidential (whether or not it is marked 'confidential'

l

|

The Buyer and any other person as listed in the OJEU Notice
Bodies' or Regulation 2 of the Public Contracts Regulations 2015, as
! amended from time to time, including CCS
| 'Control’ Control as defined in section 1124 and 450 of the Corporation
’ Tax Act 2010. 'Controls' and 'Controlled’ will be interpreted
8L = | accordingly
if_'Crown' ' The government of the United Kingdom (including the Northern

Ireland Assembly and Executive Committee, the Scottish
Executive and the National Assembly for Wales), including
government ministers and government departments and
particular bodies, persons, commissions or agencies from time
to time carrying out functions on its behalf

‘Data Protection
Legislation or DPA’

The Data Protection Act 1998, the EU Data Protection Directive
95/46/EC, the Regulation of Investigatory Powers Act 2000, the
Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000 (SI 2000/2699), the
Electronic Communications Data Protection Directive
2002/58/EC, the Privacy and Electronic Communications (EC
Directive) Regulations 2003 and all applicable laws and
regulations relating to processing of personal data and privacy,
including where applicable legally binding guidance and codes
of practice issued by the Information Commissioner.

|
1
|
|
|
|
| ‘Data Subject’
|
|

|

|
|
|
|

Shall have the same meaning as set out in the Data Protection
Act 1998, as amended from time to time.
'Default’ e any breach of the obligations of the Supplier (including any

fundamental breach or breach of a fundamental term)
any other default, act, omission, negligence or negligent
statement of the Supplier, of its Subcontractors or any
Supplier Staff in connection with or in relation to this
Framework Agreement or this Call-Off Contract

Unless otherwise specified in this Call-Off Contract the Supplier
is liable to CCS for a Default of the Framework Agreement and
in relation to a Default of the Call-Off Contract, the Supplier is
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| liable to the Buyer.

‘Deliverable’ Those G-Cloud Services which the Buyer contracts the
Supplier to provide under the Call Off Contract.
'‘Digital The government marketplace where Services will be made

Marketplace'

available to Buyers to enable them to be bought
(https://www.digitalmarketplace.service.gov.uk/)

‘Equipment’ The Supplier's hardware, computer and telecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under the Call-Off
Contract.

‘Direct Award The award criteria to be applied for the award of Call-Off

Criteria’ Contracts for G-Cloud Services set out in Section 3 ‘Buying
Process’.

‘Direct Ordering The ordering procedure set out in Framework Agreement.

Procedure’

‘Effective Date’ The date on which the Call-Off Contract is signed and as set

I out in the Order Form.

'FolA' The Freedom of Information Act 2000 and any subordinate
legislation made under the Act occasionally together with any
guidance or codes of practice issued by the Information
Commissioner or relevant Government department in relation
to such legislation.

'Framework This contractually-binding document.

Agreement’

‘Framework The suppliers (including the Supplier) appointed under this

Suppliers’ G-Cloud 8 Framework Agreement.

‘Fraud’ Any offence under Laws creating offences in respect of

fraudulent acts (including the Misrepresentation Act 1967) or at
common law in respect of fraudulent acts in relation to this
Framework Agreement or defrauding or attempting to defraud
or conspiring to defraud the Crown.

‘G-Cloud Services’

The cloud services described in Framework Section 2 (G-Cloud
Services) as defined by the Service Definition, the Supplier
Terms and any related tender documentation, which the
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[

| Supplier shall make available to the Authority and Other |

i Contracting Bodies and those services which are deliverable by ;

the Supplier under the Collaboration Agreement.

“"Good Industry
Practice’

| Standards and procedures'-éonforFﬁing to the Law and the

application of skill, care and foresight which would be expected
from a person or body who has previously been engaged in a
similar type of undertaking under similar circumstances. The
person or body must adhere to the technology code of practice
(https://www.gov.uk/service-manual/technology/code-of-practic
e.html) and the government service design manual

(https://www.gov.uk/service-manual).

‘Group’

A company plus any subsidiary or Holding Company.
'Holding company' and 'Subsidiary' are defined in section 1159 -
of the Companies Act 2006.

‘Group of Economic
Operator’

A partnership or consortium not (yet) operating through a
separate legal entity.

The deed of guarantee described in the Order Form (Parent

‘Guarantee’ Company Guarantee).
Any current UK Government Guidance on the Public Contracts
Regulations. In the event of a conflict between any current UK
‘Guidance’ Government Guidance and the Crown Commercial Service
Guidance, current UK Government Guidance shall take
precedence.
| "Holding Company' | As described in section 1159 and Schedule 6 of the
. Companies Act 2006.
‘Information’ As described under section 84 of the Freedom of information

Act 2000, as amended from time to time.

' 'Intellectual

|
I

‘Insolvency Event’

Property Rights' or
'IPR’

Can be:
e a voluntary arrangement
e a winding-up petition ,
e the appointment of a receiver or administrator
e an unresolved statutory demand
e a Schedule A1 moratorium.
means:
a) copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, service marks, logos,
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database rights, trade marks, rights in internet domain names
and website addresses and other rights in trade or business
names, design rights (whether registerable or otherwise),
know-how, trade secrets and moral rights and other similar
rights or obligations whether registerable or not;

b) applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are capable of
being registered in any country or jurisdiction; and

c) all other rights whether registerable or not having equivalent
or similar effect in any country or jurisdiction (including but not
limited to the United Kingdom) and the right to sue for passing
off.

‘Invitation to
Tender or ITT’

The invitation to tender for this Framework.

'‘Law’

Any applicable Act of Parliament, subordinate legislation within
the meaning of Section 21(1) of the Interpretation Act 1978,
exercise of the royal prerogative, enforceable community right
within the meaning of Section 2 of the European Communities
Act 1972, judgment of a relevant court of Law, or directives or
requirements of any Regulatory Body.

‘Loss’

All losses, liabilities, damages, costs, expenses (including legal
fees), disbursements, costs of investigation, litigation,
settlement, judgment, interest and penalties whether arising in
contract, tort (including negligence), breach of statutory duty,
misrepresentation or otherwise and 'Losses' will be interpreted
accordingly.

‘Lot’

A subdivision of the Services which are the subject of this
procurement as described in the OJEU Contract Notice.

Management
Charge"

The sum paid by the Supplier to CCS being an amount of up to
1% but currently set at 0.5% of all Charges for the Services
invoiced to Buyers (net of VAT) in each month throughout the
duration of the Framework Agreement and thereafter, until the
expiry or termination of any Call-Off Contract.

|
4
|
i
i
|
[
|
|
|

'Management
Information'

The management information (MI) specified in section 6 (What
you report to CCS) of this Framework Agreement.

‘Management
Information (Ml)
Failure’

If any of the below instances occur, CCS may treat this as an
‘Ml Failure":
° there are omissions or errors in the Supplier's
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‘Material Breach

(Framework
Agreement)'

-WSmeiSSi_Oh ol

. the Supplier uses the wrong template
5 the Supplier’'s report is late
* the Supplier fails to submit a report

A breach by the Supplier of the foliowing Clauses in this
Framework Agreement:

e Subcontracting
Non-Discrimination
Conflicts of Interest and Ethical Walls
Warranties and Representations
Provision of Management Information
Management Charge
Prevention of Bribery and Corruption
Safeguarding against Fraud
Data Protection and Disclosure
Intellectual Property Rights and Indemnity
Confidentiality
Official Secrets Act
Audit

'‘Material Breach

A single serious breach of or persistent failure to perform as

| (Call-Off Contract)" | required in the Call-Off Contract.
' 'OJEU Contract The advertisement for this procurement issued in the Official
Notice' Journal of the European Union.

'‘Order Form'

An order set out in the Call-Off Contract for G-Cloud Services
placed by a Buyer with the Supplier.

'Other Contracting
Bodies'

All Contracting Bodies, or Buyers, except CCS.

‘Parent Company’

Anyfcomfpany which is the ultimate Holding Company of the
Supplier.

IPanyl

) for the purposes of the Framework Agreement, CCS or
the Supplier '

. for the purposes of the Call-Off Contract, the Supplier
or the Buyer and 'Parties' will be interpreted accordingly.

'Personal Data’

As described in the Data Protection Act 1998

(http://www legislation.gov.uk/ukpga/1998/29/contents)

'Prohibited Act'

To directly or indirectly offer, promise or give any person
working for or engaged by a Buyer or CCS a financial or other

advantage to:

[
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induce that person to perform improperly a relevant function
or activity
reward that person for improper performance of a relevant
function or activity
commit any offence:

o under the Bribery Act 2010

o under legislation creating offences concerning Fraud

o at common Law concerning Fraud

o committing or attempting or conspiring to commit Fraud

e

‘PSN’

The Public Services Network (PSN) is the Government’s
high-performance network which helps public sector
organisations work together, reduce duplication and share
resources. '

'Regulations’

The Public Contracts Regulations 2015 (at

http://www legislation.gov.uk/uksi/2015/102/contents/made)
and the Public Contracts (Scotland) Regulations 2012 (at
http://www legislation.gov.uk/ssi/2012/88/made).

‘Regulatory Bodies'

Government departments and other bodies which, whether
| under statute, codes of practice or otherwise, are entitled to
] investigate or influence the matters dealt with in this

. Framework Agreement.

‘Reporting Date’

'Request for

The seventh day of each month following the month to which
the relevant Ml relates. A different date can be chosen if
agreed between the Parties.

A request for information or an apparent request under the

Information’ Code of Practice on Access to Government Information, FOIA
or the Environmental Information Regulations.
- "Self Audit The certificate in the form as set out in Framework Schedule 1
| Certificate' - Self Audit Certificate, to be provided to CCS by the Supplier.
| ‘Services’ Means G-Cloud Services and any/or Additional Services.

‘Service Definition’

The definition of the Supplier's G-Cloud Services provided as
part of their Tender that includes, but is not limited to, those
items listed in Section 2 (G-Cloud Services) of this Framework
Agreement.

‘Service
Description’

The description of the Supplier service offering as published on
the Digital Marketplace.

‘Standstill Period’

The term Standstill Period is set out in Regulation 87 (2). In
summary, it is the 10 calendar days after CCS (in this instance
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~*'Specific Cﬁange in
Law'

' by electronic means) sends its decision to conclude the ’
Framework Agreement tendered via the Official Journal of the
European Union, during which CCS must not conclude the

| Framework Agreement with the successful Supplier(s).
Unsuccessful Applicants can raise any questions with CCS that
relate to the decision to award before the Framework

' Agreement is concluded. CCS cannot advise unsuccessful
Applicants on the steps they should take. Applicants should

| always seek independent legal advice, where appropriate.

A change in the Law that relates specifically to the business of
CCS and which would not affect a Comparable Supply.

'‘Subcontractor’

Each of the Supplier's Subcontractors or any person engaged
by the Supplier in connection with the provision _of the digital
services as may be permitted by this Framework Agreement.

‘Supplier’

A Supplier of G-Cloud Services who can bid for Call-Off
Contracts as outlined in the Contract Notice within the Official
Journal of the European Union (OJEU Contract Notice).

‘Supplier
Background IPRs’

Background IPRs of the Supplier.

‘Supplier Insolvency
Event’

Means the Supplier is unable to pay debts in Section 268 of
Insolvency Act 1986.

'Supplier Staff’

All persons employed by the Supplier including the Supplier's
agents and consultants used in the performance of its
obligations under this Framework Agreement or any Call-Off
Contracts.

‘Supplier Terms’

means the terms and conditions pertaining to the G-Cloud
Services and as set out in the Terms and Conditions document
supplied as part of the Supplier's Tender.

‘Tender’ The response submitted by the Supplier to the Invitation to
Tender.
'Working Day' Any day other than a Saturday, Sunday or public holiday in
| England and Wales , from 9am to 5pm unless otherwise
' agreed with the Buyer and the Supplier in the Call-Off Contract.
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Annex A - Schedule 3 Deed of guarantee
Not used.

Annex B - Alternative Clauses
Not used.
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(AssureD

Assured Information Security Ltd.

Cloud Security Architecture Risk
Assessment & Design Review (Public
Sector)

Assured Information Security Ltd (‘Assured’) provides highly qualified Cloud Data Security
Architecture and Information Assurance (IA) consultancy, to ensure that Public Sector and
G-Cloud Supplier organisations across the UK protect their information assets when
utilising cloud based services and systems, and achieve/maintain compliance and
accreditation with best practice standards.

All Assured consultants are SC Cleared, qualified CCPs, Cloud Security Architects &
Government Accreditors with over 15 years experience.

Service Definition

Assured’s specialist team of are highly experienced in working with Public Sector
organisations to implement compliant information security policies, documentation
‘and architecture for cloud based systems and services to meet CESG / PSN / HM
Government requirements.

* Cloud Security Architecture Design to meet CESG / HMG security standards.
* Risk Assessment & Audit of Cloud Supplier premises, services & architecture.

¢ Assistance with recommendations during Procurement, including setting of
security requirements and questioning / selection of Suppliers.

* Highly experienced in solutions delivery within the Police / Criminal Justice
sector, Home Office, DWP, Ministry of Justice, Nuclear Industry, Electoral
Systems, NGOs UK wide.

As part of the process to achieve the desired levels of compliance, Assured will
deliver the following services (as relevant and scoped);




{Assuren

£

>
Technical Assurance - Cloud Security Architecture Design Review, Data Handling
and Data Protection Controls, Operational Security, Procurement Advice, Physical
Security Review {Customer and Cloud Services Supplier sites).

)

Compliance - Gap Analysis and Remediation Consultancy to meet PSN, PGA,
CSTAR, G-Cloud, CESG / HMG and ISO/IEC 27001:2013 standard requirements.

Accreditation - CESG / INFOSEC, RMADS, Statements of Applicability, Baseline
Control Sets, Risk Statements, 1SO27001 Full Documentation suite (Policies /
Procedures), PSN CoCo, Liaison with Government clients / Accreditor and
documentation for submissions.

NB. This service is available on a Call Off Agreement basis, with all other Assured Information Security listed
G-Cloud Services, or as an individual assignment - to be scoped and priced accordingly.

Assured Framework Consultancy Team Delivery

Assured’s Framework Consultancy Team represents one of the leading IA, cyber
security and cloud security architecture capabilities in the UK (see table of expertise
below).

All are trusted, senior subject matter experts, sub-contracted to Assured exclusively
to deliver senior consultancy under the CCS G-Cloud Framework. Committed to
Assured on long term Framework Agreements, supported by NDA's, common
delivery policies and vetted delivery.

- Experts. Senior consultancy guaranteed for all engagements, dedicated to
your organisation.

- Experience. Wide range of expertise at senior architecture level, including
experience from the Government / Accreditor viewpoint.

- Business Continuity. Assured has a common delivery approach. If one
consultant becomes incapacitated, we have the ability to replace immediately

to prevent delay.

- Flexible availability. We can meet all Customer requirements for advisory,
part-time, ad-hoc or full-time consultancy, whether for a single day

assignment or a two year call off agreement.






