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6. Where The Supplier undertake sub-contracting or “routes to market” activities in accordance 

with the terms of the Contract, The Supplier shall ensure that a SAL on equivalent terms to this 

SAL shall be entered into by The Supplier and the relevant subcontractor. 

 

7. For the avoidance of doubt any reference in this SAL to “Employee” means any of The Supplier 

employees, partners, 3rd party support staff, agents, officers, directors, or secretaries 

supporting the delivery of services to the JMSC Tracks Service or to organisations associated 

with The Authority and JMSC.   

 

8. This SAL supersedes any previous SAL that The Supplier may have received in relation to this 

programme of work. 

 

9. The Supplier should consult with JMSC Project Management Office (PMO) immediately where 

any doubt exists as to the protection necessary to safeguard any classified material.  

 

10. The Supplier must report immediately to the Home Office Senior Information Risk Owner, via 
the JMSC Information Assurance Team (contact details below) any incident or information that 
raises doubts as to compliance with the terms of this SAL.  
 

Joint Maritime Security Centre Information Assurance team: 

 

 

JMSC 

Portsdown Technology Park, 

Cosham, 

PO6 3RU 

Email: j  or jmscinformationmanagementteam@jmsc.gov.uk 
Tel:  

 

Government Security Classifications 
 

11. All information provided by The Authority for the purposes of the Digital Maritime Security 
Capabilities unless otherwise marked shall be treated as OFFICIAL. 
 

12. All Government information has a value so the terms NOT CLASSIFIED or NPM must NOT be 
used. Government furnished information (whether marked or unmarked) must be treated as a 
minimum of OFFICIAL. 
 

13. The SENSITIVE caveat is used to denote OFFICIAL material that is of a particular sensitivity 
and where there is a need to reinforce the ‘need to know’. The Security Aspects Letter, issued 
by the Authority shall define the OFFICIAL-SENSITIVE material that is provided to the 
Contractor, or which is to be developed by it, under this Contract. The Contractor shall mark all 
OFFICIAL and OFFICIAL-SENSITIVE documents which it originates or copies during the 
Contract with the applicable Government Security Classification (GSC).  
 

14. Consequently, access to OFFICIAL - SENSITIVE information must be no wider than necessary 
for the efficient conduct of The Supplier obligations under the Contract and limited to those with 
a business need and the appropriate security clearances. This “need to know‟ principle applies 
wherever SENSITIVE information is collected, stored, processed, or shared. 
 

15. OFFICIAL - SENSITIVE information may sometimes include a descriptor to identify categories 
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individuals employed on any work in connection with this Contract have notice of the above 
specified aspects  and that the aforementioned statutory provisions apply to them and will 
continue to apply after completion or earlier termination of the contract  

 
21. Will you please confirm that:  

 
a. This definition of the classified aspects of the referenced Contract has been 

brought to the attention of the person directly responsible for security of 
classified material. 

 
b. The definition is fully understood. 

 
c. Measures can, and will, be taken to safeguard the classified aspects identified 

herein in accordance with applicable national laws and regulations. [The 
requirement and obligations set out above and in any contractual document can 
and will be met and that the classified information shall be protected in 
accordance with applicable national laws and regulations.]  

 
d. All employees of the company who will have access to classified information 

have either signed the Official Secrets Act (OSA) Declaration Form in duplicate 
and one copy is retained by the Company Security Officer or have otherwise 
been informed that the provisions of the OSA apply to all classified information 
and assets associated with this contract. 

 
22.  If you have any difficulty either in interpreting this definition of the classified aspects or in 

safeguarding them, you will discuss with the authority immediately . 

 
23. Classified Information associated with this Contract must not be published or 

communicated to anyone without the written approval of the Authority.  

 
24. Any access to classified information or assets on The Authority premises that may be 

needed will be subject to The Authorities security regulations under the direction of the 
JMSC Project Officer in accordance with the HMG Security Policy Framework.   
 

 

Yours faithfully 
 
 

 
Joint Maritime Security Centre 
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ANNEX A:  

 

OFFICIAL AND OFFICIAL-SENSITIVE CONTRACTUAL SECURITY CONDITIONS 

 

Purpose 

 

1. This document provides guidance for Contractors where classified material provided to or generated 

by the Contractor is graded OFFICIAL or OFFICIAL-SENSITIVE. Where the measures requested 

below cannot be achieved or are not fully understood, further advice should be sought from the JMSC 

Data Compliance & Security Officer. 

 

Definitions 

 

2. The term "Authority" for the purposes of this Annex means the HMG Contracting Authority. 

 

3. The term "Classified Material" for the purposes of this Annex means classified information and 

assets. 

 

Security Classification 

 

4. The SENSITIVE caveat is used to denote OFFICIAL material that is of a particular sensitivity and 

where there is a need to reinforce the ‘need to know’. Where OFFICIAL-SENSITIVE material requires 

additional protection or additional preventative security controls the Authority will stipulate these 

requirements if and when they are required. The Security Aspects Letter, issued by the Authority shall 

define the OFFICIAL-SENSITIVE material that is provided to the Contractor, or which is to be 

developed by it, under this Contract. The Contractor shall mark all OFFICIAL and OFFICIAL-

SENSITIVE documents which it originates or copies during the Contract with the applicable security 

classification 

 

 

Security Conditions  

 

5. The Contractor shall take all reasonable steps to adhere to the provisions specified in the Contract 

or listed in this Annex. The Contractor shall make sure that all individuals employed on any work in 

connection with the Contract have notice that these provisions apply to them and shall continue so to 

apply after the completion or earlier termination of the Contract. The Authority must state the data 

retention periods to allow the Contractor to produce a data management policy. If you are a Contractor 

located in the UK your attention is also drawn to the provisions of the Official Secrets Acts 1911 to 

1989 in general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the 

Act of 1989) in particular. 














