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Campaign Solutions 2
Introduction to Terms and Conditions

The Terms and Condition of the Campaign Solutions 2 framework agreement are provided in
two legally binding contracts:

& Framework Contract - this will be the overarching contract between CC5 and the
individual agencies successfully awarded a place on the Campaign Solutions 2
Framework Agreemeant.

& Call-Off Contract - this provides the terms and conditions of the contract for clients
appointing an agency through the framework agreement.

Core Terms

These are the main legal terms which apply to both the Framework Contract and the Call-
Off contract. The Core Terms govern the agency’s relationship with CCS at framework level
and with each client at call-off level.

The Core Terms are supplemented with a number of Schedules, comprising:
- Framework schedules

. Joint schedules (for framework and call-off)

# Call-off schedules

The Framework Contract

This comprises:

& The Specification which sets out the range of campaign services to be provided
through the Framework Agreement (Framework Schedule 1)

# The process clients must follow to appoint an agency (Framework Schedule 7 - Call-
Off Award Procedure)

& The tender and rates submitted by the Agency in this tender process

& The Core Terms and loint Schedules of the contract which apply to both the
Framework and the Call-Off Contract as above

& Specific Framework Schedules relating to the framework contract between CCS and
the Agency

The Call-Off Contract

Please note the Call-Off Contract should be read in conjunction with the Framework
Contract. It is governed by the Core Terms as above and comprises:

& loint Schedules as in the Framework Contract

Framework Ref: RMG125
Project Version: v1.0 2
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& The Letter of Appointment template which is used to form the contract between the
Client and the Agency and incorporates Joint and Call-Off Schedulas plus any special
terms (Framework Schedule 6)

& Specific Call-Off Schedules relating to the contract between the Client and the
Agency

Letter of Appointment Template and Call-Off Schedules (Framework
Schedule &)

Letter of Appointment

The Agency is one of a number of agencies appointed by the Crown Commercial Service
(CCS) to the Framework Agreement and is therefore able to enter into this Call-Off Contract.

This Letter of Appointment is issued in accordance with the provisions of the Framework
Contract RME125 between CCS and the Agency.

Capitalised terms and expressions used in this letter have the same meanings as in the Call-
Off Incorporated Terms unless the context otherwise requires.

CALL-OFF LOT: 5

Order Number: C522508

From: UK Space Agency, 10 Victoria Street, London, SW1H ONB

To: Bray Leino Ltd, The Old Sawmills, Filleigh, EX32 ORN

Call-Off Start Date: 20" December 2022

Call-Off Expiry Date: 31% December 2025

Call-Off Initial Period: 3 years

Call-Off Optional M A

Extension Period:

Deliverables required: Deliverables required are set out in Framework Schedule 1 of the
Framework Agreement and the relevant Brief and are to be

Framework Ref: RMG125
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delivered in line with the accepted Proposal as detailed at Annex A
of this Letter.

Subsequent calls for Deliverables shall be priced and agreed using
the Statement of Works form as per Annex B of this Letter of
Appointmeant.

Call-Off Contract Charges
(including any applicable
discount(s), but excluding
VAT):

Liability

See Clause 11 of the Core Terms

Client billing address for
involcng:

UK Space Agency
Polaris House
Morth Star Avenue
Swindon

SM2 1FF

Special Terms

The Supplier shall maintain complete and accurate records of the
time spent and materials used by the Supplier in providing the
Services and shall allow the Contracting Authority to inspect such
records at all reasonable times on request.

PROGRESS REPORT FREQUENCY
On the first Working Day of each calendar month

PROGRESS MEETING FREQUENCY
Quarterly on the first Working Day of each quarter

COMMERCIALLY SENSITIVE INFORMATION

Mot applicable

Framewaork Ref: RMG125
Project Varsion: v1.0
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SOCIAL VALUE COMMITMENT

The Agency agrees, in providing the Deliverables and performing its obligations under the
Call-Off Contract, that it will comply with the social value commitments in Call-Off Schedule
4 (Call-Off Proposal)

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where numbers are
missing we are not using those schedules. If the documents conflict, the following order of
precedence applies:

1. This Letter of Appointment including the Call-Off Special Terms and Call-Off Special
Schedules.
2. Joint Schedule 1 {Definitions and Interpretation) RME125
3. The following Schedules in equal order of precedence:
e Jloint Schedules for RME125
o Joint Schedule 2 (Variation Form)
taint 5chedule 3 {Iinsurance Reguirements)
Jaint Schedule 4 {Commercially Sensitive information)
laint Schedule 11 {Processing Data)

oo

o  Coll-Off Schedules for C522508

»  Call-Off 5chedule 1 (Transparency Reports)
Call-Off Schedule 2 (Staff Transfer)

Coll-Off Schedule 3 (Continuous Improvement)
Coli-Off Schedule 5 (Pricing Details)

Call Off Schedule 6 (ICT Services)

Call off Schedule 8 {Business Continuity and Disaster Recowvery)
Call-Off Schedule 9 (Security)

Coll-Off Schedule 14 (Service levels)

Coll-Off Schedule 15 (Controct Management)
Call-Off Schedule 20 (Call-Off Specification)

o

coooDOQQRODR

4. CCS Core Terms
5. loint Schedule 5 (Corporate Social Responsibility) RME125

6. Call-Off Schedule 4 [Proposal) as long as any parts of the Call-Off Proposal that offer
a better commercial position for the Client (as decided by the Client) take
precedence over the documents above.

Mo other Agency terms are part of the Call-Off Contract. That includes any terms written on
the back of, or added to this Order Form, or presented at the time of delivery. For the
avoidance of doubt, the relationship between the Parties is non-exclusive. The Client is
entitled to appoint any other agency to perform services and produce goods which are the
same or similar to the Deliverables.

Framework Ref: RME125
Project Version: v1.0
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FORMATION OF CALL-OFF CONTRALT

BY SIGNING AND RETURNING THIS LETTER OF APPOINTMENT {which may be done by
electronic means) the Agency agrees to enter into a Call-Off Contract with the Client to
provide the Deliverables in accordance with the terms of this letter and the Call-Off
Incorporated Terms.

The Parties hereby acknowledge and agree that they have read this letter and the Call-Off
Incorporated Terms. The Parties hereby acknowledge and agree that this Call-Off Contract
shall be formed when the Client acknowledges (which may be done by electronic means)
the receipt of the signed copy of this letter from the Agency within two (2) Working Days
from such receipt.

For and on behalf of the Agency: 1.1 For and on behalf of the Client:
Signature: - Signaturea: -

Mame: - Mame: -

Role: [ Role: [

Date: 15th January 2023 Date: 25th January 2023

Framework Ref: RME125
Project Version: v1.0
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Call-Off Schedule 1 (Transparency Reports)

1.1 The Agency recognises that the Client is subject to PPN 01717 (Updates to transparency
principles v1.1 (https:/fwww. gov.uk/government /publications/procure ment-policy-
note-0117-update-to-transparency-principles). The Agency shall comply with the
provisions of this Schedule in order to assist the Client with its compliance with its
obligations under that PPN.

1.2 Without prajudice to the Agency's reporting reguirements set out in the Framework
Contract, within three (3) Months of the Start Date the Agency shall submit to the Client
for Approval (such Approval not to be unreasonably withheld or delayed) draft

Transparency Reports consistent with the content requirements and format set out in
the Anmex of this Schedule.

1.3 If the Client rejects any proposed Transparency Report submitted by the Agency, the
Agency shall submit a revised version of the relevant report for further Approval within
five (5) days of receipt of any notice of rejection, taking account of any
recommendations for revision and improvement to the report provided by the Client. If
the Parties fail to agree on a draft Transparency Report the Client shall determine what
should be included. Any other disagreement in connection with Transparency Reports
shall be treated as a Dispute.

1.4 The Agency shall provide accurate and up-to-date versions of each Transparency Report
to the Client at the frequency referred to in the Annex of this Schedule.

Framework Ref: RME125
Project Version: v1.0 7
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Call-Off Schedule 2 (5taff Transfer)

1. Definitions

11 Ii this Schedule, the following words have the following meanings and they shall
supplement loint Schedule 1 {Definitions):

“Acquired  Rights 1the European Council Directive 77/187/EEC on the

Directive® approximation of laws of European member states relating
to the safeguarding of employees” rights in the event of
transfers of wundertakings, businesses or parts of
undertakings or businesses, as amended or re-enacted
from time to time;

2

"Employee 3all claims, actions, proceedings, orders, demands,

Liability™ complaints, investigations (save for any claims for personal
imjury which are covered by insurance) and any award,
compensation, damages, tribunal awards, fine, loss, order,
penalty, disbursement, payment made by way of
settlement and costs, expenses and legal costs reasonably
incurred in connection with a claim or investigation
including in relation to the following:

a) redundancy payments including contractual or
enhanced redundancy costs, termination costs and
notice payments;

b) wunfair, wrongful or constructive dismissal
compensation;

¢} compensation for discrimination on grounds of sex,
race, disability, age, religion or belief, gender
reassignment, marriage or civil partnership,
pregnancy and maternity or sexual orientation or
claims for egual pay;

d) compensation for less favourable treatment of part-
time workers or fixed term employees;

e) outstanding employment debts and unlawful
deduction of wages including any PAYE and Mational
Insurance Contributions;

Framework Ref: RMG125
Project Version: v1.0 a
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"Former Agency”

"MNew Fair Deal”

“0Old Fair Deal”

"Partial
Termination"

"Relevant Transfer"”
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f] employment claims whether in tort, contract or
statute or otherwise;

g} any investigation relating to employment matters by
the Equality and Human Rights Commission or other
enforcement, regulatory or supervisory body and of
implementing any requirements which may arise from
such investigation;

a supplier supplying services to the Client before the
Relevant Transfer Date that are the same as or substantially
similar to the Services (or any part of the Services) and shall
include any Subcontractor of such supplier (or any
Subcontractor of any such Subcontractor);

he revised Fair Deal position set out in the HM Treasury
guidance: "Foir Deal for Staff Pensions: Stoff Tronsfer from
Central Government™ issued in October 2013 including:

iy any amendments to that document
immediately prior to the Relevant Transfer
Date; and

{ii}  amy similar pension protection in accordance
with the Annexes D1-D3 inclusive to Part D of
this Schedule as notified to the Agency by the
Client;

HM  Treasury Guidance “Staff Tronsfers from Central
Government: A Fair Deal for 5taff Pensions™ issued in lune
1999 induding the supplementary guidance “Fair Deal for
Staff pensions: Procurement of Bulk Transfer Agreements and
Reloted Issues” issued in June 2004;

the partial termination of the relevant Contract to the extent
that it relates to the provision of any part of the Services as
further provided for in Clause 10.4 (When CCS or the Cliant
can end this contract) or 10.6 (When the Agency can end the
contract);

transfer of employment to which the Employment
Regulations applies;

"Relevant Transfer n relation to a Relevant Transfer, the date upon which the

Date"

Framework Ref: RME125
Project Version: v1.0

Relevant Transfer takes place. For the purposes of Part D:
Pensions and its Annexes, where the Agency or a
Subcontractor was the Former Agency and there is no
Relevant Transfer of the Fair Deal Employees because they
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Information"
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remain continuously employed by the Agency (or
Subcontractor), references to the Relevant Transfer Date
shall become references to the Start Date;

in relation to all persons identified on the Agency's
Provisional Agency Personnel List or Agency's Final Agency
Personnel List, as the case may be, such information as the
Client may reasonably request (subject to all applicable
provisions of the Data Protection Legislation), but including
in an anonymised format:

(a)

(b)

(e}

(d)

le)

(g

(h)

(i)

their ages, dates of commencement of employment
or engagement, gender and place of work;

details of whether they are employed, self-employed
contractors or consultamts, agency workers or
otherwise;

the identity of the employer or relevant contracting
Party;

their relevant contractual notice periods and any
other terms relating to termination of employment,
including redundancy procedures, and redundancy
payments;

their wages, salaries, bonuses and profit sharing
arrangements as applicable;

details of other employment-related benefits,
including {without limitation) medical insuranca, life
assurance, pension or other retirement benefit
schemes, share option schemes and company car
schedules applicable to them;

any outstanding or potential contractual, statutory or
other liabilities in respect of such individuals
(including in respect of personal injury claims);

details of any such individuals on long term sickness
absence, parental leave, maternity leave or other
authorised long term absence;

copies of all relevant documents and materials
relating to such information, including copies of
relevant contracts of employment (or relevant
standard contracts if applied generally in respect of
such employees); and

10
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(i} any other "employee liability information” as such
term is defined in regulation 11 of the Employment
Regulations;

"Agency's Fimal list provided by the Agency of all Agency Staff whose will
Agency Personnel transfer under the Employment Regulations on the Service
List™ Transfer Date;

"Agency's a list prepared and updated by the Agency of all Agency Staff
Provisional Agency who are at the date of the list wholly or mainly engaged in
Personnel List” or assigned to the provision of the Services or any relevant

part of the Services which it is envisaged as at the date of
such list will ne longer be provided by the Agency;

“"Term" the period commencing on the Start Date and ending on the
expiry of the Initial Period or any Extension Period or on

earlier termination of the relevant Contract;

"Transferring Client those employees of the Client to whom the Employment

Employees” Regulations will apply on the Relevant Transfer Date;
“"Transferring in relation to a Former Agency, those employees of the
Former Agency Former Agency 1o whom the Employment Regulations will
Employees"” apply on the Relevant Transfer Date.

INTERPRETATION

Where a provision in this Schedule imposes any obligation on the Agency including
[without limit) to comply with a reguirement or provide an indemnity, undertaking or
warranty, the Agency shall procure that each of its Subcontractors shall comply with
such obligation and provide such indemnity, undertaking or warranty to CCS, the
Client, Former Agency, Replacement Agency or Replacement Subcontractor, as the
case may be and where the Subcontractor fails to satisfy any claims under such
indemnities the Agency will be liable for satisfying any such claim as if it had provided
the indemnity itself.

The provisions of Paragraphs 2.1 and 2.6 of Part A, Paragraph 3.1 of Part B, Paragraphs
1.5, 1.7 and 1.9 of Part C, Part D and Paragraphs 1.4, 2.3 and 2.8 of Part E of this
Schedule (together "Third Party Provisions™) confer benefits on third parties (each such
person a “Third Party Beneficiary™) and are intended to be enforceable by Third Party
Beneficiaries by virtue of the CRTPA.

Subject to Paragraph 2.2 abowve, a person who is not a Party to this Call-Off Contract
has no right under the CRTPA to enforce any term of this Call-Off Contract but this
does not affect any right or remedy of any person which exists or is available otherwise
than pursuant to that Act.

Framework Ref: RME125
Project Version: v1.0 11
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24 Mo Third Party Beneficiary may enforce, or take any step to enforce, any Third Party
Provision without the prior written consent of the Client, which may, if given, be given
on and subject to such terms as the Client may determine.

25 Any amendments or modifications to this Call-Off Contract may be made, and any
rights created under Paragraph 2.2 above may be altered or extinguished, by the
Parties without the consent of any Third Party Beneficiary.

3. ‘Which parts of this Schedule apply

Only the following parts of this Schedule shall apply to this Call Off Contract:
o Port C (No Staff Transfer on the Start Date)

Framework Ref: RMG125

Project Version: v1.0 12
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Part C: No 5taff Transfer on the Start Date

1

11

i3

13

14

‘What happens if there is a staff transfer

The Client and the Agency agree that the commencement of the provision of the
Services or of any part of the Services will not be a Relevant Transfer in relation to any
employees of the Client and/or any Former Agency.

If any employee of the Client and/or a Former Agency claims, or it is determined in
relation to any employee of the Client and/or a Former Agency, that his/her contract
of employment has been transferred from the Client and/or the Former Agency to the
Agency andfor any Subcontractor pursuant to the Employment Regulations or the
Acguired Rights Directive then:

121 the Agency shall, and shall procure that the relevant Subcontractor
shall, within 5 Working Days of becoming aware of that fact, notify the
Client in writing and, where required by the Client, notify the Former
Agency in writing; and

122 the Client and/or the Former Agency may offer (or may procure thata
third party may offer) employment to such person within 15 Working
Days of the notification from the Agency or the Subcontractor (as
appropriate) or take such other reasonable steps as the Client or
Former Agency (as the case may be) it considers appropriate to deal
with the matter provided always that such steps are in compliance with
applicable Law.

If an offer referred to in Paragraph 1.2.2 is accepted (or if the situation has otherwise
been resolved by the Client and/or the Former Agency),, the Agency shall, or shall
procure that the Subcontractor shall, immediately release the person from his/her
employment or alleged employment.

If by the end of the 15 Working Day period referred to in Paragraph 1.2.2:

141 no such offer of employment has been made;
142 such offer has been made but not accepted; or
143 the situation has not otherwise been resolved;

the Agency may within 5 Working Days give notice to terminate the employment or alleged

15

employment of such person.

Subject to the Agency and/or the relevant Subcontractor acting in accordance with
the provisions of Paragraphs 1.2 to 1.4 and in accordance with all applicable
employment procedures set out in applicable Law and subject also to Paragraph 1.8
the Client shall:

151 indemnify the Agency and/or the relevant Subcontractor against all
Employee Liabilities arising out of the termination of the employment
of any of the Client's employees referred to in Paragraph 1.2 made
pursuant to the provisions of Paragraph 1.4 provided that the Agency

Framework Ref: RME125
Project Version: v1.0 13
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takes, or shall procure that the Subcontractor takes, all reasonable
steps to minimise any such Employee Liabilities: and

1.5.2 procure that the Former Agency indemnifies the Agency and/or any
Subcontractor against all Employee Liabilities arising out of termination
of the employment of the employees of the Former Agency referred to
in Paragraph 1.2 made pursuant to the provisions of Paragraph 1.4
provided that the Agency takes, or shall procure that the relevant
Subcontractor takes, all reasonable steps to minimise any such
Employee Liabilities.

16 If any such person as is described in Paragraph 1.2 is neither re employed by the Client
andfor the Former Agency as appropriate nor dismissed by the Agency andfor any
Subcontractor within the 15 Working Day period referred to in Paragraph 1.4 such
person shall be treated as having transferred to the Agency and/or the Subcontractor
(as appropriate] and the Agency shall, or shall procure that the Subcontractor shall,
comply with such ebligations as may be imposed upon it under Law.

1.7 ‘Where any person remains employed by the Agency andfor any Subcontractor
pursuant to Paragraph 1.6, all Employee Liabilities in relation to such employee shall

remain with the Agency and/or the Subcontractor and the Agency shall indemnify the
Client and any Former Agency, and shall procure that the Subcontractor shall

indemnify the Client and any Former Agency, against any Employee Liabilities that
either of them may incur in respect of any such employees of the Agency and/for
employees of the Subcontractor.

18 The indemnities in Paragraph 1.5:
181 shall not apply to:
(a) any claim for:

(i} discrimination, including on the grounds of sex, race,
disability, age, gender reassignment, marriage or
civil partnership, pregnancy and maternity or sexual
orientation, religion or belief; or

(i) equal pay or compensation for less favourable
treatment of part-time workers or fixed-term
employees,

im any case in relation to any alleged act or omission of the Agency and/or

Subcontractor; or

(b) any claim that the termination of employment was unfair
because the Agency andfor any Subcontractor neglected to
follow a fair dismissal procedure; and

182 shall apply only where the notification referred to in Paragraph 1.2.1
is made by the Agency and/or any Subcontractor to the Client and, if
applicable, Former Agency within & months of the Start Date.

Framework Ref: RMEG125
Project Version: v1.0 14
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19 If the Agency andfor the Subcontractor does not comply with Paragraph 1.2, all
Employee Liabilities in relation to such employees shall rernain with the Agency and/or
the Subcontractor and the Agency shall {i) comply with the provisions of Part D:
Pensions of this Schedule, and (ii) indemnify the Client and any Former Agency against
any Employee Liabilities that either of them may incur in respect of any such
employees of the Agency and/or employees of the Subcontractor.

2, Limits on the Former Agency's obligations

‘Where in this Part C the Client accepts an obligation to procure that a Former Agency
does or does not do something, such obligaticn shall be limited so that it extends
only to the extent that the Client's contract with the Former Agency contains a
contractual right in that regard which the Client may enforce, or otherwise so that it
reguires only that the Client must use reasonable endeavours to procure that the
Former Agency does or does not act accordingly.

Framework Ref: RMG125
Project Version: v1.0 15
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Call-Off Schedule 3 (Continuous Improvement)
1. Client's Rights

2.

11 The Client and the Agency recognise that, where specified in Framework Schedule
4 (Framework Management), the Client may give CCS the right to enforce the
Client's rights under this Schedule.

Agency's Obligations

2.1 The Agency must, throughout the Contract Period, identify new or potential

232

23

2.4

25

improvements to the provision of the Deliverables with a view to reducing the
Client’s costs (including the Charges) and/or improving the guality and efficiency
of the Deliverables and their supply to the Client.

The Agency must adopt a policy of continuous improvement in relation to the
Deliverables, which must include regular reviews with the Client of the
Deliverables and the way it provides them, with a view to reducing the Client's
costs (including the Charges) and/or improving the guality and efficiency of the
Deliverables. The Agency and the Client must provide each other with any
information relevant to meeting this objective.

In addition to Paragraph 2.1, the Agency shall produce at the start of each
Contract Year a plan for improving the provision of Deliverables and/or reducing
the Charges {without adversely affecting the performance of this Contract) during
that Contract Year ("Continuous Improvement Plan") for the Client's Approval.
The Continuous Improvement Plan must include, as a minimum, proposals:

2.3.1 identifying the emergence of relevant new and evolving technologies;

2,32 changes in business processes of the Agency or the Client and ways of
working that would provide cost savings and/or enhanced benefits to the
Client [such as methods of interaction, supply chain efficiencies, reduction
in energy consumption and methods of sale);

2,33 new or potential improvements to the provision of the Deliverables
including the guality, responsiveness, procedures, benchmarking methods,
likely performance mechanisms and customer support services in relation
to the Deliverables; and

2,34 measuring and reducing the sustainability impacts of the Agency’s
operations and supply-chains relating to the Deliverables, and identifying
opportunities to assist the Client in meeting their sustainability objectives.

The initial Continuous Improvament Plan for the first (1) Contract Year shall be
submitted by the Agency to the Client for Approval within one hundred {100)
Working Days of the first Order or six (6) Months following the Start Date,
whichewver is earlier.

The Client shall notify the Agency of its Approval or rejection of the proposed
Continuwous Improverment Plan or any updates to it within twenty (20) Working
Days of receipt. If it is rejected then the Agency shall, within ten [10) Working

Framework Ref: RMEG125
Project Version: vi.0 16
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Days of receipt of notice of rejection, submit a revised Continuous Improvement
Plan reflecting the changes required. Once Approved, it becomes the Continuous
Improvement Plan for the purposes of this Contract.

26 The Agency must provide sufficient information with each suggested improvement
to enable a decision on whether to implement it. The Agency shall provide any
further information as requested.

2.7 If the Client wishes to incorporate any improvement into this Contract, it must
reguest a Variation in accordance with the Variation Procedure and the Agency
must implement such Variation at no additional cost to the Client or CCS.

2.8 Once the first Continuous Improvement Plan has been Approved in accordance
with Paragraph 2.5:

281 the Agency shall use all reasonable endeavours to implement any agreed
deliverables in accordance with the Continuous Improvemeant Plan; and

2.8.2 the Parties agree to meet as s00n as reasonably possible following the start
of each gquarter (or as otherwise agreed between the Parties) to review the
Agency's progress against the Continuous Improvement Plan.

2.9 The Agency shall update the Continuous Improvement Plan as and when required
but at least once every Contract Year (after the first (1*) Contract Year) in
accordance with the procedure and timescales set out in Paragraph 2.3.

2.10 All costs relating to the compilation or updating of the Continuous Improvement
Plan and the costs arising from any improvement made pursuant to it and the
costs of implementing any improvement, shall have no effect on and are included
in the Charges.

2.11 Should the Agency's costs in providing the Deliverables to the Client be reduced as
a result of any changes implemented, all of the cost savings shall be passed on to
the Client by way of a consequential and immediate reduction in the Charges for
the Deliverables.

2.12 If at any time during the Term the Agency reduces its Framework Prices for
Deliverables provided in accordance with the terms of the Framework Contract, the
Agency shall immediately reduce the Charges for the Deliverables under the Call- Off
Contract by the same amount. This obligation applies whether or not the
Deliverables are offered in a catalogue provided under the Framework Contract.

Framework Ref: RMG125
Project Version: vi.0 17
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Call-Off Schedule 4 (Proposal)

Framework Ref: RME125
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Call-Off Schedule 5 (Pricing Details)

Framework Ref: RME125
Project Version: v1.0 48
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Call-Off Schedule 6 (ICT Services)
1. Definitions

1.1. Inthis Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 {Definitions):

"Agency System” the information and communications technology
system used by the Agency in supplying the
Deliverables, including the COTS Software,
the Agency Equipment, configuration and
management utilities, calibration and testing
tools and related cabling (but excluding the
Client System);

“Client Property” the property, other than real property and IPR,
including the Client System, any equipment
issued or made available to the Agency by
the Client in connection with this Contract;

"“Client Software" any software which is owned by or licensed to the
Client and which is or will be used by the
Agency for the purposes of providing the
Deliverables;

“Client System” the Client's computing environment (consisting of
hardware, software and/or
telecommunications networks or
equipment) used by the Client or the Agency
in connection with this Contract which is
owned by or licensed to the Client by a third
party and which interfaces with the Agency
Systermn or which is necessary for the Client
to receive the Deliverables;

“Commercial off the Mon-customised software where the IPR may be
shelf Software” or owned and licensed either by the Agency or
“COTS Softwara" a third party depending on the context, and

which is commercially available for purchase
and subject to standard licence terms

"Defact” any of the fﬂ"ﬂw|ﬂg:

any error, damage or defect in the manufacturing
of a Deliverable; or

error or failure of code within the Software which
causes a Deliverable to malfunction or to produce
unintelligible or incorrect results; or

Framework Ref: RMG125
Project Version: v1.0 L0
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failure of any Deliverable to provide the performance,
features and functionality specified in the
requirements of the Client or the Documeantation
(including any adverse effect on response times)
regardless of whether or not it prevents the
relevant Deliverable from passing any Test required
under this Call Off Contract; or

failure of any Deliverable to operate in conjunction
with or interface with any other Deliverable in
order to provide the performance, features and
functionality specified in the requirements of the
Client or the Documentation (including any adverse
effect on response times) regardless of whether or
not it prevents the relevant Deliverable from
passing any Test required under this Contract;

"Emergency ad hoc and unplanned maintenance provided by the
Maintenance” Agency where either Party reasonably
suspects that the ICT Environment or the
Services, or any part of the ICT Environment
or the Services, has or may have developed a

fault;
“ICT Environment™ the Client System and the Agency System;
“Licensed Software” all and any Software licensed by or through the

Agency, its Sub-Contractors or any third
party to the Client for the purposes of or
pursuant to this Call Off Contract, including

any COTS Software;

“"Maintenance Schedule® has the meaning given to it in paragraph 8 of this
Schedule;

“"Malicious Software" any software program or code intended to destroy,

interfere with, corrupt, or cause undesired
effects on program files, data or other
information, executable code or application
software macros, whether or not its
operation is immediate or delayed, and
whether the malicious software is
introduced wilfully, negligently or without
knowledge of its existence;

"Mew Release” an item produced primarily to extend, alter or

improve the Software and/or any
Deliverable by providing additional
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"Qpen Source Software™

"Operating
Environment"

"Permitted
Maintenance”

"Quality Plans™

"Citag"

"Software"

"Software Supporting
Materials"

"Source Code"
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functionality or perfermance enhancement
(whether or not defects in the Software
and/or Deliverable are also corrected) while
still retaining the original designated
purpose of that item;

computer software that has its source code made
available subject to an open-source licence
under which the owner of the copyright and
other IPR in such software provides the
rights to use, study, change and distribute
the software to any and all persons and for
any and all purposes free of charge;

means the Client System and any premises (including
the Client Premises, the Agency's premises
or third party premisas) from, to or at which:

liverables are {or are to be) provided; or

ency manages, organises or otherwise directs the
provision or the use of the Deliverables; or

any part of the Agency System is situated;

has the meaning given to it in paragraph 8.2 of this
Schedule;

has the meaning given to it in paragraph 6.1 of this
Schedule;

has the meaning given to it in loint Schedule
1{Definitions), and for the purposes of this
Call Off Schedule shall also include any
premises from, to or at which physical
interface with the Client System takes place;

Specially Written Software COTS Software and non-
COTS Supplier and third party Software;

has the meaning given to it in paragraph 9.1 of this
Schedule;

computer programs and/or data in eye-readable
form and in such form that it can be
compiled or interpreted into equivalent
binary code together with all related design
comments, flow charts, technical
information and documentation necessary
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for the use, reproduction, maintenance,
maodification and enhancemant of such

software;
"Specially Written any software (including database software, linking
Softwara" instructions, test scripts, compilation

instructions and test instructions) created by
the Agency (or by a Sub-Contractor or other
third party on behalf of the Agency)
specifically for the purposes of this Contract,
including any modifications or
enhancements to COTS Software. For the
avoidance of doubt Specially Written
Software does not constitute New IPR;

2. When this Schedule should be used

2.1. This Schedule is designed to provide additional provisions necessary to facilitate the
provision of ICT Services which are part of the Deliverables.

3. Client due diligence requirements

3.1. The Agency shall satisfy itself of all relevant details, including but not limited to, details
relating to the following;

1.1.1.

31z
313

suitability of the existing and (to the extent that it is defined or reasonably
foreseeable at the Start Date) future Operating Environment;

operating processes and procedures and the working methods of the Buyer;

ownership, functionality, capacity, condition and suitability for use in the
provision of the Deliverables of the Clients Assets; and

existing comtracts (including any licences, support, maintenance and other
contracts relating to the Operating Environment) referred to in the Due
Diligence Information which may be novated to, assigned to or managed by
the Agency under this Contract and/or which the Agency will require the
benafit of for the provision of the Deliverables.

3.2. The Agency confirms that it has advised the Client in writing of:

321

3.2.2.
323

each aspect, if any, of the Operating Environment that is not suitable for the
provision of the ICT Services;

the actions needed to remedy each such unsuitable aspect; and

a timetable for and the costs of those actions.

4. Licensed software warranty

4.1. The Agency represents and warrants that:
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it has and shall continue to have all necessary rights in and to the Licensed
Software made available by the Agency (and/or any Sub-Contractor) to the
Client which are necessary for the performance of the Agency’s obligations
under this Contract including the receipt of the Deliverables by the Client;

all components of the Specially Written Software shall:
4.1.21. be free from material design and programming errors;

4123 perform in all material respects in accordance with the relevant
specifications contained in Call Off Schedule 14 (Service Levels)
and Documentation; and

4123 notinfringe any IPR.

4.2. Provision of ICT S5ervices
4.3. The Agency shall:

43.1.

433,
4.3.4.

435

ensure that the release of any new COTS Software in which the Agency
owns the IPR, or upgrade to any Software in which the Agency owns the
IPR complies with the interface requirements of the Client and (except in
relation to new Software or upgrades which are released to address
Malicious Software) shall notify the Client three (3) Months before the
release of any new COTS Software or Upgrade;

ensure that all Software including upgrades, updates and New Releases
used by or on behalf of the Agency are currently supported versions of that
Software and perform in all material respects in accordance with the
relevant specification;

ensure that the Agency System will be free of all encumbrances;

ensure that the Deliverables are fully compatible with any Client Software,
Client System, or otherwise used by the Agency in connection with this
Contract;

minimise any disruption to the Services and the ICT Environment and,/or
the Buyer's operations when providing the Deliverables;

5. Standards and Quality Requirements

5.1. The Agency shall develop, in the timescales specified in the Order Form, quality
plans that ensure that all aspects of the Deliverables are the subject of quality
management systems and are consistent with BS EN 150 9001 or any equivalent
standard which is generally recognised as having replaced it (" Quality Plans").

5.2. The Agency shall seek Approval from the Client {not be unreasonably withheld or
delayed) of the Quality Plans before implementing them. Approval shall not act as
an endorsement of the Quality Plans and shall not relieve the Agency of its
responsibility for ensuring that the Deliverables are provided to the standard
required by this Contract.
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Following the approval of the Quality Plans, the Agency shall provide all
Deliverables in accordance with the Quality Plans.

The Agency shall ensure that the Agency Personnel shall at all times during the Call
Off Contract Period:

5.4.1. be appropriately experienced, qualified and trained to supply the
Deliverables in accordance with this Contract;

5.4.2. apply all due skill, care, diligence in faithfully performing those duties and
axercising such powers as necessary in connection with the provision of the
Deliverables; and

5.4.3. obey all lawful instructions and reasonable directions of the Client

{including, if so required by the Client, the ICT Policy) and provide the
Deliverables to the reasonable satisfaction of the Client.

ICT Audit

The Agency shall allow any auditor access to the Agency premises to:

6.1.1.  inspect the ICT Environment and the wider service delivery environment (or

any part of them);

6.1.2. review any records created during the design and development of the Agency

System and pre-operational environment such as information relating to
Testing;

6.1.3. review the Agency ‘s guality management systems including all relevant
Quality Plans.

Maintenance of the ICT Environment

If specified by the Client in the Order Form, the Agency shall create and maintain a

rolling schedule of planned maintenance to the ICT Envirenment ["Malntenance
Schedule") and make it available to the Client for Approval in accordance with the
timetable and instructions specified by the Client.

7.2

7.3,

7.4

Once the Maintenance Schedule has been Approved, the Agency shall only
undertake such planned maintenance (which shall be known as "Permitted
Malntenance”) in accordance with the Maintenance Schedule.

The Agency shall give as much notice as is reasonably practicable to the Client
prior to carrying out any Emergency Maintenance.

The Agency shall carry out any necessary maintenance (whether Permitted
Maintenance or Emeargency Maintenance) where it reasonably suspects that the
ICT Environment and/or the Services or any part thereof has or may have
developed a fault. Any such maintenance shall be carried out in such a manner and
at such times s0 as to avoid (or where this is not possible so as to minimise)
disruption to the ICT Environment and the provision of the Deliverables.
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8. Intellectual Property Rights in ICT
8.1, Assignments granted by the Agency: Specially Written Software

B.1.1.

The Agency assigns (by present assignment of future rights to take effect
immediately on it coming into existence) to the Client with full guarantee
{or shall procure assignment to the Client), title to and all rights and
interest in the Specially Written Software together with and including:

8111

8112

the Documentation, Source Code and the Object Code of the
Specially Written Software; and

all build instructions, test instructions, test scripts, test data,
operating instructions and other documents and tools necessary
for maintaining and supporting the Specially Written Software
and the Mew IPR (together the "Software Supporting Materials").

The Agency shall:

8121

B.1.22.

8.1.23.

inform the Client of all Specially Written Software or New IPRs
that are a modification, customisation, configuration or
enhancement to any COTS Software;

deliver to the Client the Specially Written Software and any
computer program elements of the New IPRs in both Source Code
and Object Code forms together with relevant Documentation
and all related Software Supporting Materials within seven days
of completion or, if a relevant Milestone has been identified in an
Implementation Plan, Achievement of that Milestone and shall
provide updates of them promptly following each new release of
the Specially Written Software, in each case on media that is
reasonably acceptable to the Client and the Client shall become
the owner of such media upon receipt; and

without prejudice to paragraph 9.1.2.2, provide full details to the
Client of any of the Agency's Existing IPRs or Third Party IPRs
which are embedded or which are an integral part of the Specially
Written Software or New IPR and the Agency hereby grants to
the Client and shall procure that any relevant third party licensor
shall grant to the Client a perpetual, irrevocable, non-exclusive,
assignable, royalty-free licence to use, sub-license and/or
commercially exploit such Agency's Existing IPRs and Third Party
IPRs to the extent that it is necessary to enable the Client to
obtain the full benefits of ownership of the Specially Written
Software and New IPRs.

8.1.3. The Agency shall promptly execute all such assignments as are required to
ensure that any rights in the Specially Written Software and Mew IPRs are
properly transferred to the Client.

8.2. Licences for non-COTS IPR from the Agency and third parties to the Buyer

8.2.1.

Unless the Client gives its Approval the Agency must not use any:
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a) of its own Existing IPR that is not COTS Software;
b} third party software that is not COTS Software

8.2.2. Where the Client Approves the use of the Agency's Existing IPR that is not

8.23.

3.2.4.

8.2.5.

COTS Software the Agency shall grants to the Client a perpetual, royalty-
free and non-exclusive licence to use adapt, and sub-license the same for
any purpose relating to the Deliverables {or substantially equivalent
deliverables) or for any purpose relating to the exercise of the Buyer's [or,
if the Client is a Central Government Body, any other Central Government
Body's) business or function including the right to load, execute, store,
transmit, display and copy (for the purposes of archiving, backing-up,
loading, execution, storage, transmission or display) for the Call Off
Contract Period and after expiry of the Contract to the extent necessary to
ensure continuity of service and an effective transition of Services to a
Replacemeant Agency.

Where the Client Approves the use of third party Software that is not COTS
Software the Agency shall procure that the owners or the authorised
licensors of any such Software grant a direct licence to the Client on terms at
least equivalent to those set out in Paragraph 9.2.2. If the Agency cannot
obtain such a licence for the Client it shall:

8231, notify the Client in writing giving details of what licence terms can
be obtained and whether there are alternative software
providers which the Agency could seek to use; and

8233 only use such third party IPR as referred to at paragraph 9.2.3.1if
the Client Approves the terms of the licence from the relevant
third party.

Where the Agency is unable to provide a license to the Agency's Existing IPR
in accordance with Paragraph 9.2.2 above, it must meet the requirement by
making use of COTS Software or Specially Written Softwara.

The Agency may terminate a licence granted under paragraph 9.2.1 by giving
at least thirty {30} days' notice in writing if there is an Authority Cause which
constitutes a material Default which, if capable of remedy, is not remedied
within twenty {20) Working Days after the Agency gives the Client written
notice specifying the breach and reguiring its remedy.

Licenses for COTS Software by the Agency and third parties to the Buyer

331

83.2.

The Agency shall either grant, or procure that the owners or the authorised
licensors of any COTS Software grant, a direct licence to the Client on terms
no less favourable than those standard commercial terms on which such
software is usually made commercially available.

Where the Agency owns the COTS Software it shall make available the COTS
software to a Replacement Agency at a price and on terms no less favourable
than those standard commercial terms on which such software is usually
made commercially available.
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833 Where athird party is the owner of COTS Software licensed in accordance
with this Paragraph 9.3 the Agency shall support the Replacement Agency to
make arrangements with the owner or authorised licencee to renew the
license at a price and on terms no less favourable than those standard
commercial terms on which such software is usually made commercially
available.

8.34. The Agency shall notify the Client within seven {7) days of bacoming aware of
any COTS Software which in the next thirty-six (36) months:

8341  will no longer be maintained or supported by the developer; or

2342 will no longer be made commercially available

84. Clients's right to assign/novate licences

B4.1.

B4.2.

The Client may assign, novate or otherwise transfer its rights and
obligations under the licences granted pursuant to paragraph 9.2 {to:

8411 aCentral Government Body; or

84.12. toany body (including any private sector body) which performs
or carries on any of the functions and,/or activities that previously
had been performed and/or carried on by the Buyer.

If the Client ceases to be a Central Government Body, the successor body
to the Client shall still be entitled to the benefit of the licences granted in

paragraph 9.2.

8.5, Licence granted by the Buyer

85.1.

The Client grants to the Agency a royalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Client Software
and the Specially Written Software solely to the extent necessary for
providing the Deliverables in accordance with this Contract, including the
right to grant sub-licences to Sub-Contractors provided that any relevant
Sub-Contractor has entered into a confidentiality undertaking with the
Agency on the same terms as set out in Clause 15 (Confidentiality).

8.6. Open Source Publication

8.6.1.

Unless the Client otherwise agrees in advance in writing (and subject to
paragraph 9.6.3) all Specially Written Software and computer program
elements of New IPR shall be created in a format, or able to be converted
{in which case the Agency shall also provide the converted format to the
Buyer) imto a format, which is:

8.6.1.1. suitable for publication by the Client as Open Source; and
26.12. based on Open Standards (where applicable),

and the Client may, at its sole discretion, publish the same as
Open Source.
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86.2. The Agency hereby warrants that the Specially Written Software and the

New IPR:

86.21.

8622

B6.23.

B6.24.

B6.25.

B6.26.

are suitable for release as Open Source and that the Agency has
used reasonable endeavours when developing the same to
ensure that publication by the Client will not enable a third party
to use them in any way which could reasonably be foreseen to
compromise the operation, running or security of the Specially
Written Software, New IPRs or the Client System;

have been developed using reasonable endeavours to ensure
that their publication by the Client shall not cause any harm or
damage to any party using them;

do not contain any material which would bring the Client into
disrepute;

can be published as Open Source without breaching the rights of
any third party;

will be supplied in a format suitable for publication as Open
Source ("the Open Source Publication Material™) no later than
the date notified by the Client to the Agency; and

do not contain any Malicious Software.

8.6.3. Where the Client has Approved a request by the Agency for any part of the
Specially Written Software or New IPRs to be excluded from the
requirement to be in an Open Source format due to the intention to embed
or integrate Agency Existing IPRs and/or Third Party IPRs (and where the
Parties agree that such IPRs are not intended to be published as Open
Source), the Agency shall:

8.6.3.1.

8632

8.7. Malicious Software

as soon as reasonably practicable, provide written details of the
nature of the IPRs and items or Deliverables based on IPRs which
are to be excluded from Open Source publication; and

include in the written details and information about the impact
that inclusion of such IPRs or Deliverables based on such IPRs, will
have on any other Specially Written Software and,/or New IPRs
and the Buyer's ability to publish such other items or Deliverables
as Open Source.

8.7.1. The Agency shall, throughout the Contract Period, use the |atest versions of
anti-virus definitions and software available from an industry accepted
anti-virus software vendor to check for, contain the spread of, and
minimise the impact of Malicious Software.
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8.7.2. If Malicious Software is found, the Parties shall co-operate to reduce the
effect of the Malicious Software and, particularly if Malicious Software
causes loss of operational efficiency or loss or corruption of Government
Data, assist each other to mitigate any losses and to restore the provision
of the Deliverables to its desired operating efficiency.

8.7.3. Any cost arising out of the actions of the Parties taken in compliance with
the provisions of paragraph 9.7.2 shall be borne by the Parties as follows:

8.7.31. bythe Agency, where the Malicious Software originates from the
Agency Software, the third party Software supplied by the Agency
of the Government Data (whilst the Government Data was under
the control of the Agency) unless the Agency can demonstrate
that such Malicious Software was present and not guarantined or
otherwise identified by the Client when provided to the Agency;
and

87.32. bythe Client, if the Malicious Software originates from the Client
Software or the Client Data (whilst the Client Data was under the
control of the Buyer).
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Call-Off Schedule 8 (Business Continuity and Disaster Recovery)

1. Definitions

11 In this Schedule, the following words shall have the following meanings and they
shall supplement loint Schedule 1 (Definitions):

"BCOR Plan™

"Business Continuity Plan™

"Disaster"”

"Disaster Recovery
Deliverables"

"Disaster Recowvery Plan"

"Disaster Recovery System”

"Related Agency™

"Review Report"

"Agency's Proposals”

2, BCDR Plan

has the meaning given to it in Paragraph 2.2 of
this Schedule;

has the meaning given to it in Paragraph 2.3.2 of
this Schedule;

the occcurrence of one or more events which,
either separately or cumulatively, mean that the
Deliverables, or a material part thereof will be
unavailable (or could reasonably be anticipated
to be unavailable);

the Deliverables embodied in the processes and
procedures for restoring the provision of
Deliverables following the occurrence of a
Disaster;

has the meaning given to it in Paragraph 2.3.3 of
this Schedule;

the system embodied in the processes and
procedures for restoring the provision of
Deliverables following the occurrence of a
Disaster;

any person who provides Deliverables to the
Client which are related to the Deliverables from
time to time;

has the meaning given to it in Paragraph 6.3 of
this Schedule; and

has the meaning given to it in Paragraph 6.3 of
this Schedule;

2.1 The Client and the Agency recognise that, where specified in Schedule 4 (Framework
Management), CCS shall have the right to enforce the Client's rights under this

Schedule.

22 At least ninety (90) Working Days prior to the Start Date the Agency shall prepare
and deliver to the Client for the Client’s written approval a plan (a3 “BCDR Plan™),
which shall detail the processes and arrangements that the Agency shall follow to:
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ensure continuity of the business processes and operations supported by the
Services following any failure or disruption of any element of the
Deliverables; and

the recovery of the Deliverables in the event of a Disaster

The BCDR Plan shall be divided into three sections:

231
232

233

Section 1 which shall set out general principles applicable to the BCDR Plan;

Section 2 which shall relate to business continuity (the "Business Continuity
Plan™); and

Section 3 which shall relate to disaster recovery (the "Disaster Recovery
Plan").

Following receipt of the draft BCDR Plan from the Agency, the Parties shall use
reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are
unable to agree the contents of the BCDR Plan within twenty (20) Working Days of
its submission, then such Dispute shall be resolved in accordance with the Dispute
Resolution Procedure.

General Principles of the BCDR Plan (Section 1)

Section 1 of the BCDR Plan shall:

ER

i1z

1113

114

115

il6
(a)

()

lc)

set out how the business continuity and disaster recovery elements of the
BCDR Plan link to each other;

provide details of how the invocation of any element of the BCDR Plan may
impact upon the provision of the Deliverables and any goods and/or services
provided to the Client by a Related Agency;

contain an obligation upon the Agency to liaise with the Client and any
Related Agencies with respect to business continuity and disaster recovery;

detail how the BCOR Plan interoperates with any overarching disaster
recovery of business continuity plan of the Client and any of its other Related
Agency in each case as notified to the Agency by the Client from time to time;

contain a communication strategy including detalls of an incident and
problem management service and advice and help desk facility which can be
accessed via multiple channels:

contain a risk analysis, including:

failure or disruption scenarios and assessments of likely frequency of
occurrence;

identification of any single points of failure within the provision of
Deliverables and processes for managing those risks;

identification of risks arising from the interaction of the provision of
Deliverables with the goods and/or services provided by a Related Agency;
and
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(d) a business impact analysis of different anticipated failures or disruptions;

3.1.7 provide for documentation of processes, including business processes, and
procedures;

3.1.8 set out key contact details for the Agency (and any Subcontractors) and for
the Client;

3.1.9 identify the procedures for reverting to "normal service";

3.1.10 sat out method(s) of recovering or updating data collected (or which cught to
have been collected) during a failure or disruption to minimise data loss;

3.1.11 identify the responsibilities (if any) that the Client has agreed it will assume in
the event of the invocation of the BCDR Plan; and

3.1.12 provide for the provision of technical assistance to key contacts at the Client
as required by the Client to inform decisions in support of the Client's
business continuity plans.

The BCDR Plan shall be designed so as to ensure that:

3.2.1 the Deliverables are provided in accordance with this Contract at all times
during and after the invocation of the BCDR Plan;

3.2.2 the adverse impact of any Disaster is minimised as far as reasonably possible;

3.2.3 it complies with the relevant provisions of ISO/IEC 27002;
15022301/15022313 and all other industry standards from time to time in
force; and

3.2.4 it details a process for the management of disaster recovery testing.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes
to the Deliverables and the business operations supported by the provision of
Deliverables.

The Agency shall not be entitled to any relief from its obligations under the
Performance Indicators (PI's) or Service levels, or to any increase in the Charges to
the extent that a Disaster occurs as a consequence of any breach by the Agency of
this Contract.

Business Continuity (Section 2)

The Business Continuity Plan shall set out the arrangements that are to be invoked
to ensure that the business processes facilitated by the provision of Deliverables
remain supported and to ensure continuity of the business operations supported by
the Services including:

4.1.1 the alternative processes, options and responsibilities that may be adopted in
the event of a failure in or disruption to the provision of Deliverables; and

4.1.2 the steps to be taken by the Agency upon resumption of the provision of
Deliverables in order to address the effect of the failure or disruption.
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The Business Continuity Plan shall:

4.2.1 address the various possible levels of failures of or disruptions to the
provision of Deliverables;

4.2.2 set out the goods and/or services to be provided and the steps to be taken to
remedy the different levels of failures of and disruption to the Deliverables;

4.2.3 specify any applicable Performance Indicators with respect to the provision
of the Business Continuity Services and details of any agreed relaxation to the
Performance Indicators (Pl's) or Service Levels in respect of the provision of
other Deliverables during any period of invocation of the Business Continuity
Plan; and

424 setout the circumstances in which the Business Continuity Plan is invoked.
Disaster Recovery (Section 3)

The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a
Disaster) shall be designed to ensure that upon the occurrence of a Disaster the
Agency ensures continuity of the business operations of the Client supported by the
Services following any Disaster or during any period of service failure or disruption
with, as far as reasonably possible, minimal adverse impact.

The Agency's BCDR Plam shall include an approach to business continuity and disaster
recovery that addresses the following:

5.2.1 loss of access to the Client Premises;

5.2.2 loss of utilities to the Client Premises;

5.2.3 loss of the Agency's helpdesk or CAFM system;
524 loss of a Subcontractor;

5.2.5 emergency notification and escalation process;
5.2.6 contact lists;

5.2.7 staff training and awareness;

5.2.8 BCDR Plan testing:

5.2.9 post implementation review process;

5.2.10 any applicable Performance Indicators (PI's) with respect to the provision of
the disaster recovery services and details of any agreed relaxation to the
Performance Indicators (PI's) or Service Levels in respect of the provision of
other Deliverables during any period of invocation of the Disaster Recovery
Plan:

5.2.11 details of how the Agency shall ensure compliance with security standards
ensuring that compliance is maintained for any period during which the
Disaster Recovery Plan is invoked;
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5.2.12 access controls to any disaster recovery sites used by the Agency in relation
to its obligations pursuant to this Schedule: and

5.2.13 testing and management arrangements.
Review and changing the BCOR Plan

The Agency shall review the BCDR Plan:
6.1.1 on aregular basis and as a minimum once every six {6) Months;

6.1.2 within three (3) calendar Months of the BCDR Plan (or any part) having been
invoked pursuant to Paragraph 7: and

6.1.2 where the Client requests in writing any additional reviews {over and above
those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon
the Agency shall conduct such reviews in accordance with the Client's written
requirements. Prior to starting its review, the Agency shall provide an
accurate written estimate of the total costs payable by the Client for the
Client’s approval. The costs of both Parties of any such additional reviews
shall be met by the Client except that the Agency shall not be entitled to
charge the Client for any costs that it may incur above any estimate without
the Client's prior written approwval.

Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability
having regard to any change to the Deliverables or any underlying business
processes and operations facilitated by or supported by the Services which have
taken place since the later of the original approval of the BCDR Plan or the last
review of the BCDR Plan, and shall also have regard to any occurrence of any event
since that date (or the likelihood of any such event taking place in the foreseeable
future) which may increase the likelihood of the need to invoke the BCDR Plan. The
review shall be completed by the Agency within such period as the Client shall
reasonably require.

The Agency shall, within twenty (20) Working Days of the conclusion of each such
review of the BCDR Plan, provide to the Client a report (3 "Review Report") setting
out the Agency's proposals (the "Agency's Proposals™) for addressing any changes in
the risk profile and its proposals for amendments to the BCDR Plan.

Following receipt of the Review Report and the Agency’s Proposals, the Parties shall
use reasonable endeavours to agree the Review Report and the Agency's Proposals.
If the Parties are unable to agree Review Report and the Agency's Proposals within
twenty (20) Working Days of its submission, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

The Agency shall as soon as is reasonably practicable after receiving the approval of
the Agency's Proposals effect any change in its practices or procedures necessary so
as to give effect to the Agency's Proposals. Any such change shall be at the Agency's
expense unless it can be reasonably shown that the changes are required because of
a material change to the risk profile of the Deliverables.
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Testing the BCOR Plan

The Agency shall test the BCDR Plan:
7.1.1 regularly and in any event not less than once in every Contract Year:
7.1.2 inthe event of any major reconfiguration of the Deliverables

7.1.3  at any time where the Client considers it necessary (acting in its sole
discretion).

If the Client requires an additional test of the BCDR Plan, it shall give the Agency
written notice and the Agency shall conduct the test in accordance with the Client's
reguirements and the relevant provisions of the BCDR Plan. The Agancy's costs of
the additional test shall be borne by the Client unless the BCDR Plan fails the
additional test in which case the Agency's costs of that failed test shall be borne by
the Agency.

The Agency shall undertake and manage testing of the BCDR Plan in full consultation
with and under the supervision of the Client and shall liaise with the Client in respect
of the planning, performance, and review, of each test, and shall comply with the
reasonable requirements of the Client.

The Agency shall ensure that any use by it or any Subcontractor of "live” data in such
testing is first approved with the Client. Copies of live test data used in any such
testing shall be (if so required by the Client) destroyed or returned to the Client on
completion of the test.

The Agency shall, within twenty [ 20) Working Days of the conclusion of each test,
provide to the Client a report setting out:

7.5.1 theoutcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed
by the test: and

7.5.3 the Agency’s proposals for remedying any such failures.

Following each test, the Agency shall take all measures requested by the Client to
remady any failures in the BCDR Plan and such remedial activity and re-testing shall
be completed by the Agency, at its own cost, by the date reasonably required by the
Client.

Invoking the BCDR Plan

In the event of a complete loss of service or in the event of a Disaster, the Agency
shall immediately invoke the BCDR Plan (and shall inform the Client promptly of such
invocation). In all other instances the Agency shall invoke or test the BCDR Plan only
with the prior consent of the Client.

Framework Ref: RMEG125
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Circumstances beyond your control
9.1 The Agency shall not be entitled to relief under Clause 20 (Circumstances beyond

your control) if it would not have been impacted by the Force Majeure Event had it
not failed to comply with its obligations under this Schedule.
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Call-Off Schedule 9 (Security)

Part A: Short Form Security Requirements

1. Definitions

11
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In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 [Definitions):

"Breach of Security”

"Security
Management Plan"

the occurrence of:

a)

b)

any unauthorised access to or use of the
Deliverables, the Sites andfor any Information
and Communication Technology ("ICT"),
information or data (including the Confidential
Information and the Government Data) used by
the Client and/or the Agency in connection with
this Contract; and/or

the loss and/or unauthorised disclosure of any
information or data {including the Confidential
Information and the Government Data),
including any copies of such information or data,
used by the Client and/or the Agency in
connection with this Contract,

in either case as more particularly set out in the Security

Policy where the Client has required compliance

therewith in accordance with paragraph 2.2;

the Agency's security management plan prepared
pursuant to this Schedule, a draft of which has been
provided by the Agency to the Client and as updated
from time to time.

2. Complying with security requirements and updates to them

2.1 The Client and the Agency recognise that, where specified in Framework Schedule 4

2.2

2.3

Framework Ref: RMEG125
Project Version: v1.0

{Framework Management), CCS shall have the right to enforce the Client's rights
under this Schedule.

The Agency shall comply with the requirements in this Schedule in respect of the
Security Management Plan. Where specified by a Client that has undertaken a
Further Competition it shall also comply with the Security Policy and shall ensure
that the Security Management Plan produced by the Agency fully complies with the
Security Policy.

Where the Security Policy applies the Client shall notify the Agency of any changes or
proposed changes to the Security Policy.
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2.4 |fthe Agency believes that a change or proposed change to the Security Policy will
have a material and unavoidable cost implication to the provision of the Deliverables
it may propose a Variation to the Client. In doing so, the Agency must support its
request by providing evidence of the cause of any increased costs and the steps that
it has taken to mitigate those costs. Any change to the Charges shall be subject to the
Variation Procedure.

2.5 Until and/or unless a change to the Charges is agreed by the Client pursuant to tha
Variation Procedure the Agency shall continue to provide the Deliverables in
accordance with its existing obligations.

3. Security Standards

3.1 The Agency acknowledges that the Client places great emphasis on the reliability of
the performance of the Deliverables, confidentiality, integrity and availability of
information and consequently on security.

3.2 The Agency shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 isin accordance with the Law and this Contract;
3.2.2 as aminimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the
Deliverables and/or the Government Data; and

3.2.4 where specified by the Client in accordance with paragraph 2.2 complies
with the Security Policy and the ICT Policy.

3.3 The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed and
updated and to any successor to or replacement for such standards, guidance and
policies, as notified to the Agency from time to time.

3.4 Inthe event of any inconsistency in the provisions of the above standards, guidance
and policies, the Agency should notify the Client's Representative of such
inconsistency immediately upon becoming aware of the same, and the Client's
Representative shall, as soon as practicable, advise the Agency which provision the
Agency shall be required to comply with.

4. Security Management Plan

4.1 Introduction

4.1.1 The Agency shall develop and maintain a Security Management Plan in
accordance with this Schedule. The Agency shall thereafter comply with its
obligations set out in the Security Management Plan.

Framework Ref: RME125
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4.2 Content of the Security Management Plan

4.2.1 The Security Management Plan shall:

a)

b}

c

d)

e

fl

gl

comply with the principles of security set out in Paragraph 3 and any
other provisions of this Contract relevant to security;

identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Agency;

detail the process for managing any security risks from
Subcontractors and third parties authorised by the Client with access
to the Deliverables, processes associated with the provision of the
Deliverables, the Client Premises, the Sites and any ICT, Information
and data (including the Client"s Confidential Information and the
Government Data) and any system that could directly or indirectly
have an impact on that Information, data and/or the Deliverables:

be developed to protect all aspects of the Deliverables and all
processes associated with the provision of the Deliverables, including
the Client Premises, the Sites, and any ICT, Information and data
(including the Client’s Confidential Information and the Government
Data) to the extent used by the Client or the Agency in connection
with this Contract or in connection with any system that could directly
or indirectly have an impact on that Information, data and/or the
Deliverables;

sot out the security measures to be implemented and maintained by
the Agency in relation to all aspects of the Deliverables and all
processes associated with the provision of the Goods and/or Services
and shall at all times comply with and specify security measures and
procedures which are sufficient to ensure that the Deliverables
comply with the provisions of this Contract;

set out the plans for transitioning all security arrangements and
responsibilities for the Agency to meet the full obligations of the
security requirements set out in this Contract and, where necessary in
accordance with paragraph 2.2 the Security Policy: and

be written in plain English in language which is readily
comprehensible to the staff of the Agency and the Client engaged in
the provision of the Deliverables and shall only reference documents
which are in the possession of the Parties or whose location is
otherwise specified in this Schedule.

4.3 Development of the Security Management Plan

431 Within twenty (20) Working Days after the Start Date and in accordance
with Paragraph 4.4, the Agency shall prepare and deliver to the Client for
Approval a fully complete and up to date Security Management Plan which
will be based on the draft Security Management Plan.

Framework Ref: RMEG125
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432 |f the Security Management Plan submitted to the Client in accordance with
Paragraph 4.3.1, or any subseguent revision to it in accordance with
Paragraph 4.4, is Approved it will be adopted immediately and will replace
the previous version of the Security Management Plan and thereafter
operated and maintained in accordance with this Schedule. If the Security
Management Plan is not Approved, the Agency shall amend it within ten
(10) Working Days of a notice of non-approval from the Client and re-
submit to the Client for Approval. The Parties will use all reasonable
endeavours to ensure that the approval process takes as little time as
possible and in any event no longer than fifteen (15) Working Days from
the date of its first submission to the Client. If the Client does not approve
the Security Management Plan following its resubmission, the matter will
be resolved in accordance with the Dispute Resolution Procedure.

4.3.3 The Client shall not unreasonably withhold or delay its decision to Approve
or not the Security Management Plan pursuant to Paragraph 4.3.2.
However a refusal by the Client to Approve the Security Management Plan
on the grounds that it does not comply with the requirements set out in
Paragraph 4.2 shall be deemed to ba reasonable.

4.34 Approval by the Client of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Plan in
accordance with Paragraph 4.4 shall not relieve the Agency of its
obligations under this Schedula.

4.4 Amendment of the Security Management Plan

441 The Security Management Plan shall be fully reviewed and updated by the
Agency at least annually to reflect:

a) emerging changes in Good Industry Practice;

b} any change or proposed change to the Deliverables and/or associated
processes;

c)  where necessary in accordance with paragraph 2.2, any change to the
Security Policy;
d) any new perceived or changed security threats; and

e] any reasonable change in requirements requested by the Client.

4.4.2 The Agency shall provide the Client with the results of such reviews as soon
as reasonably practicable after their completion and amendment of the
Security Management Plan at no additional cost to the Client. The results of
the review shall include, without limitation:

a) suggested improvements to the effectiveness of the Security
Management Plan;

b) updates to the risk assessments; and

c) suggested improvements in measuring the effectiveness of
controls.
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4.43 Subject to Paragraph 4.4.4, any change or amendment which the Agency
proposes to make to the Security Management Plan (as a result of a review
carried out in accordance with Paragraph 4.4.1, a request by the Client or
otherwise) shall be subject to the Variation Procedure.

4.4.4 The Client may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without
prejudice to their effectiveness, all such changes and amendments shall
thereafter be subject to the Variation Procedure for the purposes of
formalising and documenting the relevant change or amendment.

5. Security breach

5.1 Either Party shall notify the other in accordance with the agreed security incident management
process (as detailed in the Security Management Plan) upon becoming aware of any Breach of
Security or any potential or attempted Breach of Security.

5.2

Without prejudice to the security incident management process, upon becoming aware of any
of the circumstances referred to in Paragraph 5.1, the Agency shall:

5.2.1 immediately take all reasonable steps (which shall include any action or
changes reasonably required by the Client) necessary to:

a)

b)

cl

d)

minimise the extent of actual or potential harm caused by
any Breach of Security;

remedy such Breach of Security to the extent possible and
protect the integrity of the Client and the provision of the
Goods and/for Services to the extent within its control against
any such Breach of Security or attempted Breach of Security;

prevent an equivalent breach in the future exploiting the
same cause failure; and

as spon as reasonably practicable provide to the Client,
where the Client so requests, full details {using the reporting
mechanism defined by the Security Management Plan) of the
Breach of Security or attempted Breach of Security, including
a cause analysis where required by the Client.

5.3 In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security Policy (where relevant in accordance with
paragraph 2.2) or the reguirements of this Schedule, then any required change to the
Security Management Plan shall be at no cost to the Client.
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"Order Form®

a completed Letter of Appointment Template (or equivalent information
issued by the Client) used to create a Call-Off Contract;

I"Other Contracting any actual or potential Client under the Framework Contract;
Authority"
"Overhead" those amounts which are intended to recover a proportion of the

Agency’s or the Key Subcontractor's (as the context requires) indirect
corporate costs (including financing, marketing, advertising, research
and development and insurance costs and any fines or penalties) but
excluding allowable indirect costs apportioned to facilities and
administration in the provision of Agency Staff and accordingly included
within limb (2) of the definition of "Costs™;

I"Parliament™

takes its natural meaning as interpreted by Law;

" Party”

in the context of the Framework Contract, CCS or the Agency, and in the
in the context of a Call-Off Contract the Client or the Agency. "Partles”
shall mean both of them where the context permits:

I"Personal Data™

has the meaning given to it in the UK GDPR;

I"Personal Data
Breach”

has the meaning given to it in the UK GDPR;

"Personnel”

all directors, officers, employees, agents, consultants and suppliers of a
Party and/or of any Subcontractor and/or Subprocessor engaged in the
performance of its obligations under a Contract;

I"Prescribed Person™

a legal adviser, an MP or an appropriate body which a whistle-blower
may make a disclosure to as detailed in "Whistleblowing: list of
prescribed people and bodies’, 24 November 2016, available online at:
hitps:/ fwww.gov.uk/government/publications/blowing-the-whistle-list-
of-prescribed-people-and-bodies--2 /whistleblowing-list-of -prescribed-

people-and-bodies;

"Processing”

has the meaning given to it in the GDPR;

"Processor”

has the meaning given to it in the GDPR;

I"Progress Meeting"

a meeting between the Cient Authorised Representative and the
Agency Authorised Reprasentative;

I"Progress Meeting

the frequency at which the Agency shall conduct a Progress Meeting in

Frequency” accordance with Clause 6.1 as specified in the Order Form;

I"Progress Report” a report provided by the Agency indicating the steps taken to achieve
Milestones or delivery dates;

[“Progress Report the frequency at which the Agency shall deliver Progress Reports in

Frequency” accordance with Clause 6.1 as specified in the Order Form;
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“Prohibited Acts”

a) to directly or indirectly offar, promise or give any person working for
or engaged by a Client or any other public body a financial or other

advantage to:
i} induce that person to perform improperly a relevant function or
activity; or
ii} reward that person for improper performance of a relevant
function or activity;

b) to directly or indirectly request, agree to receive or accept any
financial or other advantage as an inducement or a reward for improper
performance of a relevant function or activity in connection with each
Contract; or

c) committing any offence:

i} under the Bribery Act 2010 (or any legislation repealed or
revoked by such Act); or

ii) under legislation or common law concerning fraudulent acts; or

iii) defrauding, atternpting to defraud or conspiring to defraud a
Buyer or other public body; or

d} any activity, practice or conduct which would constitute one of the
offences listed under (c) abowve if such activity, practice or conduct had
been carried out in the UK;

I"Proposal™

the tender submitted by the Agency in response to the Client's Brief
following a Further Competition Procedure and set out at Call-Off
Schedule 4 [(Call-Off Proposal);

I"Protective Measures”

appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuring confidentiality,
integrity, availability and resilience of systems and services, ensuring
that availability of and access to Personal Data can be restored in a
timely manner after an incident, and regularly assessing and evaluating
the effectiveness of the such measures adopted by it including those
outlined in Framework Schedule 9 {Cyber Essentials Scheme), if
applicable, in the case of the Framework Contract or Call-Off Schedule 9
(Security), if applicable, in the case of a Call-Off Contract.

"Recall™

a request by the Agency to return Goods to the Agency or the
manufacturer after the discovery of safety issues or defects {including
defects in the right IPR rights) that might endanger health or hinder
performance;

I"Recipient Party"

the Party which receives or obtains directly or indirectly Confidential
Information;
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I"Rectification Plan"

The Agency’s plan (or revised plan) to rectify its breach using the
template in loint Schedule 10 (Rectification Plan) which shall include:

aj

full details of the Default that has occurred, including a root
cause analysis;

b} the actual or anticipated effect of the Default; and

c)

the steps which the Agency proposes to take to rectify the
Default (if applicable) and to prevent such Default from
recurring, including timescales for such steps and for the
rectification of the Default (where applicable);

I"Rectification Plan
IProcess”

the process set out in Clause 10.3.1 to 10.3.4 (Rectification Plan
Process);

I"Regulations™ the Public Contracts Regulations 2015 and/or the Public Contracts
(Scotland) Regulations 2015 (as the context requires);

I"Reimbursable the reasonable out of pocket travel and subsistence (for example, hotel

Expenses” and food) expenses, properly and necessarily incurred in the

performance of the Services, calculated at the rates and in accordance
with the Client's expenses policy current from time to time, but not
including:

a)

b)

travel expenses incurred as a result of Agency Staff travelling to
and from their usual place of work, or to and from the premises
at which the Services are principally to be performed, unless tha
Buyer otherwise agrees in advance in writing; and

subsistence expenses incurred by Agency Staff whilst performing
the Services at their usual place of work, or to and from the
premises at which the Services are principally to be performed;

"Relevant Authority”

the Authority which is party to the Contract to which a right or
obligation is owed, as the context requires;

I"Relevant Authority's
IConfidential
Information”

aj

b)

all Personal Data and any information, however it is conveyed,
that relates to the business, affairs, developments, property
rights, trade secrets, Know-How and IPR of the Relevant
Authority (incleding all Relevant Authority Existing IPR and New
IPR);

any other information clearly designated as being confidential
(whether or not it is marked "confidential") or which ought
reasonably be considered confidential which comes (or has
come) to the Relevant Authority's attention or into the Relevant
Authority’s possession in connection with a Contract; and

information derived from any of the abowe;
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[;Helevant
equirements”

all applicable Law relating to bribery, corruption and fraud, including the
Bribery Act 2010 and any guidance issued by the Secretary of State
pursuant to section 9 of the Bribery Act 2010;

"Relevant Tax
Wuthority"

HMRC, or, if applicable, the tax authority in the jurisdiction in which the
Agency is established,;

"Reminder Notice"

a notice sent in accordance with Clause 10.5 given by the Agency to the
Client providing notification that payment has not been received on
time;

["Replacement
Deliverables”

any deliverables which are substantially similar to any of the
Deliverables and which the Client raceives in substitution for any of the
Deliverables following the Call-Off Expiry Date, whether those goods are
provided by the Client internally and/or by any third party:

I"Replacement
Subcontractor”

a Subcontractor of the Replacement Agency to whom Transferring
Agency Employees will transfer on a Service Transfer Date (or any
Subcontractor of any such Subcontractor):

I"Replacement

Agency”

any third-party provider of Replacement Deliverables appointed by or at
the direction of the Client from time to time or where the Client is
providing Replacement Deliverables for its own account, shall also
include the Client;

I"Request For
Information”

a request for information or an apparent request relating to a Comtract
for the provision of the Deliverables or an apparent reguest for such
information under the FOIA or the EIRs;

"Required Insurances”

the insurances required by loint Schedule 3 (Insurance Requirements) or
any additional insurances specified in the Order Form;

[Management Plan"

"Satisfaction the certificate (materially in the form of the document contained in of

Certificate” Part B of Call-Off Schedule 13 (Implementation Plan and Testing) or as
agreed by the Parties where Call-Off Schedule 13 is not used in this
Contract) granted by the Buyer when the Agency has met all of the
requiremeants of an Order, Achieved a Milestone or a Test;

["Security the Agency’s security management plan prepared pursuant to Call-Off

Schedule 9 (Security) (if applicable);

["Security Policy” the Client's security policy, referred to in the Order Form, in force as at
the Call-Off Start Date (a copy of which has been supplied to the
Agency), as updated from time to time and notified to the Agency;

["Self Audit Certificate™ | means the certificate in the form as set out in Framework Schedule 8

(Self Audit Certificate);

["Serious Fraud Office”

the UK Government body named as such as may be renamed or
replaced by an equivalent body from time to time;

["Service Levels"

any service levels applicable to the provision of the Deliverables under
the Call Off Contract (which, where Call Off Schedule 14 (Service Levels)
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is used in this Contract, are specified in the Annex to Part A of such
Schedule);

["Service Period"”

has the meaning given to it in the Order Form;

["Services"

services made available by the Agency as specified in Framework
Schedule 1 (Specification) and in relation to a Call-Off Contract as
specified in the Order Form;

I"Service Transfer”

any transfer of the Deliverables (or any part of the Deliverables), for
whatever reason, from the Agency or any Subcontractor to a
Replacement Agency or a Replacemeant Subcontractor:

["Service Transfer
Date”

the date of a Service Transfer;

"Sites"

any premises |including the Buyer Premises, the Agency’s premisas or
third party pramises) from, to or at which:

a) the Deliverables are {or are to be) provided; or

b} the Agency manages, organises or otherwise directs the
provision or the use of the Deliverables;

MERAE™

an enterprise falling within the category of micro, small and medium
sized enterprises defined by the Commission Recommendation of &6 May
2003 concerning the definition of micro, small and medium enterprises;

"Special Terms"

any additional Clauses set out in the Framework Award Form or Order
Form which shall form part of the respective Contract:

"Specific Change in
L™

a Change in Law that relates specifically to the business of the Client and
which would not affect a Comparable Supply where the affect of that
Specific Change in Law on the Deliverables is not reasonably foreseeable
at the Start Date;

I"Specification™ the specification set out in Framework Schedule 1 (Specification), as
may, in relation to a Call-Off Contract, be supplemented by the Order
Form;

I"Standards" any:

a) standards published by BSI British Standards, the National
Standards Body of the United Kingdom, the International
Organisation for Standardisation or other reputable or equivalent
bodies (and their successor bodies) that a skilled and
experienced operator in the same type of industry or business
sector as the Agency would reasonably and erdinarily be
expected to com ply with;

b} standards detailed in the specification in Schedule 1
(Specification);
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c) standards detailed by the Client in the Order Form or agreed
between the Parties from time to time;

d} relevant Government codes of practice and guidance applicable
from time to time;

["Start Date"

in the case of the Framework Contract, the date specified on the
Framework Award Form, and in the case of a Call-Off Contract, the date
specified in the Order Form;

[“Statement of Work"

a supplemental Order under a Call-Off Contract to refine the
Deliverables needed to complete the Brief;

["Storage Media"

the part of any device that is capable of storing and retrieving data:

["Sub-Contract”

any contract or agreement (or proposed contract or agreement), other
than a Call-Off Contract or the Framework Contract, pursuant to which a
third party:

a) provides the Deliverables (or any part of them);

b) provides facilities or services necessary for the provision of the
Deliverables {or any part of themn); and/or

c) is responsible for the management, direction or control of the
provision of the Deliverables (or any part of them);

["Subcontractor”

any person other than the Agency, who is a party to a Sub-Contract and
the servants or agents of that person;

"Subprocessor”

any third Party appointed to process Personal Data on behalf of that
Processor related to a Contract;

"Supplier”

means the Agency:

["Supplier Assets"

all assets and rights used by the Agency to provide the Deliverables in
accordance with the Call-Off Contract but excluding the Client Assets;

"Supplier Authorised

the representative appointed by the Agency named in the Framework

rleprmntatiun" Award Form, or later defined in a Call-Off Contract;

"Supplier's c) any information, however it is conveyed, that relates to the
nfidential business, affairs, developments, IPR of the Agency (including the

rformation” Agency Existing IPR) trade secrets, Know-How, and/or personnel

of the Agency;

d) any other information clearly designated as being confidential
(whether or not it is marked as "confidential") or which ought
reascnably to be considered to be confidential and which comes
[or has come) to the Agency's attention or into the Agency "s
possession in connection with a Contract:

e) Information derived from any of (a) and (b) abowve;
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"Supplier's Contract
Manager”

the person identified in the Order Form appointed by the Agency to
oversee the operation of the Call-Off Contract and any alternative
person whom the Agency intends to appoint to the role, provided that
the Agency informs the Buyer prior to the appointment;

"Supplier Equipment”

the Agency's hardware, computer and telecoms devices, equipment,
plant, materials and such other items supplied and used by the Agency
(but not hired, leased or loaned from the Client) in the performance of
its obligations under this Call-Off Contract;

["Supplier Marketing
Contact”

shall be the person identified in the Framework Award Form;

["Supplier Non-
IPerformance”

where the Agency has failed to:

c] Achieve a Milestone by its Milestone Date;

d) provide the Goods and/or Services in accordance with the
Service Levels; and/or

e) comply with an obligation under a Contract;

["Supplier Profit”

in relation to a period, the difference between the total Charges (in
nominal cash flow terms but excluding any Deductions and total Costs
(in nominal cash flow terms) in respect of a Call-Off Contract for the
relevant period;

["Supplier Profit

in relation to a period or a Milestone (as the context requires), the

|Margin® Agency Profit for the relevant period or in relation to the relevant
Milestone divided by the total Charges over the same period or in
relation to the relevant Milestone and expressed as a percentage;

["Supplier Staff” all directors, officers, employees, agents, consultants and contractors of
the Agency and/for of any Subcontractor engaged in the performance of
the Agency’s obligations under a Contract;

"Supporting sufficient information in writing to enable the Client to reasonably

Documentation™ assess whether the Charges, Reimbursable Expenses and other sums
due from the Buyer under the Call-Off Contract detailed in the
information are properly payable;

["Tax"” a) all forms of taxation whether direct or indirect;

b} national insurance contributions in the United Kingdom and similar
contributions or obligations in any other jurisdiction;

c) all statutory, governmental, state, federal, provincial, local
government or municipal charges, duties, imports, contributions.
levies or liabilities {other tham in return for goods or services
supplied or performed or to be performed) and withholdings; and

d} any penalty, fine, surcharge, interest, charges or costs relating to any
of the above,
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in each case wherever chargeable and whether of the United Kingdom
and any other jurisdiction;

"Termination Notice”

a written notice of termination given by one Party to the other, notifying
the Party receiving the notice of the intention of the Party giving the
notice to terminate a Contract on a specified date and setting out the
grounds for termination;

["Territory”

The United Kingdom, unless specified otherwise in the applicable
Statement of Work. Publication and marketing on globally accessible
mediums such as the internet shall not mean that the Territory is
deemed to be worldwide

["Test lssua”

any variance or non-conformity of the Deliverables from their
requirements as set out in a Call-Off Contract;

["Test Plan™ a plan:
a) forthe Testing of the Deliverables; and
b} setting out other agreed criteria related to the achievement of
Milestones;
["Tests" any tests required to be carried out pursuant to a Call-Off Contract as set
out in the Test Plan or elkewhere in a Call-Off Contract and "Tested"” and
“Testing™ shall be construed accordingly:
["Third Party IPR" Intellectual Property Rights owned by a third party which is or will be
used by the Agency for the purpose of providing the Deliverables;
"Transferring Supplier | those employees of the Agency and/or the Agency's Subcontractors to
Employeas” whom the Employment Regulations will apply on the Service Transfer

Date;

I"Transparency
Information”

the Transparency Reports and the content of a Contract, including any
changes to this Contract agreed from time to time, except for —

(i) any information which is exempt from disclosure in
accordance with the provisions of the FOIA, which shall be
determined by the Relevant Authority; and

(i) Commercially Sensitive Information;

I"Transparency

the information relating to the Deliverables and performance of the

Reports” Contracts which the Agency is required to provide to the Buyer in
accordance with the reporting requirements in Call-Off Schedule 1
[Transparency Reports);

"UK GDPR" the retained EU law version of the General Data Protection Regulation
(Regulation (EU) 2016/679);

["Variation" any change to a Contract;

["Variation Form"

the form set out in Joint Schedule 2 (Variation Form);
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"Varlation Procedura"

the procedure set out in Clause 24 {Changing the contract);

FVAT"

value added tax in accordance with the provisions of the Value Added
Tax Act 1994,

"VCSE"

a non-governmental organisation that is value-driven and which
principally reinvests its surpluses to further social, environmental or
cultural objectives;

"Worker™

any one of the Agency 5taff which the Client, in its reasonable opinion,
considers is an individual to which Procurement Policy Mote 08/15 (Tax
Arrangements of Public Appointees)

(https:/www. gov.uk/government/publications,/procuremant-policy-
note-0815-tax-arrangemeants-of-appointees) applies in respect of the
Deliverables;

"Working Day"

any day other than a Saturday or Sunday or public holiday in England
and Wales unless specified otherwise by the Parties in the Order Form:

"Work Day"

8.0 Work Hours, whether or not such hours are worked consecutively
and whether or not they are worked on the same day; and

"Work Hours"

the hours spent by the Agency 5taff properly working on the provision of
the Deliverables including time spent travelling (other than to and from
the Agency’s offices, or to and from the Sites) but excluding lunch
breaks.
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loint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24 (Changing

the Contract)

Contract Detalls

This variation is between:

UK Space Agency “the Client")

And
[tbc] ("the Agency”)

Contract name:

C522508 — UK Space Conference 2023 & 2025 ("the

Contract”™)

Contract reference
number:

C522508

Details of Proposed Variation

Variation initiated by:

Cliant/Agency

Variation number:

Date variation is raised:

Proposed variation

Reason for the variation:

Outcome of Variation

Contract variation:

This Contract detailed above is varied as follows:

Financial variation:

Original Contract Value:

Additional cost due to
variation:

Mew Contract value:

1. This Variation must be agreed and signed by both Parties to the Contract and shall
only be effective from the date it is signed by the Client

2. Words and expressions in this Variation shall have the meanings given to them in the

Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered

except as amended by this Variation.

Signed by an authorised signatory for and on behalf of the Client
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Signatura

Date
Name (in Capitals) e e
Address T S

Signed by an authorised signatory to sign for and on behalf of the Agency

Signature

Date - S
Name (in Capitals) S
Address T

Framework Ref: RMG125
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Joint Schedule 3 (Insurance Requirements)

7.

71

732

73

81

9.1

THE INSURANCE ¥YOU NEED TO HAVE

The Agency shall take out and maintain, or procure the taking out and maintenance of
the insurances as set out in the Annex to this Schedule, any additional insurances
required under a Call-Off Contract (specified in the applicable Order Form)
{"Additional Insurances”) and any other insurances as may be reguired by applicable

Law ({together the “Insurances™). The Agency shall ensure that each of the Insurances
is effective no later than:

7.1.1  the Framework 5tart Date in respect of those Insurances set out in the Annax
to this Schedule and those required by applicable Law:; and

7.1.2  the Call-Off Contract Effective Date in respect of the Additional Insurances.
The Insurances shall ba:
7.21 maintained in accordance with Good Industry Practice;

7.2.2 [so far as is reasonably practicable) on terms no less favourable than those
generally available to a prudent contractor in respect of risks insured in the
international insurance market from time to time;

7.2.3  taken out and maintained with insurers of good financial standing and good
repute in the international insurance market; and

7.2.4  maintained for at least six (6) years after the End Date.

The Agency shall ensure that the public and products liability policy contain an
indermnity to principals clause under which the Relevant Authority shall be
indemnified in respect of claims made against the Relevant Authority in respect of
death or bodily injury or third party property damage arising out of or in connection
with the Deliverables and for which the Agency is legally liable.

HoW TO MAMAGE THE INSURANCE

Without limiting the other provisions of this Contract, the Agency shall:

8.1.1 take or procure the taking of all reasonable risk management and risk control
measures in relation to Deliverables as it would be reasonable to expect of a
prudent contractor acting in accordance with Good Industry Practice,
including the investigation and reports of relevant claims to insurers;

B.1.2 promptly notify the insurers in writing of any relevant material fact under any
Insurances of which the Agency is or becomes aware; and

21.3  hold all policies in respect of the Insurances and cause any insurance broker
effecting the Insurances to hold any insurance slips and other evidence of
placing cover representing any of the Insurances to which it is a party.

WHAT HAPPENS IF YOU AREN'T INSURED

The Agency shall not take any action or fail to take any action or (insofar as is
reasonably within its power) permit anything to occur in relation to it which would
entitle any insurer to refuse to pay any claim under any of the Insurances.

111

UK OFFICIAL



9.2

101

11.

111

121

12.2

13.

131

13.2
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‘Where the Agency has failed to purchase or maintain any of the Insurances in full force
and effect, the Relevant Authority may elect (but shall not be obliped) following
written notice to the Agency to purchase the relevant Insurances and recover the
reasonable premium and other reasonable costs incurred in connection therewith as a
debt due from the Agency.

EVIDENCE OF INSURANCE YOU MUST PROVIDE

The Agency shall upon the 5tart Date and within 15 Working Days after the renewal of
each of the Insurances, provide evidence, in a form satisfactory to the Relevant
Authority, that the Insurances are in force and effect and meet in full the
requirements of this Schedule.

MAKING SURE ¥OU ARE INSURED TO THE REQUIRED AMOUNT

The Agency shall ensure that any Insurances which are stated to have a minimum limit
"in the aggregate™ are maintained at all times for the minimum limit of indemnity
specified in this Contract and if any claims are made which do not relate to this
Contract then the Agency shall notify the Relevant Authority and provide details of its
proposed solution for maintaining the minimum limit of indemnity.

CAMNCELLED INSURANCE

The Agency shall notify the Relevant Authority in writing at least five (5) Working Days
prior to the cancellation, suspension, termination or non-renewal of any of the
Insurances.

The Agency shall ensure that nothing is done which would entitle the relevant insurer
to cancel, rescind or suspend any insurance or cover, or to treat any insurance, cover
or claim as voided in whole or part. The Agency shall use all reasonable endeavours to
notify the Relevant Authority (subject to third party confidentiality obligations) as
soon as practicable when it becomes aware of any relevant fact, circumstance or
matter which has caused, or is reasonably likely to provide grounds to, the relevant
insurer to give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

INSURANCE CLAIMS

The Agency shall promptly notify to insurers any matter arising from, or in relation to,
the Deliverables, or each Contract for which it may be entitled to claim under any of
the Insurances. In the event that the Relevant Authority receives a claim relating to or
arising out of a Contract or the Deliverables, the Agancy shall co-operate with the
Relevant Authority and assist it in dealing with such claims including without limitation
providing information and documentation in a timely manner.

Except where the Relevant Authority is the daimant party, the Agency shall give the
Relevant Authority notice within twenty (20) Working Days after any insurance claim
in excess of 10% of the sum required to be insured pursuant to Paragraph 5.1 relating
to or arising out of the provision of the Deliverables or this Contract on any of the
Insurances or which, but for the application of the applicable policy excess, would be
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134
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made on any of the Insurances and (if required by the Relevant Authority) full details
of the incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Agency shall be liable for
and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the indemnity
from insurers is excluded, the Agency shall be liable for such excess or deductible. The
Agency shall not be entitled to recover from the Relevant Authority any sum paid by
way of excess or deductible under the Insurances whether under the terms of this
Contract or otherwise.
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ANMEX: REQUIRED INSURANCES

The Agency shall hold the following standard insurance cover from the Framework Start
Date in accordance with this Schedule:

UK OFFICIAL

1. professional indemnity insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds (£1,000,000);

2. public liability insurance with cover (for a single event or a series of related events

and in the aggregate) of not less than two million pounds (£2,000,000); and

3. employers’ liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than with a minimum limit of indemnity as
required by Law.

Joint Schedule 4 (Commercially Sensitive Information)
1. What is the Commercially Sensitive Information?

1.1 Inthis Schadula the Parties have sought to identify the Agency's Confidential
Information that is genuinely commercially sensitive and the disclosure of which
would be the subject of an exemption under the FOIA and the EIRs.

1.2  ‘Where possible, the Parties have sought to identify when any relevant Information
will cease to fall into the category of Information to which this Schedule applies in
the table below and in the Order Form (which shall be deemed incorporated into
the table below]).

1.3  Without prejudice to the Relevant Authority's obligation to disclose Information in
accordance with FOLA or Clause 16 (When you can share information), the
Relevant Authority will, in its sole discretion, acting reasonably, seek to apply the
relevant exemption set out in the FOIA to the following Information:

Date

Itemi(s)

Duration of
Confidentiality

M/A

UK OFFICIAL
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Joint Schedule 5 (Corporate Social Responsibility)
1. What we expect from the Agency

i

12

13

In September 2017, HM Government published a Supplier Code of Conduct setting
out the standards and behaviours expected of suppliers who work with
government.

(https://fwww. gov.uk/government/uploads/system/uploads/attachment_data/ffile/

B646497/2017-09-
13 Official Sensitive Supplier Code of Conduct September 2017.pdf)

CCS expects its suppliers and subcontractors to meet the standards set out in that
Code. In addition, CC5 expects its suppliers and subcontractors to comply with the
standards set out in this Schedule.

The Agency acknowledges that the Client may have additional reguirements in
relation to corporate social responsibility. The Client expects that the Agency and
its Subcontractors will comply with such corporate social responsibility
requirements as the Client may notify to the Agency from time to time.

2. Equality and Accessibility

21

In addition to legal obligations, the Agency shall support CCS and the Client in
fulfilling its Public Sector Equality duty under 5149 of the Equality Act 2010 by
ensuring that it fulfils its obligations under each Contract in a way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any kind; and

2.1.2 advance eguality of opportunity and good relations between those with a
protected characteristic (age, disability, gender reassignment, pregnancy
and maternity, race, religion or belief, sex, sexual orientation, and marriage
and civil partnership) and those who do not share it.

3. Modern Slavery, Child Labour and Inhumane Treatment

"Modern Slavery Helpline” means the mechanism for reporting suspicion, seeking help
or advice and information on the subject of modern slavery available online at
https:/ fwww. modernslaveryhelpling. org/report or by telephone on 08000 121 700.

£

The Agency:
311 shall not use, nor allow its Subcontractors to use forced, bonded or

involuntary prison labour;

3.1.2 shall not require any Agency 5taff or Subcontractor Staff to lodge deposits
or identify papers with the Employer and shall be free to leave their
employer after reasonable notice;

3l3 warrants and represents that it has not bean convicted of any slavery or
human trafficking offences anywhere around the world.

314 warrants that to the best of its knowledge it is not currently under
investigation, inquiry or enforcement proceedings in relation to any

allegation of slavery or human trafficking offenses anywhere around the
world.

115

UK OFFICIAL



115

il6

1.7

E

319

3.1.10

il

UK OFFICIAL

shall make reasonable enguires to ensure that its officers, employees and
Subcontractors have not been convicted of slavery or human trafficking
offenses anywhere around the world.

shall have and maintain throughout the term of each Contract its own
policies and procedures to ensure its compliance with the Modern Slavery
Act and include in its contracts with its Subcontractors anti-slavery and
human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain performing
obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human trafficking
report setting out the steps it has taken to ensure that slavery and human
trafficking is not taking place in any of its supply chains or in any part of
its business with its annual certification of compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use physical
abuse or discipline, the threat of physical abuse, sexual or other
harassment and verbal abuse or other forms of intimidation of its

employees of Subcontractors;

shall not use or allow child or slave labour to be used by its
Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking by it or
its Subcontractors to CCS, the Client and Modern Slavery Helpline.

4. Income Security

4.1 The Agency shall:

411

4.1.2

413

4.1.4
4.15

ensure that that all wages and benefits paid for a standard working week
meat, at a minimum, national legal standards in the country of
employment;

ensure that all Agency Staff are provided with written and
understandable Information about their employment conditions in
respect of wages before they enter employment and about the
particulars of thair wages for the pay period concerned each time that
they are paid;

not make deductions from wages:

(a) as a disciplinary measure
(b} except where permitted by law; or
{c) without expressed permission of the worker concerned;

record all disciplinary measures taken against Agency 5taff; and

ensure that Agency Staff are engaged under a recognised employment
relationship established through national law and practice.
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5. Working Hours

5.1 The Agency shall:

1.2

13

14

511 ensure that the working hours of Agency Staff comply with national laws,
and any collective agreements:

5.1.2 that the working hours of Agency 5taff, excluding overtime, shall be
defined by contract, and shall not exceed 48 hours per week unless the
individual has agreed in writing;

5.1.3 ensure that use of overtime used responsibly, taking into account:
{a) the extent;
(b) frequency; and
{c) hours worked;
by individuals and by the Agency Staff as a whole;

The total hours worked in any seven day period shall not exceed 60 hours, except
where covered by Paragraph 5.3 below.

Waorking hours may exceed 60 hours in any seven day period only in exceptional
circumstances where all of the following are met:

131 this is allowed by national law;

132 this is allowed by a collective agreement freely negotiated with a
workers' organisation representing a significant portion of the workforce;

appropriate safeguards are taken to protect the workers' health and safety:
and

133 the employer can demonstrate that exceptional circumstances apply such
as unexpected production peaks, accidents or emergencies.

All Agency Staff shall be provided with at least one (1) day off in every seven (7)
day period or, where allowed by national law, two (2] days off in every fourteen
(14) day period.

2. Sustainability

21

The Agency shall meet the applicable Government Buying Standards applicable to
Deliverables which can be found online at:

hittps://www gov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs
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Joint Schedule 11 (Processing Data)

Definitions
1. In this Schedule, the following words shall have the following meanings and thay
shall supplement Joint Schedule 1 {Definitions):
“Processor all directors, officers, employees, agents, consultants and
Personnel” suppliers of the Processor and/or of any Subprocessor engaged

in the performance of its obligations under a Contract; and

"Supplier” means the Agancy:

Status of the Controller

2, The Parties acknowledge that for the purposes of the Data Protection Legislation, the
nature of the activity carried out by each of them in relation to their respective
obligations under a Contract dictates the status of each party under the DPA 2018. A
Party may act as:

(a) “Controller” in respect of the other Party who is “Processor”;
(b) "Processor” in respect of the other Party who is “"Controller”;

() “loint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1
{Processing Personal Dota) which scenario they think shall apply in each situation.
Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to dois listed
in Annex 1 {Processing Personal Dota) by the Controller.

4. The Processor shall notify the Controller immediately if it considers that any of the
Controller's instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing any
Processing. Such assistance may, at the discretion of the Controller, include:

(a) a systematic description of the envisaged Processing and the purpose of the
Processing;
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(b)

(c)
(d)

(a)

(b)

(<)

(d)
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an assessment of the necessity and proportionality of the Processing in relation to
the Deliverables:

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection with its
obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing Personal
Data), unless the Processor is required to do otherwise by Law. If it is 50 required
the Processor shall notify the Controller before Processing the Personal Data unless
prohibited by Law;

ensure that it has in place Protective Measures, including in the case of the Supplier
the measures set out in Clause 14.3 of the Core Terms, which the Controller may

reasonably reject (but failure to reject shall not amount to approval by the
Controller of the adequacy of the Protective Measures) having taken account of the:

(i} nature of the data to be protected;

(i) harm that might result from a Personal Data Breach;
(111} state of technological development; and

(iv) cost of implementing any measures;

ensure that:

(i} the Processor Personnel do not Process Personal Data except in
accordance with the Contract (and in particular Annex 1 {Processing
Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity of
any Processor Personnel who have access to the Personal Data and
ensure that they:

(A) are aware of and comply with the Processor's duties under this
Joint Schedule 11, Clauses 14 (Data protection), 15 (What you
must keep confidentiol) and 16 (When you can share
information);

(B) are subject to appropriate confidentiality undertakings with
the Procassor or any Subprocessor:

(C) are informed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal Data
to any third party unless directed in writing to do so by the
Controller or as otharwise permitted by the Contract: and

(D) have undergone adequate training in the use, care, protection
and handling of Personal Data;

not transfer Personal Data outside of the EU unless the prior written consent of the
Controller has been obtained and the following conditions are fulfilled:
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(a)
(b)

(c)

(d)

(e)

(a)
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] the Controller or the Processor has provided appropriate safeguards in
relation to the transfer (whether in accordance with UK GDPR Article
46 or LED Article 37) as determined by the Controller;

(i) the Data Subject has enforceable rights and effective legal remedies;

(111} the Processor complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any
Personal Data that is transferred (or, if it is not so bound, uses its best
endeavours to assist the Controller in meeting its obligations); and

(iv) the Processor complies with any reasonable instructions notified to it
in advance by the Controller with respect to the Processing of the
Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and any
copies of it) to the Controller on termination of the Contract unless the Processor is
required by Law to retain the Personal Data.

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the
Controller immediately if in relation to it Processing Personal Data under or in
connection with the Contract it:

receives a Data Subject Access Request {or purported Data Subject Access Request);
recaives a reguest to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the
Contract;

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

becomes aware of a Personal Data Breach.

The Processor’s obligation to notify under paragraph 6 of this loint Schedule 11 shall
include the provision of further information to the Controller, as details become
available.

Taking into account the nature of the Processing, the Processor shall provide the
Controller with assistance in relation to either Party's obligations under Data
Protection Legislation and any complaint, communication or request made under
paragraph & of this Joint Schedule 11 (and insofar as possible within the timescales
reasonably required by the Controller) including by immediately providing:

the Controller with full details and copies of the complaint, communication or
request;
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(b)
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(d)

le)

(a)
(b)

(<)

11.

13.

(a)
(b)

lc)

(d)

14.

15.
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such assistance as is reasonably requested by the Controller to enable it to comply
with a Data Subject Access Reguest within the relevant timescales set out in tha
Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a Data
Subject;

assistance as requested by the Controller following any Personal Data Breach;
and/or

assistance as requested by the Controller with respect to any request from the
Information Commissionar’'s Office, or any consultation by the Controller with the
Information Commissioner's Office.

The Processor shall maintain complete and accurate records and information to
demonstrate its compliance with this Joint Schedule 11. This requirement does not
apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data as
referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the UK GDPR; or

the Controller determines that the Processing is likely to result in a risk to the rights
and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the Controller or
the Controller's designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;

obtain the written consent of the Controller;

enter into a written agreament with the Subprocessor which give effect to the
terms set out in this Joint Schedule 11 such that they apply to the Subprocessor;
and

provide the Controller with such information regarding the Subprocessor as the
Controller may reasonably reguire.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than thirty (30) Working Days'
notice, revise this Joint Schedule 11 by replacing it with any applicable controller to
processor standard clauses or similar terms forming part of an applicable
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certification scheme (which shall apply when incorporated by attachment to the
Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner's Office. The Relevant Authority may on not less than thirty (20)
Working Days’ notice to the Supplier amend the Contract to ensure that it complies
with any guidance issued by the Information Commissioner's Office.

Where the Parties are Joint Controllers of Personal Data

17.

In the event that the Parties are loint Controllers in respect of Personal Data under
the Contract, the Parties shall implerment paragraphs that are necessary to comply
with UK GDPR Article 26 based on the terms set out in Annex 2 to this Joint Schedule
11.

independent Controllers of Personal Data

18.

19.

21.

(a)

(b)

23.

With respect to Personal Data provided by one Party to another Party for which each
Party acts as Controller but which is not under the Joint Control of the Parties, each
Party undertakes to comply with the applicable Data Protection Legislation in respect
of their Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations under
the Data Protection Legislation and not do anything to cause the other Party to be in
breach of it

Where a Party has provided Personal Data to the other Party in accordance with
paragraph 8 of this Joint Schedule 11 abowve, the recipient of the Personal Data will
provide all such relevant documents and information relating to its data protection
policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and 14 UK
GDPR in respect of the Processing of Personal Data for the purposes of the Contract.

The Parties shall only provide Personal Data to each other:
to the extent necessary to perform their respective obligations under the Contract;
in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to meet
the requirements of Articles 13 and 14 of the UK GDPR); and
where it has recorded it in Annex 1 (Processing Personal Data).
Taking into account the state of the art, the costs of implementation and the nature,
scope, context and purposes of Processing as well as the risk of varying likelihood
and severity for the rights and freedoms of natural persons, each Party shall, with
respect to its Processing of Personal Data as Independent Controller, implement and

maintain appropriate technical and organisational measures to ensure a level of
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25.

(a)

(b)

26.

(a)

(b)

(c)

(d)
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security appropriate to that risk, including, as appropriate, the measures referred to
in Article 32(1)(a), (b), (c} and (d) of the UK GDPR, and the measures shall, at a
minimum, comply with the requirements of the Data Protection Legislation,
including Article 32 of the UK GDPR.

A Party Processing Personal Data for the purposes of the Contract shall maintain a
record of its Processing activities in accordance with Article 30 UK GDPR and shall
make the record available to the other Party upon reasonable request.

Where a Party receives a reguest by any Data Subject to exercise any of their rights
under the Data Protection Legislation in relation to the Personal Data provided to it
by the other Party pursuant to the Contract ("Request Recipient”):

the other Party shall provide any information and/or assistance as reasonably
requested by the Request Recipient to help it respond to the request or
correspondence, at the cost of the Request Recipient; or

where the request or correspondance is directed to the other Party and/or relates
to that other Party's Processing of the Personal Data, the Request Recipient will:

(i} promptly, and in any event within five [5) Working Days of receipt of
the request or correspondence, inform the other Party that it has
received the same and shall forward such request or correspondence
to the other Party; and

(i) provide any information and/or assistance as reasonably requested by
the other Party to help it respond to the request or correspondence in
the timeframes specified by Data Protection Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party pursuant

to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in mitigating the
effects of the Personal Data Breach;

implement any measures necessary to restore the security of any compromised
Personal Data;

work with the other Party to make any required notifications to the Information
Commissioner's Office and affected Data Subjects in accordance with the Data

Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that Party's
relationship with the relevant Data Subjects, save as required by Law.

123

UK OFFICIAL



UK OFFICIAL

Personal Data provided by one Party to the other Party may be used exclusively to
exercise rights and obligations under the Contract as specified in Annex 1 (Processing
Personol Dota).

Personal Data shall not be retained or processed for longer than is necessary to
perform each Party’s respective obligations under the Contract which is specified in
Annex 1 {Processing Personal Dota).

Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule
11 to Personal Data, where the Supplier is required to exercise its regulatory and/or

legal obligations in respect of Personal Data, it shall act as an Independent Controller
of Personal Data in accordance with paragraphs 18 to 27 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of tha
Processors, however the final decision as to the content of this Annex shall be with the
Relevamt Authority at its absolute discretion.

1.1.1.1 The contact details of the Relevant Authority’s Data Protection Officer are:

F

1.1.1.2 The contact details of the Supplier's Data Protection Officer are: _

1.1.1.3 The Processor shall comply with any further written instructions with respect to
Processing by the Controller.
1.1.1.4 Any such further instructions shall be incorporated into this Annes.

Description Details

Subject matter of the processing The processing of names and business contact details
of staff of the Contracting Authority , the Supplier
and any delegate, sponsor or exhibitor that registers
for the conference will be necessary to deliver the
Services exchanged during the course of the Contract,
and to undertake efficient Contract and performance
management.

The Contract itself will include the names and
business contact details of staff of both the
Contracting Authority and the Supplier involved in
managing the Contract.

The Supplier will need to confirm that

they are UK GDPR or GDPR (if operating in the EEA)
compliant when submitting a bid.

Duration of the processing The duration of the processing will commence on the
date the contract is signed and will continue
throughout the project until two months after the
end of the project or two months following receipt of
the final payment, whichever later.

Mature and purposes of the processing The nature of processing will include the storage and
use of names and business contact details of staff of
both the Contracting Authority and the Supplier, and
any delegate, exhibitor or sponsor of the
conferenceas necessary to deliver the services and to
undertake the Contract and performance
management. The Contract itself will include the
names and business contact details of staff of both
the Contracting Authority and the Supplier involved
in managing the Contract.
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Mames, business telephone numbers and email
addresses, office location and position of staff of both
the Contracting Authority and the Supplier as
necessary to deliver the services and to undertake
the Contract and performance management. Names,
telephone numbers and email addresses of delegates,
exhibitors or sponsors who register for the
Conference. The Contract itself will include the names
and business contact details of staff of both the
Contracting Authority and the Supplier involved in
managing the Contract.

Categories of Data Subject

Delegates, exhibitors or sponsors that register for the
Conference. Staff of the Contracting Authority and
the Supplier, including where these employees are
named within the Contract itself or involved within
Contract Managament

Plan for return and destriction of the
data once the processing is complete
UMLESS requirement under union or
member state law to preserve that type
of data

Where Personal Data is contained within the Contract
documentation, this will be retained in line with the
Contracting Authorities privacy notice found within
the Procurement Documents.

Controls in place to prevent further use
of the data

See above
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Annex 2 - loint Controller Agreement
1. Joint Controller Status and Allocation of Responsibilities

11 With respect to Personal Data under Joint Control of the Parties, the Parties envisage
that they shall each be a Data Controller in respect of that Personal Data in accordance with
the terms of this Annex 2 {Joint Controller Agreement) in replacement of paragraphs 2-15 of
Joint Schedule 11 (Where one Party is Controller and the other Party is Processor) and
paragraphs 7-27 of loint Schedule 11 {Independant Controllers of Personal Data).
Accordingly, the Parties each undertake to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Data Controllers.

1.2 The Parties agree that the Supplier/Relevant Authority]:

(a) is the exclusive point of contact for Data Subjects and is responsible for all steps
mecessary to comply with the UK GDPR regarding the exercise by Data Subjects of
their rights under the UK GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in
connection with the exercise of their rights as Data Subjects and for any enquiries
concerning their Personal Data or privacy;

(c) is solely responsible for the Parties’ compliance with all duties to provide
information to Data Subjects under Articles 13 and 14 of the UK GDPR;

(d) is responsible for obtaining the informed consent of Data Subjects, in accordance
with the UK GDPR, for Processing in connection with the Deliverables where
consent is the relevant legal basis for that Processing; and

(e) shall make available to Data Subjects the essence of this Annex (and notify them of
any changes to it) concerning the allocation of responsibilities as loint Controller
and its role as exclusive point of contact, the Parties having used their best
endeavours to agree the terms of that essence. This must be outlined in the
[Supplier's/Relevant Authority's] privacy policy (which must be readily available by
hyperlink or otherwise on all of its public facing services and marketing).

1.3 Notwithstanding the tarms of clause 1.2, the Parties acknowledge that a Data Subject
has the right to exercise their legal rights under the Data Protection Legislation as against
the relevant Party as Controller.

2. Undertakings of both Parties

1.1.2.1 The Supplier and the Relevant Authority each undertake that they shall:
(a) report to the other Party every 3 months on:

] the volume of Data Subject Access Request (or purported Data
Subject Access Requests) from Data Subjects {or third parties on their
behalf);
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(i) the volume of requests from Data Subjects (or third parties on their
behalf) to rectify, block or erase any Personal Data;

(iliiy  any other requests, complaints or communications from Data Subjects
{or third parties on their behalf) relating to the other Party's
obligations under applicable Data Protection Legislation;

(iw) any communications from the Information Commissioner or any other
regulatory authority in connection with Personal Data; and

(v any requests from any third party for disclosure of Personal Data
where compliance with such request is required or purported to be
required by Law,

that it has received in relation to the subject matter of the Contract during that
period;

notify each other immediately if it receives any request, complaint or
communication made as referred to in Clauses 2.1{a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any
reguest, complaint or communication made as referred to in Clauses 2.1(a){iii) to [v)
to enable the other Party to comply with the relevant timescales set out in the Data
Protection Legislation;

not disclose or transfer the Personal Data to any third party unlbess necessary for the
provision of the Deliverables and, for any disclosure or transfer of Personal Data to
any third party, (save where such disclosure or transfer is specifically authorised
under the Contract or is required by Law) ensure consent has been obtained from
the Data Subject prior to disclosing or transferring the Personal Data to the third
party. For the avoidance of doubt, the third party to which Personal Data is
transferred must be subject to equivalent obligations which are no less onerous
than those set out in this Annex;

request from the Data Subject only the minimum information necessary to provide
the Deliverables and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or accidental
loss, destruction or damage to the Personal Data and unauthorised or unlawful
disclosure of or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its
Personnel who have access to the Personal Data and ensure that its Personnel:

(i} are aware of and comply with their duties under this Annex 2 (Joint
Controller Agreement) and those in respect of Confidential
Information:
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(i) are informed of the confidential nature of the Personal Data, are
subject to appropriate obligations of confidentiality and do not
publish, disclose or divulge any of the Personal Data to any third party
where the that Party would not be permitted to do so; and

(1] have undergone adequate training in the use, care, protection and
handling of personal data as required by the applicable Data
Protection Legislation:

ensure that it has in place Protective Measures as appropriate to protect against a
Personal Data Breach having taken account of the:

(i} nature of the data to be protected;

(i) harm that might result from a Personal Data Breach;

(111} state of technological development; and

(iv) cost of implementing any measures;
ensure that it has the capability (whether technological or otherwisa), to the extent
required by Data Protection Legislation, to provide or correct or delete at the
request of a Data Subject all the Personal Data relating to that Data Subject that it

holds; and

ensure that it notifies the other Party as soon as it becomes aware of a Personal
Data Breach.

1.1.2.2 Each Joint Controller shall use its reasonable endeavours to assist the other

Controller to comply with any cbligations under applicable Data Protection
Legislation and shall not perform its obligations under this Annex in such a way asto
cause the other loint Controller to breach any of its obligations under applicable
Data Protection Legislation to the extent it is aware, or ought reasonably to have
been aware, that the same would be a breach of such obligations.

Data Protection Breach

1.1.3.1 Without prejudice to clause 3.2, each Party shall notify the other Party promptly and

(a)

(b)

without undue delay, and in any event within 48 hours, upon becoming aware of any

Personal Data Breach or circumstances that are likely to give rise to a Personal Data
Breach, providing the other Party and its adwvisors with:

sufficient information and in a timescale, which allows the other Party to meet any
obligations to report a Personal Data Breach under the Data Protection Legislation:
and

all reasonable assistance, including:
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] co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;

(i) co-operation with the other Party including taking such reasonable
steps as are directed by the other Party to assist in the investigation,
mitigation and remediation of a Personal Data Breach;

(i}  co-ordination with the other Party regarding the management of
public relations and public statements relating to the Personal Data
Breach; and/or

(iw) providing the other Party and to the extent instructed by the other
Party to do so, and/or the Information Commissioner investigating the
Personal Data Breach, with complete information relating to the
Personal Data Breach, including, without limitation, the information
set out in Clause 3.2,

1.1.3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any

(a)
(b)

(c)

(d)

le)

(f)
4.

Personal Data where it has lost, damaged, destroyed, altered or corrupted as a
result of a Personal Data Breach as it was that Party's own data at its own cost with
all possible speed and shall provide the other Party with all reasonable assistance in
respect of any such Personal Data Breach, including providing the other Party, as
soon as possible and within 48 hours of the Personal Data Breach relating to the
Personal Data Breach, in particular:

the nature of the Personal Data Breach;
the nature of Personal Data affected:

the categories and number of Data Subjects concerned;

the name and contact details of the Supplier's Data Protection Officer or other
relevant contact from whom more information may be obtained:

measures taken or proposed to be taken to address the Personal Data Breach; and

describe the likely consequences of the Personal Data Breach.

Audit

1.1.4.1 The Supplier shall permit:

(a)

the Relevant Authority, or a third-party auditor acting under the Relevant
Authority's direction, to conduct, at the Relevant Authority's cost, data privacy and
security audits, assessments and inspections concerning the Supplier's data security
and privacy procedures relating to Personal Data, its compliance with this Annex 2
and the Data Protection Legislation: and/or
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the Relevant Authority, or a third-party auditor acting under the Relevant
Authority's direction, access to premises at which the Personal Data is accessible or
at which it is able to inspect any relevant records, including the record maintained
under Article 30 UK GDPR by the Supplier so far as relevant to the Contract, and
procedures, including premises under the control of any third party appointed by
the Supplier to assist in the provision of the Deliverables.

1.1.4.2 The Relevant Authority may, in its sole discretion, require the Supplier to provide

evidence of the Supplier’s compliance with Clause 4.1 in lieu of conducting such an
audit, assessment or inspection.

Impact Assessments

1.1.5.1 The Parties shall:

(a)

(b)

7.

provide all reasonable assistance to each other to prepare any Data Protection
Impact Assessment as may be required (including provision of detailed information
and assessments in relation to Processing operations, risks and measures): and

maintain full and complete records of all Processing carried out in respect of the
Personal Data in connection with the Contract, in accordance with the terms of
Article 30 UK GDPR.

ICO Guidance

The Parties agree to take account of any guidance issued by the Information
Commissioner and/or any relevant Central Government Body. The Relevant
Authority may on not less than thirty (30) Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by the
Information Commissioner and/or any relevant Central Government Body.

Liabilities for Data Protection Breach

1.1.7.1 If financial panalties are imposed by the Information Commissioner on aither the

(a)

Relevant Authority or the Supplier for a Personal Data Breach ("Financial Penalties”)
then the following shall occur:

if in the view of the Information Commissioner, the Relevant Authority is
responsible for the Personal Data Breach, in that it is caused as a result of the
actions or inaction of the Relevant Authority, its employees, agents, contractors
{other than the Supplier) or systems and procedures controlled by the Relevant
Authority, then the Relevant Authority shall be responsible for the payment of such
Financial Penalties. In this case, the Relevant Authority will conduct an internal
audit and engage at its reasonable cost when necessary, an independent third party
to conduct an audit of any such Personal Data Breach. The Supplier shall provide to
the Relevant Authority and its third party investigators and auditors, on request and
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at the Supplier's reasonable cost, full cooperation and access to conduct a thorough
audit of such Personal Data Breach:

if in the view of the Information Commissioner, the Supplier is responsible for the
Personal Data Breach, in that it is not a Personal Data Breach that the Relevant
Authority is responsible for, then the Supplier shall be responsible for the payment
of thase Financial Panalties. The Supplier will provide to the Relevant Authority and
its auditors, on request and at the Supplier's sole cost, full cooperation and access
to conduct a thorough audit of such Personal Data Breach; or

if no view as to responsibility is expressed by the Information Commissioner, then
the Relevant Authority and the Supplier shall work together to investigate the
relevant Parsonal Data Breach and allocate responsibility for any Financial Penalties
as outlined above, or by agreement to split any financial penalties equally if no
responsibility for the Personal Data Breach can be apportioned. In the event that
the Parties do not agree such apportionment then such Dispute shall be referred to
the Dispute Resolution Procedure set out in Clause 34 of the Core Terms [Resolving
disputes).

1.1.7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim

brought before a court of competent jurisdiction (*Court”) by a third party in respect
of a Personal Data Breach, then unless the Parties otherwise agree, the Party that is
determined by the final decision of the court to be responsible for the Personal Data
Breach shall be liable for the losses arising from such Personal Data Breach. Where
both Parties are liable, the liability will be apportioned between the Parties in
accordance with the decision of the Court.

1.1.7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result

(a)

(b)

(c)

of a Personal Data Breach (the "Claim Losses™):

if the Relevant Authority is responsible for the relevant Personal Data Breach, then
the Relevant Authority shall be responsible for the Claim Losses;

if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

if responsibility for the relevant Personal Data Breach is unclear, then the Relevant
Authority and the Supplier shall be responsible for the Claim Losses equally.

1.1.7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority and

the Supplier reaching any other agreament, including by way of compromise with a
third party complainant or claimant, as to the apportionment of financial
responsibility for any Claim Losses as a result of a Personal Data Breach, having
regard to all the circumstances of the Personal Data Breach and the legal and
fimancial obligations of the Relevant Authority.

Termination
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If the Supplier is in material Default under any of its obligations under this Annex 2
[Joint Controfler Agreement), the Relevant Authority shall be entitled to tarminate
the Contract by issuing a Termination Notice to the Supplier in accordance with

Clause 10 of the Core Terms (Ending the controct).

Sub-Processing

1.1.9.1 In respect of any Processing of Personal Data performed by a third party on behalf of

(a)

(b)

a Party, that Party shall:

carry out adequate due diligence on such third party to ensure that it is capable of
providing the level of protection for the Personal Data as is reguired by the
Contract, and provide evidence of such due diligence to the other Party where

reasonably requested; and

ensure that a suitable agreement is in place with the third party as required under
applicable Data Protection Legislation.

Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and
storage media that are to be retained as soon as practicable after it has ceased to be
necessary for them to retain such Personal Data under applicable Data Protection
Legislation and their privacy policy (save to the extent (and for the limited period)
that such information needs to be retained by the a Party for statutory compliance
purposes or as otherwise required by the Contract), and taking all further actions as
miay be necessary to ensure its compliance with Data Protection Legislation and its

privacy policy.
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Joint Schedule 12 (Supply Chain Visibility)

Definitions

In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 [Definitions):

1.

IiSM Eli

"Contracts Finder” the Government’s publishing portal
for public sector procurement
opportunities;

an enterprise falling within the
category of micro, small and medium
sized enterprises defined by the
Commission Recommendation of &
May 2003 concerning the definition
of micro, small and mediurm sized

enterprises;
“Supply Chain the document at Annex 1 of this
Information Report Schedule 12: and
Template™
"WICSE" a non-governmental organisation that

is value-driven and which principally
reinvests its surpluses to further
social, environmental or cultural
objectives.

Visibility of Sub-Contract Opportunities in the Supply Chain
The Agency shall:

211

213

subject to Paragraph 2.3, advertise on Contracts Finder all Sub-Contract
opportunities arising from or in connection with the provision of the
Deliverables above a minimum threshold of £25,000 that arise during the
Contract Period;

within 20 days of awarding a Sub-Contract to a Subcontractor, update the
notice on Contract Finder with details of the successful Subcontractor;
monitor the number, type and value of the Sub-Contract opportunities
placed on Contracts Finder advertised and awarded in its supply chain
during the Contract Period;

provide reports on the information at Paragraph 2.1.3 to the Relevant
Authority in the format and frequency as reasonably specified by the
Relevant Authority; and

promote Contracts Finder to its suppliers and encourage those
organisations to register on Contracts Finder.
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Each adwvert referred to at Paragraph 2.1.1 of this Schedule 12 shall provide a full
and detailed description of the Sub-Contract opportunity with each of the
mandatory fields being completed on Contracts Finder by the Agency.

The obligation on the Agency set out at Paragraph 2.1 shall only apply in respect
of Sub-Contract opportunities arising after the Effective Date.

Notwithstanding Paragraph 2.1, the Authority may by giving its prior Approval,
agree that a Sub-Contract opportunity is not required to be advertised by the
Agency on Contracts Finder.

Visibility of Supply Chain Spend

In addition to any other management information requirements set out in the
Contract, the Agency agrees and acknowledges that it shall, at no charge, provide
timely, full, accurate and complete SME management information reports (the
“SME Management Information Reports™) to the Relevant Authority which
incorporates the data described in the Supply Chain Information Report Template
which is:

(a) the total contract revenue received directly on the Contract:

(b) the total value of sub-contracted revenues under the Contract (including
revenues for non-SMEs/non-VCSEs); and

(c} the total value of sub-contracted revenues to SMEs and VCSEs.

The SME Management Information Reports shall be provided by the Agency in the
correct format as required by the Supply Chain Information Report Template and
any guidance issued by the Relevant Authority from time to time. The Agency
agrees that it shall use the Supply Chain Information Report Template to provide
the information detailed at Paragraph 3.1(a) —(c) and acknowledges that the
template may be changed from time to time (including the data reguired and/or
format) by the Relevant Authority issuing a replacement version. The Relevant
Authority agrees to give at least thirty (30) days’ notice in writing of any such
change and shall specify the date from which it must be used.

The Agency further agrees and acknowledges that it may not make any
amendment to the Supply Chain Information Report Template without the prior
Approval of the Authority.
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