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Part A: Order Form
Buyers must use this template order form as the basis for all Call-Off Contracts and must refrain from accepting a Supplier’s prepopulated version unless it has been carefully checked against template drafting.
	
Platform service ID number
	865334941651546

	Call-Off Contract reference
	C1000928

	Call-Off Contract title
	Interim Managed Service

	Call-Off Contract description
	ServiceNow Managed Service, Enhancements and ServiceNow Developments

	Start date
	01 July 2024

	Expiry date
	30 June 2025 

	Call-Off Contract value
	REDACTED


	Charging method
	
BACS Transfer

	Purchase order number
	





This Order Form is issued under the G-Cloud 13 Framework Agreement (RM1557.13).
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Services offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.

	


From the Buyer
	The Government Property Agency (GPA)
23 Stephenson Street, 
Birmingham 
B2 4BJ


	


To the Supplier
	Deloitte LLP
1 New Street Square
London
EC4A 3HQ

Company number: OC303675

	Together the ‘Parties’



              Principal contact details
	For the Buyer:
Title: REDACTED  
Name: REDACTED
Email: REDACTED

For the Supplier:
Title: REDACTED
Name: REDACTED
Email: REDACTED




Call-Off Contract term
	Start date
	This Call-Off Contract Starts on 01 July 2024 and is valid for 12 months.

	
Ending
(termination)
	The notice period for the Supplier needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for undisputed sums (as per clause 18.6).
The notice period for the Buyer is a maximum of 30 days from the date of written notice for Ending without cause (as per clause 18.1).

	Extension period
	This Call-Off Contract can be extended by the Buyer for one period of up to 6 months, by giving the Supplier 30 days written notice before its expiry. The extension period is subject to clauses 1.3 and 1.4 in Part B below.




Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.


	G-Cloud Lot
	This Call-Off Contract is for the provision of Services Under:
· Lot 3: Cloud support 

	G-Cloud Services required
	The Services to be provided by the Supplier under the above Lot are listed in Framework Schedule 4 and outlined below:
· Managed Services to support the ongoing maintenance of the Buyers platform,
· Professional services to enhance the Buyers existing portal, and
· Development work as per the specification 


	Additional Services
	Any additional development work will be on an individual SOW by SOW basis.
Acceptance testing methodology to be agreed on a SOW-by-SOW basis.

	
Location
	The Services will be delivered to:
The Government Property Agency (GPA)
23 Stephenson Street, 
Birmingham 
B2 4BJ

Note: Services to be delivered remotely

There may be a requirement to meet face to face on an occasional basis to be agreed between buyer and supplier in Birmingham.

	Quality Standards
	The Supplier warrants that it will carry out the Services with all reasonable care and skill with suitably trained and qualified resources and that the SaaS service contracted will comply fully with the Service.
Offer ID: 865334941651546 ServiceNow Design, Development, Implementation and Support and the supporting Service Definition Documents listed under the G-Cloud Service 13 ID 865334941651546.

	Technical Standards:
	The technical standards used as a requirement for this Call-Off Contract are those defined in the two specifications in Framework Schedule 4 and Call Off Schedule 1 

	Service level agreement:
	As per the Managed Service specification in Call Off Schedule 1

	Onboarding
	The onboarding plan for this Call-Off Contract will include a series of discovery meetings, knowledge transfer meetings and any other agreed form between the buyer and supplier.
Discovery work prior to Call Off Contract Signature is not chargeable.



	Offboarding
	The offboarding plan for this Call-Off Contract an exit plan which will be created between the Supplier and Buyer at least 30 days prior to contract end and will consist of documentation review, knowledge transfer and security review/off boarding.

	Collaboration agreement
	Not Applicable

	Limit on Parties’ liability
	Defaults by either party resulting in direct loss to the property (including technical infrastructure, assets or equipment but excluding any loss or damage to Buyer Data) of the other Party will not exceed £1 million.
The annual total liability of the Supplier for Buyer Data Defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data will not exceed £100,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability of the Supplier for all other Defaults will
not exceed the greater of £100,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).

	Insurance
	The Supplier insurance(s) required will be:
· a minimum insurance period of 6 years following the expiration or Ending of this Call-Off Contract.
· Professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of
   £5,000,000 or any higher minimum limit required by Law

	[bookmark: _Hlk169513051]Buyer’s responsibilities
	The Buyer is responsible for:
· Provide a single point of contact who will be responsible for ensuring that the required resources and subject matter experts (SMEs) carry out their responsibilities on agreed dates.
· Work with the Supplier to write the Acceptance Criteria for the requirements captured as Stories.
· Write the User Acceptance Test Scripts to be used during UAT according to the test plan agreed between both parties during the transition planning meeting at the beginning of the engagement.
· Manage and provide test representative(s) to run the UAT test scripts and activities according to the test plan agreed between both parties during the transition planning meeting at the beginning of the engagement.
· Establish training and communication collateral required as part of the transition to the new ServiceNow platform and processes.
· Provide any necessary training to the user and end user community according to the test plan agreed between both parties during the transition planning meeting at the beginning of the engagement including but not limited to user guides.
· The Buyer will establish and own the communication plan for the project.
· Data cleansing and data provision required prior to sprint reviews to ensure handover to UAT is per baseline requirements.
· Lead and own service readiness across the business in support of go live.
· 5 x CSM licenses to be provided for Deloitte to allow them to carry out the Managed Service.
· notifying the Supplier promptly if any data or information it has provided becomes inaccurate or if any of its requirements change or if it becomes aware of any conflict or ambiguity in respect of the agreement requirements or any circumstances or events which may impact the provision of the Services with the anticipated timescales;
· making decisions and obtaining approvals (including from third parties were applicable) in a timely manner;
· ensuring all personnel used to resource the project have the appropriate skillset and requisite availability;
· obtaining appropriate legal, technical or other specialist advice.
· Providing access to all GPA tools and platforms necessary to deliver the services


	Buyer’s equipment
	Not Applicable 
Supplier to use own equipment



Supplier’s information
	Subcontractors or partners
	REDACTED




Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.

	Payment method
	The payment method for this Call-Off Contract is BACS Transfer.

	Payment profile
	Managed Service charges to be invoiced in arrears at the end of each month.
Professional Services (Development work) on an individual SOW by SOW basis to be charged in arrears at the end of each month

	Invoice details
	The Supplier will issue electronic invoices at the end of each calendar month for Managed Services worked.

The supplier will issue an electronic invoice at the end of each calendar month for Professional Services worked (Development).

The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.



	Who and where to send invoices to
	All invoices must be sent to: 
Government Property Agency, 
23 Stephenson Street, 
Birmingham 
B2 4BJ 

Email - REDACTED

All invoices must quote a valid purchase order number (PO
Number TBC)

	Invoice information required
	Within 7 Working Days of receipt of your countersigned copy of this Call Off Order Form, the Buyer will send the Supplier a unique PO Number. The Supplier must be in receipt of a valid PO Number before submitting an invoice. 

To avoid delay in payment it is important that the invoice is compliant and that it includes a valid PO Number, PO Number item number (if applicable) Contract number and the details (name and telephone number) of the Buyer contact. Non-compliant invoices will be returned to the Supplier which may lead to a delay in payment.

	Invoice frequency
	Invoice will be sent to the Buyer monthly.

	Call-Off Contract value
	The total value of this Call-Off Contract is £498,155.00 

	Call-Off Contract charges
	The breakdown of the Charges is:

Managed Service for 12 months - £REDACTED

Development Services – Agreed daily rate card (SOW by SOW basis with agreed deliverables) £REDACTED 



Additional Buyer terms
	Performance of the Service
	This Call-Off Contract will include the creation of an exit plan with milestones:
As per the specification requirements, KPIs will not be applied for months 1-3 of the Contract however the buyer expects the supplier to be working towards these KPIs (demonstrable progress with evidence) and depend on all parties providing timely provision of accurate information and inherited stability of the platform.

	Guarantee
	Not applicable

	Warranties, representations
	Framework Agreement clause 2.3

	Supplemental requirements in addition to the Call-Off terms
	Within the scope of the Call-Off Contract, the Supplier will comply with: 
Supplier Assurance Security Schedule Requirements (Baseline) (O & OS) GPA Security 2023 v0.2





SOW Template to be used:



	Alternative clauses
	Not Applicable

	Buyer specific
amendments
to/refinements of the Call-Off Contract terms
	The Framework terms will take precedence, followed by the Call Off Order Terms.
Any links provided within the documentation either internal or external web site are valid and will form part of this Call Off Contract. The Buyer is able to provide PDF documents on request.

	Personal Data and Data Subjects
	Annex 1 of Schedule 7 is being used

	Intellectual Property
	Any IP that is created for the Managed Service or Development work remains the sole ownership of the Buyer and is not suitable for publication at open source.


	Social Value
	The supplier must comply with Offer ID: 865334941651546 ServiceNow Design, Development, Implementation and Support



	
                    1. 	Formation of contract
1.1       By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 	The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 	This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 	In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract (Part B) and Order Form (Part A) will supersede those of the Supplier Terms and Conditions as per the order of precedence set out in clause 8.3 of the Framework Agreement.
	2. 	Background to the agreement
2.1 	The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.13.
	Signed
	Supplier
	Buyer

	Name
	REDACTED
	Name: REDACTED


	Title
	REDACTED
	REDACTED

	Signature
	 REDACTED
	 REDACTED

	Date
	28/06/2024
	28/06/2024


	

	2.2 	The Buyer provided an Order Form for Services to the Supplier. 	

Customer Benefits
For each Call-Off Contract please complete a customer benefits record, by following this link:
                       G-Cloud 13 Customer Benefit Record	

[bookmark: _3znysh7]Part B: Terms and conditions
	1. 	Call-Off Contract Start date and length
	1.1 	The Supplier must start providing the Services on the date specified in the Order Form.
1.2 	This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 36 months from the Start date unless ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 	The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, provided that this is within the maximum permitted under the Framework Agreement of 1 period of up to 12 months.
1.4 	The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to set the Term at more than 24 months.
	2. 	Incorporation of terms
2.1 	The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:
· 2.3 (Warranties and representations)
· 4.1 to 4.6 (Liability)
· 4.10 to 4.11 (IR35)
· 10 (Force majeure)
· 5.3 (Continuing rights)
· 5.4 to 5.6 (Change of control)
· 5.7 (Fraud)
· 5.8 (Notice of fraud)
· 7 (Transparency and Audit)
· 8.3 (Order of precedence)
· 11 (Relationship)
· 14 (Entire agreement)
· 15 (Law and jurisdiction)
· 16 (Legislative change)
· 17 (Bribery and corruption)
· 18 (Freedom of Information Act)
· 19 (Promoting tax compliance)
· 20 (Official Secrets Act)
· 21 (Transfer and subcontracting)
· 23 (Complaints handling and resolution)
· 24 (Conflicts of interest and ethical walls)
· 25 (Publicity and branding)
· 26 (Equality and diversity)
· 28 (Data protection)
· 31 (Severability)
· 32 and 33 (Managing disputes and Mediation)
· 34 (Confidentiality)
· 35 (Waiver and cumulative remedies)
· 36 (Corporate Social Responsibility)
· paragraphs 1 to 10 of the Framework Agreement Schedule 3
	2.2 	The Framework Agreement provisions in clause 2.1 will be modified as follows:
2.2.1 a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
2.2.2 a reference to ‘CCS’ or to ‘CCS and/or the Buyer’ will be a reference to ‘the Buyer’
2.2.3 a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 The Parties acknowledge that they are required to complete the applicable Annexes contained in Schedule 7 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract. The applicable Annexes being reproduced at Schedule 7 of this Call-Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as incorporated Framework clause ‘XX’, where ‘XX’ is the Framework Agreement clause number.
2.5 When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.
	3. 	Supply of services
3.1 	The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 	The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
	4. 	Supplier staff
	4.1 	The Supplier Staff must:
	 	4.1.1 be appropriately experienced, qualified and trained to supply the Services
	 	4.1.2 apply all due skill, care and diligence in faithfully performing those duties
 	 4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
	 	4.1.4 respond to any enquiries about the Services as soon as reasonably possible
	 	4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer
4.2 	The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 	The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 	The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 	The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder if the Supplier is delivering the Services Inside IR35.
4.6 	The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 	If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment.
4.8 	If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
	5. 	Due diligence
	5.1 	Both Parties agree that when entering into a Call-Off Contract they:
5.1.1 have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract terms
5.1.3 have raised all due diligence questions before signing the Call-Off Contract
5.1.4 have entered into the Call-Off Contract relying on their own due diligence


	6. 	Business continuity and disaster recovery
6.1 	The Supplier will have a clear business continuity and disaster recovery plan in their Service Descriptions.
6.2 	The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 	If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
	7. 	Payment, VAT and Call-Off Contract charges
7.1 	The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 	The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 	The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 	If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer.
7.5 	The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.
7.6 	If the Supplier enters into a Subcontract, it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
	7.7 	All Charges payable by the Buyer to the Supplier will include VAT at the   appropriate Rate.
7.8 	The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item.
7.9 	The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.
7.10 	The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoices under the Late Payment of Commercial Debts (Interest) Act 1998.
7.11 	If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 	Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
	8. 	Recovery of sums due and right of set-off
8.1 	If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
	9. 	Insurance
9.1 	The Supplier will maintain the insurances required by the Buyer including those in this clause.
	9.2 	The Supplier will ensure that:
9.2.1 during this Call-Off Contract, Subcontractors hold third party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
9.2.2 the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit
9.2.3 all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.2.4 all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 	If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 	If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
	 	9.4.1 a broker's verification of insurance
	 	9.4.2 receipts for the insurance premium
	 	9.4.3 evidence of payment of the latest premiums due
9.5 	Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
9.5.1 take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
9.5.2 promptly notify the insurers in writing of any relevant material fact under any Insurances
9.5.3 hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance
9.6 	The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 	The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, ended or not renewed.
	9.8 	The Supplier will be liable for the payment of any:
	 	9.8.1 premiums, which it will pay promptly
	 	9.8.2 excess or deductibles and will not be entitled to recover this from the Buyer
	10. 	Confidentiality
10.1 	The Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under incorporated Framework Agreement clause
34. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
	11. 	Intellectual Property Rights
	11.1 	Save for the licences expressly granted pursuant to Clauses 11.3 and 11.4, neither Party shall acquire any right, title or interest in or to the Intellectual Property Rights (“IPR”s) (whether pre-existing or created during the Call-Off Contract Term) of the other Party or its licensors unless stated otherwise in the Order Form.
11.2     Neither Party shall have any right to use any of the other Party's names, logos or trade marks on any of its products or services without the other Party's prior written consent.
11.3 	The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Call-Off Contract Term to use the Buyer’s or its relevant licensor’s Buyer Data and related IPR solely to the extent necessary for providing the Services in accordance with this Contract, including the right to grant sub-licences to Subcontractors provided that:
11.3.1 any relevant Subcontractor has entered into a confidentiality undertaking with the Supplier on substantially the same terms as set out in Framework Agreement clause 34 (Confidentiality); and
11.3.2 the Supplier shall not and shall procure that any relevant Sub-Contractor shall not, without the Buyer’s written consent, use the licensed materials for any other purpose or for the benefit of any person other than the Buyer.
11.4    The Supplier grants to the Buyer the licence taken from its Supplier Terms which licence     shall, as a minimum, grant the Buyer a non-exclusive, non-transferable licence during the Call-Off Contract Term to use the Supplier’s or its relevant licensor’s IPR solely to the extent necessary to access and use the Services in accordance with this Call-Off Contract.

11.5 Subject to the limitation in Clause 24.3, the Buyer shall:
11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party claim:
(a) alleging that any use of the Services by or on behalf of the Buyer and/or Buyer Users is in breach of applicable Law;
(b) alleging that the Buyer Data violates, infringes or misappropriates any rights of a third party;
(c) arising from the Supplier’s use of the Buyer Data in accordance with this Call-Off Contract; and
11.5.2 In addition to defending in accordance with Clause 11.5.1, the Buyer will pay the amount of Losses awarded in final judgment against the Supplier or the amount of any settlement agreed by the Buyer, provided that the Buyer’s obligations under this Clause 11.5 shall not apply where and to the extent such Losses or third-party claim is caused by the Supplier’s breach of this Contract.
11.6 	The Supplier will, on written demand, fully indemnify the Buyer for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
11.6.1 rights granted to the Buyer under this Call-Off Contract
11.6.2 Supplier’s performance of the Services
11.6.3 use by the Buyer of the Services
11.7 	If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
11.7.1 modify the relevant part of the Services without reducing its functionality or performance
11.7.2 substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
11.7.3 buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
	11.8 	Clause 11.6 will not apply if the IPR Claim is from:
11.8.1 the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
11.8.2 other material provided by the Buyer necessary for the Services
11.9 	If the Supplier does not comply with this clause 11, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
	12. 	Protection of information
	12.1 	The Supplier must:
12.1.1 comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud   Services or as required by Law or any Regulatory Body
12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
12.2.1 providing the Buyer with full details of the complaint or request
12.2.2 complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
12.2.4 providing the Buyer with any information requested by the Data   Subject
12.3 	The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
	13. 	Buyer data
	13.1 	The Supplier must not remove any proprietary notices in the Buyer Data.
13.2 	The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.3 	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.4 	The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policies and all Buyer requirements in the Order Form.
13.5 	The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.6 	The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
       13.6.1 the principles in the Security Policy Framework:
https://www.gov.uk/government/publications/security-policy-framework and the Government Security - Classification policy: https:/www.gov.uk/government/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Protection of National Infrastructure on Risk Management: https://www.npsa.gov.uk/content/adopt-risk-management-approach and Protection of Sensitive Information and Assets: https://www.npsa.gov.uk/sensitive-information-assets
13.6.3 the National Cyber Security Centre’s (NCSC) information risk management guidance: https://www.ncsc.gov.uk/collection/risk-management-collection 
[bookmark: _tyjcwt]13.6.4 government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint: https://www.gov.uk/government/publications/technologycode-of-practice/technology -code-of-practice 
13.6.5 the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance:
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6.6 Buyer requirements in respect of AI ethical standards.
	13.7 	The Buyer will specify any security requirements for this project in the Order Form.
13.8 	If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.9 	The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
	14. 	Standards and quality
14.1 	The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 	The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is at: https://www.gov.uk/government/publications/technologycode-of-practice/technology -code-of-practice
 
14.3 	If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 	If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
	14.5 	The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN
Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise. 
	15. 	Open source
15.1 	All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 	If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
	16. 	Security
16.1	If requested to do so by the Buyer, before entering into this Call-Off       Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an   Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and   processes associated with the delivery of the Services.

16.2 	The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 	If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
	16.4 	Responsibility for costs will be at the:
16.4.1 Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
16.4.2 Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 	The Supplier will immediately notify the Buyer of any breach of security of Buyer’s Confidential Information. Where the breach occurred because of a Supplier Default, the Supplier will recover the Buyer’s Confidential Information however it may be recorded.
16.6 	Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance:
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security 
16.7 	If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start date.
	17. 	Guarantee
17.1 	If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start date:
17.1.1 an executed Guarantee in the form at Schedule 5
17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
	18. 	Ending the Call-Off Contract
	18.1 	The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will End on the date in the notice.
	18.2 	The Parties agree that the:
18.2.1 Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
18.2.2 Call-Off Contract Charges paid during the notice period are reasonable compensation and cover all the Supplier’s avoidable costs or Losses
18.3 	Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence.
18.4 	The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
18.4.2 any fraud
	18.5 	A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
18.5.2 an Insolvency Event of the other Party happens
18.5.3 the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 	If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 	A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
	                       19       Consequences of suspension, ending and expiry
19.1 	If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 	Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the ordered G-Cloud Services until the dates set out in the notice.
19.3 	The rights and obligations of the Parties will cease on the Expiry Date or End Date whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
	19.4 	Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration
19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or expiry
19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses
· 7 (Payment, VAT and Call-Off Contract charges)
· 8 (Recovery of sums due and right of set-off)
· 9 (Insurance)
· 10 (Confidentiality)
· 11 (Intellectual property rights)
· 12 (Protection of information)
· 13 (Buyer data)
· 19 (Consequences of suspension, ending and expiry)
· 24 (Liability); and incorporated Framework Agreement clauses: 4.1 to 4.6, (Liability),
24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)

19.4.4 any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires.
	19.5 	At the End of the Call-Off Contract Term, the Supplier must promptly:
19.5.1 return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
19.5.4 destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
19.5.5 work with the Buyer on any ongoing work
19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
	20. 	Notices
20.1 	Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
· Manner of delivery: email
· Deemed time of delivery: 9am on the first Working Day after sending
· Proof of service: Sent in an emailed letter in PDF format to the correct email address without any error message

20.2 	This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
	21. 	Exit plan
21.1 	The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 	When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 	If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 36 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 30-month anniversary of the Start date.
21.4 	The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 	Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 	The Supplier acknowledges that the Buyer’s right to take the Term beyond 36 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process. The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
21.6.1 the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the period on terms that are commercially reasonable and acceptable to the Buyer
21.6.2 there will be no adverse impact on service continuity
21.6.3 there is no vendor lock-in to the Supplier’s Service at exit
21.6.4 it enables the Buyer to meet its obligations under the Technology Code of Practice
21.7 	If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 	The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
21.8.3 the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
21.8.4 the testing and assurance strategy for exported Buyer Data
21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations
21.8.6 any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition
	22. 	Handover to replacement supplier
22.1 	At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
22.1.2 other information reasonably requested by the Buyer
22.2 	On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 	This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
	23. 	Force majeure
23.1 	If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than 30 consecutive days, the other Party may End this Call-Off Contract with immediate effect by written notice.
	24. 	Liability
24.1 	Subject to incorporated Framework Agreement clauses 4.1 to 4.6, each Party's Yearly total liability for Defaults under or in connection with this Call-Off Contract shall not exceed the greater of five hundred thousand pounds (£500,000) or one hundred and twenty-five per cent (125%) of the Charges paid and/or committed to be paid in that Year (or such greater sum (if any) as may be specified in the Order Form).
	24.2 	Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6, the
Supplier's liability:
24.2.1 pursuant to the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and
24.2.2 in respect of Losses arising from breach of the Data Protection Legislation shall be as set out in Framework Agreement clause 28.
	24.3 	Notwithstanding Clause 24.1 but subject to Framework Agreement clauses 4.1 to 4.6, the
Buyer’s liability pursuant to Clause 11.5.2 shall in no event exceed in aggregate five million pounds (£5,000,000).
	24.4 	When calculating the Supplier’s liability under Clause 24.1 any items specified in Clause
24.2 will not be taken into consideration.
	25. 	Premises
25.1 	If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 	The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
	25.3     The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
	25.4 	This clause does not create a tenancy or exclusive right of occupation.
	25.5 	While on the Buyer’s premises, the Supplier will:
25.5.1 comply with any security requirements at the premises and not do anything to weaken the security of the premises
25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any health and safety measures implemented by the Buyer
25.5.4 immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 	The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
	26. 	Equipment
26.1 	The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.
26.2 	Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 	When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
	27. 	The Contracts (Rights of Third Parties) Act 1999
27.1 	Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
	28. 	Environmental requirements
28.1 	The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 	The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
	29. 	The Employment Regulations (TUPE)
29.1 	The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.                             
	29.2	 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to
End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of:
	 	29.2.1 	the activities they perform
	 	29.2.2 	age
	 	29.2.3 	start date
	 	29.2.4 	place of work
	 	29.2.5 	notice period
	 	29.2.6 	redundancy payment entitlement
	 	29.2.7 	salary, benefits and pension entitlements
29.2.9 	employment status
	 	29.2.9 	identity of employer
	                              29.2.10	    working arrangements
29.2.11	       outstanding liabilities
	 	29.2.12 	sickness absence
29.2.13            copies of all relevant employment contracts and related              documents
29.2.14           all information required under regulation 11 of TUPE or as reasonably   requested by the Buyer
The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.3 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.4 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.5 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
29.5.1 its failure to comply with the provisions of this clause
29.5.2 any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.6 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.7 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
	30. 	Additional G-Cloud services
30.1 	The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party.
30.2 	If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
	31. 	Collaboration
31.1 	If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start date.
	31.2 	In addition to any obligations under the Collaboration Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer’s contractors
31.2.2 co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
	32. 	Variation process
32.1 	The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 	The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 	If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
	33. 	Data Protection Legislation (GDPR)
33.1 	Pursuant to clause 2.1 and for the avoidance of doubt, clause 28 of the Framework Agreement is incorporated into this Call-Off Contract. For reference, the appropriate UK GDPR templates which are required to be completed in accordance with clause 28 are
	reproduced in this Call-Off Contract document at Schedule 7. 	

[bookmark: _4d34og8]Schedule 1: Services

Managed Service Specification dated 26/06/2024 FV


Development Specification dated 27/06/2024 V7	



Deloitte Proposal dated 27/06/2024 FV
REDACTED

[bookmark: _2s8eyo1]Schedule 2: Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Platform pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

REDACTED






















[bookmark: _17dp8vu]Schedule 3: Collaboration agreement – NOT USED
This agreement is made on [enter date] between:
1) [Buyer name] of [Buyer address] (the Buyer)
2) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
3) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
4) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address] together (the Collaboration Suppliers and each of them a Collaboration Supplier).
Whereas the:
· Buyer and the Collaboration Suppliers have entered into the Call-Off Contracts (defined below) for the provision of various IT and telecommunications (ICT) services
· Collaboration Suppliers now wish to provide for the ongoing cooperation of the
Collaboration Suppliers in the provision of services under their respective Call-Off Contract to the Buyer
In consideration of the mutual covenants contained in the Call-Off Contracts and this Agreement and intending to be legally bound, the parties agree as follows:
	1. 	Definitions and interpretation
1.1 	As used in this Agreement, the capitalised expressions will have the following meanings unless the context requires otherwise:
1.1.1 “Agreement” means this collaboration agreement, containing the Clauses and Schedules
1.1.2 “Call-Off Contract” means each contract that is let by the Buyer to one of the Collaboration Suppliers
               1.1.3 “Contractor’s Confidential Information” has the meaning set out in the Call-Off Contracts
1.1.4 “Confidential Information” means the Buyer Confidential Information or any Collaboration Supplier's Confidential Information
	 	1.1.5 “Collaboration Activities” means the activities set out in this Agreement
	 1.1.6 “Buyer Confidential Information” has the meaning set out in the Call-Off   Contract
1.1.7  “Default” means any breach of the obligations of any Collaboration Supplier or any 	 Default, act, omission, negligence or statement of any Collaboration Supplier, its       employees, servants, agents or subcontractors in connection with or in relation to the subject matter of this Agreement and in respect of which such Collaboration Supplier is liable (by way of indemnity or otherwise) to the other parties 1.1.8 “Detailed Collaboration Plan” has the meaning given in clause 3.2
	 	1.1.9 “Dispute Resolution Process” means the process described in clause 9
1.1.10 “Effective Date” means [insert date]
1.1.11 “Force Majeure Event” has the meaning given in clause 11.1.1
1.1.12 “Mediator” has the meaning given to it in clause 9.3.1
1.1.13 “Outline Collaboration Plan” has the meaning given to it in clause 3.1
1.1.14 “Term” has the meaning given to it in clause 2.1
1.1.15 "Working Day" means any day other than a Saturday, Sunday or public holiday in England and Wales
	1.2 	General
	 	   1.2.1 As used in this Agreement the:
1.2.1.1 masculine includes the feminine and the neuter
1.2.1.2 singular includes the plural and the other way round
  1.2.1.3 A reference to any statute, enactment, order, regulation or other similar instrument will be viewed as a reference to the statute, enactment, order, regulation or instrument as amended by any subsequent statute, enactment, order, regulation or instrument or as contained in any subsequent reenactment.

1.2.2 Headings are included in this Agreement for ease of reference only and will not affect the interpretation or construction of this Agreement.
1.2.3 References to Clauses and Schedules are, unless otherwise provided, references to clauses of and schedules to this Agreement.
1.2.4 Except as otherwise expressly provided in this Agreement, all remedies available to any party under this Agreement are cumulative and may be exercised concurrently or separately and the exercise of any one remedy will not exclude the exercise of any other remedy.
1.2.5 The party receiving the benefit of an indemnity under this Agreement will use its reasonable endeavours to mitigate its loss covered by the indemnity.
	2. 	Term of the agreement
2.1 	This Agreement will come into force on the Effective Date and, unless earlier terminated in accordance with clause 10, will expire 6 months after the expiry or termination (however arising) of the exit period of the last Call-Off Contract (the “Term”).
2.2 	A Collaboration Supplier’s duty to perform the Collaboration Activities will continue until the end of the exit period of its last relevant Call-Off Contract.
	3. 	Provision of the collaboration plan
3.1 	The Collaboration Suppliers will, within 2 weeks (or any longer period as notified by the Buyer in writing) of the Effective Date, provide to the Buyer detailed proposals for the
Collaboration Activities they require from each other (the “Outline Collaboration Plan”).
3.2 	Within 10 Working Days (or any other period as agreed in writing by the Buyer and the Collaboration Suppliers) of [receipt of the proposals] or [the Effective Date], the Buyer will prepare a plan for the Collaboration Activities (the “Detailed Collaboration Plan”). The Detailed Collaboration Plan will include full details of the activities and interfaces that involve all of the Collaboration Suppliers to ensure the receipt of the services under each
Collaboration Supplier’s respective [contract] [Call-Off Contract], by the Buyer. The Detailed Collaboration Plan will be based on the Outline Collaboration Plan and will be submitted to the Collaboration Suppliers for approval.
3.3 	The Collaboration Suppliers will provide the help the Buyer needs to prepare the Detailed Collaboration Plan.
3.4 	The Collaboration Suppliers will, within 10 Working Days of receipt of the Detailed Collaboration Plan, either:
	 	3.4.1 approve the Detailed Collaboration Plan
	 	3.4.2 reject the Detailed Collaboration Plan, giving reasons for the rejection
3.5 	The Collaboration Suppliers may reject the Detailed Collaboration Plan under clause 3.4.2 only if it is not consistent with their Outline Collaboration Plan in that it imposes additional, more onerous, obligations on them.
3.6 	If the parties fail to agree the Detailed Collaboration Plan under clause 3.4, the dispute will be resolved using the Dispute Resolution Process.
	4. 	Collaboration activities
4.1 	The Collaboration Suppliers will perform the Collaboration Activities and all other obligations of this Agreement in accordance with the Detailed Collaboration Plan.
4.2 	The Collaboration Suppliers will provide all additional cooperation and assistance as is reasonably required by the Buyer to ensure the continuous delivery of the services under the Call-Off Contract.
4.3 	The Collaboration Suppliers will ensure that their respective subcontractors provide all cooperation and assistance as set out in the Detailed Collaboration Plan.
	5. 	Invoicing
5.1 	If any sums are due under this Agreement, the Collaboration Supplier responsible for paying the sum will pay within 30 Working Days of receipt of a valid invoice.
5.2 	Interest will be payable on any late payments under this Agreement under the Late Payment of Commercial Debts (Interest) Act 1998, as amended.
	6. 	Confidentiality
6.1 	Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any Confidential Information, the Collaboration Suppliers acknowledge that any Confidential Information obtained from or relating to the Crown, its servants or agents is the property of the Crown.
	6.2 	Each Collaboration Supplier warrants that:
6.2.1 any person employed or engaged by it (in connection with this Agreement in the course of such employment or engagement) will only use Confidential Information for the purposes of this Agreement

6.2.2 any person employed or engaged by it (in connection with this Agreement) will not disclose any Confidential Information to any third party without the prior written consent of the other party
6.2.3 it will take all necessary precautions to ensure that all Confidential Information is          treated as confidential and not disclosed (except as agreed) or used other than for the purposes of this Agreement by its employees, servants, agents or subcontractors
6.2.4 neither it nor any person engaged by it, whether as a servant or a consultant or otherwise, will use the Confidential Information for the solicitation of business from the other or from the other party's servants or consultants or otherwise
	6.3 	The provisions of clauses 6.1 and 6.2 will not apply to any information which is:
	 	6.3.1 or becomes public knowledge other than by breach of this clause 6
6.3.2 in the possession of the receiving party without restriction in relation to disclosure before the date of receipt from the disclosing party
6.3.3 received from a third party who lawfully acquired it and who is under no obligation restricting its disclosure
	 	6.3.4 independently developed without access to the Confidential Information
6.3.5 required to be disclosed by law or by any judicial, arbitral, regulatory or other authority of competent jurisdiction
6.4 	The Buyer’s right, obligations and liabilities in relation to using and disclosing any Collaboration Supplier’s Confidential Information provided under this Agreement and the Collaboration Supplier’s right, obligations and liabilities in relation to using and disclosing any of the Buyer’s Confidential Information provided under this Agreement, will be as set out in the [relevant contract] [Call-Off Contract].
	7. 	Warranties
	7.1 	Each Collaboration Supplier warrant and represent that:
7.1.1 it has full capacity and authority and all necessary consents (including but not limited to, if its processes require, the consent of its parent company) to enter into and to perform this Agreement and that this Agreement is executed by an authorised representative of the Collaboration Supplier
7.1.2 its obligations will be performed by appropriately experienced, qualified and trained personnel with all due skill, care and diligence including but not limited to good industry practice and (without limiting the generality of this clause 7) in accordance with its own established internal processes
7.2 	Except as expressly stated in this Agreement, all warranties and conditions, whether express or implied by statute, common law or otherwise (including but not limited to fitness for purpose) are excluded to the extent permitted by law.
	8. 	Limitation of liability
8.1 	None of the parties exclude or limit their liability for death or personal injury resulting from negligence, or for any breach of any obligations implied by Section 2 of the Supply of Goods and Services Act 1982.
8.2 	Nothing in this Agreement will exclude or limit the liability of any party for fraud or fraudulent misrepresentation.
8.3 	Subject always to clauses 8.1 and 8.2, the liability of the Buyer to any Collaboration Suppliers for all claims (by way of indemnity or otherwise) arising whether in contract, tort (including negligence), misrepresentation (other than if made fraudulently), breach of statutory duty or otherwise under this Agreement (excluding Clause 6.4, which will be subject to the limitations of liability set out in the relevant Contract) will be limited to [(£,000)].
8.4 	Subject always to clauses 8.1 and 8.2, the liability of each Collaboration Supplier for all claims (by way of indemnity or otherwise) arising whether in contract, tort (including negligence), misrepresentation (other than if made fraudulently), breach of statutory duty or otherwise under this Agreement will be limited to [Buyer to specify].
	8.5 	Subject always to clauses 8.1, 8.2 and 8.6 and except in respect of liability under clause 6
(excluding clause 6.4, which will be subject to the limitations of liability set out in the
[relevant contract] [Call-Off Contract]), in no event will any party be liable to any other for:
	 	8.5.1 indirect loss or damage
	 	8.5.2 special loss or damage
	 	8.5.3 consequential loss or damage
	 	8.5.4 loss of profits (whether direct or indirect)
	 	8.5.5 loss of turnover (whether direct or indirect)
	 	8.5.6 loss of business opportunities (whether direct or indirect)
	 	8.5.7 damage to goodwill (whether direct or indirect)
8.6 	Subject always to clauses 8.1 and 8.2, the provisions of clause 8.5 will not be taken as limiting the right of the Buyer to among other things, recover as a direct loss any:
8.6.1 additional operational or administrative costs and expenses arising from a Collaboration Supplier’s Default
8.6.2 wasted expenditure or charges rendered unnecessary or incurred by the Buyer arising from a Collaboration Supplier's Default
	9. 	Dispute resolution process
9.1 	All disputes between any of the parties arising out of or relating to this Agreement will be referred, by any party involved in the dispute, to the representatives of the parties specified in the Detailed Collaboration Plan.
9.2 	If the dispute cannot be resolved by the parties' representatives nominated under clause 9.1 within a maximum of 5 Working Days (or any other time agreed in writing by the parties) after it has been referred to them under clause 9.1, then except if a party seeks urgent injunctive relief, the parties will refer it to mediation under the process set out in clause 9.3 unless the Buyer considers (acting reasonably and considering any objections to mediation raised by the other parties) that the dispute is not suitable for resolution by mediation.
	9.3 	The process for mediation and consequential provisions for mediation are:
9.3.1 a neutral adviser or mediator will be chosen by agreement between the parties or, if they are unable to agree upon a Mediator within 10 Working Days after a request by one party to the other parties to appoint a Mediator or if the Mediator agreed upon is unable or unwilling to act, any party will within 10 Working Days from the date of the proposal to appoint a Mediator or within 10 Working Days of notice to the parties that he is unable or unwilling to act, apply to the President of the Law Society to appoint a Mediator
9.3.2 the parties will within 10 Working Days of the appointment of the Mediator meet to agree a programme for the exchange of all relevant information and the structure of the negotiations
9.3.3 unless otherwise agreed by the parties in writing, all negotiations connected with the dispute and any settlement agreement relating to it will be conducted in confidence and without prejudice to the rights of the parties in any future proceedings
9.3.4 if the parties reach agreement on the resolution of the dispute, the agreement will be put in writing and will be binding on the parties once it is signed by their authorised representatives
9.3.5 failing agreement, any of the parties may invite the Mediator to provide a nonbinding but informative opinion in writing. The opinion will be provided on a without prejudice basis and will not be used in evidence in any proceedings relating to this Agreement without the prior written consent of all the parties
9.3.6 if the parties fail to reach agreement in the structured negotiations within 20 Working Days of the Mediator being appointed, or any longer period the parties agree on, then any dispute or difference between them may be referred to the courts
9.4 	The parties must continue to perform their respective obligations under this Agreement and under their respective Contracts pending the resolution of a dispute.
10. Termination and consequences of termination
10.1 Termination
10.1.1 The Buyer has the right to terminate this Agreement at any time by notice in writing to the Collaboration Suppliers whenever the Buyer has the right to terminate a Collaboration Supplier’s [respective contract] [Call-Off Contract].
10.1.2 Failure by any of the Collaboration Suppliers to comply with their obligations under this Agreement will constitute a Default under their [relevant contract] [Call-Off Contract]. In this case, the Buyer also has the right to terminate by notice in writing the participation of any Collaboration Supplier to this Agreement and sever its name from the list of Collaboration Suppliers, so that this Agreement will continue to operate between the Buyer and the remaining Collaboration Suppliers.
10.2 Consequences of termination
10.2.1 Subject to any other right or remedy of the parties, the Collaboration Suppliers and the Buyer will continue to comply with their respective obligations under the [contracts] [Call-Off Contracts] following the termination (however arising) of this Agreement.
10.2.2 Except as expressly provided in this Agreement, termination of this Agreement will be without prejudice to any accrued rights and obligations under this Agreement.
11. General provisions
11.1 Force majeure
11.1.1 For the purposes of this Agreement, the expression “Force Majeure Event” will mean any cause affecting the performance by a party of its obligations under this Agreement arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control, including acts of God, riots, war or armed conflict, acts of terrorism, acts of government, local government or Regulatory Bodies, fire, flood, storm or earthquake, or disaster but excluding any industrial dispute relating to any party, the party's personnel or any other failure of a Subcontractor.
11.1.2 Subject to the remaining provisions of this clause 11.1, any party to this Agreement may claim relief from liability for non-performance of its obligations to the extent this is due to a Force Majeure Event.
11.1.3 A party cannot claim relief if the Force Majeure Event or its level of exposure to the event is attributable to its wilful act, neglect or failure to take reasonable precautions against the relevant Force Majeure Event.
11.1.4 The affected party will immediately give the other parties written notice of the Force Majeure Event. The notification will include details of the Force Majeure Event together with evidence of its effect on the obligations of the affected party, and any action the affected party proposes to take to mitigate its effect.

11.1.5 The affected party will notify the other parties in writing as soon as practicable after the Force Majeure Event ceases or no longer causes the affected party to be unable to comply with its obligations under this Agreement. Following the notification, this Agreement will continue to be performed on the terms existing immediately before the Force Majeure Event unless agreed otherwise in writing by the parties.
11.2 Assignment and subcontracting
11.2.1 Subject to clause 11.2.2, the Collaboration Suppliers will not assign, transfer, novate, sub-license or declare a trust in respect of its rights under all or a part of this Agreement or the benefit or advantage without the prior written consent of the Buyer.
11.2.2 Any subcontractors identified in the Detailed Collaboration Plan can perform those elements identified in the Detailed Collaboration Plan to be performed by the Subcontractors.
	11.3 	Notices
11.3.1 Any notices given under or in relation to this Agreement will be deemed to have been properly delivered if sent by recorded or registered post or by fax and will be deemed for the purposes of this Agreement to have been given or made at the time the letter would, in the ordinary course of post, be delivered or at the time shown on the sender's fax transmission report.
11.3.2 For the purposes of clause 11.3.1, the address of each of the parties are those in the Detailed Collaboration Plan.
	11.4 	Entire agreement
11.4.1 This Agreement, together with the documents and agreements referred to in it, constitutes the entire agreement and understanding between the parties in respect of the matters dealt with in it and supersedes any previous agreement between the Parties about this.
11.4.2 Each of the parties agrees that in entering into this Agreement and the documents and agreements referred to in it does not rely on, and will have no remedy in respect of, any statement, representation, warranty or undertaking (whether negligently or innocently made) other than as expressly set out in this Agreement. The only remedy available to each party in respect of any statements, representation, warranty or understanding will be for breach of contract under the terms of this Agreement.
11.4.3 Nothing in this clause 11.4 will exclude any liability for fraud.
11.5 Rights of third parties
Nothing in this Agreement will grant any right or benefit to any person other than the parties or their respective successors in title or assignees, or entitle a third party to enforce any provision and the parties do not intend that any term of this Agreement should be enforceable by a third party by virtue of the Contracts (Rights of Third Parties) Act 1999.
11.6 Severability
If any provision of this Agreement is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, that provision will be severed without effect to the remaining provisions. If a provision of this Agreement that is fundamental to the accomplishment of the purpose of this Agreement is held to any extent to be invalid, the parties will immediately commence good faith negotiations to remedy that invalidity.
11.7 Variations
No purported amendment or variation of this Agreement or any provision of this Agreement will be effective unless it is made in writing by the parties.
11.8 No waiver
The failure to exercise, or delay in exercising, a right, power or remedy provided by this Agreement or by law will not constitute a waiver of that right, power or remedy. If a party waives a breach of any provision of this Agreement this will not operate as a waiver of a subsequent breach of that provision, or as a waiver of a breach of any other provision.
11.9 Governing law and jurisdiction
This Agreement will be governed by and construed in accordance with English law and without prejudice to the Dispute Resolution Process, each party agrees to submit to the exclusive jurisdiction of the courts of England and Wales.
Executed and delivered as an agreement by the parties or their duly authorised attorneys the day and year first above written.
For and on behalf of the Buyer
Signed by:
Full name (capitals): 
Position: 
Date:
For and on behalf of the [Company name]
Signed by:
                  Full name (capitals): 
                  Position: 
                  Date:
For and on behalf of the [Company name]
Signed by:
Full name (capitals):
Position: 
Date:

Collaboration Agreement Schedule 1: List of contracts
	Collaboration supplier
	Name/reference of contract
	Effective date of contract

	 
	 
	 


 	

Collaboration Agreement Schedule 2 [NOT USED]

Schedule 4: Alternative clauses – NOT USED
	1. 	Introduction
1.1 This Schedule specifies the alternative clauses that may be requested in the Order Form and, if requested in the Order Form, will apply to this Call-Off Contract.
	2. 	Clauses selected
2.1 The Customer may, in the Order Form, request the following alternative Clauses: 2.1.1 Scots Law and Jurisdiction
2.1.2 References to England and Wales in incorporated Framework Agreement clause 15.1 (Law and Jurisdiction) of this Call-Off Contract will be replaced with Scotland and the wording of the Framework Agreement and Call-Off Contract will be interpreted as closely as possible to the original English and Welsh Law intention despite Scots Law applying.

2.1.3 Reference to England and Wales in Working Days definition within the Glossary and interpretations section will be replaced with Scotland.
2.1.4 References to the Contracts (Rights of Third Parties) Act 1999 will be removed in clause 27.1. Reference to the Freedom of Information Act 2000 within the defined terms for ‘FoIA/Freedom of Information Act’ to be replaced with Freedom of Information (Scotland) Act 2002.
2.1.5 Reference to the Supply of Goods and Services Act 1982 will be removed in incorporated Framework Agreement clause 4.1.
2.1.6 References to “tort” will be replaced with “delict” throughout
	2.2 	The Customer may, in the Order Form, request the following Alternative Clauses:
2.2.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)
	2.3 	Discrimination
2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment and anti-discrimination legislation, including, in particular the:
· Employment (Northern Ireland) Order 2002
· Fair Employment and Treatment (Northern Ireland) Order 1998
· Sex Discrimination (Northern Ireland) Order 1976 and 1988
· Employment Equality (Sexual Orientation) Regulations (Northern Ireland) 2003
· Equal Pay Act (Northern Ireland) 1970
· Disability Discrimination Act 1995
· Race Relations (Northern Ireland) Order 1997
· Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern Ireland) Order 1996
· Employment Equality (Age) Regulations (Northern Ireland) 2006
· Part-time Workers (Prevention of less Favourable Treatment) Regulation 2000
· Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002
· The Disability Discrimination (Northern Ireland) Order 2006
· The Employment Relations (Northern Ireland) Order 2004
· Equality Act (Sexual Orientation) Regulations (Northern Ireland) 2006
· Employment Relations (Northern Ireland) Order 2004 ● Work and Families (Northern Ireland) Order 2006

             and will use his best endeavours to ensure that in his employment policies and practices and in the delivery of the services required of the Supplier under this Call-Off Contract he promotes equality of treatment and opportunity between:
a. persons of different religious beliefs or political opinions
b. men and women or married and unmarried persons
c. persons with and without dependants (including women who are pregnant or on maternity leave and men on paternity leave)
d. persons of different racial groups (within the meaning of the Race Relations (Northern Ireland) Order 1997)
e. persons with and without a disability (within the meaning of the Disability Discrimination Act 1995)
f. persons of different ages
g. persons of differing sexual orientation
2.3.2 The Supplier will take all reasonable steps to secure the observance of clause 2.3.1 of this Schedule by all Supplier Staff.
	2.4 	Equality policies and practices
2.4.1 The Supplier will introduce and will procure that any Subcontractor will also introduce and implement an equal opportunities policy in accordance with guidance from and to the satisfaction of the Equality Commission. The Supplier will review these policies on a regular basis (and will procure that its Subcontractors do likewise) and the Customer will be entitled to receive upon request a copy of the policy.
2.4.2 The Supplier will take all reasonable steps to ensure that all of the Supplier Staff comply with its equal opportunities policies (referred to in clause 2.3 above). These steps will include:
a. the issue of written instructions to staff and other relevant persons
b. the appointment or designation of a senior manager with responsibility for equal opportunities
c. training of all staff and other relevant persons in equal opportunities and harassment matters
d. the inclusion of the topic of equality as an agenda item at team, management and staff meetings
The Supplier will procure that its Subcontractors do likewise with their equal opportunities policies.
	 	2.4.3 The Supplier will inform the Customer as soon as possible in the event of:
A. the Equality Commission notifying the Supplier of an alleged breach by it or any Subcontractor (or any of their shareholders or directors) of the Fair Employment and Treatment (Northern Ireland) Order 1998 or
B. any finding of unlawful discrimination (or any offence under the Legislation mentioned in clause 2.3 above) being made against the Supplier or its
Subcontractors during the Call-Off Contract Period by any Industrial or Fair Employment Tribunal or court,
The Supplier will take any necessary steps (including the dismissal or replacement of any relevant staff or Subcontractor(s)) as the Customer directs and will seek the advice of the Equality Commission in order to prevent any offence or repetition of the unlawful discrimination as the case may be.
2.4.4 The Supplier will monitor (in accordance with guidance issued by the Equality Commission) the composition of its workforce and applicants for employment and will provide an annual report on the composition of the workforce and applicants to the Customer. If the monitoring reveals under-representation or lack of fair participation of particular groups, the Supplier will review the operation of its relevant policies and take positive action if appropriate. The Supplier will impose on its Subcontractors obligations similar to those undertaken by it in this clause 2.4 and will procure that those Subcontractors comply with their obligations.
2.4.5 The Supplier will provide any information the Customer requests (including Information requested to be provided by any Subcontractors) for the purpose of assessing the Supplier’s compliance with its obligations under clauses 2.4.1 to 2.4.5 of this Schedule.
	2.5 	Equality
2.5.1 The Supplier will, and will procure that each Subcontractor will, in performing its/their obligations under this Call-Off Contract (and other relevant agreements), comply with the provisions of Section 75 of the Northern Ireland Act 1998, as if they were a public authority within the meaning of that section.
2.5.2 The Supplier acknowledges that the Customer must, in carrying out its functions, have due regard to the need to promote equality of opportunity as contemplated by the Northern Ireland Act 1998 and the Supplier will use all reasonable endeavours to assist (and to ensure that relevant Subcontractor helps) the Customer in relation to same.
	2.6 	Health and safety
2.6.1 The Supplier will promptly notify the Customer of any health and safety hazards which may arise in connection with the performance of its obligations under the Call-Off Contract. The Customer will promptly notify the Supplier of any health and safety hazards which may exist or arise at the Customer premises and which may affect the Supplier in the performance of its obligations under the Call-Off Contract.
2.6.2 While on the Customer premises, the Supplier will comply with any health and safety measures implemented by the Customer in respect of Supplier Staff and other persons working there.
2.6.3 The Supplier will notify the Customer immediately in the event of any incident occurring in the performance of its obligations under the Call-Off Contract on the Customer premises if that incident causes any personal injury or damage to property which could give rise to personal injury.
2.6.4 The Supplier will comply with the requirements of the Health and Safety at Work (Northern Ireland) Order 1978 and any other acts, orders, regulations and codes of practice relating to health and safety, which may apply to Supplier Staff and other persons working on the Customer premises in the performance of its obligations under the Call-Off Contract.
2.6.5 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work (Northern Ireland) Order 1978) is made available to the Customer on request.
	2.7 	Criminal damage
2.7.1 The Supplier will maintain standards of vigilance and will take all precautions as advised by the Criminal Damage (Compensation) (Northern Ireland) Order 1977 or as may be recommended by the police or the Northern Ireland Office (or, if replaced, their successors) and will compensate the Customer for any loss arising
directly from a breach of this obligation (including any diminution of monies received by the Customer under any insurance policy).

2.7.2 If during the Call-Off Contract Period any assets (or any part thereof) is or are damaged or destroyed by any circumstance giving rise to a claim for compensation under the provisions of the Compensation Order the following provisions of this clause 2.7 will apply.
2.7.3 The Supplier will make (or will procure that the appropriate organisation make) all appropriate claims under the Compensation Order as soon as possible after the CDO Event and will pursue any claim diligently and at its cost. If appropriate, the
Customer will also make and pursue a claim diligently under the Compensation Order. Any appeal against a refusal to meet any claim or against the amount of the award will be at the Customer’s cost and the Supplier will (at no additional cost to the Customer) provide any help the Customer reasonably requires with the appeal.
2.7.4 The Supplier will apply any compensation paid under the Compensation Order in respect of damage to the relevant assets towards the repair, reinstatement or replacement of the assets affected. 	

Schedule 5: Guarantee - NOT USED 
[A Guarantee should only be requested if the Supplier’s financial standing is not enough on its own to guarantee delivery of the Services. This is a draft form of guarantee which can be used to procure a Call Off Guarantee, and so it will need to be amended to reflect the Beneficiary’s requirements]
This deed of guarantee is made on [insert date, month, year] between:
(1) [Insert the name of the Guarantor] a company incorporated in England and Wales with number [insert company number] whose registered office is at [insert details of the guarantor's registered office] [or a company incorporated under the Laws of
[insert country], registered in [insert country] with number [insert number] at [insert place of registration], whose principal office is at [insert office details]]('Guarantor'); in favour of
and
(2) The Buyer whose offices are [insert Buyer’s official address] (‘Beneficiary’) Whereas:
(A) The guarantor has agreed, in consideration of the Buyer entering into the Call-Off Contract with the Supplier, to guarantee all of the Supplier's obligations under the Call-Off Contract.
(B) It is the intention of the Parties that this document be executed and take effect as a deed.
[Where a deed of guarantee is required, include the wording below and populate the box below with the guarantor company's details. If a deed of guarantee isn’t needed then the section below and other references to the guarantee should be deleted.
Suggested headings are as follows:
· Demands and notices
· Representations and Warranties
· Obligation to enter into a new Contract
· Assignment
· Third Party Rights
· Governing Law
· This Call-Off Contract is conditional upon the provision of a Guarantee to the Buyer from the guarantor in respect of the Supplier.]
	Guarantor company
	[Enter Company name] ‘Guarantor’

	Guarantor company address
	[Enter Company address]

	Account manager
	[Enter Account Manager name]

	
	Address: [Enter Account Manager address]

	
	Phone: [Enter Account Manager phone number]

	
	Email: [Enter Account Manager email]

	
	Fax: [Enter Account Manager fax if applicable]


In consideration of the Buyer entering into the Call-Off Contract, the Guarantor agrees with the Buyer as follows:
Definitions and interpretation
In this Deed of Guarantee, unless defined elsewhere in this Deed of Guarantee or the context requires otherwise, defined terms will have the same meaning as they have for the purposes of the Call-Off Contract.
	
	Meaning

	Term
	

	Call-Off Contract
	Means [the Guaranteed Agreement] made between the Buyer and the Supplier on [insert date].

	Guaranteed Obligations
	Means all obligations and liabilities of the Supplier to the Buyer under the Call-Off Contract together with all obligations owed by the Supplier to the Buyer that are supplemental to, incurred under, ancillary to or calculated by reference to the Call-Off Contract.

	Guarantee
	Means the deed of guarantee described in the Order Form (Parent Company Guarantee).


References to this Deed of Guarantee and any provisions of this Deed of Guarantee or to any other document or agreement (including to the Call-Off Contract) apply now, and as amended, varied, restated, supplemented, substituted or novated in the future.
Unless the context otherwise requires, words importing the singular are to include the plural and vice versa.
References to a person are to be construed to include that person's assignees or transferees or successors in title, whether direct or indirect.
The words ‘other’ and ‘otherwise’ are not to be construed as confining the meaning of any following words to the class of thing previously stated if a wider construction is possible.
Unless the context otherwise requires:
· reference to a gender includes the other gender and the neuter
· references to an Act of Parliament, statutory provision or statutory instrument also apply if amended, extended or re-enacted from time to time
· any phrase introduced by the words ‘including’, ‘includes’, ‘in particular’, ‘for example’ or similar, will be construed as illustrative and without limitation to the generality of the related general words
References to Clauses and Schedules are, unless otherwise provided, references to Clauses of and Schedules to this Deed of Guarantee.
References to liability are to include any liability whether actual, contingent, present or future.
Guarantee and indemnity
The Guarantor irrevocably and unconditionally guarantees that the Supplier duly performs all of the guaranteed obligations due by the Supplier to the Buyer.
If at any time the Supplier will fail to perform any of the guaranteed obligations, the Guarantor irrevocably and unconditionally undertakes to the Buyer it will, at the cost of the Guarantor:
· fully perform or buy performance of the guaranteed obligations to the Buyer
· as a separate and independent obligation and liability, compensate and keep the Buyer compensated against all losses and expenses which may result from a failure by the Supplier to perform the guaranteed obligations under the Call-Off Contract
As a separate and independent obligation and liability, the Guarantor irrevocably and unconditionally undertakes to compensate and keep the Buyer compensated on demand against all losses and expenses of whatever nature, whether arising under statute, contract or at common Law, if any obligation guaranteed by the guarantor is or becomes unenforceable, invalid or illegal as if the obligation guaranteed had not become unenforceable, invalid or illegal provided that the guarantor's liability will be no greater than the Supplier's liability would have been if the obligation guaranteed had not become unenforceable, invalid or illegal.
Obligation to enter into a new contract
If the Call-Off Contract is terminated or if it is disclaimed by a liquidator of the Supplier or the obligations of the Supplier are declared to be void or voidable, the Guarantor will, at the request of the Buyer, enter into a Contract with the Buyer in the same terms as the Call-Off Contract and the obligations of the Guarantor under such substitute agreement will be the same as if the Guarantor had been original obligor under the Call-Off Contract or under an agreement entered into on the same terms and at the same time as the Call-Off Contract with the Buyer.
Demands and notices
Any demand or notice served by the Buyer on the Guarantor under this Deed of Guarantee will be in writing, addressed to:
[Enter Address of the Guarantor in England and Wales]
[Enter Email address of the Guarantor representative] For the Attention of [insert details]
or such other address in England and Wales as the Guarantor has notified the Buyer in writing as being an address for the receipt of such demands or notices.
Any notice or demand served on the Guarantor or the Buyer under this Deed of Guarantee will be deemed to have been served if:
· delivered by hand, at the time of delivery
· posted, at 10am on the second Working Day after it was put into the post
· sent by email, at the time of despatch, if despatched before 5pm on any Working Day, and in any other case at 10am on the next Working Day
In proving Service of a notice or demand on the Guarantor or the Buyer, it will be sufficient to prove that delivery was made, or that the envelope containing the notice or demand was properly addressed and posted as a prepaid first class recorded delivery letter, or that the fax message was properly addressed and despatched.
Any notice purported to be served on the Buyer under this Deed of Guarantee will only be valid when received in writing by the Buyer.
Beneficiary’s protections
The Guarantor will not be discharged or released from this Deed of Guarantee by:
· any arrangement made between the Supplier and the Buyer (whether or not such arrangement is made with the assent of the Guarantor)
· any amendment to or termination of the Call-Off Contract
· any forbearance or indulgence as to payment, time, performance or otherwise granted by the Buyer (whether or not such amendment, termination, forbearance or indulgence is made with the assent of the Guarantor)
· the Buyer doing (or omitting to do) anything which, but for this provision, might exonerate the Guarantor
This Deed of Guarantee will be a continuing security for the Guaranteed Obligations and accordingly:
· it will not be discharged, reduced or otherwise affected by any partial performance (except to the extent of such partial performance) by the Supplier of the Guaranteed Obligations or by any omission or delay on the part of the Buyer in exercising its rights under this Deed of Guarantee
· it will not be affected by any dissolution, amalgamation, reconstruction, reorganisation, change in status, function, control or ownership, insolvency, liquidation, administration, appointment of a receiver, voluntary arrangement, any legal limitation or other incapacity, of the Supplier, the Buyer, the Guarantor or any other person
· if, for any reason, any of the Guaranteed Obligations is void or unenforceable against the Supplier, the Guarantor will be liable for that purported obligation or liability as if the same
were fully valid and enforceable and the Guarantor were principal debtor
· the rights of the Buyer against the Guarantor under this Deed of Guarantee are in addition to, will not be affected by and will not prejudice, any other security, guarantee, indemnity or other rights or remedies available to the Buyer
The Buyer will be entitled to exercise its rights and to make demands on the Guarantor under this Deed of Guarantee as often as it wishes. The making of a demand (whether effective, partial or defective) relating to the breach or non-performance by the Supplier of any Guaranteed Obligation will not preclude the Buyer from making a further demand relating to the same or some other Default regarding the same Guaranteed Obligation.
The Buyer will not be obliged before taking steps to enforce this Deed of Guarantee against the Guarantor to:
· obtain judgment against the Supplier or the Guarantor or any third party in any court
· make or file any claim in a bankruptcy or liquidation of the Supplier or any third party
· take any action against the Supplier or the Guarantor or any third party
· resort to any other security or guarantee or other means of payment
No action (or inaction) by the Buyer relating to any such security, guarantee or other means of payment will prejudice or affect the liability of the Guarantor.
The Buyer's rights under this Deed of Guarantee are cumulative and not exclusive of any rights provided by Law. The Buyer’s rights may be exercised as often as the Buyer deems expedient. Any waiver by the Buyer of any terms of this Deed of Guarantee, or of any Guaranteed Obligations, will only be effective if given in writing and then only for the purpose and upon the terms and conditions on which it is given.
Any release, discharge or settlement between the Guarantor and the Buyer will be conditional upon no security, disposition or payment to the Buyer by the Guarantor or any other person being void, set aside or ordered to be refunded following any enactment or Law relating to liquidation, administration or insolvency or for any other reason. If such condition will not be fulfilled, the Buyer will be entitled to enforce this Deed of Guarantee subsequently as if such release, discharge or settlement had not occurred and any such payment had not been made. The Buyer will be entitled to retain this security before and after the payment, discharge or satisfaction of all monies, obligations and liabilities that are or may become due owing or incurred to the Buyer from the Guarantor for such period as the Buyer may determine.
Representations and warranties
The Guarantor hereby represents and warrants to the Buyer that:
· the Guarantor is duly incorporated and is a validly existing company under the Laws of its place of incorporation
· has the capacity to sue or be sued in its own name
· the Guarantor has power to carry on its business as now being conducted and to own its Property and other assets
· the Guarantor has full power and authority to execute, deliver and perform its obligations under this Deed of Guarantee and no limitation on the powers of the Guarantor will be exceeded as a result of the Guarantor entering into this Deed of Guarantee
· the execution and delivery by the Guarantor of this Deed of Guarantee and the performance by the Guarantor of its obligations under this Deed of Guarantee including entry into and performance of a Call-Off Contract following Clause 3) have been duly authorised by all necessary corporate action and do not contravene or conflict with:
○ the Guarantor's memorandum and articles of association or other equivalent constitutional documents, any existing Law, statute, rule or Regulation or any judgment, decree or permit to which the Guarantor is subject
○ the terms of any agreement or other document to which the Guarantor is a party or which is binding upon it or any of its assets
○ all governmental and other authorisations, approvals, licences and consents, required or desirable
This Deed of Guarantee is the legal valid and binding obligation of the Guarantor and is enforceable against the Guarantor in accordance with its terms.
Payments and set-off
All sums payable by the Guarantor under this Deed of Guarantee will be paid without any set-off, lien or counterclaim, deduction or withholding, except for those required by Law. If any deduction or withholding must be made by Law, the Guarantor will pay that additional amount to ensure that the Buyer receives a net amount equal to the full amount which it would have received if the payment had been made without the deduction or withholding.
The Guarantor will pay interest on any amount due under this Deed of Guarantee at the applicable rate under the Late Payment of Commercial Debts (Interest) Act 1998, accruing on a daily basis from the due date up to the date of actual payment, whether before or after judgment.
The Guarantor will reimburse the Buyer for all legal and other costs (including VAT) incurred by the Buyer in connection with the enforcement of this Deed of Guarantee.
Guarantor’s acknowledgement
The Guarantor warrants, acknowledges and confirms to the Buyer that it has not entered into this
Deed of Guarantee in reliance upon the Buyer nor been induced to enter into this Deed of
Guarantee by any representation, warranty or undertaking made by, or on behalf of the Buyer, (whether express or implied and whether following statute or otherwise) which is not in this Deed of Guarantee.
Assignment
The Buyer will be entitled to assign or transfer the benefit of this Deed of Guarantee at any time to any person without the consent of the Guarantor being required and any such assignment or transfer will not release the Guarantor from its liability under this Guarantee.
The Guarantor may not assign or transfer any of its rights or obligations under this Deed of Guarantee.
Severance
If any provision of this Deed of Guarantee is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision will be severed and the remainder of the provisions will continue in full force and effect as if this Deed of Guarantee had been executed with the invalid, illegal or unenforceable provision eliminated.
Third-party rights
A person who is not a Party to this Deed of Guarantee will have no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Deed of Guarantee. This Clause does not affect any right or remedy of any person which exists or is available otherwise than following that Act.
Governing law
This Deed of Guarantee, and any non-Contractual obligations arising out of or in connection with it, will be governed by and construed in accordance with English Law.
The Guarantor irrevocably agrees for the benefit of the Buyer that the courts of England will have jurisdiction to hear and determine any suit, action or proceedings and to settle any dispute which may arise out of or in connection with this Deed of Guarantee and for such purposes hereby irrevocably submits to the jurisdiction of such courts.
Nothing contained in this Clause will limit the rights of the Buyer to take proceedings against the Guarantor in any other court of competent jurisdiction, nor will the taking of any such proceedings in one or more jurisdictions preclude the taking of proceedings in any other jurisdiction, whether concurrently or not (unless precluded by applicable Law).
The Guarantor irrevocably waives any objection which it may have now or in the future to the courts of England being nominated for this Clause on the ground of venue or otherwise and agrees not to claim that any such court is not a convenient or appropriate forum.
[The Guarantor hereby irrevocably designates, appoints and empowers [enter the Supplier name] [or a suitable alternative to be agreed if the Supplier's registered office is not in England or Wales] either at its registered office or on fax number [insert fax number] from time to time to act as its authorised agent to receive notices, demands, Service of process and any other legal summons in England and Wales for the purposes of any legal action or proceeding brought or to be brought by the Buyer in respect of this Deed of Guarantee. The Guarantor hereby irrevocably consents to the Service of notices and demands, Service of process or any other legal summons served in such way.]
IN WITNESS whereof the Guarantor has caused this instrument to be executed and delivered as a Deed the day and year first before written.
EXECUTED as a DEED by
[Insert name of the Guarantor] acting by [Insert names]
Director
	Director/Secretary 	

Schedule 6: Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Expression
	Meaning

	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Clause 2 (Services) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Platform).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses.

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract
(as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes
· created by the Party independently of this Call-Off Contract, or
For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The Personal Data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract.

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.


 
	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the
Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, Personal Data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the UK GDPR.

	Crown
	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.


 
	Data Loss Event
	Event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Call-Off Contract and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach.

	Data Protection Impact Assessment (DPIA)
	An assessment by the Controller of the impact of the envisaged Processing on the protection of Personal Data.

	Data Protection Legislation (DPL)
	(i) the UK GDPR as amended from time to time; (ii) the DPA 2018 to
the extent that it relates to Processing of Personal Data and privacy; (iii) all applicable Law about the Processing of Personal Data and privacy.

	Data Subject
	Takes the meaning given in the UK GDPR

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· [bookmark: _3rdcrjn]other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract
Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) 	.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental
Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information
Commissioner or relevant government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.


 

	ESI Reference Number
	The 14 digit ESI reference number from the summary of the outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
https://www.gov.uk/guidance/check-employment-status-fortax 

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available
The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force
Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.13 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or


 
	 
	defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Clause 2 (Services) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	UK GDPR
	The retained EU law version of the General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Government
Procurement Card
	The government’s preferred method of purchasing and payment for low value goods or services.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK government guidance and the Crown Commercial Service guidance, current UK government guidance will take precedence.

	Implementation Plan
	The plan with an outline of processes (including data standards for migration), costs (for example) of implementing the services which may be required as part of Onboarding.

	Indicative test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.


 
	Information security management system
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.



	Insolvency event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium
· a Dun & Bradstreet rating of 10 or less

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership
It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.


 
	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or Buyer’s possession before the Start date.

	Law
	Any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the relevant Party is bound to comply.

	Loss
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement Schedule 6.

	Material Breach
	Those breaches which have been expressly set out as a Material Breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.


 
	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a contracting body with the Supplier in accordance with the ordering processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the UK GDPR.

	Personal Data Breach
	Takes the meaning given in the UK GDPR.

	Platform
	The government marketplace where Services are available for Buyers to buy.

	Processing
	Takes the meaning given in the UK GDPR.

	Processor
	Takes the meaning given in the UK GDPR.

	Prohibited act
	To directly or indirectly offer, promise or give any person working for or engaged by a Buyer or CCS a financial or other advantage to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud


 

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment.

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymisation and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the government’s high performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory body or bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the employment regulations apply.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the services after the expiry or ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement supplier
	Any third-party service provider of replacement services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Security management plan
	The Supplier's security management plan developed by the Supplier in accordance with clause 16.1.


 
	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their application that includes, but isn’t limited to, those items listed in Clause 2 (Services) of the Framework Agreement.

	Service description
	The description of the Supplier service offering as published on the Platform.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controlsche ck-if-you-need-approval-to-spend-money-on-a-service 

	Start date
	The Start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a subcontractor in which the subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a subcontract
(Permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Sub processor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier
	The person, firm or company identified in the Order Form.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.


 
	Supplier staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form.

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.


 	






















Schedule 7: UK GDPR Information
This schedule reproduces the annexes to the UK GDPR schedule contained within the Framework Agreement and incorporated into this Call-off Contract and clause and schedule references are to those in the Framework Agreement but references to CCS have been amended.
Annex 1: Processing Personal Data
This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Buyer at its absolute discretion.

1.1       The contact details of the Buyer’s Data Protection Officer are:
REDACTED
Data Protection Officer
Cabinet Office, 70 Whitehall, London, SW1A 2AS
REDACTED

1.2       The contact details of the Supplier’s Data Protection Officer are:
       REDACTED
       REDACTED
1.3 	The Processor shall comply with any further written instructions with respect to Processing by the Controller.
	1.4 	Any such further instructions shall be incorporated into this Annex.

	
	

	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Buyer is Controller and the Supplier is Processor
The Parties acknowledge that in accordance with paragraphs 2 to paragraph 15 of Schedule 7 and for the purposes of the Data Protection Legislation, Buyer is the Controller and the Supplier is the Processor of the Personal Data recorded below.
It is agreed that the Supplier must:
· Comply with all applicable Data Protection Laws in the processing and protection of GPA Personal Data, including the Data Protection Act (2018) and UK GDPR.
· Not process Buyer Personal Data in any way
· other than in line with the Buyer’s instructions, permissions and operational procedures. If the Supplier is unsure in any instance, they should verify with the Buyer before processing Buyer Personal Data.
· Not analyse, share, give access to or process
· Buyer Personal Data for any other purpose than to supply the Services, unless permitted to do so in writing by the Buyer.


 
	Duration of the Processing
	Restricted to the term of this Call-Off Contract (including any extension periods), or if the contract is terminated early.

	Nature and purposes of the Processing
	Buyer Personal Data may be processed by the Supplier and subcontractor under the Call-Off Contract to provide and support the provision of the Services.

	Type of Personal Data and Special Category Data
	Name and Contact details of GPA personnel who liaise with the supplier to establish the contract and in the ongoing administration of the Services.
Types of personal data permitted to be
processed on HR Module, which the supplier has access to:
- HR Profile number;
- Employee number;
- Name;
- Position;
- Job Title;
- Team;
- Base GPA Location;
- Manager;
- Activity Manager;
- Leave Balance;
- COSOP,
- Start date;
- Whether completed Respect at Work training;
- End date;
- Allowances;
- Grade;
- T&Cs agreed to;
- Contract type;
- Security Level Held,
- Contact Details;
- Accreditations & specialisms;
- Accreditations working towards;
- Specialisms most aligned to your role;
- CS Talent Programme;
- On apprenticeship;
- Apprenticeship level / qualification;
- School attended details;
- Parental / guardian education details;
- Socio-economic background;
- Support tickets;
- UK GDPR related enquiries.

Special Category Data that is processed on HR Module, that may only be accessed by the suppliers’ personnel when permitted in advance by GPA;
- Ethnicity;
- Sexual orientation;
- Religious beliefs;
- Health data.


 
	Categories of Data Subject
	GPA Employees;
Contingent labour / others working on behalf of GPA;
All individuals who no longer work for / on behalf of the GPA, and who left within the past 5 years.


	Supplier personnel
	All Supplier employees / representatives who have access (and potential access) to GPA Personal Data as listed, must be security cleared to SC level for the duration that they have (potential) access.
Supplier personnel with access to GPA Personal Data must be based in the UK.
The Supplier shall further ensure that all employees, contractors, agents, Data Sub processors or any other individuals operating on its behalf will be subject to confidentiality undertakings of professional or statutory obligations of confidentiality.
In each case of data processing, the Supplier will ensure that access (including potential access) to Buyer Personal Data is strictly restricted to the individuals as necessary for the delivery of the Services.

	Data Transfers outside of UK / EEA
	The Supplier is not authorised to share or transfer Buyer Personal Data for processing in countries outside the UK or the European Economic Area (EEA), and must not do so under any circumstances without the prior written consent of the Buyer.

	Data Sub processors / Sub processing
	The Supplier shall not disclose or share any Buyer Personal Data to any new individual or organisation acting as a Data Sub processor unless authorised to in writing in advance by the Buyer.
Where the Supplier has appointed a Data Sub processor, it must implement the same, replicated terms on the processing of Buyer Personal Data with the Data Sub processor as within this Schedule.
The Supplier commits to the Buyer it has verified that all Data Sub processors comply with UK Data Protection Law, including UK GDPR, and has gained adequate assurance from the Data Sub processor(s) that Buyer Personal Data will be processed securely.
The Supplier accepts responsibility for the conduct, data processing and actions of all Data Sub processors within its supply chain involved in the delivery of the Services to the Buyer.
Data Sub processors to the Supplier recognised by the Data Controller as approved to process GPA personal data as of June 2024; none.

	Personal Data Breach
	The Supplier shall notify the Buyer immediately without undue delay upon becoming aware of a Personal Data Breach, or potential Personal Data Breach, affecting GPA Personal Data, in line with Article 33 of UK GDPR.
As Data Controller, the Buyer is obliged to inform the UK Supervisory Authority within 72 hours of awareness of a reportable data breach, so the Supplier shall not delay in notifying the Buyer of a suspected breach incident under any circumstances.
The GPA Data Protection should be notified by email to ensure a date/time is recorded of the Data Breach’s discovery and actions taken by the Supplier, and if suitable, a senior GPA management contact known to the Supplier should be contacted by other means (phone, text, etc) to ensure that the Buyer is aware and has acknowledged the breach incident at that time.
The Supplier shall promptly provide the Buyer with all sufficient information to allow the Buyer to meet any obligations as Data Controller to inform Data Subjects and/or the Supervisory Authority (ICO) of the
Personal Data Breach under the requirements of UK GDPR.
All subsequent evidence and relevant information related to the Personal Data Breach as it becomes known to the Supplier shall also be shared without delay with the Buyer, so the Buyer can act in accordance with any responsibilities as Data Controller to update affected individuals and/or the Supervisory Authorities (if necessary).
The Supplier shall co-operate with the Buyer and take reasonable commercial steps as are directed by the Buyer to assist in the investigation, mitigation and remediation of each such Personal Data Breach.

	Data Subjects Rights
	The Supplier shall fully assist the GPA by implementing appropriate technical and organisational measures, for the fulfilment of the Buyer’s obligations as Data Controller to respond to valid requests from individual persons to exercise their Data Subject rights under the Data Protection Act (2018) and UK GDPR.
The Data Processor shall:
immediately notify the Buyer if it receives a Subject Access Request (SAR) or enquiry from a Data Subject in respect of their Personal Data; including details of how the SAR was received and recorded, the date / time it was received and the full transcript / recording of the SAR for the Buyer to review.
ensure that it does not respond to the SAR except on the documented instructions of the Buyer; or as required by Data Protection Laws to which the Supplier is subject, in which case the Supplier shall to the extent permitted by Data Protection Laws inform the Buyer of that legal requirement before responding to the request.
provide all further relevant information, documentation, and evidence-based data promptly to the Buyer as requested.
co-operate fully with the GPA Data protection Officer and UK Supervisory Authority if required to do so on instruction by the Buyer or the ICO.
The Supplier shall publish and maintain a relevant Data Privacy Notice that complies with UK GDPR and is freely available to Data Subjects to review, reflecting the Supplier’s own commitment to UK GDPR compliance.

	Security by Design
	The Buyer hereby requests that the Supplier provides a Security Management Plan for the secure management of Buyer Personal Data and Special Category Data.
The Security Management Plan will be provided to the Buyer within 15 days of signing the Call Off Contract terms, and on each occasion, there is a contract variation or update to the terms.
The Buyer must approve the Security Management Plan and ISMS as a condition for the Supplier to supply the Services.

The supplier in the course of the project, will confirm that some data/information pertaining to the Authority will be stored/processed on the suppliers IT systems, including but not limited to service management, project management and reporting.

The supplier confirms that their Information Security Management System relating to the suppliers IT systems have been independently assessed, through Cyber Essentials Plus and ISO 27001 and that the supplier is willing to share evidence of the assessment and any ongoing remediation activity.

The Supplier can confirm that IT systems have undergone an independent IT Health Check / Penetration Test and the supplier is willing to share evidence of the testing and any ongoing remediation activity at the Buyers request.



	Audit Rights
	The Supplier commits to make available to the Buyer, within 72 hours after request, all information necessary to demonstrate compliance with this Call Off Agreement, and shall allow for and contribute to audits, including planned inspections, by the GPA or an auditor mandated by the GPA in relation to the Processing of the GPA Personal Data by the Supplier and any Data Subcontractors.

	Plan for return and destruction of the
data once the Processing is complete
UNLESS requirement under Union or
Member State law to preserve that type
of data
	The Supplier shall, in relation to any Buyer Personal Data processed or stored by the Supplier, delete and return all Personal Data (and any copies of it) to the Buyer upon the termination and / or expiry of the Call-Off Contract, unless the Supplier is required by Law to retain the Personal Data for a longer period.
The Supplier commits that all Buyer Data will be deleted 10 days after Call-Off Contract Ending.
The Buyer may request the return or deletion of Buyer Personal or Special Category Data at anytime during the duration of this contract. The Supplier will assist to implement processes to enable that process.

	Responsibility
	The Supplier agrees that there are no limits to their liability for damages, financial penalties or other sanction if found to be in breach of Data Protection Law by the ICO or any other Legal or Supervisory Authority, and issued with subsequent penalties or bills for damages. The Supplier agrees this supersedes any other terms and conditions that the Supplier may have in place.




Annex 2: Joint Controller Agreement – NOT USED
	1. 	Joint Controller Status and Allocation of Responsibilities
1.1 	With respect to Personal Data under Joint Control of the Parties, the Parties envisage that they shall each be a Data Controller in respect of that Personal Data in accordance with the terms of this Annex 2 (Joint Controller Agreement) in replacement of paragraphs 2 to 15 of Schedule 7 (Where one Party is Controller and the other Party is Processor) and paragraphs 17 to 27 of Schedule 7 (Independent Controllers of Personal Data). Accordingly, the Parties each undertake to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Data Controllers.
	1.2 	The Parties agree that the [select: Supplier or Buyer]:
(a) is the exclusive point of contact for Data Subjects and is responsible for all steps necessary to comply with the UK GDPR regarding the exercise by Data Subjects of their rights under the UK GDPR;
(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in connection with the exercise of their rights as Data Subjects and for any enquiries concerning their Personal Data or privacy;
(c) is solely responsible for the Parties’ compliance with all duties to provide information to Data Subjects under Articles 13 and 14 of the UK GDPR;
(d) is responsible for obtaining the informed consent of Data Subjects, in accordance with the UK GDPR, for Processing in connection with the Services where consent is the relevant legal basis for that Processing; and
(e) shall make available to Data Subjects the essence of this Annex (and notify them of any changes to it) concerning the allocation of responsibilities as Joint Controller and its role as exclusive point of contact, the Parties having used their best endeavours to agree the terms of that essence. This must be outlined in the [select: Supplier’s or Buyer’s] privacy policy (which must be readily available by hyperlink or otherwise on all of its public facing services and marketing).
1.3 	Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has the right to exercise their legal rights under the Data Protection Legislation as against the relevant Party as Controller.
	2. 	Undertakings of both Parties
	2.1 	The Supplier and the Buyer each undertake that they shall:
(a) report to the other Party every [insert number] months on:
(i) the volume of Data Subject Request (or purported Data Subject Requests) from Data Subjects (or third parties on their behalf);
(ii) the volume of requests from Data Subjects (or third parties on their behalf) to rectify, block or erase any Personal Data;
(iii) any other requests, complaints or communications from Data Subjects (or third parties on their behalf) relating to the other Party’s obligations under applicable Data Protection Legislation;
(iv) any communications from the Information Commissioner or any other regulatory authority in connection with Personal Data; and
(v) any requests from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law, that it has received in relation to the subject matter of the Contract during that period;
(b) notify each other immediately if it receives any request, complaint or communication made as referred to in Clauses 2.1(a)(i) to (v);
(c) provide the other Party with full cooperation and assistance in relation to any request, complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable the other Party to comply with the relevant timescales set out in the Data Protection Legislation;
(d) not disclose or transfer the Personal Data to any third party unless necessary for the provision of the Services and, for any disclosure or transfer of Personal Data to any third party, (save where such disclosure or transfer is specifically authorised under the Contract or is required by Law) ensure consent has been obtained from the Data Subject prior to disclosing or transferring the Personal Data to the third party. For the avoidance of doubt the third party to which Personal Data is transferred must be subject to equivalent obligations which are no less onerous than those set out in this Annex;
(e) request from the Data Subject only the minimum information necessary to provide the Services and treat such extracted information as Confidential Information;
(f) ensure that at all times it has in place appropriate Protective Measures to guard against unauthorised or unlawful Processing of the Personal Data and/or accidental loss, destruction or damage to the Personal Data and unauthorised or unlawful disclosure of or access to the Personal Data;
(g) take all reasonable steps to ensure the reliability and integrity of any of its Personnel who have access to the Personal Data and ensure that its Personnel:
(i) are aware of and comply with their ’s duties under this Annex 2 (Joint Controller Agreement) and those in respect of Confidential Information
(ii) are informed of the confidential nature of the Personal Data, are subject to appropriate obligations of confidentiality and do not publish, disclose or divulge any of the Personal Data to any third party where the that Party would not be permitted to do so;
(iii) have undergone adequate training in the use, care, protection and handling of Personal Data as required by the applicable Data Protection Legislation;
(h) ensure that it has in place Protective Measures as appropriate to protect against a Data Loss Event having taken account of the:
(i) nature of the data to be protected;
(ii) harm that might result from a Data Loss Event;
(iii) state of technological development; and
(iv) cost of implementing any measures;
(i) 	ensure that it has the capability (whether technological or otherwise), to the extent required by Data Protection Legislation, to provide or correct or delete at the request of a Data Subject all the Personal Data relating to that Data Subject that it holds; and
(i) 	ensure that it notifies the other Party as soon as it becomes aware of a Data Loss Event.
2.2 	Each Joint Controller shall use its reasonable endeavours to assist the other Controller to comply with any obligations under applicable Data Protection Legislation and shall not perform its obligations under this Annex in such a way as to cause the other Joint Controller to breach any of its obligations under applicable Data Protection Legislation to the extent it is aware, or ought reasonably to have been aware, that the same would be a breach of such obligations
	3. 	Data Protection Breach
3.1 	Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and without undue delay, and in any event within 48 hours, upon becoming aware of any Personal Data Breach or circumstances that are likely to give rise to a Personal Data Breach, providing the other Party and its advisors with:
(a) sufficient information and in a timescale which allows the other Party to meet any obligations to report a Personal Data Breach under the Data Protection Legislation; and
(b) all reasonable assistance, including:
(i) co-operation with the other Party and the Information Commissioner investigating the Personal Data Breach and its cause, containing and recovering the compromised Personal Data and compliance with the applicable guidance;
(ii) co-operation with the other Party including taking such reasonable steps as are directed by the other Party to assist in the investigation, mitigation and remediation of a Personal Data Breach;
(iii) co-ordination with the other Party regarding the management of public relations and public statements relating to the Personal Data Breach; and/or
(iv) providing the other Party and to the extent instructed by the other Party to do so, and/or the Information Commissioner investigating the Personal Data Breach, with complete information relating to the Personal Data Breach, including, without limitation, the information set out in Clause 3.2.
3.2 	Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data where it has lost, damaged, destroyed, altered or corrupted as a result of a Personal
Data Breach as it was that Party’s own data at its own cost with all possible speed and shall provide the other Party with all reasonable assistance in respect of any such Personal Data Breach, including providing the other Party, as soon as possible and within 48 hours of the Personal Data Breach relating to the Personal Data Breach, in particular:
(a) the nature of the Personal Data Breach;
(b) the nature of Personal Data affected;
(c) the categories and number of Data Subjects concerned;
(d) the name and contact details of the Supplier’s Data Protection Officer or other relevant contact from whom more information may be obtained;
(e) measures taken or proposed to be taken to address the Personal Data Breach; and
(f) describe the likely consequences of the Personal Data Breach.
	4. 	Audit
	4.1 	The Supplier shall permit:
(a) the Buyer, or a third-party auditor acting under the Buyer’s direction, to conduct, at the Buyer’s cost, data privacy and security audits, assessments and inspections concerning the Supplier’s data security and privacy procedures relating to Personal Data, its compliance with this Annex 2 and the Data Protection Legislation; and/or
(b) the Buyer, or a third-party auditor acting under the Buyer’s direction, access to premises at which the Personal Data is accessible or at which it is able to inspect any relevant records, including the record maintained under Article 30 UK GDPR by the Supplier so far as relevant to the Contract, and procedures, including premises under the control of any third party appointed by the Supplier to assist in the provision of the Services.
	4.2 	The Buyer may, in its sole discretion, require the Supplier to provide evidence of the
Supplier’s compliance with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.
	5. 	Impact Assessments
	5.1 	The Parties shall:
(a) provide all reasonable assistance to the each other to prepare any data protection impact assessment as may be required (including provision of detailed information and assessments in relation to Processing operations, risks and measures); and
(b) maintain full and complete records of all Processing carried out in respect of the Personal Data in connection with the Contract, in accordance with the terms of Article 30 UK GDPR.
	6. 	ICO Guidance
6.1 	The Parties agree to take account of any guidance issued by the Information Commissioner and/or any relevant Central Government Body. The Buyer may on not less than thirty (30)
Working Days’ notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by the Information Commissioner and/or any relevant Central Government Body.
	7. 	Liabilities for Data Protection Breach
[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of liability and whether recoverability of losses are likely to be hindered by the contractual limitation of liability provisions]
7.1 	If financial penalties are imposed by the Information Commissioner on either the Buyer or the Supplier for a Personal Data Breach ("Financial Penalties") then the following shall occur:
(a) if in the view of the Information Commissioner, the Buyer is responsible for the
Personal Data Breach, in that it is caused as a result of the actions or inaction of the Buyer, its employees, agents, contractors (other than the Supplier) or systems and procedures controlled by the Buyer, then the Buyer shall be responsible for the payment of such Financial Penalties. In this case, the Buyer will conduct an internal audit and engage at its reasonable cost when necessary, an independent third party to conduct an audit of any such Personal Data Breach. The Supplier shall provide to the Buyer and its third party investigators and auditors, on request and at the Supplier's reasonable cost, full cooperation and access to conduct a thorough audit of such Personal Data Breach;
(b) if in the view of the Information Commissioner, the Supplier is responsible for the Personal Data Breach, in that it is not a Personal Data Breach that the Buyer is responsible for, then the Supplier shall be responsible for the payment of these Financial Penalties. The Supplier will provide to the Buyer and its auditors, on request and at the Supplier’s sole cost, full cooperation and access to conduct a thorough audit of such Personal Data Breach; or
(c) if no view as to responsibility is expressed by the Information
Commissioner, then the Buyer and the Supplier shall work together to investigate the relevant Personal Data Breach and allocate responsibility for any Financial Penalties as outlined above, or by agreement to split any Financial Penalties equally if no responsibility for the Personal Data Breach can be apportioned. In the event that the Parties do not agree such apportionment then such Dispute shall be referred to the procedure set out in clause 32 of the Framework Agreement (Managing disputes).
7.2 If either the Buyer or the Supplier is the defendant in a legal claim brought before a court of competent jurisdiction (“Court”) by a third party in respect of a Personal Data Breach, then unless the Parties otherwise agree, the Party that is determined by the final decision of the Court to be responsible for the Personal Data Breach shall be liable for the losses arising from such Personal Data Breach. Where both Parties are liable, the liability will be apportioned between the Parties in accordance with the decision of the Court.
7.3 In respect of any losses, cost claims or expenses incurred by either Party as a result of a Personal Data Breach (the “Claim Losses”):
(a) if the Buyer is responsible for the relevant Personal Data Breach, then the Buyer shall be responsible for the Claim Losses;
(b) if the Supplier is responsible for the relevant Personal Data Breach, then the Supplier shall be responsible for the Claim Losses: and  
(c) if responsibility for the relevant Personal Data Breach is unclear, then the Buyer and the Supplier shall be responsible for the Claim Losses equally.
7.4 	Nothing in either clause 7.2 or clause 7.3 shall preclude the Buyer and the Supplier reaching any other agreement, including by way of compromise with a third party complainant or claimant, as to the apportionment of financial responsibility for any Claim Losses as a result of a Personal Data Breach, having regard to all the circumstances of the Personal Data Breach and the legal and financial obligations of the Buyer.
	8. 	Termination
8.1 	If the Supplier is in material Default under any of its obligations under this Annex 2 (Joint Controller Agreement), the Buyer shall be entitled to terminate the Contract by issuing a Termination Notice to the Supplier in accordance with Clause 5.1.
	9. 	Sub-Processing
9.1 	In respect of any Processing of Personal Data performed by a third party on behalf of a Party, that Party shall:
(a) carry out adequate due diligence on such third party to ensure that it is capable of providing the level of protection for the Personal Data as is required by the Contract, and provide evidence of such due diligence to the other Party where reasonably requested; and
(b) ensure that a suitable agreement is in place with the third party as required under applicable Data Protection Legislation.
10. Data Retention
10.1 	The Parties agree to erase Personal Data from any computers, storage devices and storage media that are to be retained as soon as practicable after it has ceased to be necessary for them to retain such Personal Data under applicable Data Protection
Legislation and their privacy policy (save to the extent (and for the limited period) that such information needs to be retained by a Party for statutory compliance purposes or as otherwise required by the Contract), and taking all further actions as may be necessary to ensure its compliance with Data Protection Legislation and its privacy policy.
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[bookmark: _heading=h.1fob9te]Security Schedule Overview

GPA recognises that the confidentiality, integrity and availability of information are fundamental components of its business. GPA is committed to the protection of its information, assets and personnel expects the same level of commitment from its suppliers (Sub-contractors if applicable). 

This Security schedule will be outlining the security requirements suppliers are expected to adhere to manage and protect GPA data whilst contractually providing services. This schedule applies to all suppliers providing services to GPA and operating at OFFICIAL and OFFICIAL-SENSITIVE tier.



These security requirements apply in respect of all services conducted under this Contract, such always being exercises where GPA mitigating measures are influenced by the current and previous HMG protective marking schemes. These requirements are for information protectively marked at OFFICIAL and OFFICIAL-Sensitive.



These controls are spread across the technology, processes and people involved in delivering any specific system, service or solution. It is with this understanding that this information security requirement has been developed. 

[bookmark: _heading=h.4d34og8]Principles of security; 

The Contractor shall be responsible for the security of the Contractor’s System Environment and shall at all times provide a level of security which: 

a) is in accordance with Good Security Practice and Law; 

b) adheres with applicable GPA Security Policies and Standards and NCSC guidelines.

c) countermeasures the security threats to the Contractor’s Systems Environment; and 

d) complies with ISO/IEC27002 and ISO/IEC 27001 in accordance with paragraph 4 of this Schedule;

e) Certification to the Cyber Essentials Plus Scheme, unless deemed out of scope for this requirement.    

























[bookmark: _heading=h.2s8eyo1]ISO/IEC 27001 compliance



1. Compliance with ISO/IEC 27001 requires an established and implemented Information Security Management System (ISMS). The Contractor, and its subcontractors (if applicable) shall implement and maintain information security programme for its delivery environments, used to deliver Goods and/or Services to GPA that is consistent with industry standard; (“ISO/IEC”) 27001:2013 (or subsequent ISO 27001 that supersedes the ISO 27001:2013) that includes appropriate administrative, physical and technical measures designed to meet Good Security Practice. Such information security program should include compliance to its own policies and standards and are aligned with GPA Security Policies and Standards as applicable.   

 

[bookmark: _heading=h.17dp8vu]Cyber Essentials Plus scheme



1. Cyber Essentials Scheme has become a government mandate and the Contractor shall comply with the scheme requirements and be organisationally certified to the Cyber Essentials a duly accredited certification provider depending on the nature of services.   

[bookmark: _heading=h.3rdcrjn]Risk management  



1. The Contractor shall implement a risk management process, conducting a risk assessment for the service that will be provided.  The Contractor shall carry out a risk assessment at a reasonable frequency or when there is a major change in the Contractor’s Systems Environments or threat landscape to assess the Information Security Risks specific to the nature of the Services being provided to GPA and to define any specific information security and GPA Assets handling arrangements that are applicable to this. The Contractor shall also: 

a) consider each of the requirements set out below as part of this risk assessment;

b) put in place risk treatment plans and implement appropriate controls to mitigate the risks an acceptable level required by GPA; 

c) share the outcomes of the performed risk assessment with GPA and mutually agree any specific information security and GPA Assets handling arrangements under the Specification between the Contractor and GPA; and 

d) notify GPA in a timely manner if the risk profile has changed significantly such as from low/medium to high/critical. 








[bookmark: _heading=h.26in1rg]Security Audit and Assurance; 

1. The Contractor (and Sub-contractor if applicable) shall complete GPA “Information Security Questionnaire” and provide its responses and supporting evidence to GPA for review. 

2. The Contractor shall conduct Security Tests (which include Penetration Tests, Vulnerability Scan, Availability Tests and any other security related tests) by an accredited third party or by a PCI Approved Scan Vendor (if processing, storing or transmitting card payments) to ensure the system’s confidentiality, integrity and availability at least annually (or as otherwise agreed by the Parties) and upon any major changes to the Contractor’s Systems Environment. 

3. The Contractor shall perform risk-based security audits of the Contractor’s   System Environment at least once every twelve months and upon any major changes to the Contractor’s Systems Environment and/or risk level.

4. If the Contractor provides a code development service to GPA, the Contractor shall be required to follow NCSC Guidelines around secure code development within the Contractor’s Systems Environment including independent code review.

5. Should Services under this Contract require the Contractor to provide software development Services, the Contractor and GPA will mutually agree code development practices in a specification prior to the services being executed. 



[bookmark: _heading=h.lnxbz9]Cryptography and encryption 

1. The Contractor and/or sub-contractor shall comply with NCSC Guidelines on encryption and the use of cryptography to protect GPA Assets.

2. The Contractor and/or sub-contractor shall ensure that GPA Assets at rest and in transit are encrypted using an agreed minimum encryption standard e.g., Transport Layer Security (TLS 1.2) or higher versions, Advanced Encryption Standard (AES 256) or higher versions and in line with NCSC guidelines.

3. The Contractor and/or sub-contractor shall ensure that technical (automatic data encryption controls for laptops and removable media) and procedural (policies and user awareness) controls are in place for all portable devices (e.g., laptops, tablets) and removable media (e.g., CDs, DVDs, USB storage devices, backup tapes) that contain GPA Assets. 

4. The Contractor and/or sub-contractor shall ensure that GPA Assets transferred electronically outside of the Contractor’s Systems Environment, or over any public network, are encrypted using an agreed minimum encryption standard.  

5. Encryption functions provided by office automation software (e.g., Microsoft Office, Adobe Acrobat) excluding Data Compression tools such as WinZip (where 256 AES encryption or higher is used) must not be relied upon to protect GPA Assets unless specifically agreed in writing with GPA. 



[bookmark: _heading=h.35nkun2]Personnel security

1. The Contractor shall ensure that all Staff (and Sub-Contractor if applicable) shall be appropriately vetted, which may include specific government clearances, relevant to access to assets they are given and Services being provided to GPA before they are given access to those assets or involved in the Services. This vetting shall be in accordance with the government minimum requirements for pre-employment checks; including Baseline Personnel Security Standard (BPSS) as the minimum requirement for government. 

2. Should Services under this Contract require Staff (and Sub-Contractor if applicable) to have bulk access to download/export significant volumes of GPA Assets, i.e., Staff holding privileged levels of GPA system access such as system administrators, database administrators, Contractor and GPA will mutually agree vetting checks in a Specification prior to this Services being executed and if required; at the Contractors expense. The Contractor and/or Sub-contractor may need to have specific government clearances such as. Counter Terrorist Check (CTC), Security Check (SC) or Developed Vetting (DV) clearance, to be agreed with GPA. 

3. The Contractor shall maintain complete records of the checks performed for each person vetted. The Contractor shall ensure that all Staff (and Sub-Contractor if applicable) complete an information security awareness training programme on an annual basis 

4. The information security awareness shall: 

a) ensure Staff (and Sub-Contractor if applicable) are aware of their obligations in relation to protecting the confidentiality, integrity and availability of GPA Assets; 

b) ensure Staff (and Sub-Contractor if applicable) are made aware of relevant Contractor information security policies; 

c) ensure all Staff are aware of the requirement not to access GPA assets outside of the United Kingdom without the prior written consent of GPA. 

d) ensure Staff (and Sub-Contractor if applicable) who have access to the GPA systems and information complete the GPA’s annual Security eLearning; 

e) This training should be performed: 

i. before Staff (and Sub-Contractor if applicable) are given access to GPA’s Systems Environment and GPA Assets; and 

ii. at regular intervals thereafter, such intervals to be no more than twelve months. 

5. The Contractor shall ensure that Staff (and Sub-Contractor if applicable) shall only be involved in the provision of the Services or parts of the Services for which they have been adequately trained.   

6. The Contractor must appoint an Information Security Manager who will act as a first point of contact with GPA for security issues. In addition, all Staff working for the Contractor and where relevant Sub-contractors, with access to GPA IT Systems, Services, GPA Assets or sites must be made aware of the security requirements and must comply with them. 

7. It is the Contractor’s responsibility to monitor compliance of any Sub-contractors and provide assurance to GPA as requested, including compliance with the vetting checks.  



[bookmark: _heading=h.1ksv4uv]Access management and control

1. All Staff (and Sub-Contractors if applicable) who access the Contractor’s Systems Environment must be granted authorised access using formally defined and approved processes in accordance with industry best practices. 

2. All Staff (and Sub-Contractors if applicable) must be allocated a unique identifier for their personal and sole use. 

3. The Contractor shall ensure that its Staff (and Sub-Contractor if applicable) activities can subsequently be traced back to the responsible individual.  

4. The Contractor must promptly (within 2 working days or sooner) remove, or request GPA to remove, the access rights of any Contractor (and Sub-Contractor if applicable) Staff who has changed role or left the Contractor's employment or who no longer need access to GPA Systems Environment.

5. The Contractor must not reallocate user identifiers issued to specific Contractor Staff to other Staff (and Sub-Contractor if applicable). 

6. The Contractor must maintain a formal record of all Staff (and Sub-Contractors if applicable) authorised to have access to GPA’s Systems Environments, which must be subject to regular review (at least quarterly) and must provide GPA with a copy of the record upon request. 

7. Where the Contractor is granted access to GPA’s Systems Environment for the purpose stated in the Contract any access to or use of GPA Systems Environment other than that strictly necessary for the purpose of fulfilling its obligations under the Contract is strictly forbidden. 

8. The Contractor shall ensure that access to authentication credentials (including passwords, certificates, tokens and biometric data) that enable access to GPA Systems Environment are kept strictly confidential by the Contractor. Access to authentication credentials must not be passed on to any third party or to Staff (and Sub-Contractor if applicable) who are not specifically authorised by GPA in writing for the purposes of the Contract. 








[bookmark: _heading=h.44sinio]Information processing, handling, transfers and disposal 

1. The Contractor shall take all reasonable precautions to: 

I. ensure that GPA Assets are not compromised, lost, destroyed or corrupted in any way by provision of the Services or performance of the Contract. 

II. ensure that it only uses and retains the necessary GPA Assets necessary for the Staff (and Sub-Contractor if applicable) to perform the Services or its other obligations under the Contract. 

III. ensure that only those Staff (and Sub-Contractor if applicable) who need to have access to GPA Assets for the purposes of performing the Contractor’s obligations under the Contract shall be granted access.  



2. The Contractor shall not copy, disclose, transmit or automatically process in any manner any GPA Assets or make available the same to any third party, unless expressly required by law or specifically authorised by GPA in writing. 

3. The Contractor shall ensure that appropriate operational and procedural controls are in place to control access to GPA Assets printed by any Contractor (and Sub-Contractor if applicable) Personnel or received in hard copy format from or on behalf of GPA.

4. The Contractor shall immediately destroy or delete, GPA Assets when no longer required for legal and regulatory purposes and in the event of termination in support of the Services being provided. 

5. Any GPA Assets which are no longer needed shall be treated as confidential waste. The Contractor shall securely destroy or dispose and provide verifiable evidence via third party for secure disposal.

[bookmark: _heading=h.2jxsxqh]Offshoring

1. GPA Assets must not be accessed, processed, transmitted and/or stored outside of the United Kingdom without the prior written consent of GPA and must at all times comply with Data Protection Legislation. 

2. A risk assessment must be conducted if offshoring is in place and the risks must be considered, mitigated or accepted. 

3. GPA classifies  offshoring as: Data hosted outside the UK, Data hosted within the UK but with potential for access to data outside the UK, Data temporarily made available offshore for support or diagnostic purposes, Data used for design, build and development activities undertaken outside the UK, including, but not limited to, software code, project management information and solution designs and Foreign nationals brought to the UK for the specific purpose of fulfilling a central government contract (Landed Resources).   









[bookmark: _heading=h.z337ya]Physical security  

1. Security of premises and control of access to GPA sites must be compliant with GPA requirements which the Contractor/Staff must adhere to. 

2. The Contractor shall:  

a) Define and maintain appropriate and adequate physical access control mechanisms to prevent unauthorised access to Contractor Facilities in accordance with NCSC guidelines on physical security controls; 

b) ensure that it puts in place and operates physical access control mechanisms and processes to prevent Contractor (and Sub-Contractor) Personnel entering areas within the Contractor’s Facilities that they are not authorised to enter; 

c) ensure that physical access controls mechanisms and processes within the Contractor’s Facilities for communications rooms, server rooms or any rooms providing connectivity or transport for GPA’s Assets are aligned with NCSC standards, and guidelines. It shall prevent unauthorised Staff or other individuals from entering these locations, including ensuring that: 

i. entry points into Data Centres shall be accessed via use of authentication (preferably dual authentication using electronic access control card and PIN codes) which is unique to the individual accessing the location. (i.e., shared PIN codes or keys are not permitted); and 

ii. entry points into other locations shall be accessed by only those authorised to have access to the location for business purposes. This shall be enforced using electronic access control system and aligned with industry good practice.   

d) ensure that entry and exit points to Contractor Facilities, Data Centres and server rooms for GPA Assets are monitored by CCTV (24x7). The management of the CCTV images must adhere to the Surveillance Camera Code of Practice 2022 (or Good Security Practice); o

e) ensure that logs will be maintained of access to the Contractor’s data centres and that these logs are retained for at least six months 

f) ensure that Data Centre and server room locations must be constructed of floor to ceiling walls and either not contain windows or where windows are present these must be opaque and secured by suitable grills/bars to prevent physical ingress into the location. 

g) ensure that fire doors on security perimeters to the Contractor’s Data Centre and server room facilities should be alarmed and should close shut.

h) perform physical security site visits and surveys to conduct physical security audits at least annually or when there is a major change in the physical environments;  

[bookmark: _heading=h.3j2qqm3]Security incidents

1. Security incident includes identification, managing and agreeing the reporting procedures for actual or suspected security breaches. Any known, anticipated or arising Information Security Risk or other incident impacting Information Security that can be seen to directly or indirectly affect GPA assets and personnel, GPA Systems Environment, GPA Facilities, processes, operations or reputation shall be promptly notified to GPA through the agreed channels relevant to this Contract.  

2. Formal investigation of any security incident involving the Contractor (and Sub-Contractor) Personnel, Contractor information or Contractor’s Systems Environment must be carried out.

[bookmark: _heading=h.1y810tw]Breach of security

1. Either party must notify the other upon becoming aware of any Breach of Security and or, potential or attempted breach, or threat to GPA Assets.   

2. The Contractor shall immediately take all reasonable steps necessary to; 

 (i) contain the Breach of Security and preserve all evidence and forensic examination associated with the event;  

i. remedy such breach or protect the Contractor IT system against any such potential or attempted breach or threat; and 

ii. prevent an equivalent breach in the future. 

iii. Notify GPA within 48 hours (to enable GPA to comply with the 72-hour regulatory requirement set out in the Data Protection Legislation) or as soon as reasonably practicable, provide GPA full details of an actual breach and the steps taken.

3. The Contractor shall manage the Breach of Security in accordance with NCSC guidelines and standards.

[bookmark: _heading=h.4i7ojhp]Change Management  

1. GPA recognises that information security controls will periodically be subject to change as a result of developments in, external threats to information security, technologies, regulations, international/industry security standards and GPA’s polices and standards.  

2. The Contractor shall implement a formal change management process to ensure changes made to the Contractor’s Systems Environment are recorded, tested and approved before being implemented.

3. The Contractor shall operate a robust system development lifecycle which includes information security requirements that must be implemented on all software elements supporting the service.

4. The Contractor shall ensure that there is clear segregation of environments between development, testing and production. Developers should have limited access to the production environment and should not be able to promote code to the production environment.

5. All software changes are documented and tested in the test environment prior to being applied to any systems in the production environment

6. The Contractor must enforce that GPA data is not used at any time in the test environment and enforce segregation of duties to prevent unauthorised changes into the production environment.

 

[bookmark: _heading=h.2xcytpi]Network Security 

1. Network security controls such as firewall, distributed denial of service protection, network and application-based intrusion detection system must be implemented to control and monitor connections to the Contractor’s Systems Environment from the Internet or other untrusted networks. 

2. All Security controls relating to the development, build, configuration, deployment, operation, change management, maintenance and support for all technologies relating to the Contractor’s Systems Environment shall be in line with NCSC guidelines. 

3. The Contractor shall ensure that all systems within the Contractor’s Systems Environment or accessing GPA’s System Environment have appropriate up to date anti-virus and anti-malware software installed, Anti-virus and anti-malware software updates must be applied.

4. Devices (including PCs, tablets, mobiles, laptops and servers etc.) which are used to access, hold or process GPA Assets must adhere to secure practices such as but not limited to: 

a) ensure user interface screens or sessions automatically lock after a short period of inactivity (maximum 15 minutes) and require use of a password, or other authentication credential, to unlock; 

b) have all vendor operating system and application software updates / patches tested and installed.

c) ensure that unsupported software and hardware systems are decommissioned and/or replaced with vendor supported systems.  

d) have all successful and unsuccessful logon attempts and modifications to system access permissions logged and these logs must be independently reviewed and retained for at least 90 days unless the frequency of security events and reasonable file size restrictions reduce this retention period during a specific time period. 

5. The Contractor shall ensure that GPA Assets or data relating to GPA customers or personnel is only stored and processed in the Contractor’s Systems Environment.  





[bookmark: _heading=h.1ci93xb]Business continuity management and disaster recovery

1. The Contractor shall ensure that:

a) Business continuity management systems and plans are in place to enable the Contractor to maintain or else quickly resume provision of key services in the event of a disruption.; 

b) (Or Good Security Practice e.g., ISO 22301 or equivalent standard) if such policies and standards do not exist; 

c) Copies of the business continuity plans are stored outside of the Contractor’s premises and are easily accessible in the event of a disruption; 

d) Business continuity plans and arrangements shall be tested and reviewed at least annually or following significant organisational change; 

e) Disaster recovery plans and arrangements are in place to enable the Contractor to maintain or else quickly resume IT systems in the event of a disruption; 

f) Copies of the disaster recovery plans are stored outside of the Contractor’s premises and are easily accessible in the event of a disruption; 

g) Disaster recovery plans and arrangements shall be tested and reviewed at least annually or following significant organisational change.

[bookmark: _heading=h.3whwml4]End, expiry and termination of contract

1. Upon end, expiry or termination of the Contract for any reason, in addition to the termination provisions, the Contractor shall, within eight weeks (or any other period agreed between the Contractor and GPA) of such end, expiry or termination also:



a) return, or securely destroy all GPA Assets in accordance with NCSC and HMG IO Guidance on asset return and disposal policies and standards (or Good Security Practice if such policies and standards do not exist), except that which it is required to retain for legal or regulatory compliance obligations or its internal compliance procedures. 

b) where GPA Assets are securely destroyed, the Contractor shall provide independently verifiable evidence of this and a certification from Contractor’s Information Security Manager confirming that such destruction has been carried out.

 








Annex A – GPA security requirements for Suppliers in OFFICIAL and OFFICIAL-SENSITIVE tiers:



		Security Requirements

		Tier 3/ 4 (O & OS)



		GPA Security Schedule*** 

		Yes



		GPA Policies and Standards 

		Yes



		GPA Information Security Questionnaire

		Yes



		ISO 27001 Compliance 

		Yes



		Cyber Essentials Plus

		Yes



		Security Governance and Service Review Meetings/MI 

		Annually



		GPA Security Assurance Site Visit* 

		Every 2 years



		* Required if sufficient assurance is not obtained from Questionnaire, Assurance/compliance Reports

***Short version 
**If processing, transmitting or storing card payments 
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Statement of work

By [Contractor Company Name]

For [Client Company Name]

Date

SOW #000

Introduction

[Contractor Company Name] will perform [overview of work required] for [Client Company Name].

Purpose and objectives

The purpose of this project is to [purpose]. The project objectives are [objectives].

Tasks

[Contractor Company Name] will complete the following tasks as part of this project:

· [Task]

· [Task]

· [Task]

The following tasks are not included in this project’s scope and will not be performed by [Contractor Company Name]:

· [Task]

· [Task]

· [Task]

Deliverables

[Contractor Company Name] will provide the following deliverables as part of this project:

· [Deliverable]

· [Deliverable]

· [Deliverable]

Schedule

This project will follow the below estimated schedule:

		Task/project phase

		Est. start date

		Est. end date

		Est. hours required



		[Task/Project Phase]

		[Start Date]

		[End Date]

		[Hours Required]



		[Task/Project Phase]

		[Start Date]

		[End Date]

		[Hours Required]



		[Task/Project Phase]

		[Start Date]

		[End Date]

		[Hours Required]







Location

All work related to this project will occur at [location(s)]. [Contractor Company Name] will not perform work at [location(s)].

Budget, pricing, and payment schedule

[Client Company Name] has a total budget of [budget amount] for this project, not to be exceeded.

[Contractor Company Name] will charge the following rates per deliverable:

		Deliverable

		Price



		[Deliverable]

		$0.00



		[Deliverable]

		$0.00



		[Deliverable]

		$0.00







Resources

[Client Company Name] will supply the following resources to enable [Contractor Company Name] to complete this project:

· [Resource]

· [Resource]

· [Resource]

Special terms and conditions

[Additional terms and conditions go here.]

Signatures

Signed and agreed to by:

		[Contractor Company Name]

[Contractor Signee Name]



_________________________________

[Date]

		[Client Company Name]

[Client Signee Name]



_________________________________

[Date]
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This document provides an overview of the GPA’s specification for Development projects and is for information only. Actual project requirements will be defined and agreed between the GPA and Supplier in the associated Statement of Work (SOW).
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Introduction

This document provides the GPA’s specification for development services for its ServiceNow platform (the “Platform”).





[image: ttps://lh4.googleusercontent.com/Ls0m_cMrwiSsU4zz9Z-UIbaN-U17UgQAMpcSRGQuH_nsl-o5AozzMxNGfXeY_VL1OA7jfQJpunVPMXYJzRXCJg60TkSZ9Uzd8E4vuJupMjtwzCasekhMk8x6dP5LUgx8wDYD6w-96GG38lGGnw]



The GPA is a public sector property holding company creating great places to work for civil servants. The GPA delivers property and workplace solutions across government by managing central government property as a strategic asset. Its vision is to create a transformed, shared, sustainable and value for money Government estate supporting civil servants to work productively in every nation and region of the UK. The GPA currently has just over 400 employees and is an executive agency, sponsored by the Cabinet Office.                                                  
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1. [bookmark: _heading=h.3znysh7]Background

[bookmark: _heading=h.1t3h5sf]ServiceNow has recently been brought into the GPA Corporate Systems portfolio with a view to apply consistent governance across applications and Programmes which are embedded in the business. The GPA has planned an Executive Briefing Center (EBC) in April 2024 with the ServiceNow team to develop a Roadmap on how to grow the platform and acquire perspective on strategy and initiatives. This will not likely change the items already listed in the roadmap later in this document. 



The following ServiceNow modules currently in use on the GPA instance: 



Customer Service Management (CSM)



The Customer Service Management (CSM) module of ServiceNow has been customised to maximise the Self-Service and Knowledge Management functionality of this module. In the GPA instance, we use Knowledge Management articles to provide detailed location information for our End Customers, who are accessing one of the GPA managed buildings, as a Civil Servant. We also use this module to leverage the forum (by Government Department) and case management functions. 



This module is owned by the Customer Experience and Workplace Services businesses and is locally referred to as the Customer Services Portal (CSP). 



Human Resources Service Delivery (HRSD). 

The HR department have utilised some elements of the HRSD module, as follows: 

· HR Agent Workspace for the HR team to manage HR service requests 

· Case management for Employee Relations

· HR Knowledge Management, which is a searchable database of HR policies, procedures, and articles. For example, Health & Safety and Performance Management policies and Induction information. 

· Service Catalogue that allows employees access to request services from HR: New joiners forms, Business cases for additional responsibilities and notification of the end of an employment contract (Leavers). 

Employee Center Pro 

The unified portal for employees including HR, IT, and Facilities; with a central place to access company news, policies, resources, and requests. GPA have enabled the HR Taxonomy, so far; maximising on the optimised processes and widgets, personalised content and the Organization Chart that comes out of the box. 



GPA is looking to leverage the capability of ServiceNow, considering additional functionally, and enhancements to ServiceNow, to meet the needs of the business, as part of the strategic use of systems within the GPA.

[bookmark: _heading=h.3rdcrjn]2.1 Completed Projects

Over the last twelve months, the GPA has upgraded and improved the current platform uses, implementing the ServiceNow accelerator and unifying the UI across both areas, to give users the best experience possible. These include: 

· Additional Buildings work: automating the onboarding of 80 new buildings to the Customer Service Portal. This was done by adding conditional variables to an existing form and adding automation to create Knowledge Base articles with the submitted answers. 

· Change Process Discovery: creating a Proof of Concept for the organisation’s Change Management process to incorporate all Departments and aspects of Governance. 

· Employee Center Pro configuration: utilising the HR taxonomy of the Employee Center Pro; and incorporating the existing HRSD workflows to utilise the improved UI and processes within Employee Center. This will also connect the HR onboarding process with the ITSM process, once that is configured within the instance. 



[bookmark: _heading=h.26in1rg]2.2 ServiceNow Roadmap

Over the last twelve months, the GPA has upgraded and improved the current platform uses, implementing the ServiceNow accelerator and unifying the UI across both areas, to give users the best experience possible.

The intention is to grow the use of ServiceNow over the next three to five years to include (but not limited to):

· User Interface Upgrade for Customer Service Portal:  to align with the new UI in ESC, for a seamless integration for Users who use both EC Pro and CSM. 

· Extending Employee Centre Pro (EC Pro): offerings to include IT requests from Corporate Service and Corporate Systems, within EC Pro. Currently we have only implemented the HR taxonomy. 

· IT Service Management (ITSM): configuring ITSM module as part of the EC Pro subscription, in addition to the existing HR Taxonomy and integrated workflows that apply between the two; including Knowledge Management, Incident Management, CMDB and Now Assist (AI enhancement). 

· AI implementation: Implementing AI on the ServiceNow Platform to actualise benefits from: Task intelligence for Customer Service Management, Automation Center, Automation Center, Configuration Management, and ServiceNow vault (to use key management and data classification to drive data anonymization). 

· Change Management: to utilise the Change Management application to manage All GPA requests for change (IT, Property, Business, Systems). It will build on the current POC (Proof of Concept), managing Property change for requests to build on other types of Change.   

· Risk and Audit Management (IRM): This will be siloed from the other applications and owned mainly by the GPA Risk Manager, with support from Corporate Systems. 

· CMDB maintenance: Configuring the CMDB and the CIs within our instance and implementing a regular maintenance schedule to ensure all workflows and CIs (configuration items) integrate all workflows and data. 

· QRadar: Setting up an integration between ServiceNow and QRadar to log security events. 

· Security backlog: Implement additional security functions for the instance and for the APIs and integrations. 

· GovFlex: Enabling CSM users to book desks on the CSM portal, that can then back charge to the GPA and may enable a Matrix API

· [bookmark: _heading=h.1fob9te]Integrations to the GPA’s other core systems and partners to allow for a seamless transfer of information. 

· [bookmark: _heading=h.qt4tka9eb004]Customer Service Management Integration Customer service management portal integration Customer portal integration with Planon.

[bookmark: _heading=h.zicxz77fnvgw]Any prerequisite deliverables which are required prior to undertaking these development activities will be considered as part of any associated statement of work. 

2. [bookmark: _heading=h.lnxbz9]Scope of the Contract

This section sets out GPA’s ServiceNow development service requirements.

Management services:  Including overall project and contract management, risk management, project and program services, quality assurance services, quality control services, security management services and knowledge management services related to ServiceNow projects. 

IT Development services:  Produce and maintain functional and technical specifications for the GPA’s instance including both ‘Out of The Box’ (OOTB) and custom applications on the ServiceNow platform.  The Supplier will produce, test, and maintain services to build customs applications.

Architecture and strategy services:  Produce and maintain artefacts in the domain of ServiceNow architecture and IT strategy as requested by GPA, such as ServiceNow architecture, reference architecture(s) and application architecture. 

Business analysis and modelling services:  Produce and maintain artefacts in the domain of business analysis and modelling for ServiceNow and ServiceNow application development services as requested by GPA. This includes the services to maintain the existing customs ServiceNow application and to build new services.

Take-over and hand-over services:  Undertake a takeover of services from the incumbent ServiceNow contractor as requested by GPA, and the handover of services to the GPA or to a third-party designated by GPA at the end of the contract.  

3. [bookmark: _heading=h.1ksv4uv]Project Delivery 

The GPA uses a Hybrid WAgile (Waterfall and Agile) approach to ServiceNow development. The Supplier should incorporate the GPA’s stage gates and document requirements into their delivery. 

To be clear, the overall project management will follow the Waterfall methodology, and in doing so; adhere to the GPA Delivery Framework stage gates and criteria as depicted below in ‘4.1 GPA Delivery Framework’. When delivery is in progress, GPA expects all Agile ceremonies to be observed. This includes backlog refinement and planning session, SCRUM meetings, Show & Tell, Retrospectives/ Lessons Learnt. 

GPA has internal resources who will guide and support the Supplier if and when required. This includes Platform Owners, Product Owners, Business Analysts and Architects.

[bookmark: _heading=h.2jxsxqh]4.1 GPA Delivery Framework

GPA methodology affords flexibility in delivery of development services - when engaging in projects with unknowns and non-negotiables. For most GPA projects within ServiceNow, the static elements are the time and costs; and we have also found that the Agile approach to development allows the flexibility to incrementally make changes to the platform. The Agile ceremonies such as Sprint Backlog and Refinement, Show & Tell and Lessons Learnt also give GPA ownership and engagement with the business whilst allowing the Supplier to consult on the best practices within ServiceNow. 

The GPA adopted the optimisation delivery framework to manage all development work. There are eight phases in this framework and the definition of each phase can be found below.  

[image: ]

The GPA operates a live pipeline where all future development is captured. 

[bookmark: _heading=h.z337ya]4.2 Exit Criteria

GPA have defined the following Exit Criteria to encourage transparency with the Supplier; so that we can check-off stage gates efficiently and effectively. 

User Story Exit Criteria: All tasks defined for the user story must be completed (see next section, and note that this will automatically include development, testing and other tasks). Issues logged against the user story are triaged, resolved, and retested. No critical issue logged against the user story must be open. Tests for the user story have been added to the regression pack. Automated tests for the user story have been added to the automation suite or peer review was performed by the supplier's developer. 

Upon exit, the User Story can proceed to a Sprint. 

Task Exit: Each type of task will have its own criteria; in this case Development and Test will have their respective criteria. 

Development: Code must cover all requirements with particular attention to acceptance criteria; uphold proper standards including commenting and conventions. 

Testing: Test scenarios are written and updated within GPA’s JIRA instance (preferably using our XRay add-on), scenarios are reviewed by both Suppliers and GPA’s Project team; Supplier executes tests and any defects logged on JIRA; and relevant tests are added to main regression pack and shared with GPA. 

System Integration Testing (SIT) Exit Criteria: Identified tests are which are or can be automated from the SIT scenarios and acceptance criteria; the Supplier writes script with relevant tags to user stories; test scripts are executed at least once as part of the full test suite. 

Code Review: Where GPA’s System Administrator can review code for a random selection of user stories and provide documented feedback. 

Upon exit, the cumulative completion of the Tasks, can mean that we can proceed to Sprint Exit. 

[bookmark: _heading=h.17dp8vu]Sprint Exit Criteria: All user stories are completed, all design tasks for the sprint complete, critical issues are closed, regression testing in previous sprints are complete; regression testing in current sprint passes at least twice. 

4. [bookmark: _heading=h.3j2qqm3]Detailed Requirements

4.1 [bookmark: _heading=h.1y810tw]Project Requirements

The Supplier will work collaboratively with GPA in the delivery of development services, and to help develop and maintain the standards, processes, and functional roadmap for GPA’s ServiceNow platform. This will include:

1. Design, configuration, testing and delivery to production of new capabilities aligned to and defined by the GPA;

2. Define the development roadmaps for ServiceNow, based on GPA’s prioritised epics and user stories;

3. Work with GPA partners, to Develop integrations components in ServiceNow for third-party applications;

4. Advise GPA on solution design and performance optimisation opportunities; and,

5. Provide quality assurance of current and new deployments to ensure compliance with ServiceNow technical and design standards.

For the development projects, the Supplier will be engaged by GPA using the methodology below:

		Requirement #

		Phase

		Project Methodology



		1

		Planning & Governance

		Defined project management approach (Hybrid Agile - Waterfall and Agile for Development)



		[bookmark: _heading=h.sqje8dqsi37t]2

		

		Defined project team with project and account management touchpoints



		[bookmark: _heading=h.51zke88xvjr1]3

		

		Appropriate attendance to project board, SteerCo, Financial & contractual management.



		[bookmark: _heading=h.xzad55yfty1e]4

		

		Discovery workshops with GPA stakeholders and Technical Professionals (Architects, System Administrators, Business Analyst) as required.



		[bookmark: _heading=h.8jwnymyqdu83]5

		

		Project reporting and transparency: Includes summary of active risks and issues, and interim control points (e.g. show & tell)



		[bookmark: _heading=h.ja116qzbqzkn]6

		

		Enterprise Technical Architectural review with input to ServiceNow Roadmap owned by GPA



		[bookmark: _heading=h.8cy6xm2srp18]7

		

		Knowledge transfer on future (City upgrades) industry best practice on operating functional functions and processes



		[bookmark: _heading=h.wwvl22h9x8pr]8

		

Discovery/ Requirements Gathering





		Discovery work, with clear outcomes aligned to the architecture, including: Input to HLD, PID, BRD and the DPIA as modules are conceived & implemented



		[bookmark: _heading=h.3ctyffboer6b]9

		

		Defined Resourcing Plans - identifying the roles for each day; for Requirements analyses, design, development, testing, UAT, Go-live, ELS and Project Closeout. 



		[bookmark: _heading=h.5p6t50ptx5n]10

		

		Defined financial forecasts (fortnightly) and Actuals (milestone based)



		[bookmark: _heading=h.mf8532xodioc]11

		

		High level impact assessment





		[bookmark: _heading=h.su5pucky7jye]12

		

		Identify Critical Success Factors (CSFs) and pain points prioritised against the CSFs



		[bookmark: _heading=h.j6hgq1qa6btd]13

		

		Stakeholder engagement approach that aligns to the PM approach



		[bookmark: _heading=h.lhq23xohajey]14

		

		Solution design that presents options with impact and cost descriptions; in an outline design document that defines which strategic / functional outcomes are enabled



		[bookmark: _heading=h.n1bl9r4cmnhx]15

		

		Integrated design to include: Data migration strategy and data mapping & high level data architecture.



		[bookmark: _heading=h.i5cgcektq6qw]16

		

		Impact assessment on existing APIs/integration



		17

		

		Advising on data set build/cleanse/validate/load





		18

		Design

		Developers and architects from Supplier to workshop technical options to analyse against business processes and impacts.



		[bookmark: _heading=h.7t6c4n7gi8rn]19

		

		Supplier will identify a Lead Technical POC who has the contextual information, who is responsible for the projects. They need to document technical aspects of the project.



		[bookmark: _heading=h.er5vaywr6tv]20

		[bookmark: _heading=h.g7xikp37129s]Build

		Define project plans/sprint



		21

		

		Defined project resourcing plans



		22

		

		Defined project financial forecasts and actuals



		23

		

		High-level impact assessment



		24

		

		Validate Critical Success Factors



		25

		

		Joint ownership of the test process (Unit, Functional, Integration, UAT, Regression)



		26

		Deployment

		Knowledge transfer to operational teams and IT support teams within GPA and to the Supplier’s Managed Service Team. 



		[bookmark: _heading=h.ahuvfv8qebvg]27

		

		Minimum period of two weeks for Early Life Support (ELS) for projects that have been resourced to include 8 weeks or 4 sprints. For every two weeks or a Sprint in addition, we would like to add 2 days of ELS. This should be agreed as part of the Resource Plan. 



		[bookmark: _heading=h.dkn38k7vvfo5]28

		

		Input to the Operational Change processes (training User familiarisation, recommendations on communications etc)



		[bookmark: _heading=h.dv0e7258gqsf]29

		

		Stage Gate Entry/Exit reports



		[bookmark: _heading=h.86do5m10gdjv]30

		

		Post-build documentation to include: Release Notes and Configuration details



		31

		Training 

		Ensure that Knowledge Transfer of new functionality, through the following modes: System Administrator User Guides and 2x Train the Trainer Session (1 workshop for System Administrators, 1 for Business stakeholders respectively. ) These sessions may be combined if deemed appropriate to do so. 



		[bookmark: _heading=h.4hh3zkpq5gfd]32

		[bookmark: _heading=h.eatapffsuytj]Integration Performance

		[bookmark: _heading=h.x0xo5fmsze06]Ensure that integrated systems or third-party applications maintain efficient data exchange and functionality.



		[bookmark: _heading=h.6ylt1n4s7sjs]33

		[bookmark: _heading=h.rztyiw5mwcko]Workflow Execution 

		[bookmark: _heading=h.vy5z4jl12j56]Define expectations for the execution speed of workflows and automated processes within ServiceNow. 



		[bookmark: _heading=h.k3t17j8lhg64]34

		[bookmark: _heading=h.kpehdd3x503n]Mobile Performance:  

		[bookmark: _heading=h.ehu3f3b4ch7b]If applicable, specify the performance requirements for mobile applications developed within the ServiceNow platform.



		[bookmark: _heading=h.l1wlygkr65xr]35

		[bookmark: _heading=h.i3tgz5bxudzs]Load Testing

		[bookmark: _heading=h.5exirmrjrvr2]Include provisions for load testing to assess the system's performance under various conditions and identify potential bottlenecks. 



		[bookmark: _heading=h.h7rjkcjqfllc]36

		[bookmark: _heading=h.pves4mbyjfuk]Security Performance  

		[bookmark: _heading=h.33jj2vqv0yll]Ensure that security measures, such as encryption and authentication processes, do not significantly impact system performance.







[bookmark: _heading=h.23ckvvd]5.2 Performance Requirements

Projects must have governance in addition to the regular WAgile Project ceremonies, as prescribed above. Performance reviews against the KPIs should be undertaken by the Supplier according to the following schedule: 

· Project initiation - to include project sponsor and Supplier counterpart. 

· Mid-project review

· Project closeout - after and separate to the Project ‘Go / No-Go Live decision meeting’. 

[bookmark: _heading=h.1hmsyys]5.3 Mandatory Requirements

The Supplier should provide testing and quality assurance services to ensure that the GPA's ServiceNow platform meets the requirements of both the Government Design Standards and WCAG Accessibility Standards. 

Working Hours: For development projects, the Supplier should be available during the hours of 09:00 to 17:00 GMT/BST, Monday to Friday, excluding UK public holidays and weekends, unless prior agreement is made.

Any works that require out of hours solutions to be implemented, or where system downtime is required will be agreed with the GPA in advance.

Data and Information Security: The Supplier is required  to meet the requirements set out in the Government Functional Standard GovS 007:Security and the Cyber Assessment Framework  CAF and to comply with UK Government Data Protection Legislation. 

Geography: All resources of the Supplier for GPA must be UK-based and the GPA reserves the rights to audit Supplier’s access through the ServiceNow Security log.

Environment compatibility: Supplier should endeavour to connect with the GPA’s environment where necessary to undertake the development services, and make reasonable efforts to access GPA’s Operating Systems and Environments, when requested and granted by GPA. 



5. [bookmark: _heading=h.4f1mdlm]Key Performance Indicators (KPIs)

The following table outlines the key performance indicators for the development services.

		

		Service Description

		Measurement of Service Level

		Target

(%)



		A

		Weekly highlight report



		Delivery of highlight report by the agreed deadline

		100%



		B

		Daily stand-up with the Business Lead

		Once a Project has begun, a daily SCRUM should be scheduled and delivered to keep the Business Lead updated with blockers and progress of Development, with records of decisions from this meeting to be included in the Daily report. 

		100%



		C

		Daily report to include blockers, decisions, and progress within the Sprint

		Daily report will include decisions and changes agreed during the SCRUM and will contain anything captured at the end of the working day, for discussion in the next SCRUM.  For smaller projects the frequency may differ and can be agreed upon between GPA and the supplier. 

		100%



		D

		Sprint Backlog refinement and planning sessions 

		According to the agreed Sprint length of the Project (ideally 2 weeks), Backlog ceremonies must be carried out to get agreement from the GPA Business Lead to commit stories to a Sprint

		100%



		E

		Show & Tell sessions

		Upon completion of a Sprint, Show & Tell sessions should be scheduled and run by the Supplier. This is to show the functionality and for feedback from GPA according to Acceptance Criteria. This is the gateway to move a story to UAT. 

		100%





		F

		Sprint Retrospective

		After the completion of a Sprint or phase, a session with both Project teams to reflect on what went well and what could be improved for their next sprint. Retrospectives are essential to continuously improve your sprint process and ensure key learnings are incorporated for next time.

		100%



		G

		Early Life Support (ELS)

		A Proportionate Early Life Support Period should be resourced, to commence after the completion of UAT and ‘Go-Live’ has been agreed. There should be project and development staff to fix bugs, minor enhancements and recording future Enhancements to the backlog; this will be done in collaboration with the GPA Business Lead. 

		100%





Throughout the length of the contract GPA will be tracking and auditing the progress of the KPIs and the Supplier’s ability to reach the targets as detailed in the Performance table above. These are the audit activities that will serve as an opportunity for the Supplier to show their progress to achieving their KPIs: 

· Monthly project delivery updates with relevant internal and external representatives in-person or via Google Meets.

· Monthly report against each KPI and the targets, outlining escalated cases and the time taken for resolution.

· Meetings as required to review specific subject matters and issues. Where there are live issues that require escalation or where an KPI has not been met, these updates are required to be provided as agreed between the Supplier and GPA. 

If GPA is not satisfied with the progress of the Supplier to attain the targets as set in the KPIs, GPA will agree with the Supplier an improvement plan, during which the GPA Governance team will monitor Supplier against the plan. The plan will define the point of escalation for both parties.  Where there is continued failure of Supplier to meet KPIs, GPA reserves the right to apply additional remediation action.

We expect throughout the contract the Supplier will actively collaborate, engage, and participate in governance and reporting as set out above. GPA will provide the relevant ServiceNow contacts during an onboarding and transition phase if such is required.

Governance internally compromises of demand review boards (technical and non-technical) in addition to regular product and platform forums and meetings. 



6. [bookmark: _heading=h.2u6wntf]Contract Management and Review

Throughout the length of the contract, GPA will track and audit the progress of the KPIs and the Supplier’s ability to reach the targets as detailed in the KPI table above. These are the audit activities that will serve as an opportunity for the Supplier to show their progress to achieving their KPIs: 

· Monthly delivery updates with relevant internal and external representatives in-person or via Google Meets.

· Monthly reporting against delivery with highlighted progress, risks, issues, time spent and current and forecast spend against agreed budget as a document.

· Ad-hoc meetings as required to review specific subject matters and issues.

These meetings should be attended by the regular project team and GPA Sponsor; as well as the Supplier counterparts, including the nominated Technical Lead and Account Manager. These should serve as opportunities to address blockers and issues; but also, to create a bank of Lessons Learnt for subsequent projects.  

7. [bookmark: _heading=h.3tbugp1]Social Value

The GPA is driving sustainability to achieve the Government’s carbon net zero ambition,

adopting modern technology and reshaping our services to deliver a revised workplace strategy that is genuinely people-focused.

8. [bookmark: _heading=h.28h4qwu]General Data Protection Regulation (GDPR) 

Compliance with GDPR will ensure data is correctly retained, information is accurate. This makes us legally compliant (The Data Protection Act 2018) and builds trust with our users and partners. 



GPA Security will work closely with the Supplier to ensure we are aligned with the GDPR guidelines and provide Governance and Assurance in this matter.

9. [bookmark: _heading=h.nmf14n]Information and Data Security

The supplier needs to ensure that they store and use any GPA data securely. Where it is higher than Official-Sensitive, a Security Aspects Letter may need to be produced to cover requirements.

GPA policy dictates that the data security requirements for an organisation’s property systems is an organisation’s responsibility but should align to current government standards such as Digital, Data and Technology (GovS005)6 and Security (GovS007)7 functional standards.

[bookmark: _heading=h.32hioqz]See GPA Supplier Assurance Security Schedule Requirements

10. [bookmark: _heading=h.37m2jsg]Access to Premises

There will be no requirement to access GPA’s premises for delivery of the solution, however it may be proposed, where there is a benefit, to conduct some meetings or workshops from GPA’s offices across the UK. In such instances the Supplier will absorb all costs incurred in relation to travel and expenses.

11. [bookmark: _heading=h.1mrcu09]Service Mobilisation and Project Initiation

Service mobilisation is required after the contract is signed off, the Purchase Order is raised by GPA and the project initiation date agreed. 

The project initiation will be the official kick-off of the project to begin Discovery. It must include the key stakeholders from the Supplier must attend including the account manager, delivery manager, lead director; and lead technical developer in addition to Business Stakeholders and Owners. 

12. [bookmark: _heading=h.46r0co2]Security Clearance 

All Supplier’s employees and subcontractors working on the GPA account must be BPSS cleared (at minimum); with the eligibility to acquire SC clearance.

SC Clearance is required for the Supplier’s Development Service consultants who will be accessing GPAs ServiceNow platform, including commercial and security sensitive information; as data on our instance is classified as Official Sensitive. Evidence of clearance will be provided by the Supplier before the commencement of services to GPA. It is required that the Supplier will already have SC cleared resources available in advance of the service commencement. Any costs incurred to obtain the relevant level of clearance will be absorbed by the Supplier.

The Supplier must adhere to GPA’s governance, risk and compliance policies, processes, and procedures. Furthermore, they will be expected to adhere to GPA controls and compliance.

13. [bookmark: _heading=h.3l18frh]Project Closeout

All projects must have a Project Closure ceremony, where projects are finalised and formally transferred, and all documentation is signed off, approved, and archived. The main objectives are to confirm outputs have been delivered, perform the ‘Lessons Learned’ review, and have all parties sign-off. 

Communication and Notice: The GPA will provide written notice to the Supplier in accordance with the contractual terms, communicating the reasons for termination and the desired end date. 

Data Ownership and Migration: As part of the exit strategy, the Supplier will ensure that all information pertaining to the GPA will be transferred to the GPA, with and all copies held by the Supplier deleted, with written confirmation of this being passed on completion. 

Transition Planning: The Supplier will be expected to work with the GPA and the prospective new Supplier to ensure that a smooth transition is carried out, providing full documentation and assistance during the transition period, which may include (but is not exclusive to) running a parallel system, redirecting services or providing temporary solutions to ensure that any level of disruption is kept to a minimum.

Knowledge transfer: A handover and training activity to enable system maintenance at project closure and to upskill GPA as in-house system administrators.
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1. [bookmark: _heading=h.gjdgxs]Introduction

This document provides the specification for GPA’s ServiceNow managed services.

The GPA is a public sector property holding company creating great places to work for civil servants. The GPA delivers property and workplace solutions across government by managing central government property as a strategic asset. Its vision is to create a transformed, shared, sustainable and value for money Government estate supporting civil servants to work productively in every nation and region of the UK. The GPA currently has just over 400 employees and is an executive agency, sponsored by the Cabinet Office.  This is to service a business as usual (BAU) requirement for GPA.

2. Background 

ServiceNow has recently been brought into the GPA Corporate Systems portfolio with a view to apply consistent governance across applications and Programmes which are embedded in the business. The GPA has planned an Executive Briefing Centre (EBC) in April 2024 with the ServiceNow team to develop a Roadmap on how to grow the platform and acquire perspective on strategy and initiatives.

[bookmark: _heading=h.30j0zll]

The following ServiceNow modules currently in use on the GPA instance: 



Customer Service Management (CSM)



The Customer Service Management (CSM) module of ServiceNow has been customised to maximise the Self-Service and Knowledge Management functionality of this module. In the GPA instance, we use Knowledge Management articles to provide detailed location information for our End Customers, who are accessing one of the GPA managed buildings, as a Civil Servant. We also use this module to leverage the forum (by the Government Department) and case management functions. 



This module is owned by the Customer Experience and Workplace Services businesses and is locally referred to as the Customer Services Portal (CSP). 



We also have an integration with a facilities management platform through a connector.



Human Resources Service Delivery (HRSD) 

Whilst not limited to, the HR department have utilised the below elements of the HRSD module, as follows: 

· HR Agent Workspace for the HR team to manage HR Service Requests 

· Case management for Employee Relations

· HR Knowledge Management, which is a searchable database of HR policies, procedures, and articles. Such as Health & Safety and Performance Management policies and Induction information. 

· Service Catalogue that allows employees access to request services from HR: New joiners forms, Business cases for additional responsibilities and notification of the end of an employment contract (Leavers). 

Employee Centre Pro (ECP)

The unified portal for employees including HR, IT, and Facilities; with a central place to access company news, policies, resources, and requests. GPA have enabled the HR Taxonomy, so far; maximising on the optimised processes and widgets, personalised content and the Organisation Chart that comes out of the box. 



GPA is looking to leverage the capability of ServiceNow, considering additional functionally, and enhancements to ServiceNow, to meet the needs of the business as part of the strategic use of systems within the GPA.



We also have an app-engine built time-off application.

3. [bookmark: _heading=h.1fob9te]Scope of the Contract

The requirements of the GPA’s ServiceNow managed service are outlined in this section.

The Supplier will provide both 2nd and 3rd line support. 1st line support will be provided by GPA. It is noted however that assignment and routing will mean that for some task types will directly interface with the Supplier. Throughout the contract duration GPA will be seeking out automations and efficiencies that will reduce our dependence on support teams whilst also improving the user experience. 



GPA has internal resources who will guide and support if and where required. This includes Platform Owners, Product Owners, Business Analysts and Architects.

Additional integrations, modules and products onboarded are to be absorbed within the existing managed service.



To give indicative figures our current and forecasted subscription base over the next 2-3 years is as follows:



· Agile Team - 1

· Business Stakeholder - 10>100

· Customer Service Management Professional with App Engine 100 - 85>300

· HR Service Delivery Enterprise – 600>800

· Integration Hub Starter - 100000

Users who can log ServiceNow tickets will be limited to, and triaged by, GPA colleagues. Limited to approx. 600 with forecasted growth to 800.

We have an in-house capability which also develops and triages work. 

[bookmark: _heading=h.3znysh7]3.1 Incident (case) Management

Managed service should include Incident (case) Management as detailed and aligned to the ITIL service management framework. An incident is defined as an unplanned interruption or a reduction in the quality of a technical service or a failure of a configuration item (CI). Incidents (cases) can include failures or degradation of services reported by GPA users, technical staff, and third-party Suppliers. 

The primary goal of the incident management process within the Managed Service is to restore the operation of a ServiceNow instance, module or functionality, back to its 'normal' mode of operation according to the KPIs and SLA targets with the aim to minimise any impact to the business and / or users. The Incident Management process includes: 

1. Log incidents in the instance or by sending email. 

2. Classify incidents by impact to the organisation and urgency to prioritise work. 

3. Assign to appropriate groups for quick resolution. 

4. Escalate as necessary for further investigation. 

5. Resolve the incident and notify the user who logged it. 

Major incidents are either created directly as major incidents, or proposed as major incidents (cases). The P1 and P2 category will be applied to major incidents (cases) for managing SLAs.

In the event of a service outage incidents (cases) will be captured manually and retrospectively inputted into the system once service is restored. The SLA would start for the Supplier when a call out is made by the GPA via normal communication channels during a business day. 

Examples of a P1 scenario being a complete platform or product outage, whereas a P2 scenario could be service degradation or an integration failure.

Managed Service should provide online support services with professional ServiceNow on-shore certified technical consultants.

[bookmark: _heading=h.2et92p0]3.2 Request Service

The Managed Service for requested service will include: 

		Service

		Description



		Service Catalogue Management

		– i.e., amending item description, variable(s), add help text to a variable



		Manage users and groups 

		Add/amend/remove user accounts, group memberships, and roles (Joiners, Movers, Leavers)



		Maintenance and Support of Test Data

		Maintenance and support with regards to a set of test data to aid the development and testing life cycle. The initial creation of test data would be managed as a minor enhancement and subsequently be maintained through the request service.



		Simple Catalogue Management 

		Creation of ‘simple’ catalogue item - i.e. No more than 3 approvers (user or group), and up to 6 fulfilment tasks (series, parallel, or simple dynamic route based on form questions)



		Manage core data

		Updates to data that are not captured in ServiceNow Update Sets. This includes bulk update requests to amend user records. Creation and maintenance of transform maps, and management or routine imports     



		Creation of new Variable Sets

		Making variables available so it can be shared consistently across Catalogue Items; with a unified look-and-feel, and updated once across multiple Catalogue Items



		Access to a ServiceNow application

		Creations, maintenance and support with regards to administering application access similar to user management, this would likely be in the form of role based access or user criteria.



		Dashboard and Custom Report maintenance 

		Creation of one-off and cyclical reports, dashboards, reports and performance analytics related data points. 



		Manage SLA schedules with simple additions or amendments

		Creations, maintenance and support of service level agreements including schedules. 



		Create and manage surveys

		Creations, maintenance and support of surveys. 



		Create and manage notifications and alerts

		Setting up and managing alerts and notifications throughout the platform. 



		Support in-house first line support teams with How to/How do I/Queries

		Including the creation and maintenance of knowledge base articles and bases which enable first line teams to provide fixes without the need of 2nd / 3rd line intervention, where that knowledge resides with the Supplier.



		Liaise with service management teams and Supplier tooling teams

		Work in collaboration with internal GPA colleagues and third-party Suppliers where appropriate directly.  



		Impact assess changes and enhancements as part of change management process

		This will include impact assessing changes which are outside of the control of the Supplier i.e., interface and integration changes. The expectation is that GPA or another third part will involve the Supplier at the earliest opportunity to impact assess these prior to any change management process. Any integrations introduced post the service commencement date will require GPA to ensure that the Supplier is involved in any knowledge transfer and has the opportunity to call out any challenges in accepting it into service. 



		Liaise with ServiceNow on technical matters

		Work in partnership with ServiceNow to deliver a seamless experience to GPA. This will require a high level of collaboration between the partner and vendor.





[bookmark: _heading=h.tyjcwt]

[bookmark: _heading=h.3dy6vkm]The above request types form part of the ticket volume-based approach we have taken, of which our absolute peak forecasting is based at approximately 1200 incidents (case) and requests per annum, of which we are anticipating 75% of that to be the fulfilment of the above. 

[bookmark: _heading=h.1t3h5sf]Our present volumes are approximately 300 incidents (cases) and requests per annum at a similar split of 75% fulfilment of requests.  

[bookmark: _heading=h.4d34og8]The peak volume is likely to be a realisation within the next 2-3 years.

[bookmark: _heading=h.2s8eyo1]We would suggest that the Supplier seek out opportunities to automate these and/or make them more efficient based on those which are likely to help reduce the volume of requests requiring manual intervention.

[bookmark: _heading=h.17dp8vu]It is important to note that a proportion of this volume may also be handled by our internal capability. 

[bookmark: _heading=h.3rdcrjn]3.3 Change Request /Enhancements 

Changes may be undertaken by the Supplier’s Managed Service Team as part of the enhancement cycle. This might include analysis of requirements, configuration, and development plus peer testing. There is a wide variety of work that can be completed as enhancements, some examples would be:

· Creation of a new catalogue item with a level of complexity such as:

· Complex dynamic, or multi-path approvals that will need to have logic tested thoroughly

· Complex dynamic, or multi-path fulfilment tasks that need to have logic tested thoroughly

· Complex dynamic form questions/variables

· Form questions/variables that involve database look-ups and/or complex interactions between client and server-side scripting for validation

· Underpinning a new business process, and therefore involves an element of business change for the customer

· Updates to Performance Analytics data collection and data breakdown sources

· Minor changes to existing integrations i.e., updates to spokes or plugins, small single change to configuration i.e., transform maps

· Changes to security model and Access Control Lists

· Updates that would be captured using the Update Set mechanism and therefore would need to follow the development cycle (sub-prod instances to production). Path to live would-be development, test and finally production.

GPA will detail their initial requirement and log on the system, for further input with the Supplier. Together we will mature the requirement, as a story with acceptance criteria and points allocated as to the effort of work required to fulfil it. The enhancements align to two categories:

		Category

		Story Points

		Rationale



		Minor enhancement 

		1-4 points

		To provide greater flexibility, enhancements can be delivered in multiples in one cycle, or over a longer period to facilitate a range of mid-sized strategic objectives. 



		Major enhancement

		5-8 points

		







The average required point per reporting period (monthly) is 12 points and the consumption of such is considered when the functionality is deployed into production under a change / release. We would expect a certain level of flexibility to transfer points to subsequent months should there be an overage / underage. 

Changes (releases) will be the form of two types (ad-hoc) where it is deemed either business critical or appropriate by GPA to deploy outside of the agreed window, whereas our standard changes (releases) will be defined through a schedule where no more than 1 deployment per fortnight will take place unless the business requires an exception to this process.

However, larger pieces of work that expand beyond the scale of a minor or major enhancement would be classified as a project. Examples may include:

· Implementation of, or upgrade to a new module

· Requirement gathering & analysis to review proof of concept for future scope

· Implementation for a new business process that does not fit the current Usage Authorisation terms under existing ServiceNow licensing agreements

· New or substantially refactored integrations

· Linked processes that require implementation in tandem

· Project work would be referred to the Account Manager.

[bookmark: _heading=h.26in1rg]3.4 Dashboard Maintenance  (Background Information)

GPA already has several dashboards, arranged in tabs and views; that will need to be maintained as part of BAU (‘Business as Usual’). This will include managing user access through groups and roles. Requests to modify the existing dashboards and to create new Dashboards will be submitted as a Request. 

Some examples of existing dashboards include: Customer Usage Portal, GPA Monitoring, Incident (case) Overview, Analytics Usage Overview and Request Overview.

[bookmark: _heading=h.lnxbz9]3.5 Custom Reports (Background Information)

The existing HR Service Delivery module has approx. 163 customised reports on variables from catalogue items or forms. For example number of catalogue items submitted monthly (for example the joiners and movers report); these reports will need to be managed and updated through Managed Service Requests. 

Some examples of existing reports include): Active HR Cases, Annual Leave Balances, Capital Projects Office Locations, Contingent Labour Cases, Finance Labour Pie, Performance Pack - Leavers, and Workplace Services Office Locations. 

[bookmark: _heading=h.35nkun2]3.6 Manage Groups, Roles and Core Data (Background Information)

Groups and roles allow GPA to manage access and behaviours within the platform and automate tasks and events. These groups will also allow GPA to send directed campaigns to specific individuals within the organisation. These groups also maintain security assurance, ensuring users are accessing information permissible to their role, need and organisation. 

GPA maintains the ownership of Intellectual Property and Data. 

[bookmark: _heading=h.1ksv4uv]3.7 Create and Manage Surveys (Background Information)

Surveys are currently used within the Customer Service Portal to obtain feedback from users of GPA system - whether it is after they have attended an event at one of our offices or as a result of logging a Workplace Services ticket for the completion of maintenance tasks. These are generated automatically, as part of a workflow. These surveys will need to be maintained and some new surveys created, as the platform matures. 

[bookmark: _heading=h.44sinio]3.8 Manage System Configuration

This encompasses changes made to the platform as well as supporting applications. These changes can affect global settings as well as settings for applications. Some ServiceNow components and settings:

· ServiceNow plugins (which are expected to be updated/upgraded when there is a platform upgrade, or as and when requested or required)

· Find components installed with an application

· Available system properties

· Handle HTTP 500 errors

· Query join and complexity size limits

· Web proxy

[bookmark: _heading=h.2jxsxqh]3.9 Platform Administration 

Administration tasks include: 

· Proactively monitor performance & compliance     

· Review logs and address issues

· Environment management (e.g., Patching, Plugins and Upgrades)

· MID server maintenance

· Attending CAB (at Client discretion)

· Change management

· Release management

· Track response only (which we can control) not resolution of Hi Tickets raised to ServiceNow

· Evidencing that corrective, preventative, adaptive and perfective maintenance is being performed on the products and platform.

[bookmark: _heading=h.z337ya]3.10 Compliance

Performing regular audits of the Platform to ensure data security and privacy. The Supplier must conform to ServiceNow’s stringent compliance frameworks: completing certifications, customer compliance, customer data privacy, secure access control, and transparency. 

To name a few frameworks: GDPR compliance, ISO/IEC 22301:2019, ISO/IEC 27001:2013, SSAE SOC 2 Type 2 Report, NCSC Cloud Security Principles, UK Cyber Essentials Plus Certification, NCSC Cyber Assessment Framework (CAF).

[bookmark: _heading=h.3j2qqm3]3.11 Clone Maintenance

Managing stability and data on GPA production and non-production environments is part of the Managed Service. We expect clones to be performed in line with ServiceNow framework and with consultation with the GPA Data and Security teams to ensure the integrity of the data and security of the platform.  These should be no less than once per quarter, but we would want to achieve this on a monthly basis if not more frequent once both GPA and the Supplier are confident in the system configuration to do this with minimal to no issues encountered.

This should include scheduled cloning (sharing dates and receiving approval from GPA Security), data preservation, maintaining a clone audit history, and creating/ maintaining post-clone clean-up scripts.        

Managing the CMDB (Configuration Management Database) health will come under this service; and will include data imports and information; including copying CI (Configurable Items), managing workflows.

[bookmark: _heading=h.1y810tw]3.12 Patch Management 

The Supplier to adequately maintain the system and all patches required to maintain ServiceNow functionality as implemented. These are performed by ServiceNow routinely through planned maintenance, however in the unlikely event of a patch being provided it is expected that both the GPA and Supplier will agree roles and responsibilities to manage the implementation in a considered manner.

[bookmark: _heading=h.4i7ojhp]3.13 Change Release Management

We will utilise the Jira application to manage the build and release of components; as it coordinates the release – assigning work items (epics, stories and problems) to individuals until deployment. This is in addition to and compliments the Change Management module and process.

It will be required that the Supplier works on this application alongside ServiceNow.

[bookmark: _heading=h.2xcytpi]3.14 Portal Email Support

GPA users will expect the creation of a Managed Service ticket through one or more of the following methods: sending an email to a shared mailbox, and logging the ticket through an appropriate ServiceNow case (ticket types defined below).

The Supplier must be able to provide support through the collaboration tool of the client, which for managed service incidents (cases) and request fulfilment will be ServiceNow, and Jira for everything else which does not apply to the platform.     

[bookmark: _heading=h.1ci93xb]3.15 Advisory and Roadmap 

The managed service includes architectural designs and collaboration with ServiceNow CSM team and GPA to effectively mature and maintain the platform.        

 GPA to provide objectives, priorities, backlog and roadmap to plan enhancement with the Supplier. 

[bookmark: _heading=h.3whwml4]3.16 Platform Optimisation and Enhancements

This will include workshops, training, demonstrations, stakeholder enablement training. 

Take-over and hand-over services:  Perform services to take over the services from the incumbent contractor. Perform services to hand over the services to the Commission or to a designated third-party at the end of the contract.

3.17 Testing and Quality Assurance

The Supplier will be required to provide sufficient evidence that testing and quality assurance has been performed on all enhancements, whether that be manual or automated. 



4. [bookmark: _heading=h.2bn6wsx]Detailed Requirements 

Provision of testing and quality assurance services to ensure that the GPA's ServiceNow platform meets the requirements of both the Government Design Standards and WCAG Accessibility Standards.

[bookmark: _heading=h.qsh70q]4.1 Service Requirements

The following table outlines the managed service requirements. 

		Description

		

		Comments



		Service availability

		UK business hours and out of hours 

		Business hours – 09:00 until 17:00 Monday to Friday excluding UK Public Holidays. 

1. P1 or P2 response and resolution

2. Production – Planned changes and/or releases

3. Production – Planned platform and plugin upgrades

A 24/7/365 support function is not required for this service.



		Add/modify user groups and roles

		Yes

		



		Bulk data imports

		Yes

		Includes the creation of transform maps and routine imports to maintain the data in a timely manner under the request service.



		Request fulfilment

		24 business hours     

		



		Platform management



		Platform upgrade

		Yes 

		GPA will require an annual platform upgrade within 4 weeks of general availability. Depending on the contract end date this may be extended beyond that timeframe to factor in any exit or transition activities which may occur during that time



		Patching support 

		Yes

		As and when these patches are made available from ServiceNow or on an ad-hoc basis when there is a security or configuration need. These will be handled via the request service.



		Enhancement

		Yes

		An Enhancement enables GPA to capture the business requirements and justification to make a change to the ServiceNow platform, to support ongoing maturity and maintenance needs. 

GPA will require an average of 12 points per month, with one point equating to 1 hour of effort, with the flexibility in the number of stories that will fit within that Enhancement Sprint and budget. 

The calculation of the points must be agreed with the GPA during the Sprint Backlog ceremony and follow the Agile Sprint methods. Points must not expire if not utilised up to an agreed threshold. i.e., to allow a carry over up to but not exceeding x number of points. Given the nature of our work enhancement effort may be more in one month vs another. 



		Manage 3rd party integrations

		Yes

		GPA’s instance currently has an API to our Planon instance, sending ticket information to Planon to create Work Orders which are in a pilot phase at present.

As our instance matures and increased functionality applies, we will need additional APIs, for HRSD and CSM modules. As additional APIs and integrations come on board, we would expect the Supplier to absorb this into the existing contract at no additional costs to GPA. The same applies to applications, modules and plugins. The supplier and GPA will agree and contribute towards defining the acceptance and service readiness criteria.



		Cloning support

		Yes

		See section 3.11 Cloning Maintenance



		Platform optimisation and health check

		Yes

		Monthly ServiceNow health check report content to be agreed with GPA.  

Report delivered within 5 business days following the previous month



		ServiceNow licence monitoring

		Yes

		Monthly usage report as part of the service review

Report delivered within 5 business days following the previous month



		Roadmap planning

		Yes

		It includes architectural design support to maintain the integrity of our instance, as we mature the platform. In addition to also include road mapping on future ambitions.



		Service management



		Service Manager

		Yes

		Supplier will provide a named Service Manager to support GPA.        



		ServiceNow licence tracking and optimisation 

		Yes

		Report should be provided as part of the contract review meeting with the number of users, number of licences for each subscription within the ServiceNow Platform.

Report delivered within 5 business days following the previous month     



		Support Tickets



		300 (Current)

1200 (2-3 years time)

Volumes approx:

75% - Requests

25% - Incidents (cases)



		This level is indicative, based on the number of tickets received 2022/2023.  Forecasted volumes are expected to be no more than 10% year on year.

It will include these ticket types: incidents/cases, requests, bulk data import, dashboard and report management, and user access requests.  All tickets come in as cases and will be made distinguishable by case type, or converted to request items and service catalogue tasks.





[bookmark: _heading=h.3as4poj]4.2 	Performance Requirements

The performance requirements below detail our target for Incident (case) and Request management of our managed service. 

		Services

		Description

		Expected performance level



		Service Hours

		The hours of service for support to include the response and resolution.            

		P1 – P4 09:00 to 17:00 Monday to Friday excluding UK Public Holidays     



		Incident (case) Response



Definition:



The incident has to be responded to by an individual who acknowledges and assigns the ticket out, or begins work on an incident. An automated assignment or routing does not constitute the response SLA being met.

		P1

		Any incident that causes a platform production instance not to be available. Applies to: Production 

		15 business minutes 

ServiceNow Impact Guided SLA– 30 business minutes



		

		P2

		Any defect that causes a critical function to fail, or a defect is identified within a critical function of the platform or business. That puts the platform at risk or disables Business as Usual (BAU) for Business owners. It may also have a potential to cause financial, legal, regulatory or reputational risk to GPA. Applies to: Production

		30 business minutes



ServiceNow Impact Guided SLA – 2 business hours



		

		P3

		Any incident that impedes work or progress within the platform. Applies to: Production and Non-Production  

		4 business hours     



ServiceNow Impact Guided SLA – 12 business hours





		

		P4

		Any incident that does not significantly impede work or progress. Applies to: Production and Non-Production

		24 business hours

     

ServiceNow – 24 business hours



		Incident (case)      Resolution

		P1

		4 business hours



		

		P2

		12 business hours 



		

		P3

		56 business hours      



		

		P4

		80 business hours     



		Defect Resolution

		Where an incident has been identified as a defect within the platform the end-to-end resolution must be achieved within the incident SLAs as set out in this document.  This applies to production

Resolution – Fix deployed to the production environment. 

		



		Request response

		The request has to be responded to by an individual who acknowledges and assigns the ticket out, or begins work on a request. 

An automated assignment or routing that sends a notification does not constitute the response SLA being met. This must be acknowledged by an individual, not a system driven process.

		8 business hours



		Request fulfilment 

		Request fulfilment includes the deployment into production. 

		24 business hours





		Clone Frequency

		The initial clone back to non-production environments will take place within the end of the first month of service and subsequently no later than every quarter thereafter. 

The Supplier will be responsible for the on-going scheduling, maintenance and support of this process, ensuring adherence to data protection and security requirements as set out. 

		Minimum – 4 per annum 

(Quarterly)



Maximum – 12 per annum

(Monthly)



		Test Data

		The Supplier will be responsible for creating test data in the non-production instances as and where required. This may include creating persona-based users and a single data set.

Personas are:

Customer Portal User

Content Admin

HR Case Agent

Line Manager

		



		Healthscan / Security Findings

		The expected response and end-to-end resolution of a healthscan or security finding will be met within the SLAs as set out within the incident management section above. 

This will include: 

· HealthScan Diagnostics (Manageability, Performance, Security, Upgradability, User Experience)

· Instance Scan

· Data Protection Impact Assessments



The Supplier is responsible for ensuring that any finding which is readily available via the platform is logged and remediated as soon as it is identified. This should be managed and maintained daily by way of an automation or manual mechanism which converts findings to incidents

For findings that were identified prior to service commencement the SLA will not be applied.

		HealthScan 

Minimum Targets

HealthScan

Overall – 95% 

Manageability – 95%

Performance – 95%

Security – 95%

Upgradability – 95%

User Experience – 95%

Critical – P1 – 95%

High – P2 – 95%

Medium – P3 – 95% 

Low – P4 – 95%



		Quality Measures

		Tickets which have breached their SLA must still be managed and updated in a timely fashion. 

They must also be updated with meaningful updates to the end user providing them with the current status and next steps until resolution.

The SLA pause (on hold) conditions are as follows:

· Awaiting Customer

· Awaiting 3rd Party / Vendor i.e., ServiceNow

· Awaiting Change

· Awaiting Problem

    Customer satisfaction will be measured against customer facing tickets:

· Incident (case)s (Cases)

· Requests

GPA also gathers feedback through numerous mechanisms to gauge and measure satisfaction.



		No more than 0% of total ticket count not aged over 30 days

No more than 5% of total ticket count not aged over 15 days

P1 tickets updated every 30 minutes or sooner

P2 tickets updated every hour or sooner

P3 tickets updated every working day or sooner

P4 tickets updated every 2 working days or sooner

No occurrences of incorrect use of SLA pause conditions.

Customer Satisfaction of overall tickets scoring at or above 4 with a target of 90% CSAT.







[bookmark: _heading=h.1pxezwc]4.3 Mandatory Requirements

Level of partnership: Minimum of ServiceNow Elite with demonstrable certifications and experience in  ITSM, CSM, HRSD, IRM, GRC.

Managed Services: The Supplier would be expected to provide both an ‘in hours’ and ‘out of hours’ service;

The following will be performed outside of business hours:

· Production- Platform Upgrade (Weekend)

· Production - Planned Changes and Releases (After 17:00 Monday to Friday) no more than once per fortnight.

The exception to this process will be emergency changes and releases which are in response to P1 or P2 incidents. In these scenarios this can be done during business hours, provided approval has been granted.

Technical Support Lead: The Supplier would be expected to allocate a nominated Lead Technical support i.e., Lead Technical Developer to lead as the subject matter expert on the GPA instance and provide escalation support to the managed service team for ongoing issues.

Managed Service Team:  The Supplier would be expected to nominate individuals on the managed service team to lead on all GPA tickets and to undergo training at the onboarding stage, which GPA will provide to familiarise them with our instance and how we use it. Thereafter, it will be the responsibility of the Supplier to handover the knowledge to any new nominated individuals in the case of absence/ staff turnover. 

Training: The Supplier would be expected to support internal resources to be upskilled as to be agreed through informal technical sessions. 

Data and Information Security:  The Supplier is required  to meet the requirements set out in the Government Functional Standard GovS 007:Security and the Cyber Assessment Framework  CAF and to comply with UK Government Data Protection Legislation. 

5. [bookmark: _heading=h.49x2ik5]Key Performance Indicators (KPIs)

		

		Service Description

		Measurement of Service Level

		Target

(%)



		A

		Monthly contract review report

		Delivery of highlight report by the agreed deadline. 

Report sent at or within 5 business days

Meeting takes place at or within 10 business days 

		100%



		B

		Monthly burn rate report 

		Must include the current burn rate with breakdown of resource and contract spend tracker 

Report sent at or within 5 business days

Meeting takes place at or within 10 business days

		100%



		C

		Quarterly Contract progress report

		Quarterly report with meeting to discuss report that includes: contract progress, progress of Managed Service, Projects & Roadmap, Business Continuity, Key Contacts & Escalation. 

Report sent at or within 10 business days

Meeting takes place at or within 20 business days

		100%



		D

		Account management

		Must have a named Account Manager for GPA

		100%



		E

		Service Delivery Manager

		Must have a named Service Delivery Manager throughout the contract 

		100%



		F

		Service operating hours 

		P1 – P4 09:00 to 17:00 GMT/BST Monday to Friday excluding UK Public Holidays     

		100%



		G

		Incident (case) response

		P1- 15 business minutes (Applies to Production)

P2 – 30 business minutes (Applies to Production)

P3 – 4 business hours (Applies to Production and Non-Production)

P4 – 24 business hours (Applies to Production and Non-Production)

		95%



		H

		Incident (case)      resolution

		P1- 4 business hours (Applies to Production) 

P2 – 12 business hours (Applies to Production)

P3 – 56 business hours (Applies to Production and Non-Production)

P4 – 80 business hours (Applies to Production and Non-Production)

		95%



		I

		Request fulfilment

		24 business hours

		95%



		J

		Patch Management

		within 5 working days of release

		100%



		K

		Platform and Plugin upgrade

		Annual platform and plugin upgrades within 4 weeks of release from ServiceNow, to include Test Scripts with the production upgrade to take place during a weekend.

		100%



		L

		ServiceNow licence tracking and optimisation

		Monthly report provided to help GPA optimise licence usage. To also include ongoing maintenance and support of the subscription management module.

		100%



		M

		Problem management

		P1 Root Cause Analysis (Applies to Production) within 40 business hours. Permanent resolution with 80 business hours.

P2 Root Cause Analysis (Applies to Production) within 80 business hours. Permanent resolution within 120 business hours.

P3 Root Cause Analysis (Applies to Production) within 120 business hours Permanent resolution within 160 business hours.

		95%



		N 

		Change management

		Incidents (cases) caused by change but be minimised.  Any change which causes an incident must be marked as successful with issues, if the issue was part of a wider release. 

All changes must be approved via the ServiceNow platform, or in the event of a major incident scenario P1 or P2 retrospective formal approval is sought following any verbal approval to proceed. Deployments that promote configuration or code that was not approved for release will also be deemed as an unauthorised change. 

Changes will be both ad-hoc and scheduled depending on the business needs.  For enhancements and requests this will be scheduled twice weekly, whereas for defect / incident (case) fixes and findings that have to be remediated within SLA will be managed by the Supplier on an ad-hoc basis.





		Maximum no more than 1 per month

No unauthorised changes



Twice weekly for enhancements 

Daily or as an when required for defect / incident fixes and findings





6. [bookmark: _heading=h.2p2csry]Contract Management and Review

Throughout the contract term the GPA will be tracking and auditing the progress of the KPIs and the Supplier’s ability to reach the targets as detailed in the Performance table above. These are the audit activities that will serve as an opportunity for the Supplier to show their progress to achieving their KPIs: 

· Monthly project delivery updates with relevant internal and external representatives in-person or via Google Meets.

· Monthly report against each KPI and the targets, outlining escalated cases and the time taken for resolution.

· Meetings as required to review specific subject matters and issues. Where there are live issues that require escalation or where an KPI has not been met, these updates are required to be provided as agreed between the Supplier and GPA. 

In the event that GPA is not satisfied with the progress of the Supplier to attain the targets as set in the KPIs; GPA will agree an improvement plan and period of improvement with the Supplier. During which time, the GPA Governance team will be providing regular monitoring and there will be a clear and transparent point of escalation for both parties.  Where there is continuous failure, GPA reserves the right to apply additional remediation action.

We expect throughout the contract both Supplier and ServiceNow to actively collaborate, engage and participate in all governance and reporting as set out above. GPA will provide the relevant ServiceNow contacts during an onboarding and transition phase, if such is required.

Governance internally compromises of demand review boards (technical and non-technical) in addition to regular product and platform forums and meetings. 

7. [bookmark: _heading=h.147n2zr]Social Value

The GPA is driving sustainability to achieve the Government’s carbon net zero ambition, adopting modern technology, and reshaping our services to deliver a revised workplace strategy that is genuinely people-focused.

8. [bookmark: _heading=h.3o7alnk]General Data Protection Regulation (GDPR) 

Compliance with GDPR will ensure data is correctly retained, information is accurate. This makes us legally compliant (The Data Protection Act 2018) and builds trust with our users and Suppliers. 



GPA Security will work closely with the Supplier to ensure we are aligned with the GDPR guidelines and provide Governance and Assurance in this matter. 

9. [bookmark: _heading=h.23ckvvd]Information and Data Security

The Supplier needs to ensure that they store and use any GPA data securely. Some of these clauses will only take effect where GPA uses the government protective marking scheme so it’s worth bearing in mind what data is to be shared and whether it needs to be marked accordingly. Where it is higher than Official-Sensitive, a Security Aspects Letter may need to be produced to cover requirements.

GPA policy dictates that the data security requirements for an organisation’s property systems is an organisation’s responsibility but should align to current government standards such as Digital, Data and Technology (GovS005)6 and Security (GovS007)7 functional standards.

[bookmark: _heading=h.ihv636]See GPA Supplier Assurance Security Schedule Requirements

10. [bookmark: _heading=h.32hioqz]Access to Premises

There will be no requirement to access GPA’s premises for delivery of the solution, however it may be proposed, where there is a benefit, to conduct some meetings or workshops from GPA’s offices across the UK. In such instances the Supplier will absorb all costs incurred in relation to travel and expenses.

11. [bookmark: _heading=h.1hmsyys]Service Mobilisation

Service mobilisation is required as soon the contract is awarded.  A kick-off meeting will be set up which the key stakeholders from the Supplier must attend including the account manager, delivery manager, lead director etc.

12. [bookmark: _heading=h.41mghml]Security Clearance 

All Supplier’s employees and contractors working on the GPA account must be BPSS cleared (at minimum). 

[bookmark: _heading=h.2grqrue]SC Clearance is required for Managed Service consultants who will be accessing GPAs ServiceNow system, including commercial and security sensitive information, as data on our instance is classified as Official Sensitive. Evidence of clearance will be provided by the Supplier before the commencement of the services to GPA. It is required that the Supplier will already have SC cleared resources available in advance of the service commencement. Any costs incurred to obtain the relevant level of clearance will be absorbed by the Supplier.

The Supplier must adhere to GPA’s governance, risk and compliance policies, processes and procedures. Furthermore, they must adhere to all controls to which we have in place both current and any future changes. Whilst some processes may not be fully matured where guidance is required the GPA will advise the Supplier accordingly. 

13. [bookmark: _heading=h.vx1227]Continuous Improvement 

The GPA expects the Supplier to foster a collaborative approach to build a partnership, which allows for innovation in scoping new solutions to key processes. 

When an issue is identified, the GPA expects a proactive approach from the Supplier to resolve these issues and for the Supplier to keep the GPA informed when specifically relating to the platform or products which operate within it.

The initial improvement plan must be in place within the first 3 months of service, to which the content must show demonstrable action being taken to seek out automations and efficiencies at both a platform and service level.

14. [bookmark: _heading=h.3fwokq0]Exit Strategy

Communication and Notice: The GPA will provide written notice to the Supplier in accordance with the contractual terms, communicating the reasons for termination and the desired end date. 

Data Ownership and Migration: As part of the exit strategy, the Supplier will ensure that all information pertaining to the GPA will be transferred to the GPA, with and all copies held by the Supplier deleted, with written confirmation of this being passed on completion.

Transition Planning: The Supplier will be expected to work with the GPA and the prospective new Supplier to ensure that a smooth transition is carried out, providing full documentation and assistance during the transition period, which may include (but is not exclusive to) running a parallel system, redirecting services, or providing temporary solutions to ensure that any level of disruption is kept to a minimum.

Knowledge transfer: A handover and training to maintain the system at project closure to upskill us as in-house system administrators.

Immediate Remediations

We require the Supplier to deliver upon the below requirements in addition to the managed service.

1. Customer Service Management (CSM) Portal Redesign

In Scope

· Redesign the CSM portal to be fully compliant with government digital standards

· Ensure that the CSM portal fully complies with government accessibility standards

· Porting all forms and pages currently used in the CSM portal over to a GDS compliant format

· Ensure that GDS templates are enforced when creating new forms and knowledge base articles

· It must retain the existing functionality of the current in place portal

· It must also remediate the following:

· Ability to disable specific functionality i.e., turning off ability to access the community, or user directory

· Provide a more user orientated search functionality that returns results that are relevant to the set location and other relevance’s

· Fix the ‘X’ social media feed to render correctly on the redesigned homepage

· Fix the Google mapping interface to make it more relevant to the user who is interacting with it

· Minor changes to knowledge management, including: sub-headings of articles, inclusion of most useful articles in search results, removing ability to comment on articles and useful / not useful flagging

The above must also provide documentation in the form of a low-level design.

References

Service Manual - GOV.UK (www.gov.uk)

Service Standard - Service Manual - GOV.UK (www.gov.uk)

Style guide - Guidance - GOV.UK (www.gov.uk)

Home – GOV.UK Design System (design-system.service.gov.uk)

Out of Scope

- Amending any existing knowledge base articles to which do not meet the GDS standard which are already in the platform 

- Any other portal. This is exclusively for CSM; however it would be expected that the elements / templates / themes are developed and documented as such so that it can be re-usable elsewhere if required i.e. ITSM portal / HRSD portal

- Any 'back end' forms or views, the scope is purely client / customer facing 

- The implementation of embedding Planon within ServiceNow

- Any integration works are deemed out of scope, unless it is deemed appropriate to do so to meet GDS standards as such it should be considered in the proposal

2. Documentation

The following documents are also required to be created and maintained throughout:

-	High Level Design - Platform

-  	Low Level Design - Customer Service Management (CSM)

- 	Low Level Design - Human Resources Service Delivery (HRSD) 

-	Cyber Assessment Framework (CAF) Completion

- 	Platform Accessibility Assessment (WCAG)
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