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FRAMEWORK SCHEDULE 4

CALL OFF ORDER FORM AND CALL OFF TERMS

PART 1 - CALL OFF ORDER FORM
SECTION A

This Call Off Order Form is issued in accordance with the provisions of the Framework
Agreement for the provision of RM3745 dated 4™ September 2017.

The Supplier agrees to supply the Services specified below on and subject to the terms of this
Call Off Contract.

For the avoidance of doubt this Call Off Contract consists of the terms set out in this Call Off
Order Form and the Call Off Terms.

Order TfL 95378/ RM3745
Number
From Transport for London]
("CUSTOMER")
To PwC LLP
("SUPPLIER")
SECTION B

CALL OFF CONTRACT PERIOD

1.1. | Commencement Date: 01.12.2021

Expiry Date: 31.12.2025

SERVICES

2.1 | Services required:

Investigation Services see attached)

PROJECT PLAN

31. Project Plan: Not required

CONTRACT PERFORMANCE

4.1. | Standards:
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As referenced in the specification and Call off Schedule 2 Annex 1 (the Services)

4.2

Service Levels/Service Credits:

Not applied

4.3

Critical Service Level Failure:

Not applied

4.4

Performance Monitoring:

Not applied

4.5

Period for providing Rectification Plan:
In Clause 39.2.1(a) of the Call Off Terms

PERSONNEL

5.1

Key Personnel:

Tilly Harries, Marmare Barekati, Alex Clarke, Rebekah Primrose

5.2

Relevant Convictions (Clause 28.2 of the Call Off Terms):

Any conviction related to:

Fraud

Financial crimes

Identity theft

Hacking or other computer crimes
Domestic violence

Sex Crimes

PAYMENT

6.1

Call Off Contract Charges (including any applicable discount(s), but excluding
VAT):

See attachment 4 (to this Call off Order Form)

6.2

Payment terms/profile (including method of payment e.g. Government
Procurement Card (GPC) or BACS):

In Annex 2 of Call Off Schedule 3 (Call Off Contract Charges, Payment and
Invoicing)

6.3

Reimbursable Expenses:
Not permitted

6.4

Customer billing address (paragraph 7.6 of Call Off Schedule 3 (Call Off
Contract )
TfL Accounts Payable
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6.5 | Call Off Contract Charges fixed for (paragraph 8.2 of Schedule 3 (Call Off
Contract Charges, Payment and Invoicing)):

Contract length — 4 years.

6.6 | Supplier periodic assessment of Call Off Contract Charges (paragraph 9.2 of
Call Off Schedule 3 (Call Off Contract Charges, Payment and Invoicing)) will be
carried out on:

Annually once a year on the anniversary of the Contract.

6.7 | Supplier request for increase in the Call Off Contract Charges (paragraph 10 of
Call Off Schedule 3 (Call Off Contract Charges, Payment and Invoicing)):

Not Permitted

LIABILITY AND INSURANCE

7.1 | Estimated Year 1 Call Off Contract Charges:

7.2 | Supplier’s limitation of Liability (Clause 37.2.1 of the Call Off Terms);
In Clause 37.2.1 of the Call Off Terms

7.3 | Insurance (Clause 38.3 of the Call Off Terms):

P rofessional Indemnity Insurance: | IENEEEEHKCfM~SNE

TERMINATION AND EXIT

8.1 | Termination on material Default (Clause 42.2.1(c) of the Call Off Terms)):

In Clause 42.2.1(c) of the Call Off Terms

8.2 | Termination without cause notice period (Clause 42.7.1 of the Call Off
Terms):

In Clause 42.7.1 of the Call Off Terms

8.3 | Undisputed Sums Limit:

In Clause 43.1.1 of the Call Off Terms

8.4 | Exit Management:
Not applied
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SUPPLIER INFORMATION

9.1 | Supplier's inspection of Sites, Customer Property and Customer Assets:
Not applicable

9.2 | Commercially Sensitive Information:
Pricing submitted

OTHER CALL OFF REQUIREMENTS

10.1

Recitals (in preamble to the Call Off Terms):
Recital D - date of receipt of Call Off Tender:

10.2

Call Off Guarantee (Clause 4 of the Call Off Terms):

Not required

10.3

Security:

he Long Form Security Requirements in Call Off Schedule 7 shall apply.
The Security Policy defined in Call Off Schedule 1 (Definitions) shall also include
TfL’s updated Cyber Security Management S chedule.

104

ICT Policy:
Not applied

10.5

Testing:
Not applied

10.6

Business Continuity & Disaster Recovery:

Not applied

Disaster Period:
For the purpose of the definition of “Disaster” in Call Off Schedule 1 (Definitions)
the “Disaster Period” shall be 5 working days.

10.7

NOT USED

10.8

Protection of Customer Data (Clause 35.2.3 of the Call Off Terms):

The Supplier shall supply the Customer Data to the Customer as requested by the
Customer and as specified by the Customer from time to time in writing,

10.9

Notices (Clause 56.6 of the Call Off Terms):

Customer’s postal address and email address: Transport for London
5 Endeavour Square

London

E20 1JN

Supplier’s postal address and email address:
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PwC LLP
1 Embankment Place, London WC2N 6RH

10.10 | Transparency Reports
In Call Off Schedule 13 (Transparency Reports)

10.11 | Alternative and/or additional provisions (including any Alternative and/or
Additional Clauses under Call Off Schedule 14 and if required, any
Customer alternative pricing mechanism):
The words “termination of this Call Off Contract” in Clause 46.4.1(b) shall be
amended to read “termination or expiry of this Call Off Contract”.
* The definition of “Key Performance Indicators’ or ‘KPIs’ in Call Off Schedule 1,
along with references to Service Levels, KPIs or Key Performance Indicators in
Schedule 2, shall include those Key Performance Indicators specific to this Call
Off as defined in the Scope of Services.

10.12 | Call Off Tender:
In Call Off Schedule 16

10.13 | Publicity and Branding (Clause 36.3.2 of the Call Off Terms)

The Supplier will only engage with parties outside of the Customer Project team
subject to prior written agreement by both parties.

10.14 | Staff Transfer
Annex to Call Off Schedule 10, List of Notified Sub-Contractors (Call Off Tender).

10.15 | Processing Data
Call Off Schedule 17

10.16 | MOD DEFCONs and DEFFORM

Call Off Schedule 15
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FORMATION OF CALL OFF CONTRACT

BY SIGNING AND RETURNING THIS CALL OFF ORDER FORM (which may be done by
electronic means) the Supplier agrees to enter a Call Off Contract with the Customer to
provide the Services in accordance with the terms Call Off Order Form and the Call Off
Terms.

The Parties hereby acknowledge and agree that they have read the Call Off Order Form
and the Call Off Terms and by signing below agree to be bound by this Call Off Contract.

In accordance with paragraph 7 of Framework Schedule 5 (Call Off Procedure), the
Parties hereby acknowledge and agree that this Call Off Contract shall be formed when
the Customer acknowledges (which may be done by electronic means) the receipt of
the signed copy of the Call Off Order Form from the Supplier within two (2) Working
Days from such receipt.
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For and on behalf of the Supplier:

Name and Title

Signature

Date

For and on behalf of the Customer:

Name and Title

Signature

Date
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Attachment 1

PIF
RM3745-MCF-Call-o
ff-terms-v2.pdf

Attachment 2

0

TfL 95738 Part A
Investigation Service

Attachment 3 — Additional Privacy Terms

Al Privacy and Data Protection

For the purposes of this Clause A1, unless the context indicates otherwise,
the following expressions shall have the following meanings:

“Authority Personal
Data”

“Data Controller”

“Data Processor”

“Data Protection Impact
Assessment”

“Data Protection
Legislation”

Personal Data and/or Sensitive Personal
Data Processed by the Service Provider or
any sub-contractor on behalf of the
Authority, pursuant to or in connection with
this Contract;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation;

a process used to identify and mitigate the
privacy and data protection risks associated
with an activity involving the Processing of
Personal Data;

means.:

(a) any legislation in force from time to
time in the United Kingdom which
implements the European Community’s
Directive 95/46/EC and Directive
2002/58/EC, including but not limited to the
Data Protection Act 1998 and the Privacy
and Electronic Communications (EC
Directive) Regulations 2003;

(b) from 25 May 2018 only, the
Regulation (EU) 2016/679 on the protection
of natural persons with regard to the
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“Data Subject”

“Personal Data”

“Processing”

“Restricted Countries”

“Sensitive Personal

Data”

“Subject Access Request”

Processing of personal data and on the free
movement of such data (the "General
Data Protection Regulation");

(©) any other legislation in force from
time to time in the United Kingdom relating
to privacy and/or the Processing of Personal
Data; and

(d) any statutory codes of practice
issued by the Information Commissioner in
relation to such legislation;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation;

has the meaning given to it in Data
Protection Legislation and “Process” and
“"Processed” will be construed accordingly;

any country outside the European Economic
Area;

sensitive or special categories of Personal
Data (as defined in Data Protection
Legislation) which is Processed pursuant to
or in connection with this Contract; and

a request made by a Data Subject to access
his or her own Personal Data in accordance
with rights granted in Data Protection
Legislation.

Al.1  With respect to the Parties' rights and obligations under the Contract, the
Parties acknowledge that the Authority is a Data Controller solely
responsible for determining the purposes and manner in which Authority
Personal Data is to be Processed, and that the Service Provider is a Data

Processor.

Al.2 Details of the Authority Personal Data to be Processed by the Service
Provider and the purposes of such Processing are as follows:

Al.2.1 The Authority Personal Data to be Processed by the Service
Provider (if any) concerns the following categories of Data

Subject: staff.

Al1.2.2 The Authority Personal Data to be Processed includes the
following types of Personal Data and/or Sensitive Personal
Data: as set out in specification and investigation report
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Al1.2.3

template, e.g. personal and sensitive data collected
during investigation process.

The Authority Personal Data is to be Processed for the
following purpose(s): to investigate and provide reports in
cases of alleged bullying and harassment and complex
grievances amongst staff.

Al.3  Without prejudice to the generality of Clause 16, the Service Provider

shall:

Al.3.1

Al.3.2

A1.3.3

Al.3.4

process the Authority Personal Data only in accordance with
instructions from the Authority to perform its obligations under
the Contract;

use its reasonable endeavours to assist the Authority in
complying with any obligations under Data Protection
Legislation and shall not perform its obligations under this
Contract in such a way as to cause the Authority to breach any
of its obligations under Data Protection Legislation to the
extent the Service Provider is aware, or ought reasonably to
have been aware, that the same would be a breach of such
obligations;

notify the Authority without undue delay if it determines or is
notified that an instruction to Process Personal Data issued to
it by the Authority is incompatible with any obligations under
Data Protection Legislation to the extent the Service Provider
is aware, or ought reasonably to have been aware, that the
same would be a breach of such obligations;

maintain, and make available to the Authority on its request,
documentation which describes the Processing operations for
which it is responsible under this Contract including:

Al.3.4.1 the purposes for which Authority Personal Data is
Processed;

Al1.3.4.2 the types of Personal Data and categories of Data
Subject involved;

Al1.3.4.3 the source(s) of the Personal Data;

Al.3.4.4 any recipients of the Personal Data;
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A1.3.5

Al1.3.6

Al1.3.7

Al1.3.8

A1.3.9

Al1.3.4.5 the location(s) of any overseas Processing of
Authority Personal Data;

Al1.3.4.6 retention periods for different types of Authority
Personal Data; and

Al1.3.4.7 where possible a general description of the
security measures in place to protect Authority
Personal Data.

where requested to do so by the Authority, or where
Processing Authority Personal Data presents a specific risk to
privacy, carry out a Data Protection Impact Assessment in
accordance with guidance issued from time to time by the
Information Commissioner (and any relevant requirements
detailed in Data Protection Legislation) and make the results
of such an assessment available to the Authority;

without prejudice to any cyber security and/or payment card
industry data security standard obligations in this Contract,
take appropriate technical and organisational security
measures that are satisfactory to the Authority from time to
time, against unauthorised or unlawful Processing of Authority
Personal Data and against accidental loss, destruction of, or
damage to such Authority Personal Data;

without prejudice to any cyber security and/or payment card
industry data security standard obligations in this Contract,
provide the Authority with such information as the Authority
may from time to time require to satisfy itself of compliance
by the Service Provider (and/or any authorised sub-
contractor) with Clauses A1.3.6 and A1.3.8, including,
protocols, procedures, guidance, training and manuals. For the
avoidance of doubt, this shall include a full report recording
the results of any privacy or security audit carried out at the
request of the Service Provider itself or the Authority;

notify the Authority without undue delay and in any event
within 24 hours by written notice with all relevant details
reasonably available of any actual or suspected breach of this
Clause A1, including the unauthorised or unlawful Processing
of Authority Personal Data, or its accidental loss, destruction
or damage;

having notified the Authority of a breach in accordance with
Clause A1.3.8, keep the Authority properly and regularly
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A1.3.10

Al.3.11

informed in writing until the breach has been resolved to the
satisfaction of the Authority;

fully cooperate as the Authority requires with any investigation
or audit in relation to Authority Personal Data and/or its
Processing including allowing access to premises, computers
and other information systems, records, documents and
agreements as may be reasonably necessary (whether in
relation to Processing pursuant to the Contract, in relation to
compliance with Data Protection Legislation or in relation to
any actual or suspected breach), whether by the Authority (or
any agent acting on its behalf), any relevant regulatory body,
including the Information Commissioner, the police and any
other statutory law enforcement agency, and shall do so both
during the Contract and after its termination or expiry (for so
long as the Party concerned retains and/or Processes Authority
Personal Data);

notify the Authority within two (2) Business Days if it, or any
sub-contractor, receives:

Al1.3.11.1 from a Data Subject (or third party on their

behalf):

A1.3.11.1.1 a Subject Access Request (or
purported Subject Access Request);

A1.3.11.1.2 a request to rectify, block or erase
any Authority Personal Data; or

A1.3.11.1.3 any other request, complaint or
communication relating to the
Authority’s obligations under Data
Protection Legislation.

Al1.3.11.2 any communication from the Information
Commissioner or any other regulatory authority
in connection with Authority Personal Data; or

A1.3.11.3 a request from any third party for disclosure of
Authority Personal Data where compliance with
such request is required or purported to be
required by law;
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Al1.3.12

A1.3.13

Al.3.14

A1.3.15

provide the Authority with full cooperation and assistance
(within the timescales reasonably required by the Authority)
in relation to any complaint, communication or request made
as referred to in Clause A1.3.11, including by promptly
providing:

Al1.3.12.1 the Authority with full details and copies of the
complaint, communication or request;

Al1.3.12.2 where applicable, such assistance as is
reasonably requested by the Authority to enable
it to comply with the Subject Access Request
within the relevant timescales set out in Data
Protection Legislation; and

A1.3.12.3 where applicable, such assistance as is
reasonably required by the Authority to enable it
to comply with a request from a Data Subject to
rectify, block or erase any Authority Personal
Data.

when notified in writing by the Authority, supply a copy of, or
information about, any Authority Personal Data. The Service
Provider shall supply such information or data to the Authority
within such time and in such form as specified in the request
(such time to be reasonable) or if no period of time is specified
in the request, then within two (2) Business Days from the
date of the request;

when notified in writing by the Authority, comply with any
agreement between the Authority and any Data Subject in
relation to any Processing which causes or is likely to cause
substantial and unwarranted damage or distress to such Data
Subject, or any court order requiring the rectification,
blocking, erasure or destruction of any Authority Personal
Data; and

if required to do so by Data Protection Legislation, appoint a
designated Data Protection Officer.

Al.4  The Service Provider shall not share Authority Personal Data with any sub-
contractor without prior written consent from the Authority and only
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where there is a written contract in place between the Service Provider
and the sub-contractor which requires the sub-contractor to:

Al.4.1

Al.4.2

only Process Authority Personal Data in accordance with the
Authority’s instructions to the Service Provider; and

comply with the same obligations which the Service Provider
is required to comply with under this Clause Al (and relevant
call-off clauses).

Al1.5 The Service Provider shall, and shall procure that any sub-contractor shall:

Al.5.1

Al1.5.2

Al1.5.3

Al.5.4

A1.5.5

Al1.5.6

only Process Authority Personal Data in accordance with the
Authority’s instructions to the Service Provider and as
reasonably necessary to perform the Contract in accordance
with its terms;

not Process Authority Personal Data for any other purposes (in
whole or part) and specifically, but without Ilimitation,
reproduce or refer to it in training materials, training courses,
commercial discussions and negotiations with third parties or
in relation to proposals or tenders with the Authority;

not Process Authority Personal Data in such a way as to:

Al1.5.3.1 place the Authority in breach of Data Protection
Legislation;

Al1.5.3.2 expose the Authority to the risk of actual or
potential liability to the Information
Commissioner or Data Subjects;

Al1.5.3.3 expose the Authority to reputational damage
including adverse publicity;

not allow Service Provider’s Personnel to access Authority
Personal Data unless such access is necessary in connection
with the provision of the Services;

take all reasonable steps to ensure the reliability and integrity
of all Service Provider’s Personnel who can access Authority
Personal Data;

ensure that all Service Provider’s Personnel who can access
Authority Personal Data:

Al.5.6.1 are informed of its confidential nature;
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Al1.5.7

A1.5.8

Al1.5.9

Al1.5.6.2 are made subject to an explicit duty of
confidence;

Al1.5.6.3 understand and comply with any relevant
obligations created by either this Contract or
Data Protection Legislation; and

Al1.5.6.4 receive adequate training in relation to the use,
care, protection and handling of Personal Data on
an annual basis.

not disclose or transfer Authority Personal Data to any third
party without the Service Provider having obtained the prior
written consent of the Authority (save where such disclosure
or transfer is specifically authorised under this Contract);

without prejudice to Clause A1.3.6, wherever the Service
Provider uses any mobile or portable device for the
transmission or storage of Authority Personal Data, ensure
that each such device encrypts Authority Personal Data; and

comply during the course of the Contract with any written
retention and/or deletion policy or schedule provided by the
Authority to the Service Provider from time to time.

Al1.6 The Service Provider shall not, and shall procure that any sub-contractor
shall not, Process or otherwise transfer any Authority Personal Data in or
to any Restricted Countries without prior written consent from the
Authority (which consent may be subject to additional conditions imposed
by the Authority).

Al.7 If, after the Service Commencement Date, the Service Provider or any
sub-contractor wishes to Process and/or transfer any Authority Personal
Data in or to any Restricted Countries, the following provisions shall apply:

Al.7.1

the Service Provider shall submit a written request to the
Authority setting out details of the following:
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Al.7.2

Al1.7.3

Al.7.1.1 the Authority Personal Data which will be
transferred to and/or Processed in any Restricted
Countries;

Al.7.1.2 the Restricted Countries which the Authority
Personal Data will be transferred to and/or
Processed in;

Al1.7.1.3 any sub-contractors or other third parties who
will be Processing and/or receiving Authority
Personal Data in Restricted Countries;

Al.7.1.4 how the Service Provider shall ensure an
adequate level of protection and adequate
safeguards in respect of the Authority Personal
Data that will be Processed in and/or transferred
to Restricted Countries so as to ensure the
Authority’s compliance with Data Protection
Legislation;

in preparing and evaluating such a request, the Parties shall
refer to and comply with applicable policies, procedures,
guidance and codes of practice produced by the Parties and/or
the Information Commissioner in connection with the
Processing of Personal Data in (and/or transfer of Personal
Data to) any Restricted Countries;

the Service Provider shall comply with any instructions and
shall carry out such actions as the Authority may notify in
writing when providing its consent to such Processing or
transfers, including:

Al1.7.3.1 incorporating standard and/or model clauses
(which are approved by the European
Commission as offering adequate safeguards
under the Data Protection Legislation) into this
Contract or a separate data processing
agreement between the Parties; and
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Al1.7.3.2 procuring that any sub-contractor or other third
party who will be Processing and/or receiving or
accessing the Authority Personal Data in any
Restricted Countries enters into a data processing
agreement with the Service Provider on terms
which are equivalent to those agreed between the
Authority and the Service Provider in connection
with the Processing of Authority Personal Data in
(and/or transfer of Authority Personal Data to)
any Restricted Countries, and which may include
the incorporation of the clauses referred to in
Al1.7.3.1.

A1.8 The Service Provider and any sub-contractor (if any), acknowledge:

Al1.8.1

Al1.8.2

A1.8.3

Al1.8.4

the importance to Data Subjects and the Authority of
safeguarding Authority Personal Data and Processing it only in
accordance with the Authority’s instructions and the Contract;

the loss and damage the Authority is likely to suffer in the
event of a breach of the Contract or negligence in relation to
Authority Personal Data;

any breach of any obligation in relation to Authority Personal
Data and/or negligence in relation to performance or non
performance of such obligation shall be deemed a material
breach of Contract;

notwithstanding Clause 19 , if the Service Provider has
committed a material breach under Clause A1.8.3 on two or
more separate occasions, the Authority may at its option:

A1.8.4.1 exercise its step in rights pursuant to Clause A16;

A1.8.4.1 withdraw authorisation for Processing by a specific
sub-contractor by immediate written notice; or
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A1.8.4.2 terminate the Contract in whole or part with
immediate written notice to the Service Provider.

Al1.9 Compliance by the Service Provider with this Clause Al shall be without
additional charge to the Authority.

Al1.10 Following termination or expiry of this Contract, howsoever arising, the
Service Provider:

Al1.12.1 may Process the Authority Personal Data only for so long and
to the extent as is necessary to properly comply with its non-
contractual obligations arising under law (and will then comply
with Clause A1.10.2);

Al1.12.2  subject to Clause A1.10.1, shall;

A1.10.2.1 on written instructions from the Authority either
securely destroy or securely and promptly return
to the Authority or a recipient hominated by the
Authority (in such usable format as and to the
extent the Authority may reasonably require) the
Authority Personal Data; or

A.10.2.2 in the absence of instructions from the Authority
after 12 months from the expiry or termination of
the Contract securely destroy the Authority
Personal Data.

Al1.11 Authority Personal Data may not be Processed following termination or
expiry of the Contract save as permitted by Clause A1.10.

Al1.12 For the avoidance of doubt, and without prejudice to Clause A1.10, the
obligations in this Clause A1l shall apply following termination or expiry of
the Contract to the extent the Party concerned retains or Processes
Authority Personal Data.
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Al1.13 The indemnity in Clause 18 shall apply to any breach of Clause Al and
shall survive termination or expiry of the Contract.

Al.14 The Parties’ liability in respect of any breach of Clauses 16.7 and 16.8 of

Call-off terms and this Clause Al insofar as they relate to fines, court
awards, settlements and legal costs shall be unlimited.

Attachment 4 -Pricing

MAXIMUM permitted day rate:
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