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This ​Call­Off​ ​Contract​ for the ​ G­Cloud 8​ ​Framework​​ Agreement​	​ (RM1557viii​	)​ includes: 
 
Part A ­ Order Form 
Part B ­ The Schedules 
Schedule 1 ­ Deliverables 
Schedule 2 ­ Call­Off Contract Charges 
Schedule 3 ­ Deed of Guarantee 
Part C – Terms and conditions 
1. Contract start date, length and methodology 
2. Overriding provisions 
3. Transfer and sub­contracting  
4. Supplier Staff 
5. ​Due diligence​
6. Warranties, representations and acceptance criteria 	 
7. Business continuity and disaster recovery 
8. Payment terms and VAT 
9. Recovery of sums due and right of set­off 
10.Insurance 
11.Confidentiality 
12. Conflict of Interest 
13.Intellectual Property Rights 
14. Data Protection and Disclosure  
15. Buyer Data 
16.Records and audit access 
17.Records and audit access 
18.Freedom of Information (FOI) requests 
19. Security 
20.Guarantee 
21. Incorporation of Terms 
22. Managing Disputes  
23.Termination 
24. Consequences of termination 
25.Supplier’s status 
26.Notices 
27.Exit plan 
28.Handover to replacement Supplier  
29.Force Majeure 
30.Entire Agreement 
31.Liability 
32.Waiver and cumulative remedies 
33.Fraud 
34.Prevention of bribery and corruption 
35.Legislative change 
36.Publicity, branding, media and official enquiries 
37.Non Discrimination 
38.Premises 
39.Equipment 
40. Contracts (Rights of Third Parties) Act 
41. Law and jurisdiction​	  	 
42. Environmental requirement
43. Defined Terms  
 


Part A - Order Form  

	Buyer
	   Department for Work and Pensions (DWP)  “Buyer”

	Service reference
	   G Cloud 8 Service ID ref:  330484948523508

	Supplier
	   EntServ UK Limited (formerly known as Hewlett Packard Enterprise Services UK Ltd)

	Call-Off Contract ref.
	   DWP IOS - HPE_G-Cloud8_PaaS_UC Helion On-Line   Claimant.

	Call-Off Contract title
	   HPE PaaS Lot 2 UC Helion On Line Claimant version 2

	G-Cloud Framework No.
	   G Cloud 8 Framework No: RM 1557 Viii  Aug 2016

	Call-Off Contract description
	   This order is for the delivery of the G Cloud service as
   described in the Service offering above and embedded
   in Section 3.2 (‘G-Cloud 8 services required’) below.    

	Start date
	 28th July  2017

	End date
	   27th July 2019

	Call-Off Contract value
	Call-Off Contract value £432,571 (excluding recoverable VAT)

	Charging method
	Service Measurement Period (SMP) in arrears via BACS aligned to a payment calendar to be agreed between the Parties:




	Purchase order No.
	   To be sent to Supplier when Resource Management     
   (RM) record set up.








	Project reference:          
	HPE PaaS Lot 2 UC Helion On Line Claimant 

	Buyer reference:
	DWP IOS - HPE_G-Cloud8_PaaS_UC Helion On Line Claimant

	Order date:
	28th July 2017 

	Purchase order:

	To be sent to Supplier when RM record set up

	From: the Buyer

	Department for Work and Pensions
DWP Commercial Directorate
2nd Floor, Phase 2
Peel Park
Brunel Way
Blackpool
FY4 5ES

	To: the Supplier
	EntServ UK Limited (formerly known as Hewlett Packard Enterprise Services UK Limited)
Cain Road, Bracknell, Berkshire, RG12 1HN 


	Company number
	53419



Together: the “Parties” 

	Principle contact details   / Section 1

	For the Buyer:
	Name & title:
	 [REDACTED] UC Commercials
 Department for Work and Pensions 
   Phase 2, Peel Park,
Brunel Way, 
Blackpool, 
FY4 5ES
 

	Email:
	[REDACTED]

	Phone:
	 Mobile [REDACTED]

	For the
supplier
	Name & title:
	[REDACTED] DWP Enterprise Infrastructure
3 Centro Place
Pride Park
Derby
DE24 8RF                


	Email:
	[REDACTED]

	Phone:
	Tel: REDACTED]




	Call-off contract term / Section 2

	2.1 Commencement date:

	 Subject to the final paragraph of Section 2.2, this Call-Off Contract commences on 28th July 2017 and is valid for 24 months.

	2.2 
Termination:
	[bookmark: h.4xoax97ftnya]
In accordance with Call-Off Contract Clause 23 the notice period required for termination is at least 90 Working Days from the date of written notice for disputed sums or at least 30 Working Days from the date of written notice for termination without cause. 

For the purposes of this Call Off Contract Clause 23.3 shall apply solely in respect of a material default where a material default is defined as a Supplier Default which constitutes a material breach of this Call-Off Contract.






	Buyer contractual details / Section 3

	
This Order is for the G-Cloud Services outlined below.


	3.1
G-Cloud 8 Lot
	 This Call-Off Contract is for the provision of Services under:

 Lot 2 Platform as a Service (PaaS) 
 Lot 4 Specialist Cloud Support (SCS)


	3.2
G-Cloud 8 services required:
	The Services to be provided by the Supplier under the above 
Lot are listed in Schedule 1 and outlined below:

G-Cloud 8 Service offering:- 
Ref:  330484948523508

HPE PaaS for Official PSN Lot 2 Platform as a Service August 2016 Crown Services Framework RM1557(G-Cloud) hereinafter referred to as HPE Service Definition





   
 


It is acknowledged by the Parties that the volume of the G-Cloud services utilised by the Buyer may vary from time to time during the course of this  Call-Off Contract, subject always to the terms of this Call-Off Contract.

The Supplier will be supplying: 
1. HPE PaaS for Official PSN
2. HPE PaaS for Official Internet 
3. HPE Specialist Cloud Services (SCS)

As described within the HPE Service Definition document embedded above.

The embedded document below (version 2 23/08/17) provides further detailed information of the Services to be provided under this Call-Off Order:

[REDACTED]

[bookmark: h.a12n1rducqb0][bookmark: _MON_1539512855]

	
	



	3.3
Additional Services:
	[bookmark: h.qaifyigx0mux]   
Lot 4  - HPE Specialist Cloud Services (SCS)

    [REDACTED] 
  
Change activity should be supported in line with the relevant release development, test and production delivery plans. Resources in this contract should be aligned to meet planned delivery dates and in the rare exception that delivery activities are at risk this should be discussed with DWP at the earliest opportunity to agree delivery priorities. 



	3.4
Location:
	The Services will be delivered from HPE UK based North East datacenters. 

	3.5
Quality standards:
	
The quality standards required for this Call-Off Contract are those as described within the HPE Service Definition document (See “G-Cloud 8 services required” above).

The quality standards required for this Call­Off Contract are ISO9001.

	3.6
Technica
l standards
	
The technical standards required for this Call-Off Contract are those as described within HPE Service Definition document above (See “G-Cloud 8 services required” above).

Security: Information Systems Security Standards (ISSS) V3.2 2/05/2009.

For the purpose of this Call-Off Contract: HPE Service Definition document Section 13 paragraph 2 does not apply in its entirety. In the event the Services within this Call-Off Contract change then the Parties shall give consideration to the adherence to ISO 27001 certification via the variation process set out in Section 6.4.9 of this Call-Off Contract.

Environmental : ISO14001


	3.7
On-boarding
	Not used for the purpose of the Call-Off Contract.

	3.8
Off-boarding
	In the event of termination or expiry of the Call-Off Contract, off-boarding (exit) may incur additional charges which will be agreed between both Parties.  

	3.9 
Limit on supplier’s 
liability: 
	The Parties acknowledge and agree that the liability caps set out in Clause 31.2 of this Call-Off Contract are intended to apply on an aggregate basis and not on a per Default basis. 

In accordance with Call­Off Contract Claus​e 31.5,​ the Supplier’s annual aggregate liability for direct loss, destruction, corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or any copy of such Buyer Data is​ limited to 50% of the Call­Off Contract Charges payable by the Buyer to the Supplier during the Call-Off contract term.


	3.10
Insurance: 
	In accordance with Call-Off Contract Clause 10, the
insurance(s) required will be:

a minimum insurance period of 6 years following the
expiration or earlier termination of this Call-Off Contract.

 professional indemnity insurance cover to be held by the
 Supplier and by any agent, Sub-Contractor or consultant 
 involved in the supply of the G-Cloud Services. This 
 professional indemnity insurance cover will have a minimum
 limit of indemnity of one million pounds sterling (£1,000,000) for
 each individual claim (and as required by Law).

 employers' liability insurance with a minimum limit of five
 million pounds sterling (£5,000,000) or such higher minimum
 limit as required by Law from time to time.


	3.11
Buyer’s 
Responsibilities 
	In addition to the Section 10.3 of the HPE Service Definition the Buyer shall be responsible for the provision of and, or right of use for the following :
1) Provision of access to DWP Tech Now to enable HPE staff to provide the services.
2) Raise the Cloud Services Service Request through the Supplier gateway process for the Services set out in this Call-Off Contract.



	3.12
Buyer’s equipment 
	 Not applicable





	Supplier’s information / Section 4 

	4.1
Commercially sensitive information:
	The following is a list of the Supplier’s commercially sensitive information:

Not applicable


	4.2
Subcontractors / Partners:
	The following is a list of the Supplier’s Subcontractors/Partners:
Not applicable.



	Call-Off Contract Charges and Payment  / Section 5

	[bookmark: h.5yo47ql59d6j]The Call-Off Contract charges and payment details are below. See Part B - Schedule 2 for a full breakdown.

	5.1
Payment method (GPC or BACS):
	The method of payment for this Call-Off Contract is via BACS.  Supplier charges will be paid monthly in arrears in accordance with the Service Measurement Period (SMP):



	5.2
Payment profile:
	The payment profile for this Call-Off Contract is as below
In order to reconcile charging:

During the agreed 10 Working Day ‘billing window’ following the end of each SMP; the Supplier will send the invoice and associated management information documentation to the Buyers Invoice Assurance Team’s  Central in-box below that clearly identifies the individual costs to be billed in the SMP for the delivered G-Cloud Service.

Billing windows will commence on the first (1st) Monday after the end of every SMP; for a period of ten (10) Working Days thereafter. 

[REDACTED] 
At the same time the Supplier will send a duplicate paper invoice to SSCL Accounts Payable Team clearly indicating costs that do/do not attract VAT. 



	5.3
Invoice details:
	The Supplier shall issue paper invoices monthly in arrears, clearly indicating costs that do / do not attract VAT. In accordance with Call-Off Contract Clause 8, the Buyer will pay the Supplier within 30 calendar days of receipt of a valid invoice.

	5.4
Who and where to    send invoices to:
	Invoices shall be posted to: ​
SSCL Accounts Payable Team
PO Box 401
SSCL
Phoenix House
Celtic Springs Business Park
Newport
NP10 8FZ
Email  [REDACTED]

	5.5
Invoice information required: – e.g. PO, project ref, etc.
	The Invoice format will follow the standard Supplier invoice format inclusive of the Purchase Order number mirroring the necessary associated management documentation agreed between the Buyer and Supplier.   The Buyer will pay the Supplier within thirty (30) calendar days of receipt of a valid invoice, submitted in accordance with this paragraph, the payment profile set out above and the provisions of this Call-Off Contract.

	5.6
Invoice frequency
	Invoice will be sent to the Buyer in arrears at the end of each SMP. 

	5.7
Call-Off Contract value:
	The value of this Call-Off Contract is not expected to exceed £432,571 (excluding recoverable VAT) subject to variable consumption over the term.

	5.8
Call-Off Contract Charges:
	
Volume and other discounts shall not apply to this Call-Off Contract unless agreed via the variation process set out in Section 6.4.9 of this Call-Off Contract.

During the Call-Off Contract, in the event of an updated and lower published price by the Supplier in relation to services equivalent to the Services within the Crown Commercial Service G-Cloud 9 Framework, the Supplier will inform the Buyer and there will be an automatic application of the updated pricing within this Call-Off Contract, save that such update to pricing shall not be applied retrospectively and shall apply from the first full SMP following the published price change.





	Additional Buyer terms / Section 6

	6.1
Performance of the service and deliverables
	[bookmark: h.37cmg75c7re3]
6.1.1 Subject to this Section 6.1, Platform Availability shall be set out in Section 13 of the HPE Service Definition.

For information only:

Platform Availability for Official PSN
	Server Availability
	Availability SLA

	Virtual Private Cloud – Virtual Linux and Windows
	99.9%

	Virtual Private Cloud – Physical Linux 
	99%

	
	



Platform Availability for Official Internet
	Server Availability
	Availability SLA

	Virtual Private Cloud – Virtual Linux 
	99.9%

	Virtual Private Cloud – Virtual Windows
	99.9%




6.1.2 Subject to this Section 6.1, Service Levels for Availability and Incident Management shall be as set out at Section 14 of the HPE Service Definition. 

For information only:
Incident Management SLA
	Incident Resolution
	Target 

	Severity 1 - within 2 hours remote fix 
	2 Hours 
	95.00%

	Severity 1 - within 4 hours on-site fix
	4 Hours 
	95.00%

	Severity 2 - within 4 hours remote fix 
	4 Hours 
	95.00%

	Severity 2 - within 8 hours on-site fix
	8 Hours 
	95.00%

	Severity 3 - within 1 Business Day remote fix
	1 Business Day
	98.00%

	Severity 3 - within 3 Business Days on-site fix
	3 Business Days
	98.00%

	Severity 4 within 3 Business Days remote fix
	3 Business Days
	98.00%

	Severity 4 within 5 Business Days on-site fix
	5 Business Days
	98.00%



Service Level Calculation: 
Availability = (Scheduled Uptime minus Unexcused Downtime) divided by Scheduled Uptime.
Service Level reporting shall be by SMP rather than by month.

	6.2
Collaboration agreement
	The Buyer does not require the Supplier to enter into a Collaboration Agreement for the purpose of the Call-Off Contract.



	6.3
Warranties, representations
	 In accordance with Call Off Contract clause 6 of terms and conditions 



	6.4
Supplemental requirements in addition to the call-off terms
	1. 
The Supplier will comply with HMG Baseline Personnel Security Standard / Government Staff Vetting Procedures Version 6.08/01/2015 attached below in respect of all persons who are employed or engaged by the Supplier in provision of Services under this Call-Off Contract, unless alternative agreement of Personnel Security is already in place between the Department and the Supplier. The HMG Baseline Personnel Security Standard / Government Staff Vetting Procedures Version 6.08/01/2015 do not require a security check as such but a package of pre-employment checks covering identity, employment history, nationality/immigration status and criminal records designed to provide a level of assurance.  

2. With reference to the Supplier Terms, Clause 3.4, the Service will be delivered from the Supplier’s UK premises for the duration of this Call-Off

a. Supplier Terms attached for convenience:




3. In the event that any change is required to the Services provided under this Call-Off Contract in connection with the General Data Protection Regulation (GDPR) or equivalent legislation, such change is outside the scope of the Services and shall be subject to agreement of a variation.

4. Audit and Access, rights to which are retained for twelve (12) months after the expiry of the Call-Off Term or following Termination.
a. Buyer Audits (Clause 11.1 of Supplier Terms) for the purpose of this Call-Off Contract. Upon request, within forty-five (45) Working Days’ notice, Buyer’s auditors and regulatory auditors may have access to the Supplier’s support team and processes to audit the Buyer’s dedicated environments and systems, and access to data, controls, and other matters pertinent to Buyer’s business. Buyer may conduct one (1) audit free of charge per year if requested, for which the Supplier will provide the necessary audit support reasonably required without Charge.  Follow-up investigations as a result of identifying any non-compliances from any of the aforementioned audits shall not be considered to be a new audit. Any additional audits requests beyond the agreed number of one (1) shall be chargeable by the Supplier and agreed with the Buyer via the variation procedure in Section 6.4.9 of this Call-Off Contract.
b. Buyer’s named auditors will be shared with the Supplier for their approval and if the Supplier considers acting reasonably that such auditor is a Competitor then the Buyer shall make alternative arrangements and will be agreed between the Supplier and the Buyer.  
c. Supplier Audits (Clause 11.3 of Supplier Terms) - The Supplier will share any Supplier initiated industry compliance auditor’s certificates with the Buyer which are relevant to the Services provided under this Call-Off Contract at no charge, subject to any confidentiality obligations owed by the Supplier to third parties.

5. With reference to the Supplier Terms, Clause 14.1.4, Termination Charges shall not apply in the event of termination for convenience where HPE is unable to restore Service within forty-five (45) days after a Force Majeure Event (subject to any minimum commitments being chargeable).

6. For the purposes of this Call-off Contract, Clause 3.1 of the Call-Off Terms and Conditions shall supersede Clause 17.3 of the Supplier’s Terms and Conditions in its entirety. Should the Supplier fail to notify the Buyer in advance of any change of control this will be considered to be a Material Breach of this Contract, and Clause 23.4 of the Call-Off Terms and Conditions shall apply.

Where the Buyer in its reasonable opinion considers that a change of control will materially affect the capability of the Supplier to deliver the Services and provides demonstrable evidence of the same, and where the Buyer has notified the Supplier of such opinion within three (3) months of notification of a change in control, the Buyer reserves the right to terminate this Call-off Contract under Clause 23.4 of the Call-Off Terms and Conditions.  

7. [bookmark: _MON_1542818394] For the purpose of this Call-Off Contract, only the named Buyer’s representatives in the below document can make changes via the variation procedure at Section 6.4.9.

[REDACTED]

The Buyer may issue a revised version of the authorised Buyer representatives to the Supplier at any time during the term of the Call-Off Contract that supersedes any previously issued versions.

8. HPE Terms and Conditions Section 7 Data Protection and Security paragraph 7.4 European Personal Data 7.4.1 and 7.4.2 shall not apply in its entirety for the purpose of this Call-Off contract.

9. Either Party may request in writing a variation to this Call-Off Contract provided that such variation does not amount to a material change of the Framework Agreement and/or this Call-Off Contract and is within the meaning of the Regulations and the Law. Such a change once implemented is hereinafter called a "Variation".
The Supplier shall notify the Buyer immediately in writing of any changes proposed or in contemplation in relation to G-Cloud Services or their delivery by submitting a Variation request. For the avoidance of doubt such changes would include any changes within the Supplier’s supply chain.
In the event that either Party is unable to agree to (agreement shall not be unreasonably withheld or delayed) or provide the Variation, the Buyer may:
(i) agree to continue to perform its obligations under this Call-Off Contract without the Variation; or
(ii) in the case of a Supplier-initiated Variation request which the Supplier does not withdraw, terminate this Call-Off Contract by giving thirty (30) Working Days’ written notice to the Supplier (which will be deemed to be termination without cause under Clause 23.2); or
(iii) in the case of a Buyer-initiated Variation request which the Buyer does not withdraw, terminate this Call-Off Contract after the first 12 months from the Start Date by giving thirty (30) Working Days’ written notice to the Supplier (which will be deemed to be termination without cause under Clause 23.2).


10. HPE Service Definition Section 14.2 Service credits. Subject to Section 6.1 of this Call-Off Contract, in the event of a failure to meet Service Levels which is not excused in accordance with a term of the Call-Off Contract, the Buyer will receive compensatory credit to its account in an amount equal to the applicable 2 x SMP charge  (for the SMP the failure occurred) for the affected Physical or Virtual Server or the OS Cluster, pro-rated for the duration of the Unexcused Downtime, subject to a maximum of 20% of the applicable SMP charge. 
 
11. The New Fair Deal (NFD) UK government guidelines are not applicable to this Call Off Contract.

12.  For the purpose of this Call-Off Contract, sub-clause:

a. 19.1 of Clause 19 (Security) is deemed to be satisfied by the Security Management Plan and Information Security Management System (ISMS) which is in place at the Effective Date and will continue to apply during the term of this Call­Off Contract; 
b. 19.2 of Clause 19 (Security) is replaced by: “The Supplier will use software as agreed between the Parties and the most up­to­date antivirus definitions available from an industry accepted antivirus software vendor to minimise the impact of Malicious Software”.

13. HPE Managed Services Portal shall not apply and shall be replaced with a mutually agreed mechanism.

14. Web portal shall not apply and shall be replaced with a mutually agreed mechanism.




	6.5
Buyer specific amendments to/refinements of the Call-Off Contract terms

	
1. Intellectual Property Rights

1.1 Clauses 13.13 and 13.14 of Part C (Terms and Conditions) shall not apply to this Call-Off Contract.

1.2 For the purposes of Clause 13.1 of Part C (Terms and Conditions), the Parties acknowledge that publication excludes making such IPR publicly available.

1. Change in Law


2.1 For the purposes of this Call-Off Contract a 'Specific Change in Law' means a change in the Law that relates specifically to the business of the Buyer.

2.2 The Supplier shall neither be relieved of its obligations to supply the Services in accordance with the terms and conditions of this Call-Off contract nor be entitled to an increase in the Charges as the result of:
(a) a general change in Law; or
(b) a Specific Change in Law where the effect of that Specific Change in Law on the Services is expressly set out in this Call-Off Contract.

2.3 If a Specific Change in Law occurs or will occur during the Term (other than as referred to in Clause 1.2(b)), the Supplier shall:
(a) notify the Buyer as soon as reasonably practicable of the likely effects of that change, including:
(i) whether any Change is required to the Services, the Charges and/or the Call-Off Contract; and
(ii) whether any relief from compliance with the Supplier's obligations is required, including any obligation to achieve agreed Service Levels and/or to meet the Service Performance Levels; and
(b) provide the Buyer with evidence:
(i) that the Supplier has taken all reasonable steps to minimise any increase in costs or taken all reasonable steps to maximise any reduction in costs, including in respect of the costs of its Subcontractors;
(ii) as to how the Specific Change in Law has affected the cost of providing the Services; and
(iii) demonstrating that any expenditure that has been avoided, for example which would have been required under the service improvement provisions, has been taken into account in amending the Charges.

2.4 If a Specific Change in Law occurs where the change which is required to the Services is a change which applies to other customers of the Supplier, the Buyer shall only be required to pay an amount which represents a fair allocation of the total costs of such change across all of the Supplier's affected customers for IS/IT services.

2.5 Any variation in the Services and/or the Charges and/or relief from the Supplier's obligations resulting from a Specific Change in Law (other than as referred to in Clause 1.2(b)) shall be implemented in accordance with the Variation procedure at Section 6.4.9 of the Call-Off Contract.

Clause 24.2 Main Bullet Point 2 – such Supplier support shall be reasonable and not cause the Supplier to incur additional costs to those contemplated under this Call Off Contract.


	6.6
Public Services Network (PSN)
	Delivery of PSN Compliant Services
The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.
Delivery of PSN Compliant Services
If requested to do so by the Buyer and mutually agreed, the Supplier shall ensure that
the G-Cloud Services adhere to the conditions and obligations
identified in the PSN Code of Practice at the Supplier’s cost.

If any PSN Services are Sub-Contracted by the Supplier, the
Supplier must ensure that services have the relevant PSN
compliance certification, which includes:
· Buyer environments 
· communications components 
· compliant and certified 

Role of the PSN authority 
The Supplier will immediately disconnect its G-Cloud Services
from the PSN if instructed to do so by the PSN Authority following
an event affecting national security, or the security of the PSN. This clause may be enforced by the PSN Authority, notwithstanding the fact that the PSN Authority is not a party to this Call-Off Contract.

The Buyer shall reimburse the Suppliers reasonable costs in such circumstances. 






	Formation of Contract / Section 7

	1. By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer. 
1. The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract. 
1. In accordance with the Buying process set out in the Framework Agreement, this Call-Off
Contract will be formed when the Buyer acknowledges the receipt of the signed copy of the Order Form from the Supplier.
1. In the event of conflict the terms and conditions of the Call-Off Contract and Order Form will prevail over those of the Supplier Terms and Conditions, as set out in Clause 2.2 of the Call-Off Contract.


	2. Background to the agreement
(A)	The Supplier is a provider of G-Cloud Services and undertook to provide such Services under the terms set out in Framework Agreement number RM1557viii (the “Framework Agreement”).
(B)	The Buyer served an Order Form for Services to the Supplier.




SIGNED: 

	 
	Supplier​: 
	
	Buyer​: 

	Name: 
	
	[REDACTED]
	
	[REDACTED]
	

	Title: 
	
	
  [REDACTED]
	
	[REDACTED]
	 

	Signature: 
	

[REDACTED]
	  
	

[REDACTED]



	Date: 
	28/07/17
	
	28/07/17


 
Part B - The Schedules 
 
Schedule 1 ­ Deliverable 
The Services to be provided by the Supplier under Lot 2 Platform as a Service (PaaS) are listed in Schedule 1 and embedded below: 

G-Cloud 8 Service offering; HPE PaaS for Official PSN

G Cloud 8 Service ID ref: 330484948523508 




G-Cloud 8 Service offering; HPE PaaS for Official Internet

G Cloud 8 Service ID ref: 786675158810724 




G Cloud 8 Service Offering ;  HPE Specialist Cloud Services 

G Cloud 8 Service ID ref: 330484948523508 SFIA rate card 







[bookmark: h.26in1rg]Schedule 2 -	Call-Off Contract Charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) cannot be amended during the term of the Call-Off Contract. The detailed breakdown for the provision of Services during the term will include (but will not be limited to): 

[REDACTED]  [REDACTED]  [REDACTED]

The specific Service Charges will be identified at the point at which the Buyer initiates a service or issues a Cloud Services Service Request to the Business Service Gateway resulting in an agreed execution of a service between the Buyer and Supplier. The first Cloud Services Service Request is attached Section 3.2.

No indexation will be applied to the Charges. 

Supplier expenses are not anticipated for the delivery of this Service. Should the Supplier anticipate any necessary spend on travel and / or subsistence expenses, these charges must be agreed in advance and approved by the Buyer prior to being incurred.


 
Schedule 3 - Deed of guarantee 
Not used for the purpose of this Call-Off Contract

 
Schedule 4 - Alternative Clauses  
Not used for the purpose of this Call-Off Contract



















Part C – Terms and conditions 
 
1.	Call-Off Contract start date, length and methodology​	 
1.1 	The Supplier will start providing the Services on the date specified in the Order Form.  
 
1.2 	This Call­Off Contract will terminate on the End Date specified in the Order Form unless terminated earlier in accordance with Clause 23 and will be a maximum of 24 months from the Commencement Date. 
 
2. 	Overriding provisions  
2.1 	The Supplier agrees to supply the G­Cloud Services [and any Additional Services (Lot 4 only)] in accordance with this Call­Off Contract and the Supplier’s Terms as identified in the Framework Agreement (G­Cloud Services) and incorporated into this Call­Off Contract.  
2.2	 In the event of and only to the extent of any conflict or ambiguity between the Clauses of this Call­Off Contract, the provisions of the Schedules, any document referred to in the Clauses of this Call­Off Contract (including Supplier’s Terms) and the Framework Agreement, the conflict shall be resolved in accordance with the following order of precedence: 
· the Framework Agreement 
· the Clauses of this Call­Off Contract (excluding Supplier Terms) 
· the completed Order Form 
· the Supplier's Terms and Conditions​, and  
· any other document referred to in the Clauses of this Call­Off Contract. 
The Supplier accepts this is the order of prevailing provisions in this Call­Off Contract.  
3. 	Transfer and sub-contracting  
3.1 	The Supplier will not assign, novate or sub­contract any part­of this Call­Off Contract without the Buyer’s prior written approval. 
 3.2 	The Supplier will be responsible for the performance of any Sub­Contractors. 
3.3 	The Buyer may assign, novate or otherwise dispose of its rights and obligations under this Call­Off Contract or any part thereof to: 
● any other body established by the Crown or under statute in order substantially to perform any of the functions that had previously been performed by the Buyer, or ● any private sector body which substantially performs the functions of the Buyer  
provided that any such assignment, novation or other disposal shall not increase the burden of the Supplier’s obligations under this Call­Off Contract.  
 
4. 	Supplier Staff 
4.1 	The Supplier Staff will: 
· fulfil all reasonable requests of the Buyer 
· apply all due skill, care and diligence to the provisions of the Services 
· be appropriately experienced, qualified and trained to supply the Services 
· respond to any enquiries about the Services as soon as reasonably possible ● complete any necessary vetting procedures specified by the Buyer 
· Comply with the provisions of the Official Secrets Act 1911 to 1989; and ● Section 182 of the Finance Act 1989.  
 
5. 	Due diligence​	 
5.1 	Both Parties agree that when entering into a Call­Off Contract, they: 
 
5.2.1 having made their own enquiries are satisfied by the accuracy of any information supplied by the other Party 
 
5.2.2 are confident that they can fulfil their obligations according to the terms of this Call­Off Contract 
 
5.2.3 have entered into this Call­Off Contract relying on their own due diligence 
 
6.	Warranties, representations and acceptance criteria  
6.1 	The Supplier will perform its obligations under this Call­Off Contract with all reasonable care, skill and diligence, according to Good Industry Practice and using the best applicable and available techniques and standards. 
 
6.2 	The Supplier will use all reasonable endeavours to prevent the introduction, creation or propagation of any disruptive elements into systems providing services to data, software or Authority Confidential Information held in electronic form.  
6.3 	The Supplier undertakes to the Buyer that each ​G­Cloud Service​ will meet the Buyer​’s acceptance criteria, as defined in the ​Call­Off​ ​Contract​ ​Order​ ​Form​.  
 	 
6.4 	The​ ​Supplier​ warrants that it has full capacity and authority​ and all necessary​	 authorisations, consents, ​licences and permissions and Intellectual Property Rights​	 to perform​ this ​ Call­Off​ ​Contract​ .​ 
6.5	The Supplier represents that, in entering into this Call­Off Contract it has not committed any Fraud. 
 
6.6 	The S​upplier undertakes to pay all taxes due from it to HMRC and will not indulge in 
“disguised employment” practices when delivering services under this Call­Off Contract, and 
 
6.7 	For the avoidance of doubt, the fact that any provision within this Call­Off Contract is expressed as a warranty shall not preclude any right of termination the Buyer may have in respect of breach of that provision by the Supplier. 
 
7. 	Business continuity and disaster recovery 
7.1 	The Supplier will ensure a disaster recovery approach is captured in a clear disaster recovery plan contained within their service descriptions.  
 
8. 	Payment terms and VAT​ 
8.1 	The Buyer will pay the Supplier within 30 days of receipt of a valid invoice submitted by the Supplier in accordance with this Call­Off Contract. 
 
8.2 	The Call­Off Contract Charges are deemed to include all Charges for payment processing. All Invoices submitted to the Buyer for the Services shall be exclusive of any Management Charge. 
 
8.3 	All charges payable by the Buyer to the Supplier under this Call­Off Contract are exclusive of VAT. 
 
 8.4	The Supplier will add VAT to the charges at the appropriate rate. 

8.5 	Where specified within the Order Form, the Supplier will accept payment for G­Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and shall not recover this charge from the Buyer. 
 
8.6 	The Supplier will ensure that each invoice contains all appropriate references and a detailed breakdown of the G­Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.  
8.7 	Supplier Sub­Contracts must oblige the Supplier to make payments to its Sub­Contractor within 30 calendar days from the receipt of a valid invoice.  
8.8 	The Supplier shall indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call­Off Contract. The Supplier shall pay all monies pursuant to this indemnity to the Buyer not less than 5 UK working days before the date upon which the tax or other liability is payable by the Buyer.  
8.9 	The Supplier shall not suspend the supply of the G­Cloud Services for Buyer’s failure to pay undisputed sums of money unless the Supplier is entitled to suspend or terminate this Call­Off Contract. Interest shall be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced in accordance with the Late Payment of Commercial Debts (Interest) Act 1998 (​as amended from time to time).  
8.10 	In the event of a disputed invoice, the Buyer shall make payment in respect of any undisputed amount in accordance with the provisions of this Call­Off Contract and return the invoice to the Supplier within 10 UK working days of receipt with a covering statement proposing amendments to the invoice and/or the reason for any non­payment. The Supplier shall respond within 10 UK working days of receipt of the returned invoice stating whether or not the Supplier accepts the Buyer’s proposed amendments. If it does then the Supplier shall supply with the response a replacement valid invoice.  
9.	Recovery of sums due and right of set-off 
9.1 	If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call­Off Contract Charges due.  
 
10.	Insurance 
The Supplier will maintain the insurances required by the Buyer including those set out in this clause.  
 
10.1	Subcontractors 
 
10. 1.1 The Supplier will ensure that, during this Call­Off Contract, Subcontractors hold third­party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000. 
 
10.2	Agents and professional consultants 
 
10.2.1The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call­Off Contract, and for 6 years after the termination or expiry date to this Call­Off Contract to which the insurance relates. 
 
10. 2.2The Supplier will also ensure that all agents and professional consultants involved in the supply of Services hold employers liability  insurance to a minimum indemnity of £5,000,000 for each individual claim during the Call­Off Contract, and for 6 years after the termination or expiry date to this Call­Off Contract to which the insurance relates. 
 
10.3	Additional or extended insurance 
 
10.3.1If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing insurance policies procured under the Framework Agreement.  
 
10. 3.2The Supplier will provide CCS and the Buyer with the following evidence that they have complied with clause 10.3.1 above: 
· a broker's verification of insurance; or 
· receipts in respect of the insurance premium; or 
· other evidence of payment of the latest premiums due.  
 
10.4 Supplier liabilities 
 
10.4.1 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call­Off Contract. 
 
10.4.2 The Supplier will: 
· take all risk control measures relating to the Services as it would be reasonable to expect of a contractor acting in accordance with Good Industry 
Practice, including the investigation and reports of claims to insurers; 
· promptly notify the insurers in writing of any relevant material fact under any insurances of which the Supplier is, or becomes, aware; and 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of placing cover representing any of the insurance to which it is a Party. 
 
10.4.3 The Supplier will not do or omit to do anything, which would vitiate any of the insurances. 
 
10.5 Indemnity to principals 
 
10.5.1 Where specifically outlined in this Call­Off Contract, the Supplier will ensure that the third­party public and products liability policy will contain an ‘indemnity to principals’ clause under which the Buyer will be compensated for both of the following claims against the Buyer: 
· death or bodily injury; and 
· third­party Property damage arising from connection with the Services and for which the Supplier is legally liable. 
 
10.6 Cancelled, suspended, terminated or unrenewed policies 
 
10.6.1 The Supplier will notify CCS and any Buyers as soon as possible if the Supplier becomes aware that any of the insurance policies have been, or are due to be, cancelled, suspended, terminated or not renewed.  
 
10.7 Premium, excess and deductible payments 
 
10.7.1 Where any insurance requires payment of a premium, the Supplier will: 
· be liable for the premium; and ● pay such premium promptly. 
 
10.7.2 Where any insurance is subject to an excess or deductible below the Supplier will be liable for it. The Supplier will not be entitled to recover any sum paid for insura​nce excess or any deductible from CCS or the Buyer. 
 
11.	Confidentiality  
11.1 	Except where disclosure is clearly permitted by this Call­Off Contract, neither Party will disclose the other Party’s Confidential Information without the relevant Party’s prior written consent. 
 
11.2  	Disclosure of Confidential Information is permitted where information: ● must be disclosed to comply with legal obligations placed on the Party making the disclosure 
· belongs to the Party making the disclosure (who is not under any obligation of confidentiality) before its disclosure by the information owner 
· was obtained from a third party who is not under any obligation of confidentiality, before receiving it from the disclosing Party 
· is, or becomes, public knowledge, other than by breach of this clause or Call­Off Contract 
· is independently developed without access to the other Party’s Confidential Information 
· is disclosed to obtain confidential legal professional advice. 
 
11.3 The Buyer may disclose the Supplier’s Confidential Information: 
· to any central government body on the basis that the information may only be further disclosed to central government bodies; 
· to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland Assemblies, including their committees; 
· if the Buyer (acting reasonably) deems disclosure necessary or appropriate while carrying out its public functions; 
· on a confidential basis to exercise its rights or comply with its obligations under this Call­Off Contract; or 
· to a proposed transferee, assignee or novatee of, or successor in title to, the Buyer. 
 
11.4 References to disclosure on a confidential basis will mean disclosure subject to a confidentiality agreement or arrangement containing the same terms as those placed on the Buyer under this clause.  
 
11.5 The Supplier may only disclose the Buyer’s Confidential Information to Supplier Staff who are directly involved in the provision of the Services and who need to know the information to provide the Services. The Supplier will ensure that its Supplier Staff will comply with these obligations. 
 
11.6 Either Party may use techniques, ideas or knowledge gained during this Call­Off Contract unless the use of these things results in them disclosing the other Party’s 
Confidential Information where such disclosure is not permitted by the Framework Agreement, or is an infringement of Intellectual Property Rights. 
 
11.7 Information about orders placed by a Buyer (including pricing information and the terms of any Call­Off Contract) may be published by CCS and may be shared with other Buyers. Where Confidential Information is shared with other Buyers, CCS will notify the recipient of the information that its contents are confidential. 
 
12. 	Conflict of Interest 
12.1   The Supplier will take all appropriate steps to ensure that Supplier Staff are not in a position where there is or may be an actual conflict between the financial or personal interests of the Supplier Staff and another Supplier where both are providing the Services to the Buyer under any Call­Off Contract in accordance with the Framework Agreement. 
 
12.2  Any breach of this clause will be deemed to be a Material Breach. 
 
12.3  A conflict of interest may arise in situations including where a member of the 
Supplier Staff: 
· is related to someone in another Supplier team who both form part of the same team performing the Services under the Framework Agreement 
· has a business interest in another Supplier who is part of the same team performing the Services under the Framework Agreement 
· has been provided with, or had access to, information which would give the 
Supplier or an affiliated company an unfair advantage in the Tender process. 
 
12.4   Where the Supplier identifies a risk of a conflict or potential conflict, they will (before starting work under this Call­Off Contract, unless otherwise agreed with the Buyer ) inform the Buyer of such conflicts of interest and how they plan to mitigate the risk. Details of such mitigation arrangements are to be sent to the Buyer as soon as possible. On receiving this notification, the Buyer will, at its sole discretion, notify the Supplier if the mitigation arrangements are acceptable or whether the risk or conflict remains a Material Breach. 
 
13. 	Intellectual Property Rights  
13.1 Unless otherwise specified in this Call­Off Contract:  
· the Buyer will not have any right to the Intellectual Property Rights (IPRs) of the Supplier or its licensors, including the Supplier Background IPRs and any IPRs in the Supplier software. 
· the Supplier will not, without prior written approval from the Buyer, include any Supplier Background IPR or third party IPR in any Service​ ​ in such a way to prevent its publication; 
○ and failure to seek prior approval gives the Buyer right and freedom to use all ​Service​s. 
· the Supplier will not have any right to the Intellectual Property Rights of the 
Buyer or its licensors, including: 
○ the Buyer Background IPRs; 
○ IPRs in the Buyer Data. 
 
13.2 Where either Party acquires, by operation of Law, right to IPRs that is inconsistent with the allocation of rights set out above, it will assign in writing such IPRs as it has acquired to the other Party on the request of the other Party (whenever the request is made). 
 
13.3 Except where necessary for the performance of this Call­Off Contract (and only where the Buyer has given its prior approval), the Supplier will not use or disclose any of the Buyer Background IPRs, Buyer Data to or for the benefit of any third party. 
 	 
13.4 The Buyer gives no warranty as to the suitability of any IPRs licensed to the 
Supplier hereunder. Any such licence: 
· may include the right to grant sub­licences to Subcontractors engaged in providing any of the Services (or part thereof) provided that any such Subcontractor has entered into a confidentiality undertaking with the Supplier on the same terms as in clause 11 (Confidentiality) and that any such subcontracts will be non­transferable and personal to the relevant Subcontractor; and 
· is granted solely to the extent necessary for the provision of the Services in accordance with this​ Call­Off Contract​. The Supplier will ensure that the Subcontractors do not use the licensed materials for any other purpose. 
 	 
13.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all losses which it may incur at any time as a result of any claim (whether actual alleged asserted and/or substantiated and including third party claims) that the rights granted to the Buyer in accordance with this Call­Off Contract or the performance by the Supplier of the provision of the Services or the possession or use by the Buyer of the Services delivered by the Supplier, infringes or allegedly infringes a third party’s Intellectual Property Rights (an ‘IPR Claim’). 
 
13.6 Clause 13.5 will not apply if the IPR Claim arises from: 
· the use of data supplied by the Buyer which is not required to be verified by the Supplier under any provision of this Call­Off Contract; or 
· other material provided by the Buyer necessary for the provision of the Services. 
 
13.7 The indemnity given in Clause 13.5 will not exceed 50% of the Call­Off Contract Charges payable by the Buyer to the Supplier. ​Buyers are not limited in the number of times they can call on this indemnity. 
 
13.8 The Buyer will notify the Supplier in writing of the IPR Claim made against the Buyer and the Buyer will not make any admissions which may be prejudicial to the defence or settlement of the IPR Claim. The Supplier will at its own expense conduct all negotiations and any litigation arising in connection with the IPR Claim provided always that the Supplier: 
· consults the Buyer on all substantive issues which arise during the conduct of such litigation and negotiations; 
· takes due and proper account of the interests of the Buyer; 
· considers and defends the IPR Claim diligently using competent counsel and in such a way as not to bring the reputation of the Buyer into disrepute; and 
· does not settle or compromise the IPR Claim without the prior approval of the Buyer (such decision not to be unreasonably withheld or delayed). 
 
13.9    If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) in connection with this Call­Off Contract, the Supplier will, at the Supplier’s own expense and subject to prompt approval of the Buyer, use its best endeavours to: 
· modify the relevant part of the Services or Deliverables without reducing their functionality or performance, or substitute Services or Deliverables of equivalent functionality or performance, to avoid the infringement or the alleged infringement, provided that there is no additional cost or burden to the Buyer; 
· buy a licence to use and supply the Services or Deliverables, which are the subject of the alleged infringement, on terms which are acceptable to the Buyer; and 
· promptly perform any responsibilities and obligations to do with this​ Call­Off Contract.​ 
 
13.10 If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be made) against the Supplier, the Supplier will immediately notify the Buyer in writing. 
 
13.11 If the Supplier does not  comply with provisions of the above clauses 13.8 to 3.10, the Buyer may terminate this Call­Off Contract for Material Breach ( and the Supplier will, on demand, refund the Buyer with all monies paid for the Service or Deliverable that is subject to the IPR Claim. 
 
13.12 The Supplier will have no rights to use any of the Buyer’s names, logos or trademarks without the Buyer’s prior written approval. 
 	 
13.13 All Deliverables that are software shall be created in a format, or able to be converted into a format, which is suitable for publication by the Buyer as open source software, unless otherwise agreed by the Buyer. 
 
13.14 Where Deliverables that are software are written in a format that requires conversion before publication as open source software, the Supplier shall also provide the converted format to the Authority unless the Authority agrees in advance in writing that the converted format is​ not required. 
 
14. 	Data Protection and Disclosure 
14.1 The Supplier shall comply with any notification requirements under the DPA and both Parties will duly observe all their obligations under the DPA which arise in connection with the Framework Agreement or under this Call­Off Contract.  
 
14.2  Where the Supplier is processing Buyer Data or Other Contracting Bodies’ Personal Data, the Supplier shall ensure that it has in place appropriate technical and organisational measures to ensure the security of the Authority and Other Contracting Bodies’ Personal Data (and to guard against unauthorised or unlawful processing or accidental loss, destruction of or damage to the Buyer Data and the Other Contracting Bodies’ Personal Data. 
 
14.3 The Supplier shall provide the Buyer and/or Other Contracting Body with such information as the Buyer and/or Other Contracting Body may reasonably request to satisfy itself that the Supplier is complying with its obligations under the DPA including; 
· to promptly notify the Buyer and/or Other Contracting Body of any breach of the security measures to be put in place pursuant to this Clause; and 
· to ensure that it does not knowingly or negligently do or omit to do anything which places the Buyer and/or Other Contracting Body in breach of its obligations under the DPA and 
· not to cause or permit to be processed, stored, accessed or otherwise transferred outside the European Economic Area any Buyer Data or Other Contracting Body Personal Data supplied to it by the Buyer or Other Contracting Body without approval. 
 
15.	Buyer Data  
15.1 The Supplier will not remove any proprietary notices relating to the Buyer Data. 
 
15.2 The Supplier will not store or use Buyer Data except where necessary to fulfill its obligations. 
 
15.3	If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested and in the format specified by the Buyer. 
 
15.4  The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss. 
 
15.5  The Supplier will ensure that any system which holds any Buyer Data complies with the security requirements prescribed by the Buyer. 
 
15.6  The Supplier will ensure that any system on which the Supplier holds any protectively marked Buyer Data will be accredited as specific to the Buyer and will comply with: 
· the government security policy framework and information assurance policy; 
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management and Accreditation of Information Systems; and 
· the relevant government information assurance standard(s). 
 
15.7 Where the duration of this Call­Off Contract exceeds one year, the Supplier will review the accreditation status at least once a year to assess whether material changes have occurred which could alter the original accreditation decision in relation to Buyer Data. If any changes have occurred then the Supplier will re­submit such system for accreditation. 
 
15.8 If at any time the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will at its own cost comply with any remedial action proposed by the Buyer. 
 
15.9 The Supplier will provide at the request of CCS or the Buyer, any information relating to the Supplier’s compliance with its obligations under the Data Protection Act. The Supplier will also ensure that it does not knowingly or negligently fail to do something that places CCS or any Buyer in breach of its obligations of the Data Protection Act. This is an absolute obligation and is not qualified by any other provision of this Call­Off Contract.  
 
15.10 The Supplier agrees to use the appropriate organisational, operational and technological processes and procedures to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure. 
 
15.11 The provisions of this Clause 15, shall apply during the term of this Call­Off Contract and for such time as the Supplier holds the Buyer’s Data. 
 
16.	Records and audit access  
16.1   The Supplier will allow CCS (and CCS’s external auditor) to access its information and conduct audits of the Services provided under this Call­Off Contract and the provision of Management Information (subject to reasonable and appropriate confidentiality undertakings).  
 
17.	Freedom of Information (FOI) requests  
17.1   The Supplier will transfer any Request for Information to the Buyer within 2 UK working days of receipt. 
 
17.2   The Supplier will provide all necessary help reasonably requested by the Buyer to enable  the Buyer to respond to the Request for Information within the time for compliance set out in section 10 of the Freedom of Information Act or Regulation 5 of the Environmental Information Regulations. 
 
17.3	To the extent it is permissible and reasonably practical for it to do so​, ​CCS will make reasonable efforts to notify the Supplier when it receives a relevant FOIA or EIR request so that the Supplier may make appropriate representations. 
 
18. 	Standards and quality 
18.1   The Supplier will comply with any standards in this Call­Off Contract and Section 4 (How Services will be delivered) of the Framework Agreement.  
 
19.	Security  
19.1    If requested to do so by the Buyer, the Supplier will, within 5 UK working days of the date of this Call­Off Contract, develop, obtain Buyer’s approval of, maintain and observe a Security Management Plan and an Information Security Management System (ISMS) which, after Buyer approval, will apply during the term of this Call­Off Contract. Both the ISMS and the Security Management Plan will comply with the security policy of the Buyer and protect all aspects of the Services and all processes associated with the delivery of the Services. 
 
19.2   The Supplier will use software and the most up­to­date antivirus definitions available from an industry accepted antivirus software vendor to minimise the impact of Malicious Software. 
 
19.3   If Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, the Supplier will help the Buyer to mitigate any losses and will restore the Services to their desired operating efficiency as soon as possible. 
 
19.4	Any costs arising from the actions of the Buyer or Supplier taken in compliance with the provisions of the above clause, will be dealt with by the Buyer and the Supplier as follows: 
· by the Supplier, where the Malicious Software originates from the Supplier software or the Buyer Data while the Buyer Data was under the control of the Supplier, unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier. 
· by the Buyer if the Malicious Software originates from the Buyer software or the Buyer Data, while the Buyer Data was under the control of the Buyer. 
 
19.5 The Supplier will immediately notify CCS of any breach of security in relation to CCS’s Confidential Information (and the Buyer in relation to any breach regarding 
Buyer Confidential Information). The Supplier will recover such CCS and Buyer Confidential Information however it may be recorded. 
 
19.6 Any system development by the Supplier must also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at: https://www.gov.uk/government/publications/cyber­risk­management­a­board­level­r esponsibility/10­steps­summary 
 
19.7 The Buyer will specify any security requirements for this project in the Order Form. 
 
20.	Guarantee  
20.1   Where the Buyer has specified in the Order Form that this Call­Off Contract shall be conditional upon receipt of a Guarantee from the guarantor, the Supplier shall deliver to the Buyer a completed Guarantee in the form attached, on or prior to the Commencement Date; and deliver to the Buyer a certified copy of the passed resolution and/or board minutes of its guarantor approving the execution of the Guarantee.  
 
21.	Incorporation of terms 
21.1   Upon the execution of an Order, the terms and conditions agreed in the Order Form will be incorporated into this Call­Off Contract. 
 
22.	Managing disputes 
22.1   When either Party notifies the other of a dispute, both Parties will attempt in good faith to negotiate a settlement as soon as possible. 
 
22.2   Nothing in this procedure will prevents a Party from seeking any interim order restraining the other Party from doing any act or compelling the other Party to do any act. 
 
22.3    If the dispute cannot be resolved, either Party will be entitled to refer it to mediation in accordance with the procedures below, unless: 
· the Buyer considers that the dispute is not suitable for resolution by mediation, 
· the Supplier does not agree to mediation. 
 
22.4 The procedure for mediation is as follows: 
· A neutral adviser or mediator will be chosen by agreement between the Parties. If the Parties cannot  agree on a mediator within 10 UK working days after a request by one Party to the other, either Party will as soon as possible, apply to the mediation provider or to the Centre for Effective Dispute Resolution (CEDR) to appoint a mediator. This application to CEDR must 
take place within 12 UK working days from the date of the proposal to appoint a mediator, or within 3 UK working days of notice from the mediator to either Party that they are unable or unwilling to act. 
· The Parties will meet with the mediator within 10 UK working days of the mediator’s appointment to agree a programme for the exchange of all relevant information and the structure for negotiations to be held. The Parties may at any stage seek help from the mediation provider specified in this clause to provide guidance on a suitable procedure. 
· Unless otherwise agreed, all negotiations connected with the dispute and any settlement agreement relating to it will be conducted in confidence and without prejudice to the rights of the Parties in any future proceedings. 
· If the Parties reach agreement on the resolution of the dispute, the agreement will be reduced to writing and will be binding on the Parties once it is signed by their duly authorised representatives. 
· Failing agreement, either Party may invite the mediator to provide a non­binding but informative opinion in writing. Such an opinion will be provided without prejudice and will not be used in evidence in any proceedings relating to this Call­Off Contract without the prior written consent of both Parties. 
· If the Parties fail to reach agreement in the structured negotiations within 60 UK working days of the mediator being appointed, or such longer period as may be agreed by the Parties, then any dispute or difference between them may be referred to the courts. 
 
22.5   Either Party may request by written notice that the dispute is referred to expert determination if the dispute relates to: 
· any technical aspect of the delivery of the digital services; 
· the underlying technology; or 
· otherwise is of a financial or technical nature. 
 
22.6 An expert will be appointed by written agreement between the Parties, but if there is a failure to agree within 10 UK working days, or if the person appointed is unable or unwilling to act, the expert will be appointed on the instructions of the President of the British Computer Society (or any other association that has replaced the British Computer Society). 
 
22.7 The expert will act on the following basis: 
· they will act as an expert and not as an arbitrator and will act fairly and impartially; 
· the expert's determination will (in the absence of a material failure to follow the agreed procedures) be final and binding on the Parties; 
· the expert will decide the procedure to be followed in the determination and will be requested to make their determination within 30 UK working days of their appointment or as soon as reasonably practicable and the Parties will help and provide the documentation that the expert needs for the determination; 
· any amount payable by one Party to another as a result of the expert's determination will be due and payable within 20 UK working days of the expert's determination being notified to the Parties 
· the process will be conducted in private and will be confidential; 
· the expert will determine how and by whom the costs of the determination, including their fees and expenses, are to be paid. 
 
22.8   Without prejudice to any other rights of the Buyer under this Call­Off Contract, the obligations of the Parties under this Call­Off Contract will not be suspended, ceased or delayed by the reference of a dispute submitted to mediation or expert determination and the Supplier and the Supplier Staff will comply fully with the Requirements of this Call­Off Contract at all times. 
 
23.	Termination 
23.1   The Buyer will have the right to terminate this Call­Off Contract at any time by giving the notice to the Supplier specified in Part A, the Order Form. The Supplier’s obligation to provide the Services will end on the date set out in the Buyer’s notice. 
 
23.2   The Parties acknowledge and agree that: 
· the Buyer’s right to terminate under this clause is reasonable in view of the subject matter of this Call­Off Contract and the nature of the Service being provided. 
· the Call­Off Contract Charges paid during the notice period given by the Buyer in accordance with this clause are a reasonable form of compensation and are deemed to fully cover any avoidable costs or losses incurred by the Supplier which may arise either directly or indirectly as a result of the Buyer exercising the right to terminate under this clause without cause. 
· Subject to clause 31 (Liability), if the Buyer terminates this Call­Off Contract without cause, they will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate such Loss. If the Supplier holds insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of such Loss, with supporting evidence of unavoidable Losses incurred by the Supplier as a result of termination. 
· Either Party will have the right to terminate this Call­Off Contract where clause 29.2 applies. 
 
23.3   The Buyer will have the right to terminate this Call­Off Contract at any time with immediate effect by written notice to the Supplier if: 
· the Supplier commits a Supplier Default and if the Supplier Default cannot, in the opinion of the Buyer, be remedied, or 
· the Supplier commits any fraud. 
 
23.4 Either Party may terminate this Call­Off Contract at any time with immediate effect by written notice (of not more than 30 UK working days) if the other Party commits a Material Breach of any term of this Call­Off Contract (other than failure to pay any amounts due under this Call­Off Contract) and, if such breach is remediable, fails to remedy that breach within a period of 15 UK working days of being notified in writing to do so. 
 
23.5 If an Insolvency Event of either Party occurs, or the other Party ceases or threatens to cease to carry on the whole or any material part of its business, the other Party is entitled to terminate this Call­Off Contract with immediate effect.  
 
24. 	Consequences of termination and expiry 
24.1   Where the Buyer has the right to terminate this Call­Off Contract it may elect to suspend this Call­Off Contract and its performance.  
 
24.2	If the Buyer contracts with another Supplier for the Deliverables under this Call­Off Contract, the Supplier will comply with clause 28. 
 
24.3   The rights and obligations of the Parties in respect of this​ Call­Off Contract​ will automatically terminate upon the expiry or termination of this​ Call­Off Contract​, except those rights and obligations set out in clause​ 24.7. 
 
24.4   At the end of the Call­Off Contract period (howsoever arising), the Supplier must: ● immediately return to the Buyer: 
○ all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under this ​Call­Off Contract​; 
○ any materials created by the Supplier under this ​Call­Off Contrac​t where the IPRs are owned by the Buyer; 
○ cease to use the Buyer Data and, at the direction of the Buyer, provide the Buyer and the replacement Supplier with a complete and uncorrupted version of the Buyer Data in electronic form in the formats and on media agreed with the Buyer and the replacement Supplier; 
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 months after the date of expiry or termination, and provide written confirmation to the Buyer that the data has been securely destroyed, except where the retention of Buyer Data is required by Law; 
· work with the Buyer on any work in progress and ensure an orderly transition of the Services to the replacement supplier; 
· return any sums prepaid for Services which have not been delivered to the Buyer by the date of expiry or termination; 
· provide all information requested by the Buyer on the provision of the 
Services so that: 
○ the Buyer is able to understand how the Services have been provided; and 
○ the Buyer and the replacement supplier can conduct due diligence. 
 
24.5 Each Party will return all of the other Party’s Confidential Information. Each Party will confirm that it does not retain the other Party’s Confidential Information except where the information must be retained by the Party as a legal requirement or where this Call­Off Contract states otherwise. 
 
24.6 All licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Services will be terminated at the end of the Call­Off Contract period (howsoever arising) without the need for the Buyer to serve notice except where this Call­Off Contract states otherwise. 
 
24.7 Termination or expiry of this Call­Off Contract will not affect: 
· any rights, remedies or obligations accrued under this Call­Off Contract prior to termination or expiration; 
· the right of either Party to recover any amount outstanding at the time of such termination or expiry; 
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses: 
○ 8 ­ Payment Terms and VAT 
○ 9 ­ Recovery of Sums Due and Right of Set­Off 
○ 10 ­ Insurance 
○ 11 ­ Confidentiality 
○ 12 ­ Conflict of Interest 
○ 13 ­ Intellectual Property Rights 
○ 15 ­ Buyer Data 
○ 24 ­ Consequences of Expiry or Termination 
○ 31 ­ Liability 
○ 32 ­ Waiver and cumulative remedies 
● any other provision of the Framework Agreement or this Call­Off Contract which expressly or by implication is to be performed or observed notwithstanding termination or expiry will survive the termination or expiry of this Call­Off Contract. 
 
25.	Supplier’s status 
25.1   The Supplier is an independent Contractor and no contract of employment or partnership is created between the Supplier and the Buyer. Neither Party is authorised to act in the name of, or on behalf of, the other Party. 
 
26.	Notices 
26.1   Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being in writing. 
  
26.2   The following table sets out the method by which notices may be served under this Call­Off Contract and the respective deemed time and proof of Service: 
 
	
	Delivery type
	 
	
	Deemed delivery time
	 
	
	
	Proof of Service
	 

	
	Email
	 
	
	
	9am on the first Working
	 
	
	Dispatched in a pdf form to the correct
	 

	
	
	
	
	
	Day after sending
	 
	
	
	email address without any error message
	 


 
26.3   The address and email address of each Party will be the address and email address in the Order Form. 
 
27.	Exit plan 
27.1   The Supplier has provided details of their exit plan within their Service Description submitted in their Invitation to Tender response and the Buyer and Supplier will follow these arrangements as per Supplier Terms. 
 
28.	Handover to replacement supplier 
28.1 Within 10 UK Working Days of the expiry or termination of this Call­Off Contract , the 
Supplier will make available to the Buyer: 
· any data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control. 
· any sums prepaid to the Supplier in respect of Ordered Deliverables not provided by the date of expiry or termination of this Call­Off Contract. 
28.2   When requested, the Supplier will (at its own expense where the Call­Off Contract has been terminated before end of term due to Supplier cause) help the Buyer to migrate  the Services to a replacement Supplier in line with the exit plan (clause 27) to ensure continuity of the Services.  
 
29.	Force Majeure 
29.1   Neither Party will be liable to the other Party for any delay in performing, or failure to perform, its obligations under this Call­Off Contract (other than a payment of money) to the extent that such delay or failure is a result of a Force Majeure event. Each Party will use all reasonable endeavours to continue to perform its obligations under this Call­Off Contract for the length of a Force Majeure event.  
29.2   If a Force Majeure event prevents a Party from performing its obligations under this Call­Off Contract for more than 15 consecutive calendar days, the other Party may terminate this Call­Off Contract with immediate effect by notice in writing. 
 
30.	Entire agreement  
30.1  This Call­Off Contract constitutes the entire agreement between the Parties relating to the matters dealt within it. It supersedes any previous agreement between the Parties relating to such matters. 
 
30.2 Each Party agrees that in entering into this ​Call­Off Contract​ it does not rely on, and will have no remedy relating to, any agreement or representation (whether 
negligently or innocently made) other than as expressly described in this ​Call­Off Contract​. 
  
30.3   Nothing in this clause will exclude any liability for (or remedy relating to) fraudulent misrepresentation or fraud. 
 
30.4   Each of the Parties agrees that in entering into this ​Call­Off Contract​ it does not rely on, and will have no remedy relating to, any agreement, statement, representation, warranty, understanding or undertaking (whether negligently or innocently made) other than as described in this ​Call­Off Contract​. 
 
31.	Liability  
31.1 Neither Party excludes or limits its liability for: ● death or personal injury; 
· bribery or fraud by it or its employees; 
· breach of any obligation as to title implied by section 12 of the Sale of Goods Act 
1979 or sections 2 or 11B of the Supply of Goods and Services Act 1982; or 
· any liability to the extent it cannot be excluded or limited by Law. 
 
31.2 Subject to the above, each Party's total aggregate liability relating to all Losses due to a Default in connection with this Call­Off Contract: 
· resulting in direct loss or damage to physical Property (including any technical infrastructure, assets or Equipment) of the other Party, will be limited to the sum of £1,000,000 in each ​Call­Off Contract​ year in which the Default occurs 
· subject to the first bullet point in this clause 31.2 which occur in the first 6 months,will be limited to the greater of the sum of £500,000 or a sum equal to 
200% of the estimated Call­Off Contract Charges for the first six months  
· subject to the first bullet point in this clause 31.2 which occur during the remainder of the ​Call­Off Contract​ period,will be limited to the greater of the sum of £500,000 or an amount equal to 125% of the Call­Off Contract Charges paid, due or which would have been payable under this ​Call­Off Contract​ in the 6 months immediately preceding the event giving rise to the liability 
· subject to the first bullet point in this clause 31.2 which occur after the end of the Call­Off Contract​ period, will be limited to the greater of the sum of £500,000 or an amount equal to 125% of the Call­Off Contract Charges paid, due or which would have been payable under this ​Call­Off Contract​ in the 6 months immediately before the end of the ​Call­Off Contract​ period. 
 
31.3 Subject to clause 31.1, 31.4, in no event will either Party be liable to the other for any: 
· loss of profits; 
· loss of business;  
· loss of revenue;  
· loss of or damage to goodwill; 
· loss of savings (whether anticipated or otherwise); or 
· any indirect, special or consequential loss or damage. 
 
31.4 Subject to Clause 31.1 the Supplier will be liable for the following types of loss which will be regarded as direct and will be recoverable by the Buyer: 
· the additional operational or administrative costs and expenses arising from any Supplier Default; and 
· any wasted expenditure or charges rendered unnecessary and/or incurred by the Buyer arising from the Supplier's Default; and 
any losses, costs, damages, expenses or other liabilities suffered or incurred by the Buyer which arise out of or in connection with the loss of, corruption or damage to or failure to deliver Buyer Data by the Supplier; and 
· any regulatory losses, fines, expenses or other losses arising from a breach by the Supplier of any Law. 
 
31.5 The annual aggregate liability for all defaults resulting in direct loss, destruction, corruption, degradation or damage to the Buyer Data or the Buyer Personal Data or any copy of such Buyer Data, caused by the Supplier's default under or in connection with a Call­Off Contract shall be subject to the financial limits set out in the Order Form.  
 
31.6 No enquiry, inspection, approval, sanction, comment, consent, or decision at any time made or given by, or on behalf of, the Buyer to any document or information provided by the Supplier in its provision of the Services, and no failure of the Buyer to discern any defect in, or omission from, any such document or information will exclude or limit the obligation of the Supplier to carry out all the obligations of a professional Supplier employed in a client and Buyer relationship. 
 
31.7 Unless otherwise expressly provided, the obligations of the Buyer under this Call­Off Contract​ are obligations of the Buyer in its capacity as a Contracting counterparty and nothing in this ​Call­Off Contract​ will be an obligation on, or in any other way constrain the Buyer in any other capacity, nor will the exercise by the Buyer of its duties and powers in any other capacity lead to any liability under this Call­Off Contract​ on the part of the Buyer to the Supplier.  
 
31.8 Any liabilities which are unlimited will not be taken into account for the purposes of establishing whether any limits relating to direct loss or damage to physical Property within this clause have been reached.  
  
31.9 Nothing in this clause will exclude any liability for (or remedy relating to) fraud. 
 
31.10 The Supplier shall not be responsible for any injury, loss, damage, cost or expense if and to the extent that it is caused by the negligence or wilful misconduct of the Buyer or by breach by the Buyer of its Call­Off Contract obligations.  
 
31.11 The Supplier's liability to pay any Management Charges which are payable to the Authority shall not be limited. 
32.	Waiver and cumulative remedies  
 
32.1	The rights and remedies provided by this agreement may be waived only in writing by the Buyer or the Supplier representatives in a way that expressly states that a waiver is intended, and such waiver will only be operative regarding the specific circumstances referred to. 
 
32.2    Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to exercise, or any delay in exercising, a right or remedy by either Party will not constitute a waiver of that right or remedy, or of any other rights or remedies. 
 
33.	Fraud  
33.1 The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is likely to occur. The exception to this is if while complying with this, it would cause the Supplier or its employees to commit an offence. 
 
33.2 If the Supplier commits any fraud relating to a Framework Agreement, this Call­Off 
Contract or any other Contract with the government: 
· the Buyer may terminate the Call­Off Contract 
· CCS may terminate the Framework Agreement 
· CCS and/or the Buyer may recover in full from the Supplier whether under Clause 33.3 below or by any other remedy available in law. 
 
33.3  The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before or after the making of a demand following the indemnity hereunder) in consequence of any breach of this clause.  
 
34.	Prevention of bribery and corruption 
34.1 The Supplier will not commit any Prohibited Act. 
 
34.2 The Buyer and CCS will be entitled to recover in full from the Supplier and the 
Supplier will, on demand, compensate CCS and/or the Buyer in full from and against: 
●	the amount of value of any such gift, consideration or commission; and ●	any other loss sustained by CCS and/or the Buyer in consequence of any breach of this clause. 
 
35.	Legislative change  
35.1	The Supplier will neither be relieved of its obligations under this Call­Off Contract nor be entitled to increase the Call­Off Contract prices as the result of a general change in 
Law or a Specific Change in Law without prior written approval from the Buyer. 
 
36.	Publicity, branding, media and official enquiries  
36.1	The Supplier will take all reasonable steps to not do anything which may damage the public reputation of the Buyer. The Buyer may terminate this Call­Off Contract for Material Breach where the Supplier, by any act or omission, causes material adverse publicity relating to or affecting the Buyer or the Call­Off Contract. This is true whether or not the act or omission in question was done in connection with the performance by the Supplier of its obligations hereunder. 
 
37.	Non Discrimination 
37.1	The Supplier will notify CCS and relevant Buyers immediately of any legal proceedings issued against it by any Supplier Staff on the grounds of discrimination. 
 
38.	Premises  
38.1	Where either Party uses the other Party’s premises, such Party is liable for all Loss or damage it causes to the premises. Such Party is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear. 
 
38.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call­Off Contract.  
 
38.3	The Supplier will vacate the Buyer’s premises upon termination or expiry of the Call­Off Contract. 
 
38.4	This clause does not create an tenancy or exclusive right of occupation. 
 
38.5	While on the Buyer’s premises, the Supplier will: 
· ensure the security of the premises;  
· comply with Buyer requirements for the conduct of personnel; 
· comply with any health and safety measures implemented by the Buyer; ●	comply with any instructions from the Buyer on any necessary associated safety measures ; and 
· notify the Buyer immediately in the event of any incident occurring on the premises where that incident causes any personal injury or damage to Property which could give rise to personal injury. 
 
38.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.  
 
38.7 All Equipment brought onto the Buyer’s premises will be at the Supplier's risk. Upon termination or expiry of the Call­Off Contract, the Supplier will remove such Equipment.  
 
39.	Equipment 	 
39.1	Any Equipment brought onto the premises will be at the Supplier's own risk and the 
Buyer will have no liability for any Loss of, or damage to, any Equipment. 
 
39.2	Upon termination or expiry of the Call­Off Contract, the Supplier will remove the 
Equipment, and any other materials, leaving the premises in a safe and clean condition.  
 
40.	The Contracts (Rights of Third Parties) Act 1999 
40.1	A person who is not party to this Call­Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Call­Off Contract but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act. 
 
41.	Law and jurisdiction  
41.1	This Call­Off Contract will be governed by the Laws of England and Wales. Each 
Party agrees to submit to the exclusive jurisdiction of the courts of England and Wales and for all disputes to be conducted within England and Wales. 
 
42. 	Environmental requirements  
42.1   The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with. 
 
42.2	The Supplier must support Buyers in their efforts to work in an environmentally­friendly way, eg by helping them engage in practices like recycling or lowering their carbon footprint. 
 
43.	Defined Terms 
In this Call­Off Contract, the following expressions and defined terms have the following interpreted meaning:  
 
	‘Additional Services’ 
	The services in addition to the G­Cloud Services which are within the scope of the Framework Agreement which the Buyer may request from time to time. 

	'Application' 
	  The response submitted by the Supplier to the Invitation to  Tender (ITT)

	Assurance’
	The verification process undertaken by CCS as described in this Framework Agreement

	Background IPRs’
	For each Party: 
· IPRs owned by that Party before the date of this Call­Out Contract, including IPRs contained in any of the Party's know­how, documentation, processes and procedures, 
· IPRs created by the Party independently of this Call­Out Contract, and/or 
For the Buyer, Crown Copyright which is not available to the Supplier otherwise than under this Call­Out Contract, but excluding IPRs owned by that Party subsisting in Buyer software or Supplier software

	‘Buyer’ 
	A UK public sector body, or Contracting Body, as described in the OJEU Contract Notice, that can execute a competition and a Call­Off Contract within this Framework Agreement and is identified in the Call­Off Order Form. 

	'Buyer’s    Confidential 
  Information'
	All Buyer Data and any information that relates to the business, affairs, developments, trade secrets, know­how, personnel, and 
Suppliers of the Buyer, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above 
 
Any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	'Buyer Data' 
	Data that is owned or managed by the Buyers

	'Buyer Software' 
	Software owned by or licensed to the Buyer (other than under or pursuant to this Agreement), which is or will be used by the Supplier for the purposes of providing the Services. 

	'Call­Off Contract' 
	The legally binding agreement (entered into following the provisions of this Framework Agreement) for the provision of Services made between a Buyer and the Supplier. 
 
This may include the Order Form detailing service requirements, term of Call­Off Order, start date and pricing

	'Charges'
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under the Call­Off Contract

	‘PSN Code of Practice’
	Those obligations and requirements for PSN Service Providers wanting to participate in the PSN together with all documents annexed to it and referenced within it, as set out in the code template

	‘Collaboration Agreement’ 
	An agreement between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives an efficient end­to­end G­Cloud Services. 

	‘Commencement 
Date’ 
	For the purposes of the Framework Agreement, commencement date shall be as outlined in Section 1 ­ The Appointment within this Framework Agreement.  
For the purposes of the Call­Off Contract, commencement date shall be as set in the Order Form. 

	'Commercially Sensitive 
Information'
	Information, which CCS has been notified about, (before the start date of the Framework Agreement) or the Buyer (before the Call­Off Contract start date) with full details of why the Information is deemed to be commercially sensitive

	‘Comparable Supply’ 
	The supply of services to another Buyer of the Supplier that are the same or similar to any of the Services 

	‘Confidential 
Information’  
	CCS's Confidential Information or the Supplier's Confidential 
Information, which may include (but is not limited to): 
· any information that relates to the business, affairs, developments, trade secrets, know­how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above 
· any other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential'

	'Contracting Bodies' 
	The Buyer and any other person as listed in the OJEU Notice or Regulation 2 of the Public Contracts Regulations 2015, as amended from time to time, including CCS 

	'Control' 
	Control as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly

	'Crown' 
 
	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf

	‘Data Protection 
Legislation or DPA’
	The Data Protection Act 1998, the EU Data Protection Directive 
95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 
2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating to processing of personal data and privacy, including where applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	‘Data Subject’  
	Shall have the same meaning as set out in the Data Protection Act 1998, as amended from time to time. 

	'Default'
	· any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)  
· any other default, act, omission, negligence or negligent statement of the Supplier, of its Subcontractors, or any Supplier Staff​ in connection with or in relation to this Framework Agreement or this Call­Off Contract
Unless otherwise specified in this Call­Off Contract the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call­Off Contract, the Supplier is liable to the Buyer

	‘Deliverable’  
	Those G­Cloud Services which the Buyer contracts the Supplier to provide under the Call Off Contract. 

	'Digital Marketplace' 
	The government marketplace where Services will be made available to Buyers to enable them to be bought (https://www.digitalmarketplace.service.gov.uk/​) 

	'Equipment'
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under the Call­Off Contract. 


	‘Direct Award Criteria’
	The award criteria to be applied for the award of Call­Off Contracts for G­Cloud Services set out in Section 3 ‘Buying Process’. 

	‘Direct Ordering Procedure’
	The ordering procedure set out in Framework Agreement

	‘Effective Date’
	The date on which the Call­Off Contract is signed and as set out in the Order Form.

	'FoIA'
	The Freedom of Information Act 2000 and any subordinate 
legislation made under the Act occasionally together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation. 


	'Framework Agreement'
	This contractually­binding document.

	‘Framework Suppliers’
	The suppliers (including the Supplier) appointed under this G­Cloud 8 Framework Agreement.

	‘Fraud’  
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Framework Agreement or defrauding or attempting to defraud or conspiring to defraud the Crown.

	‘G­Cloud Services’
	The cloud services described in Framework Section 2 (G­Cloud Services) as defined by the Service Definition, the Supplier Terms and any related tender documentation, which the Supplier shall make available to the Authority and Other Contracting Bodies and those services which are deliverable by the Supplier under the Collaboration Agreement.

	'Good Industry Practice' 
	Standards and procedures conforming to the Law and the application of skill, care and foresight which would be expected from a person or body who has previously been engaged in a similar type of undertaking under similar circumstances. The person or body must adhere to the ​technology code of practice (​https://www.gov.uk/service­manual/technology/code­of­practic e.html​) and the government service design manual 
(​https://www.gov.uk/service­manual​). 

	'Group' 
	A company plus any subsidiary or Holding Company. 
'Holding company' and 'Subsidiary' are defined in section 1159 of the Companies Act 2006. 

	‘Group of Economic 
Operator’ 
	A partnership or consortium not (yet) operating through a separate legal entity.  

	‘Guarantee’ 
	The deed of guarantee described in the Order Form (Parent Company Guarantee). 

	‘Guidance’  
	Any current UK Government Guidance on the Public Contracts 
Regulations. In the event of a conflict between any current UK 
Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance shall take precedence. 

	'Holding Company'
	As described in section 1159 and Schedule 6 of the Companies Act 2006.

	'Information'
	As described under section 84 of the Freedom of Information Act 2000, as amended from time to time.

	'Insolvency Event'
	Can be: 
· a voluntary arrangement 
· a winding­up petition 
· the appointment of a receiver or administrator 
· an unresolved statutory demand
●	  a Schedule A1 moratorium

	'Intellectual Property Rights' or 'IPR'
	means: 
a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi­conductor topography rights, service marks, logos, database rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business names, design rights (whether registerable or otherwise), know­how, trade secrets and moral rights and other similar rights or obligations whether registerable or not; 
 
b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and 
 
c) all other rights whether registerable or not having equivalent or similar effect in any country or jurisdiction (including but not limited to the United Kingdom) and the right to sue for passing off.

	‘Invitation to Tender or ITT’ 
	The invitation to tender for this Framework. 

	'Law'
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of Law, or directives or requirements of any Regulatory Body

	'Loss'
	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly

	‘Lot’
	A subdivision of the Services which are the subject of this procurement as described in the OJEU Contract Notice.

	Management 
Charge''
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.5% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or termination of any Call­Off Contract.

	'Management Information'
	The management information (MI) specified in section 6 (What you report to CCS) of the Framework Agreement

	‘Management 
Information (MI) Failure’
	If any of the below instances occur, CCS may treat this as an 'MI Failure': 
· there are omissions or errors in the Supplier’s submission 
· the Supplier uses the wrong template 
· the Supplier’s report is late 
· the Supplier fails to submit a report

	'Material Breach (Framework 
Agreement)
	A breach by the Supplier of the following Clauses in this Framework Agreement:  
· Subcontracting  
· Non­Discrimination 
· Conflicts of Interest and Ethical Walls 
· Warranties and Representations  
· Provision of Management Information 
· Management Charge  
· Prevention of Bribery and Corruption 
· Safeguarding against Fraud 
· Data Protection and Disclosure 
· Intellectual Property Rights and Indemnity  
· Confidentiality 
· Official Secrets Act 
· Audit 

	'Material Breach 
(Call­Off Contract)'  
	A single serious breach of or persistent failure to perform as required in the Call­Off Contract.  

	'OJEU Contract Notice'
	The advertisement for this procurement issued in the Official Journal of the European Union.

	'Order Form'
	An order set out in the Call­Off Contract for G­Cloud Services placed by a Buyer with the Supplier.

	'Other Contracting Bodies'
	All Contracting Bodies, or Buyers, except CCS.

	‘Parent Company’ 
	Any company which is the ultimate Holding Company of the Supplier. 

	'Party'
		●	for the purposes of the Framework Agreement, CCS    or the Supplier 
●	for the purposes of the Call­Off Contract, the Supplier or  the Buyer and 'Parties'  will be interpreted accordingly.


	'Personal Data' 
	As described in the Data Protection Act 1998

	
	(​http://www.legislation.gov.uk/ukpga/1998/29/contents)

	'Prohibited Act'
	To directly or indirectly offer, promise or give any person

	
	working for or engaged by a Buyer or CCS a financial or other advantage to: 
●	induce that person to perform improperly a relevant function or activity
●	reward that person for improper performance of a
 relevant function or activity
● commit any offence:
-under the Bribery Act 2010
- committing or attempting or conspiring to commit Fraud
- at common Law concerning Fraud
- attempting or conspiring to commit Fraud

	‘PSN’  
	The Public Services Network (PSN) is the Government’s high­performance network which helps public sector organisations work together, reduce duplication and share resources

	'Regulations' 
	The Public Contracts Regulations 2015 (at 
http://www.legislation.gov.uk/uksi/2015/102/contents/made​) and the Public Contracts (Scotland) Regulations 2012 (at http://www.legislation.gov.uk/ssi/2012/88/made​). 

	'Regulatory Bodies'
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Framework Agreement

	'Reporting Date' 
	The seventh day of each month following the month to which the relevant MI relates. A different date can be chosen if agreed between the Parties. 

	'Request for 
Information'
	A request for information or an apparent request under the 
Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations

	'Self Audit 
Certificate' 
	The certificate in the form as set out in Framework Schedule 1 ­ Self Audit Certificate, to be provided to CCS by the Supplier. 

	‘Services’ 
	Means G­Cloud Services and any/or Additional Services.  

	‘Service Definition’  
	The definition of the Supplier's G­Cloud Services  provided as part of their Tender that includes, but is not limited to, those items listed in Section 2 (G­Cloud Services) of this Framework Agreement. 

	‘Service Description’  
	The description of the Supplier service offering as published on the Digital Marketplace. 

	‘Standstill Period’ 
	The term Standstill Period is set out in Regulation 87 (2). In summary, it is the 10 calendar days after CCS (in this instance by electronic means) sends its decision to conclude the Framework Agreement tendered via the Official Journal of the 
European Union, during which CCS must not conclude the 
Framework Agreement with the successful Supplier(s). 
Unsuccessful Applicants can raise any questions with CCS that relate to the decision to award before the Framework Agreement is concluded. CCS cannot advise unsuccessful Applicants on the steps they should take. Applicants should always seek independent legal advice, where appropriate.  

	'Specific Change in Law'
	A change in the Law that relates specifically to the business of CCS and which would not affect a Comparable Supply.

	'Subcontractor'
	Each of the Supplier’s Subcontractors or any person engaged by the Supplier in connection with the provision of the digital services as may be permitted by this Framework Agreement.

	‘Supplier’ 
	A Supplier of G­Cloud Services who can bid for Call­Off 
Contracts as outlined in the Contract Notice within the Official Journal of the European Union (OJEU Contract Notice). 

	‘Supplier 
Background IPRs’ 
	Background IPRs of the Supplier. 

	‘Supplier Insolvency 
Event’ 
	Means the Supplier is unable to pay debts in Section 268 of Insolvency Act 1986. 

	'Supplier Staff'
	All persons employed by the Supplier including the Supplier's agents and consultants used in the performance of its obligations under this Framework Agreement or any Call­Off Contracts

	‘Supplier Terms’ 
	means the terms and conditions pertaining to the G­Cloud Services and as set out in the Terms and Conditions document supplied as part of the Supplier’s Tender. 

	‘Tender’ 
	The response submitted by the Supplier to the Invitation to Tender. 

	'Working Day'
	Any day other than a Saturday, Sunday or public holiday in England and Wales , from 9am to 5pm unless otherwise agreed with the Buyer and the Supplier in the Call­Off Contract
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		SERVICE MONITORING PERIODS: AMENDMED as per side letter  08.05.14

		Period		Month		SMP		Start		End		Weeks		Reporting Year

		01		April		SMP01 06/07		3/20/06		4/16/06		4		2006 -2007

		02		May		SMP02 06/07		4/17/06		5/14/06		4		2006 -2007

		03		June		SMP03 06/07		5/15/06		6/18/06		5		2006 -2007

		04		July		SMP04 06/07		6/19/06		7/16/06		4		2006 -2007

		05		August		SMP05 06/07		7/17/06		8/13/06		4		2006 -2007

		06		September		SMP06 06/07		8/14/06		9/17/06		5		2006 -2007

		07		October		SMP07 06/07		9/18/06		10/15/06		4		2006 -2007

		08		November		SMP08 06/07		10/16/06		11/12/06		4		2006 -2007

		09		December		SMP09 06/07		11/13/06		12/17/06		5		2006 -2007

		10		January		SMP10 06/07		12/18/06		1/14/07		4		2006 -2007

		11		February		SMP11 06/07		1/15/07		2/11/07		4		2006 -2007

		12		March		SMP12 06/07		2/12/07		3/18/07		5		2006 -2007

		01		April		SMP01 07/08		3/19/07		4/15/07		4		2007 -2008

		02		May		SMP02 07/08		4/16/07		5/13/07		4		2007 -2008

		03		June		SMP03 07/08		5/14/07		6/17/07		5		2007 -2008

		04		July		SMP04 07/08		6/18/07		7/15/07		4		2007 -2008

		05		August		SMP05 07/08		7/16/07		8/12/07		4		2007 -2008

		06		September		SMP06 07/08		8/13/07		9/16/07		5		2007 -2008

		07		October		SMP07 07/08		9/17/07		10/14/07		4		2007 -2008

		08		November		SMP08 07/08		10/15/07		11/11/07		4		2007 -2008

		09		December		SMP09 07/08		11/12/07		12/16/07		5		2007 -2008

		10		January		SMP10 07/08		12/17/07		1/13/08		4		2007 -2008

		11		February		SMP11 07/08		1/14/08		2/10/08		4		2007 -2008

		12		March		SMP12 07/08		2/11/08		3/16/08		5		2007 -2008

		01		April		SMP01 08/09		3/17/08		4/13/08		4		2008 -2009

		02		May		SMP02 08/09		4/14/08		5/11/08		4		2008 -2009

		03		June		SMP03 08/09		5/12/08		6/15/08		5		2008 -2009

		04		July		SMP04 08/09		6/16/08		7/13/08		4		2008 -2009

		05		August		SMP05 08/09		7/14/08		8/10/08		4		2008 -2009

		06		September		SMP06 08/09		8/11/08		9/14/08		5		2008 -2009

		07		October		SMP07 08/09		9/15/08		10/12/08		4		2008 -2009

		08		November		SMP08 08/09		10/13/08		11/9/08		4		2008 -2009

		09		December		SMP09 08/09		11/10/08		12/14/08		5		2008 -2009

		10		January		SMP10 08/09		12/15/08		1/11/09		4		2008 -2009

		11		February		SMP11 08/09		1/12/09		2/8/09		4		2008 -2009

		12		March		SMP12 08/09		2/9/09		3/15/09		5		2008 -2009

		01		April		SMP01 09/10		3/16/09		4/12/09		4		2009 -2010

		02		May		SMP02 09/10		4/13/09		5/10/09		4		2009 -2010

		03		June		SMP03 09/10		5/11/09		6/14/09		5		2009 -2010

		04		July		SMP04 09/10		6/15/09		7/12/09		4		2009 -2010

		05		August		SMP05 09/10		7/13/09		8/9/09		4		2009 -2010

		06		September		SMP06 09/10		8/10/09		9/13/09		5		2009 -2010

		07		October		SMP07 09/10		9/14/09		10/11/09		4		2009 -2010

		08		November		SMP08 09/10		10/12/09		11/8/09		4		2009 -2010

		09		December		SMP09 09/10		11/9/09		12/13/09		5		2009 -2010

		10		January		SMP10 09/10		12/14/09		1/10/10		4		2009 -2010

		11		February		SMP11 09/10		1/11/10		2/7/10		4		2009 -2010

		12		March		SMP12 09/10		2/8/10		3/14/10		5		2009 -2010

		01		April		SMP01 10/11		3/15/10		4/11/10		4		2010 -2011

		02		May		SMP02 10/11		4/12/10		5/9/10		4		2010 -2011

		03		June		SMP03 10/11		5/10/10		6/13/10		5		2010 -2011

		04		July		SMP04 10/11		6/14/10		7/11/10		4		2010 -2011

		05		August		SMP05 10/11		7/12/10		8/8/10		4		2010 -2011

		06		September		SMP06 10/11		8/9/10		9/12/10		5		2010 -2011

		07		October		SMP07 10/11		9/13/10		10/10/10		4		2010 -2011

		08		November		SMP08 10/11		10/11/10		11/7/10		4		2010 -2011

		09		December		SMP09 10/11		11/8/10		12/12/10		5		2010 -2011

		10		January		SMP10 10/11		12/13/10		1/9/11		4		2010 -2011

		11		February		SMP11 10/11		1/10/11		2/6/11		4		2010 -2011

		12		March		SMP12 10/11		2/7/11		3/13/11		5		2010 -2011

		01		April		SMP01 11/12		3/14/11		4/10/11		4		2011 -2012

		02		May		SMP02 11/12		4/11/11		5/8/11		4		2011 -2012

		03		June		SMP03 11/12		5/9/11		6/12/11		5		2011 -2012

		04		July		SMP04 11/12		6/13/11		7/10/11		4		2011 -2012

		05		August		SMP05 11/12		7/11/11		8/7/11		4		2011 -2012

		06		September		SMP06 11/12		8/8/11		9/11/11		5		2011 -2012

		07		October		SMP07 11/12		9/12/11		10/9/11		4		2011 -2012

		08		November		SMP08 11/12		10/10/11		11/6/11		4		2011 -2012

		09		December		SMP09 11/12		11/7/11		12/11/11		5		2011 -2012

		10		January		SMP10 11/12		12/12/11		1/8/12		4		2011 -2012

		11		February		SMP11 11/12		1/9/12		2/5/12		4		2011 -2012

		12		March		SMP12 11/12		2/6/12		3/11/12		5		2011 -2012

		01		April		SMP01 12/13		3/12/12		4/8/12		4		2012 -2013

		02		May		SMP02 12/13		4/9/12		5/6/12		4		2012 -2013

		03		June		SMP03 12/13		5/7/12		6/10/12		5		2012 -2013

		04		July		SMP04 12/13		6/11/12		7/8/12		4		2012 -2013

		05		August		SMP05 12/13		7/9/12		8/5/12		4		2012 -2013

		06		September		SMP06 12/13		8/6/12		9/9/12		5		2012 -2013

		07		October		SMP07 12/13		9/10/12		10/7/12		4		2012 -2013

		08		November		SMP08 12/13		10/8/12		11/4/12		4		2012 -2013

		09		December		SMP09 12/13		11/5/12		12/9/12		5		2012 -2013

		10		January		SMP10 12/13		12/10/12		1/6/13		4		2012 -2013

		11		February		SMP11 12/13		1/7/13		2/3/13		4		2012 -2013

		12		March		SMP12 12/13		2/4/13		3/10/13		5		2012 -2013

		01		April		SMP01 13/14		3/11/13		4/7/13		4		2013 -2014

		02		May		SMP02 13/14		4/8/13		5/5/13		4		2013 -2014

		03		June		SMP03 13/14		5/6/13		6/9/13		5		2013 -2014

		04		July		SMP04 13/14		6/10/13		7/7/13		4		2013 -2014

		05		August		SMP05 13/14		7/8/13		8/4/13		4		2013 -2014

		06		September		SMP06 13/14		8/5/13		9/8/13		5		2013 -2014

		07		October		SMP07 13/14		9/9/13		10/6/13		4		2013 -2014

		08		November		SMP08 13/14		10/7/13		11/3/13		4		2013 -2014

		09		December		SMP09 13/14		11/4/13		12/8/13		5		2013 -2014

		10		January		SMP10 13/14		12/9/13		1/5/14		4		2013 -2014

		11		February		SMP11 13/14		1/6/14		2/2/14		4		2013 -2014

		12		March		SMP12 13/14		2/3/14		3/9/14		5		2013 -2014

		01		April		SMP01 14/15		3/10/14		4/6/14		4		2014 -2015

		02		May		SMP02 14/15		4/7/14		5/11/14		5		2014 -2015

		03		June		SMP03 14/15		5/12/14		6/15/14		5		2014 -2015

		04		July		SMP04 14/15		6/16/14		7/13/14		4		2014 -2015

		05		August		SMP05 14/15		7/14/14		8/10/14		4		2014 -2015

		06		September		SMP06 14/15		8/11/14		9/14/14		5		2014 -2015

		07		October		SMP07 14/15		9/15/14		10/12/14		4		2014 -2015

		08		November		SMP08 14/15		10/13/14		11/9/14		4		2014 -2015

		09		December		SMP09 14/15		11/10/14		12/14/14		5		2014 -2015

		10		January		SMP10 14/15		12/15/14		1/11/15		4		2014 -2015

		11		February		SMP11 14/15		1/12/15		2/8/15		4		2014 -2015

		12		March		SMP12 14/15		2/9/15		3/15/15		5		2014 -2015

		01		April		SMP01 15/16		3/16/15		4/12/15		4		2015 -2016

		02		May		SMP02 15/16		4/13/15		5/10/15		4		2015 -2016

		03		June		SMP03 15/16		5/11/15		6/14/15		5		2015 -2016

		04		July		SMP04 15/16		6/15/15		7/12/15		4		2015 -2016

		05		August		SMP05 15/16		7/13/15		8/9/15		4		2015 -2016

		06		September		SMP06 15/16		8/10/15		9/13/15		5		2015 -2016

		07		October		SMP07 15/16		9/14/15		10/11/15		4		2015 -2016

		08		November		SMP08 15/16		10/12/15		11/8/15		4		2015 -2016

		09		December		SMP09 15/16		11/9/15		12/13/15		5		2015 -2016

		10		January		SMP10 15/16		12/14/15		1/10/16		4		2015 -2016

		11		February		SMP11 15/16		1/11/16		2/7/16		4		2015 -2016

		12		March		SMP12 15/16		2/8/16		3/13/16		5		2015 -2016

		01		April		SMP01 16/17		3/14/16		4/10/16		4		2016 -2017

		02		May		SMP02 16/17		4/11/16		5/8/16		4		2016 -2017

		03		June		SMP03 16/17		5/9/16		6/12/16		5		2016 -2017

		04		July		SMP04 16/17		6/13/16		7/10/16		4		2016 -2017

		05		August		SMP05 16/17		7/11/16		8/7/16		4		2016 -2017

		06		September		SMP06 16/17		8/8/16		9/11/16		5		2016 -2017

		07		October		SMP07 16/17		9/12/16		10/9/16		4		2016 -2017

		08		November		SMP08 16/17		10/10/16		11/6/16		4		2016 -2017

		09		December		SMP09 16/17		11/7/16		12/11/16		5		2016 -2017

		10		January		SMP10 16/17		12/12/16		1/8/17		4		2016 -2017

		11		February		SMP11 16/17		1/9/17		2/5/17		4		2016 -2017

		12		March		SMP12 16/17		2/6/17		3/12/17		5		2016 -2017

		01		April		SMP01 17/18		3/13/17		4/9/17		4		2017 -2018

		02		May		SMP02 17/18		4/10/17		5/7/17		4		2017 -2018

		03		June		SMP03 17/18		5/8/17		6/11/17		5		2017 -2018

		04		July		SMP04 17/18		6/12/17		7/9/17		4		2017 -2018

		05		August		SMP05 17/18		7/10/17		8/6/17		4		2017 -2018

		06		September		SMP06 17/18		8/7/17		9/10/17		5		2017 -2018

		07		October		SMP07 17/18		9/11/17		10/8/17		4		2017 -2018

		08		November		SMP08 17/18		10/9/17		11/5/17		4		2017 -2018

		09		December		SMP09 17/18		11/6/17		12/10/17		5		2017 -2018

		10		January		SMP10 17/18		12/11/17		1/7/18		4		2017 -2018

		11		February		SMP11 17/18		1/8/18		2/4/18		4		2017 -2018

		12		March		SMP12 17/18		2/5/18		3/11/18		5		2017 -2018

		01		April		SMP01 18/19		3/12/18		4/8/18		4		2018 -2019

		02		May		SMP02 18/19		4/9/18		5/6/18		4		2018 -2019

		03		June		SMP03 18/19		5/7/18		6/10/18		5		2018 -2019

		04		July		SMP04 18/19		6/11/18		7/8/18		4		2018 -2019

		05		August		SMP05 18/19		7/9/18		8/5/18		4		2018 -2019

		06		September		SMP06 18/19		8/6/18		9/9/18		5		2018 -2019

		07		October		SMP07 18/19		9/10/18		10/7/18		4		2018 -2019

		08		November		SMP08 18/19		10/8/18		11/4/18		4		2018 -2019

		09		December		SMP09 18/19		11/5/18		12/9/18		5		2018 -2019

		10		January		SMP10 18/19		12/10/18		1/6/19		4		2018 -2019

		11		February		SMP11 18/19		1/7/19		2/3/19		4		2018 -2019

		12		March		SMP12 18/19		2/4/19		3/10/19		5		2018 -2019

		01		April		SMP01 19/20		3/11/19		4/7/19		4		2019 -2020

		02		May		SMP02 19/20		4/8/19		5/12/19		5		2019 -2020

		03		June		SMP03 19/20		5/13/19		6/16/19		5		2019 -2020

		04		July		SMP04 19/20		6/17/19		7/14/19		4		2019 -2020

		05		August		SMP05 19/20		7/15/19		8/11/19		4		2019 -2020

		06		September		SMP06 19/20		8/12/19		9/15/19		5		2019 -2020

		07		October		SMP07 19/20		9/16/19		10/13/19		4		2019 -2020

		08		November		SMP08 19/20		10/14/19		11/10/19		4		2019 -2020

		09		December		SMP09 19/20		11/11/19		12/15/19		5		2019 -2020

		10		January		SMP10 19/20		12/16/19		1/12/20		4		2019 -2020

		11		February		SMP11 19/20		1/13/20		2/9/20		4		2019 -2020

		12		March		SMP12 19/20		2/10/20		3/15/20		5		2019 -2020

		01		April		SMP01 20/21		3/16/20		4/12/20		4		2020-2021

		02		May		SMP02 20/21		4/13/20		5/10/20		4		2020-2021

		03		June		SMP03 20/21		5/11/20		6/14/20		5		2020-2021

		04		July		SMP04 20/21		6/15/20		7/12/20		4		2020-2021

		05		August		SMP05 20/21		7/13/20		8/9/20		4		2020-2021

		06		September		SMP06 20/21		8/10/20		9/13/20		5		2020-2021

		07		October		SMP07 20/21		9/14/20		10/11/20		4		2020-2021

		08		November		SMP08 20/21		10/12/20		11/8/20		4		2020-2021

		09		December		SMP09 20/21		11/9/20		12/13/20		5		2020-2021

		10		January		SMP10 20/21		12/14/20		1/10/21		4		2020-2021

		11		February		SMP11 20/21		1/11/21		2/7/21		4		2020-2021

		12		March		SMP12 20/21		2/8/21		3/14/21		5		2020-2021

		01		April		SMP01 21/22		3/15/21		4/11/21		4		2021-2022

		02		May		SMP02 21/22		4/12/21		5/9/21		4		2021-2022

		03		June		SMP03 21/22		5/10/21		6/13/21		5		2021-2022

		04		July		SMP04 21/22		6/14/21		7/11/21		4		2021-2022

		05		August		SMP05 21/22		7/12/21		8/8/21		4		2021-2022

		06		September		SMP06 21/22		8/9/21		9/12/21		5		2021-2022

		07		October		SMP07 21/22		9/13/21		10/10/21		4		2021-2022

		08		November		SMP08 21/22		10/11/21		11/7/21		4		2021-2022

		09		December		SMP09 21/22		11/8/21		12/12/21		5		2021-2022

		10		January		SMP10 21/22		12/13/21		1/9/22		4		2021-2022

		11		February		SMP11 21/22		1/10/22		2/6/22		4		2021-2022

		12		March		SMP12 21/22		2/7/22		3/13/22		5		2021-2022
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Hewlett Packard Enterprise – in safe hands 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well-respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners places their faith in our long history 
of creating successful solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


You can learn more at: 


hpe.com/uk/en/home.html 


facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 


Credentials 


Hewlett Packard Enterprise: 


HPE G Cloud Services provide access to hosted applications, and other New Style of IT 
services such as Workplace & Mobility and Unified Communication for over half a million 
Government employees; 


Manages the world’s largest private network, blocking more than 78 million 
intrusions monthly. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If at any point you are unsure of the offering 
described below, please drop us a line on: 


+0044 (0)560 303 4826 


ukpsframework.response@hp.com  
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1. The move to cloud 
In today’s world, your organisation demands increased IT agility, responsiveness, 
reliability, security, and efficiencies. How do you manage these while lowering costs?  


Traditional IT: under pressure 


In some areas of the UK public sector, it might feel like your systems have become too 
complicated, cumbersome and, in some cases, unusable.  


Here’s why: by 2020, more than a trillion applications (from Microsoft Exchange to 
bespoke electronic patient record software to judicial case management software) will 
be exchanging 58 zettabytes of digital data over 100 billion devices. 


Aside from being a policy objective, moving to a secure cloud-based service is now 
business critical, from the boardroom to Westminster, to government agencies and 
public bodies. 


How cloud can untangle IT complexity; provide speed, agility and security 


The idea of cloud transformation can sound daunting and futile. What is the value of 
migrating this complexity out of a physical server into a virtual one? 


Part of the problem is that the term ‘Cloud’ doesn’t describe a single service. It is a 
catch-all term that relates to a broad range of propositions which sit together in the 
cloud computing stack. 


In Hewlett Packard Enterprise, you will find a trusted partner which provides the public 
sector with a ‘big picture’ perspective, making sure that every service we offer – 
however big or small – is done so in consideration of your broader needs.  


Each organisation is experiencing its own unique stage of digital transformation and will 
naturally have different needs. But, we do not believe in selling one service for a certain 
cost if it is reliant on another that carries a separate price tag.  


So, for every cloud service we provide on the G-Cloud framework, we’ll help you find 
the one which is right for you. Some work in isolation, some do not.  


Included within the cost of any cloud services, therefore, we offer a free, no-strings 
half-day Discovery Workshop to help you map your journey to the cloud and identify 
the service or services on the Digital Marketplace that best align to your digital 
transformation objectives. 


We can provide round-the-clock support and intelligence in all aspects of cloud 
computing. If you are up at 4am with an IT problem, we can be too.  


Our cloud services come with a different set of objectives, each of which are rooted in 
efficiency and flexibility. They do not just host your infrastructure, they untangle it, 
providing flexibility for Application Hosting and make it easier for the end user, be that a 
government official, patient or citizen. 


  







  


 


 


 
 


 


2. What is the service? 
We will build, migrate and manage your virtual private cloud for PSN 
connectivity.  


HPE PaaS for Official PSN is the integrated UK-managed service for your cloud 
transformation accredited for connection to the PSN network. Not only does it provide 
the infrastructure, it enables that infrastructure to be consumed on a platform basis. As 
part of the service, HPE will take care of the migration of servers to the operating 
system (OS), including a hardened OS patching and monitoring service. 


Every feature of this offering, are fully accredited for the public service network (PSN). 


It is appropriate for you if the following sounds familiar: 


“We have a traditional IT infrastructure and we have done our high-level 


planning. We would like an end-to-end solution to ensure we have a fully 


functioning cloud facilitated by a connection to the government’s public 


services network (PSN)” 


Included within the cost of any cloud services is a free, no-strings half-day 
Discovery Workshop to help you map your journey to the cloud and identify the 
service or services on the Digital Marketplace that best aligns to your needs. 


The outcomes of this session are never specific to HPE services and will retain their 
value if you choose to use another supplier for their execution and ongoing 
management. 


3. Is it right for me? 


HPE PaaS for Official PSN is the right choice for your organisation if you want: 


 A professional, accomplished and intelligent supplier to transform your 
traditional IT system to a UK-managed secure cloud which subject to 
connectivity is immediately usable; 


 A platform for developers to thrive on which your existing applications can 
operate; 


 Full management of operating systems (OS), security services and servers; 


 Enterprise-class support included as standard at all service level agreements; 


 A partner with exceptional experience at managing cloud transformation. 


HPE PaaS for PSN is the right choice for your organisation if you need: 


 Cloud services accessible from an accredited connection to the public services 
network (PSN); 


 A highly secure, enterprise-class Managed Virtual Private Cloud, with 
OFFICIAL/OFFICIAL SENSITIVE level security as standard; 


 A consumption-based managed cloud transformation service which handles the 
migration to cloud with minimal disruption at a highly competitive cost; 


 Dedicated and shared virtual and physical servers rooted in the UK; 


 The service to be easily and quickly scalable. 







  


 


 


 
 


 


4. What are the technical features? 


 HPE hardened Windows and RHEL, SuSE Linux OS; 


 Full patching and update service for the OS; 


 Full Windows AV and optional Linux AV service; 


 Vulnerability scanning and policy compliance monitoring for the OS; 


 Support for all virtual and physical servers. 


5. What are the benefits? 


Reduced cost of ownership 


 HPE PaaS minimises capital outlays, increases efficiency and productivity with 
a flexible, consumption-based cloud model; 


 Scales up or down to meet your demand in a cost-effective manner; 


 Enables agile faster procurement cycles; 


 Drives down infrastructure support costs; 


 Avoids cost of configuring new OS releases as they appear; 


 Pay only what you consume / earn discounts as you grow. 


Robust and agile systems 


 HPE PaaS retains the benefits of your existing IT system, such as high levels of 
availability, security and performance, and runs these on an agile, automated 
platform to increase organisational efficiency and prevent vendor lock-in; 


 Avails customers of a broad set of technology, skill sets and services offers to 
address enterprise complexity; 


 Provides enterprise-grade service management tailored to strong but flexible 
governance models; 


 Allows customers to capitalise on an open platform for workload and platform 
migrations. 


Security and compliance 


 HPE PaaS provides as standard, sophisticated security capabilities to keep 
data safe in the face of increased cybersecurity threats; 


 Provides fully-compliant environments which mould around your existing 
authorisation processes; 


 Leverages security, service and support used by major central government 
departments and local government councils. 


6. Where does it fit in the cloud stack? 
HPE PaaS for Official PSN is a managed compute service which encompasses both 
the infrastructure and the platform management required for a functioning cloud-
computing model. It includes the provision of a secure virtual infrastructure for your IT 
system to work within, and manages the necessary OS migration. 







  


 


 


 
 


 


As you can see from the table below, you may also need: 


 An application transformation service to ensure each of your current 
applications will work on the cloud. 


 
Each of these services work in concert, and Hewlett Packard Enterprise offers them all 
as an end-to-end solution. They are separated for the purposes of G-Cloud because it 
may be the case that your IT department prefers to handle them internally. 


This may be because your department has certain, perhaps highly sensitive, workloads 
it would prefer to be held in a private cloud, and others which can be comfortably held 
within a virtual private cloud. This is known as a hybrid cloud.  


This service offering also includes an Application Services Gateway providing the 
means of connecting an internet/citizen facing web tier with a secure hosted 
application. The web tier can either be client hosted a 3rd party or within HPE’s 
commercial Helion Cloud service offering.  


See below in our Auxiliary Solutions some statements which should help you better 
identify your needs and see whether the other solutions we offer would be a better fit 
for your organisation. Alternatively drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com. 


7. What the service includes 
As this is a fully managed cloud service, HPE will do all the work leaving you to 
concentrate on your core business. 


7.1. The right virtual machine (VM) sizes 


We will help you select virtual machine sizes to meet your application requirements.  


7.2. The right server size 
We will help you select physical server sizes to meet application requirements. 


7.3. A range of operating systems 
We will work with you to choose the right operating system for your organisation. HPE 
will ensure the OS updated with the latest patching prior to provisioning the virtual or 
physical servers. 


7.4. Manage your systems 


We will look after your systems management, including change, incident, and problem 
management. 


Service Description HPE solution on G-Cloud 


Software-as-a-Service 
(SaaS) 


Transforming existing applications for 
use on the cloud 


HPE Applications 
Transformation, 
Modernisation and Cloud 


Platform-as-a-Service 
(PaaS) 


A managed cloud service wrapper 
providing a quick and efficient cloud 
transformation 


HPE PaaS 


Infrastructure-as-a-Service 
(IaaS) 


The hardware and software that powers 
it all – servers and storage 


HPE IaaS Compute 







  


 


 


 
 


 


7.5. Keep you safe 


We will help provide security monitoring and anti-malware protection for Windows and 
Linux as standard. 


7.6. The right backup, recovery and archive services 


We will help you choose one of three backup windows most suited to your 
needs: 


 18:00-6:00;  


 21:00-9:00;  


 24:00-12:00.  


Off-site retention complies with FIPS 140-2 Level 1. Options may be priced 
differently and the final price depends on the options you select. 


8. Information assurance 
At the heart of our production processes are infrastructure, software and procedures to 
protect customer data from physical or electronic compromise. This service meets the 
security requirements of the UK Government in relation to information classified at 
OFFICIAL. 


 The service is certified CSA STAR (self assessed); 


 All HPE Data Centres used to accommodate its G-Cloud customer services are 
covered under ISO 27001 certification.  


9. Connectivity  
HPE supports the following network connectivity, and we manage all networking 
infrastructure within our data centre. Depending upon the selection, you may incur 
additional hardware, software, and services costs to establish network connectivity. 


 Certified Network Connectivity – secure connectivity to the client network, 
Helion-G and PSN. VPN connectivity to other secure networks is also 
supported. 


 Security Boundary Service – permits access to applications running in the 
secure environment with network layer 3 to 7 intrusion detection, prevention, 
firewalling and application traffic inspection. 


 Integration Platform as a Service (iPaaS) – provides a configurable, building-
block service for integration between systems with support for multiple protocols 
and policy-based security. Includes file-, message- and web-based transfers. 


10. Network 
 Automated Server Load Balancing: For additional application performance, 


you can provision and configure dedicated or shared load balancing appliances 
to distribute the application loads among two or more cloud servers. Our highly 
available load balancing service supports various algorithms such as round 
robin, least connections, response time, and weighted. 


 Multiple vLANs: The cloud compartment includes a single vLAN protected by a 
dedicated virtual firewall, but you can turn on multiple vLANs for cloud servers 
that require even greater application segregation with an increased security 
profile. 







  


 


 


 
 


 


 Additional Firewall Rules: The compartment includes a dedicated virtual 
firewall with a standard rule set. Subject to HPE specified use conditions, you 
can configure firewall rules to your specifications via a service request.  


 Internal IP Address: Cloud servers have an internal IP address by default. 


11. Support coverage 
Customer will designate up to five (5) technical representatives authorised to contact 
the Operations Centre concerning operational matters.  


Customer may replace any of its authorised representatives or technical 
representatives by giving notice to the HPE authorised representative or Operations 
Centre.  


HPE will provide: 


 Tools for authorised representatives to place and amend orders and request 
changes; and  


 Access for the customer’s technical representatives to the Operations Centre by 
telephone or by submission of an HPE supplied secure web portal.  


The web portal is the preferred method for contacting the Operations Centre. Notices 
given from time to time by HPE (for example, concerning maintenance windows) will be 
transmitted electronically to customer’s authorised representatives. 


The Operations Centre is open three hundred sixty-five (365) days a year, twenty-four 
(24) hours a day, seven (7) days a week and accepts inquiries, requests, and Incident 
reports from customer representatives by telephone or e-mail for non-critical incidents 
only.  


Additionally, HPE will provide information concerning operational changes (such as 
changes in maintenance windows). The Operations Centre conducts business in 
English. 


12. Getting started 
Customer enquiries and Call-Off Contracts should be directed to your appointed 
account manager or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hp.com. 


12.1. Onboarding 


Before using Hewlett Packard Enterprise G-Cloud Services, a sales representative 
or account manager will work with you to identify the service on the Digital 
Marketplace that best aligns to your digital transformation objectives. 


HPE’s consultants can assist with the definition of G-Cloud Service architecture, and 
advise you on ensuring your transition runs smoothly and without disruption.  


When you make an order or ask for a quote, our support desk will acknowledge your 
request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work 
with you to develop the Call-Off Contract, during this process HPE will confirm the 
required order details. 


Once we have processed your order HPE will advise you of the service start date. 
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12.2. HPE responsibilities 


HPE agrees to: 


a) Provide access to the physical and virtual servers, storage and other resources 
specified by the customer’s accepted order(s), through the standard 
connectivity option chosen by customer in its accepted order(s), at the time 
specified by its accepted order. 


b) Install the operating system(s) specified in the accepted order(s) under an HPE 
provided operating system licence, or a customer provided operating system 
license for physical servers or virtual servers on customer dedicated virtual host 
clusters. 


c) Provide and manage the virtual host (for virtual servers only).  


d) Maintain hardware in good working condition. This includes periodic upgrade 
and/or replacement of hardware as HPE deems appropriate.  


e) Provide operating system support and maintenance. This includes periodic 
update of operating system(s) as HPE deems appropriate.  


f) Monitor availability of the servers, HPE-supplied operating system, and HPE’s 
network (up to the customer’s point of connection with HPE).  


g) Investigate outages, perform appropriate corrective action to restore the 
hardware, HPE supplied operating system, and related HPE tools.  


h) Maintain the security features described by the security features document (as 
they may be modified and supplemented from time-to-time by HPE) (“security 
features”), investigate incidents detected, undertake corrective action, and 
report to the customer, as appropriate, all as described in the security features 
document.  


i) Deploy and update commercial anti-malware tools, investigate incidents, and 
undertake remedial action necessary to restore servers and Microsoft operating 
systems to operation. However, HPE assumes no responsibility for viruses or 
other malware introduced by customer or its users, or for restoration of lost or 
corrupted data or applications, other than restoration from then-current backups 
maintained by HPE if customer chooses optional backup and/or archival 
services (which HPE recommends).  


12.3. Customer responsibilities  


Customer agrees to: 


a) Obtain and maintain the HPE supported network access option chosen by the 
customer.  


b) If it has elected in its accepted order(s) for a physical server or a virtual server 
on a customer dedicated virtual host cluster to use its own operating system 
license, obtain (at its expense) such extensions, modifications, or additional 
licenses and support contract as required by HPE to provide the services.  


c) Install its non HPE managed applications and customer data on data disks, 
rather than the system disk, and, if necessary, re-install its applications and 
customer data as needed following any outage.  


d) Correct any security concerns regarding customer installed applications that 
are identified by HPE vulnerability scans.  


e) Comply with customer obligations in the security features.  
f) Comply with HPE’s acceptable use policy (as modified and supplemented from 


time-to-time by HPE) and applicable laws and regulations.  
g) Comply with the terms of all of its software licences and support contracts.  
h) If it has elected to install an Oracle or Microsoft SQL server database 


managed by HPE under a separately executed HPE contract or statement of 
work, customer acknowledges and agrees that use of such databases is only 
permitted on customer managed servers.  







  


 


 


 
 


 


If it has elected to use Red Hat Enterprise Linux as its operating system, review Red 
Hat’s software subscription agreement for end users in the cloud 
(www.redhat.com/licenses/cloud_cssa/). Customer acknowledges and agrees that it 
accepts all risk of use of the Red Hat Enterprise Linux software, including without 
limitation, the risk of customer or third party proprietary software becoming subject to 
the terms of the software subscription agreement, with a requirement that the source 
code to such software be made publicly available. Commercial and pricing 


12.4. Payment terms 


In consideration for the services, the customer will agree to pay any one-time or 
onboarding charges and recurring charges (together, “service charges”) specified 
below. Customer will be charged for when resources become available for customer 
use. HPE reserves the right to increase service charges to support older technology.  


 One-time charges 
One-time charges specified within the customer’s service request(s) that are 
accepted by HPE are incurred as resources are made available to the 
Customer and consist of the unit charge less any applicable volume discount. 
One-time charges will be invoiced in the first monthly invoice following the 
commencement Period start date specified of an accepted Service Request.  


 Recurring charges 
Recurring Service Charges may be fixed or variable by month depending on 
customer usage less any applicable volume discount and will be pro-rated on a 
daily basis for partial months. 


12.5. Supporting information 


a. Service Pricing Document 
b. SFIA Lot 4 Definitions and Pricing (where required) 
c. Service Terms and Conditions  


13. Platform Availability 
HPE PaaS for Government use is supplied with up to 99.99% Availability.  


The availability is dependent upon the agreed support times, maintenance, upgrades 
and driven by the solution design for the clients application(s). I.e. if operational 
resilience has been requested in the form of cluster or horizontal scaling + business 
continuity considerations such as use of the Helion Dual Data Centre High Availability 
options. 


14. Service levels 
The Service Levels are measured monthly.  Availability = (Scheduled Uptime minus 
Unexcused Downtime) divided by Scheduled Uptime. HPE will meet or exceed the 
agreed Service Levels: 


14.1. Measurement and reporting of service levels  


Service Levels are measured and reported from the time servers are made available 
for customer use.  Service credits may be assessed for faults beginning within the first 
full calendar month thereafter.  Service credits are not assessed for partial months, 
although service levels may be reported for partial months. 


HPE will make service level reports available to the customer in the HPE Managed 
Services Portal. These reports include performance and applicable service credits, if 
any, including relevant calculations. 


Service levels are measured and reported from the time the HPE Services are made 
available for customer use. Service levels may be reported for partial months. 







  


 


 


 
 


 


14.2. Service credits 


In the event of a failure to meet the service levels above which is not excused in 
accordance with a term of the contract, the customer will receive compensatory credit 
to its Managed Services Portal account in an amount equal to two times the applicable 
monthly charge (in the month the failure occurred) for the affected physical or virtual 
server or the OS Cluster, pro-rated for the duration of the unexcused downtime. For 
example, if HPE fails to meet the Tier 2 service level of 99% availability due to two 
hours of unexcused downtime of a physical server, customer will receive a credit equal 
to four (4) hours’ charges for that server.  


Service credits may be awarded for service level faults beginning with the first full 
calendar month during which the HPE Services are provided. Service credits are not 
awarded for partial months. Service credits are usable for future orders but expire 
twelve (12) months after issuance or on expiry of the call off contract term. 


14.3. Incident management 


When incidents are either detected by HPE or reported by Customer, HPE will: 


Priority Description Customer Updates 


Priority 1 Emergency Incident Initial notification within 15 minutes and hourly 
updates thereafter 


Priority 2 Business critical 
Incident 


Initial acknowledgment within 30 minutes and 
updates every two (2) hours thereafter 


Priority 3 Important Incident 
requiring action within 
twelve (12) hours 


When scheduled and at status change 
thereafter (e.g., completion) 


Priority 4 Standard Incident 
requiring action within 
one (1) Business Day 


When scheduled and at status change 
thereafter (e.g., completion) 


 


a) Classify incidents according to the following priorities: 


b) Investigate the causes; undertake appropriate remedial action to restore 
affected services as quickly as reasonably possible and in compliance with 
applicable service levels, and thereafter take appropriate action to prevent 
recurrence. Remedial action may include workarounds and later corrective 
action. 


c) Inform you of the status of the incidents at the intervals specified above and 
otherwise at reasonable intervals in accordance with HPE’s standard 
practice. 


d) Inform you of the resolution of the incidents (subject to reopening if the 
resolution is unsuccessful). Resolution may include determinations that 
incidents were caused by defects in the customer’s software or data, user 
errors, or other matters outside the scope of the services and HPE’s 
responsibility. 







  


 


 


 
 


 


14.4. Increasing or decreasing capacity 


Customers may change certain configurations and options to their solution via the 
Managed Services Portal. Changes available through the Managed Services Portal 
may vary from time to time but may include adjustments to capacity and / or the 
addition of optional services (through additional Orders). Customers may request 
operational changes through the Operations Centre (such as changes to IP addresses, 
or server reboots).  


15. Service Delivery Model 
This service offering comes with the following service delivery models designed to meet 


the demands of individual government departments, or particular projects on which 


they are working.  


OFFICIAL PSN  
UK MODEL  


This service delivery model meets all the security requirements 
of the Official Internet UK model with additional secure access 
services required to achieve and maintain PSN assurance.  
 
These include a third party access gateway, File Transfer, 
HPE Internal Secure Access Gateways and an Application 
Services Gateway providing the PSN-assured cloud the 
capability of connecting to internet-facing web services. 


 Secure Network Operations Centre 


 Secure Access Services – PSN 


 HPE Secure Enterprise Service Management 


 Security Operations Centre 


 Third party access 


 Secure File Transfer 


 UKPS Support Model - UK-based, security cleared 
support 


 Applications Services Gateway 


 


16. Complementary solutions  
These solutions are not included within this service but are available as a bolt-on 
should you require them. If you have any questions, please drop us a line on +0044 
(0)560 303 4826 or ukpsframework.response@hp.com. 


16.1. Disaster recovery and continuity 


HPE Disaster Recovery and Continuity Services are a failover capability for your 
infrastructure and applications; mitigation for the worst kind of disasters that IT 
environments can suffer. Crucially, it allows you to replicate your data centres whilst 
they are working, and to ferry them over to a HPE data centre if they break.   


If your organisation requires a DR capability, it is available as a bolt-on to this service.  


For Client Applications hosted in this Cloud service there are a number features within 
our Cloud offering that can be exploited as part of the applications disaster recovery 
design. For example the dual data centre high availability and SAN replication. 


17. Auxiliary solutions  
These solutions are not included in this service but should help you understand the 
full breadth of the HPE cloud portfolio and ensure you are making the right choice. If 







  


 


 


 
 


 


you have any questions, please drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com. 


17.1. Consultancy Services 


“There is no internal consensus between IT and business users on how, or even 
if, we should be using cloud.” 


“We have clear objectives for cloud, but still need to develop a plan to achieve 
them.” 


If this sounds familiar, it might be easier and more cost-effective to search for HPE 
Cloud Advisory Services in the G-Cloud framework to find out how our consultants 
can develop a bespoke assessment and a roadmap for change at a competitive price.  


Our advice and outcomes are never specific to HPE services and will retain their value 
if you choose to use another supplier for their execution and ongoing management. 


18. Appendix 


18.1. Data centre features 


HPE hosts cloud services from next-generation data centres, which include the 
following features:  


 Indoor and outdoor video surveillance 
HPE site monitoring provides indoor/outdoor video surveillance 24 hours a day, 
seven days a week, 365 days a year;  


 Biometric scanners and key card access 
Multiple levels of key card and/or biometric iris or palm scanners control access 
to the data hall; 


 Onsite security personnel 
HPE provides onsite security personnel 24 hours a day, seven days a week, 
365 days a year; 


 N+1 Data Links, Power, UPS, and Cooling 
Redundant network connectivity, power supply, electrical, and cooling features 
support your cloud infrastructure; 


 Customer Audits 
If you need to perform audits of the cloud infrastructure, HPE assists your third-
party auditors by providing guidance and access to the information and data 
they need. Audits may incur additional costs; 


 ITIL Process Alignment 
HPE follows industry-standard compliance profiles, such as ISO27001 and ITIL 
framework, as well as best practices. As part of a global capability the UK data 
centres will be included in the implementation of AT101 SOC2 reports. It is an 
assurance report that provides an auditor’s opinion on the design and operating 
effectiveness of the environment. 


18.2. Network security features 


 Dedicated Virtual Network Compartment 
A dedicated network compartment with a perimeter virtual firewall filters traffic 
flows using management policies that allow only well-defined traffic to move 
through the firewall. This logical separation and isolation of network traffic 
protects data from unauthorised exposure during transport across the network 
infrastructure. 


 Network Intrusion Detection and Prevention 







  


 


 


 
 


 


To enhance security of the cloud’s network perimeter firewall, we monitor in-
bound public Internet traffic with HPE TippingPoint solutions, available at the 
network perimeter. Our Network Intrusion Detection and Prevention service 
works in conjunction with existing dedicated virtual firewalls to scan, detect, 
report, notify, and actively block many identified security threats. 


 Network Traffic Isolation within the HPE VPC network infrastructure 
HPE securely isolates and protects information and processes from 
unauthorised access using features such as fibre channel zoning, customer-
dedicated vLANs, and embedded policy enforcement. 


 Data Transport Service 
HPE has provided a service that allows the transportation of data in and out of 
the HPE virtual private cloud compartment using an approved transportable 
storage device. Data must be encrypted before transport. 


18.3. Server security features 


 Hypervisor Hardening 
This provides VMware hardened configurations to meet HPE standards. Server 
hardening includes communications data encryption, avoidance of insecure 
protocols, use of security extensions, vigilant installation of security patches, 
and much more. A highly secure VMware platform supports the required multi-
tenancy requirements 


 Multi-factor Authentication for Cloud Operational Staff 
HPE restricts access to the cloud management network, servers, and network 
devices by verifying authorised users’ identities with multi-factor authentication. 


 Security Information and Event Management (SIEM) on Hypervisors 


For hypervisors in the HPE management compartment, we use HPE Security 
Information and Event Management on key core systems like the hypervisor to 
provide an extra level of security.  


18.4. Offboarding 


Beginning ninety (90) days before an Order is scheduled to expire, or promptly 
following issuance of a termination notice for an Order or an individual server. An easy 
to follow off boarding process is in place to ensure the smooth cessation of services. 


HPE will:  


a. Give periodic notice to the Customer of pending expiration or termination 
of an Order (as appropriate) and cessation of Service.  


b. Upon request, if the Customer has obtained any of the optional backup 
services described in the Backup, Recovery and Archival Service 
Description, HPE will restore Customer Data to the Customer 
designated server or storage device outside their VPC compartment at 
an HPE data centre pursuant to the Managed VPC Backup, Recovery 
and Archival Service Description. Customer requests for data restore 
service must be submitted prior to expiration or termination of the Order, 
whichever is earlier.  


c. Over-write all storage media (including backups, if any) after (i) receiving 
Customer’s notice that Customer Data and Customer’s software have 
been removed or, if no such notice is received (ii) seven (7) days after 
expiration of Service or the effective date of termination. Thereafter, 
Customer’s software and Customer Data will be erased in accordance 
with procedures set forth in the Security Features Policy without further 
notice to Customer.  







  


 


 


 
 


 


d. Give Customer notice that all operating systems and storage media 
have been erased and that all access to the HPE network and Services 
has ceased.  
 


In a timely manner, the customer will:  


a. Remove all Customer Data and Customer software and notify HPE once 
the removal is complete;  


b. Request that HPE remove Customer’s domain names from the Managed 
VPC domain name server; and  


c. Disconnect from the HPE data centre. 
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Hewlett Packard Enterprise – in safe hands 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well-respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners places their faith in our long history 
of creating successful solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


You can learn more at: 


hpe.com/uk/en/home.html 


facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 


Credentials 


Hewlett Packard Enterprise: 


Monitors and manages more than +1,800,000 managed devices globally; 


Manages the world’s largest private network, blocking more than 78 million 
intrusions monthly. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If at any point you are unsure of the offering 
described below, please drop us a line on: 


+0044 (0)560 303 4826 


ukpsframework.response@hp.com  
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1. The move to cloud 
In today’s world, your organisation demands increased IT agility, responsiveness, 
reliability, security, and efficiencies. How do you manage these while lowering costs?  


Traditional IT: under pressure 


In some areas of the UK public sector, it might feel like your systems have become too 
complicated, cumbersome and, in some cases, unusable.  


Here’s why: by 2020, more than a trillion applications (from Microsoft Exchange to 
bespoke electronic patient record software, to judicial case management software) will 
be exchanging 58 zettabytes of digital data over 100 billion devices. 


Aside from being a policy objective, moving to a secure cloud-based service is now 
business critical, from the boardroom to Westminster, to government agencies and 
public bodies. 


How cloud can untangle IT complexity; provide speed, agility and security 


The idea of cloud transformation can sound daunting and futile. What is the value of 
migrating this complexity out of a physical server into a virtual one? 


Part of the problem is that the term ‘Cloud’ doesn’t describe a single service. It is a 
catch-all term that relates to a broad range of propositions which sit together in the 
cloud computing stack. 


In Hewlett Packard Enterprise, you will find a trusted partner which provides the public 
sector with a ‘big picture’ perspective, making sure that every service we offer – 
however big or small – is done so in consideration of your broader needs.  


Each organisation is experiencing its own unique stage of digital transformation and will 
naturally have different needs. But, we don’t believe in selling one service for a certain 
cost if it is reliant on another that carries a separate price tag.  


So, for every cloud service we provide on the G-Cloud framework, we’ll help you find 
the one which is right for you. Some work in isolation, some don’t.  


Included within the cost of any cloud services, therefore, we offer a free, no-strings 
half-day Discovery Workshop to help you map your journey to the cloud and identify 
the service or services on the Digital Marketplace that best align to your digital 
transformation objectives. 


We can provide round-the-clock support and intelligence in all aspects of cloud 
computing. If you’re up at 4am with an IT problem, we can be too.  


Our cloud services come with a different set of objectives, each of which are rooted in 
efficiency and flexibility. They do not just host your infrastructure, they untangle it, 
providing flexibility for Application Hosting and make it easier for the end user, be that a 
government official, patient or citizen. 


  







  


 


 


 
 


 


2. What is the service? 
HPE PaaS for Official Internet is the integrated managed service for your cloud 
transformation. Not only does it provide the infrastructure, it enables that infrastructure 
to be consumed on a platform basis. As part of the service, HPE will take care of the 
migration of servers to the operating system (OS), including a hardened OS patching 
and monitoring service.  


It is appropriate for you if the following sounds familiar: 


“We have a traditional IT infrastructure and we have done our high-level 


planning. We would like an end-to-end solution to ensure we have a fully 


functioning cloud.” 


Included within the cost of any cloud services is a free, no-strings half-day 
Discovery Workshop to help you map your journey to the cloud and identify the 
service or services on the Digital Marketplace that best align to your needs. 


The outcomes of this session are never specific to HPE services and will retain their 
value if you choose to use another supplier for their execution and ongoing 
management. 


3. Is it right for me? 


HPE PaaS is the right choice for your organisation if you want: 


 A professional, accomplished and intelligent supplier to transform your 
traditional IT system to a managed secure cloud which is immediately usable; 


 A platform for developers to thrive on which your existing applications can 
operate; 


 Full management of operating systems (OS), security services and server 
management; 


 Enterprise-class support included as standard at all service level agreements; 


 A partner with exceptional experience at managing cloud transformation. 


HPE PaaS is the right choice for your organisation if you need: 


 A consumption-based managed cloud transformation service which handles the 
migration to cloud with minimal disruption at a highly competitive cost; 


 A highly secure, enterprise-class Managed Virtual Private Cloud, with OFFICIAL 
level security as standard; 


 Dedicated and shared virtual and physical servers rooted in the UK; 


 The service to be easily and quickly scalable; 


 Official Internet grade connectivity. 


If you need access to both internet facing and OFFICIAL Sensitive compute then this 
service can be used in conjunction with the HPS IaaS and PaaS for PSN Compute. 


4. What are the technical features? 


 HPE hardened Windows and RHEL, SuSE Linux OS 


 Full patching and update service for the OS 







  


 


 


 
 


 


 Full Windows AV and optional Linux AV service 


 Vulnerability scanning and policy compliance monitoring for the OS 


 Support for all virtual and physical servers 


5. What are the benefits? 


Reduced cost of ownership 


 HPE PaaS minimises capital outlays, increases efficiency and productivity with 
a flexible, consumption-based cloud model; 


 Scales up or down to meet your demand in a cost-effective manner; 


 Enables agile faster procurement cycles; 


 Drives down infrastructure support costs; 


 Avoids cost of configuring new OS releases as they appear; 


 Pay for only what you consume / earn discounts as you grow. 


Robust and agile systems 


 HPE PaaS retains the benefits of your existing IT system, such as high levels of 
availability, security and performance, and runs these on an agile, automated 
platform to increase organisational efficiency and prevent vendor lock-in; 


 Avails customers of a broad set of technology, skill sets and services offers to 
address enterprise complexity; 


 Provides enterprise-grade service management tailored to strong but flexible 
governance models; 


 Allows customers to capitalise on an open platform for workload and platform 
migrations. 


Security and compliance 


 HPE PaaS provides as standard, sophisticated security capabilities to keep 
data safe in the face of increased cybersecurity threats; 


 Provides fully-compliant environments which mould around your existing 
authorisation processes; 


 Leverages security, service and support used by major central government 
departments and local government councils... 


6. Where does it fit in the cloud stack? 
HPE PaaS for Official Internet is a managed compute service which encompasses both 
the infrastructure and the platform management required for a functioning cloud-
computing model. It includes the provision of a secure virtual infrastructure for your IT 
system to work within, and manages the necessary OS migration. 


As you can see from the table below, you may also need: 


 An application transformation service to ensure each of your current 
applications will work on the cloud. 







  


 


 


 
 


 


 
Each of these services work in concert, and Hewlett Packard Enterprise offers them all 
as an end-to-end solution. They are separated for the purposes of G-Cloud because it 
may be the case that your IT department prefers to handle them internally. 


This may be because your department has certain, perhaps highly sensitive, workloads 
it would prefer to be held in a private cloud, and others which can be comfortably held 
within a virtual private cloud. This combination is known as a hybrid cloud.  


See below in our Auxiliary Solutions some statements which should help you better 
identify your needs and see whether the other solutions we offer would be a better fit 
for your organisation. Alternatively drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com 


7. What the service includes 
As this is a fully managed cloud service, HPE will do all the work leaving you to 
concentrate on your core business. 


7.1. The right virtual machine (VM) sizes 


We will help you select virtual machine sizes to meet your application requirements.  


7.2. The right server size 
We will help you select physical server sizes to meet application requirements. 


7.3. A range of operating systems 
We will work with you to choose the right operating system for your organisation. HPE 
will ensure the OS is updated with the latest patching prior to provisioning the virtual or 
physical servers 


7.4. Manage your systems 


We will look after your systems management, including change, incident, and problem 
management. 


7.5. Keep you safe 


We will help provide security monitoring and anti-malware protection for Windows and 
Linux come as standard 


  


Service Description HPE solution on G-Cloud 


Software-as-a-Service 
(SaaS) 


Transforming existing applications for 
use on the cloud 


HPE Applications 
Transformation, 
Modernisation and Cloud 


Platform-as-a-Service 
(PaaS) 


A managed cloud service wrapper 
providing a quick and efficient cloud 
transformation 


HPE PaaS 


Infrastructure-as-a-
Service (IaaS) 


The hardware and software that 
powers it all – servers and storage 


HPE IaaS Compute 







  


 


 


 
 


 


7.6. The right backup, recovery and archive services 


We will help you choose one of three backup windows most suited to your 
needs: 


 18:00-6:00;  


 21:00-9:00;  


 24:00-12:00.  


Off-site retention complies with FIPS 140-2 Level 1. Options may be priced differently 
and the final price depends on the options you select. 


 


8. Information assurance 
At the heart of our production processes are infrastructure, software and procedures to 
protect customer data from physical or electronic compromise. This service meets the 
security requirements of UK Government in relation to information classified at 
OFFICIAL. 


 The service is certified meets CSA STAR (self assessed); 


 All HPE Data Centres used to accommodate its G-Cloud customer services are 
covered under ISO 27001 certification.  


9. Connectivity  
HPE supports the following network connectivity, and we manage all networking 
infrastructure within our data centre. Depending upon the selection, you may incur 
additional hardware, software, and services costs to establish network connectivity. 


 Leveraged Internet Bandwidth Service 
An Internet connection to your cloud environment (per Mbps increments).  


 Secured Virtual Private Network Tunnel 
A secured IPSEC VPN connection to your cloud environment.  


 Dedicated Circuit 
A dedicated circuit connection to your cloud environment provided through HPE 
Global Networking Services.  


 Network Switch-as-a-Service 
Supports non-standard devices in the managed virtual private cloud 
environment. We dedicate a managed virtual private cloud-managed network 
switch to a single customer; all the ports on the switch are tagged into a 
managed virtual private cloud LAN. You manage the devices attached to the 
switch or may commission a third party, including HPE, to manage it. 


10. Network 
 Automated Server Load Balancing: For additional application performance, 


you can provision and configure dedicated or shared load balancing appliances 
to distribute the application loads among two or more cloud servers. Our highly 
available load balancing service supports various algorithms such as round 
robin, least connections, response time, and weighted. 


 Multiple vLANs: The cloud compartment includes a single vLAN protected by a 
dedicated virtual firewall, but you can turn on multiple vLANs for cloud servers 
that require even greater application segregation with an increased security 
profile. 







  


 


 


 
 


 


 Additional Firewall Rules: The compartment includes a dedicated virtual 
firewall with a standard rule set. Subject to HPE specified use conditions, you 
can configure firewall rules to your specifications via a service request.  


 Internal IP Address: Cloud servers have an internal IP address by default. 


 


11. Support coverage 
Customers will designate up to five (5) technical representatives authorised to contact 
the Operations Centre concerning operational matters.  


Customers may replace any of its authorised representatives or technical 
representatives by giving notice to the HPE authorised representative or Operations 
Centre.  


HPE will provide: 


 Tools for authorised representatives to place and amend orders and request 
changes; and  


 Access for the customer’s technical representatives to the Operations Centre by 
telephone or by submission of an HPE supplied web form through a secure 
internet website.  


The web form is the preferred method for contacting the Operations Centre. Notices 
given from time to time by HPE (for example, concerning maintenance windows) will be 
transmitted electronically to customer’s authorised representatives. 


The Operations Centre is open three hundred sixty-five (365) days a year, twenty-four 
(24) hours a day, seven (7) days a week and accepts inquiries, requests, and Incident 
reports from customer representatives by telephone or e-mail for non-critical incidents 
only.  


Additionally, HPE will provide information concerning operational changes (such as 
changes in maintenance windows). The Operations Centre conducts business in 
English. 


12. Getting started 
Customer enquiries and Call-Off Contracts should be directed to your appointed 
account manager or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hp.com. 


12.1. Onboarding 


Before using Hewlett Packard Enterprise G-Cloud Services, a sales representative 
or account manager will work with you to identify the service on the Digital 
Marketplace that best aligns to your digital transformation objectives. 


HPE’s consultants can assist with the definition of G-Cloud Service architecture, and 
advise you on ensuring your transition runs smoothly and without disruption.  


When you make an order or ask for a quote, our support desk will acknowledge your 
request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work 
with you to develop the Call-Off Contract, during this process HPE will confirm the 
required order details. 


Once we have processed your order HPE will advise you of the service start date. 
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12.2. HPE responsibilities 


HPE agrees to: 


a) Provide access to the physical and virtual servers, storage and other resources 
specified by the customer’s accepted order(s), through the standard 
connectivity option chosen by customer in its accepted order(s), at the time 
specified by its accepted order. 


b) Install the operating system(s) specified in the accepted order(s) under an HPE 
provided operating system licence, or a customer provided operating system 
licence for physical servers or virtual servers on customer dedicated virtual host 
clusters. 


c) Provide and manage the virtual host (for virtual servers only).  


d) Maintain hardware in good working condition. This includes periodic upgrade 
and/or replacement of hardware as HPE deems appropriate.  


e) Provide operating system support and maintenance. This includes periodic 
update of operating system(s) as HPE deems appropriate.  


f) Monitor availability of the servers, HPE-supplied operating system, and HPE’s 
network (up to the customer’s point of connection with HPE).  


g) Investigate outages, perform appropriate corrective action to restore the 
hardware, HPE supplied operating system, and related HPE tools.  


h) Maintain the security features described by the security features document (as 
they may be modified and supplemented from time-to-time by HPE) (“security 
features”), investigate incidents detected, undertake corrective action, and 
report to the customer, as appropriate, all as described in the security features 
document.  


i) Deploy and update commercial anti-malware tools, investigate incidents, and 
undertake remedial action necessary to restore servers and Microsoft operating 
systems to operation. However, HPE assumes no responsibility for viruses or 
other malware introduced by customer or its users, or for restoration of lost or 
corrupted data or applications, other than restoration from then-current backups 
maintained by HPE if customer chooses optional backup and/or archival 
services (which HPE recommends).  


12.3. Customer responsibilities  


Customer agrees to: 


a) Obtain and maintain the HPE supported network access option chosen by the 
customer.  


b) If it has elected in its accepted order(s) for a physical server or a virtual server 
on a customer dedicated virtual host cluster to use its own operating system 
license, obtain (at its expense) such extensions, modifications, or additional 
licenses and support contract as required by HPE to provide the services.  


c) Install its non HPE managed applications and customer data on data disks, 
rather than the system disk, and, if necessary, re-install its applications and 
customer data as needed following any outage.  


d) Correct any security concerns regarding customer installed applications that 
are identified by HPE vulnerability scans.  


e) Comply with customer obligations in the security features.  
f) Comply with HPE’s acceptable use policy (as modified and supplemented from 


time-to-time by HPE) and applicable laws and regulations.  
g) Comply with the terms of all of its software licences and support contracts.  
h) If it has elected to install an Oracle or Microsoft SQL server database 


managed by HPE under a separately executed HPE contract or statement of 
work, customer acknowledges and agrees that use of such databases is only 
permitted on customer managed servers.  







  


 


 


 
 


 


If it has elected to use Red Hat Enterprise Linux as its operating system, review Red 
Hat’s software subscription agreement for end users in the cloud 
(www.redhat.com/licenses/cloud_cssa/). Customer acknowledges and agrees that it 
accepts all risk of use of the Red Hat Enterprise Linux software, including without 
limitation, the risk of customer or third party proprietary software becoming subject to 
the terms of the software subscription agreement, with a requirement that the source 
code to such software be made publicly available. 


13. Commercial and pricing 


13.1. Payment terms 


In consideration for the services, the customer will agree to pay any one-time or 
onboarding charges and recurring charges (together, “service charges”) specified 
below. Customer will be charged for when resources become available for customer 
use. HPE reserves the right to increase service charges to support older technology.  


 One-time charges 
One-time charges specified within the customer’s service request(s) that are 
accepted by HPE are incurred as resources are made available to the 
Customer and consist of the unit charge less any applicable volume discount. 
One-time charges will be invoiced in the first monthly invoice following the 
commencement Period start date specified of an accepted Service Request.  


 Recurring charges 
Recurring Service Charges may be fixed or variable by month depending on 
customer usage less any applicable volume discount and will be pro-rated on a 
daily basis for partial months. 


 Service volume discount 
HPE’s unit charges will, as applicable, be reduced by a volume based discount 
percentage based on the corresponding monthly quantity of operating system 
images initially ordered by customer in the applicable service request. The initial 
discount will be effective on the commitment period start date specified in that 
service request.  


Following the first three months of the commitment period and for each three 
month period thereafter, HPE will determine the actual quantity of operating 
system images procured by the customer under that service request.  


13.2. Supporting information 


a. Service Pricing Document 
b. SFIA Lot 4 Definitions and Pricing (where required) 
c. Service Terms and Conditions  


14. Service levels 
HPE will meet or exceed the following Service Levels for Availability for each of the 
server Tiers specified below. 


The Service Levels are measured monthly.  For the following table, Availability = 
(Scheduled Uptime minus Unexcused Downtime) divided by Scheduled Uptime. HPE 
will meet or exceed the following Service Levels: 


 Tier 2 
Availability 


Tier 3 
Availability 


Tier 4 
Availability 


Physical Servers 99% 99.9% 99.99% 


Virtual Servers 99% 99.95% 99.999% 







  


 


 


 
 


 


“Tiers” are classifications of servers, as follows, and as designated by the 
Customer’s Service Request or Order: 


 Tier 2 refers to single servers in a single data centre, with little or no 
automated failover capabilities. 


 Tier 3 refers to clustered servers in a single data centre with 
automated failover capabilities. 


 Tier 4 refers to clustered servers in a dual data centre with automated 
failover capabilities.  


 HPE does not offer a Service Level Tier 1 server option for Managed 
VPC Service. 


14.1. Measurement and reporting of service levels  


Service Levels are measured and reported from the time servers are made available 
for customer use.  Service credits may be assessed for faults beginning within the first 
full calendar month thereafter.  Service credits are not assessed for partial months, 
although service levels may be reported for partial months. 


HPE will make service level reports available to the customer in the HPE Managed 
Services Portal. These reports include performance and applicable service credits, if 
any, including relevant calculations. 


Service levels are measured and reported from the time the HPE Services are made 
available for customer use. Service levels may be reported for partial months. 


14.2. Service credits 


In the event of a failure to meet the service levels above which is not excused in 
accordance with a term of the contract, the customer will receive compensatory credit 
to its Managed Services Portal account in an amount equal to two times the applicable 
monthly charge (in the month the failure occurred) for the affected physical or virtual 
server or the OS Cluster, pro-rated for the duration of the unexcused downtime. For 
example, if HPE fails to meet the Tier 2 (Option A) service level due to two hours of 
unexcused downtime of a physical server, customer will receive a credit equal to four 
(4) hours’ charges for that server.  


Service credits may be awarded for service level faults beginning with the first full 
calendar month during which the HPE Services are provided. Service credits are not 
awarded for partial months. Service credits are usable for future orders but expire 
twelve (12) months after issuance or on expiry of the call off contract term. 


14.3. Incident management 


When incidents are either detected by HPE or reported by Customer, HPE will: 


a) Classify incidents according to the following priorities: 


 


Priority Description Examples Customer Updates 


Priority 1 Emergency Incident Site down, degraded 
single point of failure, 
site security breach, 
etc. 


Initial notification within 
15 minutes and hourly 
updates thereafter 


Priority 2 Business critical 
Incident 


Site degradation not 
related to single point 
of failure, suspected 
security vulnerability, 
etc. 


Initial acknowledgment 
within 30 minutes and 
updates every two (2) 
hours thereafter 







  


 


 


 
 


 


Priority 3 Important Incident 
requiring action within 
twelve (12) hours 


Preventive work, such 
as restarting servers, 
troubleshooting errors, 
etc. 


When scheduled and 
at status change 
thereafter (e.g., 
completion) 


Priority 4 Standard Incident 
requiring action within 
one (1) Business Day 


Routine preventive 
work 


When scheduled and 
at status change 
thereafter (e.g., 
completion) 


 


b) Investigate the causes; undertake appropriate remedial action to restore 
affected services as quickly as reasonably possible and in compliance with 
applicable service levels, and thereafter take appropriate action to prevent 
recurrence. Remedial action may include workarounds and later corrective 
action. 


c) Inform you of the status of the incidents at the intervals specified above and 
otherwise at reasonable intervals in accordance with HPE’s standard 
practice. 


d) Inform you of the resolution of the incidents (subject to reopening if the 
resolution is unsuccessful). Resolution may include determinations that 
incidents were caused by defects in the customer’s software or data, user 
errors, or other matters outside the scope of the services and HPE’s 
responsibility. 


14.4. Increasing or decreasing capacity 


Customers may change certain configurations and options to their solution via the 
Managed Services Portal. Changes available through the Managed Services Portal 
may vary from time to time but may include adjustments to capacity and / or the 
addition of optional services (through additional Orders). Customers may request 
operational changes through the Operations Centre (such as changes to IP addresses, 
or server reboots).  


15. Service Delivery Models 
This service offering comes with two service delivery models designed to meet the 


demands of individual government departments, or particular projects on which they 


are working.  


OFFICIAL INTERNET  
UK MODEL 


This is appropriate for those departments which require a UK 
based, SC-cleared service delivery model. 


 Global Networks Operations Centre 


 Security Operations Centre 


 HPE Secure Enterprise Service Management (via 
Client Management Compartment) and HPE 
Enterprise Service Management for core/shared 
infrastructure 


 Access via internet 







  


 


 


 
 


 


OFFICIAL INTERNET 
EU MODEL 


This service delivery model uses a European support model 
where the support for the Infrastructure as a Service is 
delivered from HPE’s best shore capability in Europe. 


 Global Networks Operations Centre 


 Security Operations Centre 


 Access via internet 


 Global support model or EU support model and global 
network support for shared network infrastructure (no 
data access) 


 HPE Secure Enterprise Service Management (via 
Client Management Compartment) and HPE 
Enterprise Service Management for core/shared 
infrastructure 


 


16. Complementary solutions  
These solutions are not included within this service but are available as a bolt-on 
should you require them. If you have any questions, please drop us a line on +0044 
(0)560 303 4826 or ukpsframework.response@hp.com 


16.1. Disaster recovery and continuity 


HPE Disaster Recovery and Continuity Services are a failover capability for your 
infrastructure and applications; mitigation for the worst kind of disasters that IT 
environments can suffer. Crucially, it allows you to replicate your data centres whilst 
they're working, and to ferry them over to a HPE data centre if they break.   


For Client Applications hosted in this Cloud service there are a number features within 
our Cloud offering that can be exploited as part of the applications disaster recovery 
design. For example the dual data centre high availability and SAN replication. 


If your organisation requires a DR capability, it is available as a bolt-on to this service.  


16.2. Enhanced connectivity 


“We have a traditional IT infrastructure and we have done our high-level 
planning. We need a supplier to provide us with the base infrastructure required 
to move to the cloud.  


“We would like the management and migration to the cloud to remain in-house 
and we need this infrastructure to connect to the public services network (PSN)” 


This particular service relates to Internet connectivity for OFFICAL hosted services, 
although Hewlett Packard Enterprise can provide the following number of connections 
depending on your requirements. 


Our services can utilise an assured data transport mechanism. They are also fully 
accredited for the PSN Protect network connectivity and can connect to: 


* Public Services Network (PSN); 


* Police National Network (PNN); 


* New NHS Network (N3). 


If you need your infrastructure to connect to the public services network, you will need 
to search for HPE IaaS Compute for OFFICIAL PSN in the G-Cloud Framework for a 
service designed specifically for PSN clearance. 







  


 


 


 
 


 


17. Auxiliary solutions  
These solutions are not included in this service but should help you understand the 
full breadth of the HPE cloud portfolio and ensure you are making the right choice. If 
you have any questions, please drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com 


17.1. Consultancy Services 


“There is no internal consensus between IT and business users on how, or even 
if, we should be using cloud.” 


“We have clear objectives for cloud, but still need to develop a plan to achieve 
them.” 


If this sounds familiar, it might be easier and more cost-effective to search for HPE 
Cloud Advisory Services in the G-Cloud framework to find out how our consultants 
can develop a bespoke assessment and a roadmap for change at a competitive price.  


Our advice and outcomes are never specific to HPE services and will retain their value 
if you choose to use another supplier for their execution and ongoing management. 


18. Appendix 


18.1. Data centre features 


HPE hosts cloud services from next-generation data centres, which include the 
following features:  


 Indoor and outdoor video surveillance 
HPE site monitoring provides indoor/outdoor video surveillance 24 hours a day, 
seven days a week, 365 days a year;  


 Biometric scanners and key card access 
Multiple levels of key card and/or biometric iris or palm scanners control access 
to the data hall; 


 Onsite security personnel 
HPE provides onsite security personnel 24 hours a day, seven days a week, 
365 days a year; 


 N+1 Data Links, Power, UPS, and Cooling 
Redundant network connectivity, power supply, electrical, and cooling features 
support your cloud infrastructure; 


 Customer Audits 
If you need to perform audits of the cloud infrastructure, HPE assists your third-
party auditors by providing guidance and access to the information and data 
they need. Audits may incur additional costs; 


 ITIL Process Alignment 
HPE follows industry-standard compliance profiles, such as ISO27001 and ITIL 
framework, as well as best practices. As part of a global capability the UK data 
centres will be included in the implementation of AT101 SOC2 reports. It is an 
assurance report that provides an auditor’s opinion on the design and operating 
effectiveness of the environment. 


18.2. Network security features 


 Dedicated Virtual Network Compartment 
A dedicated network compartment with a perimeter virtual firewall filters traffic 
flows using management policies that allow only well-defined traffic to move 
through the firewall. This logical separation and isolation of network traffic 







  


 


 


 
 


 


protects data from unauthorised exposure during transport across the network 
infrastructure. 


 Network Intrusion Detection and Prevention 


To enhance security of the cloud’s network perimeter firewall, we monitor in-
bound public Internet traffic with HPE TippingPoint solutions, available at the 
network perimeter. Our Network Intrusion Detection and Prevention service 
works in conjunction with existing dedicated virtual firewalls to scan, detect, 
report, notify, and actively block many identified security threats. 


 Network Traffic Isolation within the HPE VPC network infrastructure 
HPE securely isolates and protects information and processes from 
unauthorised access using features such as fibre channel zoning, customer-
dedicated vLANs, and embedded policy enforcement. 


 Data Transport Service 
HPE has provided a service that allows the transportation of data in and out of 
the HPE virtual private cloud compartment using an approved transportable 
storage device. Data must be encrypted before transport. 


18.3. Server security features 


 Hypervisor Hardening 
This provides VMware hardened configurations to meet HPE standards. Server 
hardening includes communications data encryption, avoidance of insecure 
protocols, use of security extensions, vigilant installation of security patches, 
and much more. A highly secure VMware platform supports the required multi-
tenancy requirements 


 Multi-factor Authentication for Cloud Operational Staff 
HPE restricts access to the cloud management network, servers, and network 
devices by verifying authorised users’ identities with multi-factor authentication. 


 Security Information and Event Management (SIEM) on Hypervisors 


For hypervisors in the HPE management compartment, we use HPE Security 
Information and Event Management on key core systems like the hypervisor to 
provide an extra level of security.  


18.4. Offboarding 


Beginning ninety (90) days before an Order is scheduled to expire, or promptly 
following issuance of a termination notice for an Order or an individual server. An easy 
to follow off boarding process is in place to ensure the smooth cessation of services. 


HPE will:  


a. Give periodic notice to Customer of pending expiration or termination of 
an Order (as appropriate) and cessation of Service.  


b. Upon request, if Customer has obtained any of the optional backup 
services described in the Backup, Recovery and Archival Service 
Description, HPE will restore Customer Data to the Customer 
designated server or storage device outside their VPC compartment at 
an HPE data centre pursuant to the Managed VPC Backup, Recovery 
and Archival Service Description. Customer requests for data restore 
service must be submitted prior to expiration or termination of the Order, 
whichever is earlier.  


c. Over-write all storage media (including backups, if any) after (i) receiving 
Customer’s notice that Customer Data and Customer’s software have 
been removed or, if no such notice is received (ii) seven (7) days after 
expiration of Service or the effective date of termination. Thereafter, 







  


 


 


 
 


 


Customer’s software and Customer Data will be erased in accordance 
with procedures set forth in the Security Features Policy without further 
notice to Customer.  


d. Give Customer notice that all operating systems and storage media 
have been erased and that all access to the HPE network and Services 
has ceased.  
 


In a timely manner, the customer will:  


a. Remove all Customer Data and Customer software and notify HPE once 
the removal is complete;  


b. Request that HPE remove Customer’s domain names from the Managed 
VPC domain name server; and  


c. Disconnect from the HPE data centre. 
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Hewlett Packard Enterprise:  
in safe hands 
About Hewlett Packard Enterprise 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners place their faith in our long history 
of creating successful, highly customised solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If you have a Framework related question or 
query, make the UKPS Frameworks Team your first point of contact. 


Our contact details:  +0044 (0)560 303 4826 


ukpsframework.response@hp.com  


Learn more at:  hpe.com/uk/en/home.html 


    facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 



mailto:ukpsframework.response@hp.com

https://www.hpe.com/uk/en/home.html

http://www.facebook.com/HewlettPackardEnterprise/?fref=nf

http://www.linkedin.com/company/hewlett-packard-enterprise
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1. Pricing Summary 
Table 1 details the lowest and highest rates for each of the SFIA roles, as defined in 
the Technical Level Definitions section. 


The HPE rate structure provides banding within each category depending on the 
delivery model chosen: 


 Local Delivery  On-site (Customer premises) Delivery. 


 Regional Delivery   Leveraged Global / Regional Delivery from an HPE site 
     dependent on consulting expertise / location and security 
     requirements. 


The benefit to your business is that Hewlett Packard Enterprise can provide an efficient 
and economical delivery model allowing clients to quickly add technical resources to 
meet growing needs.  


We would be delighted to engage with you and determine the best fit for your projects 
in order to achieve the outcomes you need.  Once agreed, this would form the basis of 
the order, and be subject to the Framework arrangement and terms and conditions 
which support this service 


1.1. Standards for Consultancy Day Rate Cards 
Consultant’s Working Day –   8 hours exclusive of travel and lunch.  


Working Week –     Monday to Friday excluding national holidays 


Office Hours -      09:00 – 17:00 Monday to Friday 


Travel and Subsistence – Included in day rate within M25. Payable at department’s 
standard T&S rates outside M25. 


Mileage –     As above 


Professional Indemnity Insurance –  Included in day rate. 


Value Added Tax (VAT) -    Excluded and chargeable at the prevailing rate 
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1.2. Standard Rate Cards 
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1. Follow £350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


2. Assist £415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


3. Apply £570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


4. Enable £675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


5. Ensure / 
Advise 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


6. Initiate / 
Influence 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


7. Set 
Strategy / 
Inspire 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


Table 1 – SFIA Rates 


For Security Consulting please refer to table 2 below. 


Security Level 3 Level 4 Level 5 Level 6 Level 7 


Daily Rate £630.00 £860.00 £980.00 £1380.00 £2400.00 


Table 2 – SFIA Security Consulting Rates 
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1.3. Technical Level Definitions 


 Autonomy Influence Complexity Business Skills 


1 Follow Works under close 
supervision. Uses little 
discretion. Is expected 
to seek guidance in 
expected situations. 


Interacts with 
immediate colleagues. 


Performs routine 
activities in a 
structured 
environment.  Requires 
assistance in resolving 
unexpected problems. 


Uses basic information 
systems and technology 
functions, applications, and 
processes. Demonstrates an 
organised approach to work. 
Learns new skills and applies 
newly acquired knowledge. 
Has basic oral and written 
communication skills. 
Contributes to identifying 
own development 
opportunities. 


2 Assist Works under routine 
supervision. 


Uses minor discretion 
in resolving problems 
or enquiries. Works 
without frequent 
reference to others. 


Interacts with and may 
influence immediate   
colleagues. May have 
some external contact 
with customers and 
suppliers. May have 
more influence in own 
domain. 


Performs a range of 
varied work activities 
in a variety of 
structured 
environments. 


Understands and uses 
appropriate methods, tools 
and applications. 


Demonstrates a rational and 
organised approach to work. 
Is aware of health and safety 
issues. Identifies and 
negotiates own development 
opportunities. Has sufficient 
communication skills for 
effective dialogue with 
colleagues. Is able to work in 
a team. Is able to plan, 
schedule and monitor own 
work within short time 
horizons. Absorbs technical 
information when it is 
presented systematically 
and applies it effectively. 


3 Apply Works under general 
supervision. Uses 
discretion in 
identifying and 
resolving complex 
problems and 
assignments. Usually 
receives specific 
instructions and has 
work reviewed at 
frequent milestones. 
Determines when 
issues should be 
escalated to a higher 
level. 


Interacts with and 
influences 
department/project 
team members. 


May have working level 
contact with 
customers and 
suppliers. In 
predictable and 
structured areas may 
supervise others. 
Makes decisions which 
may impact on the 
work assigned to 
individuals or phases 
of projects. 


Performs a broad 
range of work, 
sometimes complex 
and non-routine, in a 
variety of 
environments. 


Understands and uses 
appropriate methods, tools 
and applications. 


Demonstrates an analytical 
and systematic approach to 
problem solving. Takes the 
initiative in identifying and 
negotiating appropriate 
development opportunities. 
Demonstrates effective 
communication skills. 
Contributes fully to the work 
of teams. Plans, schedules 
and monitors own work (and 
that of others where 
applicable) competently 
within limited deadlines and 
according to relevant 
legislation and procedures. 
Absorbs and applies 
technical information. Works 
to required standards. 
Understands and uses 
appropriate methods, tools 
and applications. Appreciates 
the wider field of information 
systems, and how own role 
relates to other roles and to 
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the business of the employer 
or client. 


4 Enable Works under general 
direction within a clear 
framework of 
accountability. 


Exercises substantial 
personal responsibility 
and autonomy. Plans 
own work to meet 
given objectives and 
processes. 


Influences team and 
specialist peers 
internally. Influences 
customers at account 
level and suppliers. 
Has some 
responsibility for the 
work of others and for 
the allocation of 
resources. Participates 
in external activities 
related to own 
specialism. 


Makes decisions which 
influence the success 
of projects and team 
objectives. 


Performs a broad 
range of complex 
technical or 
professional work 
activities, in a variety 
of contexts. 


Selects appropriately from 
applicable standards, 
methods, tools and 
applications. Demonstrates 
an analytical and systematic 
approach to problem solving. 
Communicates fluently 
orally and in writing, and can 
present complex technical 
information to both technical 
and non-technical audiences. 
Facilitates collaboration 
between stakeholders who 
share common objectives. 


Plans, schedules and 
monitors work to meet time 
and quality targets and in 
accordance with relevant 
legislation and procedures. 
Rapidly absorbs new 
technical information and 
applies it effectively. Has a 
good appreciation of the 
wider field of information 
systems, their use in 
relevant employment areas 
and how they relate to the 
business activities of the 
employer or client. Maintains 
an awareness of developing 
technologies and their 
application and takes some 
responsibility for personal 
development. 


5 Ensure/ 


Advise 


Works under broad 
direction. Is fully 
accountable for own 
technical work and/or 
project/ supervisory 
responsibilities. 
Receives assignments 
in the form of 
objectives.  


Establishes own 
milestones and team 
objectives, and 
delegates 
responsibilities. Work 
is often self-initiated. 


Influences 
organisation, 
customers, suppliers 
and peers within 
industry on the 
contribution of own 
specialism. Has 
significant 
responsibility for the 
work of others and for 
the allocation of 
resources. Makes 
decisions which impact 
on the success of 
assigned projects i.e. 
results, deadlines and 
budget. Develops 
business relationships 
with customers. 


Performs a challenging 
range and variety of 
complex technical or 
professional work 
activities. 


Undertakes work which 
requires the 
application of 
fundamental principles 
in a wide and often 
unpredictable range of 
contexts. Understands 
the relationship 
between own 
specialism and wider 
customer/ 
organisational 
requirements. 


Advises on the available 
standards, methods, tools 
and applications relevant to 
own specialism and can 
make correct choices from 
alternatives. Analyses, 
diagnoses, designs, plans, 
execute and evaluates work 
to time, cost and quality 
targets. Communicates 
effectively, formally and 
informally, with colleagues, 
subordinates and customers. 
Demonstrates leadership. 


Facilitates collaboration 
between stakeholders who 
have diverse objectives. 
Understands the relevance 
of own area of responsibility/ 
specialism to the employing 
organisation. Takes 
customer requirements into 
account when making 
proposals. Takes initiative to 
keep skills up to date. 
Mentors more junior 
colleagues. Maintains an 
awareness of developments 
in the industry. Analyses 
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requirements and advises on 
scope and options for 
operational improvement. 
Demonstrates creativity and 
innovation in applying 
solutions for the benefit of 
the customer. 


6 Initiate/ 
Influence 


Has defined authority 
and responsibility for a 
significant area of 
work, including 
technical, financial and 
quality aspects. 
Establishes 
organisational 
objectives and 
delegates 
responsibilities. Is 
accountable for 
actions and decisions 
taken by self and 
subordinates. 


Influences policy 
formation on the 
contribution of own 
specialism to business 
objectives. Influences a 
significant part of own 
organisation and 
influences 
customers/suppliers 
and industry at senior 
management level. 
Makes decisions which 
impact the work of 
employing 
organisations, 
achievement of 
organisational 
objectives and 
financial performance. 


Develops high-level 
relationships with 
customers, suppliers 
and industry leaders. 


Performs highly 
complex work 
activities covering 
technical, financial and 
quality aspects. 
Contributes to the 
formulation of IT 
strategy. Creatively 
applies a wide range of 
technical and/or 
management 
principles. 


Absorbs complex technical 
information and 
communicates effectively at 
all levels to both technical 
and non-technical audiences. 
Assesses and evaluates risk. 
Understands the implications 
of new technologies. 
Demonstrates clear 
leadership and the ability to 
influence and persuade. Has 
a broad understanding of all 
aspects of IT and deep 
understanding of own 
specialism(s). Understands 
and communicates the role 
and impact of IT in the 
employing organisation and 
promotes compliance with 
relevant legislation. Takes 
the initiative to keep both 
own and subordinates' skills 
up to date and to maintain an 
awareness of developments 
in the IT industry. 


7 Set 
Strategy/ 
Inspire 


Has authority and 
responsibility for all 
aspects of a significant 
area of work, including 
policy formation and 
application. Is fully 
accountable for 
actions taken and 
decisions made, both 
by self and 
subordinates 


Makes decisions critical 
to organisational 
success. Influences 
developments within 
the IT industry at the 
highest levels. 
Advances the 
knowledge and/or 
exploitation of IT 
within one or more 
organisations. 


Develops long-term 
strategic relationships 
with customers and 
industry leaders. 


Leads on the 
formulation and 
application of strategy. 
Applies the highest 
level of management 
and leadership skills. 
Has a deep 
understanding of the IT 
industry and the 
implications of 
emerging technologies 
for the wider business 
environment. 


Has a full range of strategic 
management and leadership 
skills. 


Understands, explains and 
presents complex technical 
ideas to both technical and 
non-technical audiences at 
all levels up to the highest in 
a persuasive and convincing 
manner. Has a broad and 
deep IT knowledge coupled 
with equivalent knowledge 
of the activities of those 
businesses and other 
organisations that use and 
exploit IT. 


Communicates the potential 
impact of emerging 
technologies on 
organisations and individuals 
and analyses the risks of 
using or not using such 
technologies. Assesses the 
impact of legislation, and 
actively promotes 
compliance. Takes the 
initiative to keep both own 
and subordinates’ skills up to 
date and to maintain an 
awareness of developments 
in IT in own area(s) of 
expertise. 
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2. Getting started – How to Buy 


2.1. Ordering and Procurement 
Customer enquiries and Call-Off Contracts should be directed to your appointed Sales 
or Account Manager, or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hpe.com. 


2.2. Onboarding 
Before using Hewlett Packard Enterprise G-Cloud Services, a sale representative or 
account manager will work with you to identify the service on the Digital Marketplace that 
best aligns to your digital transformation objectives. 


HPEs consultants can assist with the definition of G-Cloud Service architecture, service 
wrapper and advise you on making your transition runs smoothly and without disruption. 
These services are available via HPE’s Lot 4 Offerings on the Digital Marketplace.  


When you make an order or ask for a quote, our sales support desk will acknowledge 
your request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work with 
you to develop the Call-Off Contract, during this process HPE will confirm the required 
order details. 


Once we have processed your order HPE will advise you of the service start date. 


2.3. Terms and conditions 
Please refer to the service Terms and Conditions which are available on the Digital 
Marketplace service page. 


2.4. User Support & training 
Your employees need regular training to keep up with rapidly evolving technologies. 
Invest in tailored training at the beginning of the project lifecycle to give your employees 
the skills they need while reducing your cost and risk.  


For further information on how Hewlett Packard Enterprise can assist in aligning your 
business needs to the type of digital transformation required to drive your department 
to the cloud visit hpe.com/uk/en/services/it-education-training or contact the UKPS 
Frameworks Team at ukpsframework.response@hpe.com. 


3. Supporting Information 


a. Service Description 
b. Service Pricing Document (where appropriate) 
c. SFIA Lot 4 Definitions and Pricing 
d. Service Terms and Conditions 


If you require further information regarding this service, please talk to your sales or 
account manager or you can email the UKPS Frameworks team on 
ukpsframework.response@hpe.com. 



mailto:ukpsframework.response@hpe.com

https://www.hpe.com/uk/en/services/it-education-training.html

mailto:ukpsframework.response@hpe.com

mailto:ukpsframework.response@hpe.com





  


 


 


 
 


 


 


 


 


 


 


 


 


 


 






SMP PERIODS to 2022 amended 08.05.14.xls
Sheet1

		SERVICE MONITORING PERIODS: AMENDMED as per side letter  08.05.14

		Period		Month		SMP		Start		End		Weeks		Reporting Year

		01		April		SMP01 06/07		3/20/06		4/16/06		4		2006 -2007

		02		May		SMP02 06/07		4/17/06		5/14/06		4		2006 -2007

		03		June		SMP03 06/07		5/15/06		6/18/06		5		2006 -2007

		04		July		SMP04 06/07		6/19/06		7/16/06		4		2006 -2007

		05		August		SMP05 06/07		7/17/06		8/13/06		4		2006 -2007

		06		September		SMP06 06/07		8/14/06		9/17/06		5		2006 -2007

		07		October		SMP07 06/07		9/18/06		10/15/06		4		2006 -2007

		08		November		SMP08 06/07		10/16/06		11/12/06		4		2006 -2007

		09		December		SMP09 06/07		11/13/06		12/17/06		5		2006 -2007

		10		January		SMP10 06/07		12/18/06		1/14/07		4		2006 -2007

		11		February		SMP11 06/07		1/15/07		2/11/07		4		2006 -2007

		12		March		SMP12 06/07		2/12/07		3/18/07		5		2006 -2007

		01		April		SMP01 07/08		3/19/07		4/15/07		4		2007 -2008

		02		May		SMP02 07/08		4/16/07		5/13/07		4		2007 -2008

		03		June		SMP03 07/08		5/14/07		6/17/07		5		2007 -2008

		04		July		SMP04 07/08		6/18/07		7/15/07		4		2007 -2008

		05		August		SMP05 07/08		7/16/07		8/12/07		4		2007 -2008

		06		September		SMP06 07/08		8/13/07		9/16/07		5		2007 -2008

		07		October		SMP07 07/08		9/17/07		10/14/07		4		2007 -2008

		08		November		SMP08 07/08		10/15/07		11/11/07		4		2007 -2008

		09		December		SMP09 07/08		11/12/07		12/16/07		5		2007 -2008

		10		January		SMP10 07/08		12/17/07		1/13/08		4		2007 -2008

		11		February		SMP11 07/08		1/14/08		2/10/08		4		2007 -2008

		12		March		SMP12 07/08		2/11/08		3/16/08		5		2007 -2008

		01		April		SMP01 08/09		3/17/08		4/13/08		4		2008 -2009

		02		May		SMP02 08/09		4/14/08		5/11/08		4		2008 -2009

		03		June		SMP03 08/09		5/12/08		6/15/08		5		2008 -2009

		04		July		SMP04 08/09		6/16/08		7/13/08		4		2008 -2009

		05		August		SMP05 08/09		7/14/08		8/10/08		4		2008 -2009

		06		September		SMP06 08/09		8/11/08		9/14/08		5		2008 -2009

		07		October		SMP07 08/09		9/15/08		10/12/08		4		2008 -2009

		08		November		SMP08 08/09		10/13/08		11/9/08		4		2008 -2009

		09		December		SMP09 08/09		11/10/08		12/14/08		5		2008 -2009

		10		January		SMP10 08/09		12/15/08		1/11/09		4		2008 -2009

		11		February		SMP11 08/09		1/12/09		2/8/09		4		2008 -2009

		12		March		SMP12 08/09		2/9/09		3/15/09		5		2008 -2009

		01		April		SMP01 09/10		3/16/09		4/12/09		4		2009 -2010

		02		May		SMP02 09/10		4/13/09		5/10/09		4		2009 -2010

		03		June		SMP03 09/10		5/11/09		6/14/09		5		2009 -2010

		04		July		SMP04 09/10		6/15/09		7/12/09		4		2009 -2010

		05		August		SMP05 09/10		7/13/09		8/9/09		4		2009 -2010

		06		September		SMP06 09/10		8/10/09		9/13/09		5		2009 -2010

		07		October		SMP07 09/10		9/14/09		10/11/09		4		2009 -2010

		08		November		SMP08 09/10		10/12/09		11/8/09		4		2009 -2010

		09		December		SMP09 09/10		11/9/09		12/13/09		5		2009 -2010

		10		January		SMP10 09/10		12/14/09		1/10/10		4		2009 -2010

		11		February		SMP11 09/10		1/11/10		2/7/10		4		2009 -2010

		12		March		SMP12 09/10		2/8/10		3/14/10		5		2009 -2010

		01		April		SMP01 10/11		3/15/10		4/11/10		4		2010 -2011

		02		May		SMP02 10/11		4/12/10		5/9/10		4		2010 -2011

		03		June		SMP03 10/11		5/10/10		6/13/10		5		2010 -2011

		04		July		SMP04 10/11		6/14/10		7/11/10		4		2010 -2011

		05		August		SMP05 10/11		7/12/10		8/8/10		4		2010 -2011

		06		September		SMP06 10/11		8/9/10		9/12/10		5		2010 -2011

		07		October		SMP07 10/11		9/13/10		10/10/10		4		2010 -2011

		08		November		SMP08 10/11		10/11/10		11/7/10		4		2010 -2011

		09		December		SMP09 10/11		11/8/10		12/12/10		5		2010 -2011

		10		January		SMP10 10/11		12/13/10		1/9/11		4		2010 -2011

		11		February		SMP11 10/11		1/10/11		2/6/11		4		2010 -2011

		12		March		SMP12 10/11		2/7/11		3/13/11		5		2010 -2011

		01		April		SMP01 11/12		3/14/11		4/10/11		4		2011 -2012

		02		May		SMP02 11/12		4/11/11		5/8/11		4		2011 -2012

		03		June		SMP03 11/12		5/9/11		6/12/11		5		2011 -2012

		04		July		SMP04 11/12		6/13/11		7/10/11		4		2011 -2012

		05		August		SMP05 11/12		7/11/11		8/7/11		4		2011 -2012

		06		September		SMP06 11/12		8/8/11		9/11/11		5		2011 -2012

		07		October		SMP07 11/12		9/12/11		10/9/11		4		2011 -2012

		08		November		SMP08 11/12		10/10/11		11/6/11		4		2011 -2012

		09		December		SMP09 11/12		11/7/11		12/11/11		5		2011 -2012

		10		January		SMP10 11/12		12/12/11		1/8/12		4		2011 -2012

		11		February		SMP11 11/12		1/9/12		2/5/12		4		2011 -2012

		12		March		SMP12 11/12		2/6/12		3/11/12		5		2011 -2012

		01		April		SMP01 12/13		3/12/12		4/8/12		4		2012 -2013

		02		May		SMP02 12/13		4/9/12		5/6/12		4		2012 -2013

		03		June		SMP03 12/13		5/7/12		6/10/12		5		2012 -2013

		04		July		SMP04 12/13		6/11/12		7/8/12		4		2012 -2013

		05		August		SMP05 12/13		7/9/12		8/5/12		4		2012 -2013

		06		September		SMP06 12/13		8/6/12		9/9/12		5		2012 -2013

		07		October		SMP07 12/13		9/10/12		10/7/12		4		2012 -2013

		08		November		SMP08 12/13		10/8/12		11/4/12		4		2012 -2013

		09		December		SMP09 12/13		11/5/12		12/9/12		5		2012 -2013

		10		January		SMP10 12/13		12/10/12		1/6/13		4		2012 -2013

		11		February		SMP11 12/13		1/7/13		2/3/13		4		2012 -2013

		12		March		SMP12 12/13		2/4/13		3/10/13		5		2012 -2013

		01		April		SMP01 13/14		3/11/13		4/7/13		4		2013 -2014

		02		May		SMP02 13/14		4/8/13		5/5/13		4		2013 -2014

		03		June		SMP03 13/14		5/6/13		6/9/13		5		2013 -2014

		04		July		SMP04 13/14		6/10/13		7/7/13		4		2013 -2014

		05		August		SMP05 13/14		7/8/13		8/4/13		4		2013 -2014

		06		September		SMP06 13/14		8/5/13		9/8/13		5		2013 -2014

		07		October		SMP07 13/14		9/9/13		10/6/13		4		2013 -2014

		08		November		SMP08 13/14		10/7/13		11/3/13		4		2013 -2014

		09		December		SMP09 13/14		11/4/13		12/8/13		5		2013 -2014

		10		January		SMP10 13/14		12/9/13		1/5/14		4		2013 -2014

		11		February		SMP11 13/14		1/6/14		2/2/14		4		2013 -2014

		12		March		SMP12 13/14		2/3/14		3/9/14		5		2013 -2014

		01		April		SMP01 14/15		3/10/14		4/6/14		4		2014 -2015

		02		May		SMP02 14/15		4/7/14		5/11/14		5		2014 -2015

		03		June		SMP03 14/15		5/12/14		6/15/14		5		2014 -2015

		04		July		SMP04 14/15		6/16/14		7/13/14		4		2014 -2015

		05		August		SMP05 14/15		7/14/14		8/10/14		4		2014 -2015

		06		September		SMP06 14/15		8/11/14		9/14/14		5		2014 -2015

		07		October		SMP07 14/15		9/15/14		10/12/14		4		2014 -2015

		08		November		SMP08 14/15		10/13/14		11/9/14		4		2014 -2015

		09		December		SMP09 14/15		11/10/14		12/14/14		5		2014 -2015

		10		January		SMP10 14/15		12/15/14		1/11/15		4		2014 -2015

		11		February		SMP11 14/15		1/12/15		2/8/15		4		2014 -2015

		12		March		SMP12 14/15		2/9/15		3/15/15		5		2014 -2015

		01		April		SMP01 15/16		3/16/15		4/12/15		4		2015 -2016

		02		May		SMP02 15/16		4/13/15		5/10/15		4		2015 -2016

		03		June		SMP03 15/16		5/11/15		6/14/15		5		2015 -2016

		04		July		SMP04 15/16		6/15/15		7/12/15		4		2015 -2016

		05		August		SMP05 15/16		7/13/15		8/9/15		4		2015 -2016

		06		September		SMP06 15/16		8/10/15		9/13/15		5		2015 -2016

		07		October		SMP07 15/16		9/14/15		10/11/15		4		2015 -2016

		08		November		SMP08 15/16		10/12/15		11/8/15		4		2015 -2016

		09		December		SMP09 15/16		11/9/15		12/13/15		5		2015 -2016

		10		January		SMP10 15/16		12/14/15		1/10/16		4		2015 -2016

		11		February		SMP11 15/16		1/11/16		2/7/16		4		2015 -2016

		12		March		SMP12 15/16		2/8/16		3/13/16		5		2015 -2016

		01		April		SMP01 16/17		3/14/16		4/10/16		4		2016 -2017

		02		May		SMP02 16/17		4/11/16		5/8/16		4		2016 -2017

		03		June		SMP03 16/17		5/9/16		6/12/16		5		2016 -2017

		04		July		SMP04 16/17		6/13/16		7/10/16		4		2016 -2017

		05		August		SMP05 16/17		7/11/16		8/7/16		4		2016 -2017

		06		September		SMP06 16/17		8/8/16		9/11/16		5		2016 -2017

		07		October		SMP07 16/17		9/12/16		10/9/16		4		2016 -2017

		08		November		SMP08 16/17		10/10/16		11/6/16		4		2016 -2017

		09		December		SMP09 16/17		11/7/16		12/11/16		5		2016 -2017

		10		January		SMP10 16/17		12/12/16		1/8/17		4		2016 -2017

		11		February		SMP11 16/17		1/9/17		2/5/17		4		2016 -2017

		12		March		SMP12 16/17		2/6/17		3/12/17		5		2016 -2017

		01		April		SMP01 17/18		3/13/17		4/9/17		4		2017 -2018

		02		May		SMP02 17/18		4/10/17		5/7/17		4		2017 -2018

		03		June		SMP03 17/18		5/8/17		6/11/17		5		2017 -2018

		04		July		SMP04 17/18		6/12/17		7/9/17		4		2017 -2018

		05		August		SMP05 17/18		7/10/17		8/6/17		4		2017 -2018

		06		September		SMP06 17/18		8/7/17		9/10/17		5		2017 -2018

		07		October		SMP07 17/18		9/11/17		10/8/17		4		2017 -2018

		08		November		SMP08 17/18		10/9/17		11/5/17		4		2017 -2018

		09		December		SMP09 17/18		11/6/17		12/10/17		5		2017 -2018

		10		January		SMP10 17/18		12/11/17		1/7/18		4		2017 -2018

		11		February		SMP11 17/18		1/8/18		2/4/18		4		2017 -2018

		12		March		SMP12 17/18		2/5/18		3/11/18		5		2017 -2018

		01		April		SMP01 18/19		3/12/18		4/8/18		4		2018 -2019

		02		May		SMP02 18/19		4/9/18		5/6/18		4		2018 -2019

		03		June		SMP03 18/19		5/7/18		6/10/18		5		2018 -2019

		04		July		SMP04 18/19		6/11/18		7/8/18		4		2018 -2019

		05		August		SMP05 18/19		7/9/18		8/5/18		4		2018 -2019

		06		September		SMP06 18/19		8/6/18		9/9/18		5		2018 -2019

		07		October		SMP07 18/19		9/10/18		10/7/18		4		2018 -2019

		08		November		SMP08 18/19		10/8/18		11/4/18		4		2018 -2019

		09		December		SMP09 18/19		11/5/18		12/9/18		5		2018 -2019

		10		January		SMP10 18/19		12/10/18		1/6/19		4		2018 -2019

		11		February		SMP11 18/19		1/7/19		2/3/19		4		2018 -2019

		12		March		SMP12 18/19		2/4/19		3/10/19		5		2018 -2019

		01		April		SMP01 19/20		3/11/19		4/7/19		4		2019 -2020

		02		May		SMP02 19/20		4/8/19		5/12/19		5		2019 -2020

		03		June		SMP03 19/20		5/13/19		6/16/19		5		2019 -2020

		04		July		SMP04 19/20		6/17/19		7/14/19		4		2019 -2020

		05		August		SMP05 19/20		7/15/19		8/11/19		4		2019 -2020

		06		September		SMP06 19/20		8/12/19		9/15/19		5		2019 -2020

		07		October		SMP07 19/20		9/16/19		10/13/19		4		2019 -2020

		08		November		SMP08 19/20		10/14/19		11/10/19		4		2019 -2020

		09		December		SMP09 19/20		11/11/19		12/15/19		5		2019 -2020

		10		January		SMP10 19/20		12/16/19		1/12/20		4		2019 -2020

		11		February		SMP11 19/20		1/13/20		2/9/20		4		2019 -2020

		12		March		SMP12 19/20		2/10/20		3/15/20		5		2019 -2020

		01		April		SMP01 20/21		3/16/20		4/12/20		4		2020-2021

		02		May		SMP02 20/21		4/13/20		5/10/20		4		2020-2021

		03		June		SMP03 20/21		5/11/20		6/14/20		5		2020-2021

		04		July		SMP04 20/21		6/15/20		7/12/20		4		2020-2021

		05		August		SMP05 20/21		7/13/20		8/9/20		4		2020-2021

		06		September		SMP06 20/21		8/10/20		9/13/20		5		2020-2021

		07		October		SMP07 20/21		9/14/20		10/11/20		4		2020-2021

		08		November		SMP08 20/21		10/12/20		11/8/20		4		2020-2021

		09		December		SMP09 20/21		11/9/20		12/13/20		5		2020-2021

		10		January		SMP10 20/21		12/14/20		1/10/21		4		2020-2021

		11		February		SMP11 20/21		1/11/21		2/7/21		4		2020-2021

		12		March		SMP12 20/21		2/8/21		3/14/21		5		2020-2021

		01		April		SMP01 21/22		3/15/21		4/11/21		4		2021-2022

		02		May		SMP02 21/22		4/12/21		5/9/21		4		2021-2022

		03		June		SMP03 21/22		5/10/21		6/13/21		5		2021-2022

		04		July		SMP04 21/22		6/14/21		7/11/21		4		2021-2022

		05		August		SMP05 21/22		7/12/21		8/8/21		4		2021-2022

		06		September		SMP06 21/22		8/9/21		9/12/21		5		2021-2022

		07		October		SMP07 21/22		9/13/21		10/10/21		4		2021-2022

		08		November		SMP08 21/22		10/11/21		11/7/21		4		2021-2022

		09		December		SMP09 21/22		11/8/21		12/12/21		5		2021-2022

		10		January		SMP10 21/22		12/13/21		1/9/22		4		2021-2022

		11		February		SMP11 21/22		1/10/22		2/6/22		4		2021-2022

		12		March		SMP12 21/22		2/7/22		3/13/22		5		2021-2022
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Definitions 
 
“Approved” or “Approval” means the written consent of the Authority’s 


Representative. 
 
“Authority” means the Secretary of State for Work and 


Pensions and includes the Authority’s 
Representative. 


 
“Authority’s Assets” means any premises, systems, information 


or data which is owned, occupied, used or 
in the possession of the Authority.  


 
“Authority’s Personnel” means persons directly employed by the 


Authority. 
 
“Authority’s Representative”  means the individual authorised to act on 


behalf of the Authority for the purposes of a 
specific commercial agreement between the 
Authority and the Contractor.   


 
“Basic Disclosure Certificate” means a document, issued by Disclosure 


Scotland (www.disclosurescotland.co.uk), 
which provides independent verification of 
an individual’s record of “unspent” criminal 
convictions. 


 
“Contractor” means a provider of services to the 


Secretary of State for Work and Pensions 
under a specific commercial agreement. 


 
“Contractors Staff” means all persons used by the Contractor to 


perform services under a specific 
commercial agreement and includes sub-
contractor’s staff. 


 
“Criminal Record Declaration  means a self-declaration of unspent criminal 
Form” convictions provided by a member of the 


Contractors Staff, an example of which is 
provided as Annex C to this document. 


 
“Standard” means the HMG Baseline Personnel 


Security Standard staff vetting procedures, 
issued by the Cabinet Office Security Policy 
Division and Corporate Development 
Group.  


 
 
 



http://www.disclosurescotland.co.uk/
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Revisions 
 
Version 1.0 issued on 30/09/2008 
 
Version 2.0 issued on 18/05/2009 
 
Version 3.0 issued on 18/01/2013 
 
Version 4.0 issued on 12/06/2013 
 
Version 5.0 issued on 30/10/2014 
 
Version 6.0 (current) issued on 08/01/15 
 
Changes from version 1.0 


 Inclusion of additional cross-reference (to paragraph 1.6) in paragraph 
1.1  


 New paragraph 1.6  


 Paragraphs 1.6 to 1.12 renumbered to be paragraphs 1.7 to 1.13 
respectively 


 Paragraph 1.13 renumbered to be paragraph 1.14 and includes revised 
wording 


 Minor changes to the list of identity documents at paragraph 2.1 


 Paragraph 2.4 removed 


 Paragraph 2.5 renumbered to be paragraph 2.4 


 New paragraph 2.5 


 Section 6 (paragraphs 6.1 to 6.10) has been totally revised 


 Minor changes to question 1 of Annex C (Criminal Record Declaration 
Form)  


 New paragraphs (3.2 to 3.4) added to highlight that NI NO cards are no 
longer issued (v4) 


 Paragraph 6.2 updated to reference new legislation (v4) 


 Paragraph 6.7 updated to show that Criminal Record checks are now 
done by the Disclosure and Barring Service (DBS) (v4) 


 Annex C wording for question 1 has been changed (v4) 


 Wording in paragraph 6.7 has been amended (v5) 


 Hyperlink fixes (v6) 
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1. Overview of the Standard  


 
1.1 Except as shown at paragraphs 1.2, 1.3 and 1.6 below, in respect of 


each member (or prospective member) of the Contractors Staff to be 
given access to the Authority’s Assets, (defined as premises, systems, 
information or data), the Contractor is required to verify the four 
elements outlined below: 


 


 Identity; 


 Employment History (for a minimum of past 3 years); 


 Nationality and Immigration Status; 


 Criminal Record (unspent convictions only). 
 


1.2 The Standard need not be applied in those cases where Contractors 
Staff accessing the Authority’s Assets are accompanied and 
supervised by the Authority’s Personnel at all times.    


 
1.3 For commercial agreements already in place at the time the Standard 


was first introduced as a requirement (e.g. those contracts/framework 
agreements where the requirement to comply with the Standard was 
implemented by means of a formal ‘variation to contract/agreement’); 
the requirements of the Standard do not apply retrospectively to 
current members of the Contractors Staff who already have access to 
Authority’s Assets in the course of their duties.  


 
1.4 For any new commercial agreements (including where an incumbent 


Contractor is successful in retaining the work) the requirements of the 
Standard apply to ALL members of the Contractors Staff to be given 
access to the Authority’s Assets.    


 
1.5 There is no requirement to repeat the verification process for any 


individual member of staff, providing they remain continuously 
employed by the Contractor (e.g. once an individual has met the 
requirements of the Standard, the checks do not have to be repeated 
during any period of continuous employment with that Contractor). 
Suitable records must be kept by the Contractor to indicate that an 
individual member of staff has met the requirements of the Standard.   


 
1.6 Where the contract of employment of an individual member of staff 


transfers from one organisation to another under the terms of the 
TUPE Regulations the receiving organisation must satisfy itself that the 
Standard has been met. To help do this, it may request from the 
supplying organisation copies of the HMG Baseline Personnel Security 
Standard Verification Record (Annex A) and also any associated 
documentation where this has been retained. For those members of 
staff where this information is not available, the receiving organisation 
will be required to undertake the checking and verification process 
itself.    
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1.7 The Contractor shall ensure that any sub-contracting arrangements 
which are Approved by the Authority’s Representative and which 
include access to the Authority’s Assets by the sub-contractors staff 
include the requirements of the Standard and shall be responsible for 
ensuring the full compliance of sub-contractors with such 
requirements. The Contractor should note specially that the information 
provided in Annex D (Contractors Declaration) should include 
information in respect of sub-contractors staff.   


 
1.8 Information collected at each stage of the process should be reviewed 


and assessed and recorded on the Verification Record (a suggested 
template document is provided as Annex A). Refusal by an individual 
to provide any of the required information should be taken into account 
by the Contractor when making the employment decision. 


 
1.9 To allow the four elements of the Standard to be verified, individuals 


should be asked to provide the following: 
 


 Confirmation of name, date of birth and address; 


 National Insurance number or other unique personal identifying 
number where appropriate; 


 Full details of previous employers (name, address and dates), for a 
minimum of past 3 years; 


 Confirmation of any necessary qualifications/licences; 


 Educational details and references where someone is new to the 
workforce when these are considered necessary; 


 Confirmation of permission to work in the UK, if appropriate; 


 A Criminal Record Declaration Form (a suggested template 
document is provided as Annex C)  


 
1.10 Having obtained this information, the Contractor must, in all 


cases, take steps to confirm the accuracy of the information provided. 
Ensure that there are no obvious gaps and that the information is 
consistent by cross-referencing the data provided. The guidance 
provided in the following sections of this document, recommends 
methods of checking or confirming the accuracy of the information 
provided by the individual. 


 
1.11 Following a conditional offer of employment, a ‘Basic Disclosure 


Certificate’ should be obtained from Disclosure Scotland 
(www.disclosurescotland.co.uk) to confirm the accuracy of the 
information regarding unspent convictions provided on the Criminal 
Record Declaration Form. Further details of this process can be found 
in section 6 of this document. 


 
1.12 Unless stated otherwise in the relevant commercial agreement, 


the Contractor is required to satisfactorily complete this process in 
respect of each individual before they are permitted to access the 
Authority’s Assets. 


 



http://www.disclosurescotland.co.uk/
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1.13 Where the Contractor utilises existing processes and/or 
documentation which are, equivalent to and no less strict, than those 
laid down in the Standard, these can continue to be utilised, providing 
that such processes or documentation fully capture all the information 
required to ensure that the requirements of the Standard are met in 
full. 


 
1.14 Where Contractors Staff based outside the United Kingdom are 


required to access the Authority’s assets, the Contractor shall ensure 
that appropriate and robust procedures, which comply with relevant 
local legislation, are in place to carry out checks which are as far as 
possible broadly equivalent to those outlined in the Standard. A copy of 
these procedures should be provided to the Authority for their 
Approval. Note specially that the information on criminal convictions 
available from Disclosure Scotland is largely confined to UK residents 
and offences committed in the United Kingdom. The Security Industry 
Authority website does include guidance on obtaining a criminal record 
check in a number of countries (ignore the information included about 
‘your licence application’ at the end of certain of the entries as this 
relates to SIA application procedures). The Disclosure Scotland site 
also includes limited information on overseas criminal record checks.  


 


 Overseas criminal record checker (this link will take you to the 
Security Industry Authority website) 


 Disclosure Scotland website 
 



http://www.the-sia.org.uk/home/licensing/key_holding/wizard/overseas.htm

http://www.disclosurescotland.co.uk/
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2. Verification of Identity 
 
2.1 The individual’s full name and signature, date of birth and full 


permanent address should be corroborated using as many of the 
following qualifying documents as is considered necessary on a case-
by-case basis. Only original documents should be used for 
identification purposes – copies are not appropriate. Where a signature 
has not previously been provided (e.g. because of an e-application), 
the individual should be asked to provide it at a later date (e.g. at 
interview), for checking against relevant documentation: 


 


 Current signed full passport, travel document, National ID Card 
and/or other documentation related to immigration status and 
permission to work (see further guidance on verification of 
nationality and immigration status in section 5 of this document); 


 Current UK photocard driving licence; 


 Current full UK driving licence (old version); 


 Current benefit book or card or original notification letter from the 
DWP confirming the right to benefit); 


 Building industry sub-contractor’s certificate issued by HMRC; 


 Recent HMRC tax notification; 


 Current firearms certificate; 


 Birth certificate (long version only); 


 Adoption certificate; 


 Marriage certificate; 


 Divorce, dissolution or annulment papers; 


 Civil Partnership Certificate; 


 Citizencard (www.citizencard.com); 


 Gender recognition certificate; 


 Police registration document; 


 HM Forces identity card; 


 Proof of residence from a financial institution; 


 Confirmation from an Electoral Register search that a person of that 
name lives at that address*; 


 Recent original utility bill or certificate from a utility company 
confirming the arrangement to pay for the services at a fixed 
address on prepayment terms*; 


 Local authority tax bill (valid for current year)*; 


 Bank, building society or credit union statement or passbook 
containing current address*; 


 Recent original mortgage statement from a recognised lender*; 


 Current local council rent card or tenancy agreement*; 


 Court Order*. 
 


2.2 Not all documents are of equal value. The ideal is a document that is 
issued by a trustworthy and reliable source, is difficult to forge, has 
been dated and is current, contains the owners name, photograph and 
signature and itself requires some evidence of identity before being 



http://www.citizencard.com/
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issued (e.g. a passport). Those marked with an * should be recent (at 
least one should be within the last six months unless there is a good 
reason why not) and should contain the name and address of the 
applicant. 


 
2.3 Where individuals do not have photo ID, they should be asked to 


provide additional identifying documents from the list. Where they are 
unable to provide adequate identifying documents (e.g. because of 
age, lack of residence, etc), discretion should be exercised, taking into 
account all other material obtained through the recruitment process. 
Where this appears genuinely to be a problem, the individual should be 
asked to provide a passport sized photograph of him/herself endorsed 
on the back with the signature of a person of some standing in the 
individual’s community (e.g. a JP, medical practitioner, officer of the 
armed forces, teacher, lecturer, lawyer, bank manager, civil servant, 
etc) and accompanied by a signed statement, completed by the same 
person, stating the period of time that the individual has been known to 
them (minimum 3 years). The statement, itself, should always be 
checked to ensure that the signature matches the one on the back of 
the photograph and that it contains a legible name, address and 
telephone number. The signatory should be contacted to check that he 
or she did, in fact, complete the statement. 


 
2.4 The following techniques can be used to help confirm the authenticity 


of identity documents provided by the individual: 
 


 Examine the documents carefully to make sure that they are 
originals and not copies or photocopies; 


 Where possible, compare with examples of known original 
documents, checking paper type, typeface, watermarks and the like 
(e.g. passports and driving licences contain a number of design 
features); 


 Examine the documents for alteration or signs that the photograph 
have been tampered with or replaced (a bright light or the more 
sophisticated ultra-violet lamp can be useful for this purpose); 


 Check that any signature on the documents compares with other 
examples and, if practicable, ask the candidate to sign something in 
the presence of an authorised individual; 


 Check that details given on the documents correspond with what is 
already known about the individual; 


 Take a note of the condition of documents in relation to issue dates, 
particularly where they appear to be new and referee coverage is 
barely adequate. 


 
2.5 Guidance on ID documentation checks is available from the Centre for 


the Protection of the National Infrastructure (CPNI) 2007: 
http://www.cpni.gov.uk/documents/publications/2009/2009024-
gpg_pre_employment_screening.pdf?epslanguage=en-gb 


 


  



http://www.cpni.gov.uk/documents/publications/2009/2009024-gpg_pre_employment_screening.pdf?epslanguage=en-gb

http://www.cpni.gov.uk/documents/publications/2009/2009024-gpg_pre_employment_screening.pdf?epslanguage=en-gb
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3. National Insurance Number (NINO) 
 
3.1 National Insurance Numbers (NINOs) can be acquired fraudulently and 


therefore they should not be accepted as a sole means of identification 
or as a wholly reliable indicator of entitlement to work in the UK.  


 
3.2 As of July 2011 HM Revenue and Customs stopped issuing NI number 


cards to adults (mainly foreign nationals), this has been replaced with a 
letter that will be issued by DWP. 


 
3.3 As of October 2011 HM Revenue and Customs stopped issuing NI 


number cards to Juveniles (young people) and now issue a letter. 
 


3.4 National Insurance cards however, will still be in circulation for those 
individuals who received cards prior to July/October 2011. 
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4. Verification of Employment History 


 
4.1 Although the Contractor may continue to seek suitable references if 


they wish, they are not required as part of the Standard. To satisfy 
themselves that prospective employees have been honest and are not 
concealing associations or gaps, the Contractor should, as a minimum, 
verify recent (minimum of past 3 years) employment history. 
Approaches to a previous and/or current employer should not be made 
without the individual’s prior written permission. For periods of self-
employment, the individual should be asked to co-operate in providing 
evidence (e.g. from bankers, accountants, solicitors, trade or client 
references etc), as appropriate, confirming that the individual’s 
business was properly conducted and was terminated satisfactorily. 


 
 


4.2 Where the Contractor continues to seek references, reasonable steps 
should be taken to ensure they are genuine, especially where they 
appear less than convincing (e.g. are provided on poor quality paper or 
contain basic spelling or grammatical errors). Such checks might 
include:   


 


 Telephoning the author to confirm they provided the reference. In 
these circumstances the telephone number should be ascertained 
independently. A telephone number supplied by the individual being 
checked should not be relied upon; 


 Checking the existence of the employer (e.g. that it appears in the 
phone book or relevant business directories). 


 
4.3 The Contractor may wish to use the Employment History/Reference 


Report Form provided at Annex B when seeking verification of 
employment history/references. It is designed to help former employers 
provide relevant information about the individual and minimise the 
effort involved to prompt a quick response. Alternatively, for speed and 
to keep delays in the process to a minimum, the Contractor may wish 
to e-mail former employers for confirmation of an individual’s 
employment history. In these circumstances, email addresses should 
be ascertained independently. An email address supplied by the 
individual being checked should not be relied on. The telephone can 
be used to check details already provided (e.g. in writing or by email), 
but it is not recommended as an initial or sole means of verifying 
employment history and/or obtaining references unless it is clear that 
the person on the other end is who they claim to be. Where the 
telephone continues to be used for this purpose, the details should still 
be recorded. 


 
4.4 Depending on the individual’s circumstances, the following actions may 


also be required: 
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 Where an individual has been overseas for 6 months or more during 
the previous 3 years, every effort should be made to verify 
employment details or obtain a reference from an overseas 
employer; 


 Where for any reason, confirmation of employment history or an 
employer’ reference is not available, a personal reference should be 
obtained from a referee of some standing in the individuals 
community (e.g. a JP, medical practitioner, officer of the armed 
forces, teacher, lecturer, lawyer, bank manager, civil servant, etc). 
(This is not necessary if the period of coverage is less than 6 
months). 


 Where an individual has been in full time education during the 
period, confirmation or a reference should also be obtained from the 
relevant academic institution(s). 


 
4.5 It may also be possible to make use of an electronic CV checking 


service to assist with this process; there are a number of commercial 
products and service providers available. 
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5. Verification of Nationality and Immigration Status 


 
5.1 Under the Immigration, Asylum and Nationality Act 2006, it is an 


offence for any person to employ a person aged 16 or over who is 
subject to immigration control, unless that person has valid and 
subsisting leave to enter or remain in the UK, which does not prohibit 
him from taking up the employment in question, or unless certain other 
conditions are fulfilled. 


 
5.2 A tool for employers to check if someone can work in the UK is 


provided here.



https://www.gov.uk/legal-right-work-uk
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6. Verification of Criminal Record (“unspent” convictions only) 


 
6.1 Individuals should be asked to complete a ‘Criminal Record 


Declaration Form’ (a suggested template document is provided as 
Annex C). This form relies entirely on the honesty of the individual to 
provide complete and accurate information and it is, therefore, 
necessary to obtain independent verification of the information that has 
been provided. Further guidance on how this should be done is shown 
later in this section.  


 
6.2 In completing the form, individuals should disclose criminal convictions 


that are unspent under The Rehabilitation of Offenders Act 1974 
(Exclusions and Exceptions) Scotland Order 2013 or The 
Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 
(Amendment) England and Wales Order 2013. Under the Act, most 
convictions become spent after five years because most lead to a fine 
or community order. Those convictions that result in short prison 
sentences take longer, while convictions that lead to conditional 
discharge orders generally become spent after the orders have 
expired. Cautions, reprimands and final warnings, which are formal 
admonishments mainly given in police stations, usually become spent 
instantly. Information about the rehabilitation periods for these and 
other sentences can be found on the Internet.   


 
6.3 Where unspent convictions have been declared, the Contractor will 


wish to consider: 
 


 The number of offences and their seriousness. In general a 
number of offences and convictions resulting in prison sentences 
will be of greater concern than single convictions and those that 
have resulted in fines and discharge orders. Those offences that 
result in community penalties are generally more serious than those 
that result in fines and discharge orders, but less serious than those 
that result in imprisonment. 


 The relevance of the offence(s). In general, the relevant offences 
in relation to the Authority’s assets are property offences, notably 
theft and fraud, but also criminal damage. Other offences, such as 
drink-driving, assault and public order offences may in some 
instances be serious, but are not necessarily relevant to a particular 
post. 


 The length of time since the offence occurred. While there will 
always be exceptions to this rule, Home Office statistics show that if 
someone goes more than two years from conviction or release from 
prison without re-offending, their chances of being cautioned or 
convicted again is considerably reduced.  


 The nature and background of the offence. Offence labels tend 
to sound worse than the behaviours they describe and the 
circumstances behind individual offences vary from the mitigating to 
the sorely aggravating. It is important to speak to individuals about 



http://www.legislation.gov.uk/sdsi/2013/9780111019085/contents

http://www.legislation.gov.uk/sdsi/2013/9780111019085/contents

http://www.legislation.gov.uk/uksi/2013/1198/contents/made

http://www.legislation.gov.uk/uksi/2013/1198/contents/made

http://www.legislation.gov.uk/uksi/2013/1198/contents/made

http://www.nacro.org.uk/data/resources/nacro-2007021302.pdf
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their offences in order to make assessment about whether they 
represent a risk or not.  


 The individual’s attitude to the offence and evidence of 
change. Many offenders will regret what they have done and feel a 
sense of remorse. Many will have been young at the time of their 
offences and will have matured and settled down and are unlikely to 
get into trouble again. This is especially true of young women but is 
also true of young men, although generally they take longer to settle 
down. 


 
6.4 It must be stressed that the Authority is committed to combating social 


exclusion and is in no way mandating or encouraging the exclusion of 
individuals purely because they have an unspent criminal conviction.  
While some individuals are likely to be unsuitable because of the 
nature and seriousness of their offences, there should be no blanket 
bans. Rather the best way to determine whether an individual is a risk 
is by discussing their offences and their attitudes to those offences with 
them. Decisions should not be made without giving individuals the 
opportunity to discuss their offences. 


 
6.5 Except in the cases outlined at paragraph 6.7 below, independent 


verification of the information provided in respect of unspent 
convictions, should be obtained by means of a ‘Basic Disclosure 
Certificate’ which can be obtained from Disclosure Scotland 
(www.disclosurescotland.co.uk). A ‘Basic Disclosure Certificate’ is 
available to anyone, for any purpose, subject to confirmation of the 
identity of the applicant and payment of the appropriate fee. The ‘Basic 
Disclosure Certificate’ will contain details of convictions held in central 
police records which are “unspent” according to the ROA, or will state 
that there are no such convictions. Only one copy is issued, normally 
to the individual and will not be provided directly to employers or 
prospective employers unless by prior agreement with Disclosure 
Scotland (see paragraph 6.6 below). 


 
6.6 For those organisations that are likely to have a high volume of 


demand for this service, Disclosure Scotland should be contacted 
directly to discuss the possibility of allowing the organisation to register 
as a ‘Responsible Body’ with them. Such registration would, with the 
prior written consent of each individual applicant, allow for the Basic 
Disclosure Certificate to be sent directly to the organisations HR team 
and for additional features, such as monthly invoicing to be provided. 
No charge is levied for registration for those organisations where only 
Basic Disclosure Certificates are to be provided. Disclosure Scotland 
has indicated that it would be able to provide assistance in 
implementing a suitable process.  


 
6.7 Those organisations recruiting people to work with children and 


vulnerable adults or to specified professional, licensing and regulatory 
bodies have additional legal obligations which require them to obtain a 
different type of criminal record Disclosure Certificate. These 



http://www.disclosurescotland.co.uk/
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‘Standard’ or ‘Enhanced’ Disclosure Certificates provide details of all 
convictions and not just those which are unspent. In England and 
Wales this service is provided by Disclosure and Barring Service 
(DBS) (previously the Criminal Records Bureau) and in Scotland by 
Disclosure Scotland. Organisations using this service are not required 
to duplicate effort by also following the process outlined in paragraph 
6.5 above. For the purposes of applying the HMG baseline Personnel 
Security Standard such organisations should, however, seek to identify 
and disregard spent convictions.  


     
6.8 The availability of the ‘Basic Disclosure Certificate’ service should be 


seen as complementary to existing recruitment practice and should 
only be requested after a candidate has been provided with a 
conditional offer of employment.  


 
6.9 The Authority may request the Contractor to supply evidence that 


Disclosures have been issued in respect of each of their employees 
prior to that individual being given access to the Authority’s Assets. 
Such evidence could include being provided with Disclosure Certificate 
numbers (note that in accordance with Part V of the Police Act 1997, 
unless the Authority has input to the recruitment decision, it has no 
right to view the actual Disclosure Certificate).   


 
6.10 Note specially that the information on criminal convictions 


available from Disclosure Scotland is largely confined to UK residents 
and offences committed in the United Kingdom. The Security Industry 
Authority website does include guidance on obtaining an criminal 
record check in a number of countries (ignore the information included 
about ‘your licence application’ at the end of certain of the entries as 
this relates to SIA application procedures). The Disclosure Scotland 
website also includes limited information on overseas criminal record 
checks.  


 


 Overseas criminal record checker (this link will take you to the 
Security Industry Authority website) 


 Disclosure Scotland website 
 


 
 


 



https://www.gov.uk/government/organisations/disclosure-and-barring-service/about

https://www.gov.uk/government/organisations/disclosure-and-barring-service/about

http://www.the-sia.org.uk/home/licensing/key_holding/wizard/overseas.htm

http://www.disclosurescotland.co.uk/
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7. Post Verification Process 
 


7.1 Details of the checks carried out in each case and the results should 
be recorded on the HMG Baseline Personnel Security Standard 
Verification Record (Annex A) or similar document and the completed 
verification record should be retained on the individual’s personnel 
record. 


 
7.2 It remains the responsibility of the Contractor to ensure that they fully 


comply with the provisions of the Data Protection Act 1998 in respect 
of access to and retention of data held by them. 


 
7.3 Within one month of the end of each calendar year (e.g. by 31st 


January for year ending 31st December), or more frequently where 
specified by the Authority’s Representative, the Contractor shall 
confirm in writing, using the Contractor’s Declaration provided as 
Annex D, that the Standard has been fully complied with in respect of 
each member (or prospective member) of their Staff, or their sub-
contractors staff, to be given access to the Authority’s Assets.  


 
7.4 Additionally, the Contractor shall provide a Contractor’s Declaration 


(Annex D) within 4-weeks of the start of any new commercial 
agreement, in order to confirm that they have undertaken the 
necessary actions as part of implementation activity.   


 
7.5 Subject to their obligations under the Data Protection Act 1998, the 


Contractor shall, on request, provide the Authority’s Representative 
with any additional documentary evidence requested to prove their 
compliance with the Standard.  


 


May 2009 
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Annex A 
 


HMG BASELINE PERSONNEL SECURITY STANDARD  


VERIFICATION RECORD 
 


1. Employee/Applicant Details 


Surname: 


 


Forenames: 


Address: 


 


 


 


 


 


Postcode: 


Date of birth: 


 


Place of birth (town/country): 


Nationality: 


(with dates if applicable) 


Former or dual nationality: 


 


2. Certification of Identity 


Document: Date of issue: 


a) 


 


 


b) 


 


 


c) 


 


 


d) 


 


 


 


3. References (if taken) 


a) Referee: 


 


Relationship: 


Address: 


 


 


 


Length of association: 
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b) Referee: 


 


Relationship: 


Address: 


 


 


 


 


 


Length of association: 


 


 


  


c) Referee: 


 


Relationship: 


Address: 


 


 


 


 


 


Length of association: 


 


 


 


4. Other Information (i.e. verification of employment history (past 3 years); verification of 
nationality and immigration status; unspent criminal record declaration and independent 
verification via Disclosure Scotland; academic certificates seen; additional checks carried out; 
etc). 
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I certify that in accordance with the HMG Baseline Personnel Security Standard: 


 I have personally examined the documents listed at 2 above and have satisfactorily 
established the identity of the above named employee/applicant; 


 I have obtained the references (if taken) and information listed at 3 and 4 above and 
can confirm that these satisfy the requirements. 


Name: 


 


Appointment/Post: 


 


Signature: 


 


Date: 


 


Important: Data Protection Act (1998). This form contains “personal” data as defined by the 
Data Protection Act 1998. It has been supplied to the appropriate HR or security authority 
exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or 
security authority must protect the information provided and ensure that it is not passed to 
anyone who is not authorised to see it. 
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ANNEX B 
 


HMG BASELINE PERSONNEL SECURITY STANDARD 


EMPLOYMENT HISTORY/REFERENCE REPORT FORM 


 
(The draft covering letter shown below may be used together with the HMG Baseline 
Personnel Security Standard Employment History/Reference Report Form overleaf. 
Alternatively the Contractor may wish to include the Report Form with their normal letter 
requesting employment history / references, or gather the required information using other 
standard documentation). 
 
Dear [          ], 
 


SUBJECT: [                     ] 
 


You may be aware that we are required to verify employment history / seek references to help 
confirm the reliability of persons who may have access to Government Assets (defined as 
premises, systems, information or data). The person named above (who is an employee of / 
has applied for employment with) this organisation comes within the terms of this procedure. 
 
S/he has given us your name as a (previous employer) / (personal acquaintance willing to 
give such a reference). It would be appreciated, therefore, if you would be good enough to let 
us have (confirmation (with dates) of his/her employment with you / (any information about 
him/her which you think may help us in assessing his/her reliability) by completing the 
attached Report Form and returning it to us by no later than [insert date]. Your reply will be 
treated in the strictest confidence. 
 
Your cooperation and understanding in this matter will be greatly appreciated. 
 
Yours sincerely 
 
 
 
[Signed] 
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SUBJECT: [                     ] 


 
 


1. How long did the subject work for you and in what capacity? 


From: 


 


To: 


Capacity i.e. appointment/post) 


 


 


2. Are you related to the subject? If so, please state your relationship. 


 


 


 


3. Over what period have you known the subject? 


From: 


 


To: 


 


4. Please state the nature and depth of your acquaintance. 


 


 


 


5. Do you believe the subject to be strictly honest, conscientious and discreet? 


 


 


 


6. Do you know of any factor concerning the subject which might cause his/her fitness 
for employment on sensitive work to be questioned? If so, please give details. 


(Among the factors which are relevant are significant financial difficulties, abuse of alcohol or 
drugs, an extravagant mode of living or signs of mental or physical illness which may impair 
judgement or reliability.) 


 


 


 


 


(Important note – remove before issue. To avoid difficulties in relation to the Disability 
Discrimination Act 1995, the Contractor should note that in the case of mental or physical 
illness there will need to be a proper assessment of whether the person’s condition genuinely 
is a barrier to carrying out the role in question. It is very important to avoid assumptions about 
the effects which a particular condition (e.g. depression) may have on a person’s ability to 
carry out their job.) 


 


Name: 
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Signature: Date: 


 


Contact address: 


 


 


 


Postcode: Tel No: 


 


E-mail: 


 


 


Company Name and Address (Stamp if applicable): 


 


 


 


 


 


 


Important: Data Protection Act (1998). This form contains “personal” data as defined by the 
Data Protection Act 1998. It has been supplied to the appropriate HR or security authority 
exclusively for the purpose of the HMG Baseline Personnel Security Standard. The HR or 
security authority must protect the information provided and ensure that it is not passed to 
anyone who is not authorised to see it. 
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ANNEX C 
  


HMG BASELINE PERSONNEL SECURITY STANDARD 


CRIMINAL RECORD DECLARATION FORM 


(for access to Government assets) 
 


Note: If a conditional offer of employment is made to you, you will be required to obtain 
and produce for inspection, a ‘Basic Disclosure’ Certificate from Disclosure Scotland 
(who provide this service for posts located throughout the UK), which provides an 
independent check against the National Collection of Criminal Records to confirm the 
accuracy of the information provided in this Form.    


 


The company named at the bottom of this form has Government contracts, some or all of 
which require it to access Government Assets (defined as premises, systems, information or 
data). The company has a duty to protect these assets and this obligation extends to its 
employees and agents. Since you are, or may become, such a person please complete the 
following sections:   


 


Surname: 


 


Full Forenames: 


 


Full permanent address: 


 


 


 


 Date of Birth: 


 


 


1. Do you have any unspent convictions, cautions, reprimands or warnings? 


 


YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)   


 


2. Have you ever been convicted by a Court Martial or sentenced to detention or dismissal 
whilst serving in the Armed Forces of the UK or any Commonwealth or foreign country? You 
need not declare convictions which are “spent” under the Rehabilitation of Offenders Act 1974 
(Exclusions and Exceptions) Scotland Order 2013 or The Rehabilitation of Offenders Act 
1974 (Exceptions) Order 1975 (Amendment) England and Wales Order 2013. 


 


YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)   


 


 


3. Do you know of any other matters in your background which might cause your reliability or 
suitability to have access to government assets to be called into question? 
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YES / NO (delete whichever is not appropriate) (if yes, please give details overleaf)   


 


If you answered ‘YES’ to any of the questions on this form, please give details below. 


 


 


 


 


 


 


 


I declare that the information I have given on this form is true and complete to the best of my 
knowledge and belief. In addition, I understand that any false information or deliberate 
omission in the information I have given on this form may disqualify me for employment in 
connection with Government contracts. I undertake to notify any material changes in the 
information I have given above, including any future criminal convictions, to the HR or security 
authority concerned. 


 


Signature: 


 


 


Date: 


 


 


 


The information you have given above will be treated in strict confidence. 


 


Important: Data Protection Act (1998). This form asks you to supply “personal” data as 
defined by the Data Protection Act 1998. You will be supplying this data to the appropriate HR 
or security authority where it may be processed exclusively for the purpose of a check against 
the National Collection of Criminal Records. The HR or security authority will protect the 
information which you provide and will ensure that it is not passed to anyone who is not 
authorised to see it. 


By signing the declaration on this form, you are explicitly consenting for the data you provide 
to be processed in the manner described above. If you have any concerns, about any of the 
questions or what we will do with the information you provide, please contact the person who 
issued this form for further information.  


 


Name and address of Sponsoring Company: 
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ANNEX D 
 


HMG BASELINE PERSONNEL SECURITY STANDARD 


CONTRACTOR’S DECLARATION 


Contract/Framework 
Agreement Title: 


 


Contract/Framework 
Agreement Reference No 


 


 


1. Review Period: 


From: To: 


 


2. Number of Staff  Contractors Staff Sub-contractors 
Staff 


(a) Number of staff granted access to DWP Assets 
for the first time in the review period under the 
terms of the above Contract/Framework Agreement 
Number 


  


(b) Number of the above staff in respect of whom 
the HMG Baseline Security Standard checks have 
been fully completed 


  


(c) Number of the above staff in respect of whom 
the HMG Baseline Security Standard checks are 
not yet completed (where specifically authorised) 


  


 


I hereby warrant that during the review period shown above, all staff employed by this 
organisation and by approved sub-contractors who have been granted access to 
Department for Work and Pensions (DWP) Assets (defined as premises, systems, 
information or data) for the first time under the terms of the above Contract/Framework 
Agreement Number, have been assessed for their suitability to do so in accordance 
with the requirements of the HMG Baseline Personnel Security Standard, except as 
indicated at 2(c) above. 


Name: 


 


Job Title: 


 


On behalf of (organisation): 


 


Signature: 


 


Date: 


 


Important: The Contractor should note that a false declaration above may be considered to 
be a fundamental breach of contractual obligations and under certain circumstances may 
constitute criminal negligence.     
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This document contains the HPE Cloud Services and Professional Services Terms 


The Professional Services Terms can be found on page 8 


Customer Terms - Cloud Services


This Agreement governs the purchase of HPE cloud service 
offerings (“Services”) from HPE for Customer’s own business 


purposes and not for resale.  


1. Definitions and Interpretation 


“Affiliate” means an entity controlled by, controlling 


and under common control with a party. 


“Agreement” means collectively these terms, exhibits 


and attachments hereto. 


“Confidential Information” means information 


exchanged under the Agreement that is identified as 
confidential at disclosure or is reasonably understood 
to be confidential given the circumstances of 
disclosure. 


“Customer” means the entity purchasing cloud service 


offerings from HPE under the Service Description  


“Customer Data” means all information entered on 


storage media or equipment by or on behalf of 
Customer or their respective employees, contractors, 
agents, customers and End Users, and information 
derived from such information, including PII. 


“Data Controller” means Customer, as the natural or 


legal person which alone determines the purposes and 
means of the processing of PII.   


“Data Incident” means any unauthorized access, 


acquisition, disclosure or use of Personal Data. 


“Effective Date" means the date specified in the Call 


Off Order.  


"End User" means any individual, agent or other third 


party that uses or receives the Services or acts on 
behalf of the Customer in using or receiving the 
Services or otherwise in performing Customer’s 
obligations under the Agreement. 


“ES-CSC Merger” means any transaction associated 


with the proposed merger of the Enterprise Services 
business unit of  Hewlett Packard Enterprise Co. with 
Computer Sciences Corporation (CSC), as announced 
on 24th May 2016. 


“Force Majeure Event” means circumstances beyond 


a party’s reasonable control that cause delays or 
failures in the party’s performance. 


"HPE" means Hewlett Packard Enterprise Services. 


"HPE Change" means a change to the Agreement in 


accordance with clause 5.     


 “HPE Helion Managed Services Portal” or 
“Managed Services Portal” means the web portal(s) 


from time to time established and maintained for 
customer interaction with HPE. 


 “Order” means a request for Services made by the 


Customer either through the Call Off Order or under an 
open Service Request entered upon a standard form 
as designated by HPE or through the Managed 
Services Portal which will be   effective only upon 
acceptance by HPE.  


“Ordering Documents” (“OD”), consisting of accepted 


Call Off orders, service descriptions, supplementary 
terms, policies and supporting materials.  Specific 
terms of an OD supersede the general terms of this 
Agreement.  


“Personally Identifiable Information” (“PII”) means 


information which can be used to distinguish or trace 
an individual’s identity—either alone or when combined 
with other personal or identifying information which is 
linked or linkable to a specific individual. 


"Service Description" : means the HPE Managed 


service description relating to the service HPE provides 
to Customer.  


"Service Request" means a written request by 


Customer on a standard form for Enterprise Services 
resources and Services against which Orders or 
requests for optional Services or additional services 
may be submitted.   


"Termination Charge" means the amount payable 


under the Agreement upon certain terminations. 


Headings and the division of the Agreement into 
sections, subsections and supporting materials are for 
convenience only and do not affect their meaning. 


2. Term 


  


2.1 This Agreement shall commence on the Effective 
Date and continue for the period of time specified as 
the Term in the Call Off Order: 


(a) unless extended or renewed by mutual 
written agreement of the parties’ Authorized 
Representatives; or  


(b) otherwise terminated as provided within this 
Agreement.   


2.2 If no Term is specified in the Service Description, the 
Agreement will expire two (2) years after the Effective 
Date.   
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3. Provision and Use of Services. 


3.1 HPE will meet or exceed service levels specified in 
the applicable service description referenced in the 
OD.. 


3.2 HPE may suspend provision of Services to Customer 
in the following limited circumstances where HPE 
reasonably believes:  


(a) the Services are, have been, or will be used 
in violation of this Agreement; or 


(b) suspension is necessary to protect HPE’s 
network, systems, operations or other users; 
or  


(c) suspension is required by law. 


3.3 If HPE suspends the Services for any of the above 
reasons, the parties will cooperate to identify and 
rectify issues to ensure that Services may be restored 
as soon as reasonably possible. 


3.4 HPE may use global resources, such as HPE 
Affiliates or third parties, in worldwide locations to 
provide the Services and perform its obligations. Save 
to the extent that HPE has agreed in an OD to provide 
Services from service location(s) in a designated 
geography, HPE may relocate the service location(s) 
from time to time, after reasonable notice to 
Customer.  


4. Scope and Order Placement  


4.1 This Agreement enables Customer and its Affiliates to 
place Orders for Services under the Agreement by 
referencing this Agreement and, as applicable, the 
relevant OD. 


4.2 Customer remains responsible for the financial and 
other obligations of its Affiliates placing Orders under 
the Agreement. 


4.3 Customer and Customer’s Affiliates are not obligated 
to place Orders and HPE is not obligated to accept 
Orders under the Agreement.  


4.4 Services to Customer’s Affiliates may be subject to 
additional or different terms (for example, to 
accommodate differences in laws or business 
practices).     


4.5 Customer may place Orders through an HPE-
designated website or portal, or in writing as directed 
by HPE. Where required by HPE, Orders must specify 
a start date and end date 


. 


5. Changes 


5.1 HPE may change the features and functionality of the 
Services, without degrading them, to make 
improvements, address security requirements and 
comply with changes in law.  HPE will notify Customer 
of changes in accordance with the OD.    


5.2 For any changes that cannot be made through the 
HPE designated website or portal, the Customer can 
submit a change request to HPE in writing.  HPE may 
decline to quote requested changes.  Any quotations 


provided by HPE and accepted by Customer will 
amend and supplement the Agreement effective as of 
the agreed date.  


6. Notifications 


6.1 HPE shall post notifications within a reasonable 
period of time in advance of an HPE Change or HPE 
Maintenance Window in a portal(s) to which Customer 
and/or its End Users have access when using the 
Services or such other method as HPE may 
designate.   


6.2 In addition to, or instead of, the foregoing notice 
method, HPE may transmit notice of HPE Changes by 
e-mail to Customer’s Authorized Representatives and 
Technical Representatives at their then-current e-mail 
addresses (as furnished by Customer).   


6.3 If HPE is required to make an urgent change for 
which HPE is unable to provide prior notice, HPE will 
post notification of any urgent changes that HPE 
believes may affect customers within a reasonable 
time following the urgent change.   


6.4 Additionally, HPE can choose to defer, alter or cancel 
any announced HPE Change for any reason at any 
time, but will give further notice of any such deferral, 
alteration or cancellation.  It is the Customer’s 
responsibility to refer to the means specified by HPE 
for change notices.   


6.5 In the event an HPE Change eliminates or reduces 
any Services or Service Levels, HPE will provide the 
Customer with at least eighteen (18) months’ advance 
notice and the Customer may terminate this 
Agreement and/or the affected OD by giving written 
notice to HPE within 30 days after its receipt of HPE’s 
notice of the change and without paying a termination 
charge. 


7. Data Protection and Security 


7.1 Each party will promptly notify the other upon learning 
of unauthorized access to or use of Customer’s data, 
unless prohibited by law. HPE will investigate causes 
of a data breach, take corrective action to prevent 
recurrence, and assist Customer with the restoration 
of lost or corrupted data according to HPE’s specific 
obligations in the OD. HPE is not responsible for 
viruses or malware introduced by Customer or an end 
user.  


7.2 Customer shall be Data Controller of its data at all 
times and appoints HPE as a processor of PII in 
connection with the Services. HPE does not monitor 
what data Customer enters into, stores or processes 
on HPE infrastructure.  HPE will process Customer’s 
data only as permitted under this Agreement and in 
compliance with applicable data protection laws. 


7.3 HPE may have access to business contact 
information and the other business realated data. 
HPE may make reasonable use of Customer’s 
business contact information in connection with 
performance and delivery of Services.    


7.4 European Personal Data.   
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7.4.1 If Customer reasonably anticipates or discovers that 
its use of the Services will involve storage or 
processing of PII from the European Economic Area 
(“EEA”) or Switzerland, Customer will so inform HPE 
as part of the OD, and provide whatever information 
HPE reasonably requests related to that storage or 
processing.   


7.4.2 Upon Customer’s request, HPE will enter into (or 
cause its Affiliates to enter into) EU Model Contract(s) 
with appendices (including technical and 
organizational security measures) in the form from 
time to time used by HPE and its Affiliates (and 
available to Customer upon request).  Customer 
hereby appoints HPE as its agent to execute EU 
Model Contracts on Customer’s behalf. 


7.5 Customer Data.   


7.5.1 Customer is responsible for managing Customer Data 
and any access to Customer Data. HPE will have 
limited access to Customer Data only where 
necessary to support the IT systems, networks and 
other resources used by HPE to provide the Services.   


7.5.2 If HPE should have access to Customer Data, HPE 
may use or disclose Customer Data only: 


(a) as authorized, directed, or permitted by 
Customer;  


(b) in connection with performance of Services;  


(c) in order to comply with applicable laws, 
regulations, subpoenas, discovery, or similar 
orders or requests;  


(d) to investigate and help to prevent or mitigate 
security threats, fraud or other illegal, 
malicious, or inappropriate activity; or  


(e) with the prior informed consent of affected 
data subjects. 


If and when any such disclosure is required by law HPE 
will (if permitted to do so) make reasonable efforts to 
inform Customer so that Customer may seek legal 
protection.  Customer may retrieve Customer Data at 
any time in its usual format.    


7.6 Data Incidents. 


7.6.1 If applicable laws require notice to public authorities 
or individuals about a Data Incident, Customer shall 
give required notices (with HPE’s cooperation) at 
Customer’s expense, except to the extent that:  


(a) Customer can demonstrate that the Data 
Incident occurred because of HPE’s failure 
to perform its express obligations under the 
Agreement; and  


(b) HPE approves arrangements for notice and 
related remedial measures, if any.   


7.7 Customer Acknowledgements.  


7.7.1 Customer is responsible for:  


(a) security of its Confidential Information and 
Customer Data;  


(b) access or use of Services by any third party 
to whom Customer gives access to its 
content or Services; and   


(c) complying with terms of use for any 
software, content, service or website it loads, 
creates or accesses when using the 
Services.    


7.8 Compliance with Laws and Data Protection.  


7.8.1 Each party will comply with laws and regulations that 
apply to its business and data, and in the case of 
Customer, use of the Services.  


7.8.2 Imports, exports and other transfers of data or 
software stored, used or processed using the 
Services or related infrastructure are Customer’s sole 
responsibility, and Customer will obtain any 
authorizations that may be required.   


7.8.3 Customer will not use, distribute, transfer, or transmit 
any products, software or technical information (even 
if incorporated into other products) in violation of 
applicable export laws and regulations for the same. 


7.8.4 In particular, Customer, and any third party authorized 
by Customer, may not, in violation of applicable laws 
and regulations, transfer, or authorize the transfer, of 
any Services into U.S. embargoed countries or to 
anyone on the U.S. Treasury Department's List of 
Specially Designated Nationals or the U.S. 
Commerce Department's Table of Denial Orders or 
Entity List of proliferation concern, or the U.S. State 
Department's Debarred Parties List.  


7.8.5 By using the Services, Customer, and any third party 
authorized by Customer, represents and warrants that 
it is not located in, under the control of, or a national 
or resident of any such country, or are included on 
any list referred to in clause 7.8.4 


8. Payment 


8.1 Customer will pay invoiced amounts as set out in the 
Service Descriptions and Pricing documents for each 
Service.  


9. Intellectual Property 


9.1 This Agreement does not create a transfer of 
intellectual property (“IP”) ownership. 


9.2 HPE shall obtain and maintain sufficient rights to third 
party software that HPE uses to perform the Services.   


9.3 HPE grants Customer a non-exclusive, worldwide, 
royalty-free right to use the Services and any software 
included in the Services to the extent necessary for 
Customer and its authorized End Users to access, 
use and receive the Services purchased.  Customer 
shall obtain and maintain sufficient rights to third party 
software that Customer uses in connection with its 
receipt of Services and use of related infrastructure, 
including applications or systems software furnished 
or installed by Customer.  


9.4 Customer grants HPE a non-exclusive, worldwide, 
royalty-free right to use its software or other 
intellectual property to the extent necessary to provide 
the Services.  
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10. Confidential Information 


10.1 Confidential Information may only be used for the 
purpose of fulfilling obligations or exercising rights 
under the Agreement, and shared with employees, 
agents or contractors with a need to know such 
information to support that purpose.   


10.2 Confidential Information (other than Customer Data) 
will be protected using a reasonable degree of care to 
prevent unauthorized use or disclosure for two (2) 
years from the date of receipt unless otherwise 
agreed.  In respect of Customer Data, HPE shall 
provide security feaures set out in the Service 
Description.  


10.3 Each party will give the other party prompt notice of 
any third party requests for the other party’s 
Confidential Information and cooperate in the other 
party’s efforts to protect its Confidential Information.  


10.4 When the Agreement expires or terminates, each 
party shall return, destroy, or erase the other party’s 
Confidential Information in its possession (and in the 
possession of its Affiliates and their respective 
officers, directors, employees and agents).   


10.5 These obligations do not cover information that:  


(a) was known or becomes known to the 
receiving party without obligation of 
confidentiality;  


(b) is independently developed by the receiving 
party; or  


(c) where disclosure is required by law or a 
governmental agency.   


11. Audits 


11.1 Customer Audits 


11.1.1 Upon request, after at least thirty (30) days’ written 
notice, Customer’s auditors and regulatory auditors 
may have electronic or logical access to Customer 
Data and Customer’s dedicated environments in order 
to audit Customer’s systems, data, controls, and other 
matters pertinent to Customer’s business.  


11.1.2 Customer may conduct a single annual audit (absent 
unusual circumstances, such as investigations that 
may warrant additional audits).  


11.1.3 HPE will charge a daily rate for Customer requested 
audits and audit support as it may determine in its 
reasonable discretion. 


11.1.4 Customer’s auditors shall have no access to any 
shared infrastructure or to data concerning other HPE 
customers or HPE operations including HPE business 
operations.  


11.1.5 Customer’s auditors may not be competitors of the 
Hewlett Packard Enterprise Company or its Affiliates.  


11.1.6 Customer’s audits are at Customer’s sole expense. 


11.2 Audit Procedures 


11.2.1 Customer’s auditors and regulatory auditors shall 
enter into confidentiality and other appropriate 


agreements reasonably requested by HPE in order to 
protect the confidentiality of its business and other 
customers, assure compliance with relevant technical, 
security and other standards, and prevent any 
disruption of HPE’s operations.  


11.2.2 Use of audit software shall be limited to Customer’s 
dedicated environment(s), comply with HPE’s 
technical, security and other standards, and be 
entirely at Customer’s risk. Customer shall provide 
such audit software to HPE for review and approval at 
Customer’s expense prior to installation.   


11.3 HPE Audits.   


11.3.1 Upon request and at an additional charge, HPE will 
provide to Customer an independent auditor’s report 
on controls placed in operation and tests of operating 
effectiveness for the HPE data center(s) used to 
provide Services, as and when available. 


12. Indemnification and Proportional Responsibility 


12.1 HPE will defend and pay final awards of damages and 
approved settlement payments for third party claims 
against Customer that allege HPE’s performance of 
the Services or use of HPE proprietary technology 
infringes IP rights of a third party (excluding in all 
cases the use or provision of open source software).  


12.2 HPE is not responsible for claims resulting from 
unauthorized use of the Services.  


12.3 Customer will defend and pay final awards of 
damages and approved settlement payments for third 
party claims (including IP infringement claims) against 
HPE concerning:  


(a) acts or omissions of Customer, its Affiliates, 
and their respective users, employees, 
contractors or agents related to receipt or 
use of the Services (including loading and 
use of third party software and other 
content); and  


(b) the rights granted by Customer to HPE for 
the purposes of performing the Services.  


12.4 Defense and payment liability shall be limited 
proportionally to the extent of the relevant party’s 
responsibility.  Neither party shall have any liability to 
the extent that any defense costs, damages or 
settlement payments are attributable to acts or 
omissions of the other party, its Affiliates, or their 
respective employees, agents, or End Users.   


12.5 In cases of infringement, neither party shall be liable 
to the extent that claims of infringement concern: 


(a) infringing matter or instructions supplied by 
the other party; or  


(b) unauthorized modifications or uses of 
hardware, software, or intellectual property. 


12.6 The indemnifying party will rely on prompt notification 
of the claim by the other party, who will  cooperate 
with defense of the claim. 
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12.7 The party entitled to a defense may participate in the 
investigation and defense of claims at its expense 
with its own counsel.  


12.8 If, after receiving timely notice, a responsible party 
fails to defend a third party claim, the other party may 
defend or settle the claim in its discretion and at the 
responsible party’s expense.  


12.9 In cases of infringement, the responsible party may 
procure a license or provide a non-infringing 
substitute or modification.  If neither alternative is 
practical, the parties agree that the allegedly infringing 
matter shall be withdrawn from use in the 
performance or receipt of Services.  


12.10 A responsible party has no obligation to pay or 
reimburse amounts paid for any settlement reached 
without its prior written consent (except in cases of 
failure to defend).  


12.11 Settlements by a responsible party are subject to the 
other party’s prior written consent (which may not be 
withheld if the settlement involves payment of money 
without any admission of liability or other remedy). 
Upon full payment, the responsible party shall be 
subrogated to the other party’s rights, claims and 
defenses.    


13. Limits of Liability 


13.1 Subject to clause 13.2, each party’s aggregate liability 
under this Agreement is limited to the greater of 
£500,000 or charges payable by Customer for the 
Services that are the subject of the claim for the 12-
month period immediately preceding the act or 
omission giving rise to the claim.  


13.2 There is no limit on Customer’s payment obligations, 
third party claims subject to indemnification, or either 
party’s liability for: unauthorized use of IP; death or 
bodily injury caused by their negligence; fraud; wilful 
abandonment of this Agreement, or any liability that 
may not be excluded or limited by law.  


13.3 Subject to clause 13.2, neither party will be liable for: 


(a) lost revenue or profits; 


(b) downtime costs; 


(c) loss or damage to content; or  


(d) any indirect, special, consequential or 
punitive damages. 


14. Excused Performance 


14.1.1 Each party will be excused from delays or failures to 
perform to the extent caused by acts or omissions of 
the other party, its employees, agents, End Users, 
Affiliates or contractors, and/or to the extent caused 
by a Force Majuere Event.  Performance is not 
excused for payment obligations. 


 


14.1.2 Performance is not excused to the extent the delay or 
failure could have been prevented by: 


(a) normal precautions (such as emergency 
power); or  


(b) HPE’s execution of a disaster recovery plan 
if: 


(i) included in the relevant Service 
Description; 


(ii) Customer has chosen relevant 
options; and  


(iii) execution of the plan is not 
prevented or disrupted by the same 
or another Force Majeure Event. 


14.1.3 Charges shall be reduced proportionally if Services 
are unavailable because of a Force Majeure Event.  


14.1.4 If HPE is unable to restore Service within forty-five 
(45) days after a Force Majeure Event, Customer may 
terminate the affected OD for its convenience by 
giving written notice and without paying a Termination 
Charge (subject to any applicable minimum). 


 


15. Dispute Resolution  


15.1 The parties will cooperate to reach amicable 
resolution before seeking other remedies, except as 
needed to prevent imminent harm (e.g., to protect 
confidentiality or address security concerns).  


15.2 Unless otherwise provided in the OD, this Agreement 
is governed by the laws England and the courts of 
England will have jurisdiction.  


15.3 Each party will pay its own costs and legal fees. 


16. Termination  


16.1 Terms in this agreement which by their nature extend 
beyond termination or expiration of this Agreement 
will remain in effect until fulfilled and apply to 
successors and permitted assignees.   


16.2 Termination of this Agreement shall terminate all ODs 
in accordance with their terms.  


16.3 Expiration of this Agreement shall not terminate any 
outstanding OD validly entered into during the Term 
of the Agreement.  Such OD will continue to be 
subject to terms of this Agreement until completion.   


16.4 Termination for Cause 


16.4.1 Either party may terminate this Agreement, and/or the 
applicable OD if the other party: 


(a) breaches a material obligation,  


(b) subject to clause 16.4.2 fails to cure the 
breach within thirty (30) days after receiving 
written notice of the details, and  


(c) thereafter delivers a second written notice 
specifying a termination date at least fifteen 
(15) and no more than thirty (30) days later.  


16.4.2 If a material breach cannot be cured with reasonable 
diligence within thirty (30) days, the breaching party 
may have up to an additional thirty (30) days to cure. 


16.5 Termination for Insolvency 
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16.5.1 If either party becomes insolvent, unable to pay debts 
when due, files for or is subject to bankruptcy or 
receivership or asset assignment, the other party may 
terminate this Agreement, all ODs and cancel any 
unfulfilled obligations. 


16.6 Customer Termination for Convenience 


16.6.1 After expiration of any minimum term commitment(s) 
stated in the OD, Customer may terminate any OD, 
wholly or partially (subject to minimum requirements) 
by (a) giving whatever prior notice may be required in 
the applicable OD and (b) paying any applicable 
Termination Charge within thirty (30) days after the 
date of HPE’s invoice. 


16.7 An OD may specify additional termination rights 
applicable to that OD. 


17. General Provisions 


17.1 This Agreement represents the parties’ entire 
understanding, and replaces any prior communication 
or agreements, related to the Services.  


17.2 The parties are independent contractors and neither 
party is an agent for the other, or authorized to bind 
the other party to any agreement with a third party.  


17.3 Neither party may assign this Agreement without the 
other party’s prior written consent, except in 
connection with a transfer effecting a change in 
control of a party’s business unit using or providing 
the Services, in which case the other party will receive 
reasonable notice provided that HPE may assign, 
transfer  or novate a Contract in connection with the 
ES-CSC Merger, for which Customer’s consent is 
deemed to have been given. 


17.4 Except as otherwise provided in the OD, waivers and 
modifications will be made only through signed 
writings and notices will be given in writing by courier, 
e-mail or fax, with proof of delivery, and effective upon 
receipt by the parties’ representatives at their usual 
business address. Waivers are not continuous unless 
so stated and a waiver of one provision does not 
waive other provisions.  


17.5 Invalidity or unenforceability of one provision does not 
affect other provisions.  


17.6 The Agreement may be executed in one or more 
counterparts.  


17.7 The Agreement does not create any third party 
beneficiary rights in any individual or entity that is not 
a party to the Agreement. 


17.8 All warranties, conditions and other terms implied by 
law are excluded from the Agreement to the fullest 
extent possible.  


 


18. Acceptable Use Policy 


18.1 HPE expects that Customer will use the Services in 
an ethical, legal, authorized, and otherwise proper 
manner. Any illegal, unauthorized, or improper use of 
the Services could be harmful to HPE, its licensors, its 
customers, the technological integrity of its 


infrastructure, the Services or other services, or may 
otherwise damage HPE’s reputation.   


18.2 This Acceptable Use Policy (this “AUP” or “Policy”) 
describes prohibited uses of the Services including 
any portals to which Customer and/or its end users 
have access when using the Services (“Portal”). The 
examples described in this Policy are not exhaustive, 
and HPE may modify this Policy at any time by 
issuing a revised Policy, and/or posting a revised 
version on a Portal or a related website, after 
reasonable notice to affected customers. By using the 
Services or accessing a Portal, Customer agrees to 
comply with the latest version of this Policy.   If 
Customer violates this Policy or authorizes or permits 
others to do so, HPE may immediately suspend some 
or all Services or terminate Customer’s use of the 
Services in accordance with the Fast Track Modular 
MSA (“Agreement”). 


18.3 This Policy forms part of the terms of the Agreement. 
Customer is solely responsible for violations of this 
Policy by Customer or anyone using the Services, 
whether or not authorized by Customer, including 
Customer’s employees, Customer’s contractors, or 
Customer’s customers and end users.  


Obligation to Report 


18.4 In delivering these Services, HPE provides the 
physical or virtual servers, related storage and other 
resources, support and optional services according to 
the terms of the Agreement. In the course of 
delivering these Services, HPE does not monitor, and 
may not be aware of, Customer’s use of the Services, 
including Customer’s loading and managing of its 
application software, Customer Data, or its content. 
Except as needed to deliver the Services, as 
authorized by Customer, contemplated by the 
Agreement, or as required by law, HPE will not have 
access to Customer software, Customer Data, or 
content.  


18.5 Therefore, if Customer becomes aware of any 
violation of this Policy, Customer agrees to notify HPE 
immediately and cooperate in any efforts to stop or 
remedy the violation. To report any such violation or 
suspicion of such violation, please contact either the 
HPE Authorized Representative, Operations Center 
Desk, or Service Desk, immediately. 


18.6 HPE may investigate any violation of this Policy or 
misuse of the Service or a Portal, although HPE is not 
obligated to do so. HPE may deem it necessary to 
report any activity that it suspects violates any law or 
regulation to appropriate law enforcement officials, 
regulators, or other appropriate third parties, without 
necessarily advising Customer. Such reporting may 
include disclosing appropriate Customer information, 
and network and systems information related to 
alleged violations of this AUP or the Agreement. HPE 
may cooperate with appropriate public agencies or 
other appropriate third parties to assist with the 
investigation and prosecution of illegal conduct 
related to alleged violations of this Policy. 


Accurate Information Required 
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18.7 Customer agrees to provide accurate and complete 
information when Customer purchases or uses the 
Service, and Customer agrees to keep such 
information accurate and complete during the entire 
time that Customer uses the Service 


No Illegal, Harmful, or Offensive Usage or Content 


18.8 Customer will use the Service only in accordance with 
the terms of the Agreement and with all applicable 
laws and regulations in all relevant jurisdictions. 


18.9 Customer may not use, or encourage, promote, 
facilitate, or instruct others to use the Services for any 
use that HPE reasonably believes to be illegal, 
harmful, or offensive, or to transmit, store, or 
otherwise make available any content that HPE 
reasonably believes to be illegal, harmful, or 
offensive. These prohibited activities and content 
include: 


 Illegal activities, including disseminating, promoting, 
or facilitating pornography, or any activity that is likely 
to be in breach of, or does breach, any applicable 
laws or regulations including data protection. 


 Any offensive content that is defamatory, obscene, 
deceptive, abusive, an invasion of privacy, 
objectionable, or otherwise inappropriate. 


 Any content that infringes or misappropriates the 
intellectual property or proprietary rights of others or 
assists others in infringing any such rights. 


 Any activities that may be harmful to the Services or 
to HPE’s reputation, including engaging in any 
fraudulent or deceptive practices. 


No Security Violations 


18.10 Customer may not use the Service to violate, or 
attempt to violate, the security or integrity of any 
network, cIMomputer, or communications system, 
software application, or network or computing device 
(individually or collectively “System(s)”). These 
prohibited activities include Customer taking, or 
attempting to take, any of the following actions: 


 Gaining unauthorized access to the Services or any 
other accounts or Systems, whether through high-
volume, automated, or electronic processes, hacking, 
password mining, reverse engineering, or any other 
means. 


 Probing, vulnerability scanning, or penetration testing 
of any System, or breaching any security or 
authentication measures without obtaining prior 
written approval from HPE.  In particular, social 
engineering, denial of service, destructive, and 
password sniffing or cracking tests are not permitted. 
(Audits, if any, are subject to the terms of the 
Agreement.)  


 Monitoring data or traffic on any System without such 
permission. (Customer may, however, monitor data or 


traffic on resources dedicated to Customer’s exclusive 
use.) 


 Falsifying the origin of any TCP-IP packet headers, 
email headers, or any part of a message. 


No Interference or Disruption of Services or 
Others’ Networks, Systems, or Internet 
Connections 


18.11 Customer may not make network connections to any 
users, hosts, or networks unless Customer has 
permission to communicate with them. Customer may 
not take any action, or attempt any action, that 
interferes with or disrupts the proper functioning of 
any System. These prohibited activities include 
Customer taking, or attempting to take, any of the 
following actions: 


 Engaging in any activity that interferes with or 
adversely affects other HPE customers’ use of 
the Services. 


 Collecting information by deceit, under false 
pretenses, or by impersonating any person or 
entity or otherwise misrepresenting Customer’s 
affiliation with a person or entity.     


 Using any content or technology that may 
damage, interfere with, intercept, or take 
unauthorized control of any system, program, or 
data, including viruses, worms, or time bombs. 


 Using the Service in any manner that appears to 
HPE to threaten HPE’s infrastructure. This 
includes Customer’s providing inadequate 
security, allowing unauthorized third party 
access, or attempting to circumvent HPE’ 
measures for controlling, monitoring, or billing 
usage.  


 Uploading or otherwise using viruses, worms, 
corrupt files, Trojan horses, or other malware, or 
any other content which may compromise the 
Service, HPE’s operations, or its performance for 
other HPE customers.   


 Interfering with the proper functioning of any 
System, including any deliberate attempt to 
overload a System by any means. 


 Monitoring or crawling a System so that such 
System is impaired or disrupted. 


 Conducting or condoning denial of service 
attacks. 


 Avoiding any use limitations placed on a System, 
such as access and storage limitation. 
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Customer Terms - Cloud Professional  Services


This Agreement governs the purchase of HPE cloud service 
offerings (“Services”) from HPE for Customer’s own business 


purposes and not for resale.  


 


HPE CUSTOMER TERMS - PROFESSIONAL SERVICES  
1. Parties. These terms represent the agreement 
(“Agreement”) that governs the purchase of professional 


services from the Hewlett-Packard Company entity identified in 
the signature section below (“HPE”) by the Customer entity 
identified below (“Customer”).  
2. Orders. “Order” means the accepted order including any 


supporting material which the parties identify as incorporated 
either by attachment or reference (“Supporting Material”). 


Supporting Material may include (as examples) specifications, 
standard or negotiated service descriptions, data sheets and 
their supplements, and statements of work (SOWs), published 
warranties and service level agreements, and may be available 
to Customer in hard copy or by accessing a designated HPE 
website.  
3. Scope and Order Placement. These terms may be used by 


Customer either for a single Order or as a framework for 
multiple Orders. In addition, these terms may be used on a 
global basis by the parties’ “Affiliates”, meaning any entity 


controlled by, controlling, or under common control with a 
party. The parties can confirm their agreement to these terms 
either by signature where indicated at the end or by 
referencing these terms on Orders. Affiliates participate under 
these terms by placing orders which specify service delivery in 
the same country as the HPE Affiliate accepting the Order, 
referencing these terms, and specifying any additional terms or 
amendments to reflect local law or business practices.  
4. Order Arrangements. Customer may place orders with 


HPE through our website, customer-specific portal, or by letter, 
fax or e-mail. Where appropriate, orders must specify a service 
delivery date. If Customer extends the service delivery date of 
an existing Order beyond ninety (90) days, then it will be 
considered a new order.  
5. Prices and Taxes. Prices will be as quoted in writing by 


HPE or, in the absence of a written quote, as set out on our 
website, customer-specific portal, or HPE published list price at 
the time an order is submitted to HPE. Prices are exclusive of 
taxes, duties, and fees (including installation, shipping, and 
handling) unless otherwise quoted. If a withholding tax is 
required by law, please contact the HPE order representative 
to discuss appropriate procedures. HPE will charge separately 
for reasonable out-of-pocket expenses, such as travel 
expenses incurred in providing professional services.  
6. Invoices and Payment. Customer agrees to pay all 


invoiced amounts within thirty (30) days of HPE’s invoice date. 
HPE may suspend or cancel performance of open Orders or 
services if Customer fails to make payments when due.  
7. Professional Services. HPE will deliver any ordered IT 


consulting, training or other services as described in the 
applicable Supporting Material.  
8. Professional Services Acceptance. The acceptance 


process (if any) will be described in the applicable Supporting 
Material, will apply only to the deliverables specified, and shall 
not apply to other products or services to be provided by HPE.  
9. Dependencies. HPE’s ability to deliver services will depend 


on Customer’s reasonable and timely cooperation and the 
accuracy and completeness of any information from Customer 
needed to deliver the services.  


10. Change Orders. We each agree to appoint a project 


representative to serve as the principal point of contact in 
managing the delivery of services and in dealing with issues 
that may arise. Requests to change the scope of services or 
deliverables will require a change order signed by both parties.  
11. Services Performance. Services are performed using 


generally recognized commercial practices and standards. 
Customer agrees to provide prompt notice of any such service 
concerns and HPE will re-perform any service that fails to meet 
that standard.  
12. Services with Deliverables. If Supporting Material for 


services define specific deliverables, HPE warrants those 
deliverables will conform materially to their written 
specifications for 30 days following delivery. If Customer 
notifies HPE of such a non-conformity during the 30 day period 
HPE will promptly remedy the impacted deliverables or refund 
to Customer the fees paid for those deliverables and Customer 
will return those deliverables to HPE.  
13. Eligibility. HPE’s service, support and warranty 


commitments do not cover claims resulting from:  
1. improper use, site preparation, or site or 


environmental conditions or other non-compliance 
with applicable Supporting Material;  


2. Modifications or improper system maintenance or 
calibration not performed by HPE or authorized by 
HPE;  


3. failure or functional limitations of any non-HPE 
software or product impacting systems receiving HPE 
support or service;  


4. malware (e.g. virus, worm, etc.) not introduced by 
HPE; or  


5. abuse, negligence, accident, fire or water damage, 
electrical disturbances, transportation by Customer, or 
other causes beyond HPE’s control.  


 
14. Remedies. This Agreement states all remedies for 


warranty claims. To the extent permitted by law, HPE disclaims 
all other warranties.  
15. Intellectual Property Rights. No transfer of ownership of 


any intellectual property will occur under this Agreement. 
Customer grants HPE a non-exclusive, worldwide, royalty-free 
right and license to any intellectual property that is necessary 
for HPE and its designees to perform the ordered services. If 
deliverables are created by HPE specifically for Customer and 
identified as such in Supporting Material, HPE hereby grants 
Customer a worldwide, non-exclusive, fully paid, royalty-free 
license to reproduce and use copies of the deliverables 
internally.  
16. Intellectual Property Rights Infringement. HPE will 


defend and/or settle any claims against Customer that allege 
that an HPE-branded product or service as supplied under this 
Agreement infringes the intellectual property rights of a third 
party. HPE will rely on Customer’s prompt notification of the 
claim and cooperation with our defense. HPE may modify the 
product or service so as to be non-infringing and materially 
equivalent, or we may procure a license. If these options are 
not available, we will refund to Customer the amount paid for 
the affected product in the first year or the depreciated value 
thereafter or, for support services, the balance of any pre-paid 
amount or, for professional services, the amount paid. HPE is 
not responsible for claims resulting from any unauthorized use 
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of the products or services. This section shall also apply to 
deliverables identified as such in the relevant Support Material 
except that HPE is not responsible for claims resulting from 
deliverables content or design provided by Customer.  
17. License Term and Termination. Unless otherwise 


specified, any license granted is perpetual, provided however 
that if Customer fails to comply with the terms of this 
Agreement, HPE may terminate the license upon written 
notice. Immediately upon termination, or in the case of a 
limited-term license, upon expiration, Customer will either 
destroy all copies of the software or return them to HPE, 
except that Customer may retain one copy for archival 
purposes only.  
18. Confidentiality. Information exchanged under this 


Agreement will be treated as confidential if identified as such at 
disclosure or if the circumstances of disclosure would 
reasonably indicate such treatment. Confidential information 
may only be used for the purpose of fulfilling obligations or 
exercising rights under this Agreement, and shared with 
employees, agents or contractors with a need to know such 
information to support that purpose. Confidential information 
will be protected using a reasonable degree of care to prevent 
unauthorized use or disclosure for 3 years from the date of 
receipt or (if longer) for such period as the information remains 
confidential. These obligations do not cover information that: i) 
was known or becomes known to the receiving party without 
obligation of confidentiality; ii) is independently developed by 
the receiving party; or iii) where disclosure is required by law or 
a governmental agency.  
19. Personal Information. Each party shall comply with their 


respective obligations under applicable data protection 
legislation. HPE does not intend to have access to personally 
identifiable information (“PII”) of Customer in providing 


services. To the extent HPE has access to Customer PII stored 
on a system or device of Customer, such access will likely be 
incidental and Customer will remain the data controller of 
Customer PII at all times. HPE will use any PII to which it has 
access strictly for purposes of delivering the services ordered.  
20. Global Trade compliance. Services and 


products/deliverables provided under these terms are for 
Customer’s internal use and not for further commercialization. 
If Customer exports, imports or otherwise transfers products 
and/or deliverables provided under these terms, Customer will 
be responsible for complying with applicable laws and 
regulations and for obtaining any required export or import 
authorizations. HPE may suspend its performance under this 
Agreement to the extent required by laws applicable to either 
party.  


21. Limitation of Liability. HPE’s liability to Customer under 


this Agreement is limited to the greater of £1,000,000 or the 
amount payable by Customer to HPE for the relevant Order. 
Neither Customer nor HPE will be liable for lost revenues or 
profits, downtime costs, loss or damage to data or indirect, 
special or consequential costs or damages. This provision 
does not limit either party’s liability for: unauthorized use of 
intellectual property, death or bodily injury caused by their 
negligence; acts of fraud; wilful repudiation of the Agreement; 
nor any liability which may not be excluded or limited by 
applicable law.  
22. Disputes. If Customer is dissatisfied with any services 


purchased under these terms and disagrees with HPE’s 
proposed resolution, we both agree to promptly escalate the 
issue to a Vice President (or equivalent executive) in our 
respective organizations for an amicable resolution without 
prejudice to the right to later seek a legal remedy.  
23. Force Majeure. Neither party will be liable for performance 


delays nor for non-performance due to causes beyond its 
reasonable control, except for payment obligations.  
24. Termination. Either party may terminate this Agreement 


on written notice if the other fails to meet any material 
obligation and fails to remedy the breach within a reasonable 
period after being notified in writing of the details. If either party 
becomes insolvent, unable to pay debts when due, files for or 
is subject to bankruptcy or receivership or asset assignment, 
the other party may terminate this Agreement and cancel any 
unfulfilled obligations. Any terms in the Agreement which by 
their nature extend beyond termination or expiration of the 
Agreement will remain in effect until fulfilled and will apply to 
both parties' respective successors and permitted assigns.  
25. General. This Agreement represents our entire 


understanding with respect to its subject matter and 
supersedes any previous communication or agreements that 
may exist. Modifications to the Agreement will be made only 
through a written amendment signed by both parties. The 
Agreement will be governed by the laws of the country of HPE 
or the HPE Affiliate accepting the Order and the courts of that 
locale will have jurisdiction, however, HPE or its Affiliate may, 
bring suit for payment in the country where the Customer 
Affiliate that placed the Order is located. Customer and HPE 
agree that the United Nations Convention on Contracts for the 
International Sale of Goods will not apply.  
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Hewlett Packard Enterprise – in safe hands 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well-respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners places their faith in our long history 
of creating successful solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


You can learn more at: 


hpe.com/uk/en/home.html 


facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 


Credentials 


Hewlett Packard Enterprise: 


HPE G Cloud Services provide access to hosted applications, and other New Style of IT 
services such as Workplace & Mobility and Unified Communication for over half a million 
Government employees; 


Manages the world’s largest private network, blocking more than 78 million 
intrusions monthly. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If at any point you are unsure of the offering 
described below, please drop us a line on: 


+0044 (0)560 303 4826 


ukpsframework.response@hp.com  
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1. The move to cloud 
In today’s world, your organisation demands increased IT agility, responsiveness, 
reliability, security, and efficiencies. How do you manage these while lowering costs?  


Traditional IT: under pressure 


In some areas of the UK public sector, it might feel like your systems have become too 
complicated, cumbersome and, in some cases, unusable.  


Here’s why: by 2020, more than a trillion applications (from Microsoft Exchange to 
bespoke electronic patient record software to judicial case management software) will 
be exchanging 58 zettabytes of digital data over 100 billion devices. 


Aside from being a policy objective, moving to a secure cloud-based service is now 
business critical, from the boardroom to Westminster, to government agencies and 
public bodies. 


How cloud can untangle IT complexity; provide speed, agility and security 


The idea of cloud transformation can sound daunting and futile. What is the value of 
migrating this complexity out of a physical server into a virtual one? 


Part of the problem is that the term ‘Cloud’ doesn’t describe a single service. It is a 
catch-all term that relates to a broad range of propositions which sit together in the 
cloud computing stack. 


In Hewlett Packard Enterprise, you will find a trusted partner which provides the public 
sector with a ‘big picture’ perspective, making sure that every service we offer – 
however big or small – is done so in consideration of your broader needs.  


Each organisation is experiencing its own unique stage of digital transformation and will 
naturally have different needs. But, we do not believe in selling one service for a certain 
cost if it is reliant on another that carries a separate price tag.  


So, for every cloud service we provide on the G-Cloud framework, we’ll help you find 
the one which is right for you. Some work in isolation, some do not.  


Included within the cost of any cloud services, therefore, we offer a free, no-strings 
half-day Discovery Workshop to help you map your journey to the cloud and identify 
the service or services on the Digital Marketplace that best align to your digital 
transformation objectives. 


We can provide round-the-clock support and intelligence in all aspects of cloud 
computing. If you are up at 4am with an IT problem, we can be too.  


Our cloud services come with a different set of objectives, each of which are rooted in 
efficiency and flexibility. They do not just host your infrastructure, they untangle it, 
providing flexibility for Application Hosting and make it easier for the end user, be that a 
government official, patient or citizen. 


  







  


 


 


 
 


 


2. What is the service? 
We will build, migrate and manage your virtual private cloud for PSN 
connectivity.  


HPE PaaS for Official PSN is the integrated UK-managed service for your cloud 
transformation accredited for connection to the PSN network. Not only does it provide 
the infrastructure, it enables that infrastructure to be consumed on a platform basis. As 
part of the service, HPE will take care of the migration of servers to the operating 
system (OS), including a hardened OS patching and monitoring service. 


Every feature of this offering, are fully accredited for the public service network (PSN). 


It is appropriate for you if the following sounds familiar: 


“We have a traditional IT infrastructure and we have done our high-level 


planning. We would like an end-to-end solution to ensure we have a fully 


functioning cloud facilitated by a connection to the government’s public 


services network (PSN)” 


Included within the cost of any cloud services is a free, no-strings half-day 
Discovery Workshop to help you map your journey to the cloud and identify the 
service or services on the Digital Marketplace that best aligns to your needs. 


The outcomes of this session are never specific to HPE services and will retain their 
value if you choose to use another supplier for their execution and ongoing 
management. 


3. Is it right for me? 


HPE PaaS for Official PSN is the right choice for your organisation if you want: 


 A professional, accomplished and intelligent supplier to transform your 
traditional IT system to a UK-managed secure cloud which subject to 
connectivity is immediately usable; 


 A platform for developers to thrive on which your existing applications can 
operate; 


 Full management of operating systems (OS), security services and servers; 


 Enterprise-class support included as standard at all service level agreements; 


 A partner with exceptional experience at managing cloud transformation. 


HPE PaaS for PSN is the right choice for your organisation if you need: 


 Cloud services accessible from an accredited connection to the public services 
network (PSN); 


 A highly secure, enterprise-class Managed Virtual Private Cloud, with 
OFFICIAL/OFFICIAL SENSITIVE level security as standard; 


 A consumption-based managed cloud transformation service which handles the 
migration to cloud with minimal disruption at a highly competitive cost; 


 Dedicated and shared virtual and physical servers rooted in the UK; 


 The service to be easily and quickly scalable. 







  


 


 


 
 


 


4. What are the technical features? 


 HPE hardened Windows and RHEL, SuSE Linux OS; 


 Full patching and update service for the OS; 


 Full Windows AV and optional Linux AV service; 


 Vulnerability scanning and policy compliance monitoring for the OS; 


 Support for all virtual and physical servers. 


5. What are the benefits? 


Reduced cost of ownership 


 HPE PaaS minimises capital outlays, increases efficiency and productivity with 
a flexible, consumption-based cloud model; 


 Scales up or down to meet your demand in a cost-effective manner; 


 Enables agile faster procurement cycles; 


 Drives down infrastructure support costs; 


 Avoids cost of configuring new OS releases as they appear; 


 Pay only what you consume / earn discounts as you grow. 


Robust and agile systems 


 HPE PaaS retains the benefits of your existing IT system, such as high levels of 
availability, security and performance, and runs these on an agile, automated 
platform to increase organisational efficiency and prevent vendor lock-in; 


 Avails customers of a broad set of technology, skill sets and services offers to 
address enterprise complexity; 


 Provides enterprise-grade service management tailored to strong but flexible 
governance models; 


 Allows customers to capitalise on an open platform for workload and platform 
migrations. 


Security and compliance 


 HPE PaaS provides as standard, sophisticated security capabilities to keep 
data safe in the face of increased cybersecurity threats; 


 Provides fully-compliant environments which mould around your existing 
authorisation processes; 


 Leverages security, service and support used by major central government 
departments and local government councils. 


6. Where does it fit in the cloud stack? 
HPE PaaS for Official PSN is a managed compute service which encompasses both 
the infrastructure and the platform management required for a functioning cloud-
computing model. It includes the provision of a secure virtual infrastructure for your IT 
system to work within, and manages the necessary OS migration. 







  


 


 


 
 


 


As you can see from the table below, you may also need: 


 An application transformation service to ensure each of your current 
applications will work on the cloud. 


 
Each of these services work in concert, and Hewlett Packard Enterprise offers them all 
as an end-to-end solution. They are separated for the purposes of G-Cloud because it 
may be the case that your IT department prefers to handle them internally. 


This may be because your department has certain, perhaps highly sensitive, workloads 
it would prefer to be held in a private cloud, and others which can be comfortably held 
within a virtual private cloud. This is known as a hybrid cloud.  


This service offering also includes an Application Services Gateway providing the 
means of connecting an internet/citizen facing web tier with a secure hosted 
application. The web tier can either be client hosted a 3rd party or within HPE’s 
commercial Helion Cloud service offering.  


See below in our Auxiliary Solutions some statements which should help you better 
identify your needs and see whether the other solutions we offer would be a better fit 
for your organisation. Alternatively drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com. 


7. What the service includes 
As this is a fully managed cloud service, HPE will do all the work leaving you to 
concentrate on your core business. 


7.1. The right virtual machine (VM) sizes 


We will help you select virtual machine sizes to meet your application requirements.  


7.2. The right server size 
We will help you select physical server sizes to meet application requirements. 


7.3. A range of operating systems 
We will work with you to choose the right operating system for your organisation. HPE 
will ensure the OS updated with the latest patching prior to provisioning the virtual or 
physical servers. 


7.4. Manage your systems 


We will look after your systems management, including change, incident, and problem 
management. 


Service Description HPE solution on G-Cloud 


Software-as-a-Service 
(SaaS) 


Transforming existing applications for 
use on the cloud 


HPE Applications 
Transformation, 
Modernisation and Cloud 


Platform-as-a-Service 
(PaaS) 


A managed cloud service wrapper 
providing a quick and efficient cloud 
transformation 


HPE PaaS 


Infrastructure-as-a-Service 
(IaaS) 


The hardware and software that powers 
it all – servers and storage 


HPE IaaS Compute 







  


 


 


 
 


 


7.5. Keep you safe 


We will help provide security monitoring and anti-malware protection for Windows and 
Linux as standard. 


7.6. The right backup, recovery and archive services 


We will help you choose one of three backup windows most suited to your 
needs: 


 18:00-6:00;  


 21:00-9:00;  


 24:00-12:00.  


Off-site retention complies with FIPS 140-2 Level 1. Options may be priced 
differently and the final price depends on the options you select. 


8. Information assurance 
At the heart of our production processes are infrastructure, software and procedures to 
protect customer data from physical or electronic compromise. This service meets the 
security requirements of the UK Government in relation to information classified at 
OFFICIAL. 


 The service is certified CSA STAR (self assessed); 


 All HPE Data Centres used to accommodate its G-Cloud customer services are 
covered under ISO 27001 certification.  


9. Connectivity  
HPE supports the following network connectivity, and we manage all networking 
infrastructure within our data centre. Depending upon the selection, you may incur 
additional hardware, software, and services costs to establish network connectivity. 


 Certified Network Connectivity – secure connectivity to the client network, 
Helion-G and PSN. VPN connectivity to other secure networks is also 
supported. 


 Security Boundary Service – permits access to applications running in the 
secure environment with network layer 3 to 7 intrusion detection, prevention, 
firewalling and application traffic inspection. 


 Integration Platform as a Service (iPaaS) – provides a configurable, building-
block service for integration between systems with support for multiple protocols 
and policy-based security. Includes file-, message- and web-based transfers. 


10. Network 
 Automated Server Load Balancing: For additional application performance, 


you can provision and configure dedicated or shared load balancing appliances 
to distribute the application loads among two or more cloud servers. Our highly 
available load balancing service supports various algorithms such as round 
robin, least connections, response time, and weighted. 


 Multiple vLANs: The cloud compartment includes a single vLAN protected by a 
dedicated virtual firewall, but you can turn on multiple vLANs for cloud servers 
that require even greater application segregation with an increased security 
profile. 







  


 


 


 
 


 


 Additional Firewall Rules: The compartment includes a dedicated virtual 
firewall with a standard rule set. Subject to HPE specified use conditions, you 
can configure firewall rules to your specifications via a service request.  


 Internal IP Address: Cloud servers have an internal IP address by default. 


11. Support coverage 
Customer will designate up to five (5) technical representatives authorised to contact 
the Operations Centre concerning operational matters.  


Customer may replace any of its authorised representatives or technical 
representatives by giving notice to the HPE authorised representative or Operations 
Centre.  


HPE will provide: 


 Tools for authorised representatives to place and amend orders and request 
changes; and  


 Access for the customer’s technical representatives to the Operations Centre by 
telephone or by submission of an HPE supplied secure web portal.  


The web portal is the preferred method for contacting the Operations Centre. Notices 
given from time to time by HPE (for example, concerning maintenance windows) will be 
transmitted electronically to customer’s authorised representatives. 


The Operations Centre is open three hundred sixty-five (365) days a year, twenty-four 
(24) hours a day, seven (7) days a week and accepts inquiries, requests, and Incident 
reports from customer representatives by telephone or e-mail for non-critical incidents 
only.  


Additionally, HPE will provide information concerning operational changes (such as 
changes in maintenance windows). The Operations Centre conducts business in 
English. 


12. Getting started 
Customer enquiries and Call-Off Contracts should be directed to your appointed 
account manager or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hp.com. 


12.1. Onboarding 


Before using Hewlett Packard Enterprise G-Cloud Services, a sales representative 
or account manager will work with you to identify the service on the Digital 
Marketplace that best aligns to your digital transformation objectives. 


HPE’s consultants can assist with the definition of G-Cloud Service architecture, and 
advise you on ensuring your transition runs smoothly and without disruption.  


When you make an order or ask for a quote, our support desk will acknowledge your 
request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work 
with you to develop the Call-Off Contract, during this process HPE will confirm the 
required order details. 


Once we have processed your order HPE will advise you of the service start date. 
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12.2. HPE responsibilities 


HPE agrees to: 


a) Provide access to the physical and virtual servers, storage and other resources 
specified by the customer’s accepted order(s), through the standard 
connectivity option chosen by customer in its accepted order(s), at the time 
specified by its accepted order. 


b) Install the operating system(s) specified in the accepted order(s) under an HPE 
provided operating system licence, or a customer provided operating system 
license for physical servers or virtual servers on customer dedicated virtual host 
clusters. 


c) Provide and manage the virtual host (for virtual servers only).  


d) Maintain hardware in good working condition. This includes periodic upgrade 
and/or replacement of hardware as HPE deems appropriate.  


e) Provide operating system support and maintenance. This includes periodic 
update of operating system(s) as HPE deems appropriate.  


f) Monitor availability of the servers, HPE-supplied operating system, and HPE’s 
network (up to the customer’s point of connection with HPE).  


g) Investigate outages, perform appropriate corrective action to restore the 
hardware, HPE supplied operating system, and related HPE tools.  


h) Maintain the security features described by the security features document (as 
they may be modified and supplemented from time-to-time by HPE) (“security 
features”), investigate incidents detected, undertake corrective action, and 
report to the customer, as appropriate, all as described in the security features 
document.  


i) Deploy and update commercial anti-malware tools, investigate incidents, and 
undertake remedial action necessary to restore servers and Microsoft operating 
systems to operation. However, HPE assumes no responsibility for viruses or 
other malware introduced by customer or its users, or for restoration of lost or 
corrupted data or applications, other than restoration from then-current backups 
maintained by HPE if customer chooses optional backup and/or archival 
services (which HPE recommends).  


12.3. Customer responsibilities  


Customer agrees to: 


a) Obtain and maintain the HPE supported network access option chosen by the 
customer.  


b) If it has elected in its accepted order(s) for a physical server or a virtual server 
on a customer dedicated virtual host cluster to use its own operating system 
license, obtain (at its expense) such extensions, modifications, or additional 
licenses and support contract as required by HPE to provide the services.  


c) Install its non HPE managed applications and customer data on data disks, 
rather than the system disk, and, if necessary, re-install its applications and 
customer data as needed following any outage.  


d) Correct any security concerns regarding customer installed applications that 
are identified by HPE vulnerability scans.  


e) Comply with customer obligations in the security features.  
f) Comply with HPE’s acceptable use policy (as modified and supplemented from 


time-to-time by HPE) and applicable laws and regulations.  
g) Comply with the terms of all of its software licences and support contracts.  
h) If it has elected to install an Oracle or Microsoft SQL server database 


managed by HPE under a separately executed HPE contract or statement of 
work, customer acknowledges and agrees that use of such databases is only 
permitted on customer managed servers.  







  


 


 


 
 


 


If it has elected to use Red Hat Enterprise Linux as its operating system, review Red 
Hat’s software subscription agreement for end users in the cloud 
(www.redhat.com/licenses/cloud_cssa/). Customer acknowledges and agrees that it 
accepts all risk of use of the Red Hat Enterprise Linux software, including without 
limitation, the risk of customer or third party proprietary software becoming subject to 
the terms of the software subscription agreement, with a requirement that the source 
code to such software be made publicly available. Commercial and pricing 


12.4. Payment terms 


In consideration for the services, the customer will agree to pay any one-time or 
onboarding charges and recurring charges (together, “service charges”) specified 
below. Customer will be charged for when resources become available for customer 
use. HPE reserves the right to increase service charges to support older technology.  


 One-time charges 
One-time charges specified within the customer’s service request(s) that are 
accepted by HPE are incurred as resources are made available to the 
Customer and consist of the unit charge less any applicable volume discount. 
One-time charges will be invoiced in the first monthly invoice following the 
commencement Period start date specified of an accepted Service Request.  


 Recurring charges 
Recurring Service Charges may be fixed or variable by month depending on 
customer usage less any applicable volume discount and will be pro-rated on a 
daily basis for partial months. 


12.5. Supporting information 


a. Service Pricing Document 
b. SFIA Lot 4 Definitions and Pricing (where required) 
c. Service Terms and Conditions  


13. Platform Availability 
HPE PaaS for Government use is supplied with up to 99.99% Availability.  


The availability is dependent upon the agreed support times, maintenance, upgrades 
and driven by the solution design for the clients application(s). I.e. if operational 
resilience has been requested in the form of cluster or horizontal scaling + business 
continuity considerations such as use of the Helion Dual Data Centre High Availability 
options. 


14. Service levels 
The Service Levels are measured monthly.  Availability = (Scheduled Uptime minus 
Unexcused Downtime) divided by Scheduled Uptime. HPE will meet or exceed the 
agreed Service Levels: 


14.1. Measurement and reporting of service levels  


Service Levels are measured and reported from the time servers are made available 
for customer use.  Service credits may be assessed for faults beginning within the first 
full calendar month thereafter.  Service credits are not assessed for partial months, 
although service levels may be reported for partial months. 


HPE will make service level reports available to the customer in the HPE Managed 
Services Portal. These reports include performance and applicable service credits, if 
any, including relevant calculations. 


Service levels are measured and reported from the time the HPE Services are made 
available for customer use. Service levels may be reported for partial months. 







  


 


 


 
 


 


14.2. Service credits 


In the event of a failure to meet the service levels above which is not excused in 
accordance with a term of the contract, the customer will receive compensatory credit 
to its Managed Services Portal account in an amount equal to two times the applicable 
monthly charge (in the month the failure occurred) for the affected physical or virtual 
server or the OS Cluster, pro-rated for the duration of the unexcused downtime. For 
example, if HPE fails to meet the Tier 2 service level of 99% availability due to two 
hours of unexcused downtime of a physical server, customer will receive a credit equal 
to four (4) hours’ charges for that server.  


Service credits may be awarded for service level faults beginning with the first full 
calendar month during which the HPE Services are provided. Service credits are not 
awarded for partial months. Service credits are usable for future orders but expire 
twelve (12) months after issuance or on expiry of the call off contract term. 


14.3. Incident management 


When incidents are either detected by HPE or reported by Customer, HPE will: 


Priority Description Customer Updates 


Priority 1 Emergency Incident Initial notification within 15 minutes and hourly 
updates thereafter 


Priority 2 Business critical 
Incident 


Initial acknowledgment within 30 minutes and 
updates every two (2) hours thereafter 


Priority 3 Important Incident 
requiring action within 
twelve (12) hours 


When scheduled and at status change 
thereafter (e.g., completion) 


Priority 4 Standard Incident 
requiring action within 
one (1) Business Day 


When scheduled and at status change 
thereafter (e.g., completion) 


 


a) Classify incidents according to the following priorities: 


b) Investigate the causes; undertake appropriate remedial action to restore 
affected services as quickly as reasonably possible and in compliance with 
applicable service levels, and thereafter take appropriate action to prevent 
recurrence. Remedial action may include workarounds and later corrective 
action. 


c) Inform you of the status of the incidents at the intervals specified above and 
otherwise at reasonable intervals in accordance with HPE’s standard 
practice. 


d) Inform you of the resolution of the incidents (subject to reopening if the 
resolution is unsuccessful). Resolution may include determinations that 
incidents were caused by defects in the customer’s software or data, user 
errors, or other matters outside the scope of the services and HPE’s 
responsibility. 







  


 


 


 
 


 


14.4. Increasing or decreasing capacity 


Customers may change certain configurations and options to their solution via the 
Managed Services Portal. Changes available through the Managed Services Portal 
may vary from time to time but may include adjustments to capacity and / or the 
addition of optional services (through additional Orders). Customers may request 
operational changes through the Operations Centre (such as changes to IP addresses, 
or server reboots).  


15. Service Delivery Model 
This service offering comes with the following service delivery models designed to meet 


the demands of individual government departments, or particular projects on which 


they are working.  


OFFICIAL PSN  
UK MODEL  


This service delivery model meets all the security requirements 
of the Official Internet UK model with additional secure access 
services required to achieve and maintain PSN assurance.  
 
These include a third party access gateway, File Transfer, 
HPE Internal Secure Access Gateways and an Application 
Services Gateway providing the PSN-assured cloud the 
capability of connecting to internet-facing web services. 


 Secure Network Operations Centre 


 Secure Access Services – PSN 


 HPE Secure Enterprise Service Management 


 Security Operations Centre 


 Third party access 


 Secure File Transfer 


 UKPS Support Model - UK-based, security cleared 
support 


 Applications Services Gateway 


 


16. Complementary solutions  
These solutions are not included within this service but are available as a bolt-on 
should you require them. If you have any questions, please drop us a line on +0044 
(0)560 303 4826 or ukpsframework.response@hp.com. 


16.1. Disaster recovery and continuity 


HPE Disaster Recovery and Continuity Services are a failover capability for your 
infrastructure and applications; mitigation for the worst kind of disasters that IT 
environments can suffer. Crucially, it allows you to replicate your data centres whilst 
they are working, and to ferry them over to a HPE data centre if they break.   


If your organisation requires a DR capability, it is available as a bolt-on to this service.  


For Client Applications hosted in this Cloud service there are a number features within 
our Cloud offering that can be exploited as part of the applications disaster recovery 
design. For example the dual data centre high availability and SAN replication. 


17. Auxiliary solutions  
These solutions are not included in this service but should help you understand the 
full breadth of the HPE cloud portfolio and ensure you are making the right choice. If 







  


 


 


 
 


 


you have any questions, please drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com. 


17.1. Consultancy Services 


“There is no internal consensus between IT and business users on how, or even 
if, we should be using cloud.” 


“We have clear objectives for cloud, but still need to develop a plan to achieve 
them.” 


If this sounds familiar, it might be easier and more cost-effective to search for HPE 
Cloud Advisory Services in the G-Cloud framework to find out how our consultants 
can develop a bespoke assessment and a roadmap for change at a competitive price.  


Our advice and outcomes are never specific to HPE services and will retain their value 
if you choose to use another supplier for their execution and ongoing management. 


18. Appendix 


18.1. Data centre features 


HPE hosts cloud services from next-generation data centres, which include the 
following features:  


 Indoor and outdoor video surveillance 
HPE site monitoring provides indoor/outdoor video surveillance 24 hours a day, 
seven days a week, 365 days a year;  


 Biometric scanners and key card access 
Multiple levels of key card and/or biometric iris or palm scanners control access 
to the data hall; 


 Onsite security personnel 
HPE provides onsite security personnel 24 hours a day, seven days a week, 
365 days a year; 


 N+1 Data Links, Power, UPS, and Cooling 
Redundant network connectivity, power supply, electrical, and cooling features 
support your cloud infrastructure; 


 Customer Audits 
If you need to perform audits of the cloud infrastructure, HPE assists your third-
party auditors by providing guidance and access to the information and data 
they need. Audits may incur additional costs; 


 ITIL Process Alignment 
HPE follows industry-standard compliance profiles, such as ISO27001 and ITIL 
framework, as well as best practices. As part of a global capability the UK data 
centres will be included in the implementation of AT101 SOC2 reports. It is an 
assurance report that provides an auditor’s opinion on the design and operating 
effectiveness of the environment. 


18.2. Network security features 


 Dedicated Virtual Network Compartment 
A dedicated network compartment with a perimeter virtual firewall filters traffic 
flows using management policies that allow only well-defined traffic to move 
through the firewall. This logical separation and isolation of network traffic 
protects data from unauthorised exposure during transport across the network 
infrastructure. 


 Network Intrusion Detection and Prevention 







  


 


 


 
 


 


To enhance security of the cloud’s network perimeter firewall, we monitor in-
bound public Internet traffic with HPE TippingPoint solutions, available at the 
network perimeter. Our Network Intrusion Detection and Prevention service 
works in conjunction with existing dedicated virtual firewalls to scan, detect, 
report, notify, and actively block many identified security threats. 


 Network Traffic Isolation within the HPE VPC network infrastructure 
HPE securely isolates and protects information and processes from 
unauthorised access using features such as fibre channel zoning, customer-
dedicated vLANs, and embedded policy enforcement. 


 Data Transport Service 
HPE has provided a service that allows the transportation of data in and out of 
the HPE virtual private cloud compartment using an approved transportable 
storage device. Data must be encrypted before transport. 


18.3. Server security features 


 Hypervisor Hardening 
This provides VMware hardened configurations to meet HPE standards. Server 
hardening includes communications data encryption, avoidance of insecure 
protocols, use of security extensions, vigilant installation of security patches, 
and much more. A highly secure VMware platform supports the required multi-
tenancy requirements 


 Multi-factor Authentication for Cloud Operational Staff 
HPE restricts access to the cloud management network, servers, and network 
devices by verifying authorised users’ identities with multi-factor authentication. 


 Security Information and Event Management (SIEM) on Hypervisors 


For hypervisors in the HPE management compartment, we use HPE Security 
Information and Event Management on key core systems like the hypervisor to 
provide an extra level of security.  


18.4. Offboarding 


Beginning ninety (90) days before an Order is scheduled to expire, or promptly 
following issuance of a termination notice for an Order or an individual server. An easy 
to follow off boarding process is in place to ensure the smooth cessation of services. 


HPE will:  


a. Give periodic notice to the Customer of pending expiration or termination 
of an Order (as appropriate) and cessation of Service.  


b. Upon request, if the Customer has obtained any of the optional backup 
services described in the Backup, Recovery and Archival Service 
Description, HPE will restore Customer Data to the Customer 
designated server or storage device outside their VPC compartment at 
an HPE data centre pursuant to the Managed VPC Backup, Recovery 
and Archival Service Description. Customer requests for data restore 
service must be submitted prior to expiration or termination of the Order, 
whichever is earlier.  


c. Over-write all storage media (including backups, if any) after (i) receiving 
Customer’s notice that Customer Data and Customer’s software have 
been removed or, if no such notice is received (ii) seven (7) days after 
expiration of Service or the effective date of termination. Thereafter, 
Customer’s software and Customer Data will be erased in accordance 
with procedures set forth in the Security Features Policy without further 
notice to Customer.  







  


 


 


 
 


 


d. Give Customer notice that all operating systems and storage media 
have been erased and that all access to the HPE network and Services 
has ceased.  
 


In a timely manner, the customer will:  


a. Remove all Customer Data and Customer software and notify HPE once 
the removal is complete;  


b. Request that HPE remove Customer’s domain names from the Managed 
VPC domain name server; and  


c. Disconnect from the HPE data centre. 
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Hewlett Packard Enterprise – in safe hands 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well-respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners places their faith in our long history 
of creating successful solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


You can learn more at: 


hpe.com/uk/en/home.html 


facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 


Credentials 


Hewlett Packard Enterprise: 


Monitors and manages more than +1,800,000 managed devices globally; 


Manages the world’s largest private network, blocking more than 78 million 
intrusions monthly. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If at any point you are unsure of the offering 
described below, please drop us a line on: 


+0044 (0)560 303 4826 


ukpsframework.response@hp.com  
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1. The move to cloud 
In today’s world, your organisation demands increased IT agility, responsiveness, 
reliability, security, and efficiencies. How do you manage these while lowering costs?  


Traditional IT: under pressure 


In some areas of the UK public sector, it might feel like your systems have become too 
complicated, cumbersome and, in some cases, unusable.  


Here’s why: by 2020, more than a trillion applications (from Microsoft Exchange to 
bespoke electronic patient record software, to judicial case management software) will 
be exchanging 58 zettabytes of digital data over 100 billion devices. 


Aside from being a policy objective, moving to a secure cloud-based service is now 
business critical, from the boardroom to Westminster, to government agencies and 
public bodies. 


How cloud can untangle IT complexity; provide speed, agility and security 


The idea of cloud transformation can sound daunting and futile. What is the value of 
migrating this complexity out of a physical server into a virtual one? 


Part of the problem is that the term ‘Cloud’ doesn’t describe a single service. It is a 
catch-all term that relates to a broad range of propositions which sit together in the 
cloud computing stack. 


In Hewlett Packard Enterprise, you will find a trusted partner which provides the public 
sector with a ‘big picture’ perspective, making sure that every service we offer – 
however big or small – is done so in consideration of your broader needs.  


Each organisation is experiencing its own unique stage of digital transformation and will 
naturally have different needs. But, we don’t believe in selling one service for a certain 
cost if it is reliant on another that carries a separate price tag.  


So, for every cloud service we provide on the G-Cloud framework, we’ll help you find 
the one which is right for you. Some work in isolation, some don’t.  


Included within the cost of any cloud services, therefore, we offer a free, no-strings 
half-day Discovery Workshop to help you map your journey to the cloud and identify 
the service or services on the Digital Marketplace that best align to your digital 
transformation objectives. 


We can provide round-the-clock support and intelligence in all aspects of cloud 
computing. If you’re up at 4am with an IT problem, we can be too.  


Our cloud services come with a different set of objectives, each of which are rooted in 
efficiency and flexibility. They do not just host your infrastructure, they untangle it, 
providing flexibility for Application Hosting and make it easier for the end user, be that a 
government official, patient or citizen. 


  







  


 


 


 
 


 


2. What is the service? 
HPE PaaS for Official Internet is the integrated managed service for your cloud 
transformation. Not only does it provide the infrastructure, it enables that infrastructure 
to be consumed on a platform basis. As part of the service, HPE will take care of the 
migration of servers to the operating system (OS), including a hardened OS patching 
and monitoring service.  


It is appropriate for you if the following sounds familiar: 


“We have a traditional IT infrastructure and we have done our high-level 


planning. We would like an end-to-end solution to ensure we have a fully 


functioning cloud.” 


Included within the cost of any cloud services is a free, no-strings half-day 
Discovery Workshop to help you map your journey to the cloud and identify the 
service or services on the Digital Marketplace that best align to your needs. 


The outcomes of this session are never specific to HPE services and will retain their 
value if you choose to use another supplier for their execution and ongoing 
management. 


3. Is it right for me? 


HPE PaaS is the right choice for your organisation if you want: 


 A professional, accomplished and intelligent supplier to transform your 
traditional IT system to a managed secure cloud which is immediately usable; 


 A platform for developers to thrive on which your existing applications can 
operate; 


 Full management of operating systems (OS), security services and server 
management; 


 Enterprise-class support included as standard at all service level agreements; 


 A partner with exceptional experience at managing cloud transformation. 


HPE PaaS is the right choice for your organisation if you need: 


 A consumption-based managed cloud transformation service which handles the 
migration to cloud with minimal disruption at a highly competitive cost; 


 A highly secure, enterprise-class Managed Virtual Private Cloud, with OFFICIAL 
level security as standard; 


 Dedicated and shared virtual and physical servers rooted in the UK; 


 The service to be easily and quickly scalable; 


 Official Internet grade connectivity. 


If you need access to both internet facing and OFFICIAL Sensitive compute then this 
service can be used in conjunction with the HPS IaaS and PaaS for PSN Compute. 


4. What are the technical features? 


 HPE hardened Windows and RHEL, SuSE Linux OS 


 Full patching and update service for the OS 







  


 


 


 
 


 


 Full Windows AV and optional Linux AV service 


 Vulnerability scanning and policy compliance monitoring for the OS 


 Support for all virtual and physical servers 


5. What are the benefits? 


Reduced cost of ownership 


 HPE PaaS minimises capital outlays, increases efficiency and productivity with 
a flexible, consumption-based cloud model; 


 Scales up or down to meet your demand in a cost-effective manner; 


 Enables agile faster procurement cycles; 


 Drives down infrastructure support costs; 


 Avoids cost of configuring new OS releases as they appear; 


 Pay for only what you consume / earn discounts as you grow. 


Robust and agile systems 


 HPE PaaS retains the benefits of your existing IT system, such as high levels of 
availability, security and performance, and runs these on an agile, automated 
platform to increase organisational efficiency and prevent vendor lock-in; 


 Avails customers of a broad set of technology, skill sets and services offers to 
address enterprise complexity; 


 Provides enterprise-grade service management tailored to strong but flexible 
governance models; 


 Allows customers to capitalise on an open platform for workload and platform 
migrations. 


Security and compliance 


 HPE PaaS provides as standard, sophisticated security capabilities to keep 
data safe in the face of increased cybersecurity threats; 


 Provides fully-compliant environments which mould around your existing 
authorisation processes; 


 Leverages security, service and support used by major central government 
departments and local government councils... 


6. Where does it fit in the cloud stack? 
HPE PaaS for Official Internet is a managed compute service which encompasses both 
the infrastructure and the platform management required for a functioning cloud-
computing model. It includes the provision of a secure virtual infrastructure for your IT 
system to work within, and manages the necessary OS migration. 


As you can see from the table below, you may also need: 


 An application transformation service to ensure each of your current 
applications will work on the cloud. 







  


 


 


 
 


 


 
Each of these services work in concert, and Hewlett Packard Enterprise offers them all 
as an end-to-end solution. They are separated for the purposes of G-Cloud because it 
may be the case that your IT department prefers to handle them internally. 


This may be because your department has certain, perhaps highly sensitive, workloads 
it would prefer to be held in a private cloud, and others which can be comfortably held 
within a virtual private cloud. This combination is known as a hybrid cloud.  


See below in our Auxiliary Solutions some statements which should help you better 
identify your needs and see whether the other solutions we offer would be a better fit 
for your organisation. Alternatively drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com 


7. What the service includes 
As this is a fully managed cloud service, HPE will do all the work leaving you to 
concentrate on your core business. 


7.1. The right virtual machine (VM) sizes 


We will help you select virtual machine sizes to meet your application requirements.  


7.2. The right server size 
We will help you select physical server sizes to meet application requirements. 


7.3. A range of operating systems 
We will work with you to choose the right operating system for your organisation. HPE 
will ensure the OS is updated with the latest patching prior to provisioning the virtual or 
physical servers 


7.4. Manage your systems 


We will look after your systems management, including change, incident, and problem 
management. 


7.5. Keep you safe 


We will help provide security monitoring and anti-malware protection for Windows and 
Linux come as standard 


  


Service Description HPE solution on G-Cloud 


Software-as-a-Service 
(SaaS) 


Transforming existing applications for 
use on the cloud 


HPE Applications 
Transformation, 
Modernisation and Cloud 


Platform-as-a-Service 
(PaaS) 


A managed cloud service wrapper 
providing a quick and efficient cloud 
transformation 


HPE PaaS 


Infrastructure-as-a-
Service (IaaS) 


The hardware and software that 
powers it all – servers and storage 


HPE IaaS Compute 







  


 


 


 
 


 


7.6. The right backup, recovery and archive services 


We will help you choose one of three backup windows most suited to your 
needs: 


 18:00-6:00;  


 21:00-9:00;  


 24:00-12:00.  


Off-site retention complies with FIPS 140-2 Level 1. Options may be priced differently 
and the final price depends on the options you select. 


 


8. Information assurance 
At the heart of our production processes are infrastructure, software and procedures to 
protect customer data from physical or electronic compromise. This service meets the 
security requirements of UK Government in relation to information classified at 
OFFICIAL. 


 The service is certified meets CSA STAR (self assessed); 


 All HPE Data Centres used to accommodate its G-Cloud customer services are 
covered under ISO 27001 certification.  


9. Connectivity  
HPE supports the following network connectivity, and we manage all networking 
infrastructure within our data centre. Depending upon the selection, you may incur 
additional hardware, software, and services costs to establish network connectivity. 


 Leveraged Internet Bandwidth Service 
An Internet connection to your cloud environment (per Mbps increments).  


 Secured Virtual Private Network Tunnel 
A secured IPSEC VPN connection to your cloud environment.  


 Dedicated Circuit 
A dedicated circuit connection to your cloud environment provided through HPE 
Global Networking Services.  


 Network Switch-as-a-Service 
Supports non-standard devices in the managed virtual private cloud 
environment. We dedicate a managed virtual private cloud-managed network 
switch to a single customer; all the ports on the switch are tagged into a 
managed virtual private cloud LAN. You manage the devices attached to the 
switch or may commission a third party, including HPE, to manage it. 


10. Network 
 Automated Server Load Balancing: For additional application performance, 


you can provision and configure dedicated or shared load balancing appliances 
to distribute the application loads among two or more cloud servers. Our highly 
available load balancing service supports various algorithms such as round 
robin, least connections, response time, and weighted. 


 Multiple vLANs: The cloud compartment includes a single vLAN protected by a 
dedicated virtual firewall, but you can turn on multiple vLANs for cloud servers 
that require even greater application segregation with an increased security 
profile. 







  


 


 


 
 


 


 Additional Firewall Rules: The compartment includes a dedicated virtual 
firewall with a standard rule set. Subject to HPE specified use conditions, you 
can configure firewall rules to your specifications via a service request.  


 Internal IP Address: Cloud servers have an internal IP address by default. 


 


11. Support coverage 
Customers will designate up to five (5) technical representatives authorised to contact 
the Operations Centre concerning operational matters.  


Customers may replace any of its authorised representatives or technical 
representatives by giving notice to the HPE authorised representative or Operations 
Centre.  


HPE will provide: 


 Tools for authorised representatives to place and amend orders and request 
changes; and  


 Access for the customer’s technical representatives to the Operations Centre by 
telephone or by submission of an HPE supplied web form through a secure 
internet website.  


The web form is the preferred method for contacting the Operations Centre. Notices 
given from time to time by HPE (for example, concerning maintenance windows) will be 
transmitted electronically to customer’s authorised representatives. 


The Operations Centre is open three hundred sixty-five (365) days a year, twenty-four 
(24) hours a day, seven (7) days a week and accepts inquiries, requests, and Incident 
reports from customer representatives by telephone or e-mail for non-critical incidents 
only.  


Additionally, HPE will provide information concerning operational changes (such as 
changes in maintenance windows). The Operations Centre conducts business in 
English. 


12. Getting started 
Customer enquiries and Call-Off Contracts should be directed to your appointed 
account manager or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hp.com. 


12.1. Onboarding 


Before using Hewlett Packard Enterprise G-Cloud Services, a sales representative 
or account manager will work with you to identify the service on the Digital 
Marketplace that best aligns to your digital transformation objectives. 


HPE’s consultants can assist with the definition of G-Cloud Service architecture, and 
advise you on ensuring your transition runs smoothly and without disruption.  


When you make an order or ask for a quote, our support desk will acknowledge your 
request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work 
with you to develop the Call-Off Contract, during this process HPE will confirm the 
required order details. 


Once we have processed your order HPE will advise you of the service start date. 



mailto:ukpsframework.response@hp.com





  


 


 


 
 


 


12.2. HPE responsibilities 


HPE agrees to: 


a) Provide access to the physical and virtual servers, storage and other resources 
specified by the customer’s accepted order(s), through the standard 
connectivity option chosen by customer in its accepted order(s), at the time 
specified by its accepted order. 


b) Install the operating system(s) specified in the accepted order(s) under an HPE 
provided operating system licence, or a customer provided operating system 
licence for physical servers or virtual servers on customer dedicated virtual host 
clusters. 


c) Provide and manage the virtual host (for virtual servers only).  


d) Maintain hardware in good working condition. This includes periodic upgrade 
and/or replacement of hardware as HPE deems appropriate.  


e) Provide operating system support and maintenance. This includes periodic 
update of operating system(s) as HPE deems appropriate.  


f) Monitor availability of the servers, HPE-supplied operating system, and HPE’s 
network (up to the customer’s point of connection with HPE).  


g) Investigate outages, perform appropriate corrective action to restore the 
hardware, HPE supplied operating system, and related HPE tools.  


h) Maintain the security features described by the security features document (as 
they may be modified and supplemented from time-to-time by HPE) (“security 
features”), investigate incidents detected, undertake corrective action, and 
report to the customer, as appropriate, all as described in the security features 
document.  


i) Deploy and update commercial anti-malware tools, investigate incidents, and 
undertake remedial action necessary to restore servers and Microsoft operating 
systems to operation. However, HPE assumes no responsibility for viruses or 
other malware introduced by customer or its users, or for restoration of lost or 
corrupted data or applications, other than restoration from then-current backups 
maintained by HPE if customer chooses optional backup and/or archival 
services (which HPE recommends).  


12.3. Customer responsibilities  


Customer agrees to: 


a) Obtain and maintain the HPE supported network access option chosen by the 
customer.  


b) If it has elected in its accepted order(s) for a physical server or a virtual server 
on a customer dedicated virtual host cluster to use its own operating system 
license, obtain (at its expense) such extensions, modifications, or additional 
licenses and support contract as required by HPE to provide the services.  


c) Install its non HPE managed applications and customer data on data disks, 
rather than the system disk, and, if necessary, re-install its applications and 
customer data as needed following any outage.  


d) Correct any security concerns regarding customer installed applications that 
are identified by HPE vulnerability scans.  


e) Comply with customer obligations in the security features.  
f) Comply with HPE’s acceptable use policy (as modified and supplemented from 


time-to-time by HPE) and applicable laws and regulations.  
g) Comply with the terms of all of its software licences and support contracts.  
h) If it has elected to install an Oracle or Microsoft SQL server database 


managed by HPE under a separately executed HPE contract or statement of 
work, customer acknowledges and agrees that use of such databases is only 
permitted on customer managed servers.  







  


 


 


 
 


 


If it has elected to use Red Hat Enterprise Linux as its operating system, review Red 
Hat’s software subscription agreement for end users in the cloud 
(www.redhat.com/licenses/cloud_cssa/). Customer acknowledges and agrees that it 
accepts all risk of use of the Red Hat Enterprise Linux software, including without 
limitation, the risk of customer or third party proprietary software becoming subject to 
the terms of the software subscription agreement, with a requirement that the source 
code to such software be made publicly available. 


13. Commercial and pricing 


13.1. Payment terms 


In consideration for the services, the customer will agree to pay any one-time or 
onboarding charges and recurring charges (together, “service charges”) specified 
below. Customer will be charged for when resources become available for customer 
use. HPE reserves the right to increase service charges to support older technology.  


 One-time charges 
One-time charges specified within the customer’s service request(s) that are 
accepted by HPE are incurred as resources are made available to the 
Customer and consist of the unit charge less any applicable volume discount. 
One-time charges will be invoiced in the first monthly invoice following the 
commencement Period start date specified of an accepted Service Request.  


 Recurring charges 
Recurring Service Charges may be fixed or variable by month depending on 
customer usage less any applicable volume discount and will be pro-rated on a 
daily basis for partial months. 


 Service volume discount 
HPE’s unit charges will, as applicable, be reduced by a volume based discount 
percentage based on the corresponding monthly quantity of operating system 
images initially ordered by customer in the applicable service request. The initial 
discount will be effective on the commitment period start date specified in that 
service request.  


Following the first three months of the commitment period and for each three 
month period thereafter, HPE will determine the actual quantity of operating 
system images procured by the customer under that service request.  


13.2. Supporting information 


a. Service Pricing Document 
b. SFIA Lot 4 Definitions and Pricing (where required) 
c. Service Terms and Conditions  


14. Service levels 
HPE will meet or exceed the following Service Levels for Availability for each of the 
server Tiers specified below. 


The Service Levels are measured monthly.  For the following table, Availability = 
(Scheduled Uptime minus Unexcused Downtime) divided by Scheduled Uptime. HPE 
will meet or exceed the following Service Levels: 


 Tier 2 
Availability 


Tier 3 
Availability 


Tier 4 
Availability 


Physical Servers 99% 99.9% 99.99% 


Virtual Servers 99% 99.95% 99.999% 







  


 


 


 
 


 


“Tiers” are classifications of servers, as follows, and as designated by the 
Customer’s Service Request or Order: 


 Tier 2 refers to single servers in a single data centre, with little or no 
automated failover capabilities. 


 Tier 3 refers to clustered servers in a single data centre with 
automated failover capabilities. 


 Tier 4 refers to clustered servers in a dual data centre with automated 
failover capabilities.  


 HPE does not offer a Service Level Tier 1 server option for Managed 
VPC Service. 


14.1. Measurement and reporting of service levels  


Service Levels are measured and reported from the time servers are made available 
for customer use.  Service credits may be assessed for faults beginning within the first 
full calendar month thereafter.  Service credits are not assessed for partial months, 
although service levels may be reported for partial months. 


HPE will make service level reports available to the customer in the HPE Managed 
Services Portal. These reports include performance and applicable service credits, if 
any, including relevant calculations. 


Service levels are measured and reported from the time the HPE Services are made 
available for customer use. Service levels may be reported for partial months. 


14.2. Service credits 


In the event of a failure to meet the service levels above which is not excused in 
accordance with a term of the contract, the customer will receive compensatory credit 
to its Managed Services Portal account in an amount equal to two times the applicable 
monthly charge (in the month the failure occurred) for the affected physical or virtual 
server or the OS Cluster, pro-rated for the duration of the unexcused downtime. For 
example, if HPE fails to meet the Tier 2 (Option A) service level due to two hours of 
unexcused downtime of a physical server, customer will receive a credit equal to four 
(4) hours’ charges for that server.  


Service credits may be awarded for service level faults beginning with the first full 
calendar month during which the HPE Services are provided. Service credits are not 
awarded for partial months. Service credits are usable for future orders but expire 
twelve (12) months after issuance or on expiry of the call off contract term. 


14.3. Incident management 


When incidents are either detected by HPE or reported by Customer, HPE will: 


a) Classify incidents according to the following priorities: 


 


Priority Description Examples Customer Updates 


Priority 1 Emergency Incident Site down, degraded 
single point of failure, 
site security breach, 
etc. 


Initial notification within 
15 minutes and hourly 
updates thereafter 


Priority 2 Business critical 
Incident 


Site degradation not 
related to single point 
of failure, suspected 
security vulnerability, 
etc. 


Initial acknowledgment 
within 30 minutes and 
updates every two (2) 
hours thereafter 







  


 


 


 
 


 


Priority 3 Important Incident 
requiring action within 
twelve (12) hours 


Preventive work, such 
as restarting servers, 
troubleshooting errors, 
etc. 


When scheduled and 
at status change 
thereafter (e.g., 
completion) 


Priority 4 Standard Incident 
requiring action within 
one (1) Business Day 


Routine preventive 
work 


When scheduled and 
at status change 
thereafter (e.g., 
completion) 


 


b) Investigate the causes; undertake appropriate remedial action to restore 
affected services as quickly as reasonably possible and in compliance with 
applicable service levels, and thereafter take appropriate action to prevent 
recurrence. Remedial action may include workarounds and later corrective 
action. 


c) Inform you of the status of the incidents at the intervals specified above and 
otherwise at reasonable intervals in accordance with HPE’s standard 
practice. 


d) Inform you of the resolution of the incidents (subject to reopening if the 
resolution is unsuccessful). Resolution may include determinations that 
incidents were caused by defects in the customer’s software or data, user 
errors, or other matters outside the scope of the services and HPE’s 
responsibility. 


14.4. Increasing or decreasing capacity 


Customers may change certain configurations and options to their solution via the 
Managed Services Portal. Changes available through the Managed Services Portal 
may vary from time to time but may include adjustments to capacity and / or the 
addition of optional services (through additional Orders). Customers may request 
operational changes through the Operations Centre (such as changes to IP addresses, 
or server reboots).  


15. Service Delivery Models 
This service offering comes with two service delivery models designed to meet the 


demands of individual government departments, or particular projects on which they 


are working.  


OFFICIAL INTERNET  
UK MODEL 


This is appropriate for those departments which require a UK 
based, SC-cleared service delivery model. 


 Global Networks Operations Centre 


 Security Operations Centre 


 HPE Secure Enterprise Service Management (via 
Client Management Compartment) and HPE 
Enterprise Service Management for core/shared 
infrastructure 


 Access via internet 







  


 


 


 
 


 


OFFICIAL INTERNET 
EU MODEL 


This service delivery model uses a European support model 
where the support for the Infrastructure as a Service is 
delivered from HPE’s best shore capability in Europe. 


 Global Networks Operations Centre 


 Security Operations Centre 


 Access via internet 


 Global support model or EU support model and global 
network support for shared network infrastructure (no 
data access) 


 HPE Secure Enterprise Service Management (via 
Client Management Compartment) and HPE 
Enterprise Service Management for core/shared 
infrastructure 


 


16. Complementary solutions  
These solutions are not included within this service but are available as a bolt-on 
should you require them. If you have any questions, please drop us a line on +0044 
(0)560 303 4826 or ukpsframework.response@hp.com 


16.1. Disaster recovery and continuity 


HPE Disaster Recovery and Continuity Services are a failover capability for your 
infrastructure and applications; mitigation for the worst kind of disasters that IT 
environments can suffer. Crucially, it allows you to replicate your data centres whilst 
they're working, and to ferry them over to a HPE data centre if they break.   


For Client Applications hosted in this Cloud service there are a number features within 
our Cloud offering that can be exploited as part of the applications disaster recovery 
design. For example the dual data centre high availability and SAN replication. 


If your organisation requires a DR capability, it is available as a bolt-on to this service.  


16.2. Enhanced connectivity 


“We have a traditional IT infrastructure and we have done our high-level 
planning. We need a supplier to provide us with the base infrastructure required 
to move to the cloud.  


“We would like the management and migration to the cloud to remain in-house 
and we need this infrastructure to connect to the public services network (PSN)” 


This particular service relates to Internet connectivity for OFFICAL hosted services, 
although Hewlett Packard Enterprise can provide the following number of connections 
depending on your requirements. 


Our services can utilise an assured data transport mechanism. They are also fully 
accredited for the PSN Protect network connectivity and can connect to: 


* Public Services Network (PSN); 


* Police National Network (PNN); 


* New NHS Network (N3). 


If you need your infrastructure to connect to the public services network, you will need 
to search for HPE IaaS Compute for OFFICIAL PSN in the G-Cloud Framework for a 
service designed specifically for PSN clearance. 







  


 


 


 
 


 


17. Auxiliary solutions  
These solutions are not included in this service but should help you understand the 
full breadth of the HPE cloud portfolio and ensure you are making the right choice. If 
you have any questions, please drop us a line on +0044 (0)560 303 4826 or 
ukpsframework.response@hp.com 


17.1. Consultancy Services 


“There is no internal consensus between IT and business users on how, or even 
if, we should be using cloud.” 


“We have clear objectives for cloud, but still need to develop a plan to achieve 
them.” 


If this sounds familiar, it might be easier and more cost-effective to search for HPE 
Cloud Advisory Services in the G-Cloud framework to find out how our consultants 
can develop a bespoke assessment and a roadmap for change at a competitive price.  


Our advice and outcomes are never specific to HPE services and will retain their value 
if you choose to use another supplier for their execution and ongoing management. 


18. Appendix 


18.1. Data centre features 


HPE hosts cloud services from next-generation data centres, which include the 
following features:  


 Indoor and outdoor video surveillance 
HPE site monitoring provides indoor/outdoor video surveillance 24 hours a day, 
seven days a week, 365 days a year;  


 Biometric scanners and key card access 
Multiple levels of key card and/or biometric iris or palm scanners control access 
to the data hall; 


 Onsite security personnel 
HPE provides onsite security personnel 24 hours a day, seven days a week, 
365 days a year; 


 N+1 Data Links, Power, UPS, and Cooling 
Redundant network connectivity, power supply, electrical, and cooling features 
support your cloud infrastructure; 


 Customer Audits 
If you need to perform audits of the cloud infrastructure, HPE assists your third-
party auditors by providing guidance and access to the information and data 
they need. Audits may incur additional costs; 


 ITIL Process Alignment 
HPE follows industry-standard compliance profiles, such as ISO27001 and ITIL 
framework, as well as best practices. As part of a global capability the UK data 
centres will be included in the implementation of AT101 SOC2 reports. It is an 
assurance report that provides an auditor’s opinion on the design and operating 
effectiveness of the environment. 


18.2. Network security features 


 Dedicated Virtual Network Compartment 
A dedicated network compartment with a perimeter virtual firewall filters traffic 
flows using management policies that allow only well-defined traffic to move 
through the firewall. This logical separation and isolation of network traffic 







  


 


 


 
 


 


protects data from unauthorised exposure during transport across the network 
infrastructure. 


 Network Intrusion Detection and Prevention 


To enhance security of the cloud’s network perimeter firewall, we monitor in-
bound public Internet traffic with HPE TippingPoint solutions, available at the 
network perimeter. Our Network Intrusion Detection and Prevention service 
works in conjunction with existing dedicated virtual firewalls to scan, detect, 
report, notify, and actively block many identified security threats. 


 Network Traffic Isolation within the HPE VPC network infrastructure 
HPE securely isolates and protects information and processes from 
unauthorised access using features such as fibre channel zoning, customer-
dedicated vLANs, and embedded policy enforcement. 


 Data Transport Service 
HPE has provided a service that allows the transportation of data in and out of 
the HPE virtual private cloud compartment using an approved transportable 
storage device. Data must be encrypted before transport. 


18.3. Server security features 


 Hypervisor Hardening 
This provides VMware hardened configurations to meet HPE standards. Server 
hardening includes communications data encryption, avoidance of insecure 
protocols, use of security extensions, vigilant installation of security patches, 
and much more. A highly secure VMware platform supports the required multi-
tenancy requirements 


 Multi-factor Authentication for Cloud Operational Staff 
HPE restricts access to the cloud management network, servers, and network 
devices by verifying authorised users’ identities with multi-factor authentication. 


 Security Information and Event Management (SIEM) on Hypervisors 


For hypervisors in the HPE management compartment, we use HPE Security 
Information and Event Management on key core systems like the hypervisor to 
provide an extra level of security.  


18.4. Offboarding 


Beginning ninety (90) days before an Order is scheduled to expire, or promptly 
following issuance of a termination notice for an Order or an individual server. An easy 
to follow off boarding process is in place to ensure the smooth cessation of services. 


HPE will:  


a. Give periodic notice to Customer of pending expiration or termination of 
an Order (as appropriate) and cessation of Service.  


b. Upon request, if Customer has obtained any of the optional backup 
services described in the Backup, Recovery and Archival Service 
Description, HPE will restore Customer Data to the Customer 
designated server or storage device outside their VPC compartment at 
an HPE data centre pursuant to the Managed VPC Backup, Recovery 
and Archival Service Description. Customer requests for data restore 
service must be submitted prior to expiration or termination of the Order, 
whichever is earlier.  


c. Over-write all storage media (including backups, if any) after (i) receiving 
Customer’s notice that Customer Data and Customer’s software have 
been removed or, if no such notice is received (ii) seven (7) days after 
expiration of Service or the effective date of termination. Thereafter, 







  


 


 


 
 


 


Customer’s software and Customer Data will be erased in accordance 
with procedures set forth in the Security Features Policy without further 
notice to Customer.  


d. Give Customer notice that all operating systems and storage media 
have been erased and that all access to the HPE network and Services 
has ceased.  
 


In a timely manner, the customer will:  


a. Remove all Customer Data and Customer software and notify HPE once 
the removal is complete;  


b. Request that HPE remove Customer’s domain names from the Managed 
VPC domain name server; and  


c. Disconnect from the HPE data centre. 
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Hewlett Packard Enterprise:  
in safe hands 
About Hewlett Packard Enterprise 


Hewlett Packard Enterprise (HPE) has been in the innovation business for more 
than 75 years. Our intellectual property portfolio, industry-leading global research 
and development capabilities are vast, well respected and trusted by businesses 
around the world. 


Our mission is to help organisations of all sizes – from local start-ups to 
multinational conglomerates – transition from traditional technology platforms to the 
IT systems of the future. Each of these partners place their faith in our long history 
of creating successful, highly customised solutions on which they can depend. 


Hewlett Packard Enterprise delivers high-quality, high-value products, consulting 
and support services in a single package. They have been developed to safely 
accelerate the benefits of the next workplace revolution, providing a flexible solution 
designed to meet requirements for scale, budget and technical ability. 


We will prepare you for the future, speaking the language of today. 


Contact Us  


Hewlett Packard Enterprise supports G-Cloud customers through an unsurpassed 
portfolio of transformation services. If you have a Framework related question or 
query, make the UKPS Frameworks Team your first point of contact. 


Our contact details:  +0044 (0)560 303 4826 


ukpsframework.response@hp.com  


Learn more at:  hpe.com/uk/en/home.html 


    facebook.com/HewlettPackardEnterprise/ 


linkedin.com/company/hewlett-packard-enterprise 



mailto:ukpsframework.response@hp.com

https://www.hpe.com/uk/en/home.html

http://www.facebook.com/HewlettPackardEnterprise/?fref=nf

http://www.linkedin.com/company/hewlett-packard-enterprise
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1. Pricing Summary 
Table 1 details the lowest and highest rates for each of the SFIA roles, as defined in 
the Technical Level Definitions section. 


The HPE rate structure provides banding within each category depending on the 
delivery model chosen: 


 Local Delivery  On-site (Customer premises) Delivery. 


 Regional Delivery   Leveraged Global / Regional Delivery from an HPE site 
     dependent on consulting expertise / location and security 
     requirements. 


The benefit to your business is that Hewlett Packard Enterprise can provide an efficient 
and economical delivery model allowing clients to quickly add technical resources to 
meet growing needs.  


We would be delighted to engage with you and determine the best fit for your projects 
in order to achieve the outcomes you need.  Once agreed, this would form the basis of 
the order, and be subject to the Framework arrangement and terms and conditions 
which support this service 


1.1. Standards for Consultancy Day Rate Cards 
Consultant’s Working Day –   8 hours exclusive of travel and lunch.  


Working Week –     Monday to Friday excluding national holidays 


Office Hours -      09:00 – 17:00 Monday to Friday 


Travel and Subsistence – Included in day rate within M25. Payable at department’s 
standard T&S rates outside M25. 


Mileage –     As above 


Professional Indemnity Insurance –  Included in day rate. 


Value Added Tax (VAT) -    Excluded and chargeable at the prevailing rate 
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1.2. Standard Rate Cards 
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1. Follow £350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


£350.00 – 
£490.00 


2. Assist £415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


£415.00 - 
£585.00 


3. Apply £570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


£570.00 – 
£795.00 


4. Enable £675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


£675.00 - 
£1025.00 


5. Ensure / 
Advise 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


£820.00 - 
£1410.00 


6. Initiate / 
Influence 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


£1320.00- 
£2010.00 


7. Set 
Strategy / 
Inspire 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


£1450.00- 
£2010.00 


Table 1 – SFIA Rates 


For Security Consulting please refer to table 2 below. 


Security Level 3 Level 4 Level 5 Level 6 Level 7 


Daily Rate £630.00 £860.00 £980.00 £1380.00 £2400.00 


Table 2 – SFIA Security Consulting Rates 
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1.3. Technical Level Definitions 


 Autonomy Influence Complexity Business Skills 


1 Follow Works under close 
supervision. Uses little 
discretion. Is expected 
to seek guidance in 
expected situations. 


Interacts with 
immediate colleagues. 


Performs routine 
activities in a 
structured 
environment.  Requires 
assistance in resolving 
unexpected problems. 


Uses basic information 
systems and technology 
functions, applications, and 
processes. Demonstrates an 
organised approach to work. 
Learns new skills and applies 
newly acquired knowledge. 
Has basic oral and written 
communication skills. 
Contributes to identifying 
own development 
opportunities. 


2 Assist Works under routine 
supervision. 


Uses minor discretion 
in resolving problems 
or enquiries. Works 
without frequent 
reference to others. 


Interacts with and may 
influence immediate   
colleagues. May have 
some external contact 
with customers and 
suppliers. May have 
more influence in own 
domain. 


Performs a range of 
varied work activities 
in a variety of 
structured 
environments. 


Understands and uses 
appropriate methods, tools 
and applications. 


Demonstrates a rational and 
organised approach to work. 
Is aware of health and safety 
issues. Identifies and 
negotiates own development 
opportunities. Has sufficient 
communication skills for 
effective dialogue with 
colleagues. Is able to work in 
a team. Is able to plan, 
schedule and monitor own 
work within short time 
horizons. Absorbs technical 
information when it is 
presented systematically 
and applies it effectively. 


3 Apply Works under general 
supervision. Uses 
discretion in 
identifying and 
resolving complex 
problems and 
assignments. Usually 
receives specific 
instructions and has 
work reviewed at 
frequent milestones. 
Determines when 
issues should be 
escalated to a higher 
level. 


Interacts with and 
influences 
department/project 
team members. 


May have working level 
contact with 
customers and 
suppliers. In 
predictable and 
structured areas may 
supervise others. 
Makes decisions which 
may impact on the 
work assigned to 
individuals or phases 
of projects. 


Performs a broad 
range of work, 
sometimes complex 
and non-routine, in a 
variety of 
environments. 


Understands and uses 
appropriate methods, tools 
and applications. 


Demonstrates an analytical 
and systematic approach to 
problem solving. Takes the 
initiative in identifying and 
negotiating appropriate 
development opportunities. 
Demonstrates effective 
communication skills. 
Contributes fully to the work 
of teams. Plans, schedules 
and monitors own work (and 
that of others where 
applicable) competently 
within limited deadlines and 
according to relevant 
legislation and procedures. 
Absorbs and applies 
technical information. Works 
to required standards. 
Understands and uses 
appropriate methods, tools 
and applications. Appreciates 
the wider field of information 
systems, and how own role 
relates to other roles and to 
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the business of the employer 
or client. 


4 Enable Works under general 
direction within a clear 
framework of 
accountability. 


Exercises substantial 
personal responsibility 
and autonomy. Plans 
own work to meet 
given objectives and 
processes. 


Influences team and 
specialist peers 
internally. Influences 
customers at account 
level and suppliers. 
Has some 
responsibility for the 
work of others and for 
the allocation of 
resources. Participates 
in external activities 
related to own 
specialism. 


Makes decisions which 
influence the success 
of projects and team 
objectives. 


Performs a broad 
range of complex 
technical or 
professional work 
activities, in a variety 
of contexts. 


Selects appropriately from 
applicable standards, 
methods, tools and 
applications. Demonstrates 
an analytical and systematic 
approach to problem solving. 
Communicates fluently 
orally and in writing, and can 
present complex technical 
information to both technical 
and non-technical audiences. 
Facilitates collaboration 
between stakeholders who 
share common objectives. 


Plans, schedules and 
monitors work to meet time 
and quality targets and in 
accordance with relevant 
legislation and procedures. 
Rapidly absorbs new 
technical information and 
applies it effectively. Has a 
good appreciation of the 
wider field of information 
systems, their use in 
relevant employment areas 
and how they relate to the 
business activities of the 
employer or client. Maintains 
an awareness of developing 
technologies and their 
application and takes some 
responsibility for personal 
development. 


5 Ensure/ 


Advise 


Works under broad 
direction. Is fully 
accountable for own 
technical work and/or 
project/ supervisory 
responsibilities. 
Receives assignments 
in the form of 
objectives.  


Establishes own 
milestones and team 
objectives, and 
delegates 
responsibilities. Work 
is often self-initiated. 


Influences 
organisation, 
customers, suppliers 
and peers within 
industry on the 
contribution of own 
specialism. Has 
significant 
responsibility for the 
work of others and for 
the allocation of 
resources. Makes 
decisions which impact 
on the success of 
assigned projects i.e. 
results, deadlines and 
budget. Develops 
business relationships 
with customers. 


Performs a challenging 
range and variety of 
complex technical or 
professional work 
activities. 


Undertakes work which 
requires the 
application of 
fundamental principles 
in a wide and often 
unpredictable range of 
contexts. Understands 
the relationship 
between own 
specialism and wider 
customer/ 
organisational 
requirements. 


Advises on the available 
standards, methods, tools 
and applications relevant to 
own specialism and can 
make correct choices from 
alternatives. Analyses, 
diagnoses, designs, plans, 
execute and evaluates work 
to time, cost and quality 
targets. Communicates 
effectively, formally and 
informally, with colleagues, 
subordinates and customers. 
Demonstrates leadership. 


Facilitates collaboration 
between stakeholders who 
have diverse objectives. 
Understands the relevance 
of own area of responsibility/ 
specialism to the employing 
organisation. Takes 
customer requirements into 
account when making 
proposals. Takes initiative to 
keep skills up to date. 
Mentors more junior 
colleagues. Maintains an 
awareness of developments 
in the industry. Analyses 
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requirements and advises on 
scope and options for 
operational improvement. 
Demonstrates creativity and 
innovation in applying 
solutions for the benefit of 
the customer. 


6 Initiate/ 
Influence 


Has defined authority 
and responsibility for a 
significant area of 
work, including 
technical, financial and 
quality aspects. 
Establishes 
organisational 
objectives and 
delegates 
responsibilities. Is 
accountable for 
actions and decisions 
taken by self and 
subordinates. 


Influences policy 
formation on the 
contribution of own 
specialism to business 
objectives. Influences a 
significant part of own 
organisation and 
influences 
customers/suppliers 
and industry at senior 
management level. 
Makes decisions which 
impact the work of 
employing 
organisations, 
achievement of 
organisational 
objectives and 
financial performance. 


Develops high-level 
relationships with 
customers, suppliers 
and industry leaders. 


Performs highly 
complex work 
activities covering 
technical, financial and 
quality aspects. 
Contributes to the 
formulation of IT 
strategy. Creatively 
applies a wide range of 
technical and/or 
management 
principles. 


Absorbs complex technical 
information and 
communicates effectively at 
all levels to both technical 
and non-technical audiences. 
Assesses and evaluates risk. 
Understands the implications 
of new technologies. 
Demonstrates clear 
leadership and the ability to 
influence and persuade. Has 
a broad understanding of all 
aspects of IT and deep 
understanding of own 
specialism(s). Understands 
and communicates the role 
and impact of IT in the 
employing organisation and 
promotes compliance with 
relevant legislation. Takes 
the initiative to keep both 
own and subordinates' skills 
up to date and to maintain an 
awareness of developments 
in the IT industry. 


7 Set 
Strategy/ 
Inspire 


Has authority and 
responsibility for all 
aspects of a significant 
area of work, including 
policy formation and 
application. Is fully 
accountable for 
actions taken and 
decisions made, both 
by self and 
subordinates 


Makes decisions critical 
to organisational 
success. Influences 
developments within 
the IT industry at the 
highest levels. 
Advances the 
knowledge and/or 
exploitation of IT 
within one or more 
organisations. 


Develops long-term 
strategic relationships 
with customers and 
industry leaders. 


Leads on the 
formulation and 
application of strategy. 
Applies the highest 
level of management 
and leadership skills. 
Has a deep 
understanding of the IT 
industry and the 
implications of 
emerging technologies 
for the wider business 
environment. 


Has a full range of strategic 
management and leadership 
skills. 


Understands, explains and 
presents complex technical 
ideas to both technical and 
non-technical audiences at 
all levels up to the highest in 
a persuasive and convincing 
manner. Has a broad and 
deep IT knowledge coupled 
with equivalent knowledge 
of the activities of those 
businesses and other 
organisations that use and 
exploit IT. 


Communicates the potential 
impact of emerging 
technologies on 
organisations and individuals 
and analyses the risks of 
using or not using such 
technologies. Assesses the 
impact of legislation, and 
actively promotes 
compliance. Takes the 
initiative to keep both own 
and subordinates’ skills up to 
date and to maintain an 
awareness of developments 
in IT in own area(s) of 
expertise. 
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2. Getting started – How to Buy 


2.1. Ordering and Procurement 
Customer enquiries and Call-Off Contracts should be directed to your appointed Sales 
or Account Manager, or to the Hewlett Packard Enterprise (HPE) UKPS Framework 
Management Centre by email to ukpsframework.response@hpe.com. 


2.2. Onboarding 
Before using Hewlett Packard Enterprise G-Cloud Services, a sale representative or 
account manager will work with you to identify the service on the Digital Marketplace that 
best aligns to your digital transformation objectives. 


HPEs consultants can assist with the definition of G-Cloud Service architecture, service 
wrapper and advise you on making your transition runs smoothly and without disruption. 
These services are available via HPE’s Lot 4 Offerings on the Digital Marketplace.  


When you make an order or ask for a quote, our sales support desk will acknowledge 
your request and give you a reference number you can use to track its progress. For 
quotes, our sales support desk will keep you regularly updated on progress. 


Once we have agreed the service design our consultants and sales staff will work with 
you to develop the Call-Off Contract, during this process HPE will confirm the required 
order details. 


Once we have processed your order HPE will advise you of the service start date. 


2.3. Terms and conditions 
Please refer to the service Terms and Conditions which are available on the Digital 
Marketplace service page. 


2.4. User Support & training 
Your employees need regular training to keep up with rapidly evolving technologies. 
Invest in tailored training at the beginning of the project lifecycle to give your employees 
the skills they need while reducing your cost and risk.  


For further information on how Hewlett Packard Enterprise can assist in aligning your 
business needs to the type of digital transformation required to drive your department 
to the cloud visit hpe.com/uk/en/services/it-education-training or contact the UKPS 
Frameworks Team at ukpsframework.response@hpe.com. 


3. Supporting Information 


a. Service Description 
b. Service Pricing Document (where appropriate) 
c. SFIA Lot 4 Definitions and Pricing 
d. Service Terms and Conditions 


If you require further information regarding this service, please talk to your sales or 
account manager or you can email the UKPS Frameworks team on 
ukpsframework.response@hpe.com. 



mailto:ukpsframework.response@hpe.com

https://www.hpe.com/uk/en/services/it-education-training.html

mailto:ukpsframework.response@hpe.com

mailto:ukpsframework.response@hpe.com
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