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Part A: Order Form

Digital Marketplace service ID number

377695172008623

Call-Off Contract reference

C74412

Call-Off Contract title

Trac Recruitment System

Call-Off Contract description

E-recruitment applicant tracking system

Start date

from 4™ April 2022

Expiry date

until 3 April 2024

Call-Off Contract value

I £2S.05ON—

Charging method

Invoice / Bank Giro Credit

Purchase order number

[Required Field]

Purchase Order Number (DBS Checks)

[Required Field]

This Order Form is issued under the G-Cloud 12 Framework Agreement (RM1557.12).
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially change the
Deliverables offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the
contract with square brackets.

From: the Buyer The Secretary of State for Health and Social Care as part of the
Crown through the UK Health Security Agency

Buyer’s main address:

Nobel House, 17 Smith Square, London, SW1P 3HX

To: the Supplier Civica UK Limited
]
Supplier's address:
Southbank Central
30 Stamford Street
London




England, SE1 9LQ
Company number:

01628868

Together: the ‘Parties’

Principle contact details

For the Buyer:

Title: Head of recruitment Operations

Name S
Email S
Phone: I

For the Supplier:

Title: Contracts Manager

Name: I
Email: I
Phone:

Call-Off Contract term

Start date:

This Call-Off Contract Starts on 4th April 2022 and is valid for 24 months.

Ending
(Termination):

Clause 18.1 will apply to this Call-Off Contract

Extension period:

This Call-off Contract can be extended by the Buyer for 1 period(s) of up to 12
months, by giving the Supplier 3 months written notice before its expiry. The
extension periods are subject to clauses 1.3 and 1.4 in Part B below.

Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of
the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud lot:

This Call-Off Contract is for the provision of Services under:
Lot 2 - Cloud software

G-Cloud services
required:

The Services to be provided by the Supplier under the above Lot are listed in
Framework Section 2 and outlined below:
* Licence for the use of the Trac Recruitment System (System Licence)

Additional Services:

a.

®cooo

Electronic DBS applications

Ad hoc support and developments.
Additional ad hoc training.
Recruitment support.

Integration with Third Party systems.




Location:

The Services will be delivered to UKHSA remotely or as required by the
business.

Number of
employees: (primary
licence)

Number of employees = il

Note: the figure used for "Employees"”, which is used for calculating the licence
fee, will be the higher of either "Head Count", "Whole Time Equivalent (WTE)" or
"Establishment".

It DOES need to include active members of the staff bank (who have not already
been counted as employees) and doctors on training programmes who are paid
directly by the Buyer.

It DOES NOT need to include volunteers or people on “honorary contracts”.

Additional licences:
(if applicable)

Name of Organisation Headcount Monthly
Cost
[enter details of any additional [Enter number] [Enter cost]

licences if applicable]

Additional Services
(if applicable)

Description Cost Period/
Frequency

Quality standards:

The quality standards required for this Call-Off Contract are:
ISO27001 — Information Security Management
1ISO22301 — Business Continuity Management

Technical standards:

The technical standards required for this Call-Off Contract are that buyer’s staff
will need access to computers with internet access and a modern web browser
(Internet Explorer Version 11 or later) to be able to use the system.

Service level
agreement:

The service level and availability criteria required for this Call-Off Contract are as
stated in the Service Definition.

Offboarding:

The offboarding plan for this Call-Off Contract is as stated in the Service
Definition document.

Limit on Parties’

The annual total liability for all other defaults will not exceed the greater of

liability: £100,000 or 125% of the Licence fee charges payable by the Buyer to the
Supplier during the Call-Off Contract Term (whichever is the greater).
Insurance: The insurance(s) required will be:

e a minimum insurance period of 6 years following the expiration or Ending
of this Call-Off Contract

e professional indemnity insurance cover to be held by the Supplier and by
any agent, Subcontractor or consultant involved in the supply of the G-
Cloud Services. This professional indemnity insurance cover will have a
minimum limit of indemnity of £1,000,000 for each individual claim or any
higher limit the Buyer requires (and as required by Law)

e employers' liability insurance with a minimum limit of £5,000,000 or any

higher minimum limit required by Law




Force majeure:

A Party may End this Call-Off Contract if the Other Party is affected by a Force
Majeure Event that lasts for more than 30 consecutive days.

Audit:

Not required.

Buyer’s
responsibilities:

The Trac Recruitment System is not an HR system and Buyers are responsible
for making a permanent copy of successful applicants’ files.

In addition, the Buyer is responsible for:

a) Providing suitably qualified and experienced named personnel in the roles
listed below. The Buyer to notify the Supplier promptly if any of these change.
b) Ensuring that recruitment staff are available for all the training planned for the

on-boarding.

c¢) Providing suitable rooms with appropriate equipment for the training that will

be provided on the Buyer’s premises.

d) To plan and deliver appropriate training to the Buyer’'s managers who will be

using the system.

Role

Name and email address

The “Buying Manager” who shall
have authority to contractually bind
the Buyer on matters relating to the
Services;

The “Lead System Manager” who will
be the main point of contact between
the Buyer and Supplier and will have
the authority to request changes to
the Services;

The Buyer’s Data Protection Officer”
who shall be responsible for all
matters relating to Personal Data and
data protection for the Buyer;

The “Lead DBS Disclosure
Manager”, who will ensure that the
Buyer and its employees are using
the System in accordance with the
DBS Code, where the Services
include DBS Applications.

Buyer’s equipment:

The Buyer’s equipment to be used with this Call-Off Contract includes computers

with internet access.

Supplier’s information

Subcontractors or
partners

not use any external sub-contractors.

The supplier is a member of the Civica group of companies and any part of
the company any be used to deliver parts of this service. Trac and Civica do

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full

breakdown.

Payment method

The payment method for this Call-Off Contract is Bank Giro Credit.




Payment profile

The payment profile for this Call-Off Contract is:
a) System Licence Fee - invoiced three monthly, in advance
b) electronic DBS applications - invoiced in arrears based on actual
number of checks requested and submitted.
¢) Ad hoc support and developments - invoiced on order
d) Additional training - invoiced on agreement of training dates
e) Recruitment Support - monthly in arrears based on volumes

Invoice details

The Supplier will issue electronic invoices at frequencies stated above. The
Buyer will pay the Supplier within 30 days of issue of a valid invoice.

Who and where to
send invoices to

Invoices will be sent to:

PHE ACCOUNTS PAYABLE TEAM
FINANCIAL ACCOUNTING SERVICES

PHE PORTON DOWN, MANOR FARM ROAD
SALISBURY,Wiltshire SP4 0JG

United Kingdom

Email:

Buyer’s officer who
will authorise

payment of invoices:

Officer’s phone number

Officer’s email address: | EEG—_—

Invoice information
required

All invoices must include;
purchase order, project reference etc.

Invoice frequency

Invoices will be sent to the Buyer as follows:

a (Licence fee) — 3 monthly in advance

b (Ad hoc developments) and (training) on order

¢ (DBS checks) invoiced monthly in arrears based on actual volumes

d (Recruitment Support) — Monthly in arrears as dependent on volumes.

Call-Off Contract
charges

The breakdown of the charges is:




Additional Buyer terms

This Call-Off Contract will include the following implementation plan, exit
Performance of the Service | and offboarding plans and milestones:

and Deliverables
Annual review meetings, held on Buyer’s premises, on dates to be agreed

by both parties.
Exit/Off boarding:

Buyer's have full access to all their own application and vacancy data and
this can be extracted, by authorised staff, in CSV files. If additional
support or bespoke exports are required these can be provided at the
normal Ad-hoc Support rates. Further details relating to creating exit plans
and off-boarding are in the Service Definition document.




Personal Data and Data Confirm whether Annex 1 (and Annex 2, if applicable) of Schedule 7 is
Subjects being used: Annex 1

1. Formation of contract

11 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off
Contract with the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and
by signing below agree to be bound by this Call-Off Contract.

1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of
the Order Form from the Supplier.

14 In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract (Part B) and
Order Form (Part A) will supersede those of the Supplier Terms and Conditions as per the order of
precedence set out in clause 8.3 of the Framework Agreement.

Background to the agreement

2.1 The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms
of Framework Agreement number RM1557.12.

2.2 The Buyer provided an Order Form for Services to the Supplier.

Signed: Supplier Buyer
Name: I ]
Title: Managing Director Digital & Technology Category Lead

Schedule 1 — Services and Supplier Proposal

System licence fee

System start-up/onboarding

Electronic DBS applications

Ad hoc support and developments.
Additional ad hoc training.

Recruitment support (subject to availability)
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Trac ATS

Delivering savings for UK HSA through streamlining & automation

After speaking to you we understand you want information on the following subjects:

1) Delivery methodology — focusing an license and support, a5 no implementation is

needed for UKHSA
2) =T
3) Roles and responsibilities
4) SLA's

s) Contract management plans - from establishing the business case and confirmation

of need through to refationship management and reviewing performance
6) Security and data — certificates and processes

7) Exit plan

Below is information on the subjects you asked us 1o cover, additionally we have responded
with ways we have enhanced the service and demonstrated how we have driven efficiency

lor our customers

We'd like to build upon and strengthen our relationship with the UK Health Security Agency
and would welcome you L0 partiCipate in our next pilot scheme, of user group event to have
& bigger voice at the table. Let us know if you'd like to increase our meetings and
communications with you, at no expense, IU's important that you are getting the maxamum
efficiencies and benelits out of Trac. We have found sometimes over the years as the team

changes, or processes change, we need Lo retrain or tune the system slightly to optimese

Commuerdal w Confidence - Customer




1) Delivery methadology

Trat is & 53a5, web browser Based syitem, accessibile via an mlemel conmection, it can be
used an a platlonm and is device agnostic. The system i supported by a UK based team ol
Sylerm expery

UK Health Securily Agency have a dedicated Trac support team available via email and
telephone. Ouw HelpDesk i available Monday-Friday, 08 30-17 .30 and can provide day-Lo-
day systerm support when required. 'With ever 3200 public sector ofganiSations now wsing
Trac, we have 3 wealth of knowledge an recruitement practices as well a3 system
functionality. Where reguired we can affer advice on best practice and our Projects & On-
boanding tearm work closely wilth organisations ensuring that any gaps in knowledge are
covered within ouw review meetings or in bespake training.

A5 well a5 a dedicated tearn 1o offer support, The Trac Recrwitrment System off ers athe
rmethads ol support and training.

. Trac has & comgrefendive online er Guide that covers all aspects ol the system
and incledes videa tuborials lor recruiling managers as well as step-bry-step guides lor othe
users such as the recruitment team. A chear FAD page is also embedded within the
candidate account to guide users through he application process,

. To suppoart in any internal training that might be required, a training envinsnment
allows all elient end users bo test and utnderstand functionaliy. The training <ite is regularly

updated to nclude any upcoming features ahead of the release, giving all users the
agportunity 1o reviess Lhesa,

# # Forum is available to those with superuser access rights and offers a great tool for

communicating with other Trac wiers. This provides a real insight into the workings of

similar organisations o suppart in challenges experienced within recruitrment and HE.

The anline help outlined above will ensure 8 self-service approadh for dient end wsers and
candidates, however il any additional support is required the helpdesk is available for both

email and telephone support. Escalaliong can Be made 1o a senir member ol the Chica
team when any second/third line technical SUpport is reguired.

Cammntial bn Do liden on - Cusbemar







2) Pricing

This ts for 2 2 year fixed + optonal extension of 1 year

Additional Service

eDBS {Eectronic Disclosure and Barring Certificatian Agpplication Service)

Caommaerciad v Confidents - Cuslomer




3) Bodes and responsibilities

Trac implements a role-based security mode] enabling wsers to access and action anly what
they need Lo, this socess is allocated by Employer Superusers or Team BManagers' within UK
Health Security Agency. There are three types ol user roles, and the rode pou e besn
Ftsigned will aftect the lesel of access you have on the System:

Vacancy roles:

Users are assigned to vacancy roles (e.g. the appainting manager or shortlster). These roles
willl limit The users permissions depending on the vacancy status. For example, B rmermber of
the interview panel will be able o access Trac once the vacancy reaches this stage, but not
Belore. A5 well a5 access, vacancy roded alid lmit tasks The user can complete, sweh as
deciding on a Tinal shortlist.

x: Team aooegs:
Members af the Recruitrmenty/HRE Team are granted access 1o individuals teams based on
their roles meaning that users access can be resiricied where required.

This access can be limited 1o view or edit and can be restricted 1o each stage of the system.
For exarmple, a member of the HE Team cowld be gven acoess to view interview, but will be

unable Lo see any other stages.

Higher acoe4s can be granted ta each mermber of the t2am to allow the ability 0g rumn
reports, aoteds equal apportunilies data and more

5, Employer roles:

Further access outside of the team access can be granted 1o certain users where reguired.
These wiars will not read Lo have acoess 1o any vacancy data Examples of this mchude:

A Comims Template Editor — allowing the wser the abify to make amendrments to LK
Health Security Apency template emails and letters

B Woarkloroe Information Officer — allowing the wser o upload updated costoode
SEructures

s Superuser — granting the wier the ability o edit ermployer settings such as KPI's and
aleo maintain all other access levels within the sysierm.

Cammardil b Confidanon - Cuiibomedr




4) SLA's

Ciwica UK Lirmited will use ils reasonable endeavours to make the onling Trac Recruibmen
Systern and online Trac DBES eBulk System available for B9.9% ol the time between 0E.0ORkrs
and midnight esarny day [exduding weskends, bank haolidays in England and Wales and
scheduled or notified doeseritirre of which the buyer has beesn notdled). JOwiea UK Limited will
use its reasonable endeavours to give the buyer a8 much notice as possible of scheduled

o et
Sepvice Fvailabiity shall be calioubated ac tallonws:
Availability s calculated over a rolling 3-calendar manth period.

Unavailability calculations shall indhisde only unasailability periads where the cause
af unasailabelity s the ok and difect responsiiility of Civica UK Limitad and/for iks
cubeoniractar.

Unasailability calculations shall nof include periods of scheduled or notified
mainteEnance.

it in any one day (midnight to midnight) the total unavailtability fram all incidenis
causing unavailability is 30 minules of mone Uhan all the unavailability for that day
shall be included in the service availability ealculatians. I the votal unavailablity
from all inckderts causing unasailability is e than 30 minwebes then the

unasaikability 1o that day shall not be incleded in the service availability caleulations

The wast majority of usage of the Trac Recruitrment Systerm and Trac DES aBulk
System occurs during UK waking hours and, of that, the majority ooturs during office

hours. Therelare any service unavailability that oocurs avermght will have a trivial
customer impact wihen comgpared with unavailability ooours during oflice howrs.
Servioe aeailability shall be monitored and logged via The Civica UK Limited's off -site
ranitering systerms.

A detailed level desoription ol serdoes and implementation can be foend in the service
delinition dotwment:

-

iCarn rreercdill bs Do Ridian o - Cu skarmir




5) Contract management plans

Trat it & hands on team that guide you and go over and above o deliver the best solutioan
for the client every tirme. Fram the firs? mesting, we make sure every voice is heard and
every stoned i overiurned o configure the systerm right for the custormer. We then check
back regularly to make swure the most efficiency is being derived frnom the sysiem.

For many cusiomers, we help with busingss cases to implement the software, not just the
initial procurement, but throughout the lileoycle ol new mibdu bes, ete.

Throuwghout the lite of your comntract with Trac, your dedicated support team are some aof the

rost kisdwladge and cading people you could have working for you. How the supgorn works:

s outhined ahowve, UK Health Security Agency hiave a dedicated Trac support team available
Wil email and teleghone. The support Team Leader will be the primary contact and act as

the accounl MBRAEeT, ANSWering &ny Syitem questions that UK Health Security Agency hawve.
This regular contact ensures the relationship between Civica UK and UK Health Secwrity
Mgy is ongoing throughout the e of the contract.

n addition ta the dedicated Suppart Team, Civica UK will hold review meatings periodically
with UK Health Security Agency Lo ensure any bigger concerns are addresiad, incduding
performance management and identilying any areas of the systerm that could be wtilised
rare eff ectively. The meetings are & pood opporunity to discuss best practise in Trac and
alan any future deselopment suggections that would bernelit UK Health Security Agemdy,
again making sure that pou are getting the mmost oul of the system and inoorporating any
rew Tunction ality iAo your processes.

The relatiofnship wilh aur customers is very important o Owvica and the combEnation af
regular contact with periodic larmal meetings ensures bath relationship managemeant and
performance reviews are closely monitored.

Carmmardil e Con Nidan o - Cus bomer




6) Security and data

Cidica UK Limited has ceriied managerment systems in aperation for 153027001 inlarmation
Securily and 15022301 Business Continuily

The datacentres at which Civica UK Urmited process customer data are certified fae
5027001 Inlfarmation Secwrily

Civica UK Limited has Data Protection Registration number 25268164

Civica UK Limited cormplies with the reguirements, principles and spirft of the General Data

Pratection Regulation and Privacy and Electronic Communications Regulation.

Pereonal dats is viewed only a8 reaionably necestary 10 geovide aur service, lor exampla Lo
assist with a support guery on a garticular appleation.

Data is stored and procegced only a8 necessary for the aperation of the services. Seo latesy
publizhed guidance far details.

Data is permanently deleted according b an expiration palicy

HNo dats is provided to third party marketing companies.

Al data is hosted in the L.

Civica UK Limited has Data Protection Registration number 25268 1648,

Civica UK Limited stall are reguired (o abide by our policies regarding data confidentiality
and inlarmation securiby

Mew starter and refresher training is provided to all Ciwica UK Lirnited staff.
Hew starter and leaver information security pratedures are in place.

Ciwica LUK Limited stalf contractually agres that they have confidentiality obligations which

continue beypand the end of their employment.

Ouir Disaster Recovery Plan oovers the cases where the affice i aut-of -senate ar key stalf

rrrermibers are 1o

=] B
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71 Exit Plan
Leawing the Trac Recruitment System and the off -boarding process
Desoribe (he fask:

Being able to get your data oul is just as important 25 getting it in. it's about choice and
cantml This pracedurs details the steps for the end-of-contract procast spacificaly, "tail-
adl” persods, data estraction and employer deletion. Buwer's have full aotess 1o all their awn
application and vacanty data and this can be extracted in C5V liles. The easiest alf-boarding
pathis to run both old and new systems far a period, managing the nesly-added vacancies
in the few system. This saves the elfort and rsk assotiated with attermpling Lo migrate data
iraem the Trac Recrwitment System, intd its replacerment.

For of ganisations selecting this option the Trac Recruitment System can be made available
lor a lixed period of time, lor 8 "tail-olf” period, at & gradually decreasing monthly fee that is
based on the standard monthly lee payable. Note that during this “tail-ofl™ period no new
CAMpaIgns oF applications can be added 1o the Trac Recruitment System but the bBuyer's
stall will be able 1o continue accessing and warking on those already in Uhe Syitem. Buyer's
can also gise Trac Systerns Lid & "hard” cut-off date at which point all data held will be
deletad

Detail the cost implications Lo the client of carrgng ouwt this task and how this nesds 1o be
werilied belore procesding:

=Exit plans can be produced on regeest by Trad Systems Lid with time taken for this

wark Being changed at aur naomal Ad-hoc Support rates.

=The Trac Recruitrment System can be made asvailable for a fixed period of time, for a
“tail-oif” period, 21 & gradually decreasing monthly fee that is based on the standard
rman th iy fee payable.

«|f additional suppart or bespoke sxports are reguired these can be prosided at our

marrmal Ad-foc Supgort rates.

Hetention of personally identf@ble information:

Trac is a recruitment management system that handles the recruiment process. Onoe
someons i recruited, the process is complete and employers can download the information

for long term storage in their HRE records. |In accordanoe with data protection principles, Trac

takes care of expiring (debeting) information once it i considerad to be nd longer relesant
lor the purposes far which it was collected. This user guide page sets oul Uhe logic that is
wsed: Data retentian and exgiration

Detail how the task will be performed, with specilic attention Lo minimising data security

and other rigks:

1 Obtain the employer ID°s and names of the Buyer's who will cease using Trac
2. Gather intelligence on the reason for ceasing 1o s Trac

Commantid s o fden on - Cul brr







L Confirm the nstruction is coming from the data controller.

4. Establich the current contract and Beanse type, i 'primary’ and 'secondary’ held
with each employer.

5. Explain the I x main olf-boarding approsches o the Employer Superuser;

Opltion 1. Tailall. The easiest off-boarding path is to run both old and new systems Tor a
period, managing the newly-added vacancies in the new system. This saves the @Mart and
risk associated with attempting to migraie data from the Trac Recrufment System, into i
replacernent. For arganizations selecting this option the Trac Recruitment Sysiem can be
rmiade availabile far a fixed period of tirse, Tor a "tail-of™ period, at a gradually decreasing
rednthily fee that is based an the standard moanthly fee payable. Mote that during this “tail-
™ periad no Néw Campaigns or applications can be added (o the Trac Recruitrment System
but the buyer's stalf will be alve o continue accessing and warking on those already in the
Sysle.

Oplicn 2_ Employer Deletion reguest. Buyer's can aleo give Trac Systesms Lbd & “hard” cut-alf
date at which point all data held will be deleted. 'When making a deletion request we will
deleta;

a. Vacancies

4] fpalications.

[ Adrmin users. Sometlimeas the seript canndt delate some admin users as they have
rodes hor vacancies, courses eic on diff erent employers, it will instead de-activabe the users
and they will have to be deleted manually through the admin site.

d Candidate pool users (would need 3 good réeason 1o keep under data protection Laws
&% the data i=n't going to be processad and is identifiable).

a, Employers. These are de-activated and not deleted.

f. Departrrents. These are de-activated and not delabed.

g Teams.

Cormrmunications template seis. These are nol deleted, they will be in the future.
fpplication export [ESR) data files [these eapire six months alter oreation anyway|
Vacancy export data files [these expire six maniths alter creation anyway)
Unbooked 1D Chack appaintment s2ssians [these expire 90 days alter anyway).
Unbooked induction courses (these expire 180 days after anmyway].

ITh. Induction course types.

f Candidate poals. These are nal deleted, they will B i the Future.

. W will not delete “Audit logs' immediataly, these will be kept until they natwrally

expire [uSually G0 days alter the repord is defeted)

Lo rmamdil ma Con lidan on - Cus bomer




What else has Trac done to drive efficiencies in the last 2 years?

Trac was ncredibly responsive 10 Covid, Supporting our customers by rapidly
developing the system to support with changing covid laws and getting candidates
through récruitment processes quicker as to support the warklorce and volunteering
efforts

Trac have completely revamped the look and feel of the candidate portal, making
Sure it "Bootstraps’ cleanly, making it device agnostic to faptop, tablet and phones.
We've focused on making Trac a better candidate experience with our new

candidate poctal

Our new apps.trac.jobs site suppoets new ways of applying using Pads and Phones
Remind them that with the redirect decision on the NHS jobs future service they can
innovate and use person specification generated application forms to enhance the

USEr experience.

Functionality

San applications from your ortlewe CV

Creste from past appucabons

Dommioad as POS

e Built 2 New modules 1o stréeamling the sarvice further and drive more efficieanties

MS Teams integration

a-
"
Onboarding module for digital new starter forms all within the system

a-

Commardad in Conlidence - Custamer




OUI’ TfOC Record.. see what we did there

Proven Trac record in reducing time to hire, see case study..

Unprecedented level of support as standard, no robots, just people

Safe pair of hands - 200+ plus health care organisations use Trac

The only NHS healthcare specific ATS on the market, which means we're
more aligned to your needs and ways of working.

G9% customer retention aver 20+ years

Offers further streamlining with our Occupational Health system that
speaks to Trac

Commerdal i Contlidence - Custemer




Key Benefits of Trac:

An end 10 end recrurtment system allowing for the management of recrutment in one place
reducing data duplicatian into caparate systems, automation, and real time visibility into
each stage of recrutment, reduces admin time, and accelerates time to hire

Ful imtegration and one-cick publishung to Facebook, Linkedin and Twitter, as well as NHS
jobs, Indeed Jobs Go Fublic, Findajob gov, + our 3 own job boards that have 3.2 mullon

actrve users, helping you to cast a wide net in the market

integrated Trac electronic Disclosure and Barrning Service {eDEBS), the use of Trac enables

organisatians 10 provde a2 seamiess recrwtment process through one system

lf)IOfL:OYJf"‘ﬁ_ bullt in commurications Incuting emalls, letters, text reminders, otc allows
yOu o stancardise your commuumicatiaon and ensures that you keep a clear auce trail of all
recruitment activibes

A comprehensve sulte of reports provices you with the tools 1o analyse your key

performance indicators indiuding time to Rire, voilume and egual opporturites
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Schedule 2: Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier's

Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The
detailed Charges breakdown for the provision of Services during the Term will include:

Trac Recruitment System Licence Fees







Part B: Terms and conditions

1.

1.2

13

1.4

Call-Off Contract Start date and length

The Supplier must start providing the Services on the date specified in the Order Form.

This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months
from the Start date unless Ended earlier under clause 18 or extended by the Buyer under clause
1.3.

The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the
Order Form, provided that this is within the maximum permitted under the Framework Agreement of
2 periods of up to 12 months each.

The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the
right in the Order Form to extend the contract beyond 24 months.

Incorporation of terms

The following Framework Agreement clauses (including clauses and defined terms referenced by
them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and
apply between the Supplier and the Buyer:

4.1 (Warranties and representations)

4.2 to 4.7 (Liability)

4.11to 4.12 (IR35)

5.4 to 5.5 (Force majeure)

5.8 (Continuing rights)

5.9 to 5.11 (Change of control)

5.12 (Fraud)

5.13 (Notice of fraud)

7.1to 7.2 (Transparency)

8.3 (Order of precedence)

8.6 (Relationship)

8.9 to0 8.11 (Entire agreement)

8.12 (Law and jurisdiction)

8.13 to 8.14 (Legislative change)

8.15 to 8.19 (Bribery and corruption)

8.20 to 8.29 (Freedom of Information Act)
8.30 to 8.31 (Promoting tax compliance)
8.32 to 8.33 (Official Secrets Act)

8.34 to 8.37 (Transfer and subcontracting)
8.40 to 8.43 (Complaints handling and resolution)
8.44 to 8.50 (Conflicts of interest and ethical walls)
8.51 to 8.53 (Publicity and branding)

8.54 to 8.56 (Equality and diversity)



2.2

2.3

24

2.5

3.1

3.2

4.1

8.59 to 8.60 (Data protection

8.64 to 8.65 (Severability)

8.66 to 8.69 (Managing disputes and Mediation)

8.80 to 8.88 (Confidentiality)

8.89 to 8.90 (Waiver and cumulative remedies)

8.91 to 8.101 (Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement glossary and interpretation

any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

The Framework Agreement provisions in clause 2.1 will be modified as follows:

2.2.1 areference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’

2.2.2 areference to ‘CCS’ will be a reference to ‘the Buyer

2.2.3 areference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as
Parties under this Call-Off Contract

The Parties acknowledge that they are required to complete the applicable Annexes contained in
Schedule 4 (Processing Data) of the Framework Agreement for the purposes of this Call-Off

Contract. The applicable Annexes being reproduced at Schedule 7 of this Call-Off Contract.

The Framework Agreement incorporated clauses will be referred to as incorporated Framework
clause ‘XX', where ‘XX’ is the Framework Agreement clause number.

When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this
Call-Off Contract.

Supply of services

The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of
the Call-Off Contract and the Supplier's Application.

The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as
defined in the Order Form.

Supplier staff

The Supplier Staff must:

4.1.1 be appropriately experienced, qualified and trained to supply the Services
4.1.2 apply all due skill, care and diligence in faithfully performing those duties

4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the Services
to the reasonable satisfaction of the Buyer

4.1.4 respond to any enquiries about the Services as soon as reasonably possible

4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer



4.2

4.3

4.4

4.5

4.6

4.7

4.8

5.1

6.2

6.3

The Supplier must retain overall control of the Supplier Staff so that they are not considered to be
employees, workers, agents or contractors of the Buyer.

The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and
gualifications to the substituted staff member.

The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier's
engagement under the Call-Off Contract is Inside or Outside IR35.

The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder if the
Supplier is delivering the Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start
date or at any time during the provision of Services to provide a preliminary view of whether the
Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative
Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from
the summary outcome screen and promptly provide a copy to the Buyer.

If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the
Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct
its own IR35 Assessment.

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI
reference number and a copy of the PDF to the Supplier.

Due diligence

Both Parties agree that when entering into a Call-Off Contract they:

5.1.1 have made their own enquiries and are satisfied by the accuracy of any information supplied
by the other Party

5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract terms
5.1.3 have raised all due diligence questions before signing the Call-Off Contract

5.1.4 have entered into the Call-Off Contract relying on its own due diligence

Business continuity and disaster recovery

The Supplier will have a clear business continuity and disaster recovery plan in their service
descriptions.

The Supplier’'s business continuity and disaster recovery services are part of the Services and will
be performed by the Supplier when required.

If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that
its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.

Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’'s delivery of the
Services.



7.2

7.3

7.4

7.5

7.6

7.7
7.8

7.9

7.10

7.11

7.12

8.1

9.

9.1

9.2

The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of
a valid invoice.

The Call-Off Contract Charges include all Charges for payment Processing. All invoices submitted
to the Buyer for the Services will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the
Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for
using the GPC and must not recover this charge from the Buyer.

The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services
supplied. The Buyer may request the Supplier provides further documentation to substantiate the
invoice.

If the Supplier enters into a Subcontract it must ensure that a provision is included in each
Subcontract which specifies that payment must be made to the Subcontractor within 30 days of
receipt of a valid invoice.

All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a
separate line item.

The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's
failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off
Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on
which the tax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to
End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money.
Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly
invoiced under the Late Payment of Commercial Debts (Interest) Act 1998.

If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount and return
the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement
with proposed amendments and the reason for any non-payment. The Supplier must notify the
Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it
does then the Supplier must provide a replacement valid invoice with the response.

Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the
consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the
Buyer’s volumes indicated in the Order Form are indicative only.

Recovery of sums due and right of set-off

If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract
Charges.

Insurance

The Supplier will maintain the insurances required by the Buyer including those in this clause.

The Supplier will ensure that:

9.2.1 during this Call-Off Contract, Subcontractors hold third party public and products liability
insurance of the same amounts that the Supplier would be legally liable to pay as damages,

2



9.3

9.4

9.5

9.6

9.7

9.8

including the claimant's costs and expenses, for accidental death or bodily injury and loss of
or damage to Property, to a minimum of £1,000,000

9.2.2 the third-party public and products liability insurance contains an ‘indemnity to principals’
clause for the Buyer’s benefit

9.2.3 all agents and professional consultants involved in the Services hold professional indemnity
insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off
Contract, and for 6 years after the End or Expiry Date

9.2.4 all agents and professional consultants involved in the Services hold employers liability
insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each

individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date

If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing
policies bought under the Framework Agreement.

If requested by the Buyer, the Supplier will provide the following to show compliance with this
clause:

9.4.1 a broker's verification of insurance
9.4.2 receipts for the insurance premium
9.4.3 evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-
Off Contract and the Supplier will:

9.5.1 take all risk control measures using Good Industry Practice, including the investigation and
reports of claims to insurers

9.5.2 promptly notify the insurers in writing of any relevant material fact under any Insurances

9.5.3 hold all insurance policies and require any broker arranging the insurance to hold any
insurance slips and other evidence of insurance

The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the
insurance.

The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been,
or are due to be, cancelled, suspended, Ended or not renewed.

The Supplier will be liable for the payment of any:

9.8.1 premiums, which it will pay promptly
9.8.2 excess or deductibles and will not be entitled to recover this from the Buyer



10.
10.1

11.
111

11.2

11.3

114

11.5

11.6

11.7

Confidentiality

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified
against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising
from any breach of the Supplier's obligations under the Data Protection Legislation or under
incorporated Framework Agreement clauses 8.80 to 8.88. The indemnity doesn’t apply to the extent
that the Supplier breach is due to a Buyer’s instruction.

Intellectual Property Rights

Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest
in or to the Intellectual Property Rights (IPRs) of the other Party or its Licensors.

The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free
licence to use the Project Specific IPRs and any Background IPRs embedded within the Project
Specific IPRs for the Buyer’s ordinary business activities.

The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can
enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open
source.

The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the
Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if
it can’t obtain the grant of a licence acceptable to the Buyer.

The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it
may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs
because of the:

11.5.1 rights granted to the Buyer under this Call-Off Contract

11.5.2 Supplier's performance of the Services

11.5.3 use by the Buyer of the Services

If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in
writing and must at its own expense after written approval from the Buyer, either:

11.6.1 modify the relevant part of the Services without reducing its functionality or performance

11.6.2 substitute Services of equivalent functionality and performance, to avoid the infringement or
the alleged infringement, as long as there is no additional cost or burden to the Buyer

11.6.3 buy a licence to use and supply the Services which are the subject of the alleged
infringement, on terms acceptable to the Buyer

Clause 11.5 will not apply if the IPR Claim is from:

11.7.2 the use of data supplied by the Buyer which the Supplier isn’t required to verify under this
Call-Off Contract



11.8

12.

12.1

12.2

12.3

13.

13.1

13.2

13.3

13.4

13.5

13.6

11.7.3 other material provided by the Buyer necessary for the Services

If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract
for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the
affected Services.

Protection of information
The Supplier must:

12.1.1 comply with the Buyer’s written instructions and this Call-Off Contract when Processing
Buyer Personal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Services or as required by Law or any Regulatory Body

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal
Data act in compliance with Supplier's security processes

The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:

12.2.1 providing the Buyer with full details of the complaint or request

12.2.2 complying with a data access request within the timescales in the Data Protection
Legislation and following the Buyer’s instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the
timescales required by the Buyer)

12.2.4 providing the Buyer with any information requested by the Data Subject

The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any
other person (including any Subcontractors) for the provision of the G-Cloud Services.

Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.

The Supplier will not store or use Buyer Data except if necessary to fulfil its
obligations.

If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as
requested.

The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system
that complies with the Supplier’s and Buyer’s security policies and all Buyer requirements in the
Order Form.

The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its
corruption and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data
or other government data will comply with:

13.6.1 the principles in the Security Policy Framework:
https://www.gov.uk/government/publications/security-policy-framework and




13.7

13.8

13.9

13.10

14.
14.1

14.2

the Government Security Classification policy:
https:/www.gov.uk/government/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Protection of National Infrastructure on
Risk Management:
https://www.cpni.gov.uk/content/adopt-risk-management-approach and
Protection of Sensitive Information and Assets:
https://www.cpni.gov.uk/protection-sensitive-information-and-assets

13.6.3 the National Cyber Security Centre’s (NCSC) information risk management
guidance:
https://www.ncsc.gov.uk/collection/risk-management-collection

13.6.4 government best practice in the design and implementation of system components, including
network principles, security design principles for digital services and the secure email
blueprint:
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-

of-practice

13.6.5 the security requirements of cloud services using the NCSC Cloud Security Principles and
accompanying guidance:
https://www.ncsc.gov.uk/quidance/implementing-cloud-security-principles

13.6.6 buyer requirements in respect of Al ethical standards.

The Buyer will specify any security requirements for this project in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or
significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately
and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by
the action or omission of the Supplier) comply with any remedial action reasonably proposed by the
Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological processes
to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as
the Supplier holds the Buyer’s Data.

Standards and quality

The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the
Framework Agreement.

The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations
under the Technology Code of Practice, which is at:
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-

practice




14.3

14.4

14.5

15.
15.1

15.2

16.
16.1

16.2

16.3

16.4

16.5

If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services
comply with the requirements in the PSN Code of Practice.

If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services
have the relevant PSN compliance certification.

The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority
considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN
Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which

may arise.

Open source

All software created for the Buyer must be suitable for publication as open source, unless otherwise
agreed by the Buyer.

If software needs to be converted before publication as open source, the Supplier must also provide
the converted format unless otherwise agreed by the Buyer.

Security

If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within
15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written
approval of) a Security Management Plan and an Information Security Management System. After
Buyer approval the Security Management Plan and Information Security Management System will
apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security
policy and protect all aspects and processes associated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus
definitions available from an industry-accepted antivirus software seller to minimise the impact of
Malicious Software.

If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the
Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency
as soon as possible.

Responsibility for costs will be at the:

16.4.1 Supplier’s expense if the Malicious Software originates from the Supplier software or the
Service Data while the Service Data was under the control of the Supplier, unless the
Supplier can demonstrate that it was already present, not quarantined or identified by the
Buyer when provided

16.4.2 Buyer’s expense if the Malicious Software originates from the Buyer software or the Service
Data, while the Service Data was under the Buyer’s control

The Supplier will immediately notify the Buyer of any breach of security of Buyer’s Confidential
Information (and the Buyer of any Buyer Confidential Information breach). Where the breach
occurred because of a Supplier Default, the Supplier will recover the Buyer’s Confidential
Information however it may be recorded.



16.6

16.7

17.
17.1

18.

18.1

18.2

18.3

18.4

18.5

Any system development by the Supplier should also comply with the government’s ‘10 Steps to
Cyber Security’ guidance:
https://www.ncsc.gov.uk/quidance/10-steps-cyber-security

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the
Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for
the Services before the Start date.

Guarantee

If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the
Supplier must give the Buyer on or before the Start date:

17.1.1 an executed Guarantee in the form at Schedule 5

17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving the
execution of the Guarantee

Ending the Call-Off Contract

The Buyer can End this Call-Off Contract at any time by giving [90] days’ written notice to the
Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide
the Services will end on the date in the notice.

The Parties agree that the:

18.2.1 Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the
type of cloud Service being provided

18.2.2 Call-Off Contract Charges paid during the notice period is reasonable compensation and
covers all the Supplier’s avoidable costs or Losses

Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will
indemnify the Supplier against any commitments, liabilities or expenditure which result in any
unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate
the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any
insurance sums available. The Supplier will submit a fully itemised and costed list of the
unavoidable Loss with supporting evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by
written notice to the Supplier if either the Supplier commits:

18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer,
be remedied

18.4.2 any fraud

A Party can End this Call-Off Contract at any time with immediate effect by written notice if:



18.6

18.7

19.
19.1

19.2

19.3

19.4

18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract (other than
failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15
Working Days of being notified in writing to do so

18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Party ceases or threatens to cease to carry on the whole or any material part of its
business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify
the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working
Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.

A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if
clause 23.1 applies.

Consequences of suspension, ending and expiry

If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or
any part of it.

Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must
continue to provide the Ordered G-Cloud Services until the dates set out in the notice.

The rights and obligations of the Parties will cease on the Expiry Date or End Date whichever
applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration
19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or expiry

19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses
e 7 (Payment, VAT and Call-Off Contract charges)
e 8 (Recovery of sums due and right of set-off)
e 9 (Insurance)
e 10 (Confidentiality)
o 11 (Intellectual property rights)
o 12 (Protection of information)
e 13 (Buyer data)
e 19 (Consequences of suspension, ending and expiry)
e 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability)
e 8.44 10 8.50 (Conflicts of interest and ethical walls)
e 8.891t0 8.90 (Waiver and cumulative remedies)

19.4.4 any other provision of the Framework Agreement or this Call-Off Contract which expressly or
by implication is in force even if it Ends or expires

19.5 Atthe end of the Call-Off Contract Term, the Supplier must promptly:



19.6

19.7

20.
20.1

20.2

21.
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19.5.1 return all Buyer Data including all copies of Buyer software, code and any other software
licensed by the Buyer to the Supplier under it

19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs are
owned by the Buyer

19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a
complete and uncorrupted version in electronic form in the formats and on media agreed
with the Buyer

19.5.4 destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do
so or 12 calendar months after the End or Expiry Date, and provide written confirmation to
the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is
required by Law

19.5.5 work with the Buyer on any ongoing work

19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer, within 10
Working Days of the End or Expiry Date

Each Party will return all of the other Party’s Confidential Information and confirm this has been
done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.

All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of
the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off
Contract states otherwise.

Notices

Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in
writing'.

e Manner of delivery: email

e Deemed time of delivery: 9am on the first Working Day after sending

e Proof of service: Sent in an emailed letter in PDF format to the correct email address without
any error message

This clause does not apply to any legal action or other method of dispute resolution which should be
sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).

Exit plan

The Supplier must provide an exit plan in its Application which ensures continuity of service and the
Supplier will follow it.



21.2

21.3

21.4

21.5

21.6

21.7

21.8

When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier
in line with the exit plan. This will be at the Supplier's own expense if the Call-Off Contract Ended
before the Expiry Date due to Supplier cause.

If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond
24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer
at least 8 weeks before the 18 month anniversary of the Start date.

The Supplier must ensure that the additional exit plan clearly sets out the Supplier's methodology
for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement
Supplier at the expiry of the proposed extension period or if the contract Ends during that period.

Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the
Buyer to ensure that the additional exit plan is aligned with the Buyer’'s own exit plan and strategy.

The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject

to the Buyer’'s own governance process. Where the Buyer is a central government department, this

includes the need to obtain approval from GDS under the Spend Controls process. The approval to
extend will only be given if the Buyer can clearly demonstrate that the Supplier's additional exit plan
ensures that:

21.6.1 the Buyer will be able to transfer the Services to a replacement supplier before the expiry or
Ending of the extension period on terms that are commercially reasonable and acceptable to
the Buyer

21.6.2 there will be no adverse impact on service continuity

21.6.3 there is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer to meet its obligations under the Technology Code Of Practice

If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its
obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, activities and roles and
responsibilities of the Parties for:

21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and code
reasonably required by the Buyer to enable a smooth migration from the Supplier

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to the
Buyer or a replacement supplier, including conversion to open standards or other standards

required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations, configurations and
databases to the Buyer or a replacement supplier

21.8.4 the testing and assurance strategy for exported Buyer Data

21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations



22.
22.1

22.2

22.3

23.
23.1

24.
24.1

25.
25.1

21.8.6 any other activities and information which is reasonably required to ensure continuity of
Service during the exit period and an orderly transition

Handover to replacement supplier
At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:

22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the
Supplier’s possession, power or control

22.1.2 other information reasonably requested by the Buyer

On reasonable notice at any point during the Term, the Supplier will provide any information and
data about the G-Cloud Services reasonably requested by the Buyer (including information on
volumes, usage, technical aspects, service performance and staffing). This will help the Buyer
understand how the Services have been provided and to run a fair competition for a new supplier.

This information must be accurate and complete in all material respects and the level of detail must
be sufficient to reasonably enable a third party to prepare an informed offer for replacement services
and not be unfairly disadvantaged compared to the Supplier in the buying process.

Force majeure

If a Force Majeure event prevents a Party from performing its obligations under this Call-Off
Contract for more than the number of consecutive days set out in the Order Form, the other Party
may End this Call-Off Contract with immediate effect by written notice.

Liability
Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability

for Defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity
or otherwise) will be set as follows:

24.1.1 Property: for all Defaults by either party resulting in direct loss to the property (including
technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer
Data) of the other Party, will not exceed the amount in the Order Form

24.1.2 Buyer Data: for all Defaults by the Supplier resulting in direct loss, destruction, corruption,
degradation or damage to any Buyer Data, will not exceed the amount in the Order Form

24.1.3 Other Defaults: for all other Defaults by either party, claims, Losses or damages, whether
arising from breach of contract, misrepresentation (whether under common law or statute),
tort (including negligence), breach of statutory duty or otherwise will not exceed the amount
in the Order Form.

Premises

If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to
the premises. It is responsible for repairing any damage to the premises or any objects on the
premises, other than fair wear and tear.



25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this
Call-Off Contract.

25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.

25.4  This clause does not create a tenancy or exclusive right of occupation.

25.5  While on the Buyer’s premises, the Supplier will;
25.5.1 comply with any security requirements at the premises and not do anything to weaken the

security of the premises
25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any health and safety measures implemented by the Buyer
25.5.4 immediately notify the Buyer of any incident on the premises that causes any damage to
Property which could cause personal injury

25.6  The Supplier will ensure that its health and safety policy statement (as required by the Health and
Safety at Work etc Act 1974) is made available to the Buyer on request.

26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the

Services.

26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have
no liability for any loss of, or damage to, any Equipment.

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other
materials leaving the premises in a safe and clean condition.

27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn’'t Party to this Call-Off Contract has no right
under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not
affect any right or remedy of any person which exists or is available otherwise.

28. Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the
Supplier will comply with.

28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally

friendly way, for example by helping them recycle or lower their carbon footprint.



29.
29.1

29.2

29.3

29.4

29.5

29.6

The Employment Regulations (TUPE)

The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start
date then it must comply with its obligations under the Employment Regulations and (if applicable)
New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any
Former Supplier for any loss arising from any failure to comply.

Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it,
and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer
all staff information including, but not limited to, the total number of staff assigned for the purposes
of TUPE to the Services. For each person identified the Supplier must provide details of:

29.2.1 the activities they perform

29.2.2 age

29.2.3 start date

29.2.4 place of work

29.2.5 notice period

29.2.6 redundancy payment entitlement

29.2.7 salary, benefits and pension entitlements

29.2.8 employment status

29.2.9 identity of employer

29.2.10 working arrangements

29.2.11 outstanding liabilities

29.2.12 sickness absence

29.2.13 copies of all relevant employment contracts and related documents
29.2.14 all information required under regulation 11 of TUPE or as reasonably

requested by the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and will
notify the Buyer of any changes to the amended information as soon as reasonably possible. The
Supplier will permit the Buyer to use and disclose the information to any prospective Replacement
Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity
and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their
terms and conditions, other than in the ordinary course of business.

The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the
Replacement Supplier to communicate with and meet the affected employees or their
representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
29.6.1 its failure to comply with the provisions of this clause

29.6.2 any claim by any employee or person claiming to be an employee (or their employee

representative) of the Supplier which arises or is alleged to arise from any act or omission by
the Supplier on or before the date of the Relevant Transfer



29.7

29.8

30.
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32.2

32.3

33.
33.1

The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it
Ends or expires.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause
but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

Additional G-Cloud services

The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy
any Additional Services from the Supplier and can buy services that are the same as or similar to
the Additional Services from any third party.

If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and
monitor performance of the Additional Services using an Implementation Plan.

Collaboration

If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration
Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start
date.

In addition to any obligations under the Collaboration Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer’s contractors

31.2.2 co-operate and share information with the Buyer’s contractors to enable the efficient
operation of the Buyer’s ICT services and G-Cloud Services

Variation process

The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the
Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.

The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud
Services or their delivery by submitting a Variation request. This includes any changes in the
Supplier’s supply chain.

If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing
its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by
giving 90 days notice to the Supplier.

Data Protection Legislation (GDPR)

Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.59 and 8.60 of the Framework
Agreement are incorporated into this Call-Off Contract. For reference, the appropriate GDPR
templates which are required to be completed in accordance with clauses 8.59 and 8.60 are
reproduced in this Call-Off Contract document at schedule 7.



Schedule 3: Collaboration agreement - This Schedule 3 is not used.

Schedule 4: Alternative clauses - This Schedule 4 is not used.

Schedule 5: Guarantee — Not applicable to the service

Schedule 6: Glossary and interpretations

In this Call-Off Contract the following expressions mean:

Expression

Meaning

Additional Services

Any services ancillary to the G-Cloud Services that are in the scope of
Framework Agreement Section 2 (Services Offered) which a Buyer may
request.

Admission Agreement

The agreement to be entered into to enable the Supplier to participate in the
relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to Tender (known as
the Invitation to Apply on the Digital Marketplace).
Audit An audit carried out under the incorporated Framework Agreement clauses

specified by the Buyer in the Order (if any).

Background IPRs

For each Party, IPRs:

owned by that Party before the date of this Call-Off Contract (as may be
enhanced and/or modified but not as a consequence of the Services) including
IPRs contained in any of the Party's Know-How, documentation and processes
created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise
than under this Call-Off Contract, but excluding IPRs owned by that Party in
Buyer software or Supplier software.

Buyer

The contracting authority ordering services as set out in the Order Form.

Buyer Data

All data supplied by the Buyer to the Supplier including Personal Data and
Service Data that is owned and managed by the Buyer.

Buyer Personal Data

The Personal Data supplied by the Buyer to the Supplier for purposes of, or in
connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-Off Contract.

Buyer Software

Software owned by or licensed to the Buyer (other than under this Agreement),
which is or will be used by the Supplier to provide the Services.

Call-Off Contract

This call-off contract entered into following the provisions of the Framework
Agreement for the provision of Services made between the Buyer and the
Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-
Off schedules and the Collaboration Agreement.




Charges

The prices (excluding any applicable VAT), payable to the Supplier by the Buyer
under this Call-Off Contract.

Collaboration
Agreement

An agreement, substantially in the form set out at Schedule 3, between the
Buyer and any combination of the Supplier and contractors, to ensure
collaborative working in their delivery of the Buyer’s Services and to ensure that
the Buyer receives end-to-end services across its IT estate.

Commercially
Sensitive Information

Information, which the Buyer has been notified about by the Supplier in writing
before the Start date with full details of why the Information is deemed to be
commercially sensitive.

Confidential
Information

Data, Personal Data and any information, which may include (but isn’t limited
to) any:

information about business, affairs, developments, trade secrets, know-how,
personnel, and third parties, including all Intellectual Property Rights (IPRs),
together with all information derived from any of the above

other information clearly designated as being confidential or which ought
reasonably be considered to be confidential (whether or not it is marked
‘confidential’).

Control

‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled’ will be interpreted accordingly.

Controller

Takes the meaning given in the GDPR.

Crown

The government of the United Kingdom (including the Northern Ireland
Assembly and Executive Committee, the Scottish Executive and the National
Assembly for Wales), including, but not limited to, government ministers and
government departments and particular bodies, persons, commissions or
agencies carrying out functions on its behalf.

Data Loss Event

Event that results, or may result, in unauthorised access to Personal Data held
by the Processor under this Framework Agreement and/or actual or potential
loss and/or destruction of Personal Data in breach of this Agreement, including
any Personal Data Breach.

Data Protection Impact
Assessment (DPIA)

An assessment by the Controller of the impact of the envisaged Processing on
the protection of Personal Data.

Data Protection
Legislation (DPL)

Data Protection Legislation means:

(i) the GDPR, the LED and any applicable national implementing Laws as
amended from time to time

(if) the DPA 2018 to the extent that it relates to Processing of Personal Data and
privacy

(iii) all applicable Law about the Processing of Personal Data and privacy
including if applicable legally binding guidance and codes of practice issued by
the Information Commissioner

Data Subject

Takes the meaning given in the GDPR




Default

Default is any:

breach of the obligations of the Supplier (including any fundamental breach or
breach of a fundamental term)

other Default, negligence or negligent statement of the Supplier, of its
Subcontractors or any Supplier Staff (whether by act or omission), in connection
with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to
CCS for a Default of the Framework Agreement and in relation to a Default of
the Call-Off Contract, the Supplier is liable to the Buyer.

Deliverable(s)

The G-Cloud Services the Buyer contracts the Supplier to provide under this
Call-Off Contract.

Digital Marketplace

The government marketplace where Services are available for Buyers to buy.
(https://www.digitalmarketplace.service.gov.uk/)

DPA 2018

Data Protection Act 2018.

Employment
Regulations

The Transfer of Undertakings (Protection of Employment) Regulations 2006 (Sl
2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

End

Means to terminate; and Ended and Ending are construed accordingly.

Environmental
Information
Regulations or EIR

The Environmental Information Regulations 2004 together with any guidance or
codes of practice issued by the Information Commissioner or relevant
government department about the regulations.

Equipment

The Supplier's hardware, computer and telecoms devices, plant, materials and
such other items supplied and used by the Supplier (but not hired, leased or
loaned from CCS or the Buyer) in the performance of its obligations under this
Call-Off Contract.

ESI Reference Number

The 14 digit ESI reference number from the summary of the outcome screen of
the ESI tool.

Employment Status
Indicator test tool or
ESI tool

The HMRC Employment Status Indicator test tool. The most up-to-date version
must be used. At the time of drafting the tool may be found here:
https://www.gov.uk/guidance/check-employment-status-for-tax

Expiry Date

The expiry date of this Call-Off Contract in the Order Form.




Force Majeure

A force Majeure event means anything affecting either Party's performance of
their obligations arising from any:

acts, events or omissions beyond the reasonable control of the affected Party
riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical
warfare

acts of government, local government or Regulatory Bodies

fire, flood or disaster and any failure or shortage of power or fuel

industrial dispute affecting a third party for which a substitute third party isn’t
reasonably available

The following do not constitute a Force Majeure event:

any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or
a Subcontractor's) supply chain

any event which is attributable to the wilful act, neglect or failure to take
reasonable precautions by the Party seeking to rely on Force Majeure

the event was foreseeable by the Party seeking to rely on Force Majeure at the
time this Call-Off Contract was entered into

any event which is attributable to the Party seeking to rely on Force Majeure
and its failure to comply with its own business continuity and disaster recovery
plans

Former Supplier

A supplier supplying services to the Buyer before the Start date that are the
same as or substantially similar to the Services. This also includes any
Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557.12 together with the Framework
Schedules.

Fraud Any offence under Laws creating offences in respect of fraudulent acts
(including the Misrepresentation Act 1967) or at common law in respect of
fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to
defraud or conspiring to defraud the Crown.

Freedom of The Freedom of Information Act 2000 and any subordinate legislation made

Information Act or
FolA

under the Act together with any guidance or codes of practice issued by the
Information Commissioner or relevant government department in relation to the
legislation.

G-Cloud Services

The cloud services described in Framework Agreement Section 2 (Services
Offered) as defined by the Service Definition, the Supplier Terms and any
related Application documentation, which the Supplier must make available to
CCS and Buyers and those services which are deliverable by the Supplier
under the Collaboration Agreement.

GDPR

General Data Protection Regulation (Regulation (EU) 2016/679)

Good Industry Practice

Standards, practices, methods and process conforming to the Law and the
exercise of that degree of skill and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and
experienced person or body engaged in a similar undertaking in the same or
similar circumstances.

Government
Procurement Card

The government’s preferred method of purchasing and payment for low value
goods or services.

Guarantee

The guarantee described in Schedule 5.




Guidance

Any current UK government guidance on the Public Contracts Regulations
2015. In the event of a conflict between any current UK government guidance
and the Crown Commercial Service guidance, current UK government guidance
will take precedence.

Implementation Plan

The plan with an outline of processes (including data standards for migration),
costs (for example) of implementing the services which may be required as part
of Onboarding.

Indicative test

ESI tool completed by contractors on their own behalf at the request of CCS or
the Buyer (as applicable) under clause 4.6.

Information

Has the meaning given under section 84 of the Freedom of Information Act
2000.

Information security
management system

The information security management system and process developed by the
Supplier in accordance with clause 16.1.

Inside IR35

Contractual engagements which would be determined to be within the scope of
the IR35 Intermediaries legislation if assessed using the ESI tool.

Insolvency event

Can be:

a voluntary arrangement

a winding-up petition

the appointment of a receiver or administrator
an unresolved statutory demand

a Schedule A1 moratorium

Intellectual Property
Rights or IPR

Intellectual Property Rights are:

copyright, rights related to or affording protection similar to copyright, rights in
databases, patents and rights in inventions, semi-conductor topography rights,
trade marks, rights in internet domain names and website addresses and other
rights in trade names, designs, Know-How, trade secrets and other rights in
Confidential Information

applications for registration, and the right to apply for registration, for any of the
rights listed at (a) that are capable of being registered in any country or
jurisdiction

all other rights having equivalent or similar effect in any country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intermediary can be:

the supplier's own limited company

a service or a personal service company

a partnership

It does not apply if you work for a client through a Managed Service Company
(MSC) or agency (for example, an employment agency).

IPR claim

As set out in clause 11.5.

IR35

IR35 is also known as ‘Intermediaries legislation’. It's a set of rules that affect
tax and National Insurance where a Supplier is contracted to work for a client
through an Intermediary.

IR35 assessment

Assessment of employment status using the ESI tool to determine if
engagement is Inside or Outside IR35.




Know-How

All ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know-how relating to the G-
Cloud Services but excluding know-how already in the Supplier’'s or CCS’s
possession before the Start date.

Law

Any law, subordinate legislation within the meaning of Section 21(1) of the
Interpretation Act 1978, bye-law, enforceable right within the meaning of
Section 2 of the European Communities Act 1972, regulation, order, regulatory
policy, mandatory guidance or code of practice, judgment of a relevant court of
law, or directives or requirements with which the relevant Party is bound to
comply.

LED

Law Enforcement Directive (EU) 2016/680.

Loss

All losses, liabilities, damages, costs, expenses (including legal fees),
disbursements, costs of investigation, litigation, settlement, judgment, interest
and penalties whether arising in contract, tort (including negligence), breach of
statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted
accordingly.

Lot

Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere with, corrupt, or
cause undesired effects on program files, data or other information, executable
code or application software macros, whether or not its operation is immediate
or delayed, and whether the malicious software is introduced wilfully, negligently
or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up to 1% but currently
set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in
each month throughout the duration of the Framework Agreement and
thereafter, until the expiry or End of any Call-Off Contract.

Management
Information

The management information specified in Framework Agreement section 6
(What you report to CCS).

Material Breach

Those breaches which have been expressly set out as a Material Breach and
any other single serious breach or persistent failure to perform as required
under this Call-Off Contract.

Ministry of Justice
Code

The Ministry of Justice’s Code of Practice on the Discharge of the Functions of
Public Authorities under Part 1 of the Freedom of Information Act 2000.

New Fair Deal

The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff
pensions: staff transfer from central government” issued in October 2013 as
amended.

Order An order for G-Cloud Services placed by a contracting body with the Supplier in
accordance with the ordering processes.
Order Form The order form set out in Part A of the Call-Off Contract to be used by a Buyer

to order G-Cloud Services.

Ordered G-Cloud
Services

G-Cloud Services which are the subject of an order by the Buyer.




Outside IR35

Contractual engagements which would be determined to not be within the
scope of the IR35 intermediaries legislation if assessed using the ESI tool.

Party

The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

Personal Data

Takes the meaning given in the GDPR.

Personal Data Breach

Takes the meaning given in the GDPR.

Processing

Takes the meaning given in the GDPR

Processor

Takes the meaning given in the GDPR.

Prohibited act

To directly or indirectly offer, promise or give any person working for or engaged
by a Buyer or CCS a financial or other advantage to:

induce that person to perform improperly a relevant function or activity

reward that person for improper performance of a relevant function or activity
commit any offence:

under the Bribery Act 2010

under legislation creating offences concerning Fraud

at common Law concerning Fraud

committing or attempting or conspiring to commit Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out of the
performance by the Supplier (or by a third party on behalf of the Supplier)
specifically for the purposes of this Call-Off Contract including databases,
configurations, code, instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Property

Assets and property including technical infrastructure, IPRs and equipment.

Protective Measures

Appropriate technical and organisational measures which may include:
pseudonymisation and encrypting Personal Data, ensuring confidentiality,
integrity, availability and resilience of systems and services, ensuring that
availability of and access to Personal Data can be restored in a timely manner
after an incident, and regularly assessing and evaluating the effectiveness of
such measures adopted by it.

PSN or Public Services
Network

The Public Services Network (PSN) is the government’s high-performance
network which helps public sector organisations work together, reduce
duplication and share resources.

Regulatory body or
bodies

Government departments and other bodies which, whether under statute, codes
of practice or otherwise, are entitled to investigate or influence the matters dealt
with in this Call-Off Contract.

Relevant person

Any employee, agent, servant, or representative of the Buyer, any other public
body or person employed by or on behalf of the Buyer, or any other public body.

Relevant Transfer

A transfer of employment to which the employment regulations applies.

Replacement Services

Any services which are the same as or substantially similar to any of the
Services and which the Buyer receives in substitution for any of the services
after the expiry or Ending or partial Ending of the Call-Off Contract, whether
those services are provided by the Buyer or a third party.




Replacement supplier

Any third-party service provider of replacement services appointed by the Buyer
(or where the Buyer is providing replacement Services for its own account, the
Buyer).

Security management
plan

The Supplier's security management plan developed by the Supplier in
accordance with clause 16.1.

Services

The services ordered by the Buyer as set out in the Order Form.

Service data

Data that is owned or managed by the Buyer and used for the G-Cloud
Services, including backup data.

Service definition(s)

The definition of the Supplier's G-Cloud Services provided as part of their
Application that includes, but isn’t limited to, those items listed in Section 2
(Services Offered) of the Framework Agreement.

Service description

The description of the Supplier service offering as published on the Digital
Marketplace.

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the course of the use
of the G-Cloud Services for purposes of or in connection with this Call-Off
Contract.

Spend controls

The approval process used by a central government Buyer if it needs to spend
money on certain digital or technology services, see https://www.gov.uk/service-
manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-
money-on-a-service

Start date The Start date of this Call-Off Contract as set out in the Order Form.

Subcontract Any contract or agreement or proposed agreement between the Supplier and a
subcontractor in which the subcontractor agrees to provide to the Supplier the
G-Cloud Services or any part thereof or facilities or goods and services
necessary for the provision of the G-Cloud Services or any part thereof.

Subcontractor Any third party engaged by the Supplier under a subcontract (permitted under
the Framework Agreement and the Call-Off Contract) and its servants or agents
in connection with the provision of G-Cloud Services.

Subprocessor Any third party appointed to process Personal Data on behalf of the Supplier
under this Call-Off Contract.

Supplier The person, firm or company identified in the Order Form.

Supplier The representative appointed by the Supplier from time to time in relation to the

Representative

Call-Off Contract.

Supplier staff

All persons employed by the Supplier together with the Supplier’s servants,
agents, suppliers and subcontractors used in the performance of its obligations
under this Call-Off Contract.

Supplier terms

The relevant G-Cloud Service terms and conditions as set out in the Terms and
Conditions document supplied as part of the Supplier's Application.




Term The term of this Call-Off Contract as set out in the Order Form.

Variation This has the meaning given to it in clause 32 (Variation process).

Working Days Any day other than a Saturday, Sunday or public holiday in England and Wales.
Year A contract year.

Schedule 7: GDPR Information

This schedule reproduces the annexes to the GDPR schedule contained within the Framework Agreement
and incorporated into this Call-off Contract.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the Processors,
however the final decision as to the content of this Annex shall be with the Buyer at its absolute discretion.

1.1 The contact details of the Buyer’s Data Protection Officer are: [Insert Contact details]

1.2 The contact details of the Supplier's Data Protection Officer are: || N EEEGEG

1.3 The Processor shall comply with any further written instructions with respect to Processing by the
Controller.

1.4 Any such further instructions shall be incorporated into this Annex.

Descriptions Details




Identity of Controller for each Category of
Personal Data

The Buyer is Controller and the Supplier is
Processor
The Parties acknowledge that in accordance with
paragraph 2-15 Framework Agreement Schedule 4
(Where the Party is a Controller and the other Party is
Processor) and for the purposes of the Data Protection
Legislation, the Buyer is the Controller and the
Supplier is the Processor of the following Personal
Data:

¢ Recruitment Management

The Supplier is Controller and the Buyer is
Processor
The Parties acknowledge that for the purposes of the
Data Protection Legislation, the Supplier is the
Controller and the Buyer is the Processor in
accordance with paragraph 2 to paragraph 15 of the
following Personal Data:

e Disclosure and Barring Service applications

The Parties are Joint Controllers
The Parties acknowledge that they are Joint
Controllers for the purposes of the Data Protection
Legislation in respect of:

e None

The Parties are Independent Controllers of
Personal Data

The Parties acknowledge that they are Independent
Controllers for the purposes of the Data Protection
Legislation in respect of:

e Business contact details of Supplier Personnel
for which the Supplier is the Controller,

e Business contact details of any directors, offic-
ers, employees, agents, consultants and con-
tractors of Buyer (excluding the Supplier Person-
nel) engaged in the performance of the Buyer’s
duties under the Contract) for which the Buyer is
the Controller.

Duration of the Processing

Processing will be for the duration of this Call Off
Agreement as specified in Part A of this order form.

Nature and purposes of the Processing

For managing the recruitment of employees and
volunteers through applicant records held in an
electronic database.

Type of Personal Data

Records that include PII of (potential) members of staff
and volunteers. E.g.: Recruitment records including
CVsl/application forms and employment checks.




The applicant record includes items relevant to the
processing of the application for the purposes of
recruitment, such as:

1. Recruitment selection questions.

o

It may also include the answers to vacancy
specific questions and/or psychological as-
sessment tools such as values screening
tools.

It may include linking through to a video in-
terviewing system.

2. The employer's application form for the va-
cancy to which the applicant has applied. The
guestions are determined by the employer and
often include:

o

contact details and national insurance num-
ber

employment history
gualifications
personal statement

disability information

3. Employment checks, including:

o

identity and current address
immigration status

criminal convictions where permitted or re-
quired under appropriate legislation

professional registrations where required
gualifications

references (including the contact details for
the referees)

occupational health

details provided about employment history,
studying and gaps including obtaining refer-
ences.

4. Monitoring of protected characteristics for statu-
tory reporting




5. Communications (Email/SMS) about the appli-
cation.

Candidate accounts can also include a 'Restricted
Jobs' area, this can include redeployment and/or talent
pool entries for single or multiple employers.
Redeployees are employees at risk of redundancy,
they are entered into the system by employers whom
have an obligation to offer redeployment. Processing
of the data is therefore necessary for the performance
of the contract between the employer and redeployee.
The categories of data held on redeployees include:
1. Personal details. These include name and
email address in order to provide notifications
of jobs to which redeployees could be rede-
ployed.

2. Details of current post. These include job title,
line manager, cost code, salary, benefits, re-
dundancy entitlement, employment start date,
Mutually Agreed Resignation Scheme (MARS)
offered?, employment end date, reason for re-
deployment, redeployment start date & end
date, HR contact & HR business partner.
These details are used to assist in matching in-
dividuals with and prioritising them for suitable
positions.

Talent pool entries are promising candidates entered
into the system by employers whom want to easily
search for them when recruiting for a post. The
categories of data held on redeployees include:

1. Personal details including name, email address
and telephone numbers to notify individuals of
jobs employers would like them to apply for and
to manage communications.

2. Details of current post including employer, job
title and grade to assist in matching individuals
with suitable positions.

3. Notes added by the employers’ managers, for
instance as a result of interviews, about your
potential suitability for other posts.

Talent pool entries are created, accessed and
administered by employers. Talent pool entries created
can be accessed by the candidate in their account
area.

The administration user accounts enable those users
to login and perform tasks within the application




tracking system, such as managing applications,
managing vacancies and configuring the system's
behaviour.

Categories of Data Subject

Current and potential staff and volunteers.

Plan for return and destruction of the data once
the Processing is complete UNLESS
requirement under Union or Member State law
to preserve that type of data

Data is held electronically and is deleted automatically
on reaching the deletion dates specified in the Terms
and Conditions document.

Annex 2: Joint Controller Agreement

Not used.






