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1. Introduction
High Speed 2 (HS2) is a proposed high speed railway line which will link London and the West Midlands in Phase One, then extend to Manchester and the North West, and Leeds via the East Midlands and Sheffield, in Phase Two. 

In order to support the design of the railway line and associated infrastructure, such as the stations, a cohesive and integrated security design is required.  In order to achieve this, a suite of preceding supporting documentation is needed, all of which will inform the subsequent security designs. 
To support the production of this documentation, a Supplier is required to produce a comprehensive Design Basis Threat, an Authorised Firearms Officer (AFO) concept of operations and a Vital/Vulnerable Area assessment, risk assessment and a complete suite of Level 1 and Level 2 Operational Requirements of all key infrastructure. 
2. Objectives
This invitation to tender (ITT) is issued by High Speed Two Limited (HS2 Ltd) (the “Employer”) to support the commercial development of its integrated railway proposition. HS2 Ltd wishes to engage a Service Provider, (the “Supplier”) to provide a risk assessment and associated activities. 
The Supplier will be required to deliver the Engineering and Commercial Services (the “Core Services”) described in Section 3: Scope of Services of this Schedule of Requirements. 
Tenderers should note that the activities, tasks and deliverables referred to throughout this Specification of Services are not necessarily limited, or exclusive, to the particular paragraph in which they appear. 
The Supplier will be required to: 
a) Provide at all times Consultant(s) of the necessary skills, experience and capability for delivery of the Scope of Services; 
b) Liaise and share information with the Employer, their advisors and stakeholders; 
c) Present their professional advice and assessment to the Employer’s decision making forums and programme governance meetings (including lessons learned reviews etc.); 
d) Attend regular programme, technical meetings; and 
e) Report progress against the Supplier agreed delivery programme, key risks and opportunities and spend against budget.










3. Scope of Services
In order to produce an effective suite of security requirements for the design of the HS2 infrastructure, HS2 will follow the CPNI guidance on the production of Operation Requirements (OR). Operational Requirements are a statement of security needs based on a thorough and systematic assessment of the problems to be solved and the hoped for solutions. The OR process presents a structured argument, supported by evidence, intended to identify possible security solutions and justify that they are suitable for application in a specific operating environment.
The production of effective ORs will minimise ambiguity in the design stages and therefore should provide a cost effective end to end process with minimal impact on the overall design process.
In order to achieve this, a complete suite of documentation is required:
· A set of Level 1 ORs.  Based on identified assets such as the stations, line of route, control centre, etc; the Level 1 ORs wll identify:
· Credible threats to the assets, 
· A vital area and vulnerability assessment, 
· A security risk assesment for the asset and identified vital/vulnerable areas using a recognised industry methodology.
· Details of expected mitigation in the form of security solutions.

· Multiple sets of Level 2 ORs.  A Level 2 OR is a continuation of the Level 1 ORs, and provides the performance requirements for each security solution identified in the Level 1 OR, such as CCTV, acces control, perimeter protection, hostile vehicle mitigation, etc.  The level of detail must balance the need to avoid ambiguity, yet provide sufficient flexibility to allow security system desigers and architects  to produce effective solutions. 
The Employer will provide supporting documents and access to HS2 and external Subject Matter Experts in order to provide a suitable level of information to the Supplier in order to produce the required documentation to the expected standard.
In order to achieve this, a specialised consultancy is required to deliver this.  One that has:
· In depth knowledge and experience of terrorist and criminal intent and capabilities.

· Experience of direct current interface with government and police agencies such as CPNI and NaCTSO.

· Capability to receive, produce and disseminate information at the OFFICIAL SENSITIVE level and preferably at SECRET level.  Consultants will need to be SC Cleared.

· Experience of producing detailed Threat documentation, vulnerability assessments, security risk assessments and security Operational Requirements within a Critical National Infrastructure sector, preferably transport.

Timetable for Deliverables:

	Deliverable
	Description
	Estimated Delivery Date

	Stage 1: Kick-off,  plan & programme
	An agreed detailed plan/approach and programme for the project including identified requirements from the employer
	Start + 2 weeks

	Stage 2: Draft Reports
	Draft Level 1 ORs, including:
· Vital &Vulnerable Area Assessments
· Risk Assessments
	Start + 2 months

	Stage 3: Draft Level 2 ORs
	Draft Level 2 ORs
	Start + 4 months

	Stage 4: Final Reports
	An update of the draft reports addressing comments from HS2. 
	Start + 6 months



4. Methodology
The tenderer will work at both HS2 and their own premises, though it is expected that a minimum of two days a week will be required at HS2 offices to enable the required level of interface with key HS2 staff.  There may also be a requirement to travel to other locations as required.  Kick-off, progress and close out meetings can be held at either at their premises or the Employers premises. The tenderer will produce draft reports and (after HS2 review) final reports.  
The tenderer shall produce the defined products within the timescale stated, the tenderer will be responsible for the production, internally quality checking, and release to the Employer for their checking of these products in accordance with the Employer’s document management system.
5. Currently Defined Receivables
· Existing design concepts.

· A preliminary Design Basis Threat (DBT) including a credible Malicious Capabilities Assumption (MCA) assessment.  

· A preliminary Police Concept of Operations (ConOps) with a focus on AFO activity.  This will help inform the requirements of the BTP and Regional Police Forces and ensure they are captured within subsequent designs.
6. Project and Risk Management
The Supplier shall nominate a project manager (“Supplier Representative”) who will act as a single point of contact for the entire project and who has appropriate responsibility for the effective delivery of all aspects of the service of this contract. The Supplier Representative shall ensure that s/he has procedures in place to manage delivery against the project plan, undertake cost control and the deployment of their Consultants. In addition, the Supplier Representative shall ensure that the Customer’s Representative is provided with material updates as and when they arise.
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