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1. INTRODUCTION

1.1 This Schedule 2.2 (Security Requirements and Plan) covers:

1.1.1 principles of protective security to be applied in delivering the WAN and LAN Services;

1.1.2 wider aspects of security relating to the WAN and LAN Services;
1.1.3 the development and delivery of accreditation evidence for the WAN and LAN Services;

1.1.4 accreditation of the WAN and LAN Services with HMG Security Policy Framework, the HMG Information Assurance Standards 1&2 and the FITS Accreditation framework;

1.1.5 the development, implementation, operation and maintenance of the Accreditation management plan; 
1.1.6 the development, implementation, operation, maintenance and continual improvement of an Information Security Management System (ISMS), the scope of which will be agreed with the Authority; 

1.1.7 the development, implementation, operation, maintenance and continual improvement of the Security Management Plan covering both HMG Accreditation and the ISMS;
1.1.8 audit of the ISMS compliance with ISO/IEC27001;
1.1.9 audit of compliance with the security requirements as set out in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements);
1.1.10 certification of the ISMS to BS ISO/IEC 27001 Standard (Information technology - Security techniques – Information security – Management systems Requirements) and BS ISO/IEC 27002 (Information Technology - Security techniques - Code of Practice for information security controls); and 

1.1.11 obligations in the event of actual, potential or attempted breaches of security.
2. PRINCIPLES OF SECURITY

2.1 The WAN and LAN Supplier acknowledges that the Authority places great emphasis on the confidentiality, integrity and availability of information processed by systems operating ‘securely’ within the limits and boundaries of Authority risk appetite and tolerance levels. The WAN and LAN Services must at all times comply with the HMG Security Policy Framework, HMG Information Assurance Standards and appropriate CESG Good Practice Guides, architectural patterns, implementation guides and security procedures; including Accreditation of any operational and supporting WAN and LAN Services processing Authority Data and the development of code for the WAN and LAN Services. Outside of the formal HMG Accreditation process, ISO/IEC 27001 is recognised as good practice for delivery of secure services and consequently the WAN and LAN Supplier shall adhere to the ISO/IEC 27001 Information Security standards for the provision of the WAN and LAN Supplier ICT Environment.
2.2 The WAN and LAN Supplier shall be responsible for the effective performance of all security and information assurance controls supporting the formal HMG Accreditation of the WAN and LAN Services; and shall at all times in relation to the WAN and LAN Services provide a level of security which:

2.2.1 is in accordance with HMG Security Policy Framework, HMG Information Assurance Standards and appropriate CESG Good Practice Guides, architectural patterns, implementation guides and security procedures, Good Industry Practice, Law and this Agreement;

2.2.2 complies with ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27011 and HMG Security Procedures for Telecoms Systems and Services (SPTSS);
2.2.3 complies with the Authority’s ICT security policies as such policies may be amended or replaced from time to time;
2.2.4 manages any specific Security Risks, of which the WAN and LAN Supplier is reasonably aware, to the Information Assets;
2.2.5 complies with the Authority’s data sharing and data access policies;

2.2.6 complies with the policies and requirements set out in the Security Aspects Letter (as identified in Call Off Form Appendix 3 Part A Section 1 Annex 1 (Referenced Documents)); and

2.2.7 is maintained for the duration of the Term through Accreditation management activities identified in the Security Management Plan.
2.3 The WAN and LAN supplier shall be responsible for the effective performance of all security and information assurance controls supporting certification of the WAN and LAN Supplier ISMS scoped to cover provision of ICT support to the delivery of the WAN and LAN Services; and shall at all times in relation to the WAN and LAN Services and the WAN and LAN Supplier ICT Environment provide a level of security, as is appropriate, which:

2.3.1 is in accordance with Good Industry Practice, Law and this Agreement;

2.3.2 manages any specific Security Risks, of which the WAN and LAN Supplier is reasonably aware, to the Information Assets;

2.3.3 is certified to ISO/IEC 27001 in accordance with paragraph 7 of this schedule 2.2 (Security Requirements and Plan);

2.3.4 complies with the Information Security Management requirements as set out in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements);

2.3.5 complies with the Authority’s data sharing and data access policies;

2.3.6 complies with the policies and requirements set out in the Security Aspects Letter (as identified in Call Off Form Appendix 3 Part A Section 1 Annex 1 (Referenced Documents)); and
2.3.7 is maintained for the duration of the Term through security management activities identified in the Security Management Plan.
2.4 For the duration of the Term, the WAN and LAN Supplier shall, and shall procure that all WAN and LAN Supplier Personnel shall, comply with: 

2.4.1 the Authority ICT security policies; including all Authority standards, policies and guidance relating to information assurance and provided to the WAN and LAN Supplier from time to time;
2.4.2 all policies and procedures approved by the Authority pursuant to this schedule 2.5 (Security Management Plan), either as part of the cardinal RMADS or WAN and LAN Supplier supporting ISMS;
2.4.3 the Security Aspects Letter (as identified in Call Off Form Appendix 3 Part A Section 1 Annex 1 (Referenced Documents)); and

2.4.4 the requirements set out in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements),

each as amended from time to time. For the avoidance of doubt, the WAN and LAN Supplier shall be responsible for keeping up to date with all amendments to any document set out above that is available to the public or which the WAN and LAN Supplier is able to access through relevant industry bodies.
3. HMG ACCREDITATION

3.1 Throughout this paragraph 3, with regards to HMG Accreditation requirements:

3.1.1 the term WAN and LAN Services applies to the live WAN and LAN Services and relevant WAN and LAN Supplier support systems identified under paragraph 2.1 above; and

3.1.2 the Authority’s Accreditation framework refers to the FITS Accreditation framework referred to in Call Off Form Appendix 3 Part A Section 1 Annex 1 (Referenced Documents).

3.2 The WAN and LAN Supplier shall, prior to each Service Commencement Date, and at no cost to the Authority, ensure that the WAN and LAN Services achieve Accreditation.  Successful Accreditation will be as defined by the Authority’s Accreditation framework and strategy and, when necessary, CESG.
3.3 The WAN and LAN Supplier shall follow the requirements of the Authority’s Accreditation framework and ensure that the WAN and LAN Services are accredited in accordance with Law, HMG Security Policy Framework, Information Assurance Standards (including supporting supplements, Good Practice Guides and security procedures) and relevant CESG and Authority enterprise security architecture patterns, as defined in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements).

3.4 The WAN and LAN Supplier shall ensure that the Accreditation of the WAN and LAN Services is delivered as a Tier 2 or Tier 3 RMADS (as appropriate and agreed with the Accreditor) under the Authority cardinal RMADS, including its organisational risk assessment, defined risk appetite and tolerances, security controls objectives matrix and high level polices.
3.5 The WAN and LAN Supplier shall ensure that the WAN and LAN Supplier ICT Environment complies with the requirements for Accreditation for the duration of the Term.
3.6 The WAN and LAN Supplier shall review and maintain the Accreditation of the WAN and LAN Supplier ICT Environment for the duration of the Term.
3.7 Any document referenced in the Accreditation evidence shall be made available to the Authority.
3.8 The WAN and LAN Supplier shall ensure that products providing security enforcing functionality are technically viable, i.e. meets all the necessary functional and non-functional requirements for the intended use, and must be appropriately assured as follows:

3.8.1 All security enforcing products must be certified under the CESG Commercial Product Assurance (CPA) Scheme to the appropriate grade, as determined by the Security Policy documents referred to in Call Off Form Appendix 3 Part A Section 1 Annex 1 (Referenced Documents), where such products are available.

3.8.2 Where a product provides cryptographic functionality but has no assurance under the CPA Scheme, then the product should be assured under the CESG Assisted Products Service (CAPS) to a level commensurate with the assurance requirements set out in IAS1&2 Supplement and HMG IAS4.

3.8.3 Where no products are available that are assured under either the CPA or CAPS schemes, then the Authority will consider other recognised assurance, such as Common Criteria Certification, to a level commensurate with the assurance requirements set out in IAS1&2 Supplement.

3.8.4 Where there is no technically viable and formally assured product, the WAN and LAN Supplier may propose a commercial product. The Authority reserves the right to require a bespoke assurance of such a product under a recognised scheme such as the CESG Tailored Assurance Service (CTAS).

4. INFORMATION SECURITY MANAGEMENT SYSTEM
4.1 The WAN and LAN Supplier shall develop, implement, operate, maintain and regularly improve the ISMS and will, without prejudice to paragraph 2.3 of this Schedule 2.2 (Security Requirements and Plan), submit a draft ISMS to the Authority within sufficient time to enable the Authority to review and Approve such draft ISMS in accordance with Schedule 4.3 (Document Approval Procedure) within forty (40) Working Days of the Effective Date. Thereafter the ISMS shall be periodically updated and audited in accordance with ISO/IEC 27001, provided that each update of the ISMS must be Approved by the Authority before it is implemented and operated by the WAN and LAN Supplier. The WAN and LAN Supplier shall ensure that the ISMS includes the security incident management process, dealing with, among other matters, data security incident management. 

4.2 The WAN and LAN Supplier shall develop, implement, operate, maintain and regularly improve and maintain a Security Management Plan in accordance with this Schedule 2.2 (Security Requirements and Plan). 
4.3 Both the ISMS and the Security Management Plan shall, unless otherwise specified by the Authority, be designed to protect all aspects of the processes associated with the delivery of the WAN and LAN Services, including the WAN and LAN Supplier Sites and the WAN and LAN Supplier ICT Environment, information and data (including the Authority Confidential Information and the Authority Data) to the extent used by the Authority or the WAN and LAN Supplier in connection with this Agreement.
4.4 Any document referenced in the ISMS shall be made available to the Authority.

5. SECURITY MANAGEmENT PLAN

5.1 Within forty (40) Working Days of the Effective Date and in accordance with paragraphs 5.17 to 5.19 of this Schedule 2.2 (Security Requirements and Plan), the WAN and LAN Supplier will prepare and deliver to the Authority for Approval a fully complete and up to date draft Security Management Plan which will be based on the draft plan in Call-Off Form Appendix 6 (Draft Security Plan).  Thereafter the Security Management Plan shall be periodically updated and audited in accordance with HMG Accreditation and ISO/IEC 27001 certification requirements, provided that each update of the Security Management Plan must be Approved by the Authority before it is implemented and operated by the WAN and LAN Supplier.
5.2 Following Approval of the Security Management Plan, or any subsequent revision of the Security Management Plan, the WAN and LAN Supplier shall immediately implement such Security Management Plan or revision as applicable.
5.3 The Security Management Plan Milestones shall be included in the WAN and LAN Supplier’s Transition Plan, as set out in Schedule 4.1 (Transition, Delivery and Acceptance Requirements).
5.4 The Security Management Plan will set out the security measures to be implemented and maintained by the WAN and LAN Supplier in relation to all aspects of ICT support for the WAN and LAN Services and all support processes associated with the delivery of the WAN and LAN Services and shall at all times comply with those security measures.  
5.5 The Security Management Plan will be structured in accordance with ISO/IEC 27001 and follow the Authority’s template.
5.6 Any document referenced in the Security Management Plan shall be made available to the Authority.
5.7 The WAN and LAN Supplier shall ensure that all WAN and LAN Supplier Personnel involved in the delivery or support of services to the Authority have current appropriate clearances as defined in the Security Aspects Letter, Staff Vetting Procedures and Contractor Personnel Security Requirements. The WAN and LAN Supplier shall certify to the Authority that the WAN and LAN Supplier Personnel hold the appropriate security clearance in accordance with the Security Aspects Letter. The certification shall include, but not be limited to the name, date of birth, type of clearance, issuing authority and clearance reference number for each such individual. The WAN and LAN Supplier shall provide such security clearance certification within five (5) Working Days of the Effective Date and at six (6) monthly intervals thereafter.
5.8 The WAN and LAN Supplier shall immediately notify the Authority where any security clearance issues occur with respect to the WAN and LAN Supplier’s Personnel. 

5.9 The WAN and LAN Supplier will undertake any mitigating action as requested by the Authority in relation to any security clearance issues raised pursuant to paragraph 5.8 of this Schedule 2.2 (Security Requirements and Plan).
5.10 The WAN and LAN Supplier shall ensure that all WAN and LAN Supplier Personnel are familiar with their responsibilities under relevant legislation, including but not limited to the Official Secrets Act, the Data Protection Act, and the Freedom of Information Act, both in employment and following any termination or change of employment.

5.11 The WAN and LAN Supplier shall ensure that all WAN and LAN Supplier Personnel are trained in the handling of classified materials according to the Authority’s Information Classification and Handling Policy. 

5.12 The WAN and LAN Supplier shall ensure that all WAN and LAN Supplier Personnel are promptly made aware of any change to the Authority’s policies on handling classified material.

5.13 The WAN and LAN Supplier shall ensure that all WAN and LAN Supplier Personnel undertake information risk awareness training within six (6) weeks of commencing work, or management, or delivery related to the WAN and LAN Services and annually thereafter.

5.14 The WAN and LAN Supplier shall ensure that physical and personnel security procedures applied to WAN and LAN Supplier Sites conform to the Authority security requirements and the Security Policy Framework.

5.15 In the event that the investigation of a security incident reveals weaknesses or flaws in the ISMS or Security Management Plan, then any change to the ISMS or Security Management Plan to remediate the weakness or flaw must be approved by the Authority and implemented on the Authority’s request. For the avoidance of doubt, where the change to the ISMS or Security Management Plan is to address a non-compliance with the Authority’s security policy, security requirements or as a result of a security incident, the change to the ISMS or Security Management Plan shall be at no cost to the Authority.  

5.16 The WAN and LAN Supplier shall process Personal Data in accordance with Clause 32 (Protection of Personal Data). 
5.17 The ISMS and Security Management Plan will be fully reviewed by the WAN and LAN Supplier at least annually or from time to time as the Authority requests, to reflect:

5.17.1 emerging changes in Good Industry Practice;

5.17.2 any change or proposed change to the WAN and LAN Supplier ICT Environment, the WAN and LAN Services and/or associated processes; 

5.17.3 any new perceived or changed security threats; and

5.17.4 any reasonable request by the Authority.

5.18 The WAN and LAN Supplier shall submit the results of such reviews to the Authority for Approval as soon as reasonably practicable after their completion. The results of the review should include, without limitation:
5.18.1 suggested improvements to the effectiveness of the ISMS;

5.18.2 updates to the risk assessments;

5.18.3 proposed modifications to the procedures and controls that affect the ability to respond to events that may impact on the ISMS; and

5.18.4 suggested improvements in measuring the effectiveness of controls.

5.19 Any change or amendment which the WAN and LAN Supplier proposes to make to the ISMS or Security Management Plan as a result of a review of the ISMS or to address a non-compliance with the Authority’s security policy or security requirements (as set out in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements)) shall be subject to the Change Control Procedure and shall not be implemented until approved in writing by the Authority. Such change or amendment shall be made at no cost to the Authority.
6. AUditing
6.1 The WAN and LAN Supplier shall conduct audits as required by the SIAM Supplier or the Authority.  The date, timing, content and conduct of such audits shall be agreed in advance with the Authority. Audits may be against areas of compliance, such as ISO 27001, or may be physical, procedural or technical in nature and may require IT Health Checks of the ICT Environment supporting the WAN and LAN Services. The requirements for IT Health Checks are set out in Call-Off Form Appendix 3 Part A Section 1 (Service Requirements).

6.2 The Authority shall be entitled to send a representative to witness the conduct of the audits. The WAN and LAN Supplier shall provide the Authority with the results of such audits (in a form agreed with the Authority in advance) as soon as practicable after completion of each audit.

6.3 Without prejudice to any other right of audit or access granted to the Authority pursuant to this Agreement, the Authority and/or its authorised representatives may, subject to the WAN and LAN Supplier's consent as to process and timing (such consent not to be unreasonably withheld or delayed), carry out such audits as are reasonably necessary in relation to the ISMS or Accreditation, and the WAN and LAN Supplier's compliance with the ISMS and the Security Management Plan. The Authority may notify the WAN and LAN Supplier of the results of such audits after completion of each such test.  Audits shall be designed and implemented so as to minimise the impact on the delivery of the WAN and LAN Services. 
6.4 Where any audit carried out pursuant to this Schedule 2.2 (Security Requirements and Plan) reveals any actual, attempted or potential Breach of Security, the WAN and LAN Supplier shall promptly notify the Authority of any changes to the ISMS and to the Security Management Plan (and the implementation thereof) which the WAN and LAN Supplier proposes to make in order to correct such failure or weakness. Subject to the Authority's Approval in accordance with paragraph 5.19 of this Schedule 2.2 (Security Requirements and Plan), the WAN and LAN Supplier shall implement such changes to the ISMS and the Security Management Plan as soon as reasonably possible unless otherwise agreed in writing by the Authority.
7. COMPLIANCE WITH ISO/IEC 27001 
7.1 The WAN and LAN Supplier shall provide the ISMS Scope for Approval by the Authority. The Scope of 27001 certification is to include the WAN and LAN Supplier ICT Environment and supporting processes included in the delivery of the WAN and LAN Services.
7.2 The WAN and LAN Supplier shall obtain certification from a UKAS registered organisation of the ISMS (or a non-UKAS registered organisation registered to another Accreditor covered under a multilateral UKAS agreement) to ISO/IEC 27001 for any aspect of the business that is necessary to support the WAN and LAN Services. The WAN and LAN Supplier shall obtain such certification within twelve (12) months of the Effective Date and shall maintain such certification for the duration of this Agreement. 

7.3 If certain parts of the ISMS do not conform to Good Industry Practice, or controls as described in ISO/IEC 27001 and HMG Information Assurance Standards, the WAN and LAN Supplier shall promptly notify the Authority of this and the Authority, in its absolute discretion, may waive the requirement for certification in respect of the relevant parts. The WAN and LAN Supplier shall supply notification to the SIAM Supplier in the form of submission of the independent audit report from the UKAS organisation, Authority led audit report or WAN and LAN Supplier internal audit report.
7.4 Without prejudice to any other right of audit or access granted to the Authority pursuant to this Agreement, the Authority shall be entitled to carry out such regular security audits as may be required and in accordance with Good Industry Practice, in order to ensure that the ISMS maintains compliance with the principles and practices of ISO 27001.

7.5 If, on the basis of evidence provided by such audits, it is the Authority's reasonable opinion that compliance with the principles and practices of ISO/IEC 27001 is not being achieved by the WAN and LAN Supplier, then the Authority shall notify the WAN and LAN Supplier of the same and give the WAN and LAN Supplier a reasonable period of time (having regard to the extent and criticality of any non-compliance and any other relevant circumstances) to become compliant with the principles and practices of ISO/IEC 27001.  If the WAN and LAN Supplier does not become compliant within the required time then the Authority has the right to obtain an independent audit against these standards in whole or in part.

7.6 If, as a result of any such independent audit as described in this schedule, the WAN and LAN Supplier is found to be non-compliant with the principles and practices of ISO/IEC 27001 (except in cases where the Authority has previously Approved the design, development and testing of the security model) then the WAN and LAN Supplier shall, at its own expense, undertake those actions required in order to achieve the necessary compliance and shall reimburse in full the costs incurred by the Authority in obtaining such audit. Where the non-compliance is in relation to previously Approved design, development and test of the security model, any actions to be taken will be agreed through the Change Control Procedure. 
8. BREACH OF SECURITY

8.1 Either party shall notify the other in accordance with the agreed security incident management process as defined by the ISMS (the “Security Incident Management Process”) upon becoming aware of any Breach of Security or any potential or attempted Breach of Security.

8.2 Without prejudice to the Security Incident Management Process, upon becoming aware of any of the circumstances referred to in paragraph 8.1 of this Schedule 2.2 (Security Requirements and Plan), the WAN and LAN Supplier shall:

8.2.1 immediately take the steps necessary to:

8.2.1.1 remedy such breach or protect the integrity of the WAN and LAN Services against any such potential or attempted breach or threat; and

8.2.1.2 prevent the same or an equivalent breach from occurring in the future.
8.2.2 Such steps shall include any action or changes reasonably required by the Authority. In the event that such action is taken in response to a breach that is determined by the Authority acting reasonably not to be covered by the obligations of the WAN and LAN Supplier under this Agreement, then the WAN and LAN Supplier shall: 
8.2.2.1 be entitled to refer the matter to the Change Control Procedure; and
8.2.2.2 as soon as reasonably practicable provide to the Authority full details (using such reporting mechanism as defined by the ISMS) of the Breach of Security or the potential or attempted Breach of Security.
9. MALWARE

9.1 Without prejudice to any other obligations which the WAN and LAN Supplier has under this Agreement in relation to Malware, the WAN and LAN Supplier shall, as an enduring obligation throughout the Term (and after the end of the Term (as applicable) in accordance with Schedule 6.4 (Exit Management)), use its reasonable endeavours to prevent Malware from being introduced into the Authority’s ICT environment via the WAN and LAN Services.  This shall include an obligation to use the latest versions of anti-virus definitions available from an industry accepted anti-virus software vendor to check for and delete Malware from the WAN and LAN Services.  In this Paragraph 9, references to “anti-virus” shall mean to software or other data intended to detect, prevent and/or mitigate the effects of Malware. 

9.2 Notwithstanding Paragraph 9.1 above, if Malware is found the Parties shall cooperate with each other and with any affected Other PSN Services Contractors and/or Wider PSN Contractors to reduce the effect of the Malware and, particularly if Malware causes loss of operational efficiency or loss or corruption of Authority Confidential Information, assist each other to mitigate any losses and to restore the WAN and LAN Services to their desired operating efficiency. 
End of schedule
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