Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationaisation Fund Administration Services Agreement

Requirement Specificatios Regquiremenm

mmmmmbmmwiuumamdmmm

The Suppier shall ensure that the DIT and ERDF corporale tranding as set out in the ERDF Branding and Pubicity
AT Rogaromants and provided By DIT and MHOLG from Sme 50 Sme are used exclusively ot ol Smes across ol | Mandatory
Communicatons.

The Supctr shal ermure that af Brarding and PubICIy Requrements are compiind with n ine Wit LU Regiwsors
AS and Nationa! ESIF Gudance. The consequences of noncompiance may oad 10 repayment of 1 ol sum of the | Mandatory
” s 4

s B0 an U = D OF HNNE AL DT

-

AS The Suppher hal orawre that al Branding and Publcity Requirements are compied with in 3ne with EU Regaanons Mandatory
and Natonal ESF Guidance. The consegquances of non-complance may ead 1o repayment of unding

MWMMNWmESFWWbCMMMW.N
A0 EITA Suppler(s) and SME Agpicants and any other party as sominaied by DIT, taking account of DIT guidancs on | Mandatory
DERNSng And Prosolion and ensuring comaiiance with EU reguiations and Nasonal ESIF Guidance

ey ey Ty —— ?

adbd ol

s B e S L R

mmmbumwmdmmmnu rant
formation System (GGES) which aims 10 provide acowate data 10 enable deparimonts 10 manage grants oficiently and effectively, while actively
mlradmmmnuumuuwnmmunw«uummmmb

A1 mm“mm-mwnmmmmaﬁwummmml Mandatory

the relevart ESIF Project in accordancs with the GGIS requirements (as updiated from time 10 tme )
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Inlernationalisation Fund Administration Sernvices Agreement

Requirerant  Requirement Sgecificaton Regquiremem
0 Type

that SME Appiicants are notfied Tal the Suppler neods 10 comply with the FO ‘ Mandatory
mmmdmnbumdwmmmmwmm

A2

tm&mmwmmmwmm&mdmmmmmwnu‘
A1l olgbie for aepeption from disciosure under the FOLA. Soch Iformation must be referted 10 a8 “Reservad infdormason™ | Mandatory
and idenified n e SME Agplcations.

WWUMMMMMNWWMMthMT
A4 Information Is redacied prior 10 pubication by GGIS. Al decsions relating 0 e exemption and discliosure of | Mandatory
Information shal B notifed o B Appicant ‘

A1S tposwwmmn:Mmmqu&swammmnnmuMg Mandatory
|

The Suppier shal onsure 0och SME Agpicant 15 SIOCHNG 3 UNKGU0 MArencs NUTDEr 1o 88 COMMUICatons, this
iSantfier shal have the Iowing charactnristcs. Mendstory

- |
34 Managing ERDF Projects

Ths SCHO0N COVErs Those 1eguirements felating 1 the managing of ERDF Projects

The Suppiser shal Comely With ELIOpean STuctarsl A vesiment Funds countir ITaud gadancs (pan of Nasonal |

Al

A7 ESIF Guidance) as may De amended o superseded By eguivalent gadance fom tima 1 time | Mandatory
The Sugpber shadl collabormte with DIT 10 mansge each ESIF Propct in accoedincs with the Ewopean Regonsl |
A1S Developmant Fund seguirements. This shall inciude but will not Do vited 10. !m
o Maintain b sk Regater by ESIF Project,
OIT Rederonce: DN 420055 » Commarcial iIn Confidencs - Page Yol 48

ENGROSSED CONTRACT FINAL v2 0



Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationaisation Fund Administration Services Agreement

Requirement Sgecificaton

Chiir AU Py and Snencal Management,
o onsuring each ESIF Project s managed dscretely (Lo, separale cost confres and reporting ). and

o MONROANG ANd realtinme reporing of co-fnancing avadabity (By LEP), and Enlerprses Supponed (by LEP) 10
DIT and P EITA Supplers) 1o manage SME Applications accordngly.

Regquiremem
Type

The Suppher shal work coRabOraively with DIT 10 ensure delvery of the ESIF OutpUs and complance with the ESIF

A9 nIpenE g atnTaty Mandatory
The Suppher shall estabish and oporale a management nlormation system for each ESIF Inlernationaiisaton Fund

A0 progect, which caphures all roguired slactronic data 1o ersure ESIF compliancs, and meets B dals requiremants set Mandatory
out by DIT in accordance with Scheduie 11: Processing Persona’ Data; Schedule & 4: Reports and Reconds
Provisions, and Schedule 2.4: Securty Managoment.

A2 The Suppler shal ensure Tat he management nformation system allows DIT access 10 dooumentation relatng to Mandatory
SME Applicants in an efficant and effective manner and supports DIT's sampie checking process.

A2 The Suppher shall aliow DIT access 10 ol ESWF Project related data and documentation ot ol imes, Mandatory
The Suppler shall ensure ol ESIF Projoct documentation is managed, retaned and siored in ocordance with

A Natonal ESIF gudance (8s publishad sad vpdated on gov uk) snd EU regulations; Schodule 11 Processing Mardstory

Personal Data: Schedule 8.4. Reports and Records Provisions, and Schedule 2.4 Secusty Management.
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Model Services Agreement - Schedule 2.1 (Service Description)
s Agreement

ESF Inlernationalisation Fund Administration Services

Requireerat  Requirement Specificaton Regquiremem
0 Type
» Assossor 10 3555t he debvery of o complant S 1
A4 mumtwnmrwmmnmamw I Mandatory
Assosamont data
38 Eurcpean Structursl and Investment Funds cutputs and resuits
WM“W‘MMWUMVMNMWNWMM
A2 The Suppher shall ensure thal they record ESIF Outputs Data [subject aiways 20 this Agreement) 10 be evidenced n | Mandatory
dcconsancs with Natonsl ESF Odput gudance (a8 putiished sed usdated on gov k) \
A8 The Suppber shal supply teal Sme UPAstes o BctuN s lorecast rogect Bapanditare and OUpUl porormancs ® | Stendetory
LEP lovels (snd ¢t Category of Region lgvel within the LEP, wiars sppicativ). '
2 The Supphor shal work comaboraively with DI 10 nsirs Salvary of the ESIF Oupuss and complance wih the ESIF | Sondetory
SapendBue rgUreeMnts. ‘
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Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationalisation Fund Administration Services Agreement

4. SME APPLICATION & AWARD

irovment

Requirement Specificas

Requiremen
Type

TS S2CBOn Covers Those roguiromants refating 1o how the Suppiier will help the EITA Supp = :
Fund co-financing by providing gukiance, training and othar heiphd iInlecventions a8 agreed with DIT and the EITA Scppien(s)

41 Faches

Focitating with ident
,.
_L_.__.x-__---- ._1 NN

MWMMMMM of
Inlermationafisation Fund co-Snancing for the EITA Suppled(s) 1o identify and sutabie SME Agphcants.

8.1 Arry such guidance shall be updated Fom Me 10 SMe as Part of & CONUBUGUS ITENCVEMent PAOCEss and in Mandatory
accordance with any amended Nationa! ESIF Gudance.
The Suppler shal develop and provide guidance on eigbity of Expentiture for ESF Inlernationaksaton Fund

B2 codnancing for the EITA Suppler(s) (from teme 10 ime a5 updated) n accordance with ESIF intemasionalsation Mandatory

reveer. wwe e e v g e w— - ——w & W

)
. - [+
T -, ia« ,,—4 ﬂ-"v;’sh-w—"

P e

The Supgint shal Gavelop and [rovide GUdancn 1o heip Ta SME Agpscarts with 3 procnss of seachng 8 prvate

B3 SECIor provider with respact 10 the cofinancing Asy such guidance shall be compiiant with EL) regulations and Mandatory
Natonal ESF Gudance.

= The Supsimt shal Srelcp ard make svalatio basl (ractos gudanos 10 Fak SME Agphcants manage frrvain Mandatory
Secior providens funded theough the ESF Inlermationalisation Fund.
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Inlernationafisation Fund Administration Services Agreement

Requiresrat Requirement Specificaton Requirement
Type

—

I

:.f u-.-j.(‘%\({q!lh I-.' - :-' P T POl S S e lasal ot S A S b UL S AL L S PR N
mmumwmwmnuwbammmmmmm
Po fnancial hea!th of he appicant ormpanisation, its on-going sustanabiity, its ability 10 manage the cash flow requirements of ESIF Intemationalisation
Fund co-irrvastmant anding, and s abity 10 repay ESIF Intermationaliaation Fund co-nmvestiment funding if necessary. The dut SEQESCH assessment
will inciude an assessment of whather the undertaiing is an undertaling in dificuity. Ompanisations identified a8 being underaikings in SiSculty are
ineligitie for ESIF internatonalsation Fund support and thelr appication wil be rejected.

This section covers Pose requiroments refating 1o how the Suppler will review SME Appicants’ ESIF Intemationalisation Fund co-irvestment funding.
The Suppiier shall Govelop and COmply With PrOCESSas I ScCOMance Wit the LSF inlernationalsation # und

ns gudelines for the SME Applcation Process and shal submt such procosses 0 DIT for Assurance before the Mandatory
Operatonal Senvice Commencement Date and oporate for i Torm of this Agreoment.

8.6 The Suppiter shadl Savelop and provide gadancs on Ihe SME Agpication Process (snsuring compiance win EU
Rogadatons and Nationy ESIF Gudance) for SME Agplcants and the EITA Supplerns). Mandaory

B7 The Scppier shal Jeveiop And MeguUily COMMTRINCINE BSOSl Drachcn APEroachas that help mpeove the quakty of Desieable
. SNE Applicasons for SME Applicants and the EITA Supplien(s)

The Supplier shal develop and comply with processes in acoordance with EU Regulations and Nationy! ESIF
B& Guidance for checking eligbiity and suabity of SME Appicatsons, and shall submit such processes o ODIT for Mandatory
Assurancs bafore B Operationg Secvce Commencament Date and oparale o the Term of ths Agreement.

B9 The Suppher shal check the sullabiity of SME Appicants and the proposed activity 1o be funded Mandatory
B.10 | The Supplier shal check the SME Application 10 ensure complance with EU Stato Ad Rogulations. ™ | Mandatory
B.11 The Suppier shall estabish and operale & process 10 arsure SME Applcants are not "in SfSculty” as definod by

; EU State A Rogulatons. Mandatory
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Internationafisation Fund Administration Senvices Agreement

Requirement Specificaton

ppdor shall chack that the SME Applicant s project has nol already started pice 1o an SME Agpication beng
mmmmG&R

Requirement
Type

B.13

The Supphior shal, balore awarding SME Appiicant s cO-funding. shall assess the SME 'S Agplcation with
rfrence 10 & $6t of Mandaiory axciusion grounds, eguivalent 10 thase et out In reguiation S57(1)43) of the PCR,
10 Setormine the sutabdity of a SME Agpicant. The detaded grounds for mandaiory aaciusion of an organisation
are sot out In Annex 1 (Grounds for mandalory exciusion) of this Schadule as may be amended or superseded by
oquvalent pgsiaton

8.14

Tha Sugpher shal chack SME Appacabon ior ahgtaily Of roposed Scivly and MAnd 03penditre n ko with € U
Rogdations and Nations ESIF Gudancs.

815

Tha Soppiter Shasl srmure Tu SVE ACORIton (rociss Kectirs Row 1he ropased scivity [0 be co-franced by
ESIF intemationalisation Fund co-mvestment fnding addresses DIT bamers 10 export in @ measurable and

quaisative way.

B.1%

The Suppier shal check the rules of Addtionaiity for each SME Agplcation.

8.17

The Suppbar shadl ensure that the SME AQDECHLON SIOCess CAILes Bnd Meporms the relevant equaity and diversty
indormanon in accordance with the Nationa? ESIF Gudance and Schedule 11: Processing Personad Data.

B.1%

The Suppber shall 2erfonm an assessment of SME ADphcanonds ) for ether imind of regocton of ESIF unding. Each
outcome shadl Include a hatification for the decsion which must be communicaled 10 the SME Applicant

8.1%

The Supplier shal rescive @ny SME Appcaton enors with the SNE Appicant, and inform the relevant EITA
Supper’s Personnel responsitie for supporing the SME Applicant
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Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationalisation Fund Administration Services Agreement

Requirement

ypeo

due - diligence (Including fraud risk assessmenty
8.3 [The Suppder shal estatissh and Operats @ PrOCess 10 vorily the rofessonal SaNdG of PIVEIE SO PIOVOers | — ;
8.21 The Supphor shall ostatiish and Operale A Erocess 10 prevent potortially TaUOUent activly rolalod 10 SME o Mandatory
irrvostment awards and report any Sndings or concems o DIT,

8.22 The Suppher shall supply DI T Wilh the requined volume of approved SME AppRCasons 10 moet DIT Sample Checking Mandatory
Ringarwronts

B8.23 The Suppler shal establiish comprehensive funding Terms and Conditions which shal indude as a minémum a Mandatory
4 nght of 30t and an obligation 1o provide mpact dats and ParSCIpatn N a0y PIOMCT Surveys.

refavart EITA Suppller’s Personnel is informed,

8.25% The Suppier shall estabiish and operaie & ransparont funding repection Process. Mandatory

The Supplor shafl ensure Batl e process for receiing and processing Appeals s the same for af the ESIF
.28 Inmmatonssaton Fund mgoas gropects Mandatory
OIT Reference: DN 420655 « Commarciyl in Confidencs - Page 'S of 48
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Model Services Agreemaent - Schedule 2.1 (Service Description)

ESF Inlernationalisation

Requiresrant Requirement

0

e stk subret 1o DIT for Approvad (prioe 50 bong mplomaenied) its proposals for and. when Approved,
B2 Wambmmsmwwnmmwwumsmm Mandatory

1 Fund Administration Services Agreement

Specificaton Requirement
Type

procedure
The Supplar shab st 10 DIT for Approvad (Pce 50 BOng Mpamanied) its propoaas 1or and, when Apgroved,

828 mplement a process for dealng with SME Appicant agpeals with respect 1o the Co-fnancing docision in accordance Mandaory
with DIT's complants process and procedure

829 The Suppler shall process and respond 10 appoals made by the SME Applcants Mandatory
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Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationalisation Fund Administration Services Agreement

5 CLAMS, PAYMENT & CLOSE-OUT

Quiremmet Requirement Specificas

-..-»w" wT——J —— ——— 1] (e ~~w—
s .

\ ey e -~‘ "w ‘- - ‘-*r " r AN e \\‘
$00 0 AN " -

ms\m“mmmammwfmamwmmmma
c decresss In amount of co-financing offered. within accaptable parametens 10 be defined by the Supplier Mandatory
BCCOAAANCH

c2 The Sugsime shal estabial and 0pecaln 3 syyinm 5 ToO0r furding vanalions. 1undeg #thon mvels and apsed Mendetory
offers.

s Process)
1]
p—

AT

c3 Suppie MWNMMMN : ] Mandatory
wmmwmumm)nmwmumumm

oA The Suppiler shall sutmd 1o DIT for Approwi (poe 10 Daeg irplmentnd| &5 gropossis kor and, whan ASproved. Mandetory
erplement & Co-fimancing Claim Process n accordance with ESIF Naticnal gudelnes.

cs The Suppber shall ormure Tl To £ SF Imamatonsisabion Fund Co-lrancieg Clam Procmss onfy siows ore clain Sendstory
per SME Agphcant.

ch On receigt of & CoFmancng CIsim Dy B SME Apphcant [he Suppber Shal Kssess and vorfy Gigitlity and —————
acouracy of the claim in accordance with ESIF Intemasonalsation Fund guidelnes.

The Suppier Shal orsue @ SME Claims DOUSE Bl FEQUINGD SUPPOFING VICONCo I ACCOMIANCE Wit ESF Mandetory
Internationalisason Fund gudeiines.

hwummmmmmmmwmmummm Mandatory
C2 | iho EITA Suppher,

c7
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Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationalisation Fund Administration Services Agreement

QT T

-

Specificaton

Requiremeont

£ SME Appiicant clam Is Agproved. the shail make payment wihin thaty (30) calendar Gays
c.ie The Supgier shal fecord the authonsation o payments. Mandatory
c1n The Suppber shal eatabiah and O0ONle & Clism fepeclion Srocess. Mandatory
CAZ | The Suppier shll rotsin Al SMIE Clmm Snd pirymant vidence i acoonsanch wilh ESIF inemasonsisaton Fund | Mandatory
GuaeEas
€3 The Suppber Shall supely DIT with T reGUIred voms of feprovnd SME Caims 10 meal DIT sampie chocking | Mandatory

SUppier shall develop and carry Out 3 sutabio SMIE avaluation and cose oul process 1o ensure ESIF complant
avidence of al ESIF Internationadisaton Fund ouputls is collected and retained In accordance with Schedue 11.
Processing Personal Data. Schedue 84 Reports and Records Provisions. and Schedue 2.4 Secunty
Maragement

c.1s

The Suppher shall rocord and monor ESH INtermationaiisason Fund Culput perormance 1or af INdvidual SME
Applcants in accordance with Schedule 11! Processing Persons Datx. Schedule 84 Reports and Roconds
Provisions, and Schadue 2 4. Security Mansgomant.
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Model Services Agreement - mmmw
ESF Inlernationalisation Fund Administration Sorvices

6 POST - AWARD

Requirement Specific ON Requirement

DA The Supgder shall compiate monthly Transacton List lempiates 10 support DITs ciams 1o MHCLG. Mandatory
D2 The Suppler shal assist OIT in making its quanery claims 0 MHCLG, ndloding the desk based administrative check
(Such 88 1 batp DIT respond % any challenges from MHCLG) Mandatory

0.3 The Suppier shall assist DIT In answenng specfic MMCLG enguides in 8 tmely manner 1o ensure DIT moot MMCLG

bmoscales Mandatory
DA The Suppler shal, whore requested by DIT, atiend meotngs with MHCLG or other audMors. Mandatory
Ds The Suppler shal assist OIT in ary Progect Change Request process with MHCLG Mandatory

— e Ve s’ b S [

he Suppiesr shat record SME 108 Broject GRS, Sunding Sought and Fich CONMOUB0NS and The Gats ports rom e | :
D& SME Applicasion. Mandastory
.y The Supsir shat copture SME PosIcooes. LLP Acea. Category O Foegion, Susiness acthely, ary rurn! ostabishments Mandatory
: and LEP secior data.
Ds The Supgise Shail Easrst DIT wih it mondioning and Mporing Ly ASEMEINgG COMErenaraie evidence / Aaratives of Nondsion:
business impacts achieved.
OIT Reference: DN 420655 « Commarciyl in Confidencs - Page 2 of 48

ENGROSSED CONTRACT FINAL v2 0



Model Services Agreemaent - Schedule 2.1 (Service Description)
s Agreement

ReQuirerrmmnt oM Requirement

0 Type

D9 The phor shall work with DIT Anadysts 10 continuously improve reporsng of Dusiness mpacts Mandatory
D.10 ON 10q0st the S.ppher Shall Supply 8l (0G40 FEOIManon And data 10 e SUMMAIVe ASSCISMent CONYacr Mandateey
D11 The Suppber shal aliow DIT acoess 10 8l propct Managament icemalon and propect COCUMENLASOn Al All timas. Mandatorey
D12 The Suppiser Shall Mmonior and Mpor progress 0N SUSLANatilly And Sl Cpporianty GMs In e with MHGLG
reGUIoOmants. Mendstory
D13 %s?ummuwwmwmqwmmwoﬁm Mandatory
€4 Accounting
0.14 m&mwmmmmeumﬁmmwmwmutb Mandatory
D15 The Suppher shat work colaboraiively with O 10 ensure delvery of ESIF expendture and cutputs. Mandatory
65 Manage Comghiance
D.16 The Suppher shal work with DIT 10 Mainisin the project Risk Rogister Mandatory
66  Request Codmvestment Reimbursement
0.7 The Suspher Shall 1003 IERSUN SroMct KTeces Cownng [he Most recant morth s aciivity 55 DIT by the e=d o the irs! | Mandatory
WOrking woek of the 1oBowing month
D18 Not Used [rR—.
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Internationafisation Fund Administration Services Agreement

Requiresrant Requirement Specificaton Requirement

fype

D19 The Suppher shall ensure each Invosce INcludes 2 soparaio Ine showing the oty amoum of ESIF SME Funding | Mandaory
xpondiiure defrayed n the relevant penod

7. REPOF & OPERATIONS

Requiroment Requirement Specification Reguvement
10 Type

7.1 Reporting & Operations

E1 xwwmmmwammmmmmmwmww Mandatory

E2 The Suppier shal ostablish and COOMNe & CONINUOUS IMDOVEMOnt pOroach 10 support he EITA Suppler(s) n Mandatory
delivering sligbie. sultable and qualty SME funding appiicaions. Inciuding addeessing any Fanng noeds

€3 The Supplior shal estadbish, operalo and MONRor B sysiem 10 manage ‘evels of funding atirition, lapsed offers and Mandatory
funding variations and provide monthly reports 1o DIT

e4 The Suppher shail estabiish and cperate B Project reporing systom which ensures OIT is able 10 moet of OIT Mandatory
Indereal. MHCLG, Extermal Ausitcr, LEP o any 0fr parinnr of stabkaholder reguirements

The Supphar shall provide monthly reports for DIT. This shadl include But not be kmited to:
o  Number of Applicatons recsived per LEP area (and, where relevant, Category of Region within that LEP

ES ared) Mandatory
o  Number of Funding Offars made per LEP area (and, where relevant, Category of Regon within that LEP
aed)
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Model Services Agreemaent - Schedule 2.1 (Service Description)
s Agreement

Requireemat  Requirement Sgecificaton

D

Numter of AppScations rjocied par LEP ated (and, whete relevant, Category of Region within that LEP
ared)

Number of SME Agpbcant disrms pasd pir LEP arved (and, whare relevant, Catigory of Regon within that
LEP area)

Total Viakue of Funding Offered por LEP ses (a0, whare redevint, Calegory of Region withis that LEP sea)
Total Value of Funding Paid per LEP area (and. where relevant, Category of Regon within that LEP area)

Numdar of Entorprises Supponed per LEP avea (and, whare relevant, Category of Region withia that LEP
aed)

Total Value of Private Secior Maich Funding per LEP e (and, whire relevant, Catogory of Regon within
Dot LEP area)

Borease in Employment per LEP aren (and, whote relovient, Category of Rogon within that LEP aea)
Number of New Enterprises Supporied (Longon ESF Infermationadisation Fund project only)

This repont should mciude monitly and Comulaive dats and shal Do subpct 10 ameadmen] N ScCOdance with the
provision set cut in Schadue 2.1 (Govemanoe)

Reguromen
Type

The Suppber shall provics relgvard EITA Suppierns’ perscnned rasd me acoses 1o niormation. This shall Inciude bt

Not be limited %
cs o Numder of Applications Received Mandstory
o  Number of Funding Offers made
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Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationafisation Fund Administration Services Agreement

Requireerant  Requirement Sgecificaton
w0

Tetal Vadue of Fusding Offered

o Total Value of Funding Padd

o Numder of Emengrises Supponed and (lor London ESIF intemasionalsation Fund peoject onty Numder of

New Emerprises Supported), for any LEP area and (where rolevant) Calegory of Reglon within that LEP
aen

00 THqaatt 1he Suppser Shall propans Mmpcrts 1o Mest MMGLG Sad DIT el Bnd 6ainms needs. Mandatcey

mwwmmwmwwesrﬁwnmm.mmmmm. Mandatory

The Suppler shal estabish and operate an ESIF compiiant approadth 10 exdermnal CoOmMuNICatons with DIT, the
EITA Suppien(s) and SME Agplicants and any other party as nominated by OIT, taking account of DIT guidance Mandatory
E9 on Branding and promotion,

WhorD roqarnd. the Suppbor shal support DIT with 26 xiemal Ieractions. with Dt not Reied 10, MHGLG. LEPS |

& =

E10 | and Growth Hubs Mandstory
WHOMD requred, 1he Supeier Shatl SUpEOr DT wilh Sl IR KIerachons And FegUests, With Dot Aol rriled 10, Mandstor
EnN other DIT dreciorates, regional Hoads of Export, regional loams, ministenal brefings and poicy devalopments.
The Sugpbar shadl atend ab meatings &4 reguesied by DIT, iInciudng But not lmied 1 Project intiation Vists, ESIF
E12 Propect Advisory Geoups, DIT contract mestings, and meetings with MHCLG o extemal Audton. Mandatory
E1l The Suppler shall crasde & conlral point of contact for Ml peojec! reisied anguries om DIT and EITA Supplers), Mandatory
The Supgier shas! te resporstin acet nccourfabin tor T roveeon of compalnt gemscnned and watl amgiaynd by | Mendetory
E14 ATy SUD-CONRCION
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Inlernationafisation Fund Administration Senvices Agreement

Requireerdit  Requirement Sgecificaton Reguroment
D Type

pliar shal develop a sule of gudance matenals for SV o5 and 1TAS 10 support the delvery of Mandatory
£1s 8 complant. eficient and gualty fund saministration process, Mawmd'm

The Supplier shall croate af required peoject documentation, INCLANG associatod terms and condtions 1o ensure Mandatory
E1é compiiant delvery of a Lty managed ESIF ematicnaksation Fund service.

In colaboration with DT, the Suppier shall develop an ESIF complant impact ovidonce colleciion approach which Mandatory
E1? Lkes Account of B IMPAct and cuicomas laled in e POt lge model.

Tha Sugpbet may be requred 10 Colaboratn with OFT 10 derviop 8 promdt tegnd for the exiemas presertaton of the Desirable
E. 18 progect.

The Suppber shall heip DUT el or 6acned a8 ERDF Opul SO0 (0 Sccoraancs with Aneax 3. ESIF ouput and | | Mandatory
E19 AlOCABoN Samimary ), whilst ensuring Pat LEP level fund aliocations are nol excoodod.

The Supghier shal be requred 10 provide an SME Fundng apohcation decson 5 benelicanes withn Sve (5) days Mandatory
E of recespt.

The Suppiler shall be reguired 10 respond 10 ad DIT, SME and EITA Sugpber|s] enganes withn twenty-dour (24) Mandatory

En howurs of recegpt.

ER The Suppier shall be required %o domonsirale how @1 SME Applcant processes are designed 10 ensure the Nandateey
mnimum burden on businoss.

ED The Suppier shall ensure that all monily and quariery reports are delivered no aler than five (5) Working Days Mandatory
after the reporting penod ond date.
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5 INFORMATION GOVERNANCE

we mmummumnmwmommm-mnuw
g during iImplementation, ensuring compiiance with EU Regulations and National ESIF Gudance.

F2 The Suppler shall securely celete all Data ot the cxpiry of s relention pandd, N accordance with Schedule 11:

Processing Personal Data: Schedule 8.4: Reports and Records Provisions: and Schodule 2.4: Securty Management |  Wandatory
F3 The Suppiier shall ensure that all Data deletod ot o eapiry of Bs redention penod cannot be accessed by anmyone. Mandatory
Dota heid on paper shall be socursly shradded and Data heid eloctronicaly.

~CY ~ A i J TN SR ThA 4 P s e P e & . B et L AT SRS Rmdd
Fd The Suppier shal oomcre that he Vinual Libeiry compies with this Senvice Descrigion, and Schedule 8.4 (Repons

and Records Provisions ). Mandatory
rs The Suppler shall colect and process Personad Data only in scoondance with the natrucions and direclions given by Mandatory
DIT and n accordance with Data Protection Legisiation.
ES mmumummmwmwm.mm.WT Mandatory
destruction and damage In sccordance with Data Protection Legisiation
Fi The Suppbor shall use a Privacy Notice In the format 10 be agreed with DIT. Mandatory
OIT Reference: DN 420655 « Commarcial In Confidencs - Page 29 of 48

ENGROSSED CONTRACT FINAL v2 0



Model Services Agreement - Schedule 2.1 (Service Description)
ESF Inlernationafisation Fund Administration Services Agreement

£s The Suppler shall ensure that the Privacy Notice is updalod upon roguest by OIT within five (5) days of such roguest Mandatory

ol no cost jo DIT,

The Suppher shall immodately escalate and report ol compiaants relating 10 unauthonsed and uniawdyl processing
F9 of accidents loss of, afteration, destruction and damage %0 Personal Data to DIT in accordance with Schedule 2.4: Mandatory
Security Management and ths Service Description,

-

The Suppier shal notfy DIT within fve (5) Working Days of all changes 10 ol processes and activises (ncludrg
F.10 cations whar they may be undertaken) that will reguire DIT 10 update &3 sotficaton on the ICO Regater of Dats | Mandatory

—— — - g~ -~

1'
Y : B 4
-, -~
B ) v\.vs‘r?f - .\’wva
o~

— - - - -— - -

e e

for Agproval. and whan Agproved,

St Bl it I

with, a

plan shall
Fn Mandatory
¢ tmescales for proparation and conduct of the annual audt; and
e the vt sirateqgy and planned outputs.
F12 The Sugpler shall comply with the Data Projecton Aot Pan, Mandatory

F13 The Suppier shall ensure that a comprehonsive Data Protection audt s camied out by an indepondont Thied Party Mandatory
x andior DIT in accordancs with Schadude 11 Procsssing Personal Data,

F14 The Suppher shall undertake a Data Protection audt every twoive (12) months (or such other fegquency as DIT may Mandatory
| reguing) and report the Andings to DIT
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Fs The Supplor shal implemant any recommendations fom any Data Protection audis within tmescales sot by OIT, Mandatory

period specified in Schadule 2 2: Perdormanca Level and the incdent Management Process. Mandstory

The Suppler shall dovelop and comply with processes hat ensure that the transmession of SME Appicaton Records
Far Over & putiic network Is done securely In accordance with securty medsures eguivalant to those used by major | Mandastory
fancial instiutions for e protection of financial dats and shall submil such processes 10 DIT for Assurancs.

.

F18 The Suppler shall ensure that the siorage of SME Agplcation Records compiies with DIT's securtty requirements as Mandatory
‘ spocifed in Schodule 2.4 Secunity Management.

F.19 The Scppier shal submit 10 DIT for Agproval, and when ASproved, comply with, & procedune e processing Individus Mandatory
5 Rights reguest (Le. subject access requests (SARs)) n accordance with Data Protection Legisiation.

Whoro T Suppier 15 required 15 Supply INorMason 10 DI 1 emabin Them % respond 10 INAVIGUN Toghts ~eqUosts. |
.20 the Suppler shall COCPOr e within such time and i such 1orm as reasonably reguested by DIT. Where no penod of Mandatory
tme s speciied i the request, the Supplier shal action e reguest within ten (10) Working Days from the date Pe

request is made 1o the Suppier (unkess 8 longer penod is speciied in advance by DIT)
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ESF Inlernationafisation Fund Administration Sorvices

MWMMVWMbMMNMW This saction should B9 read in Confunction with Schedule 2 4:
Security Management

G

The Suppier shal marage the ncdent Managoment Process In accordance with Schedule 2.4: Securty
Management.

G2

The Suppier shal ensure hal 3 MEasUres NOCossary 10 comply with Data Protection Legisiation are in place ©
control acoess 10 Porsonad Dats By 1he Supplier’s Personsel in accordsncs with Schedule 11 Processing Penonsd
Duta

The Supgime shait atow DIT Parscaned 10 mondor the Supsint & comguancs and colgabons undee e Agroement
wihout hindrance. This shall Inciude alowing auorised DIT Parscansd 10 entie the Premises A arry Sme it Order 10
Inspect the operation, malntenance and oguipment used in the provision of he Services.

G4

The Scppler shall put in place Data Mardgemant Proceduris 10 ansure that Data is penoScaly Aaseased for Seketion
In accordance with Schedule 11: Processing Personal Data

G5

DIT may carry oul sudits of the Suppier's Qualty management systems (nciuding Quaity Pans and any gualty
manuals and procedures) ol agreed Imes. The Suppier shall develop and comply with auditing procedurnes ior audits
of he quaity management sysiems and shal submit such procedures 10 DIT for Assurance.
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Model Services Agreemaent - Schedule 2.1 (Service Description)

The Suppier shal provide Sl co-operalion for any audt Incuding access 10 ol relevant Documentatson and

Ge -

G.7 The Suppier shal devoiop and comply with an audit methodology for monttonng and controiing o businoss
: procosses and hand-offs 10 each business function and shall submit such audt methodology 1o OIT for Assurance.

The Suppiler shall dovelop and comply with an Audit Schedulo covering ol audis, logether with he scope of each
GSo Audr. and shal submdl such an Audt Schodule 1o DIT for Assurance pror 10 e Plarned Operstonal Sorvice
Commencement Date.

G The Suppiier shall subemit 8o DIT for Approval, the proposed securty audits 10 Be camed out and. whon Approved,
CMTY Out such sacurity sadits in accordancs with Schadude 2.4; Securty Massgement

.

The Supprer sl provide (i f with reparts, in enctione format whee pauesind ty O from the nodent log ndudeg
fut Gataty of

am Incidarns;

Secunity Incidonts;
Changes: and

Anyy other incidants.

The Suggeer shal Gistinguish betwoen:

InCSants,

Defecss.

Changes,

Secunty Inckdonts.

Key Perlormance indicator Incidents and,

G.1n
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Ciosad, wharn B IhGdent i Seamed 15 Do In AoNe of Dase dasailcations.
[ G.12 [mwmmmmmmam ] Mandatory

10. QUALITY ASSURANCE

'ﬁbmmmwmb

The Suppher shall deveiop and compdy with a Quaity Assutance process and shall submit such a process o DIT for
M Assurance. Mandatory

The Suppier shal deveiop a Qualty Plan, Bhat ensures Dal af aspects of the Services are the subject of Qualty
management systoms. a0 & consitant with 15O 9001: 2015 or any standaed which is ganerally recognised & Deing Mandatory
H2 oguivalent 1o &

The Supper shall subedt 10 DIT for Approval the date By which £ can deftver the Quaity Pian, pror 1o Pe Operationy Mandat
H3 Service Commencemant Dinte, and once Approved, shall deliver e Cusity Plan on of Defore such Appeoved Date ory

The Suppiser Shall sutmit 1he Quaity Plan 10 DIT 1or ASSUrancs within 1ho Agproved SIMmescaie, 800 0N ASSUred. Mandet
HA Comgly with the Cuasity Plan -y

Hs The Suppher shall provide the Services i accordance with the Qualtty Plan Mandatory
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shafl develop and comply with 3 Qualty Plan ang shall subme such » O - ogether Wi any

He proposed changes 10 DIT for Assurance Mandstory

M7 The Suppéer shal ensure coninuty n the management of QUaRY assurance durng T ferm of he Agroemont Mandatory
The Suppier shal be responsibie for he Qualty of the services suppied and be required 10 provide quaity conrols Mandat

M3 and measures 1o mondor these In accordance with the Qualty Plan -y

The Suppier shall nOMINate two (2] Named Persons as representalives who shall be rosponsbie for the overall qualty |
He 803 timaiosss of the Services 10 be providsd ol

.10 The Suppieer shal, durng Ta Mo of the Agroement. ook 10 GUveiop, Mantan and ImErove oRcency and qualty of Mandes
, he seraoms groveded 10 enhanos the overst Sebvary of the Proet. oy

This S6C00n COvers T0se roQUroments roating 10 MAaNaging Capacty of the SME Apgication froughput.

The Suppiier shall design the Services, 10 be capatle of being scaled smooily from the intial deployment, which supports onty the definod Services in
By Agreament, 10 suppont Secvices with up 10 WO (2) Brmes B carrent iady S8le Coarstional volumes 8% set oul in Arvax 2 — Estimate Cashfiow
Forecasts.
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ESF Interrationaisation Fund Administration Senvices Agreement

(8} The Suppler shal provide the Capacity Pan{s) 1o DIT for Assurance prior 10 the implementation of the Services Mandatory

The Supgler shal review and maintan the Cagacity Plan(s) at intervals of not more Than six (6) months, In the
12 oven! of 3 Change Control Reguest and o the request of DIT, 1o refect Services porformance in refation 1 volume, Mandatory
lochrcal and cperational changes and future volume projections.

The Supphor shal al 85 cost provide 3 Change Confrol Request in accordance with Schedule 8.2 Change Control

L3 Roguest Procedurs for any ncreases in Capacity where the Suppler peedicts Cagacity 10 be nsufficient 10 moet Mandatory
do~and
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121

This S0CH0M COvers Those FeQUINMONES Nelaling 10 DOCUMENtaBon. THis INCAJ00S SySIem DOOIMEntaion Bnd Operabional DOCUMENIEoN. FOqUNements
ppiying to both are contained in the general section. This section should be read In conjunction with Schedule 6.1: Implementation Plan.

The Suppler shal develop and comply with procedures for manionance and support and shall subonit  such
JA procedures o DIT for Assurance.

The Suppher shall deveiop, review, Updale and comply with procedunes o MaNeNance and support when Changes
are made 10 the Services and shall submi such procedures Incuding any updates to DIT for Assurance within four Mandatory
J2 (4) woeks of the Changs.

The Suppier is responsible for onifying all documents, Inciuding procodures. Impacied by planned and agreed Mandatory
J.3 Changos, and notfying DIT of thesa documents bofors the Change is agreed with DIT

The Suppier shal endure al Socumaniation descrbed in Schedule 6. 1: Imglementation Plan Miesiones and Ml o
JA4 Documentation reguested by DIT, is provided 1o OFT for review a5 and when modified duning the Term, Mandatory

The Supgiser Shall Subekt 15 DIT for Apgrovil, # Revare Schedul and. whon Approved, comply with such Review
Schedule. The Review Schadule shall alow time for

o DIT reviewors 10 read I COCUMmanis) 10 Do feviewnd, Inchuding afry Mierenced SuppPoring SoCumaniaton,
and Mandatory
e record and retum review comments 10 the Suppler,
RASUMING NO loss than wo (2) fevisions of each Socument
J5 o avoding B SuRAnecus relsase of aach Socument.
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shall provide Slecinonic Coplos (Or alow BCoRss) © y
J6 Excel or PowarPoirt) and'or POF formats as requesied by DIT fom time 1o Sme. Mandatory

The Semnce Provider shal ensuns Gocumentaton for Operatonal Processns and Proceduros B provded for ol saeks
10 Do undertahen By the Swuppber from the Opemtions Service Commancament Date. This stal, without lesitaticn

.7 ¢ Mandatory

o procedures for operation of the Services,
o procHdures Or malndensncs and suppont of B Services. and
o _rplecences 1o relgvant systems Documentation
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13, FACILITIES, PERSONNEL, STAFFING & TRAINING

This secton ists the reguirements related 10 the provision of acikties. This Secion S0 Covers roguiremonts for Personned (both the Suppier's, EITA
Supplions) and DIT's), a8 wel a3 Bwir tecruliment and irening,

131 Organisation

KA1 The Supplers shal coladorale with the EITA Suppiien(s) 10 manage he resolution of inodents Mandatory

The Supplier shall ensure o support plan s provided which detalds the support services Bat will be provided o OIT Mandatory
K2 and the EITA Suppien(s) 10 ensure & seamisss servics

The Suppiler shall establsh and Cpore & CoONtnUOUS IMpIovement agproach 10 supgornt the EITA Suppilens)
K3 Personnel in doelivering oligbie. suttable and qualty SME Applications. Inciluding addrossing iy Training noods Mandatory
K4 The Suppler shall attend regular meetngs with DIT and any related Thed Parties vpon request from DIT Mandatory

The Supplier shall ensure that its organisalion & structured 10 ensure focus on excelonce N CusSOMer sonice and Mandatory
KS compiiance with his Agrooment.

The Supgier shall promote G, ScCurale Sod MHGUN communicCations Detwnen the Suppines Persornal and B Mandatory
Ks EITA Supgplien(s) Poersonnel.

The Suppier shal onsure tht poerson(s) are nominaled 10 be responeitio for the delivery of the Services and are Mandatory
K7 contactabie by DIT duning nofmal Busindss hours

The Scppher shal ensurg hat DIT i advaed on & f0lng weelly Dass of the name(s) and CONMCT detads of the

appoinied porsonds) responsibie for the delivery of the Services and shal ensure Tat they are avadabie for contact Mandatory
Ks by DIT during nommal business hours.
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NG9 1 S NAS LR LR S A L A O O i e S U L S P A G D St SISO A0 20 AT o Sl

maowuummmmwmmw»muwm Mandatory
K9 and manienance

The Suppler shall orsure that Ihe scope of the idenifed b roles cearly Wenifes the responsitiites and Mandatory
K19 acoountabiiy for outputs and hand-ofts,

The Suppher shal ensure that DIT is nothed immadialely of the OooUmence of any of the olowing regarding the

o  dumissals: and'or

K11 o Koy Personnel appointments

The Senvice Provider shal ensore Tal 3PEropnane and rokvani Personne securly Chocks are perormod 1or new | Mandatory
K12 Service Provider Persooned prior 10 e commancement of ther employment.

msm.mm Mw:Mmd~MMhmmmm

10 in J.14 below:
o Data Protection Legisiation; ——
K13 e  Nasoral ESIF gudelines.
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o FOI Logisiation,

e obigatons, codes and procedures for s Perscnned;

o Ervironmenal Wormation Regulaticns.

o  Computer Mavuse Act 1990,

o socunty procosses and procedure;

o Promises rues and reguatons,

o methods 10 onsure Personnel have a dear understanding of their duties and hours: and

o methods to ensure Personnel are compolent 10 use sl necessary Equipment and suppler systomis) in a safe
and ofSclent manner

K14

The Suppier shal submit 10 DIT for Approval and. when Agproved, comply with Bhe condents of and materials o be
usad for & formal Induction courss ¢ new Persontal.

K.15

The Suppar shall submat 1o OIT Tor Appeoviy and, when Approved. comply with a dotalied raining plan for oF The
Suppier Parsonnml invoived i the delivery of the Senvices. The plan shall Cover he oliowing areas, such as bt
not imited o

o he Soppher's approach 10 raining.
o Ihe Suppier's proposals for nduction trakning. and

o the Suppier’s proposais for penodc refrosher raining and Personnel development raining. The Training
Pian shal ncluge Sny speciic Yenng requigments as Agproved by 0T
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shail provide all Necessary INJUCHION and ON-GONg TaNNg and SupPoring matenals 1o ol s Person-
ned for any changes made 10 the Services. For P svodance of Goutt. this shal nciude, But not be limited 1o f2an-
mmmm
FAQSs,

o SME Applcation and Caims gudance
o Cusiomer service; —
o SME Agplcation gudsines. snd

e raning and malerials refevant 10 ™ operation of the Services. and
K.16 o o other roquined Quidance

K7 The Sugphber shal ensure Bal & ANy MANUES ANA COUNES 408 UPSHINS 10 fefect Changes 10 OPIBLICNN [rac- Mandatory
tices and lesscns leamed

K18 WMMMbMMMb‘Wthmd Mandatory
P _L M’

e — w—.—-—-——-——
J‘\ P T

K.19 or shal provicie O descnpBons Sor those roles « d by Suppler 10 be recassacy or he delvery
as«mnmmw-umduww Nam this shall Inciude b descrigtions for

those Key Personnel cutined in Schedule 11: Koy Personnel

The Suppéer shall provide 10b descripions of s Personnel 10 DIT upon request. Job descriptions must include as a

menimum, detads of
K.20 o koy accountabiies; Mandatory
o koy competoncies.
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scopa of aach roke, and

meramum Qualfications and sxpenence necessary for the ndivduad 10 Ut the role

K.21 The Suppher shal request DIT approvad for the replacement of any Key Personnsl in accordance with Schadule 11 Mandatory
Kay Possoneml
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Requiremmant  Requirement Speciication ReGuiremment
w0 Y,C»C

The Supplor shal provide o reQuired and reguesied Data and stalemants Srectly 10 the relevant enoroament
L auhorRy (or appropnate relevart auhority) for the purposes of Gredd cand fraoud and other Investigations, unless Mandatory
Ofharwisg spechically reguested by DIT,

The Suppter shal provicos army regueting Dats and satemants 1O the msarvan! poscn soncn {of aoproprate ekt
L2 SUDOMy) Within the Smescains speciied By DIT and &t no cosl 1 DIT, A log of such avents shall 2o mantsned, Mandstory
Proviing traceatvity 10 the Data provided. and s 10g showd be provded 10 DFT for Nepaction on request

L3 The Suppier shal ensur Bl the Suppier s syslemgs) ogs 81 Data provmaded 10 he felavant POce Serce Mandatory

ACCRSS 18 required by inemal and extomal DIT audiors 10 the Supplier's systems and documents. Reguiar audits
L4 need 10 e camied cut by the Suppher In order 10 give assurance on the creditabiity of its cperations., reporting and Mandatory
feancial statements.

Ls The Supplier shall (a2 no cost 1o DIT) co-cpecate fully with any DIT audd pursuant 1o Cause 11 including providing Mandatory
AC0ess 10 al relevant Suppier documentation and perscnnel
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Requiresrat Requirement Sgecificaton ReQuirermmnt

W Type

Le The Supplar shal alow DIT access 10 &l audit data, reponts and resuits rom audis commessioned by the Suppler

which retate (In whole o I pat) 30 the Services. Mandatory
The Suppbor shail use a rsk-based approach 1o routinely carry out iInfermal sudits 1o provide assurance that eflecive
LT CoNois are In place. The Suppier shall submil & plan 10r its sadit prograsme 10 DIT for Assurance and provide DIT Mandatory
with ac0ess 0 the final report.
1143 Process & Control

The Supplier shal cbtain DIT Agproval of the design of any fnance proceduies, SroCesses and CONrols 10r RSSrance purposes. This section detals e
speciic controls and procosses required in onder 10 operste sach ESIF Projoct eoctively.

The Supoher shall ensure Tal Al feancial roCesses and CONMOIS A vwicped In acooedancs with ESIF Mandatory
LS Imermatonalisation Fund gudelings (as updated and amended Fom time 20 time).

The Suppier shal ensure that ol fisancial data provided 10 DIT is complele. comect and consistent with the underying Mandatory
L Operaticnal acthety

The Suppier shal produce and Maniain an issues log detaling all Ascorepancies In e fnancial data. This shal be

L10 | provided % DIT  the end of sach Period (1 b agresd with OIT) Wancbary
mmwmumdum.mmmmuwu»wuﬁm
LN Assurance (pror 10 imglemantation).
The Supplier shall maintan o sysiem of intermnad controls 1o provide Be rght level of chocks and balances 1o vernfy
L2 reconcitation of fnancis data, Mandatory
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ESF Inlernationafisation Fund Administration Senvices Agreement

Requiresrant Requirement Specificaton Requirermant

W Type

pplar shall ensure Pal T Snance sysiom(s) Conain 3 sysiem of IRtema comrols 10 provide the nght level of Mandatory
(9 | chacks and balances 1o vertly reconclation of financisl data
The Suppler shal document and perform penodc checks and reconcilations 10 prove he compiotenass and nlegnty Mandatory
L4 of Data entered inlo P INAnce Syslanmis)
The Suppher shal use the Jog for moniionng money laundenng and shall ensure that afl Froguianties are thoroughly Mandatory
L1s rvesiQated and ACtOnMd.
Tho Suppisst Shall DroOUCE INARCE LSAC GUINS NG INARCE PIOCHS GoCHments on Now Ty Wil Sssune thelr
operation and submit such guides and process doouments 10 DIT for Assurance, and (when Assured) comply with Mandatory
L6 such gudes and process documoents.
The Suppier shal ensure that af Tansactions n related 10 a SNE Agplcant are Cross referonced 0 related
documants, Fansacions, and authorsalions in order 15 peovide & ful sud rad for all SME Applicant(s) relsted | Mandatory
L7 transactions.
The Supper that cesign and 0pmratn Srocesses 10 0NsUTH Tl rebales can bo made 10 P Kowrg:
o OVOIpayYMants;
Mandatory
o duphcale payments. and
L8 *  paymant emors
The Service Provider shall ensure at the finance system{s) shal record the reason for a rebate as being due 10 one
of he ollowing Mandat
L1 o OVOIDayIeNts;
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Requirermrant

0

Requirement Specificaton

ReQuirermmnt
T,'.‘-.

Managemant and Snanciad reporing reguinemants (Inciuding frequency and scope) are detaded in this section

The Supphor shall ansute hat Suppiser Persornel msponsbie or Maraging the feance Auncion aiend Penod: Mandatory
L20 mestings with DIT
The Suppber shadl communicine &l ImBalions, erorns, MSSnNg Galh And ANcamates N Do undertng fnancis dats ©
&) DIT immediately. Mandatory
The Scopher shal ensure that il SCOOUNSNG JOUMMS e it il Ueas Craaded Ling B alest verson of the DIT oumas
L22 upload lemplale and in a formal 10 ba agreed. Mandatory
The Suppiser shadl eoscre he Rak Regater includes feancial ks and Cocumenied mBgalions and contols Som
L tme % time Mandatory
L24 The Suppler shall provide financial reports separating each different ESIF Project. Mandatory
The Suppier shall provide OIT ad-hoc extracts of the Snancial reports within two (2) Working Days of the roquest Mandat
L2s bewng Isswed by OFT oy
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Model Services Agreemaent - Schedule 2.1 (Service Description)
ESF Inlernationafisation Fund Administration Services Agreement

Requireerat  Requirement Specificaton ReQuirermmnt
0 7,‘,‘-0

The Suppiler shal ensure that ol Suppler Porsonnel have all relevant and roguired skl and knowledge through training and expenence 10 enable them
50 periorm thelr duties competently.

The Scppiier shail ensure 1hal Suppier Pancnnsl spomble for managing the Tnance fnction ame gualfieg
L26 accountants hoiding a cument recognised Chanered Accountng Quaificason and (ol no additional cost 10 DIT) are Mandatory
fully raned 10 enabie them 10 perform ther dutes compalently,

L7 The Scppier shad nomnide & dedicatd Qualfied Accountatt who i fesponain for managng he Snancie
doftveradies under s Agroemant in accordance with Schedue 9.2. Key Porsonnel. Mandaory
L28 The Suppler shal (ot no addonal cost %0 DIT) provide annuad Intemal Yaud detection and prevenson training 1o a8 Mandatory
Secvice Provider Perscnned nvolved in processing payments 10 sucoessfid SME Agplcants)

15, CLOSE-QUT SUPPORT AND QUTPUT EVIDENCE COLLECTION - DURING EXIT

o The Suppler shall be roguired 10 provide JOSe-0uUt SUPPO and oulput evidence collection for all cutsianding reguirements that are outside
the ESIF Project timeline (beyond June 2023) In sccordance with Schedule 7.1(Charpes and Invoscing) and Schadule 8.5 (Exit

Marage—ont)

OIT Rederonce: DN 4206855 » Commarcial in Confidencs - Page &) ol 48
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Model Services Agreement « Schedule 2.2 (Performance Levels)

In this Schedule. the following definitons shall apply.

"Performance Monioring has the measning gven n Paragraph 1 %(s) of
Repont™ Pant B
"Performance Review Meoting™ Tw reguisr moetings between the Suppber and
e Authonty 10 manage and review the
Suppler's parformance under s Agreement
a3 Surther described in Paragraph 1.5 of
Pan B
“Repeat KPI Fallure”™ :ummnnwnu
A
“Satisfaction Swrvey”™ has the meaning gwven in Annex 1;
DIT Refererce: DN 428545« Commensid in Confidence - Page 20112
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Model Services Agreement « Schedule 2.2 (Performance Levels)

"

12

13

14

16

22

23

PART A: PERFORMANCE INDICATORS AND SERVICE CREDITS

INTRODUCTION

The olyective of he performance Mansgement regime & 10 encourae e Suppler 10
meet defined service levels by measunng performance aganst a range of key
performance ndicatons (each a “Key Performance Indicator” or "KPY),

The XPis have been selecied 1o reflect areas of P Services which are essential In
oeder 10 debver an acceptabie level of cusiomer service e he SME Appicanrt and 1o

ovord exposing the Authorty to signSicant fimancial or reputabional risk.

Service Foints and therefore Service Credits have been set for each KPL, 1o reflect the
relatve mpoct of fakure 10 meet the acoeptable service level for the XPY

PERFORMANCE INDICATORS

Table 1 0 Annex 110 D Schadule (“Table 1°) sets cul T sots Out the pericrmance
management regime parameters for each of Be Key Performance IndScalons.

The Suppler shall moniior ds performance aganst each Key Performance Indcalor
and shall send the Authorty a report detaling the level of service actually achweved In
sccordence with Part B (Pecformance Mordorng).

Service Ponts, and thereiore Service Credts, shal accrue for any KP1 Falure and
shafl be caicuated in acoordance with Paragraphs 2, 3 and 4 of Part A (Performance
Indicators and Service Credins),

I the level of performance of the Suppler during 8 Service Perod achieves the Target
Petformance Level in tespect of & Koy Performancs Indicaior. no Service Pants shal
accrue 10 the Suppher in reapect of hat Key Performance Indicatcr

i the level of performance of the Suppber dunng a Service Penod is below the Target
Performance Level in respect of a Xey Performance indicator, Service Ponts shal
mb%mnmdummmuuamun

The number of Service Points hat shall accrue 10 ™he Suppler n respect of a KPI
Falure shal be the appicable number as detaled n Table 1 (Arnex 1) . The number
of Secvice Ponts sccurmulsted depends on the extent 1o whach B Suppler has tsied
10 meet the Target Performance Level for each KPL For each Key Performance
Indicator there are three (J) bands of Service Poirts as oliows:

{a) o Mnor KF Falure, or
{b) & Senous KPF! Falure of
(€]  # Severe KP| Falure o

DIT Refererce DN 428555  « Commengad in Conficdence - Paged ot 12
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14

25

26

27

28

Where B KPI Falure i & Repeat KP| Fabure which means the Severs KPI points
shail acoure In accordance with the provisions of Paragraph 3 2 shall apply.

The Service Points shal be fotaled for all KPis at the end of each Month and the
Service Crodt deductons shall be calculated In accordance with

COmesponang
paragraph 3.1 of Pan C of Schedue 7.1 (Charging and inveicing)

The value of he Service Credits Deductions shall be capped each Month at an amount
cquivalent 0 10% of the Monthly Service Fees of each respective ESIF Projects (L.e
NP201, ME20Y, SE201 and LO201) in accordonce with the table in pacagraph 5 n
Schedde 7.1 (Chargng and waicing). ("‘Monthly Service Credit Cap”)

The value of he Service Credits Decductions shall Be subyect 10 anfual Indexason in
accordance with paragraph 5.1 of Schedule 7.1 (Charging and lnvoang).

Calculation of Working Days

VWhen measuring the timeliness of any fem subject 10 & KPP based on Working Days
e following rules will apply:

{8)  any compiate Working Day between T Sem Start Posrt and End port  shal
be inchaded in the Working Day count,

(b)  any part Working Day which contains Waorking Hours between the item Start
Pont and End point shall e inciuded in e Working Dy count,

{€)  when an Bem s cormeclly escalsted to DIT duning Weorking Mours, then that

Werking Dy 8od any subsequent compiote Working Day the flem i with DIT
shall be exciuded n e Working Day count, and

{d)  when an lem i commectly escalated to DIT cutside of Working Houwrs, then any
subsequent compiete Workong Day !he dem s with DT shal be exciuded in the
Weorking Day court

Worked Example:

An tom wis recaived on Frdey 02 Novemnber ot 1025 This dem was cormectly
escalated 1o OIT on Wednesday 07 November at 17:50 A response was received
back fom DIT on Friday 00 NovemBer st 10 15. The Bem was responded o on
Nondsy 12 Novernber st 18:30

Date Suppliay Oescription
n es e received durng Worieg Hours
Sat 03 Nov No Non Working Day
-
g@% I 600 mﬁﬁ
ue 06 Now Yes e with Suppier
Wed O7 Now No to DIT Hours
Ne
Fri 09 Now Yes $om DIT durieg Woring Hours
Sat 10 Nov No Non Working Day
DIT Refererce: DN 420545« Commensid in Confidence « Paged ot 12
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Total Working Days

3 REPEAT KPI FARLURES AND RELATED XPI FAILURES
Repeat KPI Faluros

31 M a KPI Falure coours in respect of !he same Key Performance InSicator i any two
{2) consecutive Measurement Periods, the second and any subsequent KP| Falures
shail B » “Repost KPY Fadure® The KPI Falure shall e sppled in accoedance with
e lable below.

32  The Repeat KPI Falure count shall De reset 10 2¢r0 (D) once there have been two (2)
consecutve Measurement Penods in which the Target Performance Level has been

mal
3.3 Aworked example is set below
Counting Repeat KP1 Falkares
Moasrement Period
12 3_445 6|7 189 10|11 |92
Fallure to meet I I J l

Target Peeformancs |[F |F |« |F |« |7 |F |« |F |F |~ |F
| Lavels for a KPY (F) ,,__+

No. of Repeat
Fallures 0 2 0 1|2 3

34 For any falure 10 meet Target Performance Levels for each XPY which & & Repest
Fallure, the Service Points appicadle shal be appled as follows:

4

Repeat XPI F Severity Level of K’lw
alure Level of each
count apphcable 1o the Minoe Severe | KPI Service
KPRt Threshokd
Falure
3
4

Serious

Measwement Penod | KPI Fallure K
Fabure

2

3

4

WiN| O
L L LV

DIT Refererce DN 428555  « Commengad in Conficdence - PageSot 12
ENGROSSED CONTRACT FINAL v2 0




Model Services Agreement « Schedule 2.2 (Performance Levels)

4 SERVICE CREDITS

4.1  Schedde 7.1 (Charges and Invoxcing) sets out the mechanisa Dy whech Service Points
shail be corverted Nl Service Credes

42  The Acthorty stal use the Performance Moniionng Reports provded pursusnt 10
Part B among other things, 10 venify ihe calculaton and accuracy of the Service
Credits (¢ any) applcable 10 each Service Perod.

DIT Referarce: DN 428555 .« Commengid in Conficdence - Page G ot 12
ENGROSSED CONTRACT FINAL v2 0



Model Services Agreement « Schedule 2.2 (Performance Levels)

PART B: PERFORMANCE MONITORING

1 PERFORMANCE MONITORING AND PERFORMANCE REVIEW
11 Wimin 10 Waorking Days of the end of each Service Penod, the Scppler shall provide:

o)

)

a repont 10 the Authonty Representiative which summarises e performance by
the Suppier pgainst cach of e Poriormance INSCaiors as more particulany

descrbed i Paragraph 1 2 (the “Performance Monitoring Report”). and

8 report % the AuUority's sanice resporsitie ofcar which summanses he

Suppber's periormance over the relevant Service Pericd a3 morg paticulaty
desonbed in Paragraph 1 3 (the "Balanced Scorecard Report”)

Performance Monitoring Report

1.2 The Performance Morstonng Report shall be in such format as agreed Debween the
Parties from Sme 10 Bme and contain, 8% 3 minkmum, the following nformation:

Information In respect of the Service Peclod just ended

Ll

{b)

ic

d)

(e}

in

9}

{n}
{n

u

for each Key Pericrmance Indcalor, he sciual performance achieved over the
Service Perod, and that achieved Over T previous 3 Measurement Penods.

& summary of all Performance Fallures that occcured duning the Service Penod,

the seventy level of each KPI Fallure which cocured during the Service Perod
and whether each P Falure which cocurred during the Service Penod fel
bofow B Pt Service Theeshold:

which Performance Falutes reman culslanding and progress in reschang
the

for any NMateral KPI Fadues or Matenial Pl Falures ocoamng dunng the Service
Perod, the cause of the relevant KP| Fadlure or PI Faure and the acton being
taken 10 feduce the belhood of recurmence,

the siatus of any oulstanding Reciicaton Plan processes, nchuding
” whather of not 8 Recafication Plan has Been agreed, and

(] where a Rectficaton Plan has Seen agreed, & surmmary of the
Suppler's progress in implementing that Rectficaton Plan

for any Repeat Falures, actions taken 0 resolve the underlyng couse and
prevent recurence.

the number of Service Points awarded in respect of each XF1 Falure.

the Service Credis to be sppled. Ndcating the KP! Fadurels) to which the
Service Credis relate;

the conduct and periomance of any agreed perodic tests that have occutred,
such as the annual fadover test of the Service Conminuty Plan

DIT Refererce: DN 428555 .« Commengid in Conficdence - Page Tot 12
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13

14

()  relevant partioulars of any aspects of e Suppler's performance which fad 10
meet the requrements of this Agreement,

i such other detals 8 the Autorty may ressonably reguere from Bme 1o time,
and

Information In respect of previous Service Periods

(M) & roling 1ol of the rumber of Performance Fallures that have cccuned over
the past six Service Penods.

{n) the amount of Service Credits that have been noumed by the Suppler over the
pos! six Service Pencds.

{0) e conduct and parfoemance of sny 3gM0ed porodc Seats that have occurred
In such Service Pencd such s e annal fslover 1eat of he Service Continuity
Pan. and

Information in respect of the next Quarier

(p)  any schedued Service Downtime for Permitied Maintenance and Updates that
has been agreed between the Authorty and the Suppiler for the neat Quarier

Balanced Scorecard Report

The Balanced Scorecard Report shall Be presented in the fom of & dashbosrd and, &

a mnimum, shall contan a high level summary of the Suppler’s performance over the

rolgvart Service Perod, inchudng detads of the folowng

{8) feancil ndcalors,

(b) e Targel Periormance Lovels schieved.

{¢) beravicnrsl iIndcalons,

(d) perfioemance aganst s ODEGASON 10 pay &8 Sub-contractons withn 30 days of
receipt of an undisputed inwoice,

{e) Miesione Yend chart. showing performance of the overal programme, and

n sustainabity and enesgy effioency Indcalors, for example energy consumplion
and recycing performance.

The Perlormance Mondoring Regort and the Balanced Scorecard Report shal be
teviewed and Ber conlents agreed by the Partes #t the next Performance Review

Meetng held in pccordance with Paragragh 1.5,

The Parties shal aftend meetngs on @ monthly bass (uniess otherwise agreed) 1o
review Pe Performance Monfionng Reports and the Balarced Scorecard Reports. The
Performance Review Meoetings shall (uniess otherwise agreed)

DIT Refererce DN 428555  « Commengad in Conficdence - PageBot 12
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22

23

(a) ke place within 5 Working Days of the Perfonmance Monionng Repont being
Issued by the Suppler,

(b} take place o such cation and tme (Withen normal Business hours) as the
Authorty shall reasonably require (uniess otherwise agreed in advance), and

(€)  Be sttended by the Suppler Represertative and the Auhority Representatve

The Authonty shall be entitied 1o rase any aSS0nal GUESSONS and'or request any
further nformation fom the Supplier regarding any KP1 Falure and'or PI Falure.

The Suppler shall keep appropnate doocuments and records (Including Help Desk
rocords, siafl rocords, imesheets, raning programmes. siaff raining records. goods
tecaved JOCumentaton, ppier SCCISAlon records, Compipets recenved eic) n
refation 0 the Services beng defivered Wihout prejudoe 10 the generaity of the
foregong. the Suppher shall manisn sccurate records of call hislones for 8 miremum
of 12 months and provide prompt access 10 Such reconds 10 the Authonty upon the
Authonty’s request. The records and documents of the Suppler shall be avallable for
nspechion by B Authonty andor £3 nomnee ot any tme and The Authonty andor is
nomnes My make copees of any such records and documents.

I 533800 10 the requirement n Paragragh 2.1 1o manten appropriste documents and
records, the Supplier shal prowide 10 the Authority such supporting doocumentaton as
™o Authorty may ressconably requre i order 10 verty the level of the performance of
™ Suppler Soth befors and afer each Operstional Serice Commancament Date and
he calculatons of the amount of Service Credits or any specified penod

The Suppler shal enswe that he Performance Moniorng Report, the Balanced
Scorecard Raport and any wirslions of amendments therelo, any reports and
WITmanes produced N accordence with this Schedule and any other document o
record reasonably required by the Authority are avadable 10 he Authonty on-dne and
0 capabtie of bewng printed

DIT Refererce: DN 428545« Commensid in Confidence - Page S ot 12
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ANNEX 1: KEY PERFORMANCE INDICATORS
PART |: KEY PERFORMANCE INDICATORS TABLES
The Key Performance Indicanons that shall apply 1o the Operatonal Services are set out below:

DIT Refererce DN 428545 » Commeesal in Conficdence - Page 1008 12
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KR - Timely processing of SME Applications
{a) The Suppler shall be assessed on the percentage of ol Funang Award
decisions which are made within e stipulsted timetame.

(b} The XPI messure shal e based upon oll reports with an end posrtt durng the

KPR - Timely isssing of offer letiers
{s)  The Suppler shal be assessed on e percantape of afl Funding Ofer Leters

(b))  The XPI messure shal 0 based upon sl reports with an efd point durng the
Morth

NP - Iimely processiog of SME Claims
{a)  The Suppler shall be assessed on the percentage of all SME claims processed
and pad or assessed 10 have enors whare the enors have been notifed 10 the
relevant SME Agoicant within the stpulated tmeframe

()  The XPI messure sl Do based upon sl reports with an end point durng the
Morth

KP4 - Timety coliection of Close Out tepOrts
{8)  The Scuppiier shall Do sssessnd on the percertage of Coss OuUt reports which
harve boen complelod 6 mentin afler the payment of vald and spproved clanms.

{b)  The KPi measure shall be based upon the number of dams paxd durng the
month & months peor 10 the current month.

(a)  The Suppler shal Be assessed on the percentage of all SME Apphicant projects
which are rembursed by MHCLG without clawback or retrospective review by
other DIT o MHCLG

()  The XPi meascure shall be based upon 8l reports with an end point durng the

KPS - Close-oul Satistaction Survey
{8) This KP| ssseses e SME Appiicant beneficary costtene® perception of
fundng applcation peocess ot Cose out stage.

{(b)  The Suppler shall be assessed on he percentage of pll SME close Out repons
where the cost Denefit analysss scores edher four (4) or five (5)

AL PE VDRSS

- Vi T U

{c) The XPI measure shal be based upon all reports with an end poirt durng the
Month

DIT Refererce DN 428545 » Commeesadl in Confdence - Page 120812
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Model Services Agreement - Schodule 2.1 |Standards)
ESIF irternatonalaation Furd Adnnstaton Servces Agreerment

Standards
1. DEFINITIONS
In this Schedule, the following definiions shall apply.

“Standards Mub™ e Government's open and Sansparent
slardards S3CORON Process a8 documented ot
1R A S0Caas Sulh Cov L8 and

“Suggested 8 SuDMESsion 1o suggest the adopton of new of

Challenge™ emergent standards n the format specfied on
Stancards M.

2. GENERAL

21 Throughout the term of B Agreement, he Partes shal monicr and fotily sach
other of any new or emergent standands which could afect the Suppier's provision,
or the Authorty's receipt, of the Services. Any changes 1o the Standards, iInchuding
the adopbion of any such new o emerpent standard. shal Do apreed in accordance
wih the Change Contal Procedure

22 Whare s new or emergent standard 1s 30 be developed Of inkocuced by the
Authority, the Suppler shall be responsitie for ensunng that the polential impact on
the Suppler’s provision, or e Authority’s recept, of the Services is explaned to e
Authory (n 8 reasonable tmetame ), proe 10 the implementaton of e new or
emergent standard.

23 Where Standards referenced COnct with cach other of with Good Industry Practice.
then the later Standard or best practice shall be adopled by the Suppler. Any such
aleration %0 any Stardard(s) shall requice the pror wrtien agreement of the
Auhorty and shall be imglementad within an agreed tmescale.

3. TECHNOLOGY AND DIGITAL SERVICES PRACTICE

31 The Suppler shall {when designng, implementng and deliverng he Services)
mnwmamwnmmam-s

4. OPEN DATA STANDARDS & STANDARDS HUB
41, mmumbummcmmmWs

mammunmammm
irferoperabidfty, dats and document formats in the IT Ervironment

42 Without peejudice 10 the generaity of Paragraph 2 2. the Suppler shall. when
Implementing or updating 8 technical component or part of the Software or Suppher
Scluton where thede i & reguirement under Bus Agreement of Opportunty 10 use a
new of emargent standard, submt o Suggested Challenge compiiant with the UK
Government’s Open Standards Principles (using The process detaled on Standards
Hub and documented st NI | tanda s date gov b)) Each Suggested Chalienge
submitied by the Supplier shal detad, subject 10 the securty and confidentalty
provisions in tha Agreement, an Buatration of sech requrament or opportunty withn
the IT Esvircnment, Suppler Solution and Goversment's [T nfmiructure and the
suggesied open standard

DIT Reference DN 428565 « Commencal n Confdence - Pagelols
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Model Servaces Agreement - Schedule 2.3 (Standards)
ESIF internationalsation Furd Adminataton Servces Agreement

43

The Supgler shall ensure t™hat all documenation publshed on behalf of the Authonty
pursuant 1o s Agreement i provided In 8 non-propeetary format (such as POF or
Open Document Format (150 26300 or aquevalent)) as well as any native fle format
GOCUMENLANCN IN SLCONIRnCe With the oLEgaton under Paragraph 4.1 10 comply with
the UK Governmert's Open Standards Prinopies, unless the Authonty othenwise
0grees n writing.

5. TECHNOLOGY ARCHITECTURE STANDARDS

-3 B

The Suppher shol produce full and detaled lochmical architecture documentation for
the Suppher Solution n accordance with Good Industry Practice If documentaton
exisls that complies with TOGAF § 1 of s equivalent. then tha sl be deemed
accepiabie. '

6. ACCESSIBLE DIGITAL STANDARDS

61

The Suppher shall comply with (or with eguivalents o)

(8)  the Workd Wide Web Corsortum (W3C) Web Accessibity intatve (WAI)
Web Contert Accessibibty Guideines (WCAG) 2.0 Conformance Level AA
and

(b) ISOAEC 130661 2011 Information Technology ~ Interoperabiity with
assalive Sechnciogy (AT) — Part 1 Reguiramants and recommendatons for
rteroperabiity

7. SERVICE MANAGEMENT SOFTWARE & STANDARDS

5%

Sudject 10 Paragraghs 2 %0 4 (nciusive ), the Suppler shall reference relevant
Industry and MM Government standards and best practce gudeines n the

management of the Services, NAudng the following andior her equvalents.
{a) IMILV3 201,

{b) ISONEC 20000-9 2011 TTSM Specficabon for Service Management”,
{c) ISONEC 200002 2012 "ITSM Code of Fractice for Service Management”™,

{d) 1S5S0 10007 "Quaity management systems -~ Gudelnes for configuraton
méaragement” and

(o)  BS525850-1 2008 “Code of Practice for Busness
and ISONEC 27031: 2011, 180 22301 and ISONEC 24762 2008 in the

provision of IT Service Continuity Strategy” o "Disaster Recovery”™ plans.

7.2 For the purposes of management of the Services and delvery performance he

Suppler shall make use of Sofware that compies with Good Industry Pracscs
Incuding avaliabilty, change, iIncident, knowiedge, probiem, refease & deployment,
request ment, sanvice asset and configurshon. service catalogue, service level
mmmmlmmmmmmn
ITIL Sofware SEcheme as Deing compliant 10 “Bronge Level™, then Bs shal be

deemed accepiabie
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8. ENVIRONMENTAL STANDARDS

a1

82

8

as

The Suppbet warrants that it has obtained IS0 14001 (of eguivaient) Contfication for
s environmental management and shall comply with and mantesn centfication
requirements throughout e Term. The Suppler shall folow a sound ervironmerntal
management policy, eriunng that any Goods and the Services a'e procured,
produced, packaped, delvered. and are capable of being used and Utimately
disposed of In ways appropaiate 10 such standard

The Suppler shall comply With relevant cbigatons under the Waste Elecincal and
Electronc Equpment Regulations 2008 n complance with Drectve 200096 EC
;'Owb‘iSEU) ’ : T

1 )

The Suppher shall (when designing. procunng. implementing and delvering the
Services) onsure compliance with Avticie 6 and Arnex Il of e Energy Efcency
Directve 201227/EU and subsequent replacements.

The Suppler shal comply with the EU Code of Conduct on Data Centres’ Energy
Effciency The Suppher sholl ensure ot any dats centre wsed n delivenng the
Services are registered a8 8 Partcipant under such Code of Conduct

The Suppler shal comply with the Authorty and HM Government's objectves 1o
reduce waste and meet the aims of the Greening Government: 1T strategy contained
mummmmmmmmaru

VUAMBLAR AT

WEA e AL M e

9. HARDWARE SAFETY STANDARDS

91

The Suppler shall comply with those BS or other standards relevant 15 the provision
of e Services, InCudng the following of thek equivalents

{a)  any new hardware required for the delivery of the Services (Inchuding
prickars ). shall conform 10 BS EN 60550-1 2006+A12 2011 or subsequent
replacaments. In consicdenng where 10 s any such hardware, ™he Suppler
hal conmuder the future working user emvironment and shall positon the
hordware sympathetcally, wherever possitie

{b)  any new audo, video and simiar slectronc apparstus required for the delvery
of B Services, shal conform 1o e Iollowng stasdard BS EN
G005 2002+A12 2011 or any subseguent replacements.

{e) Aty New laser printers of SCANNers using sers, regured for the delvery of
the Services, shall conform 10 efiher of the folowing safety Standards BS EN
B0525-1 2007 or ary subseguent repiacaments . and

{d)  afry new KOOIt fOr CONNBCEON 10 ANy lelecommunication retwerk, and
regquired for the delivery of he Services, shall conform 1o the following safety
Standard BS EN 4100 2009 or any subsaquent replacements.
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9.2, Where roguired 10 4O 50 &35 part of the Services, e Suppler shall perform elecical
safety checks in refaton 10 ol equipment suppied under Bvs Agreement In
sccordance with the relevart health and safety reguistions.
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SCHEDULE 24

SECURITY MANAGEMENT



In Tvs Schedue, the foliowing defnticns shal soply

"Risk Management
Documestation™

“Information Management
System*

“Accreditation”™

“Breach of Security”™

has the mesning gven n Paragraph 6.3,

meons e Core Informaton Management
W_wmmww

e svesamet of e Com  Inkrmaton
Management System In  accoedance ‘with
mtwumwwnm

manager professoral
mwum which results in an
Accredtaton Decison.

s Te doecmon of the Auhorty, taken n
esccordance wWith he process sel ot In
Paragraph 6, 10 issue the Scppler with & Risk
Management Approval Statement or 8 Risk
Management Rejection Notice in respect of the
Core Information Masagement Syslems,

™o Suppler's plan 10 atten an Accrediston
Approval Ststement Bom the Authorty, which &
prepared by the Supplier and approved by the
Authonty n sccordence with Paragraph 6 4,

e ocourmence of.

(8)  any urauPonsed access 10 or use of the
Services, the Authority Premises, the
Stes, the Supplier System, the Authorty
System anditr any informaton o dala
(nchuding the Confdertial Informaton
and Te Authorty Data) used by Pe Aw-
thorty. the Suppler or any Sub-contrac-
10r I CoNNeCHon with this Agreement.

(b} mw;m«m;m
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“Conification Reguirements™

“Core Information
Management System™

“IT Hoalth Check™

Personal Data

Personal Data Breach

Personal Data Processing

"Process Autherity Data”

n each case as more partoularty set out n the
securtty requrements in Schedule 2.1 (Servces
Descrigton) and Te Bascline Securty
Requrements;

P feguements set out in Paragraph 7,

Pose Hformation sssets. ICT syslems and'or
Sies which wil be used by he Supplier and'or

has the meanng given Paragraph 8.1.1;

has the mesning gven in he Data Protecton

has the mesning gven in he Data Protecton
Legaiaton,

i

sots cut (1) the types of Personal Dats wiech the
Suppler andor s Sub<confraciors  are
Processing on behal! of the Authority. (1) the
categones of Data Subjects whose Personal
Data the Suppler and'or s Sub-contraciors are
Frocessing on behal of he Authory. the nature
g purpose of such Processing. (M) the
ocations ot whech the Suppler andor s
Subcontractors Process Autortty Dats. and,
(v} the Protective Messres Pl the Scppier




"Risk Management Approval
Stateemant™

"Risk Management Reject
Notice™

“Security Test™
“Statoment of information Risk

“Vulnerabliny Correction Plan™

“Wider Information
Management System™

of the ocourrence of any of the events set out In

Paragragh €101 1o 6108 1ogether with the
date on which each such change shal be

mplemanied and the date on which each such
change was implemented

& ootice Saued by the Authority which sety out
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2 Introduction
21 This Schedule sets out.

211

212

212

214

215

216

217

218

the principies which the Supplier shall comply with when performing £s ob-
hgations under This Agreement In order 10 ensure he securty of the Author-
fy Data, 1e IT Envrorment. the Suppler Sokution and the Information

Management System.

the process which shal apply 10 Pe Accreditaton of the Core information
Management System n Paragraph 6.

the Certiication Regquirements appicable to the Wider information Manage-
ment System n Parograph 7.

the Security Tests which the Suppler shall conduct dunng the Term in Par-
agraph &

the Securty Tests which the Authonty may conduct durng the Term in Par-
ograph 8.7,

the requirements %0 paich vuinerabiites in the Core Information Manage-
ment System in Paragraph &

the obligatons on the Supplier 10 prevent the introducton of Malicious Sof.
ware nio e nformation Management System and 10 scan for, contan the
spread of. and minemise the impoct of Malkcious Software which Is nbo-
duced nlo Te ormation Management System in Paragragh 10; and

each Party's obiigations in the event of an actual or attempted Breach of
Securtty n Paragraph 11,

3 Principles of Security

31 The Suppler acknowiedpes that the Authorty places great emphasss on the con-
Hdermiaity, ntegrty and avalabity of the Authorty Data and, conseguently on
the securty of.

38
312
313

the IT Environment,
the Scppler Soluton. and
he Informaton Masagement Systom

32  Notwittstending the irvoivement of e Authority in the Accredistion of the Core
Information Management System, the Supplier shall be and shal reman respon-
sble for

3

the securly, confidentialty, nlegrity and svadabiny of the Authonty Data
wihilyl that Acthorty Data s under the contad of the Suppber of any of ity
Sub-contracions,

Soltion, and

20 security of the Suppler
OIT Refererce DN 470955 » Commeecal o Conficlence - Page St D)

ENGROSSED CONTRACT FINAL w210



mmm Schedule 2.4 (Secunty Management)
ESIF internatonalsation Furd Admristaton Servoes Apreement

33

34

42

52

53

6.

61

62

323 e security of the Informiaton Mansgemant System

The Rak Management Board shal, in addtion %o s responsétes set out In
Scheduie § 1 (Govermnance ). mondior and may 8o provide recommendations 1o
the Suppher on the Accreditaton of the Core Informaton Masagement System

Each Party shall provide sccess 10 memBers of s niormaton assurance per-
sonnel 15 facitale the Suppler's dosign, IMplementslion, Cperalion, Marsge-
mert and contirual ingrovement of the Risk Management Documentation and
the securty of the Suppier Soluton and Infoemation Management System and
otherwise of reasonable tmes on reasonabie notce

Information Management System

The Authority shall be responatie for detarmning the Boundaty between Be
Core nformation Managemant System and the Wider Information Management
System. In order 10 enadie e Authorly 1o make such determmnation, the Sup-
pher shall provide the Authority with such documentation and information hat
the Authorty may reasonably require regarding any nformation assets, ICT sys-
tems and'or Stes which «i be usad by the Supplier o any Sub-contractor to
Process Authorty Data together with the associated informaton management
sysiem (Inciuydng orpanisatonal struciure, controls, POBCKS. Dractoes. proce-
dutes, processes and resources)  The Auhority shall notity Be Suppler, &
00N 8% reasorably practicsl folowing Te receipt of such documentation and
informaton. of B8 decon regardng he component parts of e Core Infor-
maton Management System and its boundary with e Wider Informaton Man-

agemert System

Arty propesed change 1 the component parns of andier boundary of e Core
mmmmuwmmmm
wih the Change Control Procedure

Statement of Information Risk Appetite and Baseline Security Reguire-
ments

The Suppher acknowiedQes that ™he AUy has provided and the Suppler has
received a statement of iInformation risk appetie for the Suppiier System and e
Services (the "Statement of information Risk Appetite”)

The Authonty’s Baseline Security Requrements n respect of e Core Infor-
maton Management Sysiem are set out In Arvex 1.

The Statement of Information Risk Appetite and the Baselne Secunty Reguire-
ments shall inform the Accreditation of the Core Informaton Management Sys.
tem

Accreditation of the Core Information Management System

The Core formation Management System shall Be sulject 10 Accrediaton in
accordance with this Paragraph 6

The Accrediaton shal be perfcrmed By the Aulhority o by representiatives ap-
ponied by the Authorty
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63 Price 1o the Ogerstional Services Commaencement Date. the Supplat shal pre-
parte and subeit 1o he Auhority the sk management documentaton for he
Core Information Management System. which shall comply with, and De sulject

64 The Risk Management Documentation shall be structured in atcordance with
the template as set out n Annex 3 and nclude:

641
(a)

®)

642

643

644

645
640

6AT

the Accrediation Plan which shal ndude:

the dates on which each subseguent deration of he Rak Management
Documentation will e delfvered 10 the Authority for review and staged
approvel, and

the date by which the Supplier i reguired 10 have received & Rak Man-
agement Agproval Statement om ™he Authonty 1ogether with detads of
each of the tasks which must be completed by e Suppher, Miestiones
which must be Achieved and the Authorty Responsibéites which must
be compieted in order for the Suppber 10 receive a Risk Management
Approval Statement pursuant to Paragraph 6.7.1

2 formal nsk assessment of he Core infosmation Management System and
o rsk oatment plan for e Core Informaton Management System;

a completed IS0 27001:2013 Stalement of Apphcebiny for the Core Infor.
mation Management System: the process for managing any security risks
from Sub-contraciors and thind partes authorised by the Authorty with ac-
coss o he Services, processes associated with the delvery of the Ser-
vices, Be Authonty Pramases. the Sdes, 1o Suppher System, e Authority
Syslem (10 exient hat R & under the conbral of the Suppler) and sy IT,
Indormanon and data (Inciuding Te Authorty Confidentad Informaton and
the Authorty Data) and any sysiem Tl could divectly of indrecty have an
mpact on Hat information, data and'or the Services,

usiess such regurement i watved by the Authorty, proposed controls that
wil be urplemented in respect of all aspects of e Services and ol pro-
Cesses assocated with the delivery of the Services, Inciuding the Authority
Premises, the Stes, the Suppler Sysiem, the Authorty System (10 the ex-
fert that £ Is under the controk of the Suppber) and any 1T, information and
data (iInchuding the Authority Confidential information and the Authority
Dats) 10 the extent used by The Authorty o he Suppler N CONNCHON with
s Agreement o In CONNBCHON With any system Bl could Sroctly of Ind-
rectly have an ot on that Infomason, dats sndicr he Senvices,

the Reguired Changes Regater,

evdence that the Suppher and each appicable Sub-contracior 15 compiant
with B Certication Regqurements. and

0 Personal Data Processing Statement.

85 If the Rsk Management Documentation submitied to the AuthorRy pursuant to
Paragraph 6.3 (or Paragraph 6.10, a3 appicable) is approved by the Authorty,
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E6

67

68

% shall be adopted by the Suppler immedately and thereafler cperated and
manisned in scoordance with ths Schedule, ¥ Bhe Risk Management Docy-
meniation i not approved by the Autharity, the Supplier shall amend & within
10 Working Days of 8 notice of non-appeoval fom hhe Authority and re-subendt it
0 the Authority for approval. The Partes shall use all reasonable endeavours 10
ensure that the approval process takes as itde time as possbie and In any event
no longer than 15 Days (or such other period as the Parties may agree n wiitng )
from the date of ds frst submission 10 the Authonty. ¥ The Authonty does not
approve the Rak Macagement Documentaton following s resubmission, the
maner sl be rescived 1 accordance with he Dagute Reschtion Procedure.
NoO spproval 10 be given by the Auhorty pursuant 10 this Parsgraph may be
unfeascnably withheld or delayed, However, any fadure 10 appiove Be RSk
Management Documentation on the grounds that it does not comply with the
requrements set out in Paragraph 6.4 shal be deemed 10 be reasonable

Tofaciitate Accreditation of the Core Iformation Management Sysiem, the Sup-
pher shall provide the Authorty and its authonsed regreseniatives with:

661 access 10 the Shes ICT nfcemation assets and ICT systems within the Core

Information Management Sysiem on request Of I accordance with the Ac.
credéation Plan, and

662 such other Information andior documentation that the Authority of &5 au-

thonsed represeniatives may reasonably require.

6E3 10 enadie the AUhority 10 estadiad that the Core Information Management

Sysiem is complant with the Risk Management Documentasion.

664 The Authonty shal, by the relevart dale set out n the Accreditaton Pan,

review e identfied rishs 10 the Core Information Management System and
Bsue 10 the Suppher ether

665 a RSk Managemen Agproval Statement which will then form part of the

Rsk Management Documentation, confieming that the Authonty s satisfied
that the identiNed risks %0 the Core Information Management System have
been adequately and approprialely addressed and that e residual nsks

e undersiood and accepted by the Authoriy, or

666 arejecton notice stating hat the Authorty considers thal the residual risks

10 Pe Core ormation Management System have not been reduced 1o a
level acoeplabile by the Authonty and the reasons »#y (“Risk Management
Refection Notice™)

If the Authorfy ssues a Risk Manapement Rejection Notice, the Suppher shal,
within 20 Working Days of the date of the Risk Maragement Repaction Notice

G.7.1  oddress al of the ssues raised by the Authorty In such notoe. and
6.7.2 notity e Authority that the Core information Management Sysiem s ready

for an Accredtaton Decison

If he Authority determines that the Suppler's actions taken pursuant 10 the Rask
Managemenrt Rejechion Notce have not reduced the residual rnsks 1o the Core
Information Management Sysiem 10 an acceptable level and ssues 8 further

OIT Refererce DN 20555 - Commensal » Confidence - Page ot X)

ENGROSSED CONTRACT FINAL v210



Mode! Services Agreement - Schedule 2.4 (Secunty Management)
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LR

én

Risk Mansgement Rejecton Notice, the faluce 10 reconve & Risk Management
Agproval Statament shall constitute & matetial Delaclt and the Auhornty mary by
termnate ths Agreement with immediate effect by asung & Termination Notice
10 e Suppler in accordance with Clause 30.2(b)

The process sel ot in Paragraph 6.7 shal be repeated unil such e as the
Auhorty ssues 8 Rak Management Apgroval Statement 10 the Suppler or ter-
manales his Agreement

€91 The Suppler achnowiedges that it shal not be permiied 10 use ™e Core

information Management Sysiem 10 Process Authonty Data poor 10 recen.
ng a Risk Management Approval Stalement

692 The Suppler shall keep the Core Information Management Sysiem and

Rk Management Documentation under review and shal updale the Rsk
Management Documentation annually in accordance with this Paragraph
and the Authority shall review the Accredtation Decsion annually and fol-
lowing Te occurmence of any of the events set out in Pacagraph & 10

The Suppler shall notify the Authority within 2 Working Days afer becoming
awwre of

6.10.1 a signifcant change 0 the components or archileciure of e Core Infor:

mabon Management System;

6.10.2 anew rak or vuinerabiity s idenified 10 the components or archilecture of

the Core Information Management System:

6.103 -mmmmm
6.104 & Sub-conracior fallure 10 comply with !he Core Information Management

Sysiem code of connection;

6105 & sOnficant change %0 ary risk component,
6106 & ugniicant change n the quaniity of Perscnal Data held within the Core

Informaton Management Sysiem,

6107 & pecposal to change vy of the S8es from wiech ary part of the Services

afe provided, andior

6108 80 I1SO2T001 sudt report produced n comaction with the Certficaton Re-

qurements ndcales wonicant conoems,

update the Reguired Chranges Register and provide the updaled Regured
Changes Regater 1o T Acthorty for review 80 approval within 2 Working Days
wuwm«mmmamuwmm

if the Suppber fads 10 Mplement & Change wiich & set oul in e Requred
cnqnawwn wmnmwmum
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612

613

72

6111 mmedutely cesse usng Pe Core Informaton Management System o Pro-

coss Authorty Deta ustll B Default is remeded, usless drected ctherwise
bry the Acthorty i witing and Ben il may only continue 10 Process Auhonty
Data n atcordance with the Authonty's witien drecions: and

6112 where such Defaclt i capable of remedy. the Supplier shall remedy such

Defaull within the timescales sel by the Authorty and, should the Suppber
fad 20 remedy the Default within such timescales, the Authority may Sermi
nate tis Agreement with mmediate effect by ssuing a Termination Notice
10 the Suppler n accordance with Cause 20 20)

The Suppler shal review each Change Request aganst the Risk Management
Documentabon 10 establish whether the documentstion would need 10 be
amended should such Change Reques! be agreed and. where o Charge Re-
ques! would requre an amendment o the Risk Management Documentabion,
the Suppier shall set out any proposed amendments 10 T documentation in
the Impact Assessment sxiociated with such Change Regusst for considenation
and appeovel by he Authority,

The Suppher shall Bo solnly resporsdie for the Costs a30ciated wih develcping
and updating the Rak Mansgament DocumentaSon and carmying out sy reme-
it ACTOn regquired By the Aulomy & part of the AcCreditation grocess.

Cortification Requirements

The Suppber shal ensure, af sl imes durng the Term. that he Suppler and any
Sub-contracton with access 10 Authorty Dats or who will Process Authonty Data
Ao conified oy complant with:

T11  ISONEC 27001 2013 By 8 UKAS sppeoved cartfication body or are nciuded

wihin the scope of an exising conficaton of complance with ISONEC
27001 2013, a3

712 Cyber Essectials PLUS,

and shall provice e Auhorfty with a copy of each such carticale of compianca
befoce the Suppber or the ralevant Sub-conkacior (a8 apolcabile) shall be per-
mited 16 use he Core Informaton Manapement System 1o receive, store or Pro-
cess Ay Authorty Dala Any exceplons 10 the fiow-down of the certification
requirements 10 third party supplers and sub-contraciors must be agreed with
the Authorty.

The Suppler shal ensure, ot all times during Te Term, that the Suppler and
cach Sub-contracior who is responsidle for the secure destrucson of Authority
Data

721 securely destroys Authorty Data cnly on Sites which are inciuded within

the scope of an exisang certficason of complance wih ISOAEC
27001201 ard

722 we certiied as complant with the NCSC Assured Service (CAS) Senvwe

the Authorty.
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3

T4

L

The Suppber shall peovide the Auhorly with ovidence of its and s Sub-contrac-
tor's compiance with the requirements sel cut in ths Paragraph before Be Sup-
phet of the televart Sub-contrpcicr (as agpbcable) shall be permited 10 Carry out
the secure destruction of the Authorty Data

The Suppler shail notly The Authonty &S SO0 &5 felscnably practicable and, n
anry event within 2 Working Days, If the Suppler of ary Sub-contracior Coases
0 be complant with the Cerificaton Regurements and. on reguest fom the
Authorry, shall or shall procure hat the refevant Sub-contractor shall

TAY  mmedialely coases using the Authorty Data. and
TA2 procure Tatl e relevant Sub-coniracior promplly returms, Sesndys ansior

erases the Auhorty Data in accordance wih Baselne Security Reguee-
ments.

Security Testing
The Suppher shal, al I3 own cOMl and eapenie

817 peosire 8 CHECK 1T Healhy Check of e Core Informaton Management
Systos (a0 “IT Health Check”) by a NCEC spproved mamder of the

CHECK Scheme
(#) m»nmnmwm»m
Auhority for an Accredation Decsion

i deocied 10 &0 30 by the Aulhority n accordence with Paragraph 8 3, and
(®) once every 12 months during the Term.

822 conduct vuinerabiity scanning and assessments of the Core Information
Management System monhly.

823 conduct an assessment a3 500N a3 reasonably practcable folowing recept
by the Suppler or any of &s Sub-contraciors of a oriical vuinerabdty slert
from 8 Suppler of any software or ofher component of e Core Information

Managament Sysiom o defermine whether the winerabity affects the
Core Informaton Maragement System. and

824 conduct mxch other losts as are required by
(a)  any Vnerabity Comection Plans;
®) the 15027001 cersficabion requirements;
(<) the Risk Management Documentation, and
(-] the Authonity following & Breach of Securty or a sgeificant change
mmmamaummw

(each a "Security Test")
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a3

a4

as

ar

The Suppier shall provide the Authonty with the resuits of such Securty Tests
(n 8 form aggroved By the AUROly In ASvance) &5 $00N A peactcable afer
completon of each Secunty Test

In relaton 15 each IT Healh Check, e Suppler shat

841 agree with he Authority B am and scope of the IT Measlth Check,
842 promply. folowing recept of each 1T Meaith Check report. provide the Au-

thonty with a copy of the 1T Meaith Check report.

843 n e event that e IT Heath Check report identes any vuinerabiites,

the Suppder shalt

(a) prepare o remedal plan for spproval by the Authonty (each a "Yulnera.
bility Correction Plan”™) which sets ouf in respect of each vunecabny
denified 1 the IT Healh Check report:

™ how the vuinerabifty wil be remedied,
) the dale by which the vuinerabity will be remeded

() the tests which the Suppler shal perform o procure 10 Be per.
formed (which may, at the discretion of the Authority, nclude a
further IT Mealth Check) %o confrm that the vulnerabilty has
been remedied,

®) comply with the Vulnerabiity Comrection Plan; and

() conduct such futher Secunty Tests on the Core Information Manage-

ment Sysiem as are required by the Vulnerabity Comrection Plan %0 con-
firm that the Vuinecabiy Comrection Plan has been compled with,

The Security Tests shall be designed and implementead by the Suppler 50 as to
minimise the mpact on the delvery of the Services and the date, Sming. content
oand conduct of such Security Tests shall be agreed in advance with the Author-
fty. Subject 1o the Suppler complying with this Pacagraph 8 5, if & Secunty Test
causas & Performance Fallure 0 8 particulsr Measuremant Perod, the Suppler
shal be gramied rebef in respect of such Performance Faliure for that Messure-
mesct Perod

The Authorty shall Be enfitiod 10 send & represaniative 15 withess the conduct
of ™ Securty Tests, Without prejudics % the Supplier's SBigatons under Par-
agraph 8.4 the Sugpler shall provide the Authority with the results of such Se-
cunty Tests (n a form appeoved Dy the Authority n advance) &s S000 as pract.
cable afer compieton of each Security Test

The Authority andicr ds authorsed representatives shal be entiied, at any time
and without ghving notice 10 the Suppler, 10 caimy out such fests (Inciuding pen-
etration tesis) as & may deem necessary in relation o the Service, the Indor.
maton System andor the Suppler's complance with the Rak Management
Cocumentation ("Authority Security Tests™) The Authonty shall Sake reason-
abie steps 10 nodfy Te Suppher pror 10 carrying out such Authorty Secunty Test
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LR

g

an

10 the exient that # & reascrably practcabi for 1t 10 4o 50 Wking INlo account
the rature of B Authonty Security Test

The Acthorty shall notify the Suppber of the results of such Authorty Security
Tests afler completion of asch Auhorty Securty Test

The Authonty Secunty Tests shal be designed and mmplemenied 30 8% 10 mini-
mise Par impact on the delvary of the Services ¥ an Authorty Securty Test
causes 8 Performance Fakure n 8 partcude Messrement Poricd, the Suppber
shal be graned relef in respect of such Perormance Fallure for Bat Measure-
mert Penod

Without grejudice 10 the provisons of Paragraph B 4.3, where any Security Test
camied out pursuant 10 ™S Paragraph 8 reveals any actual or potential Breach
of Security or weaknesses (ndudng ungaiched vuinerabites, poor configura-
Bon andior Incomect system management), e Suppler shall promplly notity the
Authority of any changes to the Core Information Management System andior
the Risk Management Documentaton (and the smplementation therecl) which
the Suppier proposes 10 make n order 1o comect such falure or weakness. Sub-
joct 10 the Authorly's price wiiton approvel the Suppler shall mplement such
chanpes o e Core IWormation Mansgement System and'or the Rak Mansge-
ment Documentation and repest e relevant Securty Tests in accordance with
the timetable agreed With he Authorty O, otherwise, s S00N as reasonably
possitie.

If e Authority unreasonably withholds s spproval 10 the implementason of any
changes progosed by the Supplier 10 the Rsk Mamagement Documentaton in
accordance with Paragraph 8.5 above, e Supplier shall not be deemed %0 be
in breach of ths Agreement 10 the extent £ can be shown that such breach:

81191 has arsen as o drect result of the Authority unveasonally Wwithholding its

approval to the mplamentation of such proposed changes, and

B.11.2 would have Deen avoded had the Authonty gwven s approval 1o e imple-.

mentabion of such proposed changes.

812 For e avodance of doutt, where a change 10 Te Core Information Manage-

RS

814

ment Sysiem and'or e Risk Management Documentation is required 10 remedy
non<complance with the Rsk Management Cocumentation, the Baselne Secu-
nty Requirements and'or any cbigation n this Agreement. the Suppler shall of-
fect such charge at &3 own cost and expense.,

If any repeat Securty Test camied cut pursuant %o Paragraph 810 reveals an
actual or potental Broach of Securty or weakness expioitng e same root
cause fadure, such crcumsiance shal cormitite o malecal Detault and the Au-
thorty mary by Sermingle this Agreement with smmedate effect by issing o Ter-
mnaton Notce 10 he Suppber n sccordance with Clause 30 2b)

The Ssppler shal, by 31 March of each year during e Term, provide %0 e
Authorty & latier from its chiel executive officer (of equivaient oficer) confming
hat having made due and careful enduiry.

OfT Refecerce DN 39555 - Commensal » Confcence Page 3ot XD

ENGROSSED CONTRACT FINAL w210



Mode! Services Agreement - Schedule 2.4 (Secunty Management)
ESIF internatonalsation Furd Admristaton Servoes Apreement

9
g1

92

03

84

8141 the Scppher has in B previcus year carrad out ol Sasts and has in place

Wl prOcoBTes 10guared N FEEtON 10 Loty METers Lnder hry Agreement.
aa

8142 the Suppler s confident that its security and risk mtgaton procadures with

respec! 1o the Services reman effeciive

Vulnerabitities and Corrective Action

The Authorty and e Suppler acknowledge that fom bme 1o ime vuinerabdties
in the Information System will Be dscovered which unless mitgated will present
an unacceptable risk 1o B Authonty Date

The seventy of vuinerasbaites for Suppler COTS Software and Thed Party COTS
Sotware sthal Be categorised by the Suppler as ‘Craticel’. Imporiant and ‘Oer’
By abgning these Calogines 10 the vuinerabiity scoring sccording 1 the agresd
mehod In Pe Rak Management Documentaton and using the appropriate vl
nerability SConng sysiems inchuang:

921

922

Medum' and Low respectively (these in tumn are aligned 1o CVSS scores
as set out by NEST at hipolewd nist gowiovss cim) and

Moroaolt's Secunty Bulletn Sevenlty Ratng System’ ratings ‘Crideal, Im-
portant’, and the twd remaining levels ("Moderate’ and ‘Low’) respectively.

Sutject 10 Paragraph 9.4, the Sugpher shal procure The applcation of security
paiches 10 vuinerbiltes in the Core information Management System within

231

232

933

7 days afer the pubbie release of patches for hose vulnerabilties catego-
rnsed as ‘Cntical’;

30 darys afier the putise release of palches for those vuinerabiiies calego-
fised as mporiant, and

60 darys after the pubiic relesse of palches for those vulnerabiities catego-
fised as 'Other’

The Smwscales for applying peiches 1o vunerabiites in the Core Infoemation
Mashgement System set out I Paragragh 9 3 shal B¢ exiended where

LR

842

the Suppler can demoratrale that 8 winerabity n B Core Information
Management System & not expiotadie withn the conext of P Services
(e Because & rendes In & Software component which is not nvolved in
unming in the Services) peovided such vuinerabilities shall be remedied by
the Supplier within the tmescaies set out in Paragraph 5.3 if the vuinerabid-
Ry becomes expiofiable within the context of e Services.

the application of a Criscall or Tmportant” secunty patch adversely alfects
the Suppler's abiity to delver the Services in which case the Suppler shal

be granted an exdension %0 such timescales of 3 days. provided e Suppher
had Soliowed and continues %0 Soliow the sacunty paich test plan agreed
with e Authorty, or
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043

the Authorty agrees 8 different maxemum pencd after 8 Case-by-Case con-
sBation with e Suppler under the processes defined n the Risk Man-
agement Documentaton

25 The Risk Manapement Documentation shal include provisons for major version
upgrades of sl Suppler COTS Sofware and Thid Party COTS Software 10 be
kept up 10 date such that all Suppler COTS Software and Thind Party COTS
Software are always In Mansiream suppor Broughout the Term unless other-

wise agreed by the Authorty In wiritng.
96 The Supgler shalt

961

962

963

964

865

8966

967

968

969

mplement & mechansm i recenving, analysing and acting upon Treat in-
formation suppbed by NCEC, or any other competent Central Govemment
Body,

promplly notfy NCSC of any actusl of sustained aterrpted Breach of Se-
curity,

erdure that the Core IWormation Mesagement System is moniicred 1o fa-
citate e delecton of anomaious behaviour Bl would be indicative of

SYSIem COmMpromese;

erdure £ 5 nowiedQeatie about Bhe lalest rends in thvesl, vuinerabdny
and expiotason that are relevant 10 he Core Informaton Management Sys-

fom by actively montonng the threat landscape dunng the Term,

pro-actvely scan e Core Informaton Management System for vulnerable
components and address dscovered vuinerabiites through the grocesses
described in the Rak Management Documentation;

from the date specified in the Accredtaton Plan and within 5 Working Days
of the end of each subsaguent month durng the Term, provide the Authority
with a writen report which detads both patched and outstanding vinerabd-
Bes in he Core Information Management System. the slapsed time be-
hwean the public release date of potches and other time of appicaton o
o outatanang vwirmrabites the Sme of ssue of such report and any fal-
ute 15 comply with the Umescales set out in Pacagraph 9.3 for applyng
palthes 10 vuinerabiites n the Core Indormaton Masagement Systems

proposs Riatm milgaton moestures 1 vulserabities in e Core Infor-
maticn Management System known 1o be expicitable where 8 security
patch 15 not immedialely avadable

emove of Ssabie any exlfanecus INMeMaces, services Of Cipabiities ot
‘e notl needed for the peovian of he Services (n oeder 10 reduce he
amack surface of ™e Core Information Management System) and

nform Ihe Authonty wihen it Bocomes aware of any new threal, vuinesabdity
Of explotation lechnigue ™hat has the potental 1o affect the security of he
Core Information Management Sysiem and provide intal indicatons of
possible mitigations.
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87

01

W2

153

"
"1

"2

If the Supphat 15 unkiely 10 be able 10 mBgate the vdnerabity within the time-
scales under Paragraph 10, the Scppher shall mmediately notfy the Authorty

i the Scppler fads 1o paich vulnerabiltes in the Core Information Management
System in accordance with Paragraph 9 3. such fadure shall constitute 8 materia
Default and he Auhorty may Dy termingle tha Agreement with immedate effect
by ssung & Termination Notce %0 the Supplier In acoordance with Clause
30 2®)

Mabkcious Software

The Scppier shal Patal and maintan antiMalcious Software or procure Bt
latest versors of ant-virus defintons and and-Malcous Softwire i instalied
and maintained on any parnt of the Informaton Management System, which mary
Process Authorty Data and ensure that such snti-Malcious Sofware is condg-
ured to perform automatc software and definibon updales as well as regular
scars of the Informaton Management System 10 check for, praven! the ntroduc-
Bon of Makcous Software of where Malcious Software has bean infroduced nto
the informaton Management System. 10 identfy. contan De spread of, and mn-
rese T mpect of Mabcious Sotware

If Mahcous Software is Sound. the Parbes shal cooperaie 10 reduce the eflect of
the Malicious Software and, particularty f Malcious Software causes ioss of op-
eratons efSciency of lons or corruption of Acthorty Data, sssist sach other o
mitigate Ay Losses and 10 resicre the Services 1 ther desited cperating offi-
cency

ANy COM armng out of e acord of the Parties taken i complance with he
provisions of Paragraph 10.2 shall be bame by the Parses as follows.

1031 by the Suppber whire the Makcious Softwire crignates fom the Suppber

Scftware, the Third Party Sofware suppled by the Sugpler (except where
the Auhority has wisved the cbigation set out in Clause 20 3) or the Au-
thonty Data (whilst e Authority Dala was under the controd of the Suppler)
uniess e Suppler can demonsirate that such Malkcious Software was pre-
sent and not quarantined or otherwise idenified by the Authorty when pro-
vided %o the Suppler, and

1032 oberwise by the Authorky

Breach of Securty

If ether Party becomes aware of a Ereach of Security or an atermpled Breach
of Security & shal notfy the other in accordance with the security ncident man-
agemenrt process as set out in the Risk Management Documentaton.

The security incident management process set out n the Risk Management Doc.
umentaton shall, as & mnimum, require the Suppher LPon becoming aware of
8 Ereach of Securty or an atlempted Breach of Securty 1o

11.21 mmedalely take al reascnable steps (which shall Inciude any action o

changes reasonably required by the Authority which shall be completed

within such bmescales as the Authorty may reasonably require | necessary
L
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(a) minise B axtent of actusl or polential harm caused By such Breach
of Security;

®) remedy such Breach of Secunty 10 the extent possbie and protect the
tegrity of the Isformation System agernst sty such polentisl of #-
termgted Broach of Securtty,

(c) apsly 8 tewied mItgeton agans! sy such Bresch of Security or poten-
el or atterrplod Breach of Security and, provided that ressonabie test-
Ing has been undeniaken by the Suppler, f the mitgaton adversely al
fects the Suppler’s abibty 10 deliver the Services S0 as 10 meet any Per-
formance Indcalor, e Supplier shall be granted rellel apainst the fal
ure 1o meet such aflected Performance Indicator for such pernod as the
wwﬂ.mm.mmwmmbh&p

(@) prevent a further Breach of Securty or attemnpted Breach of Securtty in
the future expioning the same 100t cause falure;

11.2.2 05 500n a5 reasonably practicable and, n any evenl. within 24 Hours, fol

Iowing the Breach of Securtty or atlempted Breach of Security, provide o
the Autorty Rl detads of the Breach of Security or atermpted Breach of
Secunty, ncludng a roct couse analyss where requred By the Authority

11.3  In the event that any action is taken n response 1o 8 Breach of Securty o ot~

14

12,
121

terrplod Braach of Securty which ocoured as » rosult of non-complance of e
Informaton System and'or he fusk Manapement Documentation with the Base-
Ine Securty Regquirermants and'or this Agreement, then such ACton and any
requred change 10 the Information System and'or Risk Management Documen-
tation shall be completed by the Suppiier al nO Cost 10 the Authority

If the Scpplier fails 10 comply With its cbigations sel out in this Paragraph 19,
such fadure shall constitute & materiad Defauit, which f not remedied 10 the sat-
isfoction of the Authorty, shall permit the Authorty 10 lerminate s Agreement
wilh mmediate effect by ssung a Termination Notice %0 the Suppler iIn accord-
ance with Clause 30 2(b).

Data Processing, Storage, Management and Destruction

In addition to the obiigatons on the Suppler set cut Clause 20 (Protection of
Personal Data) in respect of Processing Personal Data and complance with the
Data Protection Legisiation , the Suppler shall

1291 Process Authorty Data only ot !he Sites and such Shes must not located

outside of the Eurcpean Union except where the Authorty has given s
consent 10 a transfer of the Authorty Data 10 outside of the European Union
N sccordance wih Clause 20.

1212 ondemand, peovide the Auhority with al Authonty Data in an agreed open

format.

1243 have documenied processes 10 guarantee avadabiity of Authonty Dats in

the evert of he Suppher ceasing 10 trade;
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1214 wsacursly ecase any of sl Authonty Deta held by the Suppler whan re-
Guasind 1o 4O 30 by the Authorty. and

1215 sacurely destroy sl media that has held Authortty Data ot the end of ¥e of
that meds 5 Sccordance with sty speciic requirements i ths Agreement
and, in the absence of any such requirements. as dreciod by ™he Authority,
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Annex 1. Baseline Security Requirements

1. Security Classification of indormation

If the provision of the Services requires the Suppler 1o Process Authorty Data
which iy casadiod as

1.1 OFFICIAL-SENSITIVE, the Suppler shall mplament such addtionsd rmeasures #%
agreed with e Authority from Sme 10 tme In order 10 ensure that such nformation
5 safeguirded in accordance with the applicale Standards. and'or

12 SECRET or TOP SECRET. the Suppier shall only 4o 30 whare 1 has notifed the
Authonty prior 50 receipt of such Authorty Data and the Suppher shal implement
S3AkcOal Measures A 80100d with the Authonty from tme 10 e In Ofder 10 en-
sure that such informaton & safeguarnied n accordance with e appiicalie Stand-
L)

2. End User Devices

21

22

The Scppler shall ensure that any Authorty Dats which resides on a modde,
removalble or piysically unconiroliad cevics & $300ed encrypied weng 8 product
Of syslem component which has Seen formaly ssslred Brough & recognmed
cerificabion process agreed with the Authorly except where e Authority has
given B onor weitlen consent 10 a0 alemative amangement

The Scppler shal ensure that any device which i used 10 Process Authorty
Data meets all of the securty reguirements set out In the NCSC End User De-
vices Platform Secwrty Guidence, a copy of which can be found ot

hitps Awww ACse gov uk'guidanceend-user device-securty

3. Networking

3

The Scppher shall ensure that any Authonty Dats which Rt causes 10 be tans-
mlled over any PUbBE network (INCLAng the Intemet. mobile Netedrks o un-
protecied enterprise network] of 10 @ mobde device shal be encrypled when
transmitied.

4. Personnel Security

41

&2

Al Suppler Personnel shall be subject 10 a pre-employment check bedore they
My DaBCEale in the provision and o management of e Services.  Such pre-
empioyment checks must inchude all pre-empioyment checks which are requred
by the MMG Baseline Perscnnel Securty Standard ncluding: verifcation of the
ndradual’s entty, verfication of the indradual’s nadbonaity and Immigraton sia-
s, and, verfication of the ndwidual's empioyment history. verficaton of the
ndradual's crminal record.

The Authonty and the Suppler shal review the roles and responsbines of he
Suppler Personnel who will be ievoived In e managament andior provision of
the Services in order %0 enabie the Authorty 1o delermine which roles reguire
SASONA velling and 8 300 naticnal sacurily velting clearance (e g 8 Coun-
ter Terronst Check. & Securty Chack). Roles witich ate Biely 10 roguire a3
Bonal veling and 8 spediic naticnal securty veling dearance iInciude sysiem
SAmInSiralors whose role would provide those Indivduals with privieged access
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10 1T wystorms which Process Authorty Dats or dats which i clasafind as OFF)-
CIAL-SENSITWE

43 The Suppler stal not pormit Suppler Persormal who fadl the securty checks
requred by Paragraptn 4.1 and 4.2 10 be nvolved in the management ssdior
provision of e Senvices excopt where he Auhorly has expresaly agreed in
wiritng 10 the iwaivement of the named indhvidusl In the Management andier
provision of the Services.

44 The Suppler shall ensure that Supplier Personnel are only granted such atess
o Acthorty Data as is necessary 10 enable the Suppler Personnel 10 perform
thewr role and 10 fulll thew responsbities.

45 The Suppher shall ersure that Suppher Perscnnel who no longer reguine Bccess
1o the Authorty Data (e g. ey coase 10 be employed by the Suppler o any of
s Sub-contractors ), have Ber nghts 10 access the Authority Dota revoked within
1 Working Day.

5. Identity, Authentication and Access Control
5.1. The Suppher shall cperate an access CONO! rogime 10 ensure

5.1.1, ol users and samnaraion of the Suppler System are uniguely ident-
Sod and authenticaled when actessing of adminisienng he Services,
and

512, all persons who atoess he Stes are ientfied and authentcaled before
ey e aliowed oCess 10 the Sites.

513 The Suppler shal apply the princpie of least prvilege’ when aliowing
Persons access 10 e Supplier System and Sites 50 Bl such persora
are allowed access ondy 10 those parts of Bve Stes and e Suppler Sys.

tem ey regure.

5.1.4, The Suppler shal retain records of access 10 the Saes and to he Sup-
pher System and shall make such record avadabie 10 the Authority on
request

6. Audit and Protective Monitoring

6.1, The Suppher shall collect audt records wiech relale 1o security events in [Core]
Informaton Management System of that would support the analyss of polential
and actual compromises. In order 0 facitale efective MoNONng and forensic
readness such Suppler audt records should (85 a mimemum) Include regular
repocts and alerts seting out detads of access by users of the [Core Information
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Maragement System] 10 enable the identfAcaton of (Without keitaticn) chang-
g ScCass rends, Ay LnUsUN palierrs Of URAge ANA'0r SCCOUNS ACtasANg
higher Ban average amounts of Authorty Data

6.2 The Suppler and the Aulhority shall work 100ether 10 estabind sy adatonsl
SUSL and Mmonionng reguitements for the Core ormation Masagement Sys-
tem

63 The retention penods o0 suUA records and event logs st Be agreed with the
Auhorty and documented in the Risk Management Documentation.
7. Secure Architecturs

7.1 The Suppher shall design the Core Informastion Mansgerment System in accoed-
aNce With

7.2 the NCSC “Securty Design Princpies for Digital Services”, a copy of which can

be found ot NP Pwww NSac gov. Ukipudancalsacurity-design-prncipies-digl-
Whservices-man,

T3 the NCSC “Buk Data Princples”, 8 copy of which can be %und ol
B Mwwin SIS GOV Uguidance protecting-bulk-pancns-dets-man; and

T& NN‘C"‘WMW lmdehMt

(a) “‘Cloud Securty Prnciple 1. dats in trans® protiection”™ which, amongs!
other mabers, requres that user dats rarmding neteorks shouks be ad-

equalely prolecied agains! tampening and eavesoppng.

®) ‘Coud Securty Principie 2 amset protecson and toslance” which,
amongst ofher matiers, foquires that user data. and tThe assets slorng
Of processng iU shouls Be protecied agains! phyysical tarpernng, loss,
damage of selzwre,

(e) “‘Cloud Secunty Princigie 3 separation Detweoen users” which, amongst
other matiers. requires Tat & Malcous of compromesed user of the ser-
vice should not De adle to affect the service or data of another,

() ‘Clowd Secunty Principle 4. govemance famework™ which, amongst
other maners, requires that the Supplier should have a securty govern.-
ance framework which coordnates and directs its management of the
Services and nformation within it

(e) *"Cloud Secunty Princpie 5 cperatonal securty” which, amongst other
matiers, roegquires that the Services need 10 be operated and managed
securely In order %0 mpede, detect or prevent a Breach of Secunty,

o "Cloud Securty Principie 6 personnel secunty” which, amongst other
maners, requres that where Suppher Personnel have access 10 Author:
ity Data andor the Authonty System that those personnel be subject to
appropnate SA0uy screenng and regulsr security Yanng,
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‘Cloud Secunty Principle 7. secure development” which. amongs! cther
maners, regures that the Services be desgned and developed 1 iden-
by and seiigate Ureals 10 her secunty,

“Cloud Securtty Principie & supply chain secunty” which, amongsl other
mamers, regures the Suppler 10 ensure that sppeopnate securty Con-
rols are in place with s Sub-contractons and other supplers;

‘Clout Secunty Principle § secure user masagement” which, amongst
cther matiers, regures the Suppher 10 make the 100l avalable for he

Auhority 10 securely manage the AUthority’s use of the Service:

‘Coud Securty Princple 10 idenity and suthenbicaton” which,
AMONGsL Oher mamers, requires ™he Supplier 10 ivplement apgropriate
controls In oeder 10 enswre that access 10 Service interfaces 5 con-
straned 10 authentcated and auhorised Indivduals,

"‘Coud Securty Principle 11 exiermal nledace pegtecton™ which,
amongs! other maters, requires hat all exdemal or less Trusted inter-
faces with the Services should be identfed and appropriately dedended,

"“Cloud Secunty Principle 12: seowe service administraton™ which,
amongst other maters. requires hat any ICT system which is used for
admensiration of a cloud sernce will have highly provileged access o
that service.

"Cloud Securty Principle 13 audt informanon for users” which, amongst
other matiers, requires the Suppler o be able 1o provide the Auhoriy
With the sucH records £ needs 10 moniior access 1o the Service and he
Auhortty Data bals by e Suppler andor s Sub-contracion.

‘Cloud Securly Princple 14 sacure use of the service™ which, amongst
other matiers, requres B Suppher 10 oducain Suppier Personned on
the safe and secure use of B Information Management System
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Risk Management Documentation Template

[To be ncluded as a Miestone Acceptance Criteria for Ready to Commence
Service within Milestone Payment - IMPM2 |
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! EXECUTIVE SUMMARY

<Thiz sachion should confan & brief summary of the Dusness condex! of the system. aty key JA
Contrads, the assurance work done, any off-shonng considerations and any sonicant residua risks

hat need accoptance »
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2 SYSTEM DESCRIPTION

21

22

23

24

25

26

27

28

< A short description of the projectivodct'system Deacnde £2 purpase, func-
Sonality, aim and scope >

Organdsational Ownership/Structure
< Who owms the system and cpevades Me system and Me crpansabonsy ovem-
ance sirvciure This shoukd inciude how sty onpomng secunlly mansgement i ¥»-
Segrated w0 the pedyect governance ¢ 9 How & Secunly Working Group reports
10 Me progect board »

Information assets and flows
<The nformation assels pvocessed by e systam wiich should nciude a simpée
hph ievey Sogram on one page  nciude a kst of the hpe and volumes of dals
haf Wi be processed. mansged and siored within e suppley sysiem ¥ pev-
sonyl date. please nciuce the Belds used such a3 Name. adkress, depariment
DOB. N murndber ol »

System Architecture
<A descripdon of the physical system archileciure, 10 incude e sysiem mean-
agoemant A dogram wil¥ be needed heve>

Users
“A Doief descrpoon of e sysfem uders 10 nclude HMG users as well a3 any
SONN0E IYovider users and syslem managers. IY relevand, secunty dlearance level
reQueements shoukd be Included >

Locations
<IWheve e dals asels are sfoved and maneged Fom ¥ any locations hokd in-
dependert secunly certfications (e ¢ 1ISO27001:2013) thete should be noled
Any off-shoving considersdons ahoukd be detaded »

Teost and Developmeont Systems
Unciucle formeon about any fes! and development sysdems Ahel DCatons
o whether Mey COntan fve Systen data >

Key rodes and respoesibilities
<A boef descrpton of e lead secwrty rodes such 85 el of the SIRO, AD. Se-

curty mensger. AccrecMor >

e st et et et 1138 vt 1.4




31 Accreditatiood Assurance Scope
<This sechion descnbes the scope of he Accradtadon'Assurance for the sysfem.
The scope of he ssswrance assesament should be cirarly indicaded. with com-
ponents of e achtechre wpon Wiveh relance is pleced Suf ssswrance il not
be done Seady shown e.g # cloud hasting sevvice A Jogical dagram should be
used ANy Wit & Bosef Jeacripdion of the companants »

312 Risk appetine
<A nsk appette showdd De agreed wih the SIROSHRO and ncluded heve >

33  Busiress impact assessment
< A deatrpton: of e rmation asels and Me Fopact of Mo Joks o cornup-

00 (e.0. e amounts of Official Senaitve pevsonal dats Me K33 of winch
woulld De severely damaging 10 indhviduals, embamassing 10 HMG, and make
HMG fabie to ICO investgations) i business farms should be included This
sechon sHowd covey the impact on oss of confidendalty, Integrty and avadabity
of he assets. The formet of ¥xs assessment may be dependent on dhe nsk as-

sessmend method chosen >

34  Risk mssesament
<The content of iz 3ection will depend o e £isk assexsment MethodNogy

CNOSon, DUl SHOUKT CONtan the outpul of the fovmal ormadon nisk asseasment
in 8 provised kot using business anguage. Experts on the system and business
ocess showd have been involved in the nsk assessment 10 enswre e formal
sk methodology used Nas not missed oW any nisks. The exampie fabve balow
shousd be wsed as the format (o endfy the nsks and document dhe condrols
used fo mépale Shose nsks. >
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Rk | Inherent nsk nhHes | Vuainerabdry COonirols TPM-;
e et rsk | U Tiss
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15 Controls
<The conbois sled above 3o mihgole e neks denifed should be gedtaved
Theve should e 8 descripbon of eech conboy, Sxther nformation and configura-
Yon delnls wheve redevad, and an assessment of the mplementsdon stalus of
MG sisurance . e Conrod A samdie yold i nouded below »

Sl T A et Lol Wiy #1 B Whedue 1.4 3



ID | Control e Control descrpton Futher pformation and assurance status

_

16 Residual risks and actions
“A surmmivy of 4 repdul naks wivch gre el o be above Ihe Nk sppetde
staled after all Controls have Deen ssphed and vertfed shoulky be Lafed wah ad-
2ONE T Ameatales oiuded »

4 INSERVICE CONTROLS
< TINS SeCH0N SHOW descride e Controls relating 10 the nformation Mecycle
NS devedpment, 103ing. -3, fermnaio? and oN-Doeng nek ma-
sgement and accregitadon asswurance. Detals of any formmal assurance regquve
ments specified in the contact such a3 securty CHECK restng o mantansad
ISO27001 certicadon should be ncluded. Tixs sechon showd inciuce af Jeast

@) mrmation rsk managemment and Dimescaies and ppers or a review,

&) confraciun paicheng reguraments et Amescaes for 4% Aferent pron-
Ses oF paich

) profechive MOnionng AMAnDements 10 inciude Aow anNOmaious DALY
4 entified and actad upon a3 wel s how Jogoing and auding of user
SchwWly s done

d) configuration and change management
¢) moden! Mansgemen

VUVt Mmansgoment
@) wser access manafement. and

M) Jdale sarisation and AAspose >

B! S At Lottt SOl v 1 0R  Whedue 1A J‘J
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5 SECURITY OPERATING PROCEDURES (8YOPS)
< ¥ needed any SyOps requirements should be nouded and referenced here >

& MAJOR HARDWARE AND SOFTWARE AND END OF SUPPORT DATES
< This should be # fabie wiich ists the enxd of support deles or havdware and
SOBwWare products and components. An example fable i3 shown Delow >

1 O
3w aY eer
Lo
Server HP 2000 Fed 202
st March 2022

7  INCIDENT MANAGEMENT PROCESS
<The supplers’ process, 85 spreed with e AuortywCusfomer, showd de in-
chuded heve X must 85 8 mmmum inclade the profocol for how and when ings-
dants wil De reporied 10 Me AuthontpCusiomer and the process (hat i De on-
derfaken 0 mAgele e NCents and vestigale the rool Cause >

8 SECURITY REQUIREMENTS FOR USER ORGANISATIONS
<Any secunly reQuarements for CONNECANG OPANIANONS O dapariments shoulky
be ntluded or referenced heve >

9 REQUIRED CHANGES REGISTER

<The table bevow shows the headings for the Required Changes Regisier whch
SHould be manisined and ued 10 updale the condents of Ihg document a! leas!

sonusly »
Rt | Saction | Change z“ Dote agrees  Documentancn updete Satun
1 |64 A new | Authorty | 117112018 | A-2019 Open
Thied name

Lﬁmwwwn- Shedue 1A
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10 PERSONAL DATA PROCESSING STATEMENT
<This should inciude: () e types of Personal Data which the Supplier andior its
Sub-contaciors ave Frocessing on behalf of the Authonty, (V) the categones of
Data Subjects whose Personal Date Me Suppler andir s Sub-contractors are
Processing on befia¥ of e Authorty; the nature and purpose of such Pro-
cesang. (W) the locations ol which e Suppler andior &5 Subconiraciors Pro-
coss Authorty Data: and, () the Prodective Measwes that the Suppder and,
where sppicable. fx Subconiracions have implamenied 10 profect the Authonty
Data sgainst & Securty Breech incudnig » Persoral Dals Broach »

11 ANNEX A 18027001 AND'OR CYBER ESSENTIAL PLUS CERTIFICATES
<Any cermfications reled upon should have ther ceriificales nouded>

12 Arvex B. Cloud Securty Princpies assessment
<A spreodsheo! may be attached>

13 Amvex C. Protecting Suk Data assessment £ requred by the Authorty'Cusiomer
<A spreadishee! may De atlached>

14 Arvex E Lotest ITHC report and Vuinerabity Correction Plan

Lﬁmwmma-w@-‘bbc .]
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SCHEDULE 2.5

INSURANCE REQUIREMENTS



Model Servaces Agreement - Schodule 2.5 (nswrance Reguirements)
wmmmmw

Insurance Requirements

1. OBUGATION TO MAINTAIN INSURANCES

1.1, Without prejudice 10 its cbigations 10 the Authorty under this Agreement, Including is
Indemnity and Kabity obigatons, the Suppher shal for the perods specied n thes
Schodule take out and mantain, or procure the laking out and mantenance of the
Surances as set Out In Annex | and any OTer INSUIANCes s Mmay be required by
appicable Law (together the Insurances”) The Suppler shall ensure that each of
the irderances & effoctive A0 aler than the date on which ™ relevant nsk
commences

1.2 The Insurances shal be mantaned in accordance with Good Industry Practce and
(30 far % 5 reasonably pracscabin ) on lerms N0 loss lavourable than Bose generslly
avaiabie 10 8 prudent COnracir n respect of ks Mured i he INtematonal
INsurance market from Sme 10 time.

1.3 The Insurances shal be taken out and maintained With insurers who are

(a)
L)
(<l

e

of good financial standing,
appeopriately reguiated,

regulated by the applicable regulatory body and is in good standing with that
reguiater; and

eacept in the case of any Insurances provided by an Affiliste of the Supplier,
of good repute 0 the intemational nsurance market.

14 The Suppler shal ensure that the pubiic and groducts kabilty policy shall contan an
ndemnfty 10 princpals clause under which the Authorty shall be ndemnfied in
reapect of claiers Made ApRNS! the Authonty n respect of death of oy njury o
third party property damage arsng cut of of i Comection with the Agreement and for
which the Suppler & legaly habie

2. GENERAL OBLIGATIONS
WO imiting e oher provisions of tha Agreement, Be Suppler shal

\a)

L)

ic)

take of procure the taking of all reasonable risk management and sk control
measures n relation o the Services as it would De reasonabile %o expect of o
prudent contracion acting n accordance with Good Industry Practice, inciuding
the investigaton and reports of relevant claims 10 nsurers,

promply netify the insurers in writing of any refevant material fact under any
Insurances of which the Supplier s or becomes aware; and

hold all polacies In respect of the insurances and cause any nsurance broker
effecting the Imurances to hold any insurance slips and other evidence of
placieg cover representing any of the Imurances to which it & a party,

DIT Reference DN 428505 « Commevoal n Contdence - Page 20810
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Model Servaces Agreement - Schodule 2.5 (nswrance Reguirements)
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3. FAILURE TO INSURE

3.1 The Supphier shal not ke ey SCtOn of fad 10 ke any acton o (ol & &

reascnally within s power) permit anything 10 Octur It relation 10 I which would
enitie any insurer 10 refuse %0 pay any clawm under any of the Insurances.

3.2 Whare the Suppler has faled 1o purchese sy of the Insurances o mantan any of
the Insurances in Ll force and effect, the Authonty may slect (2ut shall not be obliged)
folowing writien notice 10 the Suppler 10 purchase the relevarnt Insurances, and the
Authorfty shall be entiied 1o recover T regsonable premum and other reascnable
Conts Noumed N CONNCion Putewith & & delt due Som the Scpoier.

4. EVIDENCE OF INSURANCES

The Suppler shal upon the Effective Oate and within 15 Working Days afer the
renewal o replacement of each of the Insurances, provide evidence. n & form
satafactony to ihe AUhorty, that the Insurances are in rce and effect and meet in Il
e requrements of this Schedule. Receipt of such evidence by the Authonty shal not
n aell Coratitultn accaptance by T Authorty o selleve the Scppher of any of s
Mabifes and GRigatons under this Agreement

5. CANCELLATION

5.1, Subject 1o Paragraph 6 2. the Suppier shal noliy Te Authonty in wriing af least
S Working Days prioe 10 the cancellplion, Suspenson, lermuinalion of nonsenewal of
any of the Insurances.

5.2 Without presudce 1o the Suppler's obigations under Paragraph 4. Paragraph 6.1
ol 1ot spply where P Sermeaton of ary Insurances occurs purely 8% 8 result of 8
change of nsurer in respect of any of e Insurances requred 10 be taken out and
mantained n sccordance with this Schedule.

6. INSURANCE CLAMS, PREMIUMS ANO DEDUCTIDAES

6.1 The Suppler shall promptly notfy 10 insurers &%y mater armng from. of n refgton 1o,
the Services andior s Agreement for which Rt may be enmitied 10 clasm under any of
the inswrances. In the event that Te Authorty recerves a clasm relaing o or ansing
out of the Services andicr By Agreement, the Suppber shal co-opersle with the
Aoty and assst £ in dealing with such clainms al 1S own expense inchuding without
Imtaton providing informason and documentation in a timely manner.

6.2 The Suppber shall martan & regater of ol clams under he INLTances in connection
WIS ths Agreement and shall alow the Authority 10 review such regmter &t Ay time

6.3 Where any Insurance requires payment of a premium, the Suppler shall be hable for
and shal promply pay such premum

0.4 Whare sny Insurance is subject 1D an excess or Goducttie Balow which the ndemnity
from nsurers & exchuded, the Supgler shal be Rable for such excess of deducabie
The Suppher shal not be entitied 10 recover from the AuUhority any sum pald by way
of excers of deductible under ™he Indurances whether under the terms of tha

Ageement o ctherwise

DIT Reference DN 428505 « Commevoal n Contdence - Page 3of 10
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Model Services Agreement - Schodule 2.5 (lnswrance Reguirements)
ESIF internationalaation Furd Admnataton Servces Agreerment

ANNEX 1: REQUIRED INSURANCES
PART A INSURANCE CLAM NOTIFICATION

Except where the Authonty is the claimant party, the Suppler shal give the Authorty
nofce within 20 Working Days after any nsurance clam in excess of £100.000 relstng
10 & ansing out of the provision of the Services Of Pes Agreement on any of the
Insurances or which, but for the appication of e appicable policy excess, would be
made on any of the Insurances and (f tagured by Te Authomy) Kl detads of the
odent ghving rise 10 the caim

PART B: THIRD PARTY PUBLIC AND PRODUCTS LIABILITY INSURANCE
1. Insured

The Scppler
2. Interest

To Indemnity the Insured in respect of all sums which the Insured shall become legally
Mble O pay 8% damages, NCLENg camant’s Cosls and Eapenads. N fespect of
acS3eniyl

(o) doath or bodily injury 10 Of sickness, liness Or dsesase contracied By any
person. and

(B) ot of or Gamage 1O phyiical property,

Mppening durng the peniod of bawrancs (83 speciied N Parsgraph 5jend srmng out
of o I connechion with the provision of the Senvices and In connection with this

Agreement
3. Umit of indemnity

4, Territorial imits
United Kingdom
5. Period of Insurance

From the dale of this Agreement for the Term and renewablie on an annual basss uniess
agreed ctherwise by Be Authonty n wiiing

6. Cover features and extonsions

6.1 Indemnity %0 pancpals dause under which the Authorty shal be ndemnified in
respect of clairs made ageir! the Authonty n respect of death or bodly Infury or
third party property Camage arsng out of of In commechion with the Agreament and for
which the Suppher = legally lable

DIT Refererce DN 478555 « Commevoal n Contdence - Page 4 of 10
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Model Servaces Agreement - Schedule 1.5 (laswrance Reguirements)
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7. Principal exclusions

T
12
73

T4

75

76

7

T8

YWt and relited penis
Nudiesr and radicacive raks

Liabiity for death, iiness, dsease of bodily inyury sustaned by empioyees of the
Psured armng ot of ™ course of ther employment

Liaanty ansing Out of the use of mechanicaly propeled vehdies whist reguved 10
De compulsonly nsured by appiicable Law in respect of such vehicles

Liabity 0 respect of predetermined penaites or iqudated damages mposed
snder any contract entered 10 by e Faured

Lishiity arsing out of technical or grofessional advice other han in resgect of
death of bodly Injury 10 persons or damage 10 third party propesty

Liabeity ansing from the ownership, pOSsSession of use of any arcra® of manne
voswal

Lialdlty ansing fom seepage and pollubion wnless caused by & sudden,
wintended and unexpecied oocurmence.

8. Maximum deductible theeshold

—

DIT Reference. DN 428555 « Commevaadl in Confidence - Page 50810
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Model Services Agreement - Schodule 2.5 (lnswrance Reguirements)
ESIF internationalaation Furd Adswnataton Servces Agreerment

PART C: UNITED KINGDOM COMPULSORY INSURANCES

The Scuppler shal meet iy Naurancs obigations under applcabls Lw in Ul ndudeg, Unied
Kngdom employers’ Rabity Faurance and molor Thard party labilty Pacrance

PART D: ADTIONAL INSURANCES
PROFESSIONAL INDEMMITY INSURANCE
1. Insured
The Suppler
2. Interest

To mdemedty the Insured for ol sums which the Insured shall become ngally kable 1o
Py (ncudng camant's 0osts and expenses) as a result of any dam or clalms frst
made aganst the Insured durng the Pencd of nsurance by reason of any act. emor
Ay omesson ansng from of In connechon with professional sarnvices relevant 1o
s Agreement

3. Limit of indemnity

4. Territorial imits
Uruted Gingdom
3. Perlod of Insurance

From the dale of this Agreement 1or the Term and renewable cn an annusl Bass uniess
agreed ctherwise by he Authonty In wiriting and a perod of six (6) years folowing the
expiry or termenation of this Agreement whichever oocurs earber.

6. Cover features and extensions
6.1 Loss of documents and compuler tecords exienscn

6.2 Logal Rabity assumed under contract, duty of care agreements and colateral
warrantes

6 3. Retroactve cover from the date of his Agreement of retoscive date no later  Ban
the cale of Tus Agreement in respect of any policy provided on a cams made form
of pobcy wording.

7. Principal exchusions
T.1. War and related periy
7.2 Nudieanradicactive risks.
7.3 insolvency of the Insured (as set o in paragraph 4.1 above)

DIT Reference. DN 428505 « Commevaal in Confidence - PageGof 10
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Model Servaces Agreement - Schedule 1.5 (laswrance Reguirements)
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74 Bodly inpury, sickness. disease or death sustaned by any empioyee of the Insured
(4% S0t out In paragraph 4.1 sbove) armng out of the course of their empicyment

8. Maximum deductible threshold

DIT Reference . DN 428505 « Commenaal n Confdence - Page Tof 10
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Model Servaces Agreement - Schodule 1.5 (nswrance Reguirements)
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CRIME INSURANCE
1. Insured
The Scppler
2. Intecest

To ndemnfy the Insured In respect of 3 dvect fnancial 0ss sustamed by the Insured
resuiing from efher,

2.1 fraud of dahonesty commitied By any employee of Ihe Insured acting MOne oF In ool
USon With others, of

2.2 a frpudulent act comened Dy any Oer person that is not a Srecior, officer, parnner,
trustee or empioyee of the Insured which is commitied with the principal intent to
Cause the Insured 10 sustan such ioss and is Trsd discovered Dy the insured during
the Perod of nsurance

3, Limit of indemnity

4. Territorial imits
Untted Kingdom

5. Period of Insurance
From the cate of thes Agroement for the Term and renewabio on an annusl Basis uniess
agreed ctherwise by the Authorty In wiiting and & period of six (B) years following the
expiry of termnation of this Agreement whchever O0Curs earker.

6. Cover features and extensions

€1  Retroactive cover fom P date of ths Agreement o retroactive dale no
alet Than Te dale of thes Agreement

6.2  Money or secunties belonging 10 any ofther Individual or organisaton that s
net the Insured But is In the care cusiody and contrel of the Insured

63 Physcal ioss damage of destruction of money o secunties, Inciuding
damage 10 safles Of vaults

G4 Thef of money or securites, NCUANg whilst in transd and whist n the
care, cusiody and control of 8 security company

7. Principal exclusions
7.1. War and related peris
7.2 Nuciearradoactive risks.
7.3 Consequertial ioss
74 Credt rishs

DIT Reference. DN 428505 « Commevoal in Contidence - PageBof 10
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Model Services Agreement - Schodule 2.5 (lnswrance Reguirements)
ESIF internationalaation Furd Adswnataton Servces Agreerment

7.5 Acts of areciors, partners or mager shareholders of the Insured
76 Fines, ponaltes of damages
7.7 Loss sustaned afler knowledge
7.8 Physical loas destiruction of damage of the premises of he nsured
7.8 Propretary nioemation, trade secrets and niefleciual property
710 Voluntary exchange o purchase 8

8. Mazimum deductible threshold

DIT Reference. DN 428505 « Commevaadl in Confidence - Page 9o 10
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SCHEDULE 26
SOCIAL VALUE



Maodel Services Agreement - Schedule 2.6 (Social Valwe)

Sockal Value
1. Scope

1.1 This Schecule 2 6 (Socis Value) sets oul the provisions with regards 1o the Social
Value themes of

(A) Dwerse Supply Chans ang Inciusion, Mental Health and Wel-8aing are set
out In Part A (Equaity and Suppler Diversity),

(B) Skits and Ervployment is set out in Pan B (Srategic Labour Needs and

Traini ), and
(C) Safe Supply Chains is set cut in Part C (Ethical Sourcing) and Schedule 2 4
(Seaurty Management).
AT Fetoronce DN 28505 OFFICINL COMMERTIN Page 28 13
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Maodel Services Agreement - Sahedule 2.6 (Social Valwe)

PART A
Equality and Supplier Diversity

2. Compliance

21

WEncut Imitng any other peovision of this Agreemant, The Scpplier shal in relation
10 the Services:

(A)  not uiawiily ascriminate. and
(B) procure that the Suppliec's Personnsl do not uniawfully discrimingte,

within the meaning and scope of e Equality Act 2010 (!he "Equality Act”) and any
other relevant enaciments in force from tme O Bme refating 10 discnmination in

employment.

3. The General Equality

3L

32

33

34

The Suppler acknowiedges that under section 145 of the Equality Act DIT Is under a
duty 10 harve due regard for the need 10, amMongst oy things.

(A) elimnate uniawis discnmination, harassment and victimisation and other
mmwamnmlm

(B) advance equalty of opportunty bebween pecple who share 8 relevant
protecied Chardchrishic a0 DOrsons who 4o not share It, and

(C) foster good relations between people who shiare 3 refevant protected
charactersitic and persons who do not.

As ¥ e Efective Date, the nine (9) protected characledishcs as set out n he
Equalty Act ace’ (1) age. (§) dsablity. () gender reassignment. (i) mamiage and civi

partnership. (v) pregnancy and matemity, (vi) race; (i) religon and beliel, (VM) sex,
and (ix) Sexusl orantabon

In the performance of this Agreement, the Suppher shadl, and shall procure that &s
Sub-Contracion shal, sssist and co-operate with DIT 1o the greatest extent possitie
In satistying this duty

DIT's fak treatment at work policy (the “Fair Treatment at Work Policy”) as updated
from Sme to ime and notified %0 the Suppler requires DIT's own stat! and those of s
Conracion 10 comply fully with the Far Treatmen! ot Waork Policy 1o eradicate
harassment in e workplace The Suppler shall

(A) ersure that Bs stall, and those of s SUD-Conlracions wiho ae engaged in the
performance of this Agreement (Including Key Sub-Contractors) are fully
conversant with the requirements of the Fair Treatment at Work Policy,

(B) Adly investigate allegations of workplace harassment N accordance with the
Far Treatment at Work Polcy. and

(C) ensure thal appropriate, efiective action Is taken where harassment & found to
have ccowrred

AT Referenie ON 38505 OFFICINL COMMERTIAL Fage Jof 13
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Maodel Services Agreement - Sahedule 2.6 (Social Valwe)

4. Approved Equality and Diversity Plan
41  The Suppler shal ensure that the Virtual Library at all times Includes up-to-date
versons of the Approved Strategic Equalty and Diversity Plan, the Apgroved
Equaity and Diversity Traning Plan and the Approved Suppier Diversity Flan
5. Strategic Equaiity and Diversity Plan

5.1 The Supplier shal comply with the Approved Strategic Equaity and Diversity Plan
and shall procure that each of s Sub-Contraciors:

(A) adopts and implements. and

(8) In respect of other Sers of sub-contractiors beneath the Sub-Contraciors
("Indirect Sub-Contractors”), procures Ihat Those Indirect Sub-Contracion
adopt and implement,

an equaiity and diversity policy n respect of heir respective employees engaged in
relabion to the performance of this Agreement which is at least as extensive n

SCOpe a8 the Approved Strategic Equality and Diversity Plan.

€. Equality and Diversity Tralning Plan

6.1.  Dunng the Term, e Supplier shall comply with the Approved Diversity Training Plan
1 rolaton 10 M of ity Parsonnal and shal procure tThat each of &3 Sub-Contracions:

(A) adopts and impiements, and
(8) in respect of iis Indirect Sub-Contraciors, procures that hose Indirect Sub-
Conracions adopt and implement,

a diversty traning plan In respect of their respective empioyees engaged n relation
10 the parformance of this Agreement wiich s 8 leas! a8 exlensive in scope as the

Approved Equality and Dwversity Trainng Plan.
7. Supplier Diversity

71, Dunng e Tem, T Supphier shall af 8l Tmas comply with the Approved Supples
Diversity Plan. The Suppler shail procure that each of its Sub-Contractors:

(A} adopts and implements. and

(B) In respect of its Indirect Sub-Contracions, procures That each such Indrect
Sub-Contracior adopt and implement,

& supplier diversity plan in relation 10 the paformance of this Agreemsect which is as
least as extensive as the Approved Suppler Diversity Plan.

AT Referenie ON 38505 OFFICINL COMMERTIAL FPaged 13
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Maodel Services Agreement - Sahedule 2.6 (Social Valwe)

8. Monitoring and Reporting
8.1,  Subject to paragraph 82, the Suppier shall provide 1o DIT on the Effective Date and
SUDSAGUENTY very six (6) montis thereafern (Of 8t Such lesser Of graaler Ntervals as

determined by DIT acting reascnably and notifed 1o the Suppiier) the folowing
réormabon:

(A)

the proportion of Supplier employees, agents and consultants and, fo the
exient ressonably possibile, e empioyees of &3 Sub-Conltractons and Indirect

Sub-Contracions angaged pursuant 10 the tanms of Tw relevant subcontracts n

the parformance of thes Agreement, who are:

(1) female;

(2)  of non-white Brtish ongn o who Classiy thamsalves s Ding Non-
white Britsh,

(3) from e local community, andior

(4) disabled, and

(5) the proportion of £s Sub-Contraciors and Ingirect Sub-Contraciors that

are Small or Medium Enlerpases andor Black and Minority ESwic
Businessas (BMEs)

82 The Suppher shal ensure 3 all tmes Ihat it, 88 Sub-Conlracions and its indrect Sub-
Contractors comply with the requirements of the General Data Protection Regulation
{as may be amended) in the coliection and reporting of the information %o DIT
pursuant 1o paragraph 8.1,
9. Diversity Infractions

9.1 If the Suppher or any of its Sub-Contractors commits a Diversity Infraction, DIT shat
be entitied (but shal not be obliged) 1o

(A)

(&)

without prejudice 10 any other nght or remedy it might have under this
Agreament and wheee 8 Diversty Infraction s commited by the Supplier,
SO0V WG NOLCH UpoN the Supplier identfying in reasonable detal the
nature of the Diversfy Infraction and the Supplier shal cease committing and
remedy such Diversity Infraction within Surty (30) calendar days of recept of
such notice (or such longer penod as may be specied by DIT n the notce)
o

where the Diversity Infraction is commitied by a Sud-Contracior of the
Supplier, serve written nolice upon the Supplier dentfying in reascnable detadl
e nature of the Diversity Infracion, and the Supplier shal procure that the
relevant Sub-Contracior ceases committing and remedes the Diversity
Infraction within thirty (30) calendar days of receipt by the Suppller of such
noAce (or such longer penod as may be specified by DIT in the notice ).

AT Referenie ON 38505 OFFICINL COMMERTIN Fape St 13
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Maodel Services Agreement - Sahedule 2.6 (Social Valwe)

92  Iihe Suppher fals 10 procure e remedy of any Diversity infraction referred 10 In
paragraph 9. 1(A), DIT may (n 45 sole isCration) sarve & Axrther wiitlen notice upon
the Suppher and within thirty (30) calendar days of recept of such further notice (or
such longer period s may be specified by DIT in the notice), the Supplee shall
lerminate the engagement of £3 Sub-Contracior under the relgvant Sub-Contract and
procure performance of the affected works or services Dy anoiher Sub-Contracior
and DIT may. n its sole dncrbon, reguire that the Suppler provides avicencs 1o
substantiale such Sub-Contractor's compilance with the obilgations spechied in
paragraphs 2 %o 7 of thes schedule.

10.Equality and Diversity Audit

10.1. DIT {or such Third Party as may be nominated by DIT ) may undertake an audnt of
any and‘or all information relating o the Supplier's compilance with paragraphs 2 %o 7
of this schedule in accordance with Clause 2 1 (aX Records, Reports, Audits & Open
Book Data) of this Agreement

10.2. The Supplier shal, and shall procure that each of £s Sub-Contracions shal and,
where appicable subject %0 the provisions of paragraphs 2 1o 6, its Indrect Sub-
Contractors shall, mantain and retan the Minimum Records for a menimum of six (6)
YEars with respect 10 &l matiers refating 10 the perfarmance of paragraphs 2 1o 7.
The Suppier shall procure that each Sub-Contract between it and s Sub-
Contractors and, where applicable, subject 10 the provissons of paragraphs 2 to &,
GACh SLb-Conract Detaven its SUb-Conlracior and any Indeect Sub-Contracicr of the
Suppler and each sub-contract between the Suppler’s Indirect Sub-Contraciors shall
contan nghts of audkt in tavour of and enforceable by DIT substantisly equivalent Yo
those granted by the Suppier pursuant 1o paragragh 10.1. The Suppler shadl
promplly provide, and shall procure that its Sub-Contraciors shall and, where
apphcable subject 1o the provisions of paragraphs 2 10 6, 3 ndrect sub-confraciors
shall, prompily provide afl reasonable co-operation 1o DIT or #s nominated Third
Party in relation %o any audit Including, 10 the extent reasonably possibie in each
parnculy crcumstance:

(A) granting or procurnng the grant of access 10 any premises used n he
Supphier's parfomance of this Agreement or in the relevant Sub-Contractons
or Indirect Sub-Confracior's performance of iis sub-contract, whether on the
Supphier's own premises of oherwise,

(B) granting or procurng the grant of access 10 any equipment (nciuding al
computer hardware and software and dalabases) used (whether exclusively of
non-exciusively) in the performance of the Supplier’s or relevant Sud-
Contracior's or Indirect Sub-Contraciors oblgations specifed in paragraphs 2
10 7, wherever siusied and whar the Suppler cans the equipment of
oherwise, and

(C) complying with DIT ‘s (or its noeinated Third Party’s) reascosbie requests 1o
access 10 the Supplier's senior Personnel (including Key Persconel) engaged
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PART B
Strategic Labour Needs and Training

11.Introduction

1.1 Winout prejudics 10 the other provisions in this Agreement relating 10 Supplers
Personnel this Scheduie sets out the Suppler’s obigations in respect of.
(A) supporing the DIT Group (and Third Parties nominated by the DIT Group) in
the implementation of the Sialis and Employment Strategy, and

(B) ersunng that the Supplier attracts, develops and retains Personnel with the
siolis necessary 1o deliver the Services throughout he Term.

12.SUNT Plan

12.1. Upon recesving comments from DIT in relation 10 the Infal SLNT Plan, the Supplier
shal within twenty (20) Working Days.
(A) develop an updated strategc Rbour needs and training plan based on the

Initial SLNT Plan and taking im0 sccount DIT 's comments and requinements,
and

(B)  submit 8 revised copy of the Inlal SLNT Plan 1o DIT for Appeoval.

122 I the Initisd SLNT Plan developed in Scoordancs with paragraph 12 1 18

(A) Approved, e Suppler shall adopt such plan mmedialely & the Agreed SINT
Plan and shal append the Agreed SLNT #an 1o this Schedule in place of the
Indtial SLNT Plan in accordance with the Change Control Procedure (and such
plan shal only be required o be appended once ),

(8) not Appeoved, the Suppler shall amend the Intial SUNT Plan and resuborit
10 DIT for Approval within twenty (20) Working Days of being informed by DIT
that such plan is not Approved.

12.3. T DIT does not Agprove the Inlal SINT Plan oEowing its resuenission, the matlers
preventing such Approval shal be resolved in accordance with the Dispute
Resohfon Procedures sot oul n Schedule 8.3 (Dispute Resolution Procedure) of this

Agreemant
124, Winout imiing any other provision of this Agreement, The Suppler shall
(A) comply with provisions of the Agreed SINT Plan, and

(8) atno addbonal cost 1o DIT and subject o the provisons of paragraph 125
below, review and amend the Agreed SUNT Plan and implementation Plan:

AT Referenie ON 38505 OFFICINL COMMERTIAL Fapedof 13
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Maodel Services Agreement - Sahedule 2.6 (Social Valwe)

(1)  asamnimum, every twelve (12) morghs foliowing e Operationa
Commencament Date of 8l such oiivir times 33 may Do regquesied by
DIT . %0 reflect.

(a) Good Industry Practce;
(D) any changes 10 the rnadure of the Services,
(c) any amendments proposed by DIT .

12.5. Any changes or amendments 10 the Agreed SLNT FPlan shall be subject lo the
Change Control Procedure and shall not be mplemented undl approved in witing by
DT

13.SUNT Coordinator

13.1. Wirnin twenty (20) Working Days of the Effective Date, the Suppler shall nominate a
member of i's Persconsl with the necessary skils and authorty 1o

(A) be responsible for the implementation and on-going development and
manienance of the Agreed SUNT Plan, and

(B) act as the single point of contact betwesn DIT Personned on all matiers
concaming the Agreed SUNT Plan,

the ("SLNT Co-ordinator”).

13.2. The Partes shall acdd the SLNT Co-ordinator to the list of Key Personnel set out
Schedue 9.2 (Key Personnel).

14.Montoring and Reporting

14.1. The Suppler shal provide the Contract and Operational Board with a Monthly SUNT
Monioring Report {in accordance with paragraph 6.1{1) of Schedule 8 1{Governance)
detaling the Suppine's perfiormance against the Agreed SINT Plan,

142, The Supplier shal ensure o all trmes that it compiles with Schedule 11 (Processing
Parsonal Dets) of s Agraemant in the colecion and reporting of information 1 DIT
pursuant o paragraph 14 1above

15.SLUNT Infractions

17.1 11 the Suppher tals 10

(A} ensure thal each SUNT Output for the monforng period & delivered in
scoordance with Agreed SUNT Plan, and'or

(B) review the Agreed SLNT Plan in accordance with paragraph 12.4 of this
Schedule (Socal Vakam ) then the Supplne’s Chief Executive shall atlend &
meeting with DIT 1o explain the reasons for such faiure,

16.SUNT Auait

16.1. DIT may from time 10 time undertake any sudt or check of any a5 8l ndormation

regarding the Supplers compliance 1w provisions of this Schedule in accordance
with Clause 2 1 (a) Records, Reports, Auats & Open SBook Dafa)

AT Refevone ON 438505 OFFICINL COMMERTIAL Fappdot 1y
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162, The Supplier shal maintain and retain records refating 1o the Agreed SINT Plan and
15 complance with the provisions of this Schedule for 8 minmum of six (6) years
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PARTC
Ethical Sourcing
17, Introduction to Ethical Sourcing

17.1. DIT s committed 10 ersuring that workers amployed in its supply chains Ihroughout
the world are treated fasty, humanely and egqutably  In the course of complying with
this Agreement, the Suppher shall comply with and shall procure that its sub.
CONYACIONS (a8 applhicable) comply with those princples of the Evecal Tradng
Intative (ETT) Base Code as are detalied here
hitp Awww ethicaltrade oeg/rescurces/key-eb. resources'et-base-code , of an
equivalent code of conduct (the “Ethical Sourcing Printiples”) in relabion 1o the
provision of the Services.

172 The Suppler shal conduct risk analysis of (1) human nghts Bssues. and (§) abowr
condtions, of the supply chans used in the fulfiment of Tis Agreement. and shall
agree with DIT a process for managing high-rsk supply chains. This may indude
where appropriate e camying out of social audits and the agreement of cormective
achon plans.,

17.3. Durning the course of this Agreement, If DIT has reasonable cause 10 beleve that the
Suppler 5 not complying with any of the Ethical Scurcing Principles, DIT  shail notfy
the Suppler and the Parties shall agrae an action plan with apgpropiate tmeframes
for compliance by the Suppler (the "Action Plan™), such Action Plan %0 be agreed by
the Partes by no later than 20 (twerty) Working Days from the date of DIT notiftying
he Suppler That remecial HCSON IS Fequired Of SUCh other PENod s the Parties may
otherwise agree in writng. The costs of the creation and implementation of the Action

Piany shall be bome by the Suppler.
174. Dunng the course of this Agreement, DIT has the nght lo request the Service
Provider 10 carmy out One of more sudts in accordance with Clause 2.1 (a) Records,

Reports, Avdrs & Open Book Data). 10 verly whether the Supplier is complying with
the Ethical Sourcing Principles (or any assocated Action Plan).
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ANNEX 1 TO SCHEDULE 2.8

Equality and Inclusion Policy ~-DiT's fair treatment at work policy (the “Fair Treatment at Work
Policy™) as updated from bime lo time

AT Reterone ON 438505 OFFICIAL COMMERTIN Page 170013
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ANNEX 2 TO SCHEDULE 2.8

SLNT Template
The SULNT Template shal take the form set out in this Annex.
SLNT Activity Broakdown

[To be ncluded in the Document Libxary proe fo Ready %o Commence Service within Miesione
Payment - IMPM2 )

AT Referenie ON 38505 OFFICIAL COMMERTIN Fage 1A 1)
ENGROSSED CONTRACT FINAL v20



Maodel Services Agreement - Schedule 2.6 (Social Valwe)

ANNEX 3 TO SCMEDULE 2.8

Initial SLNT Plan

[To be ncluded in the Document Litvary prior fo Ready %o Commence Service within Miesione
Payment - IMPM2 |
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SCHEQULE 3
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Model Services Agreement - Schedule I |Authorty Respomdines)
S8 tenatonaination Fand Adnnakaton Setccss Aeesen

1. INTRODLCTION

1.1. The resgonsbiiies of the Authorily set out In this Schedule shall constiute Be
Authorfty Responsibities under s Agreement Aty obigations of the Authonty n
Schodule 2 1 (Services Descriphon) and Schedule 4.1 (Suppler Solution ) shall not be
Auhorty Responsibiities and the Acuthorty shall have no ORIgaton 10 perfom any
such oblgations unless they ore specfically staled 10 be “Authonty Resporsbities”
and cross refecenced n B tadie in Pacagraph 3

1.2 The resgonsbiines specified withn Tis Schedule shall be provided 1 the Scppler
free of charge. uniess otherwise agreed between the Parties.

2. GENERAL OBLIGATIONS

The Authortty shall

(8) pericm Mose cbigations of the Authorty which are set out n e Clauses of this
Agreemant and the Paragraphs of the Schedules (except Schedule 2.1 (Services
Descrighon) and Schedule 4 1 (Suppber Soluton |

() use s reasonable endeavours 1o grovide the Suppler With access 10 apgropniate
meambers of the Authorty's siaff, a5 such pccess s reasonably reguested by he
Supplier v order for e Suppler 10 dachiarge ity chigations throughont e Term and
the Tarmmnaton Assistance Penod.

(C) provide sufficent and sultably qualified staff to fUll the Authorty's roles and duties
under s Agreement as defined in the Implemaertation Plan,

(d) use 23 ressonable andeavours 10 providde such documeniation, data andicr oiher
nformation hat e Supplier reasonably reguests that is necessary 1o perform its
obigatons under the terms of Pes Agreement provided that such documerntation, dats
anioe information 1 avadsble 1o B Auhorty and B suthorsed for rolesse by Te
Authonty, and

(@) procure for the Suppler such agreed access ond use of the Authorty Premses (asa
oree only) and fachties (ncluding relevant IT systems) as is roasonably reguired
for the Suppler 10 comply with £s SDigatons under ths Agreement, such access o
be provided dunng the Authonty’s normal working howurs on each Working Day or as
OPerwise agreed by the AuBority (ach agreement Not 10 be Lrressorably withhekd
o Selayed)

3 SPECIFIC OBLIGATIONS

The Acthorty shal, In relstion o This Agreement perform the Authorty's
respombinies ienified &% such n tha Agroement he detals of which are set &t

DIT Reference DN 428055 - Comertocal » Conldence - Pageloté
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S8 lternatonaination Fand Adnnakaion Setace Aeesen

Document Paragraph (Location)
Schedule 2.1
(Services Descrippon) | 1. AS part of the Joiet Service Design, and 1o suppon the

soluton development and the Authority audt processas. the
Authonty shall confirm, no lster than one (1) Weoek after beirg
provided with a final version of the elgbity ortera by the
Suppler, that e cigéty crilena accurstely represents the
critenia developed during of Joint Service Desgn. The
m«mnmummmmm;
he gty of SME Applcations and the Authorlty audt
processes

The Authonty in sccordance with the Detalied implementation
Plan (or @ schedule of Joint Service Design activities agreed
Satween B Parties) shal provide e Suppber with sccess 1o
he sppropeate DIT personned 10 particpate in workshops and
0 provide guidance 10 the Supplier as part of valdation of the
related rules and gudancs relsted 1o e SME Agpicant and
SME Appicaton DIT will make reasonable efforts to suppon
he Suppler In recrutng assstance from other key
stakeholdors such as MMCLG, LEPS and SMEs_ 1o
PALCOale I workshops and peovide guidance (related 10 the
SME Appicart and SME Applcation) 1o the Suppler s part
of the Joirt Service Deosign.

The Authorty I8 accordance with the Detalied implementation
Plan (or a schedule of Joint Service Design activities agroed
between e Parties) shall partcipate n Jont Service Design
and s Be solution develcpment. The Jont Senvice
Design 15 part of the Parties’ approach 1o assuring that te
soluton moets the requrements of s Agreement and for the
AuUBonty 10 appeove the Scppier's procadures 4nd system
design configuration as being In accordance with the
Autonty’s Regurements as sot cut in Schedude 2 1. inthe
folowing aress (Bt not lmited o)

o Scheme Goverrance (saction 3 1 Standards, working
practices and poncpies ), N particular estatishing
objective orteria for e assessment of value for money 1o
be appied 3 pant of the Suppher's soluton

o Branding & Pubiicy (section 32 Brandng and Publcity)

o FOUA (section 3 3 Reporting of grant informabtion across
povernmant |

o ESIF Management Processes & Documents (secton 3.4

Managing ERDF Proyects) and (secton 3.6 Ewropesn
Sructural and Investment Funds outputs and sesulls)

DIT Reference DN 228955
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SSE nsenatonaiaation Fand Adnnaialion Seroces Axeesen]

o Summative assessments’ complance process (section
35 Summative sssesaments)

¢ Regorting of business impacts (secton 4 SME Appication
& Award) and (section € Post-Award)

o  Clams and payments process (secton 5 Clams,
Payment & Close-out)

o Reporting of business impacts (secton 6 Post-Award) and
(secton 7.1 Reporung & Operations)

o  Reporting, and evdence collection spproach (section 7 1
Regorting & Cperatons)

The Authorty shal present T outpift of e Jon! Service
Design, inciuding the elgbity criteris, 1o MHCLG and shal
soek comment or feedback. Ay feedback recerved shak be
shared with Bhe Suppher On receigt

The Authonty shal use Desl endesvours 10 gve feascnabie
motice of any meetings that the Suppler is requested % atend
and any Pragect Change 1eguests requinng Suppler

The Supplier shal ensure that the Sunmative Assessor
attencs key Jont Service Design meetngs 8% rogured

The Authonty shal approve e approsch o Sranding and
LOOMOBON (85 May be updated om time) and shall

promaohon

B) confem ol Proplaed GUIDOUNS COMMUNCATONS, And
suppont the Supplier with signposting ESIF bransng
Quidance

The Authonty shall uskse The seif-serve Capatiity 1o chlan any
project related deta o documentalon n electrone format
providing the Soliowing condtions are satsfed:

s The Suppint has provided the necessary Yanng and
Sukancs 1 the suhorsed DIT users.

o) During acceptance lesting of the soluton the seif.serve
capabéty is lested by DIT users 10 test any required
roports specifed during Be Jont Service Desgn

c) Thorough testing 5 camed Out on all processes with
any resulting defects being rescived prior 1o the

DIT Reference DN 228955
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Cperational Serve Commencement Date
Authorsed DIT  users shal be nvoived throughout
such Testing and s®al have T opportunity pive
fetdDack On the desion and sl requred reports

The self-serve sOULON has the Capabiity 10 penerate
pre-gefined reports specfed durng Jomt Service
Desgn and ad hoc tepors consmlent with he
repoMmng regarements set out vancusly in Schedule l
2.1 can be crealed by a reasonably compeient user

!

The sef-serve sohuBon siows & reasorably competent
user 10 produce anahyticel quenesias st out
Schedue 2 1)

Reasonatie suppor! and msusiance 8 provided %
suthormed DIT ysers 88 rogared theoughoot the Term
of the Comract

Reguiremant F 135 - The Authorty shal sol reascnabile
Brescaies 10 8ddress recommendators from Data
Profecton audts, refecting e maleraity of the issue and
the complexty and scale of e acton required

Regurement D13- The Acthonty stal provide the tempiate
for Sumenative Assestment dals within one (1) manth of the
Efecive Date and ensure data requirements are provided
AUIng Sanice desgn 10 ensure Summatve Assesament
Needs are nduded

The Authority shall provide reasonable notice of any reports
requred 1o meet NMCLG snd e Authonty's needs

Rogurermant L 22 - The Authorty shall provide the Scppber
with the joumal upload tempiale for pumals relating 10 the
Authorty's fnancial accounts s described n L 22 of
Scheduls 2 1 (Service Descrption) no lster than 3O days
afer Pe EfMfectve Date, and then as and when updated

| Schaduie 4.1

Suppiier Soluson) !

m
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SCHEDULE 41
SUPPLIER'S SOLUTION
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