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CHANGE HISTORY 

 

Revision Date of Issue No. of Pages Reasons for Change 

1 24-APR-2023 5 

SRS ready for Functional Safety Assessment (FSA) Stage 1. 
Once other pieces of information are confirmed during the 
design stage (e.g., instrument tag numbers, FAT and SAT 
procedure numbers), the SRS will be updated again.    

 
 
Note: The Safety Requirement Specification (SRS) is one of the most important activities of the functional 
safety lifecycle. It is through this specification that the user defines how each Safety Instrumented Function 
(SIF) is to be designed and integrated into the Safety Instrumented System (SIS) and the Building Automated 
Control System (BACS).  
 
The Functional Safety Manager (FSM) has ownership and responsibility over all SRSs at the Pirbright Institute. 
As each SRS is developed or modified, it is recommended that it is reviewed by a representative of Health, 
Safety and Biosafety (e.g., Biosafety Technical Lead) and a representative of Estates Management Services 
(e.g., Engineering and Operations Manager). All SRSs require approval from the Director of Risk and 
Assurance.  
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Safety Instrumented Function (SIF) Information 
Tag To Be Confirmed (TBC) 
Process Unit Brooksby Effluent Treatment Plant 
Documents LOPA Report – L140_ST001Rev. 2 

P&ID – P800-SUN-98-F0-DR-XX-4002 
Water Services Schematic – P800-KME-53-XX-DR-
PH-0005 
Drainage Schematic (Sheet 1 of 4) – P800-KME-71-
XX-DR-PH-0001 
Drainage Schematic (Sheet 3 of 4) – P800-KME-71-
XX-DR-PH-0003 

Safety Function Description  High-High level (fixed point) detection functions are 
installed at Drains 1 and 14 (Animal Entry room and 
Barrier Showers respectively); one level switch for 
each drain. Upon detection of drainage water 
backing up either of the two drains, the safety 
function shall:  
 

 Close two shutdown valves also at Drains 1 
and 14 to prevent contaminated water 
flooding these areas and escaping the 
building. 

 Close a further 5 shutdown valves to shut 
water supply into the building: 

o Downstream of CAT5 (softened) cold 
water system Tank 2 

o Downstream of Domestic (softened) 
cold water system Tank 2 

o Downstream of Animal Drinking 
Water Tanks  

o Downstream of Human Drinking 
Water Tank  

o Downstream of CAT5 non-
containment wash down tank 

Hazardous Scenario  Liquid backs up into the drain system to each area of 
the Brooksby facility due to blockages, leading to 
significant effluent spilling back out of all ground floor 
level drains including the cleaning corridor (all drain 
gulleys on this floor are within 50 mm of each other). 
Pathogen may cross from one area to another. If the 
effluent flows out of the secondary containment (e.g., 
barrier showers, emergency escape routes, animal 
entry lobby), release of SAPO4 agents to the 
environment. There is also potential for effluent 
backed up to spill into the general sewer drains. 
Note: The effluent spilling out of the low point could 
be from any of the drain systems connected to the 
common header including rooms on the main facility 
floor and the ETP change pump in the basement. 
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SIF Logic/Architecture (Part 1) 
 
 

Drain 1 Level Switch

Drain 14 Level Switch

Shutdown Valve 1 (Drain 1)

Shutdown Valve 2 (Drain 14)

Shutdown Valve 3 (Downstream of CAT5 softened 
cold water tank 2)

Shutdown Valve 4 (Downstream of Domestic 
softened cold water tank 2)

Shutdown Valve 5 (Downstream of animal drinking 
water tanks)

Shutdown Valve 6 (Downstream of human drinking 
water tank)

Shutdown Valve 7 (Downstream of CAT5 non-
containment wash down tank)

Logic Solver

 

SIF Components Tags TBC 
Two High-High Level Switches  
Analogue Input (AI) Card 
Logic Solver Central Processing Unit (CPU) 
Digital Output (DO) Card 
Pneumatically actuated valves (7 off).  

 
 

SIF Logic/Architecture (Part 2) 
Architecture  Voting Limitations/Constraints CCF Potential 

Level detection  1oo2 N/A N/A 

Logic Solver 1oo1 N/A N/A 

Final element action 7oo7 N/A N/A 

 
 

SIF Requirements 
SIL Target  SIL 1 Demand mode Low Demand  
Final Element Response Time  ~2 minutes Process Safety Time  ~24 hours1 
Proof Test Interval  12 Months2 PFD Required 0.088 
Trip Condition  De-energise to trip Max. Spurious Trip Rate 0.1 / year3 
Expected MTTR 48 hours2 Mission Time  20 years  

 
 
 
 
 

 
1 At a similar facility (ISO11), the four treatment vessels (1,400 Litres each) are used around twenty times a day. Assuming the same 
water consumption rate at Brooksby, this is about 28,000 Litres/day. Using Brooksby architectural drawings, an estimated 32,500 
Litres is required to flood the entire Brooksby building by one inch. This means if the drains back up causing flooding, it would take 
slightly more than 24 hours to flood the Ground Floor of the Brooksby building.  
2 Pending validation by SIL Verification. 
3 As a guide, the maximum spurious trip rate should be lower than half of the sum of all the initiating causes’ frequencies. 
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SIF Process Measurement Requirements 
Component  Range Accuracy Trip Point  Validation Criteria 

Level detection  N/A +/- 10 mm N/A (Fixed Point) FAT, SAT (procedures 
TBC) 

Logic Solver N/A N/A N/A 

Final element action N/A N/A N/A (Fixed Point) 

 
Additional SIF Requirements 

Safe State Definition Removal of instrument air from the valve actuator of the 7 final elements. The 
fail-close valves then close.  

Sources of Demand   Blockage in the common header, effluent line or in an individual main 
drainage.  

 Manual valves 1101 and/or 1102 closed in error following maintenance. 
 Control system fault leading to route to collection tanks closed 

simultaneously. 
 Allowing collection vessel to overfill while transferring effluent back from 

the treatment vessel. 
 Any manual valve upstream of drain manifold closed in error 

Manual Shutdown None within the SIF setup.  
Reset after Shutdown Two resets required: 

 “Software reset” performed via the BPCS by Control Room Operator 
(CRO) after input shows healthy following a trip. 

 Manual reset on the solenoid valve that supplies instrument air to the 
final element (pneumatically actuated valve). 

 Valves can only be re-opened after BOTH resets have been performed.  
Bypass Requirements  Yes, input bypass facility required for repair and maintenance.   
SIF Faults and Failures 
and Required SIS 
Response 

The system will trip upon: 
 Level switch detecting liquid for longer than 30 seconds. 
 Level switch fault for longer than 12 hours. 
 Loss of power to instrument, logic solver, or solenoid valve. 
 Loss of instrument air to valve. 
 Detected open circuit in loop for longer than 12 hours.  
 Detected short circuit in loop. 
 

Discrepancy alarm to be generated if final element (i.e., valve) still indicates 
“Open” 5 minutes after trip signal has been sent. This indicates that the valve 
has failed to close as required and allows operators to shut other manual 
valves as an alternative method of bringing the plant to a safe state.  

Electrical Supply  Primary source of power shall be via the essential DRUPS power distribution 
system for the building. 

 
SIF Application Program Requirements 

Logic Solver Tag  TBC  
Other SIFs supported by 
the Application Program  

(None) 

SIS Interfaces To BPCS for fault alarms, shutdown alarm, and to allow software reset from 
BPCS. 

Security Access Password protection to download and modify Application program   
Communications 
Interfaces Requirements  

Ethernet, Modbus IP and RTU field network 
Logic solver must not be connected to the internet. 

Trip Signal Response 
Time 

Less than 500 ms  

Programming 
Requirements  

Limited Variability Language (LVL) is preferred. Use of Full Variability 
Language (FVL) must comply with IEC 61508-3. 
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Notes:

1) This drawing is provided to show the High Level 

basis of design of the network philosophy of the 

following Building Systems:

Building Management System (BMS)

- Based upon existing site BMS system; 

Schneider Electric Eco-Struxureware

Critical System Programmable Logic Controller  

(PLC)

- Based upon Schneider Electric Modicon M340 

series of PLC controllers.

Secondary Monitoring System (SMS)

- Based upon Schneider Electric Eurotherm range 

of high spec. data integrity chart recorders.

WAGES aM&T Metering Monitoring System

- Based upon integration to the existing site 

Schneider Electric Metering System.

2) The network topology design shall be developed in 

collaboration with Pirbright and Kier Project Team.

3) This drawing does not show the number of network 

cables required, network switches / patch panels, IP 

addresses. These details will be developed during 

detail design. Pirbright to advise IP address 

requirements and site IT network connectivity.

4) The Brooksby building electrical power supply is 

supported by a Diesel Rotary Uninterruptible Powers 

Supply (DRUPS). There is no proposal to provide 

further UPS to any of the proposed BMS/PLC/SMS 

panels or the associated network devices. Any new 

network devices proposed outside of the Brooksby 

building may require further UPS consideration.

5) 3
rd

party high level integration to packaged systems 

are based upon Open Protocol Modbus or BACnet 

using either IP or serial communication. (Chillers, ETP, 

DRUPs, Incinerator, Autoclave and Fumigation 

Chambers etc) Network details to be developed during 

detail design.

6) The Schneider AS-P BMS Controller provides 

Ethernet IP connection to the BMS network and each 

controller supports 2 no. communication ports providing 

Open Protocol integration via serial comms (Modbus 

RTU / BACnet MSTP, Lonworks etc). The AS-P 

controller also provides a secondary Ethernet port 

providing an IP subnetwork  for BACnet / Modbus IP 

devices.
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BROOKSBY BUILDING 

BMS / PLC / SMS High Level Network Design 

Concept 

BROOKSBY BUILDING 

BMS / PLC / SMS NETWORK OVERVIEW PHILOSOPHY

AHU## PLC Controller 

(Airflow / Pressure)

1 No Critical Alarm Per AHU To 

RTK Alarm Panel 

+ 

BMS Controller 

(Temp / Humidity)

BMS / PLC Control Panel 

RJ45

RJ45

LTHW / HWS / 

Steam Heating 

Generation + 

Distribution

Controller with 

Comms connection 

to Pump VSD’s

BMS Control Panel

(LTHW_

BMP01)

RJ45

LV Electrical Distribution Switchboards X 6 

Monitoring and Metering To Pirbright 

Existing Schneider PME System

- 50-SB-01A

- 50-SB-01B

- 50-SB-04A

- 50-SB-05B

- 50-MSP-01A

- 50-MSP-02B

BMS Network - Ethernet CAT 5 Copper Cables

Provision to be made at BMS Controller Panels to connect 

Pirbright service support laptop PC, via spare RJ45 socket. 

IP / Modbus Router or 

LV Smart IP Meter

BMS BACnet + 

Modbus IP 

Controller

Level F1 – Ground Floor

Level F2 / F2M – HEPA Deck

Level F3 – Plant Room

RJ45

MVHR AHU Controller + Misc.

Comms connection to Fan VSD’s

BMS Control Panel

(MVHR01_BMP01)

Level F0 – Basement

Eco-Struxurware BMS PC Web-Station 

Located in Rest / Welfare Room

Single Screen

RJ45

LV Switchboard 

Breaker 

Monitoring, 

DRUPS + Misc.

BMS Control Panel

(LV_BMP01)

LV Switch Room

RJ45

Chiller & Pri. Pumps + MCWS 

Water Supply

BMS Control Panel 

(CHW_BMP01)

Main Water Tank Plantroom) 

RJ45

Public Health System Drainage 

+ 

ETP Process Plant

+

Miscelaneous Basement Area +  

FCU’s Monitoring  Controller 

with Modbus Comms Interface 

to ETP PLC

BMS Control Panel

(PHS_BMP01)

LV Switchboard 

Monitoring

Breaker Status 

Via Hardwired 

Digital Inputs

BMS Control 

Panel

(LV_BMP02)

RJ45

Existing Pirbright  

Struxureware IonE 

Server for Metering

Being Upgrade to PME 

as  Direct Contract 

Pirbright and Schneider. 

Pirbright to advise IT 

network connectivity to 

Brooksby BMS Network

eP58

4020

RJ45

PLC Modbus IP 

Controller

Modbus IP

Modbus RTU to VSD

(Monitoring only 

Control H/W via I/O)

X 6 Control Panels 

For:

AHU1A_ACP01

AHU1B_ACP01

AHU2A_ACP01

AHU2B_ACP01

AHU3A_ACP01

AHU3B_ACP01

Modbus RTU 

LV Power Meters 

Interface To 

Utility Metering 

(Pulsed Water 

Meters

Pulse Gas Meters

Smart Energy 

Meters and Smart 

Steam Meters To 

Pirbright Existing 

Schneider PME 

System Via BMS

CHW 

Distribution

Controller with 

Comms 

connection to 

Pump VSD’s

BMS Control 

Panel

(CHW_BMP02)

RJ45

Interface To 

CHW Energy 

Meters 

To Pirbright 

Existing 

Schneider PME 

System Via BMS

eP58

4020

RJ45

PLC Modbus IP 

Controller

Modbus IP 

Between PLC 

Controller and 

BMS Controller

High Containment Space 

PLC Controller

(Airflow / Pressure / Fumigation Cycle + 

Sockets, Pressure/Airflow Alarm Lamps)

PLC Control Panels

(F2 HEPA Deck) 

X 11 BMS Panels For: 

AHU01_BMP01 F0 Local

AHU01_BMP02 F1 Local

AHU01_BMP03 F1 Local 

AHU02_BMP01 AR Suite 1

AHU02_BMP02 AR Suite 2

AHU02_BMP03 AR Suite 3

AHU02_BMP04 AR Suite 4

AHU02_BMP05 AR Suite 5

AHU02_BMP06 AR Suite 6

AHU02_BMP07 Local

AHU03_BMP01 Local HVAC

Public Health Water Systems

Dom CWS /  Cat 5 SCWS

AR Drinking W

Tanks & Booster Pumps, 

(Pulsed Input Water Meters to PME 

Via BMS)

BMS Control Panel

(PHS_BMP02)

RJ45

RJ45

Brooksby Building Entrance 

Zone Information Panel

ZIP

RJ45RJ45

Level F0 – Basement

Brooksby External Building Network

BMS + PLC Controller 

Housed in a Common 

Panel 

Secondary Monitoring System (SMS)

Room Pressure wrt Atmosphere 

+ 

Room wrt Room Differential Pressure – 1 second logging interval

4 No. Critical Alarms To RTK Alarm Panel

(F2 HEPA Deck)

RJ45

SMS Chart Recorder + 

Datalogger 

CMR Room To Room Differential 

Pressure and Room To Atmosphere 

Pressure Transmitters Panel Mounted on 

back plate. Monitored via Modbus RTU

4-20mA Signals Repeated To PLC Lab. 

Pressure Control System

CMR Room wrt Atm.  

Differential Pressure 

Transmitters Panel 

Mounted. 4-20mA signal 

to PLC  

Modbus RTU Signals 

Repeated To SMS Control 

Panel

(Typically 1 no. per room 

DPT’s)

SMS 

Data 

Historian 

Reviewer 

Rack Mount 

Server

(F2 HEPA 

Deck)

LV Modbus RTU Power Meters To Pirbright 

Existing Schneider PME System

New Remote 

Brooksby 

Building SMS 

Workstation

Located In The 

Plowright Building 

Control Room 

with local UPS 

BMS/SMS External Building Fibre Cable Between Plowright and Brooksby

BMS 

Eco-Struxure 

Rack Mount 

Server

(F2 HEPA Deck)

3 No SMS Panels Serving, AHU01 + AHU03,  AHU02 

Suites 1 to 3  and AHU02 Suites 4 to 6
RJ45

BMS BACnet + 

Modbus IP 

Controller

High Containment Space 

BMS Controller 

(Temp / Humidity / Misc Monitoring

DWS Solenoid Valves, Waste 

Drainage HEPAs, Louvres) 

BMS Control Panel

(F2 HEPA DECK) 

RJ45

X 11 PLC Panels For: 

AHU01_PLP01 Local

AHU01_PLP02 Local

AHU01_PLP03 Local

AHU02_PLP01  AR Suite 1

AHU02_PLP02  AR Suite 2

AHU02_PLP03  AR Suite 3

AHU02_PLP04  AR Suite 4

AHU02_PLP05  AR Suite 5

AHU02_PLP06  AR Suite 6

AHU02_PLP07  Local

AHU3_PLP01  Local

RJ45

Basement

Zone Information 

Panel

ZIP
New Remote 

Brooksby 

Building BMS PC 

Workstation

Located In The 

Plowright Building 

Control Room 

with local UPS 

RJ45

Room  

Fumigation 

Control HMI 

Display

(F2 HEPA Deck)

BMS Service 

Support Socket

IP / Modbus RTU Router or LV 

Smart IP Meter

Future 

New Virtualised 

Enterprise 

Tiered / Central 

Server Solution 

To Be Provided 

Direct Contract 

Pirbright and 

Schneider

BMS/PLC/SMS Cat 5 

Copper Cable

Ethernet Switch

Patch Panel

BMS/PLC/SMS Cat 5 

Copper Cable

Ethernet Switch

Patch Panel

BMS/PLC/SMS Cat 5 

Copper Cable

Ethernet Switch

Patch Panel. Fibre Cable 

To Plowright

BMS/PLC/SMS Cat 5 

Copper Cable

Ethernet Switch

Patch Panel. Fibre Cable 

To Brooksby

BMS/PLC/SMS Cat 5 

Copper Cable

Ethernet Switch

Patch Panel. Fibre Cable 

To Brooksby

(Plowright Control Room)

Pirbright Network.

Pirbright IT to advise 

site details

Pirbright IT Network

Drups 

Modbus

Interface
Chiller 

BACnet /

Modbus

Interface

Incinerator 

Modbus 

Interface

RJ45 RJ45

Typical 3
rd

Party Integration Interface Via Open Protocol

(Modbus RTU / IP 

or BACnet MSTP / IP)

Details to be developed with 3rd party  suppliers

See Note 5 + 6

Typical Modbus RTU / 

BACnet MSTP 

Interfcace

Typical Modbus  / 

BACnet IP 

Interface 

Pirbright IT Network


	Brooksby Drainage SRS
	P800-KME-53-XX-DR-PH-0001_Public Health Services Water Services Schematic Sheet 1 of 4_CR_C07_0_AH_PROPOSAL
	P800-KME-53-XX-DR-PH-0003_Public Health Services Water Services Schematic Sheet 3 of 4_CR_C05_1_AH_PROPOSAL
	P800-KME-71-XX-DR-PH-0001_C02_AH_PROPOSAL
	Sheets and Views
	Layout1


	P800-KME-71-XX-DR-PH-0003_C02_AH_PROPOSAL
	Sheets and Views
	Layout1


	P800-SCH-92-ZZ-DR-XX-5001-P1-S2 High Level BMS Network Topology

