
 
 

RM6098 Framework Schedule 6a (Short Order Form 

Template and Call-Off Schedules) 

Order Form 
 

CALL-OFF REFERENCE: C350691 

THE BUYER: United Kingdom Health Security Agency 
(UKHSA) 

BUYER ADDRESS 10 South Colonnade, Canary Wharf, London, 
E14 4PU 

THE SUPPLIER: Jigsaw Systems Limited 

SUPPLIER ADDRESS: C/O Jigsaw24 The Old Mill, High Church 

Street, New Basford, Nottingham, England, 
NG7 7JA 

REGISTRATION NUMBER: 2682904 

DUNS NUMBER: 77-105-9292 

SID4GOV ID: 77-105-9292 

 
APPLICABLE FRAMEWORK CONTRACT 

 
This Order Form is for the provision of the Call-Off Deliverables and dated on the date 

of last signature. 

It’s issued under the Framework Contract with the reference number RM6098 for the 

provision of Technology Products & Associated Services. 

 
CALL-OFF LOT(S): 

Lot 2 Hardware 

 
CALL-OFF INCORPORATED TERMS 

 
This is a Bronze Contract. 

 
The following documents are incorporated into this Call-Off Contract. Where numbers 

are missing we are not using those schedules. If the documents conflict, the following 

order of precedence applies: 

1. This Order Form including the Call-Off Special Terms and Call-Off Special 
Schedules. 

2. Joint Schedule 1 (Definitions and Interpretation) RM6098 

3. Framework Special Terms 

4. The following Schedules in equal order of precedence: 

 
● Joint Schedules for RM6098 

o Joint Schedule 2 (Variation Form) 

o Joint Schedule 3 (Insurance Requirements) 



 
 

o Joint Schedule 4 (Commercially Sensitive Information) – Not 
Applicable. 

 
o Joint Schedule 11 (Processing Data) 

 
● Call-Off Schedules for RM6098 

o Call-Off Schedule 5 (Pricing Details) 

o Call-Off Schedule 6 (ICT Services) 

o Call-Off Schedule 14 (Service Levels) 

o Call-Off Schedule 20 (Call-Off Specification) 

o  
5. CCS Core Terms (version 3.0.11) as amended by the Framework Award Form 

6. Joint Schedule 5 (Corporate Social Responsibility) RM6098 

7. Annexes A-E to Call-Off Schedule 6 (ICT Services) 

 
No other Supplier terms are part of the Call-Off Contract. That includes any terms written 

on the back of, added to this Order Form, or presented at the time of delivery. 

 
CALL-OFF START DATE: Date of last signature. 

 
CALL-OFF EXPIRY DATE: 31 March 2026 

CALL-OFF INITIAL PERIOD: As per expiry date 

CALL-OFF OPTIONAL EXTENSION 

12 + 12 months 

 
CALL-OFF DELIVERABLES 

See details in Call-Off Schedule 20 (Call-Off Specification) 

 
LOCATION FOR DELIVERY 

Not applicable. Remote deployment. 

 
DATES FOR DELIVERY 

Not applicable. Remote deployment. 

 
WARRANTY PERIOD 

Not applicable. 

 
MAXIMUM LIABILITY 

The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core 

Terms. 

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is 

£18,186.00 (ex VAT). 

 
CALL-OFF CHARGES 

See Call-Off Schedule 5 (Pricing Details) 



 
 

PAYMENT METHOD 

BACS 

 
BUYER’S INVOICE ADDRESS: 

 
 

UKHSA Porton 
Manor Farm Road 
PortonSP4 0JG 

 
BUYER’S AUTHORISED REPRESENTATIVE 

 
 

 
10 South Colonnade, Canary Wharf, London, 
E14 4PU 

 
SUPPLIER’S AUTHORISED REPRESENTATIVE 

 
 

 
40 High Church Street, Nottingham NG7 7JA 

SUPPLIER’S CONTRACT MANAGER 
 

 
 

40 High Church Street, Nottingham NG7 7JA 

 
KEY SUBCONTRACTOR(S) 

Not applicable 

 
COMMERCIALLY SENSITIVE INFORMATION 

Not applicable. 

 
GUARANTEE 
Not applicable. 





 
 

Appendix 1 – Accidental Damage Insurance Terms – 
Not Applicable 
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Joint Schedule 2 (Variation Form) 
This form is to be used in order to change a contract in accordance with Clause 24 
(Changing the Contract) 

Contract Details 

This variation is between: [delete as applicable: CCS / Buyer] ("CCS” “the Buyer") 

And 

[insert name of Supplier] ("the Supplier") 

Contract name: [insert name of contract to be changed] (“the Contract”) 

Contract reference number: [insert contract reference number] 

Details of Proposed Variation 

Variation initiated by: [delete as applicable: CCS/Buyer/Supplier] 

Variation number: [insert variation number] 

Date variation is raised: [insert date] 

Proposed variation  

Reason for the variation: [insert reason] 

An Impact Assessment shall 
be provided within: 

[insert number] days 

Impact of Variation 

Likely impact of the proposed 
variation: 

[Supplier to insert assessment of impact] 

Outcome of Variation 

Contract variation: This Contract detailed above is varied as follows: 

● [CCS/Buyer to insert original Clauses or Paragraphs to 
be varied and the changed clause] 

Financial variation: Original Contract Value: £ [insert amount] 

Additional cost due to variation: £ [insert amount] 

New Contract value: £ [insert amount] 

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be ef- 
fective from the date it is signed by [delete as applicable: CCS / Buyer] 

 
2. Words and expressions in this Variation shall have the meanings given to them in the Contract. 

 
3. The Contract, including any previous Variations, shall remain effective and unaltered except as 

amended by this Variation. 
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Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer] 

Signature 

Date 
 

Name (in Capitals) 

Address 
 

 

Signed by an authorised signatory to sign for and on behalf of the Supplier 

Signature 
 

Date 
 

Name (in Capitals) 

Address 
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Joint Schedule 3 (Insurance Requirements) 

1. The insurance you need to have 

1.1 The Supplier shall take out and maintain, or procure the taking out and 
maintenance of the insurances as set out in the Annex to this Schedule, 
any additional insurances required under a Call-Off Contract (specified 
in the applicable Order Form) ("Additional Insurances") and any other 
insurances as may be required by applicable Law (together the “Insur- 
ances”). The Supplier shall ensure that each of the Insurances is effec- 
tive no later than: 

1.1.1 the Framework Start Date in respect of those Insurances set out in the 
Annex to this Schedule and those required by applicable Law; and 

1.1.2 the Call-Off Contract Effective Date in respect of the Additional Insur- 
ances. 

1.2 The Insurances shall be: 

1.2.1 maintained in accordance with Good Industry Practice; 

1.2.2 (so far as is reasonably practicable) on terms no less favourable than 
those generally available to a prudent contractor in respect of risks 
insured in the international insurance market from time to time; 

1.2.3 taken out and maintained with insurers of good financial standing and 
good repute in the international insurance market; and 

1.2.4 maintained for at least six (6) years after the End Date. 

1.3  The Supplier shall ensure that the public and products liability policy con- 
tain an indemnity to principals clause under which the Relevant Authority 
shall be indemnified in respect of claims made against the Relevant Authori- 
ty in respect of death or bodily injury or third party property damage arising 
out of or in connection with the Deliverables and for which the Supplier is le- 
gally liable. 

2. How to manage the insurance 

2.1 Without limiting the other provisions of this Contract, the Supplier shall: 

2.1.1  take or procure the taking of all reasonable risk manage- 
ment and risk control measures in relation to Deliverables as it would 
be reasonable to expect of a prudent contractor acting in accordance 
with Good Industry Practice, including the investigation and reports of 
relevant claims to insurers; 

2.1.2  promptly notify the insurers in writing of any relevant ma- 
terial fact under any Insurances of which the Supplier is or becomes 
aware; and 

2.1.3  hold all policies in respect of the Insurances and cause 
any insurance broker effecting the Insurances to hold any insurance 
slips and other evidence of placing cover representing any of the In- 
surances to which it is a party. 
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3. What happens if you aren’t insured 

3.1  The Supplier shall not take any action or fail to take any action or (insofar 
as is reasonably within its power) permit anything to occur in relation to it 
which would entitle any insurer to refuse to pay any claim under any of the 
Insurances. 

3.2  Where the Supplier has failed to purchase or maintain any of the Insur- 
ances in full force and effect, the Relevant Authority may elect (but shall not 
be obliged) following written notice to the Supplier to purchase the relevant 
Insurances and recover the reasonable premium and other reasonable costs 
incurred in connection therewith as a debt due from the Supplier. 

4. Evidence of insurance you must provide 

4.1  The Supplier shall upon the Start Date and within 15 Working Days after 
the renewal of each of the Insurances, provide evidence, in a form satisfac- 
tory to the Relevant Authority, that the Insurances are in force and effect and 
meet in full the requirements of this Schedule. 

5. Making sure you are insured to the required amount 

5.1  The Supplier shall ensure that any Insurances which are stated to have a 
minimum limit "in the aggregate" are maintained at all times for the minimum 
limit of indemnity specified in this Contract and if any claims are made which 
do not relate to this Contract then the Supplier shall notify the Relevant Au- 
thority and provide details of its proposed solution for maintaining the mini- 
mum limit of indemnity. 

6. Cancelled Insurance 

6.1 The Supplier shall notify the Relevant Authority in writing at least five 
(5) Working Days prior to the cancellation, suspension, termination or non- 
renewal of any of the Insurances. 

6.2  The Supplier shall ensure that nothing is done which would entitle the rel- 
evant insurer to cancel, rescind or suspend any insurance or cover, or to 
treat any insurance, cover or claim as voided in whole or part. The Supplier 
shall use all reasonable endeavours to notify the Relevant Authority (subject 
to third party confidentiality obligations) as soon as practicable when it be- 
comes aware of any relevant fact, circumstance or matter which has 
caused, or is reasonably likely to provide grounds to, the relevant insurer to 
give notice to cancel, rescind, suspend or void any insurance, or any cover 
or claim under any insurance in whole or in part. 

7. Insurance claims 

7.1  The Supplier shall promptly notify to insurers any matter arising from, or in 
relation to, the Deliverables, or each Contract for which it may be entitled to 
claim under any of the Insurances. In the event that the Relevant Authority 
receives a claim relating to or arising out of a Contract or the Deliverables, 
the Supplier shall co-operate with the Relevant Authority and assist it in 



 

Call-Off Schedule 6 (ICT Services) 
Call-Off Ref: 
Crown Copyright 2018 

Framework Ref: RM6098 
Project Version: v2.0 
Model Version: v3.4 

3 

 

 

dealing with such claims including without limitation providing information 
and documentation in a timely manner. 

7.2  Except where the Relevant Authority is the claimant party, the Supplier 
shall give the Relevant Authority notice within twenty (20) Working Days af- 
ter any insurance claim in excess of 10% of the sum required to be insured 
pursuant to Paragraph 5.1 relating to or arising out of the provision of the 
Deliverables or this Contract on any of the Insurances or which, but for the 
application of the applicable policy excess, would be made on any of the In- 
surances and (if required by the Relevant Authority) full details of the inci- 
dent giving rise to the claim. 

7.3  Where any Insurance requires payment of a premium, the Supplier shall 
be liable for and shall promptly pay such premium. 

7.4  Where any Insurance is subject to an excess or deductible below which 
the indemnity from insurers is excluded, the Supplier shall be liable for such 
excess or deductible. The Supplier shall not be entitled to recover from the 
Relevant Authority any sum paid by way of excess or deductible under the 
Insurances  whether  under  the  terms  of  this  Contract  or  otherwise. 
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ANNEX: REQUIRED INSURANCES 

1. The Supplier shall hold the following [standard] insurance cover from the Frame- 
work Start Date in accordance with this Schedule: 

1.1 Professional indemnity insurance with cover (for a single event or a series 
of related events and in the aggregate) of not less than one million pounds 
(£1,000,000) – all Lots. 

1.2 Public liability insurance with cover (for a single event or a series of relat- 
ed events and in the aggregate) of not less than one million pounds 
(£1,000,000) – all Lots. 

1.3 Employers’ liability insurance with cover (for a single event or a series of 
related events and in the aggregate) of not less than five million pounds 
(£5,000,000) – all Lots. 

1.4 Product liability insurance with cover (for a single event or a series of re- 
lated events and in the aggregate) of not less than one million pounds 
(£1,000,000) – all Lots. 
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Joint Schedule 11 (Processing Data) 
 

Definitions 
 

1. In this Schedule, the following words shall have the following meanings and 

they shall supplement Joint Schedule 1 (Definitions): 

“Processor Per- 
sonnel” 

all directors, officers, employees, agents, consultants and 
suppliers of the Processor and/or of any Subprocessor en- 
gaged in the performance of its obligations under a Contract; 

Status of the Controller 

 
2. The Parties acknowledge that for the purposes of the Data Protection Legisla- 

tion, the nature of the activity carried out by each of them in relation to their 

respective obligations under a Contract dictates the status of each party under 

the DPA 2018. A Party may act as: 

 
(a) “Controller” in respect of the other Party who is “Processor”; 

 
(b) “Processor” in respect of the other Party who is “Controller”; 

 
(c) “Joint Controller” with the other Party; 

 
(d) “Independent Controller” of the Personal Data where the other Party is also 

“Controller”, 

 
in respect of certain Personal Data under a Contract and shall specify in An- 

nex 1 (Processing Personal Data) which scenario they think shall apply in 

each situation. 

Where one Party is Controller and the other Party its Processor 
 

3. Where a Party is a Processor, the only Processing that it is authorised to do is 

listed in Annex 1 (Processing Personal Data) by the Controller and may not 

otherwise be determined by the Processor. 

 
4. The Processor shall notify the Controller immediately if it considers that any of 

the Controller’s instructions infringe the Data Protection Legislation. 

 
5. The Processor shall provide all reasonable assistance to the Controller in the 

preparation of any Data Protection Impact Assessment prior to commencing 

any Processing. Such assistance may, at the discretion of the Controller, in- 

clude: 
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(a) a systematic description of the envisaged Processing and the purpose of the 

Processing; 

(b) an assessment of the necessity and proportionality of the Processing in rela- 

tion to the Deliverables; 

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and 

(d) the measures envisaged to address the risks, including safeguards, security 

measures and mechanisms to ensure the protection of Personal Data. 

 
6. The Processor shall, in relation to any Personal Data Processed in connection 

with its obligations under the Contract: 

(a) Process that Personal Data only in accordance with Annex 1 (Processing 

Personal Data) and shall not Process the Personal Data for any other pur- 

pose, unless the Processor is required to do otherwise by Law. If it is so re- 

quired the Processor shall notify the Controller before Processing the Per- 

sonal Data unless prohibited by Law; 

(b) ensure that it has in place Protective Measures, which are appropriate to pro- 

tect against a Data Loss Event, including in the case of the Supplier the 

measures set out in Clause 14.3 of the Core Terms, which the Controller may 

reasonably reject. In the event of the Controller reasonably rejecting Protec- 

tion Measures put in place by the Processor, the Processor must propose al- 

ternative Protective Measures to the satisfaction of the Controller. Failure to 

reject shall not amount to approval by the Controller of the adequacy of the 

Protective Measures. Protective Measures must take account of the: 

(i) nature of the data to be protected; 

(ii) harm that might result from a Data Loss Event; 

(iii) state of technological development; and 

(iv) cost of implementing any measures; 

(c) ensure that: 

(i)  the Processor Personnel do not Process Personal Data except 

in accordance with the Contract (and in particular Annex 1 (Pro- 

cessing Personal Data)); 

(ii)  it takes all reasonable steps to ensure the reliability and integri- 

ty of any Processor Personnel who have access to the Personal 

Data and ensure that they: 

(A) are aware of and comply with the Processor’s duties un- 

der this Joint Schedule 11, Clauses 14 (Data protection), 

15 (What you must keep confidential) and 16 (When you 

can share information) of the Core Terms; 
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(B) are subject to appropriate confidentiality undertakings with 

the Processor or any Subprocessor; 

(C) are informed of the confidential nature of the Personal Da- 

ta and do not publish, disclose or divulge any of the Per- 

sonal Data to any third party unless directed in writing to 

do so by the Controller or as otherwise permitted by the 

Contract; and 

(D) have undergone adequate training in the use, care, pro- 

tection and handling of Personal Data; 

(d) not transfer, Process, or otherwise make available for Processing, Personal 

Data outside of the UK unless the prior written consent of the Controller has 

been obtained (such consent may be withheld or subject to such conditions 

as the Customer considers fit at the Customer's absolute discretion) and the 

following conditions are fulfilled: 

(i)  the destination country has been recognised as adequate by 

the UK Government in accordance with Article 45 UK GDPR or 

section 74 of the DPA 2018; 

(ii)  Controller or the Processor has provided appropriate safe- 

guards in relation to the transfer (whether in accordance with UK 

GDPR Article 46 or section 75 DPA 2018) as determined by the 

Controller; 

(iii)  the Data Subject has enforceable rights and effective legal 

remedies; 

(iv)  the Processor complies with its obligations under the Data Pro- 

tection Legislation by providing an adequate level of protection to 

any Personal Data that is transferred (or, if it is not so bound, 

uses its best endeavours to assist the Controller in meeting its 

obligations); and 

(v)  the Processor complies with any reasonable instructions noti- 

fied to it in advance by the Controller with respect to the Pro- 

cessing of the Personal Data; 

if any of the mechanisms relied on under paragraph 6(d) in re- 
spect of any transfers of Personal Data by the Processor at any 
time ceases to be valid, the Processor shall, if possible, imple- 
ment an alternative mechanism to ensure compliance with the 
Data Protection Legislation. If no alternative mechanism is avail- 
able, the Controller and the Processor shall work together in 
good faith to determine the appropriate measures to be taken, 
taking into account any relevant guidance and accepted good 
industry practice. The Controller reserves the right to require the 
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Processor to cease any affected transfers if no alternative 
mechanism to ensure compliance with Data Protection Legisla- 
tion is reasonably available; and 

(e) at the written direction, and absolute discretion, of the Controller, delete or re- 

turn Personal Data (and any copies of it) to the Controller on termination of 

the Contract unless the Processor is required by Law to retain the Personal 

Data. 

 
7. Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify 

the Controller immediately if in relation to Processing Personal Data under or 

in connection with the Contract it: 

(a) receives a Data Subject Access Request (or purported Data Subject Access 

Request); 

(b) receives a request to rectify, block or erase any Personal Data; 

(c) receives any other request, complaint or communication relating to either Par- 

ty's obligations under the Data Protection Legislation; 

(d) receives any communication from the Information Commissioner or any other 

regulatory authority in connection with Personal Data Processed under the 

Contract; 

(e) receives a request from any third Party for disclosure of Personal Data where 

compliance with such request is required or purported to be required by Law; 

or 

(f) becomes aware of a Data Loss Event. 

 
8. The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 

11 shall include the provision of further information to the Controller, as details 

become available. 

 
9. Taking into account the nature of the Processing, the Processor shall provide 

the Controller with full assistance in relation to either Party's obligations under 

Data Protection Legislation and any complaint, communication or request 

made under paragraph 7 of this Joint Schedule 11 (and insofar as possible 

within the timescales reasonably required by the Controller) including by im- 

mediately providing: 

(a) the Controller with full details and copies of the complaint, communication or 

request; 

(b) such assistance as is requested by the Controller to enable the Controller to 

comply with a Data Subject Access Request within the relevant timescales 

set out in the Data Protection Legislation; 
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(c) the Controller, at its request, with any Personal Data it holds in relation to a 

Data Subject; 

(d) assistance as requested by the Controller following any Data Loss Event; 

and/or 

(e) assistance as requested by the Controller with respect to any request from the 

Information Commissioner’s Office, or any consultation by the Controller with 

the Information Commissioner's Office. 

 
10. The Processor shall maintain complete and accurate records and information 

to demonstrate its compliance with this Joint Schedule 11. This requirement 

does not apply where the Processor employs fewer than 250 staff, unless: 

(a) the Controller determines that the Processing is not occasional; 

(b) the Controller determines the Processing includes special categories of data 

as referred to in Article 9(1) of the UK GDPR or Personal Data relating to 

criminal convictions and offences referred to in Article 10 of the UK GDPR; or 

(c) the Controller determines that the Processing is likely to result in a risk to the 

rights and freedoms of Data Subjects. 

 
11. The Processor shall allow for audits of its Data Processing activity by the Con- 

troller or the Controller’s designated auditor. 

 
12. The Parties shall designate a Data Protection Officer if required by the Data 

Protection Legislation. 

 
13. Before allowing any Subprocessor to Process any Personal Data related to 

the Contract, the Processor must: 

(a) notify the Controller in writing of the intended Subprocessor and Processing 

that will be undertaken by the Subprocessor; 

(b) obtain the written consent of the Controller (such consent may be withheld or 

subject to such conditions as the Controller considers fit at the Controller’s 

absolute discretion); 

(c) enter into a written legally binding agreement with the Subprocessor which 

give effect to the terms set out in this Joint Schedule 11 such that they apply 

to the Subprocessor, prior to any Personal Data being transferred to or ac- 

cessed by the Subprocessor; and 

(d) provide the Controller with such information regarding the Subprocessor as 

the Controller may reasonably require. 

 
14. Any Processing by a Subprocessor or transfer of Personal Data to a Subpro- 

cessor permitted by the Controller shall not relieve the Processor from any of 
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its liabilities, responsibilities and obligations to the Controller under this Joint 

Schedule 11, and the Processor shall remain fully liable for all acts or omis- 

sions of any of its Subprocessors. 

 
15. The Relevant Authority may, at any time on not less than thirty (30) Working 

Days’ notice, revise this Joint Schedule 11 by replacing it with any applicable 

controller to processor standard clauses or similar terms forming part of an 

applicable certification scheme (which shall apply when incorporated by at- 

tachment to the Contract). 

 
16. The Parties agree to take account of any guidance issued by the Information 

Commissioner’s Office. The Relevant Authority may on not less than thirty 

(30) Working Days’ notice to the Supplier amend the Contract to ensure that it 

complies with any guidance issued by the Information Commissioner’s Office. 

Where the Parties are Joint Controllers of Personal Data 
 

17. In the event that the Parties are Joint Controllers in respect of Personal Data 

under the Contract, the Parties shall implement paragraphs that are neces- 

sary to comply with UK GDPR Article 26 based on the terms set out in Annex 

3 to this Joint Schedule 11. 

Independent Controllers of Personal Data 
 

18. With respect to Personal Data provided by one Party to another Party for 

which each Party acts as Controller but which is not under the Joint Control of 

the Parties, each Party undertakes to comply with the applicable Data Protec- 

tion Legislation in respect of their Processing of such Personal Data as Con- 

troller. 

 
19. Each Party shall Process the Personal Data in compliance with its obligations 

under the Data Protection Legislation and not do anything to cause the other 

Party to be in breach of it. 

 
20. Where a Party has provided Personal Data to the other Party in accordance 

with paragraph 18 of this Joint Schedule 11 above, the recipient of the Per- 

sonal Data will provide all such relevant documents and information relating to 

its data protection policies and procedures as the other Party may reasonably 

require. 

 
21. The Parties shall be responsible for their own compliance with Articles 13 and 

14 UK GDPR in respect of the Processing of Personal Data for the purposes 

of the Contract. 

 
22. The Parties shall only provide Personal Data to each other: 
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(a) to the extent necessary to perform their respective obligations under the Con- 

tract; 

 
(b) in compliance with the Data Protection Legislation (including by ensuring all 

required data privacy information has been given to affected Data Subjects to 

meet the requirements of Articles 13 and 14 of the UK GDPR); and 

 
(c) where it has recorded it in Annex 1 (Processing Personal Data). 

 
23.  Taking into account the state of the art, the costs of implementation and the 

nature, scope, context and purposes of Processing as well as the risk of vary- 

ing likelihood and severity for the rights and freedoms of natural persons, 

each Party shall, with respect to its Processing of Personal Data as Inde- 

pendent Controller, implement and maintain appropriate technical and organi- 

sational measures to ensure a level of security appropriate to that risk, includ- 

ing, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and 

(d) of the UK GDPR, and the measures shall, at a minimum, comply with the 

requirements of the Data Protection Legislation, including Article 32 of the UK 

GDPR. 

 
24. A Party Processing Personal Data for the purposes of the Contract shall main- 

tain a record of its Processing activities in accordance with Article 30 UK 

GDPR and shall make the record available to the other Party upon reasonable 

request. 

 
25. Where a Party receives a request by any Data Subject to exercise any of their 

rights under the Data Protection Legislation in relation to the Personal Data 

provided to it by the other Party pursuant to the Contract (“Request Recipi- 

ent”): 

 
(a) the other Party shall provide any information and/or assistance as reasonably 

requested by the Request Recipient to help it respond to the request or cor- 

respondence, at the cost of the Request Recipient; or 

 
(b) where the request or correspondence is directed to the other Party and/or re- 

lates to that other Party's Processing of the Personal Data, the Request Re- 

cipient will: 

 
(i) promptly, and in any event within five (5) Working Days of re- 

ceipt of the request or correspondence, inform the other Party 

that it has received the same and shall forward such request or 

correspondence to the other Party; and 
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(ii) provide any information and/or assistance as reasonably re- 

quested by the other Party to help it respond to the request or 

correspondence in the timeframes specified by Data Protection 

Legislation. 

 
26. Each Party shall promptly notify the other Party upon it becoming aware of 

any Data Loss Event relating to Personal Data provided by the other Party 

pursuant to the Contract and shall: 

 
(a) do all such things as reasonably necessary to assist the other Party in mitigat- 

ing the effects of the Data Loss Event; 

 
(b) implement any measures necessary to restore the security of any compro- 

mised Personal Data; 

 
(c) work with the other Party to make any required notifications to the Information 

Commissioner’s Office and affected Data Subjects in accordance with the 

Data Protection Legislation (including the timeframes set out therein); and 

 
(d) not do anything which may damage the reputation of the other Party or that 

Party's relationship with the relevant Data Subjects, save as required by Law. 

 
27. Personal Data provided by one Party to the other Party may be used exclu- 

sively to exercise rights and obligations under the Contract as specified in An- 

nex 1 (Processing Personal Data). 

 
28.  Personal Data shall not be retained or processed for longer than is necessary 

to perform each Party’s respective obligations under the Contract which is 

specified in Annex 1 (Processing Personal Data). 

 
29. Notwithstanding the general application of paragraphs 2 to 16 of this Joint 

Schedule 11 to Personal Data, where the Supplier is required to exercise its 

regulatory and/or legal obligations in respect of Personal Data, it shall act as 

an Independent Controller of Personal Data in accordance with paragraphs 18 

to 28 of this Joint Schedule 11. 
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 cessor 
 
The Parties acknowledge that for the purposes of the Data Protec- 
tion Legislation, the Supplier is the Controller and the Relevant Au- 
thority is the Processor in accordance with paragraph 3 to para- 
graph 16 of the following Personal Data: 

●  
● We will need names, business email addresses and business 

phone numbers for booking installation engineers on site, but no 
further personal data will be required. 

 

The Parties are Joint Controllers 

The Parties acknowledge that they are Joint Controllers for the pur- 
poses of the Data Protection Legislation and in accordance with 
paragraph 17 in respect of: 

●  
● N/A 

The Parties are Independent Controllers of Personal Data 
 
The Parties acknowledge that they are Independent Controllers for 
the purposes of the Data Protection Legislation and in accordance 
with paragraph 18 in respect of: 

● Business contact details of Supplier Personnel for which the 
Supplier is the Controller, 

● Business contact details of any directors, officers, employ- 
ees, agents, consultants and contractors of Relevant Au- 
thority (excluding the Supplier Personnel) engaged in the 
performance of the Relevant Authority’s duties under the 
Contract) for which the Relevant Authority is the Controller, 

● There should be no other personal data being transferred between 
supplier and/or processor 

Subject matter of 
the Processing 

The processing is needed in order to ensure that the 
Processor can effectively deliver the contract to provide a device 
management service 

Duration of the 
Processing 12 months from 1st of April 2025 and any additional Frameowrk ex- 

tension periods. 
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Nature and pur- 
poses of the Pro- 
cessing 

 
To enable the Supplier to create and process a support tickert for 
the Buyer. This may include obtaining delivery details. 

Type of Personal 
Data being Pro- 
cessed 

 
Names, delivery address and contact details such as email and 
phone number 

Categories of Data 
Subject 

UKHSA staff 

International trans- 
fers and legal 
gateway 

 
Jigsaw24 store data within the UK/EU in line with our Privacy Notice and 
list of GDPR sub-processors: 

• Jigsaw24 Privacy Notice: 

o

• Jigsaw24 list of GDPR sub-processors: 
o  

 
 

Where a requirement is identified to store outside of these regions, Jig- 
saw24 will contact the customer to obtain authorisation and complete the 
necessary GDPR risk assessments. 

Plan for return and 
destruction of the 
data once the Pro- 
cessing is com- 
plete 
UNLESS require- 
ment under Union 
or Member State 
law to preserve 
that type of data 

[Describe how long the data will be retained for, how it be returned 
or destroyed] 
In line with the Jigsaw24 Records Retention Policy, data will only be held 
for statutory purposes once the Agreement has been fulfilled. 

 
 
 
 

 
Annex 1 - Processing Personal Data (Lot 8 only Authority & Supplier, Call-Off 

Contract) – Not Applicable 
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 Supplier’s obligations arising from this Framework Contract. 

4. Names, email addresses, telephone numbers and communica- 
tions with Supplier staff concerned with management of the 
Framework Contract. 

Categories of Data 
Subject 

Includes: 

1. CSS staff concerned with management of the Framework Con- 

tract. 

2. Buyer staff concerned with award and management of Call-Off 

Contracts awarded under the Framework Contract. 

3. Sub-contractor staff concerned with fulfilment of the Supplier’s 

obligations arising from this Framework Contract. 

4. Supplier staff concerned with fulfilment of the Supplier’s obliga- 
tions arising under this Framework Contract. 

International trans- 
fers and legal 
gateway 

1. The Supplier shall provide CCS with a statement of the physical 

location where data will be stored, processed and managed. 

2. The Supplier will not transfer any Personal Data outside of the 

European Economic Area (EEA) without the prior written con- 

sent of the Authority. 

Plan for return and 
destruction of the 
data once the Pro- 
cessing is com- 
plete 
UNLESS require- 
ment under Union 
or Member State 
law to preserve 
that type of data 

All relevant data to be deleted 7 years after the expiry or termina- 
tion of this Framework Contract unless longer retention is required 
by Law or the terms of any Call-Off Contract arising hereunder. 

 
 

 
Annex 2 – Security 

The technical security requirements set out below provide an indication of the types 
of security measures that might be considered, in order to protect Personal Data. 
More, or less, measures may be appropriate depending on the subject matter of the 
contract, but the overall approach must be proportionate. The technical requirements 
must also be compliant with legislative and regulatory obligations for content and da- 
ta, such as UK GDPR. The example technical security requirements set out here are 
intended to supplement, not replace, security schedules that will detail the total con- 
tractual security obligations and requirements that the Processor (i.e. a supplier) will 
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be held to account to deliver under contract. Processors are also required to ensure 
sufficient ‘flow-down’ of legislative and regulatory obligations to any third party Sub- 
processors. 

 
External Certifications e.g. Buyers should ensure that Suppliers hold at least Cyber 
Essentials certification and ISO 27001:2013 certification if proportionate to the ser- 
vice being procured. 

 
Risk Assessment e.g. Supplier should perform a technical information risk assess- 
ment on the service supplied and be able to demonstrate what controls are in place 
to address those risks. 

 
Security Classification of Information e.g. If the provision of the Services requires 
the Supplier to Process Authority/Buyer Data which is classified as OFFI- 
CIAL,OFFICIAL-SENSITIVE or Personal Data, the Supplier shall implement such 
additional measures as agreed with the Authority/Buyer from time to time in order to 
ensure that such information is safeguarded in accordance with the applicable legis- 
lative and regulatory obligations. 

 
End User Devices e.g. 

● The Supplier shall ensure that any Authority/Buyer Data which resides on a 

mobile, removable or physically uncontrolled device is stored encrypted using 

a product or system component which has been formally assured through a 

recognised certification process agreed with the Authority/Buyer except where 

the Authority/Buyer has given its prior written consent to an alternative ar- 

rangement. 

● The Supplier shall ensure that any device which is used to Process Authori- 

ty/Buyer Data meets all of the security requirements set out in the NCSC End 

User Devices Platform Security Guidance, a copy of which can be found at: 

 

 
Testing e.g. The Supplier shall at their own cost and expense, procure a CHECK or 
CREST Certified Supplier to perform an ITHC or Penetration Test prior to any live 
Authority/Buyer data being transferred into their systems. The ITHC scope must be 
agreed with the Authority/Buyer to ensure it covers all the relevant parts of the sys- 
tem that processes, stores or hosts Authority/Buyer data. 

 
Networking e.g. The Supplier shall ensure that any Authority/Buyer Data which it 
causes to be transmitted over any public network (including the Internet, mobile net- 
works or un-protected enterprise network) or to a mobile device shall be encrypted 
when transmitted. 

 
Personnel Security e.g. All Supplier Personnel shall be subject to a pre- 
employment check before they may participate in the provision and or management 
of the Services. Such pre-employment checks must include all pre-employment 
checks which are required by the HMG Baseline Personnel Security Standard or 
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equivalent including: verification of the individual's identity; verification of the individ- 
ual's nationality and immigration status; and, 
verification of the individual's employment history; verification of the individual's crim- 
inal record. The Supplier maybe required to implement additional security vetting for 
some roles. 

 
Identity, Authentication and Access Control e.g. The Supplier must operate an 
appropriate access control regime to ensure that users and administrators of the 
service are uniquely identified. The Supplier must retain records of access to the 
physical sites and to the service. 

 
Data Destruction/Deletion e.g. The Supplier must be able to demonstrate they can 
supply a copy of all data on request or at termination of the service, and must be 
able to securely erase or destroy all data and media that the Authority/Buyer data 
has been stored and processed on. 

 
Audit and Protective Monitoring e.g. The Supplier shall collect audit records which 
relate to security events in delivery of the service or that would support the analysis 
of potential and actual compromises. In order to facilitate effective monitoring and 
forensic readiness such Supplier audit records should (as a minimum) include regu- 
lar reports and alerts setting out details of access by users of the service, to enable 
the identification of (without limitation) changing access trends, any unusual patterns 
of usage and/or accounts accessing higher than average amounts of Authority/Buyer 
Data. The retention periods for audit records and event logs must be agreed with the 
Authority/Buyer and documented. 

Location of Authority/Buyer Data e.g. The Supplier shall not, and shall procure 
that none of its Sub-contractors, process Authority/Buyer Data outside the EEA with- 
out the prior written consent of the Authority/Buyer and the Supplier shall not change 
where it or any of its Sub-contractors process Authority/Buyer Data without the Au- 
thority/Buyer's prior written consent which may be subject to conditions. 

 
Vulnerabilities and Corrective Action e.g. Suppliers shall procure and implement 
security patches to vulnerabilities in accordance with the timescales specified in the 
NCSC Cloud Security Principle 5. 

 
Suppliers must ensure that all COTS Software and Third Party COTS Software be 
kept up to date such that all Supplier COTS Software and Third Party COTS Soft- 
ware are always in mainstream support. 

 
Secure Architecture e.g. Suppliers should design the service in accordance with: 

● NCSC "Security Design Principles for Digital Services" 

● NCSC "Bulk Data Principles" 

● NSCS "Cloud Security Principles" 
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Annex 3 - Joint Controller Agreement – Not Applicable 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Call-Off Schedule 5 (Pricing Details) 
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1. Definitions 

 
1.1.  In this Schedule, the following words shall have the following meanings 

and they shall supplement Joint Schedule 1 (Definitions): 

"Buyer Property" the property, other than real property and IPR, 
including the Buyer System, any equipment is- 
sued or made available to the Supplier by the 
Buyer in connection with this Contract; 

"Buyer Software" any software which is owned by or licensed to 
the Buyer and which is or will be used by the 
Supplier for the purposes of providing the Deliv- 
erables; 

"Buyer System" the Buyer's computing environment (consisting of 
hardware, software and/or telecommunications 
networks or equipment) used by the Buyer or the 
Supplier in connection with this Contract which is 
owned by or licensed to the Buyer by a third par- 
ty and which interfaces with the Supplier System 
or which is necessary for the Buyer to receive the 
Deliverables; 

 

“Commercial off the 
shelf Software” or 
“COTS Software” 

Non-customised software where the IPR may be 
owned and licensed either by the Supplier or a 
third party depending on the context, and which 
is commercially available for purchase and sub- 
ject to standard licence terms 

 

 
“Core Network” the provision of any shared central core network 

capability forming part of the overall Services de- 
livered to the Buyer, which is not specific or ex- 
clusive to a specific Call-Off Contract, and ex- 
cludes any configuration information specifically 
associated with a specific Call-Off Contract; 

"Defect" any of the following: 

a) any error, damage or defect in the manufac- 

turing of a Deliverable; or 

b) any error or failure of code within the Soft- 

ware which causes a Deliverable to malfunc- 

tion or to produce unintelligible or incorrect 
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results; or 
 
 
 

 
c) any failure of any Deliverable to provide the 

performance, features and functionality speci- 

fied in the requirements of the Buyer or the 

Documentation (including any adverse effect 

on response times) regardless of whether or 

not it prevents the relevant Deliverable from 

passing any Test required under this Call Off 

Contract; or 

d) any failure of any Deliverable to operate in 

conjunction with or interface with any other 

Deliverable in order to provide the perfor- 

mance, features and functionality specified in 

the requirements of the Buyer or the Docu- 

mentation (including any adverse effect on 

response times) regardless of whether or not 

it prevents the relevant Deliverable from pass- 

ing any Test required under this Contract; 

 

"Emergency Mainte- 
nance" 

ad hoc and unplanned maintenance provided by 
the Supplier where either Party reasonably sus- 
pects that the ICT Environment or the Services, 
or any part of the ICT Environment or the Ser- 
vices, has or may have developed a fault; 

"ICT Environment" the Buyer System and the Supplier System; 

"Licensed Software" all and any Software licensed by or through the 
Supplier, its Sub-Contractors or any third party to 
the Buyer for the purposes of or pursuant to this 
Call Off Contract, including any COTS Software; 

 

"Maintenance Sched- 
ule" 

has the meaning given to it in paragraph 8 of this 
Schedule; 
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"Malicious Software" any software program or code intended to de- 
stroy, interfere with, corrupt, or cause undesired 
effects on program files, data or other infor- 
mation, executable code or application software 
macros, whether or not its operation is immediate 
or delayed, and whether the malicious software 
is introduced wilfully, negligently or without 
knowledge of its existence; 

"New Release" an item produced primarily to extend, alter or im- 
prove the Software and/or any Deliverable by 
providing additional functionality or performance 
enhancement (whether or not defects in the 
Software and/or Deliverable are also corrected) 
while still retaining the original designated pur- 
pose of that item; 

 

"Open Source Soft- 
ware" 

 
 
 
 

 
"Operating Environ- 
ment" 

computer software that has its source code made 
available subject to an open-source licence un- 
der which the owner of the copyright and other 
IPR in such software provides the rights to use, 
study, change and distribute the software to any 
and all persons and for any and all purposes free 
of charge; 

means the Buyer System and any premises (in- 
cluding the Buyer Premises, the Supplier’s prem- 
ises or third party premises) from, to or at which: 

a) the Deliverables are (or are to be) provid- 

ed; or 

b) the Supplier manages, organises or oth- 

erwise directs the provision or the use of 

the Deliverables; or 

c) where any part of the Supplier System is 

situated; 

 

"Permitted Mainte- 
nance" 

has the meaning given to it in paragraph 8.2 of 
this Schedule; 

"Quality Plans" has the meaning given to it in paragraph 6.1 of 
this Schedule; 

"Sites" has the meaning given to it in Joint Schedule 
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1(Definitions), and for the purposes of this Call 
Off Schedule shall also include any premises 
from, to or at which physical interface with the 
Buyer System takes place; 

"Software" Specially Written Software COTS Software and 
non-COTS Supplier and third party Software; 

 

"Software Supporting 
Materials" 

has the meaning given to it in paragraph 9.1 of 
this Schedule; 

"Source Code" computer programs and/or data in eye-readable 
form and in such form that it can be compiled or 
interpreted into equivalent binary code together 
with all related design comments, flow charts, 
technical information and documentation neces- 
sary for the use, reproduction, maintenance, 
modification and enhancement of such software; 

 

"Specially Written 
Software" 

any software (including database software, link- 
ing instructions, test scripts, compilation instruc- 
tions and test instructions) created by the Suppli- 
er (or by a Sub-Contractor or other third party on 
behalf of the Supplier) specifically for the pur- 
poses of this Contract, including any modifica- 
tions or enhancements to COTS Software. For 
the avoidance of doubt Specially Written Soft- 
ware does not constitute New IPR; 

 

 
"Supplier System" the information and communications technology 

system used by the Supplier in supplying the De- 
liverables, including the COTS Software, the 
Supplier Equipment, configuration and manage- 
ment utilities, calibration and testing tools and 
related cabling (but excluding the Buyer System); 

 

 
2. When this Schedule should be used 

 
2.1.  This Schedule is designed to provide additional provisions necessary to 

facilitate the provision of ICT Services which are part of the Deliverables. 

 
 

 
3. BUYER DUE DILIGENCE REQUIREMENTS 
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3.1.  The Supplier shall satisfy itself of all relevant de- 

tails, including but not limited to, details relating to the following; 

3.1.1.  suitability of the existing and (to the extent that it is defined 

or reasonably foreseeable at the Start Date) future Operating Envi- 

ronment; 

3.1.2.  operating processes and procedures and the working meth- 

ods of the Buyer; 

3.1.3.  ownership, functionality, capacity, condition and suitability for 

use in the provision of the Deliverables of the Buyer Assets; and 

3.1.4.  existing contracts (including any licences, support, mainte- 

nance and other contracts relating to the Operating Environment) re- 

ferred to in the Due Diligence Information which may be novated to, 

assigned to or managed by the Supplier under this Contract and/or 

which the Supplier will require the benefit of for the provision of the 

Deliverables. 

3.2.  The Supplier confirms that it has advised the Buyer in writing 

of: 

3.2.1.  each aspect, if any, of the Operating Environment that is not 

suitable for the provision of the ICT Services; 

3.2.2.  the actions needed to remedy each such unsuitable aspect; 

and 

3.2.3. a timetable for and the costs of those actions. 
 

 
4. Licensed software warranty 

 
4.1. The Supplier represents and warrants that: 

4.1.1. it has and shall continue to have all necessary rights in and to the Li- 

censed Software made available by the Supplier (and/or any Sub- 

Contractor) to the Buyer which are necessary for the performance of 
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the Supplier’s obligations under this Contract including the receipt of 

the Deliverables by the Buyer; 

4.1.2. all components of the Specially Written Software shall: 

4.1.2.1. be free from material design and programming errors; 

4.1.2.2. perform in all material respects in accordance with the rele- 

vant specifications contained in Call Off Schedule 14 (Ser- 

vice Levels) and Documentation; and 

4.1.2.3. not infringe any IPR. 
 
 

 
5. Provision of ICT Services 

5.1. The Supplier shall: 

 
5.1.1. ensure that the release of any new COTS Software in which the 

Supplier owns the IPR, or upgrade to any Software in which the Sup- 

plier owns the IPR complies with the interface requirements of the 

Buyer and (except in relation to new Software or upgrades which are 

released to address Malicious Software) shall notify the Buyer three 

(3) Months before the release of any new COTS Software or Up- 

grade; 

5.1.2. ensure that all Software including upgrades, updates and New Re- 

leases used by or on behalf of the Supplier are currently supported 

versions of that Software and perform in all material respects in ac- 

cordance with the relevant specification; 

5.1.3. ensure that the Supplier System will be free of all encumbrances; 

5.1.4. ensure that the Deliverables are fully compatible with any Buyer 

Software, Buyer System, or otherwise used by the Supplier in con- 

nection with this Contract; 

5.1.5. minimise any disruption to the Services and the ICT Environment 

and/or the Buyer's operations when providing the Deliverables; 
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6. Standards and Quality Requirements 

6.1.  The Supplier shall develop, in the timescales specified in the Order Form, 

quality plans that ensure that all aspects of the Deliverables are the subject 

of quality management systems and are consistent with BS EN ISO 9001 or 

any equivalent standard which is generally recognised as having replaced it 

("Quality Plans"). 

6.2.  The Supplier shall seek Approval from the Buyer (not be unreasonably 

withheld or delayed) of the Quality Plans before implementing them. Ap- 

proval shall not act as an endorsement of the Quality Plans and shall not re- 

lieve the Supplier of its responsibility for ensuring that the Deliverables are 

provided to the standard required by this Contract. 

6.3.  Following the approval of the Quality Plans, the Supplier shall provide all 

Deliverables in accordance with the Quality Plans. 

6.4.  The Supplier shall ensure that the Supplier Personnel shall at all times 

during the Call Off Contract Period: 

6.4.1. be appropriately experienced, qualified and trained to supply the De- 

liverables in accordance with this Contract; 

6.4.2. apply all due skill, care, diligence in faithfully performing those duties 

and exercising such powers as necessary in connection with the pro- 

vision of the Deliverables; and 

6.4.3. obey all lawful instructions and reasonable directions of the Buyer 

(including, if so required by the Buyer, the ICT Policy) and provide 

the Deliverables to the reasonable satisfaction of the Buyer. 

 

 
7. ICT Audit 

7.1.  The Supplier shall allow any auditor access to the Supplier 

premises to: 
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7.1.1.  inspect the ICT Environment and the wider service delivery 

environment (or any part of them); 

7.1.2.  review any records created during the design and develop- 

ment of the Supplier System and pre-operational environment such 

as information relating to Testing; 

7.1.3. review the Supplier’s quality management systems including all rele- 

vant Quality Plans. 

 

 
8. Maintenance of the ICT Environment 

8.1.  If specified by the Buyer in the Order Form, the Supplier shall cre- 

ate and maintain a rolling schedule of planned maintenance to the ICT Envi- 

ronment ("Maintenance Schedule") and make it available to the Buyer for 

Approval in accordance with the timetable and instructions specified by the 

Buyer. 

8.2.  Once the Maintenance Schedule has been Approved, the Suppli- 

er shall only undertake such planned maintenance (other than to the Core 

Network) (which shall be known as "Permitted Maintenance") in accord- 

ance with the Maintenance Schedule. 

8.3.  The Supplier shall give as much notice as is reasonably practica- 

ble to the Buyer prior to carrying out any Emergency Maintenance, including 

to the Core Network. 

8.4. The Supplier shall carry out any necessary maintenance (whether Permitted 

Maintenance or Emergency Maintenance) where it reasonably suspects that 

the ICT Environment and/or the Services or any part thereof has or may 

have developed a fault. Any such maintenance shall be carried out in such 

a manner and at such times so as to avoid (or where this is not possible so 

as to minimise) disruption to the ICT Environment and the provision of the 

Deliverables. 
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9. Intellectual Property Rights in ICT 

9.1. Assignments granted by the Supplier: Specially Written Software 

9.1.1.  The Supplier assigns (by present assignment of future rights to 

take effect immediately on it coming into existence) to the Buyer with 

full guarantee (or shall procure assignment to the Buyer), title to and 

all rights and interest in the Specially Written Software together with 

and including: 

9.1.1.1. the Documentation, Source Code and the Object Code of 

the Specially Written Software; and 

9.1.1.2. all build instructions, test instructions, test scripts, test data, 

operating instructions and other documents and tools nec- 

essary for maintaining and supporting the Specially Written 

Software and the New IPR (together the "Software Sup- 

porting Materials"). 

9.1.2. The Supplier shall: 

9.1.2.1. inform the Buyer of all Specially Written Software or New 

IPRs that are a modification, customisation, configuration or 

enhancement to any COTS Software; 

9.1.2.2. deliver to the Buyer the Specially Written Software and any 

computer program elements of the New IPRs in both Source 

Code and Object Code forms together with relevant Docu- 

mentation and all related Software Supporting Materials 

within seven days of completion or, if a relevant Milestone 

has been identified in an Implementation Plan, Achievement 

of that Milestone and shall provide updates of them promptly 

following each new release of the Specially Written Soft- 

ware, in each case on media that is reasonably acceptable 

to the Buyer and the Buyer shall become the owner of such 

media upon receipt; and 
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9.1.2.3. without prejudice to paragraph 9.1.2.2, provide full details to 

the Buyer of any of the Supplier’s Existing IPRs or Third 

Party IPRs which are embedded or which are an integral 

part of the Specially Written Software or New IPR and the 

Supplier hereby grants to the Buyer and shall procure that 

any relevant third party licensor shall grant to the Buyer a 

perpetual, irrevocable, non-exclusive, assignable, royalty- 

free licence to use, sub-license and/or commercially exploit 

such Supplier’s Existing IPRs and Third Party IPRs to the 

extent that it is necessary to enable the Buyer to obtain the 

full benefits of ownership of the Specially Written Software 

and New IPRs. 

9.1.3.  The Supplier shall promptly execute all such assignments as are 

required to ensure that any rights in the Specially Written Software 

and New IPRs are properly transferred to the Buyer. 

9.2.  Licences for non-COTS IPR from the Supplier and third parties to the 

Buyer 

9.2.1.  Unless the Buyer gives its Approval the Supplier must not use 

any: 

a) of its own Existing IPR that is not COTS Software; 

b) third party software that is not COTS Software 

9.2.2.  Where the Buyer Approves the use of the Supplier’s Existing IPR 

that is not COTS Software the Supplier shall grants to the Buyer a 

perpetual, royalty-free and non-exclusive licence to use adapt, and 

sub-license the same for any purpose relating to the Deliverables (or 

substantially equivalent deliverables) or for any purpose relating to 

the exercise of the Buyer’s (or, if the Buyer is a Central Government 

Body, any other Central Government Body’s) business or function in- 

cluding the right to load, execute, store, transmit, display and copy 

(for the purposes of archiving, backing-up, loading, execution, stor- 

age, transmission or display) for the Call Off Contract Period and af- 
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ter expiry of the Contract to the extent necessary to ensure continuity 

of service and an effective transition of Services to a Replacement 

Supplier. 

9.2.3.  Where the Buyer Approves the use of third party Software 

that is not COTS Software the Supplier shall procure that the owners 

or the authorised licensors of any such Software grant a direct li- 

cence to the Buyer on terms at least equivalent to those set out in 

Paragraph 9.2.2. If the Supplier cannot obtain such a licence for the 

Buyer it shall: 

9.2.3.1. notify the Buyer in writing giving details of what licence terms 

can be obtained and whether there are alternative software 

providers which the Supplier could seek to use; and 

9.2.3.2. only use such third party IPR as referred to at paragraph 

9.2.3.1 if the Buyer Approves the terms of the licence from 

the relevant third party. 

9.2.4.  Where the Supplier is unable to provide a license to the 

Supplier’s Existing IPR in accordance with Paragraph 9.2.2 above, it 

must meet the requirement by making use of COTS Software or 

Specially Written Software. 

9.2.5.  The Supplier may terminate a licence granted under para- 

graph 9.2.1 by giving at least thirty (30) days’ notice in writing if there 

is an Authority Cause which constitutes a material Default which, if 

capable of remedy, is not remedied within twenty (20) Working Days 

after the Supplier gives the Buyer written notice specifying the breach 

and requiring its remedy. 

9.3.  Licenses for COTS Software by the Supplier and third parties to the 

Buyer 

9.3.1.  The Supplier shall either grant, or procure that the owners or 

the authorised licensors of any COTS Software grant, a direct licence 

to the Buyer on terms no less favourable than those standard com- 
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mercial terms on which such software is usually made commercially 

available. 

9.3.2.  Where the Supplier owns the COTS Software it shall make 

available the COTS software to a Replacement Supplier at a price 

and on terms no less favourable than those standard commercial 

terms on which such software is usually made commercially availa- 

ble. 

9.3.3.  Where a third party is the owner of COTS Software licensed 

in accordance with this Paragraph 9.3 the Supplier shall support the 

Replacement Supplier to make arrangements with the owner or au- 

thorised licencee to renew the license at a price and on terms no less 

favourable than those standard commercial terms on which such 

software is usually made commercially available. 

9.3.4.  The Supplier shall notify the Buyer within seven (7) days of 

becoming aware of any COTS Software which in the next thirty-six 

(36) months: 

9.3.4.1. will no longer be maintained or supported by the developer; 

or 

9.3.4.2. will no longer be made commercially available 

9.4. Buyer’s right to assign/novate licences 

9.4.1.  The Buyer may assign, novate or otherwise transfer its rights and 

obligations under the licences granted pursuant to paragraph 9.2 (to: 

9.4.1.1. a Central Government Body; or 

9.4.1.2. to any body (including any private sector body) which per- 

forms or carries on any of the functions and/or activities that 

previously had been performed and/or carried on by the 

Buyer. 

9.4.2.  If the Buyer ceases to be a Central Government Body, the suc- 

cessor body to the Buyer shall still be entitled to the benefit of the li- 

cences granted in paragraph 9.2. 
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9.5. Licence granted by the Buyer 

9.5.1.  The Buyer grants to the Supplier a royalty-free, non-exclusive, 

non-transferable licence during the Contract Period to use the Buyer 

Software and the Specially Written Software solely to the extent nec- 

essary for providing the Deliverables in accordance with this Con- 

tract, including the right to grant sub-licences to Sub-Contractors 

provided that any relevant Sub-Contractor has entered into a confi- 

dentiality undertaking with the Supplier on the same terms as set out 

in Clause 15 (Confidentiality). 

9.6. Open Source Publication 

9.6.1.  Unless the Buyer otherwise agrees in advance in writing (and sub- 

ject to paragraph 9.6.3) all Specially Written Software and computer 

program elements of New IPR shall be created in a format, or able to 

be converted (in which case the Supplier shall also provide the con- 

verted format to the Buyer) into a format, which is: 

9.6.1.1. suitable for publication by the Buyer as Open Source; and 

9.6.1.2. based on Open Standards (where applicable), 

and the Buyer may, at its sole discretion, publish the same as Open Source. 

9.6.2.  The Supplier hereby warrants that the Specially Written Software 

and the New IPR: 

9.6.2.1. are suitable for release as Open Source and that the Sup- 

plier has used reasonable endeavours when developing the 

same to ensure that publication by the Buyer will not enable 

a third party to use them in any way which could reasonably 

be foreseen to compromise the operation, running or securi- 

ty of the Specially Written Software, New IPRs or the Buyer 

System; 

9.6.2.2. have been developed using reasonable endeavours to en- 

sure that their publication by the Buyer shall not cause any 

harm or damage to any party using them; 
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9.6.2.3. do not contain any material which would bring the Buyer into 

disrepute; 

9.6.2.4. can be published as Open Source without breaching the 

rights of any third party; 

9.6.2.5. will be supplied in a format suitable for publication as Open 

Source ("the Open Source Publication Material") no later 

than the date notified by the Buyer to the Supplier; and 

9.6.2.6. do not contain any Malicious Software. 

 
9.6.3.  Where the Buyer has Approved a request by the Supplier for any 

part of the Specially Written Software or New IPRs to be excluded 

from the requirement to be in an Open Source format due to the in- 

tention to embed or integrate Supplier Existing IPRs and/or Third 

Party IPRs (and where the Parties agree that such IPRs are not in- 

tended to be published as Open Source), the Supplier shall: 

9.6.3.1. as soon as reasonably practicable, provide written details of 

the nature of the IPRs and items or Deliverables based on 

IPRs which are to be excluded from Open Source publica- 

tion; and 

9.6.3.2. include in the written details and information about the im- 

pact that inclusion of such IPRs or Deliverables based on 

such IPRs, will have on any other Specially Written Software 

and/or New IPRs and the Buyer’s ability to publish such oth- 

er items or Deliverables as Open Source. 

9.7. Malicious Software 

9.7.1.  The Supplier shall, throughout the Contract Period, use the latest 

versions of anti-virus definitions and software available from an in- 

dustry accepted anti-virus software vendor to check for, contain the 

spread of, and minimise the impact of Malicious Software. 
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9.7.2.  If Malicious Software is found, the Parties shall co-operate to re- 

duce the effect of the Malicious Software and, particularly if Malicious 

Software causes loss of operational efficiency or loss or corruption of 

Government Data, assist each other to mitigate any losses and to re- 

store the provision of the Deliverables to its desired operating effi- 

ciency. 

9.7.3.  Any cost arising out of the actions of the Parties taken in compli- 

ance with the provisions of paragraph 9.7.2 shall be borne by the 

Parties as follows: 

9.7.3.1. by the Supplier, where the Malicious Software originates 

from the Supplier Software, the third party Software supplied 

by the Supplier or the Government Data (whilst the Gov- 

ernment Data was under the control of the Supplier) unless 

the Supplier can demonstrate that such Malicious Software 

was present and not quarantined or otherwise identified by 

the Buyer when provided to the Supplier; and 

9.7.3.2. by the Buyer, if the Malicious Software originates from the 

Buyer Software or the Buyer Data (whilst the Buyer Data 

was under the control of the Buyer). 

10. Supplier-Furnished Terms 

10.1. Software Licence Terms 

10.1.1.  Not Applicable Terms for licensing of non-COTS third party 

software in accordance with Paragraph 9.2.3 are detailed in Annex A 

of this Call Off Schedule 6. 

10.1.2.  Terms for licensing of COTS software in accordance with 

Paragraph 9.3 are detailed in Annex B of this Call Off Schedule 6. 

10.2. Software Support & Maintenance Terms 

10.2.1.  Additional terms for provision of Software Support & Mainte- 

nance Services are detailed in Annex C of this Call Off Schedule 6. 

10.3. Software as a Service Terms – Not Applicable 
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10.3.1.  Additional terms for provision of a Software as a Service so- 

lution are detailed in Annex D of this Call Off Schedule 6. 

 
10.4. As a Service Terms – Not Applicable 

 
10.4.1. Additional terms for provision of a devices, utility and consumption 

models for technology infrastructure generally described as “As a 

Service” solutions are detailed in Annex E to this Call-Off Schedule 

6. 

 

11. Customer Premises – Not Applicable 

 
11.1. Licence to occupy Customer Premises 

 
11.1.1.  Any Customer Premises shall be made available to the 

Supplier on a non-exclusive licence basis free of charge and shall be 

used by the Supplier solely for the purpose of performing its obliga- 

tions under this Call- Off Contract. The Supplier shall have the use of 

such Customer Premises as licensee and shall vacate the same im- 

mediately upon completion, termination, expiry or abandonment of 

this Call-Off Contract [ and in accordance with Call-Off Schedule 10 

(Exit Management)]. 

11.1.2.  The Supplier shall limit access to the Buyer Premises to 

such Supplier Staff as is necessary to enable it to perform its obliga- 

tions under this Call-Off Contract and the Supplier shall co-operate 

(and ensure that the Supplier Staff co-operate) with such other per- 

sons working concurrently on such Buyer Premises as the Buyer 

may reasonably request. 

11.1.3.  Save in relation to such actions identified by the Supplier in 

accordance with paragraph 3.2 of this Call-Off Schedule 6 and set 

out in the Order Form (or elsewhere in this Call Off Contract), should 

the Supplier require modifications to the Buyer Premises, such modi- 

fications shall be subject to Approval and shall be carried out by the 
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Buyer at the Supplier's expense. The Buyer shall undertake any 

modification work which it approves pursuant to this paragraph 

11.1.3 without undue delay. Ownership of such modifications shall 

rest with the Buyer. 

11.1.4.  The Supplier shall observe and comply with such rules and 

regulations as may be in force at any time for the use of such Buyer 

Premises and conduct of personnel at the Buyer Premises as deter- 

mined by the Buyer, and the Supplier shall pay for the full cost of 

making good any damage caused by the Supplier Staff other than 

fair wear and tear. For the avoidance of doubt, damage includes 

without limitation damage to the fabric of the buildings, plant, fixed 

equipment or fittings therein. 

11.1.5.  The Parties agree that there is no intention on the part of the 

Buyer to create a tenancy of any nature whatsoever in favour of the 

Supplier or the Supplier Staff and that no such tenancy has or shall 

come into being and, notwithstanding any rights granted pursuant to 

this Call-Off Contract, the Buyer retains the right at any time to use 

any Buyer Premises in any manner it sees fit. 

11.2. Security of Buyer Premises 

 
11.2.1.  The Buyer shall be responsible for maintaining the security 

of the Buyer Premises. The Supplier shall comply with the reasona- 

ble security requirements of the Buyer while on the Buyer Premises. 

11.2.2.  The Buyer shall afford the Supplier upon Approval (the deci- 

sion to Approve or not will not be unreasonably withheld or delayed) 

an opportunity to inspect its physical security arrangements. 

 

12. Buyer Property – Not Applicable 

 
12.1.  Where the Buyer issues Buyer Property free of charge to the 

Supplier such Buyer Property shall be and remain the property of the Buyer 
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and the Supplier irrevocably licences the Buyer and its agents to enter upon 

any premises of the Supplier during normal business hours on reasonable 

notice to recover any such Buyer Property. 

12.2.  The Supplier shall not in any circumstances have a lien or 

any other interest on the Buyer Property and at all times the Supplier shall 

possess the Buyer Property as fiduciary agent and bailee of the Buyer. 

12.3.  The Supplier shall take all reasonable steps to ensure that 

the title of the Buyer to the Buyer Property and the exclusion of any such 

lien or other interest are brought to the notice of all Sub-Contractors and 

other appropriate persons and shall, at the Buyer's request, store the Buyer 

Property separately and securely and ensure that it is clearly identifiable as 

belonging to the Buyer. 

12.4.  The Buyer Property shall be deemed to be in good condition 

when received by or on behalf of the Supplier unless the Supplier notifies 

the Buyer otherwise within five (5) Working Days of receipt. 

12.5.  The Supplier shall maintain the Buyer Property in good order 

and condition (excluding fair wear and tear) and shall use the Buyer Proper- 

ty solely in connection with this Call-Off Contract and for no other purpose 

without Approval. 

12.6.  The Supplier shall ensure the security of all the Buyer Prop- 

erty whilst in its possession, either on the Sites or elsewhere during the 

supply of the Services, in accordance with Call- Off Schedule 9 (Security) 

and the Buyer’s reasonable security requirements from time to time. 

12.7.  The Supplier shall be liable for all loss of, or damage to the 

Buyer Property, (excluding fair wear and tear), unless such loss or damage 

was solely caused by a Buyer Cause. The Supplier shall inform the Buyer 

immediately of becoming aware of any defects appearing in or losses or 

damage occurring to the Buyer Property. 
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13. Supplier Equipment – Not Applicable 

 
13.1.  Unless otherwise stated in this Call Off Contract, the Suppli- 

er shall provide all the Supplier Equipment necessary for the provision of 

the Services. 

13.2.  The Supplier shall not deliver any Supplier Equipment nor 

begin any work on the Buyer Premises without obtaining Approval. 

13.3.  The Supplier shall be solely responsible for the cost of car- 

riage of the Supplier Equipment to the Sites and/or any Buyer Premises, in- 

cluding its off-loading, removal of all packaging and all other associated 

costs. Likewise on the Call-Off Expiry Date the Supplier shall be responsi- 

ble for the removal of all relevant Supplier Equipment from the Sites and/or 

any Buyer Premises, including the cost of packing, carriage and making 

good the Sites and/or the Buyer Premises following removal. 

13.4.  All the Supplier's property, including Supplier Equipment, 

shall remain at the sole risk and responsibility of the Supplier, except that 

the Buyer shall be liable for loss of or damage to any of the Supplier's prop- 

erty located on Buyer Premises which is due to the negligent act or omis- 

sion of the Buyer. 

13.5.  4.5 Subject to any express provision of the BCDR Plan (if 

applicable) to the contrary, the loss or destruction for any reason of any 

Supplier Equipment shall not relieve the Supplier of its obligation to supply 

the Services in accordance with this Call Off Contract, including the Service 

Levels. 

13.6.  The Supplier shall maintain all Supplier Equipment within the 

Sites and/or the Buyer Premises in a safe, serviceable and clean condition. 

13.7.  The Supplier shall, at the Buyer’s written request, at its own 

expense and as soon as reasonably practicable: 
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13.7.1. remove from the Buyer Premises any Supplier Equipment or any 

component part of Supplier Equipment which in the reasonable opin- 

ion of the Buyer is either hazardous, noxious or not in accordance 

with this Call-Off Contract; and 

13.7.2.  replace such Supplier Equipment or component part of Sup- 

plier Equipment with a suitable substitute item of Supplier Equipment. 
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ANNEX C 

Software Support & Maintenance Terms 

Software Support & Maintenance Terms 
1. Service Desk 

1. Supplier Responsibilities 
The Supplier will provide the following: 

• A single point of contact Service Desk, during Standard Business Hours, with 
no limit on the number of contacts allowed into the Service Desk, unless specified 
within this agreement 
• Appropriately skilled resources to provide the agreed services and support 

• Incident management for the agreed services. Incident management will in- 
clude some or all of the following activities: 

• Logging of the Incident and confirmation of the Incident reference 
number 
• Categorisation and prioritisation of the Incident 
• Investigation and diagnosis of the Incident 
• Tracking of the Incident through to Resolution, within the agreed Ser- 
vice Levels 
• Incident escalation and ownership, if the service cannot be restored 
within the agreed Service Level or is of a high priority 
• Third party and/or vendor escalation, and management, for Incidents 
that need to be resolved with a third party 
• First time Incident Resolution, where possible 

• Closure of the Incident using detailed Resolution details, either taken 
from or designed to contribute to, the Supplier’s knowledge base 
• Incident Resolution, within the agreed Service Levels 

2. Buyer Responsibilities 
The Buyer will: 

• Provide a list of key contacts within the Buyer’s organisation, detailing each 
name, their contact details, and role 
• Provide an escalation matrix for their organisation 
• Provide sufficient information to the Service Desk to allow the Incident to be 
handled in the most efficient and timely way 
• Log incidents and requests via telephone or email during Standard Business 
Hours 
• Provide the Supplier with the necessary system access and connectivity to 
fulfil the service 

3. Exclusions 
The following is not covered by this service: 

• Support for services which are not defined within the agreement, or for Hard- 
ware and Software not defined within Appendix A “Supported Hardware List” or 
Appendix B, “Supported Software List” 

2. ITIL Services 
1. Supplier Responsibilities 

In addition to the single point of contact Service Desk, the Supplier will provide the fol- 
lowing ITIL Services: 

• Major Incident Management 
• Problem Management 
• Change Management 
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Major Incident Management 
The Major Incident management process within the Supplier will be owned and man- 
aged by the Major Incident Manager. The Major Incident Manager will work closely with 
relevant support teams and engineers to ensure that Major Incidents are progressed 
within the expected timeframe, adhering to the Service Levels and that the correct resto- 
ration actions are implemented to restore service to the Buyer. 
The Major Incident Manager will act as a single point of contact between the Supplier’s 
support engineers and the Buyer, to ensure that progress and current status updates 
are clearly communicated. Deliverables will include: 

o Evaluating and classifying potential Major Incidents 
o Ensuring that all Major Incidents have been correctly logged and prior- 
itised 
o Managing Major Incidents within the Supplier’s toolset 
o Providing a single point of contact for Incident Management, providing 
focussed co-ordination and communication for all high priority Incidents 
o Ensuring the most suitable resource is assigned to the Incident and 
the Incident is prioritised accordingly 
o Issuing regular email updates to an agreed list of stakeholders 
o Managing 3rd party resolver groups through to Incident Resolution 
o Ensuring the Service Levels are adhered to 
o Creating Incident Reports (MIRs), detailing the work that has been 
completed and capturing the lessons learned. 

Problem Management 

The Problem Management process within the Supplier will be owned and managed by 
the Problem Manager. The primary function of the Problem Management process is to 
investigate and identify the root cause of Incidents/faults with the aim of providing sup- 
port teams with advice and permanent fixes (where possible). 
Problems can be identified both reactively, following a Major Incident for example, or 
proactively via analysis of repeat or re-occurring Incidents. Deliverables from the Prob- 
lem Management process include: 

o Logging and managing Problem records within the Supplier’s toolset 
o Identification of the root cause of Problems, aimed at reducing Inci- 
dent volumes and impact 
o Implementation of solutions to prevent the Problem reoccurring 

Change Management 
The Change Management process within the Supplier will be owned and managed by 
the Change Manager. The Change Manager will in turn be supported by technical and 
service management resources. The Change Manager will be responsible for ensuring 
the quality and integrity of the Change Management process and is the main interface 
between all other Change process managers. Deliverables will include: 

o Receiving and reviewing new requests for Change (RFC) to ensure 
that all required information is captured and recorded 
o Confirming the categorisation and priorities of Changes are correct 
o If necessary, assigning teams to conduct RFC impact analysis and 
risk assessments 
o Assigning Change owners and ensuring resource is available where 
required 
o Facilitating the approval process to ensure that RFCs are reviewed 
and Approved for implementation within the required time frame 
o Ensuring that non-Approved Changes are not implemented 
o Ensuring that the toolset is clearly updated and maintained to reflect 
all progress updates and approval status 
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o Providing final Approval for all Changes 
o Monitoring the successful completion of Changes 
o Providing clear communication and notification of Changes, both be- 
tween the Supplier’s engineers and the Buyer 
o Organising and chairing Change Advisory Board (CAB) meetings 
where required 
o Conducting post Change reviews to confirm that the Change has had 
the desired effect without negatively impacting live service. 

2. Buyer Responsibilities 
The Buyer will: 

• Provide a list of key contacts within the Buyer’s organisation, detailing each 
name, their contact details, and role 
• Provide a list of business stakeholders for review and approval of Changes 
• Provide an escalation matrix for their organisation. 

3. Exclusions 
The following is not covered by this service: 

• Support for services which are not defined within the agreement. 
• Major operating system and software version updates 
• Major Changes, which shall be handled via a project or Variation to the Con- 
tract 

3. Service Management 

1. Supplier Responsibilities 
The Supplier will provide the following: 

• A Service Delivery Manager to provide accountability for delivery of the 
agreed service obligations, to include the following: 

• Governing the successful delivery of the contracted services 

• Working with the Service Desk Manager to ensure Incidents and Re- 
quests are owned, managed and resolved appropriately 
• Positioned as an escalation point in relation to any Incidents or Re- 
quests which require management intervention 
• Monitoring of the contracted services, ensuring processes and proce- 
dures are being followed and that any trends are highlighted, addressed, 
and where appropriate, escalated 
• Management of any required changes and amendments to the con- 
tracted services 
• Performance reviews with the Buyer, through a service review process 
and production of a service report 
• Identification, and coordination, of service improvement initiatives 
through maintenance of a service development plan 
• Support the transitioning of new services and contract changes into 
the Supplier’s support teams. 

 
• Service review meetings, and service reporting, detailing achievement to Ser- 
vice Levels and obligations, which can cover the following: 

• Any service level failures, escalations or concerns raised 
• Major Incidents 
• Changes 
• Problems 
• Project work 
• The Supplier’s planned approach to prevent re-occurrence of an Inci- 
dent or mitigate the impact of any risk 
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• A review of any planned Changes, innovation or improvements re- 
quired or recommended to the service. 

2. Buyer Responsibilities 
The Buyer will: 

• Provide a list of key contacts within the Buyer’s organisation, detailing each 
name, their contact details, and role 
• Provide the appropriate contacts for all service management related commu- 
nication, including reports and service reviews 
• Ensure availability of the necessary attendees for the service review meet- 
ings 
• Provide an escalation matrix for their organisation 
• Share the Buyer’s technical roadmap, where appropriate, to allow the Suppli- 
er to assist with strategic and innovative improvements 
• As required, complete and submit a contract change form to the Supplier’s 
Service Delivery Manager to request any contract changes. 

4. Device Management 

1. Supplier Responsibilities 
The Supplier will provide the following: 

• Management and administration of compatible Hardware and Software, as 
defined Appendix A, “Supported Hardware List”, and Appendix B “Supported 
Software List” 
• Configuration of device settings, including profile and policy configuration, and 
security settings 
• Packaging and deployment of Software, as defined in Appendix B “Supported 
Software List” 
• Quarterly dot version operating system and Software updates as agreed with 
the Buyer 
• Packaging and releasing of critical security updates as agreed with the Buyer 
• Publish Software updates tested against latest OS versions to the self-service 
portal on a monthly basis (where available) 
• Inventory reporting for device Hardware, Software and settings 
• Ensuring the deployment of latest security standards via Jamf Protect Analyt- 
ics 
• Support via the Supplier’s Service Desk 

2. Buyer Responsibilities 
The Buyer will: 

• Provide appropriate contacts for communication relating to this service 
• Purchase adequate device licensing, where not included in the service 
• Ensure all Software deployed is licensed via the Supplier or a third party 
• Provide vendor portal access, where required 

• Provide the Supplier with the necessary system access and connectivity to 
fulfil the service. 

3. Exclusions 
The following is not covered by this service: 

• Support for services which are not defined within the agreement, or for Hard- 
ware and Software not defined within Appendix A “Supported Hardware List” or 
Appendix B, “Supported Software List” 
• Major operating system updates 
• Buyer access to the management toolsets 
• Incidents arising from Buyer Software incompatibility, where the Software is 
not defined within the Supported Software List 
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• Security vulnerabilities in Buyer Software, which are out of the Suppliers con- 
trol 
• Support for the underlying infrastructure and server operating system, where 
the device management solution is Buyer hosted 
• Incidents which could be resolved by upgrading the Supported Software List 
to the current version (where the Buyer has not kept Software up to date despite 
recommendations from the Supplier) 
• Third party outages, which are outside of the Supplier’s control, i.e., not sup- 
ported as per Appendix B “Supported Software List”. 

5. macOS Support 
1. Supplier Responsibilities 

The Supplier will provide the following: 
• Mac operating system and first party Apple Software support via the Suppli- 
er’s Service Desk, as defined in Call Off Schedule 20, and in line with the Service 
Levels 
• Support for the current version of the supported Software, and the prior major 
release 
• Support via remote access software tools. Remote access will be gained ei- 
ther via a company to company VPN, or ‘TeamViewer’, in cooperation with the 
end user. 

2. Buyer Responsibilities 
The Buyer will: 

• Be responsible for the management and support of any non-native Software 
applications 
• Be responsible for protecting their IT estate with appropriate security posture 
and policies for infrastructure (such as network) and supporting systems and pro- 
cesses, unless otherwise defined within the Agreement 
• Provide the Supplier with the necessary system access and connectivity. 

3. Exclusions 
The following is not covered by this service: 

• Support for non-native Software applications not listed in Appendix B “Sup- 
ported Software List” 
• Support for issues which could be resolved by upgrading the Software to the 
current version (where the Buyer has not kept Software up to date despite rec- 
ommendations from the Supplier) 
• Support for Software versions designated as “beta”, “pre-release”, “preview” 
or similarly labelled Software. 

6. Software Support 
1. Supplier Responsibilities 

The Supplier will provide support for Software, as outlined in Appendix B, “Supported 
Software List”. This service will include: 

• Software support via the Supplier’s Service Desk, as defined in Call Off 
Schedule 20, and in line with the Service Levels. Support includes: 

• Operating system support 

• Assistance with installation, configuration, troubleshooting, and recov- 
ery (except for data recovery), including storing, retrieving and managing 
files, interpreting system error messages and determining when Hardware 
repairs are required 
• Operating system rebuilds 
• Assistance with Software deployment 

• Office 365 support with administration: 







Docusign Envelope ID: F996DA4B-62AB-4C11-AD8C-9CA0191F3DD6 

Framework Schedule 6a (Order Form Template and Call-Off Schedules) 
Crown Copyright 2018 

Framework Ref: RM6098 

Project Version: v2.0 

Model Version: v3.8 
16 

 

 

Call-Off Schedule 14 (Service Levels) 

1. Definitions 

1.1 In this Schedule, the following words shall have the following meanings 

and they shall supplement Joint Schedule 1 (Definitions): 

 

“Critical Service 
Level Failure” 

has the meaning given to it in the Order Form; 

 
"Service Credits" 1 any service credits specified in the Annex to Part A 

of this Schedule being payable by the Supplier to 

the Buyer in respect of any failure by the Supplier to 

meet one or more Service Levels; 

"Service Credit 
Cap" 

 
"Service Level Fail- 
ure" 

"Service Level Per- 
formance Measure" 

"Service Level 
Threshold" 

2 has the meaning given to it in the Order Form; 

 
3 

4 means a failure to meet the Service Level Perfor- 

mance Measure in respect of a Service Level; 

5 shall be as set out against the relevant Service Lev- 

el in the Annex to Part A of this Schedule; and 

6 shall be as set out against the relevant Service Lev- 

el in the Annex to Part A of this Schedule. 

 
2. What happens if you don’t meet the Service Levels 

2.1 The Supplier shall at all times provide the Deliverables to meet or ex- 

ceed the Service Level Performance Measure for each Service Level. 

2.2 The Supplier acknowledges that any Service Level Failure shall entitle 

the Buyer to the rights set out in Part A of this Schedule including the 

right to any Service Credits and that any Service Credit is a price ad- 

justment and not an estimate of the Loss that may be suffered by the 

Buyer as a result of the Supplier’s failure to meet any Service Level 

Performance Measure. 

2.3 The Supplier shall send Performance Monitoring Reports to the Buyer 

detailing the level of service which was achieved in accordance with 

the provisions of Part B (Performance Monitoring) of this Schedule. 
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2.4 A Service Credit shall be the Buyer’s exclusive financial remedy for a 

Service Level Failure except where: 

2.4.1 the Supplier has over the previous (twelve) 12 Month period ex- 

ceeded the Service Credit Cap; and/or 

2.4.2 the Service Level Failure: 

(a) exceeds the relevant Service Level Threshold; 

(b) has arisen due to a Prohibited Act or wilful Default by the 

Supplier; 

(c) results in the corruption or loss of any Government Data; 

and/or 

(d) results in the Buyer being required to make a compensa- 

tion payment to one or more third parties; and/or 

2.4.3 the Buyer is entitled to or does terminate this Contract pursuant 

to Clause 10.4 (CCS and Buyer Termination Rights). 

2.5 Not more than once in each Contract Year, the Buyer may, on giving 

the Supplier at least three (3) Months’ notice, change the weighting of 

Service Level Performance Measure in respect of one or more Service 

Levels and the Supplier shall not be entitled to object to, or increase 

the Charges as a result of such changes, provided that: 

2.5.1 the total number of Service Levels for which the weighting is to 

be changed does not exceed the number applicable as at the 

Start Date; 

2.5.2 the principal purpose of the change is to reflect changes in the 

Buyer's business requirements and/or priorities or to reflect 

changing industry standards; and 

2.5.3 there is no change to the Service Credit Cap. 

3. Critical Service Level Failure 

On the occurrence of a Critical Service Level Failure: 

3.1 any Service Credits that would otherwise have accrued during the rele- 

vant Service Period shall not accrue; and 

3.2 the Buyer shall (subject to the Service Credit Cap) be entitled to with- 

hold and retain as compensation a sum equal to any Charges which 

would otherwise have been due to the Supplier in respect of that Ser- 

vice Period ("Compensation for Critical Service Level Failure"), 
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provided that the operation of this paragraph 3 shall be without prejudice to 
the right of the Buyer to terminate this Contract and/or to claim damages from 
the Supplier for material Default. 
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Part A: Service Levels and Service Credits 

1. Service Levels 

If the level of performance of the Supplier: 

1.1 is likely to or fails to meet any Service Level Performance Measure; or 

1.2 is likely to cause or causes a Critical Service Failure to occur, 

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its abso- 
lute discretion and without limiting any other of its rights, may: 

1.2.1 require the Supplier to immediately take all remedial action that 

is reasonable to mitigate the impact on the Buyer and to rectify 

or prevent a Service Level Failure or Critical Service Level Fail- 

ure from taking place or recurring; 

1.2.2 instruct the Supplier to comply with the Rectification Plan Pro- 

cess; 

1.2.3 if a Service Level Failure has occurred, deduct the applicable 

Service Level Credits payable by the Supplier to the Buyer; 

and/or 

1.2.4 if a Critical Service Level Failure has occurred, exercise its right 

to Compensation for Critical Service Level Failure (including the 

right to terminate for material Default). 

2. Service Credits 

2.1 The Buyer shall use the Performance Monitoring Reports supplied by 

the Supplier to verify the calculation and accuracy of the Service Cred- 

its, if any, applicable to each Service Period. 

2.2 Service Credits are a reduction of the amounts payable in respect of 

the Deliverables and do not include VAT. The Supplier shall set-off the 

value of any Service Credits against the appropriate invoice in accord- 

ance with calculation formula in the Annex to Part A of this Schedule. 
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Part B: Performance Monitoring 

3. Performance Monitoring and Performance Review 

3.1 Within twenty (20) Working Days of the Start Date the Supplier shall 

provide the Buyer with details of how the process in respect of the 

monitoring and reporting of Service Levels will operate between the 

Parties and the Parties will endeavour to agree such process as soon 

as reasonably possible. 

3.2 The Supplier shall provide the Buyer with performance monitoring re- 

ports ("Performance Monitoring Reports") in accordance with the 

process and timescales agreed pursuant to paragraph 1.1 of Part B of 

this Schedule which shall contain, as a minimum, the following infor- 

mation in respect of the relevant Service Period just ended: 

3.2.1 for each Service Level, the actual performance achieved over 

the Service Level for the relevant Service Period; 

3.2.2 a summary of all failures to achieve Service Levels that occurred 

during that Service Period; 

3.2.3 details of any Critical Service Level Failures; 

3.2.4 for any repeat failures, actions taken to resolve the underlying 

cause and prevent recurrence; 

3.2.5 the Service Credits to be applied in respect of the relevant peri- 

od indicating the failures and Service Levels to which the Ser- 

vice Credits relate; and 

3.2.6 such other details as the Buyer may reasonably require from 

time to time. 

3.3 The Parties shall attend meetings to discuss Performance Monitoring 

Reports ("Performance Review Meetings") on a Monthly basis. The 

Performance Review Meetings will be the forum for the review by the 

Supplier and the Buyer of the Performance Monitoring Reports. The 

Performance Review Meetings shall: 

3.3.1 take place within one (1) week of the Performance Monitoring 

Reports being issued by the Supplier at such location and time 

(within normal business hours) as the Buyer shall reasonably 

require; 

3.3.2 be attended by the Supplier's Representative and the Buyer’s 

Representative; and 
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3.3.3 be fully minuted by the Supplier and the minutes will be circulat- 

ed by the Supplier to all attendees at the relevant meeting and 

also to the Buyer’s Representative and any other recipients 

agreed at the relevant meeting. 

3.4 The minutes of the preceding Month's Performance Review Meeting 

will be agreed and signed by both the Supplier's Representative and 

the Buyer’s Representative at each meeting. 

3.5 The Supplier shall provide to the Buyer such documentation as the 

Buyer may reasonably require in order to verify the level of the perfor- 

mance by the Supplier and the calculations of the amount of Service 

Credits for any specified Service Period. 

 

 
4. Satisfaction Surveys 

4.1 The Buyer may undertake satisfaction surveys in respect of the Suppli- 

er's provision of the Deliverables. The Buyer shall be entitled to notify 

the Supplier of any aspects of their performance of the provision of the 

Deliverables which the responses to the Satisfaction Surveys reasona- 

bly suggest are not in accordance with this Contract. 
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Call-Off Schedule 20 (Call-Off Specification) 

This Schedule sets out the characteristics of the Deliverables that the Supplier will 
be required to make to the Buyers under this Call-Off Contract 

 
 




