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Part A: Order Form 

Buyers must use this template order form as the basis for all call-off contracts and must refrain 
from accepting a supplier’s prepopulated version unless it has been carefully checked against 
template drafting. 

Digital Marketplace service ID number 6071 8074 9037 119 

Call-Off Contract reference Acas17187 

Call-Off Contract title Network & Application Monitoring Solution 

Call-Off Contract description A network monitoring tool to support the 
delivery of Acas services to the business.  
The application should monitor Network 
and Cloud infrastructure performance. 

Start date 1/03/2021 

Expiry date 28/02/2022 (option to extend 1 + 1 +1 for 
maintenance element) 

Call-Off Contract value £46,817.78 (inc VAT)  

Charging method Annual invoice, paid in advance. All 
payment obligations are non-cancellable, 
and Charges paid are non-refundable. 

Purchase order number To follow 

  

This Order Form is issued under the G-Cloud 12 Framework Agreement (RM1557.12). 

Buyers can use this Order Form to specify their G-Cloud service requirements when placing an 
Order. 

The Order Form cannot be used to alter existing terms or add any extra terms that materially 
change the Deliverables offered by the Supplier and defined in the Application. 

There are terms in the Call-Off Contract that may be defined in the Order Form. These are 
identified in the contract with square brackets. 
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From the Buyer Acas 

Tel: 0330 109 3061 

 

8th floor, Windsor House, 50 Victoria Street, Westminster, 

London SW1H 0TL 

To the Supplier 
SolarWinds Software Europe DAC 
Unit 1101, Building 1000 
City Gate, Mahon 
Cork, Ireland  

Company number: 436824 

Together the ‘Parties’ 

 

Principal contact details 

For the Buyer: 

Title:  

Name:   

Email:   

Phone:  

 
 
 
For the Supplier: 

Title:  

Name:  

Email:  

Phone:  
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Call-Off Contract term 

Start date This Call-Off Contract Starts on 01/03/2021 and is valid for  

12 months. 

The date and number of days or months is subject to clause 
1.2 in Part B below. 

Ending 
(termination) The notice period for the Supplier needed for Ending the Call-

Off Contract is at least 90 Working Days from the date of 
written notice for undisputed sums (as per clause 18.6). 

The notice period for the Buyer is a maximum of 30 days from 
the date of written notice for Ending without cause (as per 
clause 18.1). 

Extension period 
This Call-off Contract can be extended by the Buyer for 3 
periods of 12 months each, by giving the Supplier 4 weeks  
written notice before its expiry. The extension periods are 
subject to clauses 1.3 and 1.4 in Part B below. 

Extensions which extend the Term beyond 24 months are 
only permitted if the Supplier complies with the additional exit 
plan requirements at clauses 21.3 to 21.8. 

The extension period after 24 months should not exceed the 
maximum permitted under the Framework Agreement which is 
2 periods of up to 12 months each. 

If a buyer is a central government department and the 
contract Term is intended to exceed 24 months, then under 
the Spend Controls process, prior approval must be obtained 
from the Government Digital Service (GDS). Further 
guidance: 

https://www.gov.uk/service-manual/agile-delivery/spend-
controls-check-if-you-need-approval-to-spend-money-on-a-
service 

Buyer contractual details 

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the 
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract. 
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Audit The following Framework Agreement audit provisions will be 
incorporated under clause 2.1 of this Call-Off Contract to 
enable the Buyer to carry out audits listed in clauses 7.4 to 
7.13 of the Framework Agreement. 

 

Buyer’s 
responsibilities 

Buyer acknowledges, agrees, and warrants that:  

(i) Buyer will be responsible for its and its Users’ activity 
and compliance with this Agreement, and if Buyer 
become aware of any violation, Buyer will immediately 
terminate the offending party’s access to the Services 
and notify Supplier;  

(ii) Buyer is legally able to process and share any data 
provided to Supplier, including obtaining appropriate 
consents or rights for such processing, as outlined 
further herein and have the right to access and use 
Buyer infrastructure, including any system or network, 
to obtain or provide the Services and will be solely 
responsible for the accuracy, security, quality, integrity, 
and legality of the same;  

(iii) Buyer will keep your registration information, billing 
information, passwords and technical data accurate, 
complete, secure and current; and  

(iv) Buyer shall use the Services solely in a manner that 
complies with all applicable laws in the jurisdictions in 
which Buyer uses the Services, including, but not 
limited to, applicable local, state, federal, and 
international laws, including intellectual property and 
privacy and security laws. 

 

 

 

Buyer’s equipment N/a  
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Call-Off Contract 
charges 

The breakdown of the Charges is as outlined in Schedule 2. 

 

 

Additional Buyer terms 

Performance of the 
Service and 
Deliverables 

Additional terms are provided in Schedule 9 (Additional 
Terms) of this Call-Off Contract. 

Guarantee NA 

 

Warranties, 
representations 

NA 

Supplemental 
requirements in 
addition to the Call-Off 
terms 

NA 

Alternative clauses NA 

Buyer specific 
amendments 
to/refinements of the 
Call-Off Contract terms 

NA 
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1.1.2. SolarWinds NetFlow Traffic Analyzer Module for SolarWinds Network Performance 
Monitor SL250 - License with 1st-year Maintenance; 

1.1.3. Server & Application Monitor SAM200 (up to 200 nodes) - License with 1st-Year 
Maintenance; 

1.1.4. SolarWinds Virtualization Manager VM192 (up to 192 sockets) - License with 1st-
Year Maintenance; 

1.1.5. SolarWinds Web Performance Monitor WPM10 (up to 10 [recordings x locations]) - 
License with 1st-Year Maintenance. 

1.2. The software the Buyer will receive is out-of-the-box software to be utilized internally and 
beyond the Buyer’s initial purchase, the Buyer will primarily buy annual software support 
and maintenance in order to receive additional downloads, upgrades, bug fixes, hot fixes, 
etc. Please visit the following link for additional benefits provided by SolarWinds support & 
maintenance: http://www.solarwinds.com/support/maintenance.aspx. 

2. Limited Warranty 

2.1. The Seller warrants to the Buyer that, for a period of thirty (30) days following the initial 
purchase and delivery of the Software to the Buyer, the Software will perform substantially 
in conformance with this Call-Off Contract and related documentation.  

2.2. The Seller does not warrant that the Software will meet all of the Buyer's requirements or 
that the use of the Software will be uninterrupted or error-free.  

2.3. The foregoing warranty applies only to failures in operation of the Software that are 
reproducible in standalone form and does not apply to:  

2.3.1. Software that is modified or altered by the Buyer or any third party that is not 
authorized by the Seller;  

2.3.2. Software that is otherwise operated in violation of this Agreement or other than in 
accordance with the Documentation; or  

2.3.3. failures that are caused by other software or hardware products.  

2.4. The Buyer's remedy for any breach of the foregoing warranty shall be for the Seller, at its 
sole option and expense, promptly repair or replace any Software that fails to meet this 
limited warranty or, if the Seller is unable to repair or replace the Software, refund to the 
Buyer the applicable license fees paid upon return, if applicable, of the nonconforming item.  

2.5. This warranty is void if failure of the Software has resulted from accident, abuse, or 
misapplication by the Buyer or is employees or affiliates.  

2.6. Any replacement Software under this limited warranty will be warranted for thirty (30) days. 

3. Export Restrictions 

3.1. The Services and Deliverables provided to the Buyer under this Call-Off Contract are 
subject to U.S. export control laws and regulations and may also be subject to import and 
export laws of England and Wales.  
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  Training Yes Orion Plat-
form 

Solarwinds offers a number 
of training mediums includ-
ing the Solarwinds Acad-
emy that is free to access 
to existing customers.  

Online and Partner 
Provided options are 
available  
 
Link to our online 
academy, we also 
have a youtube chan-
nel that is publicly 
available  
https://support.solar-
winds.com/solar-
winds-academy  

  Application/ 
System Support 
(ongoing) 

Yes All Prod-
ucts 

Solarwinds offers support 
to all clients and their prod-
ucts that are in active 
maintenance.  
 
There are 3 level of support 
offerings available to you 
Professional support - in-
cluded in all active prod-
ucts 
Premier support - A addi-
tional support level that is 
priced in addition to the 
professional support 
Premier Enterprise support 
- A additional support level 
that is priced in addition to 
the professional support 
this is highly recommend 
for the first year of a new 
deployment of Solarwinds  

Product support pro-
vided by Solarwinds 
Customization pro-
vided by Partner 
 
Link for further details 
about our support of-
ferings  
https://support.solar-
winds.com/support-
offerings  

  Professional 
Services (as re-
quired ad hoc) 

No Partner 
provided 

Professional services are 
provided by our partners 
and is available from them 
directly. Solarwinds does 
not offer professional ser-
vices but will support a So-
larwinds accredited partner 
of your allocation via out 
case management platform 

Partner Provided, a list 
of accredited partners 
can be provided upon 
request 

       

3.2  Support for Ini-
tial configura-
tion and Imple-
mentation 

Yes All Prod-
ucts 

Solarwinds Premier Enter-
prise support 
 
Premier Enterprise Support 
offers the fastest service 
level guidelines and expe-
dites you to the top of the 
queue. We created this 
program for our largest 
customers who have a 
highly complex, business-
critical environment and 

for further infor-
mation please review 
the following link 
https://support.solar-
winds.com/premier-
enterprise-support  
Solarwinds will offer 
support and guidance, 
however implementa-
tion is actioned by the 
user or a partner 
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need a relationship with a 
dedicated support team. 
Your designated team will 
partner with you to quickly 
respond to your questions 
and issues 

 3.2.1  an implementa-
tion approach, 
test plans, pro-
cedures and 
training ap-
proach in co-or-
dination with 
DDaT 

No Solarwinds 
Smart Start  

Solarwinds Smart Start  
 
We’ll schedule a welcome 
call to introduce you to 
your expert who will re-
view your environment, re-
view your IT management 
goals, and prioritize how to 
move forward with what's 
important to you. 
 
Then we’ll schedule config-
uration sessions to help 
with your install, and work 
through a checklist of opti-
mization activities based 
on your priorities. 
 
Finally, we’ll follow up to 
ensure the optimizations in 
place meet your needs, 
verify you feel confident in 
the product configuration, 
and talk about resources 
we offer to help you con-
tinue to get the most out 
of your product. 

Partner Provided or 
Through the Solar-
winds Smart Start Pro-
gram https://sup-
port.solar-
winds.com/smartstart-
assisted-onboarding  

 3.2.2 design docu-
ments and dia-
grams for all 
components of 
the proposed 
system. 

No Solarwinds 
Documen-
tation 
available 

Documentation is of your 
deployment is not actioned 
by Solarwinds, we do offer 
a library of documents cov-
ering the majority of sce-
narios include, Administra-
tion, deployment, best 
practices and product in-
formation  

Partner Provided, So-
larwinds has a number 
of very well docu-
mented deployment 
models that cover the 
majority of all needed 
deployments and is 
available for guidance 
and review  
 
Link to document li-
brary 
https://documenta-
tion.solarwinds.com/ 

 3.2.3 software li-
cences, and ten-
ant creation or 
any pre-configu-
ration required 

No   Licenses/installation 
and config support 
proved by Solarwinds 
and/or partner  
Tenant configuration, 
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for the opera-
tion of the solu-
tion in line with 
the Acas re-
quirements. 

customization are 
Partner Provided 

 3.2.4 Support for the 
complete sys-
tem implemen-
tation of the 
software includ-
ing any required 
integrations, for 
example to Ac-
tive Directory 
and Single sign-
on. 

Yes All Prod-
ucts 

Solarwinds does not offer 
professional services, we 
can however provide docu-
mentation, best practices 
and administrative guides 
to our products and solu-
tions.  
Premier Enterprise Support 
would be recommend to 
assist in this request, how-
ever SolarWinds does not 
action implementations 
and pre-configurations but 
can provide guidance in  

Solarwinds Support 
please review the fol-
lowing link for availa-
ble support options 
https://support.solar-
winds.com/support-
offerings 

 3.2.5 support during 
any user ac-
ceptance testing 
in co-ordination 
with DDaT 

Yes All Prod-
ucts 

All Solarwinds Support of-
fering support for active 
products under mainte-
nance  

Solarwinds Support 
and Customer Success 
Manager available 
from Solarwinds  

       

3.3 Train-
ing 

The supplier 
should provide 
all technical, op-
erational and 
administrative 
knowledge 
transfers re-
quired for Acas 
in-house IT 
teams to suc-
cessfully con-
duct activities 
related to the 
deployed solu-
tion, including 
any Technical 
and End user 
training materi-
als and classes 
including on-
site/online de-
livery. 

Yes All Prod-
ucts 

We offer a number of 
online, webcasts, youtude 
and Academies as training 
options. We would recom-
mend that Smart Start and 
Premier Enterprise Support 
be acquired for the greats 
transfer of Knowledge 

Online and Partner 
Provided 

       

3.4 Sup-
port 

     

  The supplier 
should provide 
Ongoing appli-
cation mainte-

Yes All Prod-
ucts 

All Solarwinds Support of-
fering support for active 
products under mainte-
nance  
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user-friendly in-
terface. 

       

 4.2 The solution 
should integrate 
well with other 
technologies 
currently in op-
eration at Acas, 
such as: 

    

  Cloud Infra-
structure (MS 
Azure) 

Yes Orion Plat-
form 

the Orion platform has in-
tegration with MS Azure 
and further information re-
garding this can be found 
in the link provided 

https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/Content/in-
stall-orion-azure.htm  

  Azure Active Di-
rectory (Modern 
Authentication) 

Yes Orion Plat-
form 

the Orion platform has in-
tegration with Azure Active 
Directory and further infor-
mation regarding this can 
be found in the link pro-
vided 

https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/Content/in-
stall-orion-az-
ure.htm#De-
ployAzureActiveDirec-
tory 

  MS Exchange 
(e.g. SMTP) and 
Single Sign On 

Yes Orion Plat-
form 

the Orion platform has in-
tegration with MS Ex-
change and Single Sign On 
and further information re-
garding this can be found 
in the link provided 

https://support.solar-
winds.com/Suc-
cessCenter/s/arti-
cle/SMTP-configura-
tion-and-email-set-
tings-for-scheduled-
reports-and-
alerts?lan-
guage=en US  
  
https://documenta-
tion.solar-
winds.com/en/suc-
cess center/sam/Con-
tent/SAM-Microsoft-
Office-365-Exchange-
Mailboxes.htm  
 
https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/con-
tent/core-users-saml-
azure-ad.htm  

  Mobile plat-
forms (Android, 
iOS) 

No    
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  M365 (e.g. Out-
look) 

Yes Orion Plat-
form 

The Orion has features that 
can both  

https://support.solar-
winds.com/Suc-
cessCenter/s/arti-
cle/Send-Orion-alert-
emails-using-Office-
365-and-Outlook?lan-
guage=en US  
 
https://www.solar-
winds.com/solu-
tions/office-365-solu-
tions 

  ITSM tool and 
CMDB 

Yes Orion Plat-
form 

Some development work 
may be needed and pro-
vided by a partner, de-
pending on the information 
required 

Integrations possible 
using Rest API, 
Webhooks, email- 
Partner Provided 

  AWS Web ser-
vices 

Yes Orion Plat-
form 

Monitor Azure and AWS 
IaaS, PaaS, and SaaS 
1,200+ out-of-the-box 
monitoring templates, plus 
more than 1,000 commu-
nity templates 
Custom monitoring with 
REST API, WMI, SNMP, and 
PowerShell scripts 
Customizable server moni-
toring 
Infrastructure dependency 
mapping 

https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/Content/in-
stall-orion-aws.htm  
https://documenta-
tion.solar-
winds.com/en/suc-
cess center/orionplat-
form/Content/Core-
Cloud-Configure-
AWS.htm  
https://www.solar-
winds.com/server-ap-
plication-monitor/use-
cases/aws-monitoring  

       

 4.3 The solution 
should also 
have potential 
for further inte-
gration through 
REST API’s or 
third-party solu-
tions such as: 

    

  Other Cloud/Ap-
plication Moni-
toring (e.g. Az-
ure Monitor, 
M365) 

Yes Orion Plat-
form 

 https://documenta-
tion.solar-
winds.com/en/suc-
cess center/orionplat-
form/Content/Core-
Cloud-Configure-
AWS.htm  
https://documenta-
tion.solar-
winds.com/en/suc-
cess cen-
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ter/SAM/Con-
tent/SAM-Microsoft-
Office-365-Tem-
plates.htm  

  SIEM solutions 
(DarkTrace) 

Yes Orion Plat-
form 

 Rest API and Remote 
Powershell for Office 
365 

       

 4.4 A key require-
ment for DDaT 
is that configu-
ration of the 
tool is intuitive 
and user 
friendly. The 
tool must allow 
internal teams 
to be able to 
create, modify 
reports or moni-
tors and easily 
develop the in-
ternal skills re-
quired to effec-
tively manage 
and administer 
the solution 
without requir-
ing specialist ex-
ternal re-
sources. 

Yes Orion Plat-
form 

 https://documenta-
tion.solar-
winds.com/en/suc-
cess center/orionplat-
form/content/core-
creating-and-viewing-
reports-sw1334.htm 
 
https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/con-
tent/core-creating-a-
new-web-based-re-
port-sw1322.htm 

       

 4.5 Advanced Re-
porting func-
tionality is a key 
requirement for 
the solution 
which allows 
DDaT to make 
available MI and 
to generate re-
ports from 
which Acas can 
optimise the 
availability and 
capacity of our 
internal facing 
services. The so-
lution also 
needs to be in-
tuitive and easy 
to use when 
creating the re-
ports for all 

Yes Orion Plat-
form 

 https://documenta-
tion.solar-
winds.com/en/suc-
cess center/orionplat-
form/content/core-
creating-and-viewing-
reports-sw1334.htm 
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scope for moni-
toring: 

  Switches Yes NPM  https://www.solar-
winds.com/network-
performance-moni-
tor/use-cases/net-
work-availability-mon-
itoring  

  Routers Yes NPM  https://www.solar-
winds.com/topics/net-
work-insight-cisco-asa 

  Virtual Devices 
and Servers 
(e.g. DHCP, 
Print), and Phys-
ical servers. 

Yes SAM/VMA
N 

 https://www.solar-
winds.com/virtualiza-
tion-manager  

  Cloud Infra-
structure and 
servers (e.g. Az-
ure Monitor, Az-
ure Hyper V, 
AWS, Linux, 
Windows) 

Yes SAM  https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/Content/in-
stall-orion-azure.htm  
https://documenta-
tion.solar-
winds.com/en/suc-
cess center/orionplat-
form/Content/Core-
Cloud-Configure-
AWS.htm  

  Applications 
and Databases 
(e.g. SQL, Ex-
change etc) 

Yes SAM/DPA  https://documenta-
tion.solar-
winds.com/en/suc-
cess center/SAM/con-
tent/SAM-AppInsight-
for-SQL-sw1261.htm  
https://www.solar-
winds.com/database-
performance-monitor-
ing-software  

  Storage (Azure 
and VM) 

Yes NPM/SAM/
SRM/VMA
N 

  

  Website and 
Web Transac-
tions 

 SAM/WPM
/Pingdom 

 https://www.solar-
winds.com/web-per-
formance-monitor  

  Physical devices 
such as: Unin-
terruptable 
Power Supplies, 
Multifunction 
Print Devices, 
Access Points, 
VoIP Au-
dio/Video Con-

Yes NPM https://www.solar-
winds.com/network-per-
formance-monitor/use-
cases/network-device-
monitoring 

SNMP access required  
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ferencing equip-
ment and Spider 
phones 

 5.4 All monitoring 
data must be 
held for at least 
180 days. 

Yes Orion Plat-
form 

https://support.solar-
winds.com/Suc-
cessCenter/s/article/De-
fault-database-retention-
settings-for-the-Orion-Plat-
form?language=en US 

Data Retention period 
is customizable by the 
customer 

 5.5 The solution 
configuration 
must be as au-
tomated (zero-
touch) as possi-
ble with mini-
mal agent in-
stallation re-
quired (auto de-
vice discovery). 

Yes Orion Plat-
form 

https://documentation.so-
larwinds.com/en/suc-
cess center/ntm/Con-
tent/NTM Schedul-
ing a Discovery.htm 
 

Device Discovery 
scheduling supported 

 5.6 The solution 
must have a 
customisable 
web GUI which 
displays the sta-
tus of devices 
that are being 
monitored in 
real time. 

Partial Orion Plat-
form 

https://documentation.so-
larwinds.com/en/suc-
cess_center/orionplat-
form/Content/Core-Cus-
tomizing-Web-Console-
Menu-Bars-sw1382.htm 
https://documentation.so-
larwinds.com/en/Suc-
cess_Center/orionplat-
form/content/core-dash-
boards.htm 

Devices are not polled 
in real time due to the 
effects this would 
have on production 
environments.  Capa-
ble of polling in real 
time for specific de-
vices/metrics for Root 
Cause Analysis 

 5.7 In addition to a 
web GUI the so-
lution must 
have a corre-
sponding mo-
bile app availa-
ble on all major 
mobile app plat-
forms. 

No Orion Plat-
form 

 Web Console is viewa-
ble on all modern 
browsers 

 5.8 The solution 
must also be 
able to monitor 
individual inter-
faces and ports 
of its devices. 

    

 5.9 The solution 
must support 
the common 
monitoring pro-
tocols and flow 
types including 
but not limited 
to: SNMPv3, 

Yes Orion Plat-
form/NTA 

And width monitoring 
Application traffic alerting 
Network traffic analysis 
VMware vSphere distrib-
uted switch support 
Performance analysis dash-
board 
Advanced application 
recognition 

https://support.solar-
winds.com/Suc-
cessCenter/s/arti-
cle/Polling-methods-
used-by-Orion?lan-
guage=en US 
https://documenta-
tion.solar-
winds.com/en/suc-
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WMI, SSH, Net-
Flow, sFlow and 
jFlow. 

cess center/NTA/Con-
tent/Getting-Started-
Guide/NTA-What-pro-
tocols-does-NTA-sup-
port.htm 

 5.10 The solution 
must have inte-
grations with all 
major cloud 
platforms such 
as Azure, AWS 
and GCP. 

Partial Orion Plat-
form 

 Monitoring of Az-
ure/AWS, Azure AD 
authentication.  No 
support for GCP moni-
toring(but can monitor 
servers in GCP) 

 5.11 The solution 
must provide 
real-time alerts 
on a number of 
customisable 
thresholds and 
deliver these us-
ing a variety of 
methods includ-
ing email, SMS 
and mobile ap-
plication notifi-
cations. 

Partial Orion Plat-
form 

https://www.solar-
winds.com/network-per-
formance-monitor/use-
cases/network-alert 

Alerting is based on 
customer thresholds, 
polling intervals and 
preferences.  Not real 
time 

 5.12 The solution 
should have the 
ability to moni-
tor cloud-based 
infrastructure 
services, on a 
variety of 
thresholds such 
as availability 
and latency. 

Yes SAM/NPM Server Application Man-
ager 
Get started typically in 
minutes 
Monitor Azure and AWS 
IaaS, PaaS, and SaaS 
1,200+ out-of-the-box 
monitoring templates, plus 
more than 1,000 commu-
nity templates 
Custom monitoring with 
REST API, WMI, SNMP, and 
PowerShell scripts 
Customizable server moni-
toring 
Infrastructure dependency 
mapping 
 
Network Performance 
Monitor 
Multi-vendor network 
monitoring 
Network Insights for 
deeper visibility 
Intelligent maps 
NetPath and PerfStack for 
easy troubleshooting 
Smarter scalability for large 

https://www.solar-
winds.com/network-
performance-moni-
tor/use-cases/cloud-
monitoring 
https://www.solar-
winds.com/server-ap-
plication-monitor/use-
cases/aws-monitoring 
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environments 
Advanced alerting 

 5.13 The solution 
should include 
functionality for 
the manage-
ment and moni-
toring of web-
sites (optionally 
monitoring SaaS 
services, but not 
core to require-
ment). 

Yes SAM/WPM
/Pingdom 

 https://www.solar-
winds.com/server-ap-
plication-monitor/use-
cases/web-applica-
tion-monitor 
 
https://www.solar-
winds.com/server-ap-
plication-monitor 
 
https://www.ping-
dom.com/ 

 5.14 The solution 
must provide 
opportunities to 
integrate with 
Acas existing IT 
Service Manage-
ment Tool 
(ITSM). Acas 
have recently 
awarded a con-
tract for an 
ITSM tool to 
Freshworks Ltd 
with an aim to 
implement this 
by February 
2021. 

Partial Orion Plat-
form 

https://documentation.so-
larwinds.com/en/Suc-
cess_Center/SWSD/Con-
tent/APIdocumenta-
tion/Sa-
manage%20REST%20API%2
0Documentation.htm 

Rest API, Webhooks, 
email, etc to integrate 
with third party prod-
ucts 

 5.15  The solution 
should ideally 
utilise Machine 
Learning or AI 
for trend predic-
tion, perfor-
mance degrada-
tion or potential 
outages. 

Partial Orion Plat-
form 

 No support for AI but 
trend prediction is 
supported, perfor-
mance monitored and 
alerting is customiza-
ble 
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Extended Inci-
dent infor-
mation for P1 
and P2, and 
where re-
quested P3. 

 6.3 The Supplier 
should provide 
a Customer a 
Service Manage-
ment Report at 
an agreed inter-
val. 

yes Premier 
Enterprise 
Support 

Premier Enterprise Support 
 
The Premier Enterprise 
Health Check Report is the 
output of analysis per-
formed by our Premier En-
terprise technical lead 
against the Main Polling 
Engine (MPE), and all Addi-
tional Polling Engines (APE) 
logs received. The report’s 
purpose is to review your 
Orion Platform deployment 
against SolarWinds best 
practices and deliver the 
findings in an easy-to-re-
view document. 

https://support.solar-
winds.com/premier-
enterprise-support  

 6.4 The supplier 
may be required 
to attend Gov-
ernance Boards 
such as the 
Change Man-
agement Board 
to represent 
changes to their 
service provi-
sion which im-
pact on the cus-
tomers' own 
service. 

no Premier 
Enterprise 
Support 

Premier Enterprise Support 
 
The Premier Enterprise 
Health Check Report is the 
output of analysis per-
formed by our Premier En-
terprise technical lead 
against the Main Polling 
Engine (MPE), and all Addi-
tional Polling Engines (APE) 
logs received. The report’s 
purpose is to review your 
Orion Platform deployment 
against SolarWinds best 
practices and deliver the 
findings in an easy-to-re-
view document. 
 
The outline of the report is 
as follows: 
 
Executive Summary—High-
level outline of system 
team health able to be 
shared with your leader-
ship team 
Recommendations and Im-
plications—Highlights tech-
nical problems identified in 
the health check and cate-
gorizes them based on se-
verity and business impact 

https://support.solar-
winds.com/premier-
enterprise-support  
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Snapshot of Environment—
Once MPE and APE logs 
have been analyzed, pro-
vides a high-level overview 
of the environment 
Scalability Review—Shows 
how the SolarWinds solu-
tion is load-balanced and 
utilized against the back-
drop of optimal perfor-
mance 
Looking Forward—Future-
proofing your solution for 
future growth 

 6.5 It is expected 
the supplier 
should have an 
ITIL compliant 
Service Manage-
ment approach. 

Yes   Feature, functions and 
compliance has been provi-
tioned within the Solar-
winds platform 

https://www.solar-
winds.com/solu-
tions/itil-solutions  

       

 Continuous Improvement     

 6.6 The Supplier will 
be expected to 
continually im-
prove the way 
in which they 
required Ser-
vices are to be 
delivered 
throughout the 
Contract dura-
tion. 

Yes  Premier 
Enterprise 
Support 

  

 6.7 The Supplier is 
expected to 
identify solution 
feature and per-
formance im-
provement op-
portunities that 
the Customer 
could exploit for 
its own benefit 
throughout the 
contract. 

Yes  CSM and 
AM 

 Customer Success 
Manager and Account 
Manager would be re-
sponsible for the con-
tinuous engagements 

       

 Staff and Customer Ser-
vice 
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also be pro-
vided. 

 6.11  In the event of 
a loss, failure or 
impairment of 
the service, 
Acas expect the 
Supplier to be li-
able to pay ser-
vice credits to 
the Authority in 
lieu of the ser-
vice impact. 
Suppliers are in-
vited to provide 
their Service 
Credit calcula-
tions. 

No   Data is maintained 
and Manged by the 
cleint in an SQL data-
base 

       

 Security and Govern-
ance and Compliance 
Requirements 

    

 6.12  The supplier's 
services should 
adhere to Cloud 
Security Princi-
ples and Cyber 
Essentials, and 
hold accredita-
tion in cyber es-
sentials certifi-
cate awarded by 
one of the gov-
ernment ap-
proved accredi-
tation bodies. 

Yes Orion  Solarwinds had native a 
number of Security princi-
ples and compliance with 
the products. An extended 
list can be found on the link 
provided 

https://www.solar-
winds.com/federal-
government/product-
certifications  

 6.13 Acas require as-
surances around 
the security 
governance and 
processes the 
supplier uses to 
manage the se-
curity of its own 
environment, 
which will be 
used to provide 
critical support 
for our applica-
tions and ser-
vices. 

yes Orion  The link provided expands 
out Security governance 
and processes 

https://www.solar-
winds.com/secu-
rity/security-state-
ment 
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 6.14 The supplier 
should maintain 
and robust se-
curity govern-
ance framework 
it uses to coor-
dinate and di-
rect the overall 
approach to the 
management of 
the service and 
information 
within it. Appro-
priate processes 
and procedures 
should be in 
place and de-
tailed to ensure 
the operational 
security of the 
service and to 
identify and 
mitigate secu-
rity threats, e.g. 
Denial of Ser-
vice attacks. 

Yes Orion  The infrastructure and 
framework on which the 
Orion platform and prod-
ucts are deployed are not 
supplied by Solarwinds. 
Partner can and do offer 
these services 

https://www.solar-
winds.com/secu-
rity/security-state-
ment 

 6.15 There should be 
a defined infor-
mation manage-
ment incident 
process and 
plans to deal 
with actual and 
suspected inci-
dents or events 
that may pose a 
risk to the ser-
vice. A standard 
approach 
should be fol-
lowed to ensure 
a consistent ap-
proach to man-
aging incidents 
aligned with the 
Service Manage-
ment require-
ments men-
tioned else-
where. 

Yes Orion  Premier Enterprise Support 
offer Service Level Guide-
lines and information re-
garding response times. 

https://www.solar-
winds.com/secu-
rity/security-state-
ment 
 
https://support.solar-
winds.com/premier-
enterprise-support 

 6.16 Robust methods 
should be used 
by your admin-
istrators to 

Yes Client ac-
tioned 
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manage the op-
erational service 
and to mitigate 
any risk of ex-
ploitation that 
could under-
mine the secu-
rity of the ser-
vice. 

 6.17 All supplier per-
sonnel with ad-
ministrative ac-
cess to Acas 
software appli-
cations must be 
BPSS checked as 
standard. In ad-
dition, where 
there is a re-
quirement for 
any supplier 
staff to work 
within Acas 
premises, they 
will be expected 
to undergo Na-
tional Security 
Vetting to at 
least SC clear-
ance. 

No    

 6.18 The security 
classification of 
this and other 
related contract 
documents are 
to be regarded 
as “Official”. 

No    

 6.19 The application 
must use en-
cryption (of at 
least 1024-bit 
RSA key). Access 
portals should 
also be provided 
should use en-
cryption (i.e. via 
SSL). 

    

 6.2 Any Acas user 
and personnel 
data accessed 
by the supplier 
should be se-
curely accessed 
and adequately 
protected 

yes   https://www.solar-
winds.com/access-
rights-manager/use-
cases/gdpr-compli-
ance-software  
https://www.solar-
winds.com/legal/pri-
vacy  
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against tamper-
ing via a combi-
nation of net-
work protection 
and encryption 
methods. The 
assets storing or 
processing of 
this data should 
be protected 
against physical 
tampering, loss, 
damage or sei-
zure and be 
flexible enough 
to support any 
future changes 
in data protec-
tion legislation 

 6.21 Supplier staff 
and contractors 
should be pro-
vided with the 
appropriate 
tools to help 
them securely 
manage their 
service, ensure 
access to all ser-
vice interfaces 
(for Users and 
Suppliers) and 
are constrained 
to authenti-
cated and au-
thorised individ-
uals. 

No Client ac-
tioned 

 SolarWinds does not 
access client platforms 

 6.22 The service 
should ensure 
access to the 
Acas solution 
services by sup-
plier administra-
tors is sepa-
rated, authenti-
cated and vali-
dated to protect 
data including 
the ability to 
prevent one 
malicious or 
compromised 
user from af-

Yes Client ac-
tioned 

 SolarWinds does not 
access client platforms 
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 Monitoring of Transac-
tions 

    

 6.27 Acas administra-
tors should, 
upon request 
have access to 
audit reports to 
show supplier 
access to the 
services. 

Yes Orion Built into the Orion, multi-
ple reports on many func-
tions and monitors can be 
generated 

https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/con-
tent/core-creating-
and-viewing-reports-
sw1334.htm 

       

 Disaster Recovery     

 6.28 The supplier 
should ensure 
they have resili-
ence, disaster 
recovery and 
business conti-
nuity plans to 
ensure no im-
pact to the cus-
tomers services 
through issues 
with supplier 
managed appli-
cations, ser-
vices, or opera-
tions. 

Yes High Avail-
ability  

Failover deployment, Near-
instantaneous failover, Au-
tomatic failback, Failover 
to cloud, Notification and 
alerting, Failover rules 

https://www.solar-
winds.com/high-avail-
ability 

       

 Sus-
taina-
bility 

     

 6.29 There are no 
known specific 
sustainability re-
quirements as 
part of this con-
tract, but Sup-
pliers are ex-
pected to oper-
ate in line with 
general sustain-
ability best 
practices. 

Yes All prod-
ucts 

Best practice, administra-
tive, system requirement 
documentation are up-
dated frequently with each 
product release 

https://documenta-
tion.solar-
winds.com/en/Suc-
cess Center/orion-
platform/Con-
tent/orion plat-
form Documenta-
tion.htm 

       

 Qual-
ity 

     

 6.3 Potential suppli-
ers are re-
quested to state 
which quality 
standards they 
adhere to in the 

Orion All prod-
ucts 

 https://www.solar-
winds.com/com-
pany/press-re-
leases/solarwinds-it-
management-solu-
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delivery of the 
Services. 

tions-achieve-com-
mon-criteria-certifica-
tion  

       

7. KEY MILESTONES AND DELIV-
ERABLES 

    

 7.1 Suppliers are 
asked to set out 
the contract 
milestones/de-
liverables which 
they recom-
mend apply to 
the successful 
implementation 
of the service 

Yes Smart Start This is client engagement 
Driven 
With assisted onboarding, 
our implementation ex-
perts partner with you to 
understand your business 
needs and goals. We apply 
SolarWinds-recommended 
best practices from years 
of experience to assist you 
in installing and configuring 
your product. From instal-
lation through optimiza-
tion, we will help you cre-
ate the right environment 
for your business. 
 
SmartStart Assisted 
Onboarding can be pur-
chased just like any other 
SolarWinds product and is 
designed to get customers 
with complex environ-
ments like yours up and 
running quickly 

https://support.solar-
winds.com/smartstart-
assisted-onboarding 

       

8. CONTRACT TERM AND START 
DATE 

    

 8.1 Acas is seeking a 
minimum 2-year 
contract for the 
provision of the 
application and 
support in this 
requirement, 
with the option 
of 2 one-year 
extensions. The 
contract com-
mencement 
date is 15th 
February 2021. 

Yes All Prod-
ucts 

Pricing has been provided 
in quote links and in the 
pricing tab of this work-
book 
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Schedule 2: Call-Off Contract charges 

 

  New Purchase cost  Renewal cost 

product  SKU 
Quan-
tity  New Purchase Value  SKU  renew value  

SolarWinds Network Performance 
Monitor SL250 (up to 250 elements) - 
License with 1st-year Maintenance    

              
       

SolarWinds NetFlow Traffic Analyzer 
Module for SolarWinds Network Per-
formance Monitor SL250 - License 
with 1st-year Maintenance            
Server & Application Monitor SAM200 
(up to 200 nodes) - License with 1st-
Year Maintenance            
SolarWinds Virtualization Manager 
VM192 (up to 192 sockets) - License 
with 1st-Year Maintenance            
SolarWinds Web Performance Moni-
tor WPM10 (up to 10 [recordings x lo-
cations]) - License with 1st-Year 
Maintenance             
        

        

        £ 39,014.82      £      14,441.00  
        

   Inc VAT  £           46,817.78     
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Part B: Terms and conditions 

1. Call-Off Contract Start date and length 

1.1 The Supplier must start providing the Services on the date specified in the Order Form. 
 

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 
months from the Start date unless Ended earlier under clause 18 or extended by the Buyer 
under clause 1.3. 
 

1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the 
period in the Order Form, provided that this is within the maximum permitted under the 
Framework Agreement of 2 periods of up to 12 months each. 
 

1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer 
reserves the right in the Order Form to extend the contract beyond 24 months. 

 

2. Incorporation of terms 

2.1 The following Framework Agreement clauses (including clauses and defined terms 
referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off 
Contract obligations and apply between the Supplier and the Buyer: 

  4.1 (Warranties and representations) 
 4.2 to 4.7 (Liability) 
 4.11 to 4.12 (IR35) 
 5.4 to 5.5 (Force majeure) 
 5.8 (Continuing rights) 
 5.9 to 5.11 (Change of control) 
 5.12 (Fraud) 
 5.13 (Notice of fraud) 
 7.1 to 7.2 (Transparency) 
 8.3 (Order of precedence) 
 8.6 (Relationship) 
 8.9 to 8.11 (Entire agreement) 
 8.12 (Law and jurisdiction) 
 8.13 to 8.14 (Legislative change) 
 8.15 to 8.19 (Bribery and corruption) 
 8.20 to 8.29 (Freedom of Information Act) 
 8.30 to 8.31 (Promoting tax compliance) 
 8.32 to 8.33 (Official Secrets Act) 
 8.34 to 8.37 (Transfer and subcontracting) 
 8.40 to 8.43 (Complaints handling and resolution) 
 8.44 to 8.50 (Conflicts of interest and ethical walls) 
 8.51 to 8.53 (Publicity and branding) 
 8.54 to 8.56 (Equality and diversity) 
 8.59 to 8.60 (Data protection 
 8.64 to 8.65 (Severability) 
 8.66 to 8.69 (Managing disputes and Mediation) 
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 8.80 to 8.88 (Confidentiality) 
 8.89 to 8.90 (Waiver and cumulative remedies) 
 8.91 to 8.101 (Corporate Social Responsibility) 
 paragraphs 1 to 10 of the Framework Agreement glossary and interpretation 
 any audit provisions from the Framework Agreement set out by the Buyer in the Order 

Form 
  

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows: 

2.2.1 a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off 
Contract’ 

2.2.2 a reference to ‘CCS’ will be a reference to ‘the Buyer’ 
2.2.3 a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and 

Supplier as Parties under this Call-Off Contract 
 
2.3 The Parties acknowledge that they are required to complete the applicable Annexes 

contained in Schedule 4 (Processing Data) of the Framework Agreement for the purposes 
of this Call-Off Contract. The applicable Annexes being reproduced at Schedule 7 of this 
Call-Off Contract. 
 

2.4 The Framework Agreement incorporated clauses will be referred to as incorporated 
Framework clause ‘XX’, where ‘XX’ is the Framework Agreement clause number. 
 

2.5 When an Order Form is signed, the terms and conditions agreed in it will be incorporated 
into this Call-Off Contract. 

 

3. Supply of services 

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the 
terms of the Call-Off Contract and the Supplier’s Application. 

3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance 
criteria, as defined in the Order Form. 

 

4. Supplier staff 

4.1 The Supplier Staff must: 

4.1.1 be appropriately experienced, qualified and trained to supply the Services 
 

4.1.2 apply all due skill, care and diligence in faithfully performing those duties 
 

4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the 
Services to the reasonable satisfaction of the Buyer 

 
4.1.4 respond to any enquiries about the Services as soon as reasonably possible 

 
4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer 

 
4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered 

to be employees, workers, agents or contractors of the Buyer. 
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4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent 

experience and qualifications to the substituted staff member. 
 

4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the 
Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35. 
 

4.5 The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder 
if the Supplier is delivering the Services Inside IR35. 
 

4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before 
the Start date or at any time during the provision of Services to provide a preliminary view 
of whether the Services are being delivered Inside or Outside IR35. If the Supplier has 
completed the Indicative Test, it must download and provide a copy of the PDF with the 14-
digit ESI reference number from the summary outcome screen and promptly provide a copy 
to the Buyer. 
 

4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, 
the Supplier must provide the Buyer with all relevant information needed to enable the 
Buyer to conduct its own IR35 Assessment. 
 

4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the 
ESI reference number and a copy of the PDF to the Supplier. 

 

5. Due diligence 

 5.1 Both Parties agree that when entering into a Call-Off Contract they: 

5.1.1 have made their own enquiries and are satisfied by the accuracy of any information 
supplied by the other Party 

5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract 
terms 

5.1.3 have raised all due diligence questions before signing the Call-Off Contract 

5.1.4 have entered into the Call-Off Contract relying on its own due diligence 

 

6.  Business continuity and disaster recovery 

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service 
descriptions. 

 
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services 

and will be performed by the Supplier when required. 
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must 

ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s 
own plans. 
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7. Payment, VAT and Call-Off Contract charges 

7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of 
the Services. 

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on 
receipt of a valid invoice. 

7.3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices 
submitted to the Buyer for the Services will be exclusive of any Management Charge. 

7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the 
Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee 
levied for using the GPC and must not recover this charge from the Buyer. 

7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud 
Services supplied. The Buyer may request the Supplier provides further documentation to 
substantiate the invoice. 

7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each 
Subcontract which specifies that payment must be made to the Subcontractor within 30 
days of receipt of a valid invoice. 

7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate. 

7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the 
amount as a separate line item. 

7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the 
Supplier's failure to account for or to pay any VAT on payments made to the Supplier under 
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days 
before the date on which the tax or other liability is payable by the Buyer. 

7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is 
entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed 
sums of money. Interest will be payable by the Buyer on the late payment of any 
undisputed sums of money properly invoiced under the Late Payment of Commercial Debts 
(Interest) Act 1998. 

7.11 If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount and 
return the invoice within 10 Working Days of the invoice date. The Buyer will provide a 
covering statement with proposed amendments and the reason for any non-payment. The 
Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it 
accepts the amendments. If it does then the Supplier must provide a replacement valid 
invoice with the response. 

7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly 
define the consumption of services over the duration of the Call-Off Contract. The Supplier 
agrees that the Buyer’s volumes indicated in the Order Form are indicative only. 
 

8. Recovery of sums due and right of set-off 

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off 
Contract Charges. 
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9. Insurance 

9.1 The Supplier will maintain the insurances required by the Buyer including those in this 
clause. 

9.2 The Supplier will ensure that: 
 

9.2.1 during this Call-Off Contract, Subcontractors hold third party public and products 
liability insurance of the same amounts that the Supplier would be legally liable to 
pay as damages, including the claimant's costs and expenses, for accidental death 
or bodily injury and loss of or damage to Property, to a minimum of £1,000,000 

 
9.2.2 the third-party public and products liability insurance contains an ‘indemnity to 

principals’ clause for the Buyer’s benefit 
 
9.2.3 all agents and professional consultants involved in the Services hold professional 

indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim 
during the Call-Off Contract, and for 6 years after the End or Expiry Date 

 
9.2.4 all agents and professional consultants involved in the Services hold employers 

liability insurance (except where exempt under Law) to a minimum indemnity of 
£5,000,000 for each individual claim during the Call-Off Contract, and for 6 years 
after the End or Expiry Date 

 
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend 

existing policies bought under the Framework Agreement. 
 

9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with 
this clause: 
 
9.4.1 a broker's verification of insurance 
 
9.4.2 receipts for the insurance premium 
 
9.4.3 evidence of payment of the latest premiums due 
 

9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or 
this Call-Off Contract and the Supplier will: 
 
9.5.1 take all risk control measures using Good Industry Practice, including the 

investigation and reports of claims to insurers 
 

9.5.2 promptly notify the insurers in writing of any relevant material fact under any 
Insurances 

 
9.5.3 hold all insurance policies and require any broker arranging the insurance to hold 

any insurance slips and other evidence of insurance 
  
9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal 

validity of the insurance. 
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9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies 
have been, or are due to be, cancelled, suspended, Ended or not renewed. 
 

9.8 The Supplier will be liable for the payment of any: 
 

9.8.1 premiums, which it will pay promptly 
9.8.2 excess or deductibles and will not be entitled to recover this from the Buyer 
 

10. Confidentiality 

10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully 
indemnified against all Losses, damages, costs or expenses and other liabilities (including 
legal fees) arising from any breach of the Supplier's obligations under the Data Protection 
Legislation or under incorporated Framework Agreement clauses 8.80 to 8.88. The 
indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s 
instruction. 

 

11. Intellectual Property Rights 

11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or 
interest in or to the Intellectual Property Rights (IPRs) of the other Party or its Licensors. 
 

11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-
free licence to use the Project Specific IPRs and any Background IPRs embedded within 
the Project Specific IPRs for the Buyer’s ordinary business activities. 
 

11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the 
Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish 
the IPR as open source. 
 

11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and 
the Supplier must not use third-party IPRs or Background IPRs in relation to the Project 
Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer. 
 

11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses 
which it may incur at any time from any claim of infringement or alleged infringement of a 
third party’s IPRs because of the: 
 
11.5.1 rights granted to the Buyer under this Call-Off Contract 

 
11.5.2 Supplier’s performance of the Services 
 
11.5.3 use by the Buyer of the Services 
 

11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the 
Buyer in writing and must at its own expense after written approval from the Buyer, either: 
 
11.6.1 modify the relevant part of the Services without reducing its functionality or 

performance 
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11.6.2 substitute Services of equivalent functionality and performance, to avoid the 
infringement or the alleged infringement, as long as there is no additional cost or 
burden to the Buyer 
 

11.6.3 buy a licence to use and supply the Services which are the subject of the alleged 
infringement, on terms acceptable to the Buyer 
 

11.7 Clause 11.5 will not apply if the IPR Claim is from: 
 

11.7.2 the use of data supplied by the Buyer which the Supplier isn’t required to verify 
under this Call-Off Contract 
 

11.7.3 other material provided by the Buyer necessary for the Services 
 

11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off 
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money 
paid for the affected Services. 

 

12. Protection of information 

12.1 The Supplier must: 

12.1.1 comply with the Buyer’s written instructions and this Call-Off Contract when 
Processing Buyer Personal Data 
 

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud 
Services or as required by Law or any Regulatory Body 
 

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer 
Personal Data act in compliance with Supplier's security processes 
 

12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data 
including by: 
 
12.2.1 providing the Buyer with full details of the complaint or request 
 
12.2.2 complying with a data access request within the timescales in the Data Protection 

Legislation and following the Buyer’s instructions 
 

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject 
(within the timescales required by the Buyer) 
 

12.2.4 providing the Buyer with any information requested by the Data Subject 
 

12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data 
to any other person (including any Subcontractors) for the provision of the G-Cloud 
Services. 
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13. Buyer data 

13.1 The Supplier must not remove any proprietary notices in the Buyer Data. 

13.2 The Supplier will not store or use Buyer Data except if necessary to fulfil its 
obligations. 

 
13.3 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as 

requested. 
 
13.4 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure 

system that complies with the Supplier’s and Buyer’s security policies and all Buyer 
requirements in the Order Form. 
 

13.5 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and 
prevent its corruption and loss. 
 

13.6 The Supplier will ensure that any Supplier system which holds any protectively marked 
Buyer Data or other government data will comply with: 
 
13.6.1 the principles in the Security Policy Framework:  

https://www.gov.uk/government/publications/security-policy-framework and 
the Government Security Classification policy: 
https:/www.gov.uk/government/publications/government-security-classifications 
 

13.6.2 guidance issued by the Centre for Protection of National Infrastructure on 
Risk Management: 
https://www.cpni.gov.uk/content/adopt-risk-management-approach and 
Protection of Sensitive Information and Assets:  
https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
 

13.6.3 the National Cyber Security Centre’s (NCSC) information risk management 
guidance: 
https://www.ncsc.gov.uk/collection/risk-management-collection 

 
13.6.4 government best practice in the design and implementation of system components, 

including network principles, security design principles for digital services and the 
secure email blueprint: 
https://www.gov.uk/government/publications/technology-code-of-
practice/technology-code-of-practice 
 

13.6.5 the security requirements of cloud services using the NCSC Cloud Security 
Principles and accompanying guidance:  
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 

 
13.6.6 buyer requirements in respect of AI ethical standards 

 
13.7 The Buyer will specify any security requirements for this project in the Order Form. 
 
13.8 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached 

or significantly degraded in any way for any reason, then the Supplier will notify the Buyer 
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immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer 
Data was caused by the action or omission of the Supplier) comply with any remedial action 
reasonably proposed by the Buyer. 
 

13.9 The Supplier agrees to use the appropriate organisational, operational and technological 
processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, 
theft or disclosure. 
 

13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for 
as long as the Supplier holds the Buyer’s Data. 

 

14. Standards and quality 

14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and 
the Framework Agreement. 
 

14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its 
obligations under the Technology Code of Practice, which is at:  
https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-
of-practice 

 
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud 

Services comply with the requirements in the PSN Code of Practice. 
 

14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the 
services have the relevant PSN compliance certification. 
 

14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN 
Authority considers there is a risk to the PSN’s security and the Supplier agrees that the 
Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any 
other Supplier liabilities which may arise. 

  

15. Open source 
15.1 All software created for the Buyer must be suitable for publication as open source, unless 

otherwise agreed by the Buyer. 
 

15.2 If software needs to be converted before publication as open source, the Supplier must also 
provide the converted format unless otherwise agreed by the Buyer. 

  

16. Security 

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier 
will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the 
Buyer’s written approval of) a Security Management Plan and an Information Security 
Management System. After Buyer approval the Security Management Plan and Information 
Security Management System will apply during the Term of this Call-Off Contract. Both 
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plans will comply with the Buyer’s security policy and protect all aspects and processes 
associated with the delivery of the Services. 
 

16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus 
definitions available from an industry-accepted antivirus software seller to minimise the 
impact of Malicious Software. 
 

16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service 
Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to 
operating efficiency as soon as possible. 
 

16.4 Responsibility for costs will be at the: 
  

16.4.1 Supplier’s expense if the Malicious Software originates from the Supplier software 
or the Service Data while the Service Data was under the control of the Supplier, 
unless the Supplier can demonstrate that it was already present, not quarantined or 
identified by the Buyer when provided 
 

16.4.2 Buyer’s expense if the Malicious Software originates from the Buyer software or the 
Service Data, while the Service Data was under the Buyer’s control 
 

16.5 The Supplier will immediately notify the Buyer of any breach of security of Buyer’s 
Confidential Information (and the Buyer of any Buyer Confidential Information breach). 
Where the breach occurred because of a Supplier Default, the Supplier will recover the 
Buyer’s Confidential Information however it may be recorded. 
 

16.6 Any system development by the Supplier should also comply with the government’s ‘10 
Steps to Cyber Security’ guidance:  
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security 
 

16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials 
certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or 
equivalent) required for the Services before the Start date. 

  

17. Guarantee 

17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the 
Buyer, the Supplier must give the Buyer on or before the Start date: 
 
17.1.1 an executed Guarantee in the form at Schedule 5 

 
17.1.2 a certified copy of the passed resolution or board minutes of the guarantor 

approving the execution of the Guarantee 
 

18. Ending the Call-Off Contract 
18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the 

Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to 
provide the Services will end on the date in the notice. 
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18.2 The Parties agree that the: 
 

18.2.1 Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable 
considering the type of cloud Service being provided 

 
18.2.2 Call-Off Contract Charges paid during the notice period is reasonable compensation 

and covers all the Supplier’s avoidable costs or Losses 
 

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it 
will indemnify the Supplier against any commitments, liabilities or expenditure which result 
in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable 
steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its 
unavoidable costs by any insurance sums available. The Supplier will submit a fully 
itemised and costed list of the unavoidable Loss with supporting evidence. 
 

18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect 
by written notice to the Supplier if either the Supplier commits: 
 
18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of 

the Buyer, be remedied 
 

18.4.2 any fraud 
 

18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if: 
 
18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract 

(other than failure to pay any amounts due) and, if that breach is remediable, fails to 
remedy it within 15 Working Days of being notified in writing to do so 
 

18.5.2 an Insolvency Event of the other Party happens 
 
18.5.3 the other Party ceases or threatens to cease to carry on the whole or any material 

part of its business 
 

18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier 
must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay 
within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of 
notice in the Order Form. 
 

18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off 
Contract if clause 23.1 applies. 

  

19. Consequences of suspension, ending and expiry 

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off 
Contract or any part of it. 

 
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier 

must continue to provide the Ordered G-Cloud Services until the dates set out in the notice. 
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19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date 
whichever applies) of this Call-Off Contract, except those continuing provisions described in 
clause 19.4. 

 
19.4 Ending or expiry of this Call-Off Contract will not affect: 
 

19.4.1 any rights, remedies or obligations accrued before its Ending or expiration 
 

19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or 
expiry 

 
19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier under 

clauses 
 7 (Payment, VAT and Call-Off Contract charges) 
 8 (Recovery of sums due and right of set-off) 
 9 (Insurance) 
 10 (Confidentiality) 
 11 (Intellectual property rights) 
 12 (Protection of information) 
 13 (Buyer data) 
 19 (Consequences of suspension, ending and expiry) 
 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability) 
 8.44 to 8.50 (Conflicts of interest and ethical walls) 
 8.89 to 8.90 (Waiver and cumulative remedies) 

 
19.4.4 any other provision of the Framework Agreement or this Call-Off Contract which 

expressly or by implication is in force even if it Ends or expires 
  
19.5 At the end of the Call-Off Contract Term, the Supplier must promptly: 
 

19.5.1 return all Buyer Data including all copies of Buyer software, code and any other 
software licensed by the Buyer to the Supplier under it 

 
19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs 

are owned by the Buyer 
 
19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with 

a complete and uncorrupted version in electronic form in the formats and on media 
agreed with the Buyer 

 
19.5.4 destroy all copies of the Buyer Data when they receive the Buyer’s written 

instructions to do so or 12 calendar months after the End or Expiry Date, and 
provide written confirmation to the Buyer that the data has been securely destroyed, 
except if the retention of Buyer Data is required by Law 

 
19.5.5 work with the Buyer on any ongoing work 

 
19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer, 

within 10 Working Days of the End or Expiry Date 
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19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has 

been done, unless there is a legal requirement to keep it or this Call-Off Contract states 
otherwise. 
 

19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at 
the end of the Call-Off Contract Term without the need for the Buyer to serve notice except 
if this Call-Off Contract states otherwise. 

 

20. Notices 

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as 
being 'in writing'. 

 
 Manner of delivery: email 

 Deemed time of delivery: 9am on the first Working Day after sending 

 Proof of service: Sent in an emailed letter in PDF format to the correct email address 
without any error message 

 
20.2 This clause does not apply to any legal action or other method of dispute resolution which 

should be sent to the addresses in the Order Form (other than a dispute notice under this 
Call-Off Contract). 

 

21. Exit plan 

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service 
and the Supplier will follow it. 
 

21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement 
supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off 
Contract Ended before the Expiry Date due to Supplier cause. 
 

21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term 
beyond 24 months the Supplier must provide the Buyer with an additional exit plan for 
approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start date. 
 

21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s 
methodology for achieving an orderly transition of the Services from the Supplier to the 
Buyer or its replacement Supplier at the expiry of the proposed extension period or if the 
contract Ends during that period. 
 

21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work 
with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit 
plan and strategy. 
 

21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is 
subject to the Buyer’s own governance process. Where the Buyer is a central government 
department, this includes the need to obtain approval from GDS under the Spend Controls 
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process. The approval to extend will only be given if the Buyer can clearly demonstrate that 
the Supplier’s additional exit plan ensures that: 
 
21.6.1 the Buyer will be able to transfer the Services to a replacement supplier before the 

expiry or Ending of the extension period on terms that are commercially reasonable 
and acceptable to the Buyer 

 
21.6.2 there will be no adverse impact on service continuity 
 
21.6.3 there is no vendor lock-in to the Supplier’s Service at exit 

 
21.6.4 it enables the Buyer to meet its obligations under the Technology Code Of Practice 

 
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with 

its obligations in the additional exit plan. 
 

21.8 The additional exit plan must set out full details of timescales, activities and roles and 
responsibilities of the Parties for: 
 
21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and 

code reasonably required by the Buyer to enable a smooth migration from the 
Supplier 
 

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to 
the Buyer or a replacement supplier, including conversion to open standards or 
other standards required by the Buyer 
 

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations, 
configurations and databases to the Buyer or a replacement supplier 
 

21.8.4 the testing and assurance strategy for exported Buyer Data 
 
21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations 
 
21.8.6 any other activities and information which is reasonably required to ensure 

continuity of Service during the exit period and an orderly transition 
 

22. Handover to replacement supplier 

22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide 
any: 
 
22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential 

Information in the Supplier’s possession, power or control 
 

22.1.2 other information reasonably requested by the Buyer 
 

22.2 On reasonable notice at any point during the Term, the Supplier will provide any information 
and data about the G-Cloud Services reasonably requested by the Buyer (including 
information on volumes, usage, technical aspects, service performance and staffing). This 
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will help the Buyer understand how the Services have been provided and to run a fair 
competition for a new supplier. 
 

22.3 This information must be accurate and complete in all material respects and the level of 
detail must be sufficient to reasonably enable a third party to prepare an informed offer for 
replacement services and not be unfairly disadvantaged compared to the Supplier in the 
buying process. 
 

23. Force majeure 

23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off 
Contract for more than the number of consecutive days set out in the Order Form, the other 
Party may End this Call-Off Contract with immediate effect by written notice. 

 

24. Liability 

24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total 
liability for Defaults under or in connection with this Call-Off Contract (whether expressed 
as an indemnity or otherwise) will be set as follows: 
 
24.1.1 Property: for all Defaults by either party resulting in direct loss to the property 

(including technical infrastructure, assets, IPR or equipment but excluding any loss 
or damage to Buyer Data) of the other Party, will not exceed the amount in the 
Order Form 
 

24.1.2 Buyer Data: for all Defaults by the Supplier resulting in direct loss, destruction, 
corruption, degradation or damage to any Buyer Data, will not exceed the amount in 
the Order Form 
 

24.1.3 Other Defaults: for all other Defaults by either party, claims, Losses or damages, 
whether arising from breach of contract, misrepresentation (whether under common 
law or statute), tort (including negligence), breach of statutory duty or otherwise will 
not exceed the amount in the Order Form. 

 

25. Premises 

25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it 
causes to the premises. It is responsible for repairing any damage to the premises or any 
objects on the premises, other than fair wear and tear. 
 

25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations 
under this Call-Off Contract. 
 

25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires. 
 

25.4 This clause does not create a tenancy or exclusive right of occupation. 
 
25.5 While on the Buyer’s premises, the Supplier will: 
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25.5.1 comply with any security requirements at the premises and not do anything to 

weaken the security of the premises 
 
25.5.2 comply with Buyer requirements for the conduct of personnel 
 
25.5.3 comply with any health and safety measures implemented by the Buyer 
 
25.5.4 immediately notify the Buyer of any incident on the premises that causes any 

damage to Property which could cause personal injury 
 

25.6 The Supplier will ensure that its health and safety policy statement (as required by the 
Health and Safety at Work etc Act 1974) is made available to the Buyer on request. 

 

26. Equipment 

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to 
provide the Services. 

 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer 

will have no liability for any loss of, or damage to, any Equipment. 
 

26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and 
any other materials leaving the premises in a safe and clean condition. 

 

27. The Contracts (Rights of Third Parties) Act 1999 

 
27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no 

right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This 
does not affect any right or remedy of any person which exists or is available otherwise. 

 

28. Environmental requirements 

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which 
the Supplier will comply with. 
 

28.2 The Supplier must provide reasonable support to enable Buyers to work in an 
environmentally friendly way, for example by helping them recycle or lower their carbon 
footprint. 

 

29. The Employment Regulations (TUPE) 
29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on 

the Start date then it must comply with its obligations under the Employment Regulations 
and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will 
indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply. 
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29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to 

End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately 
disclose to the Buyer all staff information including, but not limited to, the total number of 
staff assigned for the purposes of TUPE to the Services. For each person identified the 
Supplier must provide details of: 
 
29.2.1  the activities they perform 
29.2.2  age 
29.2.3  start date 
29.2.4  place of work 
29.2.5  notice period 
29.2.6  redundancy payment entitlement 
29.2.7  salary, benefits and pension entitlements 
29.2.8  employment status 
29.2.9  identity of employer 
29.2.10 working arrangements 
29.2.11 outstanding liabilities 
29.2.12 sickness absence 
29.2.13 copies of all relevant employment contracts and related documents 
29.2.14 all information required under regulation 11 of TUPE or as reasonably 

requested by the Buyer 
 

29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause 
and will notify the Buyer of any changes to the amended information as soon as reasonably 
possible. The Supplier will permit the Buyer to use and disclose the information to any 
prospective Replacement Supplier. 
 

29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the 
identity and number of staff assigned to the Services (unless reasonably requested by the 
Buyer) or their terms and conditions, other than in the ordinary course of business. 
 

29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the 
Replacement Supplier to communicate with and meet the affected employees or their 
representatives. 
 

29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from 
both: 
 
29.6.1 its failure to comply with the provisions of this clause 
 
29.6.2 any claim by any employee or person claiming to be an employee (or their 

employee representative) of the Supplier which arises or is alleged to arise from any 
act or omission by the Supplier on or before the date of the Relevant Transfer 
 

29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely 
after it Ends or expires. 
 

29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this 
clause but their consent will not be required to vary these clauses as the Buyer and 
Supplier may agree. 
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30. Additional G-Cloud services 

30.1  The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t 
have to buy any Additional Services from the Supplier and can buy services that are the 
same as or similar to the Additional Services from any third party. 
 

30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide 
and monitor performance of the Additional Services using an Implementation Plan. 

 

31. Collaboration 

31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a 
Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration 
Agreement before the Start date. 
 

31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must: 
 

31.2.1 work proactively and in good faith with each of the Buyer’s contractors 
 
31.2.2 co-operate and share information with the Buyer’s contractors to enable the efficient 

operation of the Buyer’s ICT services and G-Cloud Services 
 

32. Variation process 

32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material 
change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is 
called a Variation. 
 

32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their 
G-Cloud Services or their delivery by submitting a Variation request. This includes any 
changes in the Supplier’s supply chain. 

 
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue 

performing its obligations under this Call-Off Contract without the Variation, or End this Call-
Off Contract by giving 30 days notice to the Supplier. 

 

33. Data Protection Legislation (GDPR) 

33.1 Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.59 and 8.60 of the 
Framework Agreement are incorporated into this Call-Off Contract. For reference, the 
appropriate GDPR templates which are required to be completed in accordance with 
clauses 8.59 and 8.60 are reproduced in this Call-Off Contract document at schedule 7. 
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Schedule 3: Collaboration agreement – not used 

Schedule 4: Alternative clauses – not used 

Schedule 5: Guarantee – not used 
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Framework Agreement The clauses of framework agreement RM1557.12 together with the 
Framework Schedules. 

Fraud Any offence under Laws creating offences in respect of fraudulent 
acts (including the Misrepresentation Act 1967) or at common law in 
respect of fraudulent acts in relation to this Call-Off Contract or 
defrauding or attempting to defraud or conspiring to defraud the 
Crown. 

Freedom of Information 
Act or FoIA 

The Freedom of Information Act 2000 and any subordinate 
legislation made under the Act together with any guidance or codes 
of practice issued by the Information Commissioner or relevant 
government department in relation to the legislation. 

G-Cloud Services The cloud services described in Framework Agreement Section 2 
(Services Offered) as defined by the Service Definition, the Supplier 
Terms and any related Application documentation, which the 
Supplier must make available to CCS and Buyers and those 
services which are deliverable by the Supplier under the 
Collaboration Agreement.

GDPR General Data Protection Regulation (Regulation (EU) 2016/679) 

Good Industry Practice Standards, practices, methods and process conforming to the Law 
and the exercise of that degree of skill and care, diligence, prudence 
and foresight which would reasonably and ordinarily be expected 
from a skilled and experienced person or body engaged in a similar 
undertaking in the same or similar circumstances. 

Government 
Procurement Card 

The government’s preferred method of purchasing and payment for 
low value goods or services. 

Guarantee The guarantee described in Schedule 5. 

Guidance Any current UK government guidance on the Public Contracts 
Regulations 2015. In the event of a conflict between any current UK 
government guidance and the Crown Commercial Service guidance, 
current UK government guidance will take precedence. 

Implementation Plan The plan with an outline of processes (including data standards for 
migration), costs (for example) of implementing the services which 
may be required as part of Onboarding. 

Indicative test ESI tool completed by contractors on their own behalf at the request 
of CCS or the Buyer (as applicable) under clause 4.6. 
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Know-How All ideas, concepts, schemes, information, knowledge, techniques, 
methodology, and anything else in the nature of know-how relating 
to the G-Cloud Services but excluding know-how already in the 
Supplier’s or CCS’s possession before the Start date. 

Law 
Any law, subordinate legislation within the meaning of Section 21(1) 
of the Interpretation Act 1978, bye-law, enforceable right within the 
meaning of Section 2 of the European Communities Act 1972, 
regulation, order, regulatory policy, mandatory guidance or code of 
practice, judgment of a relevant court of law, or directives or 
requirements with which the relevant Party is bound to comply. 

LED Law Enforcement Directive (EU) 2016/680. 

Loss All losses, liabilities, damages, costs, expenses (including legal 
fees), disbursements, costs of investigation, litigation, settlement, 
judgment, interest and penalties whether arising in contract, tort 
(including negligence), breach of statutory duty, misrepresentation 
or otherwise and 'Losses' will be interpreted accordingly. 

Lot Any of the 3 Lots specified in the ITT and Lots will be construed 
accordingly. 

Malicious Software Any software program or code intended to destroy, interfere with, 
corrupt, or cause undesired effects on program files, data or other 
information, executable code or application software macros, 
whether or not its operation is immediate or delayed, and whether 
the malicious software is introduced wilfully, negligently or without 
knowledge of its existence. 

Management Charge The sum paid by the Supplier to CCS being an amount of up to 1% 
but currently set at 0.75% of all Charges for the Services invoiced to 
Buyers (net of VAT) in each month throughout the duration of the 
Framework Agreement and thereafter, until the expiry or End of any 
Call-Off Contract. 

Management Information The management information specified in Framework Agreement 
section 6 (What you report to CCS). 

Material Breach Those breaches which have been expressly set out as a Material 
Breach and any other single serious breach or persistent failure to 
perform as required under this Call-Off Contract. 

Ministry of Justice Code The Ministry of Justice’s Code of Practice on the Discharge of the 
Functions of Public Authorities under Part 1 of the Freedom of 
Information Act 2000. 
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documentation and schema but not including the Supplier’s 
Background IPRs. 

Property Assets and property including technical infrastructure, IPRs and 
equipment. 

Protective Measures Appropriate technical and organisational measures which may 
include: pseudonymisation and encrypting Personal Data, ensuring 
confidentiality, integrity, availability and resilience of systems and 
services, ensuring that availability of and access to Personal Data 
can be restored in a timely manner after an incident, and regularly 
assessing and evaluating the effectiveness of such measures 
adopted by it. 

PSN or Public Services 
Network 

The Public Services Network (PSN) is the government’s high-
performance network which helps public sector organisations work 
together, reduce duplication and share resources. 

Regulatory body or 
bodies 

Government departments and other bodies which, whether under 
statute, codes of practice or otherwise, are entitled to investigate or 
influence the matters dealt with in this Call-Off Contract. 

Relevant person Any employee, agent, servant, or representative of the Buyer, any 
other public body or person employed by or on behalf of the Buyer, 
or any other public body. 

Relevant Transfer A transfer of employment to which the employment regulations 
applies. 

Replacement Services Any services which are the same as or substantially similar to any of 
the Services and which the Buyer receives in substitution for any of 
the services after the expiry or Ending or partial Ending of the Call-
Off Contract, whether those services are provided by the Buyer or a 
third party. 

Replacement supplier Any third-party service provider of replacement services appointed 
by the Buyer (or where the Buyer is providing replacement Services 
for its own account, the Buyer). 

Security management 
plan 

The Supplier's security management plan developed by the Supplier 
in accordance with clause 16.1. 

Services The services ordered by the Buyer as set out in the Order Form. 

Service data Data that is owned or managed by the Buyer and used for the G-
Cloud Services, including backup data. 
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Supplier terms The relevant G-Cloud Service terms and conditions as set out in the 
Terms and Conditions document supplied as part of the Supplier’s 
Application. 

Term The term of this Call-Off Contract as set out in the Order Form. 

User An individual authorized by the Buyer to use the Software and 
Services. User(s) may include Buyer employees, consultants, and 
contractors, and, if applicable, Buyer customers. 

Variation This has the meaning given to it in clause 32 (Variation process). 

Working Days Any day other than a Saturday, Sunday or public holiday in England 
and Wales. 

Year A contract year. 
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Schedule 7: GDPR Information 

This schedule reproduces the annexes to the GDPR schedule contained within the Framework 
Agreement and incorporated into this Call-off Contract. 

Annex 1: Processing Personal Data 

This Annex shall be completed by the Controller, who may take account of the view of the 
Processors, however the final decision as to the content of this Annex shall be with the Buyer at its 
absolute discretion. 

1.1 The contact details of the Buyer’s Data Protection Officer are:   
1.2 The contact details of the Supplier’s Data Protection Officer are:  
1.3 The Processor shall comply with any further written instructions with respect to Processing 

by the Controller. 
1.4 Any such further instructions shall be incorporated into this Annex. 
 

Descriptions Details 

Identity of Controller for each Category 
of Personal Data 

The Buyer is Controller and the Supplier is 
Processor 
 
The Parties acknowledge that in accordance 
with paragraph 2-15 Framework Agreement 
Schedule 4 (Where the Party is a Controller and 
the other Party is Processor) and for the 
purposes of the Data Protection Legislation, the 
Buyer is the Controller and the Supplier is the 
Processor of the following Personal Data: 
 

 Supplier will process configuration, 
performance, usage, and consumption 
data, which may include hardware 
identification, operating system, 
application software, peripheral 
hardware, internet protocol address, 
about Buyer and Buyer’s Users’ use of 
the Software in accordance with its 
Privacy Notice  

 
 
The Parties are Independent Controllers of 
Personal Data 
 
The Parties acknowledge that they are 
Independent Controllers for the purposes of the 
Data Protection Legislation in respect of: 
 

 Business contact details of Supplier 
Personnel for which the Supplier is the 
Controller 
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entity. Subject to this Agreement, Affiliates may use the Software Support provided hereunder. All references 
to SolarWinds shall be deemed to be references to SolarWinds and its Affiliates, and all references to 
Company, You, or Your shall be deemed to be references to Company and its Affiliate(s). 

1.2 Contact means the person(s) designated by You to act as the Company’s point of contact and who is 
otherwise responsible for the day-to-day administration of the Software and the activities and responsibilities 
agreed hereto. 

1.3 Computer means the hardware, if the hardware is a single computer system, whether physical or virtual, 
or means the computer system with which the hardware operates, if the hardware is a computer system 
component. 

1.4 Documentation means the official user documentation provided by SolarWinds Worldwide to You on the 
use of the Software. For the avoidance of doubt, any installation guide or end user documentation not 
prepared or provided by SolarWinds Worldwide; any online community site; unofficial documentation, videos, 
white papers, or related media; or feedback does not constitute Documentation. 

1.5 EULA means the SolarWinds End User License Agreement. 

1.6 Support Addendum(a) means additional terms and conditions set forth in Section 5 that relate to the 
applicable Software or support. 

1.7 Release means all generally available releases of the Software that (i) contain new features, 
functionality, extensions, or fixes for bugs, and (ii) are designated by means of a change in the digit to either 
the left of the first decimal point (e.g., Software 8.0>> Software 9.0), to the right of the decimal point (e.g., 
Software 8.0>>Software 8.1), or to the right of the second decimal point (e.g. Software 8.0>>Software 8.0.1). 

1.8 Software means the object code versions of the product, together with the updates, Releases, 
modifications or enhancements, owned and provided by SolarWinds Worldwide to You pursuant to the 
EULA. 

1.9 Software Support means the standard maintenance and/or support to be provided by SolarWinds or its 
designated agents as set forth in this Agreement. 

1.10 Supported Platform means a Computer or platform that functions with the Software and components 
contemplated for use with the Software. Changes to any of the foregoing that break compatibility or inhibit 
the functionality of the Software, unless authorized by the Documentation, do not constitute a Supported 
Platform. 

1.11 Term means the period that You are eligible to receive Software Support, which starts: (i) the day the 
Software is delivered to You, or (ii) if You are purchasing out-of-maintenance Software Support, the date that 
You renew Your Software Support, to the date that the Software Support expires. 

  

2. SOFTWARE SUPPORT 

2.1 SolarWinds Support. Subject to the terms and conditions of this Agreement, SolarWinds shall, during 
the Term, provide You with Software Support, provided that You have obtained such Software from 
SolarWinds Worldwide. 

2.2 Provision of Software Support. During the Term, You may receive: 

2.2.1 Online Software Support. Your Contact(s) may submit support and related requests via an online 
webform that is available on SolarWinds’ customer portal (“SolarWinds Customer Portal”) and its websites 24 
hours a day, 7 days a week, 365 days a year. Each request is given a unique identification number for Your 
convenience and reference. All online support submissions are managed using the English language. 

2.2.2 Telephone Software Support. Telephone support is generally available 24 hours a day, 7 days a 
week, 365 days a year. 

2.2.3 Releases. You may receive Releases of the Software, which can be obtained from SolarWinds’ 
Customer Portal. 

  

3. LIMITATIONS OF SOFTWARE SUPPORT 

3.1 Purchase Requirement. Except as otherwise agreed upon by SolarWinds, You may purchase Software 
Support only for the most current, generally available Release of the Software. 
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3.2 Access to Your Computer System. Upon explicit request by You, You acknowledge that SolarWinds 
may perform Software Support that may be conditioned upon access to Your Computer and/or Supported 
Platform. You understand and agree that the completeness and accuracy of the information You provide to 
SolarWinds may affect SolarWinds’ ability to provide Software Support to You. 

3.3 Exclusions. SolarWinds will have no obligation to provide Software Support for problems caused by or 
arising out of the following: 

3.3.1 Modifications or changes to the Supported Platform or Software, except for any modification or change 
made by You as directed by SolarWinds in the Documentation; 

3.3.2 Use of the Software that is not authorized in the EULA or the Documentation; 

3.3.3 External physical factors, such as inclement weather conditions, which affects the ability to provide 
Software Support and which may cause electrical or electromagnetic stress or a failure of electric power, air 
conditioning or humidity control; neglect; misuse; operation of the Software with other media not in 
accordance with Documentation; or causes other than ordinary use; and 

3.3.4 Third party products that are not authorized by SolarWinds in the Documentation or, for any third party 
products that are authorized by SolarWinds in the Documentation, problems solely arising from such third 
party products. 

3.4 Supported Releases. SolarWinds shall not be obligated to provide Software Support for any Release of 
the Software aside from the current and previous Release of the Software. Notwithstanding anything to the 
contrary herein, SolarWinds may, at its discretion, decide to retire the Software from time to time (“End of 
Life”). SolarWinds shall publicly post a notice of End of Life, including the last date of general commercial 
availability of the affected Software and the timeline for discontinuing the Software Support on its website. 
SolarWinds shall have no obligation to provide Software Support for Software that is outside of the applicable 
service life. 

4. YOUR OBLIGATIONS 

4.1 In addition to Your compliance with this Agreement, SolarWinds’ obligation to provide You with Software 
Support are subject to the following: 

4.1.1 You agreeing to receive communications from SolarWinds via email, telephone, and other formats, 
including communications concerning Software Support, the extent of Your coverage, errors, technical 
issues, and availability of Releases. 

4.1.2 The delivery of the Company name as well as Your Contact’s name, relevant contact information, and 
Your SolarWinds identification number when You request Software Support. 

4.1.3 Your cooperation with SolarWinds to enable SolarWinds to provide You with the Software Support. 

4.1.4 The assumption of responsibility for performing all operations on the Supported Platform and for the 
use of the Software. SolarWinds shall have no responsibility to perform operations on Your Computer or the 
Supported Platform or for operations performed on Your Computer or the Supported Platform. You are solely 
responsible for the use of the Software and shall properly train Your personnel in the use and application of 
the Software in accordance with the EULA and the Documentation. 

4.1.5 Your prompt notification to SolarWinds of all problems with the Software and Your prompt 
implementation of any corrective procedures provided by SolarWinds relating to the Software. 

4.1.6 Your protection, storage, and back-up of data and information stored on Your Computer or Supported 
Platform on which and with which the Software is used. You are solely responsible for Your data and 
information and should confirm that such data and information is protected and backed up in accordance 
with any internal or regulatory requirements. 

4.2 Internal Use. The Software Support purchased by You is intended for use by You and only for Your 
benefit. 

4.3 Designated Contact Requirements. The parties agree that the Software Support is intended to be 
provided to technical personnel performing the daily administration of the Software on Your Computer. You 
shall identify at least one Contact for SolarWinds’ records, and at least one of Your Contacts must be an 
administrator who coordinates and controls access for other Contacts from the Company. SolarWinds will 
provide Software Support to only Your Contact(s). You may not use a single Contact to act as a mere 
forwarding service for other personnel. Each Contact must be able to communicate in English and possess 
the relevant technical knowledge necessary to assist SolarWinds in performing the Software Support 
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contemplated under this Agreement. You must promptly notify SolarWinds of any change in Your Contacts in 
writing. You shall allow one calendar week for processing by SolarWinds of any change in Contacts. 

5. SUPPORT ADDENDA. If you are purchasing any of the below-listed Software support services, the 
addendum to this Agreement identified below and located at: https://www.solarwinds.com/legal/legal-
documents shall also apply. 

Support Addendum 

SolarWinds Smart Start SolarWinds Smart Start Addendum 

SolarWinds Smart Start Orion Upgrade SolarWinds Smart Start Orion Upgrade Addendum 

SolarWinds Premier Support SolarWinds Premier Support Addendum 

 

 

 

Schedule 9: Additional Terms 

 
1. SPECIAL TERMS 

1.1 The parties agree that Part B: Terms and Conditions of the Call-Off Contract are varied as follows: 

1.1.1 The words "(internal)" shall be inserted after the words "for the Buyer's ordinary" in Clause 11.2. 

1.1.2 Clause 11.3 shall be deleted and a new Clause 11.3 shall be inserted in its place: 

"Supplier may not:  

11.3.1  provide, make available to, or permit other individuals to use the Services or Delivera-
bles, except as expressly provided for under these terms, either in whole or part;  

11.3.2 modify, translate, reverse engineer, decompile, disassemble, create derivative works, 
or otherwise attempt to derive the source code based upon the Services except to the 
extent reverse engineering is permitted by applicable law;  

11.3.3 copy, reproduce, republish, upload, post, or transmit the Services or Deliverables (ex-
cept for back-up or archival purposes, which will not be used for transfer, distribution, 
or sale);  

11.3.4 license, sell, rent, lease, transfer, sublicense, distribute, or otherwise transfer rights to 
the Services or Deliverables; 

11.3.5 remove any proprietary notices or labels on the Services or Deliverables;  

11.3.6 use the Services or Deliverables to store or transmit infringing, libellous, unlawful, or 
tortious material or to store or transmit material in violation of third party rights, in-
cluding privacy rights; or  

11.3.7 use the Services or Deliverables in a manner that results in excessive use or circumven-
tion of the technical limitations or usage limits of the Services.  

Any such forbidden use shall immediately terminate Buyer's license and/or right to use the Services, Delivera-
bles and related IPRs provided under this Call-Off Contract.  
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The Software is intended only for use with public domain or properly licensed third-party materials. All respon-
sibility for obtaining such a license is the Buyer's, and the Supplier shall not be responsible for the 
Buyer's failure to do so."  

1.1.3 Clause 11.4 shall be deleted. 

1.1.4 The words "in the US or EEA" shall be inserted after the words "third party's IPR" in Clause 11.5. 

1.1.5 The following words shall be inserted as new Clauses 11.7.4 – 11.7.6: 

"11.7.4  an IPR Claim which was initially notified to the Buyer and the Buyer did not promptly 
notify the Supplier in writing of the claim 

11.7.5 an IPR Claim where the Supplier was not granted sole control of the selection of 
counsel, defence, and settlement of the claim 

11.7.6 an IPR Claim where the Buyer did not provide the Supplier with reasonable assis-
tance, information and authority required for the defence and settlement of the 
claim"  

1.1.6 The following words shall be inserted as a new Clause 13.11: 

"The Buyer shall review the Supplier's: 

13.11.1  Code of Conduct 

13.11.2 Security Statements available here: https://www.solarwinds.com/security/security-
statement 

13.11.3 Privacy Policy available here: https://www.solarwinds.com/legal/privacy 

and inform the Supplier of any changes to such policies as it may reasonably request in order to 
ensure compliance with this Clause 13." 




