Redacted under Section 40 and
Section 43 of the FOI Act (2000)

@® posted, at 10am on the second Working Day after it was put into the post

@® sent by email, at the time of despatch, if despatched before 5pm on any Working Day, and in any other

case at 10am on the next Working Day

In proving Service of a notice or demand on the Guarantor or the Buyer, it will be sufficient to prove that delivery
was made, or that the envelope containing the notice or demand was properly addressed and posted as a prepaid

first class recorded delivery letter, or that the fax message was properly addressed and despatched

Any notice purported to be served on the Buyer under this Deed of Guarantee will only be valid when received in

writing by the Buyer.
Beneficiary’s protections

The Guarantor will not be discharged or released from this Deed of Guarantee by:

@ any arrangement made between the Supplier and the Buyer (whether or not such arrangement is made

with the assent of the Guarantor)
@ any amendment to or termination of the Call-Off Contract

@ any forbearance or indulgence as to payment, time, performance or otherwise granted by the Buyer
(whether or not such amendment, termination, forbearance or indulgence is made with the assent of the

Guarantor)
@ the Buyer doing (or omitting to do) anything which, but for this provision, might exonerate the Guarantor
This Deed of Guarantee will be a continuing security for the Guaranteed Obligations and accordingly:

@ it will not be discharged, reduced or otherwise affected by any partial performance (except to the extent of
such partial performance) by the Supplier of the Guaranteed Obligations or by any omission or delay on

the part of the Buyer in exercising its rights under this Deed of Guarantee

@® it will not be affected by any dissolution, amalgamation, reconstruction, reorganisation, change in status,
function, control or ownership, insolvency, liquidation, administration, appointment of a receiver, voluntary
arrangement, any legal limitation or other incapacity, of the Supplier, the Buyer, the Guarantor or any other

person

@® if for any reason, any of the Guaranteed Obligations is void or unenforceable against the Supplier, the
Guarantor will be liable for that purported obligation or liability as if the same were fully valid and

enforceable and the Guarantor were principal debtor

@ the rights of the Buyer against the Guarantor under this Deed of Guarantee are in addition to, will not be
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affected by and will not prejudice, any other security, guarantee, indemnity or other rights or remedies

available to the Buyer

The Buyer will be entitled to exercise its rights and to make demands on the Guarantor under this Deed of
Guarantee as often as it wishes. The making of a demand (whether effective, partial or defective) relating to the
breach or non-performance by the Supplier of any Guaranteed Obligation will not preclude the Buyer from making

a further demand relating to the same or some other Default regarding the same Guaranteed Obligation.
The Buyer will not be obliged before taking steps to enforce this Deed of Guarantee against the Guarantor to:
@® obtain judgment against the Supplier or the Guarantor or any third party in any court
@ make or file any claim in a bankruptcy or liquidation of the Supplier or any third party
@ take any action against the Supplier or the Guarantor or any third party
@ resort to any other security or guarantee or other means of payment

No action (or inaction) by the Buyer relating to any such security, guarantee or other means of payment will

prejudice or affect the liability of the Guarantor.

The Buyer's rights under this Deed of Guarantee are cumulative and not exclusive of any rights provided by Law.

The Buyer's rights may be exercised as often as the Buyer deems expedient.

Any waiver by the Buyer of any terms of this Deed of Guarantee, or of any Guaranteed Obligations, will only be

effective if given in writing and then only for the purpose and upon the terms and conditions on which it is given.

Any release, discharge or settlement between the Guarantor and the Buyer will be conditional upon no security,
disposition or payment to the Buyer by the Guarantor or any other person being void, set aside or ordered to be
refunded following any enactment or Law relating to liquidation, administration or insolvency or for any other
reason. If such condition will not be fulfilled, the Buyer will be entitled to enforce this Deed of Guarantee
subsequently as if such release, discharge or settlement had not occurred and any such payment had not been
made. The Buyer will be entitled to retain this security before and after the payment, discharge or satisfaction of all
monies, obligations and liabilities that are or may become due owing or incurred to the Buyer from the Guarantor

for such period as the Buyer may determine.

Representations and warranties

The Guarantor hereby represents and warrants to the Buyer that:

@® the Guarantor is duly incorporated and is a validly existing company under the Laws of its place of

incorporation
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@® has the capacity to sue or be sued in its own name

@® the Guarantor has power to carry on its business as now being conducted and to own its Property and

other assets

@® the Guarantor has full power and authority to execute, deliver and perform its obligations under this Deed
of Guarantee and no limitation on the powers of the Guarantor will be exceeded as a result of the

Guarantor entering into this Deed of Guarantee

@ the execution and delivery by the Guarantor of this Deed of Guarantee and the performance by the
Guarantor of its obligations under this Deed of Guarantee including entry into and performance of a Call-
Off Contract following Clause 3) have been duly authorised by all necessary corporate action and do not

contravene or conflict with:

O the Guarantor's memorandum and articles of association or other equivalent constitutional
documents, any existing Law, statute, rule or Regulation or any judgment, decree or permit to

which the Guarantor is subject

O the terms of any agreement or other document to which the Guarantor is a party or which is

binding upon it or any of its assets
O all governmental and other authorisations, approvals, licences and consents, required or desirable

This Deed of Guarantee is the legal valid and binding obligation of the Guarantor and is enforceable against the

Guarantor in accordance with its terms.

Payments and set-off

All sums payable by the Guarantor under this Deed of Guarantee will be paid without any set-off, lien or
counterclaim, deduction or withholding, except for those required by Law. If any deduction or withholding must be
made by Law, the Guarantor will pay that additional amount to ensure that the Buyer receives a net amount equal
to the full amount which it would have received if the payment had been made without the deduction or

withholding.

The Guarantor will pay interest on any amount due under this Deed of Guarantee at the applicable rate under the
Late Payment of Commercial Debts (Interest) Act 1998, accruing on a daily basis from the due date up to the date

of actual payment, whether before or after judgment.

The Guarantor will reimburse the Buyer for all legal and other costs (including VAT) incurred by the Buyer in

connection with the enforcement of this Deed of Guarantee.
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Guarantor's acknowledgement

The Guarantor warrants, acknowledges and confirms to the Buyer that it has not entered into this Deed of
Guarantee in reliance upon the Buyer nor been induced to enter into this Deed of Guarantee by any representation,
warranty or undertaking made by, or on behalf of the Buyer, (whether express or implied and whether following

statute or otherwise) which is not in this Deed of Guarantee.

Assighment

The Buyer will be entitled to assign or transfer the benefit of this Deed of Guarantee at any time to any person
without the consent of the Guarantor being required and any such assignment or transfer will not release the

Guarantor from its liability under this Guarantee.
The Guarantor may not assign or transfer any of its rights or obligations under this Deed of Guarantee.

Severance

If any provision of this Deed of Guarantee is held invalid, illegal or unenforceable for any reason by any court of
competent jurisdiction, such provision will be severed and the remainder of the provisions will continue in full force
and effect as if this Deed of Guarantee had been executed with the invalid, illegal or unenforceable provision

eliminated.

Third-party rights

A person who is not a Party to this Deed of Guarantee will have no right under the Contracts (Rights of Third
Parties) Act 1999 to enforce any term of this Deed of Guarantee. This Clause does not affect any right or remedy of

any person which exists or is available otherwise than following that Act.

Governing law

This Deed of Guarantee, and any non-Contractual obligations arising out of or in connection with it, will be

governed by and construed in accordance with English Law.

The Guarantor irrevocably agrees for the benefit of the Buyer that the courts of England will have jurisdiction to
hear and determine any suit, action or proceedings and to settle any dispute which may arise out of or in
connection with this Deed of Guarantee and for such purposes hereby irrevocably submits to the jurisdiction of

such courts.

Nothing contained in this Clause will limit the rights of the Buyer to take proceedings against the Guarantor in any
other court of competent jurisdiction, nor will the taking of any such proceedings in one or more jurisdictions
preclude the taking of proceedings in any other jurisdiction, whether concurrently or not (unless precluded by
applicable Law).

64

G-Cloud 11 Call-Off Contract



The Guarantor irrevocably waives any objection which it may have now or in the future to the courts of England
being nominated for this Clause on the ground of venue or otherwise and agrees not to claim that any such court

is nhot a convenient or appropriate forum.

[The Guarantor hereby irrevocably designates, appoints and empowers [the Supplier] [a suitable alternative to be
agreed if the Supplier's registered office is not in England or Wales] either at its registered office or on fax nhumber
linsert fax no.] from time to time to act as its authorised agent to receive notices, demands, Service of process and
any other legal summons in England and Wales for the purposes of any legal action or proceeding brought or to
be brought by the Buyer in respect of this Deed of Guarantee. The Guarantor hereby irrevocably consents to the

Service of notices and demands, Service of process or any other legal summons served in such way.]

IN WITNESS whereof the Guarantor has caused this instrument to be executed and delivered as a Deed the day

and year first before written.

EXECUTED as a DEED by

[Insert name of the Guarantor] acting by [Insert names]
Director

Director/Secretary

Schedule 6 - Glossary and interpretations

In this Call-Off Contract the following expressions mean:

Expression Meaning

Additional Services Any services ancillary to the G-Cloud Services that are in the
scope of Framework Agreement Section 2 (Services Offered)

which a Buyer may request.

Admission Agreement The agreement to be entered into to enable the Supplier to

participate in the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to
Tender (known as the Invitation to Apply on the Digital
Marketplace).

Audit An audit carried out under the incorporated Framework

Agreement clauses specified by the Buyer in the Order (if any).
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Background IPRs

For each Party, IPRs:

@® owned by that Party before the date of this Call-Off
Contract (as may be enhanced and/or modified but not
as a consequence of the Services) including IPRs
contained in any of the Party's Know-How,
documentation and processes

@ created by the Party independently of this Call-Off

Contract, or

For the Buyer, Crown Copyright which isn’t available to the
Supplier otherwise than under this Call-Off Contract, but
excluding IPRs owned by that Party in Buyer software or

Supplier software.

Buyer The contracting authority ordering services as set out in the
Order Form.
Buyer Data All data supplied by the Buyer to the Supplier including

Personal Data and Service Data that is owned and managed by

the Buyer.

Buyer Personal Data

The personal data supplied by the Buyer to the Supplier for

purposes of, or in connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-Off

Contract.

Buyer Software

Software owned by or licensed to the Buyer (other than under
this Agreement), which is or will be used by the Supplier to

provide the Services.

Call-Off Contract

This call-off contract entered into following the provisions of
the Framework Agreement for the provision of Services made
between the Buyer and the Supplier comprising the Order
Form, the Call-Off terms and conditions, the Call-Off schedules

and the Collaboration Agreement.
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Charges

The prices (excluding any applicable VAT), payable to the
Supplier by the Buyer under this Call-Off Contract.

Collaboration Agreement

An agreement, substantially in the form set out at Schedule 3,
between the Buyer and any combination of the Supplier and
contractors, to ensure collaborative working in their delivery of
the Buyer's Services and to ensure that the Buyer receives end-

to-end services across its IT estate.

Commercially Sensitive

Information

Information, which the Buyer has been notified about by the
Supplier in writing before the Start Date with full details of

why the Information is deemed to be commercially sensitive.

Confidential Information

Data, personal data and any information, which may include
(but isn't limited to) any:

@ information about business, affairs, developments, trade
secrets, know-how, personnel, and third parties,
including all Intellectual Property Rights (IPRs), together
with all information derived from any of the above

@ other information clearly designated as being
confidential or which ought reasonably be considered to
be confidential (whether or not it is marked

‘confidential’).

Control ‘Control’ as defined in section 1124 and 450 of the
Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted
accordingly.

Controller Takes the meaning given in the GDPR.

Crown The government of the United Kingdom (including the

Northern Ireland Assembly and Executive Committee, the
Scottish Executive and the National Assembly for Wales),
including, but not limited to, government ministers and

government departments and particular bodies, persons,

commissions or agencies carrying out functions on its behalf.
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Data Loss Event

event that results, or may result, in unauthorised access to
Personal Data held by the Processor under this Framework
Agreement and/or actual or potential loss and/or destruction
of Personal Data in breach of this Agreement, including any

Personal Data Breach

Data Protection Impact

Assessment

An assessment by the Controller of the impact of the

envisaged Processing on the protection of Personal Data.

Data Protection Legislation
(DPL)

Data Protection Legislation means:

) (i) the GDPR, the LED and any applicable national
implementing Laws as amended from time to time

i) (ii) the DPA 2018 [subject to Royal Assent] to the
extent that it relates to Processing of personal data
and privacy;

iii) (i) all applicable Law about the Processing of
personal data and privacy including if applicable
legally binding guidance and codes of practice

issued by the Information Commissioner .

Data Subject

Takes the meaning given in the GDPR

Default

Default is any:
@ breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)
@ other default, negligence or negligent statement of the
Supplier, of its Subcontractors or any Supplier Staff
(whether by act or omission), in connection with or in
relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation to a Default of the Call-Off

Contract, the Supplier is liable to the Buyer.
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Deliverable(s)

The G-Cloud Services the Buyer contracts the Supplier to
provide under this Call-Off Contract.

Digital Marketplace

The government marketplace where Services are available for

Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

DPA 2018

Data Protection Act 2018.

Employment Regulations

The Transfer of Undertakings (Protection of Employment)
Regulations 2006 (SI 2006/246) (TUPE’) which implements the
Acquired Rights Directive.

End

Means to terminate; and Ended and Ending are construed

accordingly.

Environmental Information

Regulations or EIR

The Environmental Information Regulations 2004 together with
any guidance or codes of practice issued by the Information
Commissioner or relevant Government department about the

regulations.

Equipment

The Supplier's hardware, computer and telecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Off

Contract.

ES| Reference Number

The 14 digit ESI reference number from the summary of

outcome screen of the ESI tool.

Employment Status

Indicator test tool or ESI

The HMRC Employment Status Indicator test tool. The most

up-to-date version must be used. At the time of drafting the

tool tool may be found here:
http://tools.hmrc.gov.uk/esi
Expiry Date The expiry date of this Call-Off Contract in the Order Form.

Force Majeure

A Force Majeure event means anything affecting either Party's
performance of their obligations arising from any:

@ acts, events or omissions beyond the reasonable control
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of the affected Party

@ riots, war or armed conflict, acts of terrorism, nuclear,
biological or chemical warfare

@ acts of government, local government or Regulatory
Bodies

@ fire, flood or disaster and any failure or shortage of
power or fuel

@ industrial dispute affecting a third party for which a

substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:

@ any industrial dispute about the Supplier, its staff, or
failure in the Supplier's (or a Subcontractor's) supply
chain

@ any event which is attributable to the wilful act neglect
or failure to take reasonable precautions by the Party
seeking to rely on Force Majeure

@ the event was foreseeable by the Party seeking to rely
on Force Majeure at the time this Call-Off Contract was
entered into

@ any event which is attributable to the Party seeking to
rely on Force Majeure and its failure to comply with its

own business continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start
Date that are the same as or substantially similar to the
Services. This also includes any Subcontractor or the Supplier

(or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557.11 together with

the Framework Schedules.

Fraud

Any offence under Laws creating offences in respect of
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Call-Off Contract or defrauding or attempting to defraud or

conspiring to defraud the Crown.

Freedom of Information Act
or FolA

The Freedom of Information Act 2000 and any subordinate
legislation made under the Act together with any guidance or
codes of practice issued by the Information Commissioner or

relevant Government department in relation to the legislation.

G-Cloud Services

The cloud services described in Framework Agreement Section
2 (Services Offered) as defined by the Service Definition, the
Supplier Terms and any related Application documentation,
which the Supplier must make available to CCS and Buyers
and those services which are deliverable by the Supplier under

the Collaboration Agreement.

GDPR

The General Data Protection Regulation (Regulation (EU)
2016/679).

Good Industry Practice

Standards, practices, methods and process conforming to the
Law and the exercise of that degree of skill and care, diligence,
prudence and foresight which would reasonably and ordinarily
be expected from a skilled and experienced person or body
engaged in a similar undertaking in the same or similar

circumstances.

Government Procurement
Card

The Government's preferred method of purchasing and
payment for low value goods or services
https://www.gov.uk/government/publications/government-

procurement-card--2.

Guarantee

The guarantee described in Schedule 5.

Guidance

Any current UK Government Guidance on the Public Contracts

Regulations 2015. In the event of a conflict between any

current UK Government Guidance and the Crown Commercial
[ Gy O S g, N 0 | SUUN SRRt Pl [N | Sl o YRS | LR g N | SR [ N W [
ST VILE auiudIiice, CUill ILUN SOVETTIHTIETNIL \aulddiice wWill ldKke
precedence.

G-Cloud 11 Call-Off Contract

71




Implementation Plan The plan with an outline of processes (including data
standards for migration), costs (for example) of implementing

the services which may be required as part of Onboarding.

Indicative Test ESI tool completed by contractors on their own behalf at the

request of CCS or the Buyer (as applicable) under clause 4.6.

Information Has the meaning given under section 84 of the Freedom of
Information Act 2000.

Information Security The information security management system and process
Management System developed by the Supplier in accordance with clause 16.1.
Inside IR35 Contractual engagements which would be determined to be

within the scope of the IR35 Intermediaries legislation if

assessed using the ESI tool.

Insolvency Event Can be:

@ a voluntary arrangement

@® a winding-up petition

@ the appointment of a receiver or administrator
@® an unresolved statutory demand

@® 2 Schedule A1 moratorium.

Intellectual Property Rights | Intellectual Property Rights are:

or IPR @ copyright, rights related to or affording protection
similar to copyright, rights in databases, patents and
rights in inventions, semi-conductor topography rights,
trade marks, rights in internet domain names and
website addresses and other rights in trade names,
designs, Know-How, trade secrets and other rights in
Confidential Information

@ applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are
capable of being registered in any country or
jurisdiction

@ all other rights having equivalent or similar effect in any
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country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intermediary can be:
@ the supplier's own limited company
@ a service or a personal service company

@® a partnership

It does not apply if you work for a client through a Managed
Service Company (MSC) or agency (for example, an

employment agency).

IPR Claim

As set out in clause 11.5.

IR35

IR35 is also known as ‘Intermediaries legislation’. It's a set of
rules that affect tax and National Insurance where a Supplier is

contracted to work for a client through an Intermediary.

IR35 Assessment

Assessment of employment status using the ESI tool to

determine if engagement is Inside or Outside IR35.

Know-How

All ideas, concepts, schemes, information, knowledge,
techniques, methodology, and anything else in the nature of
know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier's or CCS's possession before
the Start Date.

Any applicable Act of Parliament, subordinate legislation within
the meaning of Section 21(1) of the Interpretation Act 1978,

exercise of the royal prerogative, enforceable community right
within the meaning of Section 2 of the European Communities
Act 1972, judgment of a relevant court of law, or directives or

requirements of any Regulatory Body.

LED

Law Enforcement Directive (EU) 2016/680.

Loss

All losses, liabilities, damages, costs, expenses (including legal
fees), disbursements, costs of investigation, litigation,

settlement, judgment, interest and penalties whether arising in
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contract, tort (including negligence), breach of statutory duty,
misrepresentation or otherwise and 'Losses' will be interpreted

accordingly.

Lot

Any of the 3 Lots specified in the ITT and Lots will be

construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data
or other information, executable code or application software
macros, whether or not its operation is immediate or delayed,
and whether the malicious software is introduced wilfully,

negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up

to 1% but currently set at 0.75% of all Charges for the Services
invoiced to Buyers (net of VAT) in each month throughout the
duration of the Framework Agreement and thereafter, until the

expiry or End of any Call-Off Contract.

Management Information

The management information specified in Framework

Agreement section 6 (What you report to CCS).

Material Breach

Those breaches which have been expressly set out as a
material breach and any other single serious breach or
persistent failure to perform as required under this Call-Off

Contract.

Ministry of Justice Code

The Ministry of Justice's Code of Practice on the Discharge of
the Functions of Public Authorities under Part 1 of the

Freedom of Information Act 2000.

New Fair Deal

The revised Fair Deal position in the HM Treasury guidance:
“Fair Deal for staff pensions: staff transfer from central

government” issued in October 2013 as amended.

Order

An order for G-Cloud Services placed by a Contracting Body

with the Supplier in accordance with the Ordering Processes.
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Order Form

The order form set out in Part A of the Call-Off Contract to be

used by a Buyer to order G-Cloud Services.

Ordered G-Cloud Services

G-Cloud Services which are the subject of an Order by the

Buyer.

Outside IR35 Contractual engagements which would be determined to not
be within the scope of the IR35 intermediaries legislation if
assessed using the ESI tool.

Party The Buyer or the Supplier and 'Parties’ will be interpreted

accordingly.

Personal Data

Takes the meaning given in the GDPR.

Personal Data Breach

Takes the meaning given in the GDPR.

Processing

Takes the meaning given in the GDPR

Processor

Takes the meaning given in the GDPR.

Prohibited Act

To directly or indirectly offer, promise or give any person
working
for or engaged by a Buyer or CCS a financial or other
advantage
to:
@ induce that person to perform improperly a relevant
function or activity
@® reward that person for improper performance of a
relevant function or activity
@® commit any offence:
O under the Bribery Act 2010
O under legislation creating offences concerning
Fraud
(O at common Law concerning Fraud
(O committing or attempting or conspiring to

commit Fraud
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Project Specific IPRs

Any intellectual property rights in items created or arising out
of the performance by the Supplier (or by a third party on
behalf of the Supplier) specifically for the purposes of this Call-
Off Contract including databases, configurations, code,
instructions, technical documentation and schema but not

including the Supplier's Background IPRs.

Property

Assets and property including technical infrastructure, IPRs and

equipment.

Protective Measures

Appropriate technical and organisational measures which may
include: pseudonymising and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of
systems and services, ensuring that availability of and access to
Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating the

effectiveness of such measures adopted by it.

PSN or Public Services

Network

The Public Services Network (PSN) is the Government's high-
performance network which helps public sector organisations

work together, reduce duplication and share resources.

Regulatory Body or Bodies

Government departments and other bodies which, whether
under statute, codes of practice or otherwise, are entitled to
investigate or influence the matters dealt with in this Call-Off

Contract.

Relevant Person

Any employee, agent, servant, or representative of the Buyer,
any other public body or person employed by or on behalf of
the Buyer, or any other public body.

Relevant Transfer

A transfer of employment to which the Employment

Regulations applies.

Replacement Services

Any services which are the same as or substantially similar to

substitution for any of the Services after the expiry or Ending
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or partial Ending of the Call-Off Contract, whether those

services are provided by the Buyer or a third party.

Replacement Supplier Any third-party service provider of Replacement Services
appointed by the Buyer (or where the Buyer is providing

replacement Services for its own account, the Buyer).

Security Management Plan | The Supplier's security management plan developed by the

Supplier in accordance with clause 16.1.

Services The services ordered by the Buyer as set out in the Order
Form.
Service Data Data that is owned or managed by the Buyer and used for the

G-Cloud Services, including backup data.

Service Definition(s) The definition of the Supplier's G-Cloud Services provided as
part of their Application that includes, but isn’t limited to,
those items listed in Section 2 (Services Offered) of the

Framework Agreement.

Service Description The description of the Supplier service offering as published

on the Digital Marketplace.

Service Personal Data The Personal Data supplied by a Buyer to the Supplier in the
course of the use of the G-Cloud Services for purposes of or in

connection with this Call-Off Contract.

Spend Controls The approval process used by a central government Buyer if it
needs to spend money on certain digital or technology

services, see https://www.gov.uk/service-manual/agile-

delivery/spend-controls-check-if-you-need-approval-to-spend-

money-on-a-service

Start Date The start date of this Call-Off Contract as set out in the Order
Form.
Subcontract Any contract or agreement or proposed agreement between

the Supplier and a Subcontractor in which the Subcontractor
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agrees to provide to the Supplier the G-Cloud Services or any
part thereof or facilities or goods and services necessary for

the provision of the G-Cloud Services or any part thereof.

Subcontractor

Any third party engaged by the Supplier under a Subcontract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the

provision of G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Contract.

Supplier

The person, firm or company identified in the Order Form.

Supplier Representative

The representative appointed by the Supplier from time to

time in relation to the Call-Off Contract.

Supplier Staff

All persons employed by the Supplier together with the
Supplier's servants, agents, suppliers and Subcontractors used
in the performance of its obligations under this Call-Off

Contract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the

Supplier's Application.

Term The term of this Call-Off Contract as set out in the Order
Form.
Variation This has the meaning given to it in clause 32 (Variation

process).

Working Days

Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year

A contract year.
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Schedule 7 - GDPR Information.

This schedule reproduces the annexes to the GDPR schedule contained within the Framework
Agreement and incorporated into this Call-off Contract.

Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the

Processors, however the final decision as to the content of this Annex shall be with the Buyer at its

absolute discretion.

1.1  The contact details of the Buyer’s Data Protection Officer are: Graham Woodhouse
1.2  The contact details of the Supplier’s Data Protection Officer are: Stuart MacKenzie
1.3

The Processor shall comply with any further written instructions with respect to Processing by

the Controller.

1.4  Any such further instructions shall be incorporated into this Annex.

Personal Data

Description Details

Identity of The Buyer is Controller and the Supplier is Processor
Controller for each The Patti oy d i H9.15
Category of e Parties acknowledge that In accordance with paragraph 2-

Framework Agreement Schedule 4 (Where the Party is a Controller
and the other Party is Processor) and for the purposes of the Data
Protection Legislation, the Buyer is the Controller and the Supplier
is the Processor of the following Personal Data:

We will not be processing personal data (non identifiable) through this
work.

Qualitative data: The subject matter of the data will relate to specific
user journeys carried out on the Highways England website.

Quantitative data: We will also process analytics data relating to
current usage of the website, goals, dwell time, conversions etc.
Usability tasks - time taken to complete transaction or to navigate to
specific content.
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Duration of the 3 months

Processing

Nature and All data will be processed to help inform understanding of how the
purposes of the website is currently used. Data will be processed through raw notes
Processing and observations. All information and data will be captured

anonymously.

Type of Personal
Data

None.

Categories of Data
Subject

Highways England Staff
Users of Highways England Services

Plan for return and
destruction of the
data once the
Processing Is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

All data will be anonymised by FutureGov before being transferred
to the data controller at the end of the project. No personal
information will be stored by FutureGov.
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Annex 2 - Joint Controller Agreement

1. Joint Controller Status and Allocation of Responsibilities

1.1 With respect to Personal Data under Joint Control of the Parties, the Parties envisage that
they shall each be a Data Controller in respect of that Personal Data in accordance with the terms
of this Annex 2 (Joint Controller Agreement) in replacement of paragraphs 2-15 of Framework
Agreement Schedule 4 (Where one Party is Controller and the other Party is Processor) and
paragraphs 17-27 of Framework Agreement Schedule 4 (Independent Controllers of Personal Data).
Accordingly, the Parties each undertake to comply with the applicable Data Protection Legislation in
respect of their Processing of such Personal Data as Data Controllers.

1.2 The Parties agree that the [Supplier/Buyer]:

(a) is the exclusive point of contact for Data Subjects and is responsible for all steps
necessary to comply with the GDPR regarding the exercise by Data Subjects of their rights
under the GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in connection
with the exercise of their rights as Data Subjects and for any enquiries concerning their
Personal Data or privacy;

(c) is solely responsible for the Parties’ compliance with all duties to provide information to
Data Subjects under Articles 13 and 14 of the GDPR;

(d) is responsible for obtaining the informed consent of Data Subjects, in accordance with the
GDPR, for Processing in connection with the Services where consent is the relevant legal
basis for that Processing; and

(e) shall make available to Data Subjects the essence of this Annex (and notify them of any
changes to it) concerning the allocation of responsibilities as Joint Controller and its role as
exclusive point of contact, the Parties having used their best endeavours to agree the
terms of that essence. This must be outlined in the [Supplier's/Buyer’s] privacy policy
(which must be readily available by hyperlink or otherwise on all of its public facing
services and marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has the
right to exercise their legal rights under the Data Protection Legislation as against the relevant Party
as Controller.

2 Undertakings of both Parties
2.1  The Supplier and the Buyer each undertake that they shall:
(a) report to the other Party every [x] months on:
(i) the volume of Data Subject Request (or purported Data Subject Requests) from
81
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(b)

(c)

(d)

(f)

(9)

Data Subjects (or third parties on their behalf);

(ii) the volume of requests from Data Subjects (or third parties on their behalf) to
rectify, block or erase any Personal Data;

(iii) any other requests, complaints or communications from Data Subjects (or third
parties on their behalf) relating to the other Party’s obligations under applicable
Data Protection Legislation;

(iv) any communications from the Information Commissioner or any other regulatory
authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where compliance
with such request is required or purported to be required by Law,

that it has received in relation to the subject matter of the Contract during that period;

notify each other immediately if it receives any request, complaint or communication
made as referred to in Clauses 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any request,
complaint or communication made as referred to in Clauses 2.1(a)(iii) to (v) to enable
the other Party to comply with the relevant timescales set out in the Data Protection
Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for the
provision of the Services and, for any disclosure or transfer of Personal Data to any third
party, (save where such disclosure or transfer is specifically authorised under the
Contract or is required by Law) ensure consent has been obtained from the Data Subject
prior to disclosing or transferring the Personal Data to the third party. For the avoidance
of doubt the third party to which Personal Data is transferred must be subject to
equivalent obligations which are no less onerous than those set out in this Annex.

request from the Data Subject only the minimum information necessary to provide the
Services and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard against
unauthorised or unlawful Processing of the Personal Data and/or accidental loss,
destruction or damage to the Personal Data and unauthorised or unlawful disclosure of
or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its Personnel
who have access to the Personal Data and ensure that its Personnel:

(i) are aware of and comply with their ‘s duties under this Annex 2 (Joint Controller
Agreement) and those in respect of Confidential Information

(ii) are informed of the confidential nature of the Personal Data, are subject to
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appropriate obligations of confidentiality and do not publish, disclose or divulge any
of the Personal Data to any third party where the that Party would not be
permitted to do so;

(iii) have undergone adequate training in the use, care, protection and handling of
personal data as required by the applicable Data Protection Legislation;

(h) ensure that it has in place Protective Measures as appropriate to protect against a Data
Loss Event having taken account of the:

(i) nature of the data to be protected;

(i) harm that might result from a Data Loss Event;
(iii) state of technological development; and

(iv) cost of implementing any measures;

(i) ensure that it has the capability (whether technological or otherwise), to the extent
required by Data Protection Legislation, to provide or correct or delete at the request of
a Data Subject all the Personal Data relating to that Data Subject that the Supplier
holds; and

(i) ensure that it notifies the other Party as soon as it becomes aware of a Data Loss Event.

2.2 Each Joint Controller shall use its reasonable endeavours to assist the other Controller to
comply with any obligations under applicable Data Protection Legislation and shall not perform its
obligations under this Annex in such a way as to cause the other Joint Controller to breach any of
its obligations under applicable Data Protection Legislation to the extent it is aware, or ought
reasonably to have been aware, that the same would be a breach of such obligations

3. Data Protection Breach

3.1 Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and
without undue delay, and in any event within 48 hours, upon becoming aware of any Personal Data
Breach or circumstances that are likely to give rise to a Personal Data Breach, providing the other
Party and its advisors with:

(a) sufficient information and in a timescale which allows the other Party to meet any obligations to
report a Personal Data Breach under the Data Protection Legislation;

(b) all reasonable assistance, including:

(i) co-operation with the other Party and the Information Commissioner investigating the
Personal Data Breach and its cause, containing and recovering the compromised
Personal Data and compliance with the applicable guidance;
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(i) co-operation with the other Party including taking such reasonable steps as are directed
by the other Party to assist in the investigation, mitigation and remediation of a
Personal Data Breach;

(ii) co-ordination with the other Party regarding the management of public relations and
public statements relating to the Personal Data Breach; and/or

(iv) providing the other Party and to the extent instructed by the other Party to do so,
and/or the Information Commissioner investigating the Personal Data Breach, with
complete information relating to the Personal Data Breach, including, without limitation,
the information set out in Clause 3.2.

3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data
where it has lost, damaged, destroyed, altered or corrupted as a result of a Personal Data Breach
as it was that Party’s own data at its own cost with all possible speed and shall provide the other
Party with all reasonable assistance in respect of any such Personal Data Breach, including
providing the other Party, as soon as possible and within 48 hours of the Personal Data Breach
relating to the Personal Data Breach, in particular:

(a) the nature of the Personal Data Breach;
(b) the nature of Personal Data affected;
(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier’s Data Protection Officer or other relevant contact
from whom more information may be obtained;

(e) measures taken or proposed to be taken to address the Personal Data Breach; and
(f) describe the likely consequences of the Personal Data Breach.

4, Audit

4.1 The Supplier shall permit:

(a) the Buyer, or a third-party auditor acting under the Buyer’s direction, to conduct, at the Buyer's
cost, data privacy and security audits, assessments and inspections concerning the Supplier’s
data security and privacy procedures relating to Personal Data, its compliance with this Annex
2 and the Data Protection Legislation; and/or

(b) the Buyer, or a third-party auditor acting under the Buyer’s direction, access to premises at
which the Personal Data is accessible or at which it is able to inspect any relevant records,
including the record maintained under Article 30 GDPR by the Supplier so far as relevant to
the Contract, and procedures, including premises under the control of any third party appointed
by the Supplier to assist in the provision of the Services.

4.2 The Buyer may, in its sole discretion, require the Supplier to provide evidence of the Supplier’s
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compliance with Clause 4.1 in lieu of conducting such an audit, assessment or inspection.
5. Impact Assessments

5.1 The Parties shall:

(a) provide all reasonable assistance to the each other to prepare any data protection impact
assessment as may be required (including provision of detailed information and assessments
in relation to Processing operations, risks and measures); and

(b) maintain full and complete records of all Processing carried out in respect of the Personal Data
in connection with the Contract, in accordance with the terms of Article 30 GDPR.

6. ICO Guidance

The Parties agree to take account of any guidance issued by the Information Commissioner and/or
any relevant Central Government Body. The Buyer may on not less than thirty (30) Working Days'
notice to the Supplier amend the Contract to ensure that it complies with any guidance issued by
the Information Commissioner and/or any relevant Central Government Body.

7. Liabilities for Data Protection Breach

[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of
liability and whether recoverability of losses are likely to be hindered by the contractual limitation of
liability provisions]

7.1 If financial penalties are imposed by the Information Commissioner on either the Buyer or the
Supplier for a Personal Data Breach ("Financial Penalties") then the following shall occur:

(a) if in the view of the Information Commissioner, the Buyer is responsible for the Personal Data
Breach, in that it is caused as a result of the actions or inaction of the Buyer, its employees,
agents, contractors (other than the Supplier) or systems and procedures controlled by the
Buyer, then the Buyer shall be responsible for the payment of such Financial Penalties. In this
case, the Buyer will conduct an internal audit and engage at its reasonable cost when
necessary, an independent third party to conduct an audit of any such Personal Data Breach.
The Supplier shall provide to the Buyer and its third party investigators and auditors, on request
and at the Supplier's reasonable cost, full cooperation and access to conduct a thorough audit
of such Personal Data Breach;

(b)if in the view of the Information Commissioner, the Supplier is responsible for the Personal
Data Breach, in that it is not a Personal Data Breach that the Buyer is responsible for, then the
Supplier shall be responsible for the payment of these Financial Penalties. The Supplier will
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