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Department for Work and Pensions 
Peel Park
Brunel Way
Blackpool
FY4 5ES

Date: 15th March 2019

Early Market Engagement Notice.  DWP Dynamic Trust Hub.


The Department for Work and Pensions (DWP) is responsible for welfare, pensions and child maintenance policy.  As the UK’s biggest public service department we administer the State Pension and a range of working age, disability and ill health benefits to around 20 million claimants and customers.

We are responsible for understanding and dealing with the causes of poverty rather than its symptoms, encouraging people to work and making work pay, encouraging disabled people and those with ill health to work and be independent, providing a decent income for people of pension age and promoting saving for retirement, providing value for money and reducing levels of fraud and error and reducing work-related death and serious injury in workplaces through the Health and Safety Executive.

Our priorities are to:

· run an effective welfare system that enables people to achieve financial independence by providing assistance and guidance into employment;
· increase saving for, and security in, later life;
· create a fair and affordable welfare system which improves the life chances of children;
· deliver outstanding services to our customers and claimants;
· deliver efficiently: transform the way we deliver our services to reduce costs and increase efficiency.

DWP Digital Group operates on a scale unrivalled almost anywhere.  Our services touch the lives of almost everyone in the UK at some point.  Our IT systems manage 7.35 million benefit claims each year, paying £165 billion in benefits and pensions.

In common with other areas of government we are actively seeking to improve our digital offerings to citizens and are intending to build a common platform around Identity and Trust.  This platform will consist of a number of continuously evolving solutions that support the core capabilities that the Department feels it needs.  This is not envisaged as a single solution, but rather a collection of interoperable services that are linked by common concepts, standards and purpose.

This will be known as the Dynamic Trust Hub (DTH) and it is anticipated that the DTH will consist of the following capabilities:


· Credentials and Authorisation;
· Identity Verification;
· Transaction Monitoring and Behavioural Risking;
· Fraud and Error Prevention.

To assist with understanding the capabilities that exist in the market in each of these areas DWP is intending to hold an early market engagement event which will assist with the decision on the possible procurement of an agile and fit-for-purpose solution.

At this stage, DWP has not identified a sourcing route for this procurement activity.  The intention is to use the information gathered during the early market engagement to help shape the proposed procurement process and specification for this project. 

We would therefore like to offer suitably experienced and capable organisations the opportunity to attend this event and we are particularly keen to encourage attendance by SME suppliers.

The event will consist of a series of closed 1 hour sessions with each supplier. DWP Digital will open each session with a brief overview of our vision for the DTH (max 10 minutes), each supplier will then be expected to deliver a presentation (max 30 minutes) followed by 20 minutes for questions from the supplier to the Department. 

The event will be held at Kings Court, Hanover Way, Sheffield, S3 7UF on Tuesday 16th and Wednesday 17th April 2019.  Please note that spaces will be limited and, if necessary, will be allocated on a ‘first come, first served’ basis.  Representation will be limited to three attendees per supplier.

We will be hosting a call on Friday 22nd March for all interested suppliers to have the opportunity to ask DWP questions and seek clarification about this notice before you respond to the advert. You do not need to pre-register for this call.

Call details as follows:

	Conference name 
	Dynamic Trust Hub Early Market Engagement 

	Host name 
	James Randall 

	Additional speaker(s) 
	Mark Cranshaw, Cheryl Stevens, Mark Wilcox 

	Start date & time 
	22/03/2019 11:00 Dublin, Edinburgh, London, Lisbon 

	Duration (hh:mm) 
	01:00 

	Dial in number(s) 
		Standard International Access

	+44 (0) 20 3481 3254
	




	Participant PIN 
	9544879# 






If you would like to attend the early market engagement event on 16th or 17th April, please respond to the email address below by close of business (5pm) on Friday 29th March 2019 registering your interest.  Please include a Word document providing a summary of your organisation and why you think you should be selected to attend the event.

Email address - CD.DDSPMAILBOX@DWP.GSI.GOV.UK

Additional Information


[bookmark: _GoBack]


Any supplier that may be contacted directly or who responds to this notice, may not necessarily be invited to the event and does not have a privileged position in relation to any future contract opportunity.  Any subsequent procurements that DWP conducts will be based on the fair and objective outcome of a procurement process.

I look forward to your response. 

Yours faithfully,



Mark Cranshaw
DWP Commercial Lead, Digital Delivery of Shared Platforms Category
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High Level needs and anticipated outcomes

This document has been written to provide potential suppliers with a high level understanding of the Department’s needs around a ‘Dynamic Trust Hub’ (DTH). The document describes what the DWP means by a DTH and the outcomes it expects such a platform to deliver to the Department, suppliers, other third parties (including other government departments) and citizens. It is anticipated that potential suppliers will use the information contained within this document to formulate their recommendations and approach to supporting the department in its efforts to establish the platform.

Overview and Context

[image: ]The Department for Work and Pensions (DWP), in common with other areas of government, including local government, is actively improving its digital offerings to citizens. The process of moving the services supplied by the Department to increasingly digital channels has resulted in improved outcomes in many areas, improving access, reducing cost and reducing complexity. 

However, this increasing use of digital services has also highlighted challenges in some of the key foundation capabilities required to operate such services in an efficient and effective way while ensuring that the needs of every citizen are considered, the public purse is protected, errors are minimised and vulnerable individuals are protected.

One of these foundation areas is concerned with how we establish and manage citizen and organisational identities and how we use those identities to provide access to the services that we offer; even articulated at a high level there are challenges around: 

· identity verification, proving people are who they claim to be;

· the complexity and number of credentials individuals are now asked to maintain for services they use, including those of the Department and across government;

· the increasingly necessary, but complex policies we use to secure digital accounts, these range from access device policies to multi-factor authentication options;

· the need for enabling legitimate proxy access to services on behalf of individuals, either by organisations (such as Citizens Advice or Third Sector bodies) or by other individuals such as siblings or partners;

· the need for proportionality, ensuring that low risk transactions do not present unrealistic or complex barriers to access;

· Omni-channel strategy and the need, where necessary, to move as seamlessly as possible between citizen access channels, even within a single transaction or interaction;

· the need to protect the public purse and minimise the negative impact on citizens by proactively identifying fraud and error as it occurs, rather than attempting to recover costs or address issues after the fact;

· the need to keep pace with rapid technological and societal change, ensuring that what we build today is fit for purpose, flexible and responsive to changing attitudes, technology capabilities or future legal imperatives;

In response to the challenges outlined above the Department is intending to build a common platform around Identity and Trust, this platform will consist of a number of continuously evolving solutions that support the core capabilities that the Department feels it needs; there is no intention or appetite to tie this to a single solution but rather a collection of interoperable services that are linked by common concepts, standards and purpose. The department is referring to this as the Dynamic Trust Hub (DTH). 

[image: ]The following diagram provides a very high level view of the types of capabilities that are envisaged to be included in the DTH:



The diagram should not be considered exhaustive, indeed, through this commercial exercise the Department is actively looking to the market place for approaches, concepts and ideas that can offer solutions and capabilities in the problem space outlined above.

Capability Details

Credentials and Authorisation

This is an area of the DTH within which the Department has existing capabilities, specifically allowing for service based authentication and course gained authorisation, along with authentication policy management for third parties, many of these capabilities are being considered for extension into the individual citizen space. 

There is a need to be able to operate with multiple, standards based (SAML \ OpenID) credential stores, some of which may be external to the Department (e.g. GOV.UK Verify can supply such credentials) but can be wrapped with departmentally managed policy rules. For example, a citizen, wishing to interact with a DWP service may be authenticated via a username and password held in a credential store managed by HMRC; based on policy rules specific to the service they are attempting to access (their location or maybe the device they are using at the time) they may be challenged to enter an additional authentication factor which would be managed by the Department within the DTH.

Policy rules would be designed to support a omni-channel environment with capabilities being deployable (where possible) across multiple access channels. For example, capabilities normally associated with a voice channel (such multi-parameter acoustic modelling of items such as person’s voice, locale, line type, device type etc.) could be used to support the digital channel as additional authentication factors.

The Department has already made significant investments in this area and would be keen to repurpose our existing capabilities as part of the wider DTH. Automated registration and account management capabilities (both by the Department and by the user) are considered a key capability that requires additional consideration.

Our predominant interest in this area is therefore products and services that can enhance our existing capabilities with a focus on credential store federation and authentication policy management. We are particularly interested in products that can support account management (including the grouping \ categorisation of accounts e.g. account relationships – ‘member of’, ‘proxy for’ etc.). 

Identity Verification

This area of the DPT has received a considerable level of strategic and policy thinking within the Department and wider across government. The current cross government solution for obtaining a high level of Identity Verification is “GOV.UK Verify’ and this is currently the only method available to Universal Credit (UC) claimants to verify their identity on-line. 

While recognising that GOV.UK Verify is likely to remain an important element of the identity verification landscape within the UK, there is a recognition that this landscape is changing and that the existing solutions may not fully support future needs, for example for those claimants migrating to Universal Credits from HMRC. The Department would like to explore the use of complimentary IV options to work alongside GOV.UK Verify, these solutions may include options such as making use of the existing HMRC verification processes for certain claimant types or accepting other suitably trusted identity verification providers. In addition, the department is exploring the possibility of accepting lower levels of identity verification initially and deploying mechanisms to uplift trust in this identity, through the use of known government data sources, for specific high value transactions. 

While the Department is not discounting the development of an internally operated IV (or KYC) solution the current belief is that the DTH should be able to consume one or more external IV solutions (both commercial options and those in the public sector), potentially enhancing lower verification scores with more basic knowledge based verification challenges (KBV) based on matching to existing departmental and wider government data stores. 

Central to this thinking is the concept of secure ‘Attribute Exchange’ (zero trust) within a strictly consent based model, based on an agreed level of Identity Verification; the Department has formally agreed a conceptual architecture to support this need – this is summarised in appendix A. The department is currently in the process of running a ‘Proof of Concept’ around Attribute Exchange based on this conceptual architecture.

In this area we would welcome proposals around products and services that can support both role based and attribute based authentication and authorisation for further details please refer to the ‘Orchestration’ section of this document.  

The department is aware that the use of a consent based attribute exchange model introduces a potentially more complex relationship with the citizen and understanding the implications of this relationship is a key outcome of the work it is undertaking. Products that can support the citizen self-service management of attribute based consent as well as citizen selected Identity Verification sources would be of considerable interest.

Transaction Monitoring and Behavioural Risking

In moving away from the current ‘high barrier to entry’ model (i.e. that a citizen needs to prove their identity beyond reasonable doubt before obtaining services from the Department) to an environment where a lower level of identity verification would be acceptable, it will be necessary to reduce the risk profile of transactions through other means.

The ability to monitor and react in real time to the activity or transaction that the citizen is performing is considered to be a vital element of this approach. The department wishes to establish a capability whereby we can maintain a persistent ‘trust score’ associated with an individual and build a customisable decision matrix based partly on that score (along with other vectors – see ‘Orchestration’) against individual transactions. 

For example, a UC customer may wish to inform us that their rent is being increased from a certain date. Currently we would require the customer to provide evidence of this rent increase by attending a job centre in person. It should be possible to accept ‘reasonable’ rent increases based from ‘trustworthy’ individuals without requiring the additional checks – this would result in savings for the department and an improved experience for the claimant. 

Likewise, behavioural risking should allow us to attribute an expected behavioural profile to a customer and perform customisable actions based on identified deviation from that profile (either to improve the customer experience or to identify suspect behaviour on the account).

Transaction monitoring and behavioural risking should also not simply be restricted to the digital channel. In keeping with the vision to enable a true omni-channel access environment the DPT should be able to orchestrate capabilities such as the ability to match calls which have similar acoustic properties and potentially provide a “confidence score” to allow call segregation and caller segmentation or be able to display a score to the call handler.

The Department has already run a small, self-contained, proof of concept in this area and wishes to progress this work by selecting and deploying suitable software to support our emerging needs. The Department is aware that significant levels of user research are required in this area, in addition to legal and moral considerations. 

Fraud and Error Prevention

Finally, this element of the DTH focuses on the further detection of fraud and error, this would draw on the quality of the Identity Verification and the generation of the transactional trust scores along with analysis of wider data sets to identify potentially fraudulent activity as well as identify transaction errors (both from the customer and from the department itself).

The department believes that there is considerable market intelligence in this area and is looking for products that can support the intelligent gathering and analysis of the data that the DTH will generate for the purposes of detecting fraud and error in real time. Note that the department separately operates analysis and audit functions and therefore the focus for the DTH would be on the ‘real time’ identification of fraud and error and, if possible, preventing it from occurring at all. 

Overall Orchestration and service management.

The DTH will be designed to be consumed by other departmental services, it will be necessary to orchestrate multiple flows through the platform which may well be made up of individually separate technical services. There are also likely to be a number of process entry points to the platform, for example the platform may be called upon to increase a user’s identity validation in order to allow for sensitive transaction to take place or it could be called upon to validate the fact that data provided as part of a regular transaction is within agreed tolerances. 

In considering the architectural approach to the DTH and how the various, more specialist, capability based concepts can be orchestrated into a co-ordinated platform the concept of vectors (rather than linier scales) is considered key. This will allow the DTH to support multiple use cases with differing needs within the same platform. 

For example, a citizen attempting to access a service with a strong set of authentication credentials may be prevented from doing so due to the need for that service to have an associated high level of identity verification. Further such a service may well wish to incorporate a time vector into its access policy (i.e. require that the IV presented had a sufficient level of concurrency). Another service, also consuming the DTH services may place more emphasis on the quality of the credential, perhaps reducing risk through interpretation of in-session behavioural analytics to mitigate the risk posed by a lower IV score.

For further insight into the concepts of vectors in this context please refer to the IETF internet-draft here:  https://tools.ietf.org/id/draft-richer-vectors-of-trust-15.html. Please note however that this is referenced for context only and the details contained within this draft do not currently reflect the Departments formal strategy in this regard.

It is anticipated that individual services will be provided with a management capability, allowing them to manipulate the functioning of the DPT based on changing business needs. It should be possible, for example, for a service owner to modify the trust score required to perform a particular transaction or change the decision actions based on behavioural risking scores, i.e. internal service owners should be able to manipulate the trust vectors for their individual services, either manually or based on real time operational conditions.

Location and Ways of Working

DWP Digital has transformed its approach to technology development over the last 3 to 5 years. Our preferred approach to product development is agile with a focus on the rapid delivery of measurable value which builds more complex solutions over time, working within an agreed architectural framework.

We are user need driven and adhere to the GDS Digital Standards, responses to this document should ensure that these standards are reflected in the options and approaches recommended. 

The preference of the Department is to deliver outcomes through small co-located agile delivery teams and therefore we would look to embed commercial partners within those teams if practically possible. Please note that the Identity and Trust Delivery team within DWP operates out of our Sheffield Offices and this is likely to be the home location of the projects that develop the DTH.

Existing Technical Solutions

The Department recognises that there are an increasing number of technology solutions that can support many aspects of the DTH. It is fully anticipated that sections of the DTH will be delivered by such solutions and respondents to this document are encouraged to propose any solutions they feel are appropriate.

The Department will review any software proposals against our wider principles and the specific aspirations of the DPT:

· In general, the Department prefers open source solutions providing those solutions have an active community base as well as referenceable enterprise scale deployments; for production purposes any solutions (open source or otherwise) are required to have robust support options available. The preference for open source does not in any way mean that other licencing and closed source software models are excluded from consideration.

· The need to effectively interoperate with other capabilities across the DTH means that the Department would be looking for appropriate use of open standards, e.g. OAUTH, UMA2, etc.

· The Department will need to understand both the storage and transmission of any Personally Identifiable information related to any solution, including transient data. Such information is required to be encrypted at rest and in transit. 

· The department has a policy of cloud first and would be looking for solutions that can, and have been, deployed into public cloud services, preferably as part of an automated CD pipeline;

· The Department has developed reference architecture models that cover some areas of the anticipated DTH scope (specifically in the authorisation, authentication and data exchange space); close alignment to the principles within this conceptual architecture (see appendix A) would be desirable.




Appendix A: Attribute Exchange: Conceptual Architecture

Please note: this Conceptual Architecture is included in this document since this approach to consent and ‘zero trust’ information exchange has been formally approved by the Department’s architectural design authority, it supports only some of the capabilities envisaged for the wider DTH. 

[image: ]

Users in scope of this architecture are either private citizens or persons working on behalf of third parties. Such users may be acting on behalf of another person or organisation.

The context is the ‘zero trust’ web, unsecured end points, breaking down of hard perimeter and perimeter based security, massive user bases running multiple devices, where device context and identity are the ‘new perimeter’, authentication is risk based not absolute, and apps run in environments and platforms which the Department (DWP) does not control.

The business context is that:

· Users want self-service, or self-service by their delegate, low friction, irrespective of government boundaries, inter-operation of their data, irrespective of its location, transparency over who is using their data and why, and the mobile device is more common than the conventional platform.

· Users and organisations want to interoperate with Departmental services using their own infrastructure and devices, recognising that they will need to appropriately authenticate and be authorised on behalf of the services they consume.

· Identity, Trust Mechanisms, and holistic risk management are all platform pre-requisites for digital business operations.

[image: ][image: ]DWP Dynamic Trust Hub



image3.png

g 1asn

uopesysiday
uonesjuedio

Registration
and Proofing

Y2334 anqlne
8 |dv punoqui

AP| Gateway

JERN

Identity Provider

uopespuayiny

=
g
3g
_ s
Attribute Flow Credential 5 % o 2
=. <
Provider 3 ; Confirm Open Session 43
® o o
1D Bind -
2z 3%
28 g
;"’7 )
Authentication Consent User provided consent? .
Attribute Hub
Manager
Validate consent
Authorise
Attribute
Access Get Attributes
Federation Identity Access control
attributes " .
gateway (authorisation
. Access OK?
(matching) — > Server) (session based) External
Attribute
s Request
™ g Gateway
Access Control e c
Access OK? state -~ 3
o o
L o
Access OK? @
(Token based) o
- Web Server
API Origin Origi Requesttrusted
. rigin attributes
(resource Directory
Session account Session (resource
server) Identity account
Identity server)







image1.png







image2.png

Credentialsand Identity
Authentication Verification
- 0
Registration Matching

MFA

Access Policy

Attribute Ex

Cred Federation

- I\
| |
| |
| |
| )

Resource services I

Consent Mgt

Consent Mgt

KBV

\J ~/

3 _/

ID Trust Score Transaction Risk Score

Fraud and Error
Prevention

()

Trust Vectors

Pattern analysis

Behavioural
Risking

Transaction
Monitoring

/

\

Trust Engine I | Environment

Analytics | Blacklist

Watch lists I

| Session

Machine Learning

Control Management

. / N\ Transaction History
UC Credentials “External” IV Relationships I I
i services Policy Management
HMRC SCP Thresholds \ j K /
GOV.UK Veri - — Decision Mgt
i v GOV.UK  HMRC IV —_—
Verify N\ J/
i Azure AD
PLEASE NOTE: No sequential process is intended or implied by this diagram, the hub will be designed to
E] Future service deliver real time, contiguous operations, including fraud and error prevention across all
Other (Self stages. There will be multiple entry points to the hub and external services will consume

selected elements of the platform as required.

\ Sovereign 1D?) /






image4.png

DWP

Digital






image5.wmf




image2.png
Department
for Work &
Pensions




