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	Commercial Directorate

	DVLA
Longview Road
Morriston 
Swansea SA6 7JL

	Phone:
	01792 782475

	www.gov.uk/browse/driving

	@dvlagovuk

	Your ref:
	RM6229

	Our ref:
	PS/24/73

	Date:
			19th July 2024



















Dear Sir/Madam,

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]CONTRACT REFERENCE NUMBER: PS/24/73
CONTRACT TILE: Provision of SEO Qualified Accountant
FRAMEWORK REFERENCE NUMBER: RM6229

On behalf of the Secretary of State for Transport, I accept your Service Offering under the terms and conditions of the RM6229 Permanent Recruitment Services 2 – Lot 2. This letter and the documents listed below form a binding contract between you and the Department for Transport.  

1. The terms and conditions for Framework reference RM6229 Permanent Recruitment Services 2 – Lot 2
2. The Department’s Invitation to Tender issued via the Jaggaer E-Sourcing Solution letter dated 19th June 2024.
3. The Department's specification contained with this invitation.
4. Your quote dated 24th June 2024.
5. The RM6229 Permanent Recruitment Services 2 – Lot 2 Contract Schedules to follow this award letter.  

The duration of the contract is for 1 years (from the date on this letter).

This value has been amended from what was submitted on the pricing schedule to include the £4,000 accountancy allowance and a slightly different existing starting salary which has taken the starting salary from £39,439 to £44,808.

Given the 12% rate and the 10% subsequent appointment rate, the contract award value is £10,216.22.

This itself is subject to change, depending on increases to the SEO starting salary, following the 2024/25 DVLA pay award.


You must be in possession of a written purchase order (PO), before commencing any work, or supplying any goods, under this contract.  The Purchase Order Number for this contract will follow shortly.  Invoices submitted to the Department must also quote the PO number and must be submitted in accordance with DVLA’s Invoicing Procedures below. 


Please ensure invoices are sent to SSa and not DVLA.  Invoices received without the correct Purchase Order Number will be returned to you and will delay receipt of payment.


All proposed offshoring activity of Official level data outside the UK, under this contract, will be subject to prior approval by the Department/Government, as appropriate. 

Please contact the Contract Owner XXXXXXredacted under FOIA section 40 on telephone number (01792) 788356 or e-mail XXXXXXredacted under FOIA section 40, to discuss arrangements for commencement of the contract and completion of the offshoring approval process. 

Please complete the Supplier Details form at Annex A and return to the email address below.
	
Please complete the Statement of Assurance Questionnaire at Annex B, which is required by the successful supplier (included in the Specification document as Annex 9).

Please acknowledge your receipt understanding and acceptance of this letter by signing the box below:

Yours faithfully,

	XXXXXXredacted under FOIA section 40

	Facilities & People Commercial Specialist

	Commercial Directorate

	XXXXXXredacted under FOIA section 40
On behalf of the Secretary of State for Transport

Accepted for and on behalf of Yolk Recruitment Ltd. by:-

Signature:		 

Name:		

Capacity:	 

Date:				













Annex A
	SUPPLIER DETAILS


	Supplier Name

	

	Supplier Address



	

	Post Code

	

	Country

	

	Telephone Number

	

	Mobile Number

	

	Account Manager Name

	

	Account Manager Email

	

	Business Email: (if not Basware enabled, this is the address purchase orders and remittance advice notes will be sent)

	

	UK VAT Registered? Y/N

	

	UK VAT Registration Number

	

	If Non UK Supplier, is Supply Type
Goods or Services?

	

	DUNS Number

	



	BANK DETAILS


	Type of Account – Bank or Building Society?

	

	Confirm if account is  - Business or Personal

	

	Bank/Building Society Name

	

	Supplier’s Bank/Building Society Account Name (if different to Supplier Name)
	

	Sort Code

	

	Account Number

	

	Building Society Roll Number if applicable 
	

	IBAN (international bank account number) If applicable

	

	SWIFT/BIC (International Bank Code) if applicable 

	

	CONSTRUCTION INDUSTRY TAX DEDUCUTION SCHEME – if applicable


	Address of Registered Office



	

	Company Registered Number

	

	Subcontractor Tax Certificate Type

	

	Subcontractor Tax Certificate Number

	

	Date of Expiry of the Tax Certificate

	





Annex B


Statement of Assurance Questionnaire




Please return and complete this as soon as possible
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Introduction

		Supplier Assurance Framework

		Statement of Assurance 

		This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.




		In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001:2013, the relevant section of ISO/IEC 27001:2013 (or version 2005) is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.  Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the Internet. These controls are referenced where applicable.  See www.gov.uk/government/publications/cyber-essentials-scheme-overview.

		The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us.







Questionnaire

		Supplier Assurance Framework 

		Organisation:				Contract Name;				Enquiry Type:		RFI

		Department:				Date Completed:

		Name:				Position:				Contact Telephone Number:



		Questionnaire						Information and Guidance

		Question		Response		Response Comments		Question Guidance - These are examples of the types of controls  which maybe appropriate to manage the risks.  However this list is not exhaustive. The importance thing here is to ensure the risks are identified and managed at a level which is acceptable to the delivery of the service and aligned to HMG departments risk appetite.		Corresponding Framework		Risk
Score/Indicator		Critical

		1.0 Introductory Questions				

		1.1 To what part of your organisation does this self-assessment relate?		Please Select Answer 

		1.2 Which of the following most closely describes the service you provide to us?

		Professional Services		Please Select Answer

		Information and Communications Technology (ICT) Services		Please Select Answer

		Business Process Outsourcing		Please Select Answer

		Estates, Facilities Management (FM), Guarding and Support Services		Please Select Answer

		Transport/Mail		Please Select Answer

		Storage/Archive		Please Select Answer

		Operational Equipment and Office Supplies		Please Select Answer

		Other		Please Select Answer

		1.3 Please provide more detail about your organisation/the service/the contract:		[Mandatory free text]

		1.4 Who is responsible for the security aspects of the service you provide? (Please Specify Full Name and Role)		[Mandatory free text]

		2.0 Risk Analysis - Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets. The responses you provide here will determine the route you will take though the remainder of the self-assessment.

		2.1 Do you have access to, process or store any of
our assets (including data) in the delivery of your service?		Please Select Answer				An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).
The Cabinet Office Security Policy Framework, and associated policy and guidance outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners. 				If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.

		2.2 Do you have access to, process or store our data in the delivery of your service? 		Please Select Answer				Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.				Risk if the supplier Handles our Data. If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: 2.3 - 2.11

		2.3 In the delivery of your service which of the following types of our data do you store/process?						If you are unsure of the classification of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.
The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx

		Personal data as defined by the Data Protection Act 		Please Select Answer

		Sensitive personal as defined as the Data Protection Act		Please Select Answer

		OFFICIAL		Please Select Answer

		SECRET 		Please Select Answer

		TOP SECRET		Please Select Answer

		2.4 What volume of personal data do you process?		Please Select Answer								Above 1000 records

		2.5 Where is our data held?		Please Select Answer								Data Held Offshore

		2.6 Where is our data accessed from?		Please Select Answer								Data Accessed Offshore

		2.7 Which of the following describe the type of access you have to our data?		Please Select Answer								Ability to Amend our data

		2.8 Approximately how many of your staff have access to our assets?		Please Select Answer								Large numbers of staff access our data

		2.9 Do you use sub-contractors in the delivery of your service?		Please Select Answer								Use of Sub-contractors
If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary.

		2.10 How many of your subcontractors have access to our assets?		Please Select Answer								Sub-contractors have access to our assets

		2.11 Which of the following best describes how you use ICT systems to deliver your service?		Please Select Answer								Uses own systems, uses shared systems
If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 2 may not be relevant. Skip section 2

		2.12 In relation to the ICT systems used to deliver your service, which of the following is true?

		We permit the use of removable media		Please Select Answer								Allows use of removable media

		We permit remote working		Please Select Answer								Allows Remote working

		We allow staff to connect their own devices to our ICT systems		Please Select Answer								Allows BYOD

		2.13 Which of the following best describes the location from which you deliver your service?		Please Select Answer								If the supplier delivers from Departmental premises then section 2 may not be relevant. Skip section 2.

		2.14 Does any part of the service you deliver form part of the country's Critical National Infrastructure? 		Please Select Answer								Part of CNI

		3.0 Information Systems - This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets. 

		3.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?						All HMG activities attract risk. Risks need to be assessed by government organisations so that they can make informed, practical and effective business enabling decisions.
Government organisations will have: A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management; 		SPF - Risk Management

		a) Yes, ICT system/s have been formally accredited by a government Department/Agency [Please provide details]		Please Select Answer								5

		b) Yes, ICT system/s are ISO27001:2013/2005 certified [Insert certificate number]		Please Select Answer								5

		c) Yes, ICT system/s are compliant with ISO27001:2013/2005		Please Select Answer								3

		d) Yes, our system/s are compliant with a standard that is aligned to ISO27001:2013/2005 [Please provide details]		Please Select Answer								3

		e) Yes, Cyber Essentials Plus [Insert certificate number]		Please Select Answer								0

		f) Yes, Cyber Essentials		Please Select Answer

		g) Yes, ICT Systems are compliant with the latest version of PCI DSS		Please Select Answer				The Payment Card Industry Data Security Standard (PCI DSS) is a set of security standards designed to ensure that ALL companies that accept, process, store or transmit credit card information maintain a secure environment.  The PCI DSS applies to ANY organisation, regardless of size or number of transactions, that accepts transmits or stores any cardholder data				If an organisation accepts, processes, stores or transmits payment card data and is not PCI Compliant consideration should be given as to what compensatory controls are in place

		3.2 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?		Please Select Answer				a. A mature understanding of the security risks throughout the organisation, where appropriate this will be informed by the National Technical Authorities;		SPF - Risk Management		5 - Yes with review
3 - Yes
0 - No		Critical

		3.3 Are security operating procedures in place governing the use of your ICT systems? Do these cover home and mobile working?		Please Select Answer				c. Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are associated with business activities
d. Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within agreed appetites; 
e. Assurance processes to make sure that mitigations are, and remain effective. 		SPF - Culture Awareness
ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.1, A9.4		3 - Yes with signed acknowledgement
2 - Yes
0 - No

		3.4 Are access controls in place to ensure information is only available to system users who require access?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11
ISO27001:2013 - A.9, A.11
Cyber Essential:3 User Access Control		3 - Yes with Policy
2 - Yes
0 - No

		3.5 Are acceptable use policies in place which outline the rules for acceptable use of information and assets? 		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.7.1.3		3 - Yes
0 - No

		3.6 Are policies and controls in place to ensure the following?						a. Identified if technology and services are Critical National Infrastructure (CNI), and risk manage accordingly:
b. Risk-informed security controls which:
• Mitigate applicable threats;
• Are kept current and actively managed;
• Protect against, detect and correct malicious behaviour;
• Ensure that critical technology and services are resilient to disruptive challenges such as cyber attacks, and have the means to recover from these.
		SPF - Technology & Services

		 Boundary protection is in place on all systems with a connection to an un-trusted network.		Please Select Answer						ISO27001:2005 - A.10.6
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3

		Timely patching is applied against known vulnerabilities.		Please Select Answer						ISO27001:2005 - A.12.6.1, A12.4.1
ISO27001:2013 - A.12.5, A.6
Cyber Essentials:5 Patch Management		3

		Systems are protected from malicious and mobile code.		Please Select Answer						ISO27001:2005 - A.10.4
ISO27001:2013 - A.12.2
Cyber Essentials:4 Malware Protection		3

		Software and hardware is locked down to restrict unnecessary services.		Please Select Answer						ISO27001:2005 - A.11.2.2, A11.5.4
ISO27001:2013 - A.9.4.4
Cyber Essentials:2 Secure Configuration		3

		A protective monitoring regime is in place to oversee how ICT systems are used.		Please Select Answer						ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.4
		3

		3.7 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11.4.5
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3 - Yes
0 - No

		3.8 In relation to your use of electronic storage media (include removable media), which of the following area are covered by documented policies and procedures? 								SPF - Technology & Services
ISO27001:2005 - A.10.7
ISO27001:2013 - A.8.3
Cyber Essentials:2 Secure Configuration

		Control		Please Select Answer								1

		Protection		Please Select Answer								1

		Secure use		Please Select Answer								1

		Destruction		Please Select Answer								1

		3.9 Are policies and controls in place to manage the risks of working in non-secure environments?		Please Select Answer						SPF - Technology & Services
SPF - Culture Awareness
ISO27001:2005 - A.11.7
ISO27001:2013 - A.6.2		5 - No remote working
3 - Yes
0 - No

		3.10 Are back-up copies of information and software taken regularly?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.10.5
ISO27001:2013 - A.12.3		5 - Yes Policy tested
3 - Yes
0 - No

		3.11 Has the security of your ICT been evaluated through penetration testing?		Please Select Answer				This should take account of technical vulnerabilities, restrictions to software installation and audit controls to minimise disruptions to business operations.		SPF - Technology & Services
ISO27001:2013 - A.12.6		5 - CESG
4 - External Organisation
3 - Cyber Essentials
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		4.0 Physical & Environmental - This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored. Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.

		4.1 Has a review of the security risk assessment been carried out at sites used to process or store our assets in the last 12 months?		Please Select Answer				Appropriate physical security measures will ensure a safe and secure working environment for staff, that can protect against a wide range of threats (including criminality: theft and terrorism or espionage). If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 4.2.		SPF - Physical Security Measures and Counter Terrorism
ISO27001:2005 - A.9.1
ISO27001:2013 - A.11		3 - Yes
5 - Yes - Annual review
0 - No		Critical

		4.2 What areas did the risk assessment cover?						a. Processes and plans in place, including those developed from the early stages of building design, to determine the appropriate physical security requirements through planning and risk assessment;
b. Mechanisms to implement internal and external security controls in a layered fashion that deters or prevents unauthorised access and protect assets, especially those that are critical or sensitive against forcible or surreptitious attack;
c. Substantial controls for controlling access and proximity to the most high risk sites and Critical National Infrastructure assets.		SPF - Physical Security Measures and Counter Terrorism

		Perimeter Security		Please Select Answer						ISO27001:2013 - A.11.1.1		1

		Access Control		Please Select Answer						ISO27001:2005 - A.9.1.6
ISO27001:2013 - A.11.1.2		1

		Manned Guarding		Please Select Answer						ISO27001:2005 - A.9.1.2		1

		Incoming mail and delivery screening		Please Select Answer						ISO27001:2005 - A.9.1.1
ISO27001:2013 - A.11.1.6		1

		Secure areas and/or cabinets for the storage of sensitive assets.		Please Select Answer						ISO27001:2013 - A.11.1.6		1

		4.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose?		Please Select Answer						SPF - Physical Security Measures		3
3

		4.4 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?		Please Select Answer				For more information please see ISO/IEC 27001.  This includes the requirement for equipment to be maintained in accordance with manufacturers instructions. 		SPF - Physical Security Measures
ISO27001:2005 - A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.5, A.9.2.6
ISO27001:2013 - A.11.2.1, A11.2.2, A.11.2.3, A.11.2.4, A.11.2.5, A.11.2.6		3 - Yes
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		5.0 Personnel & HR - This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff. Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment. Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally. 

		5.1 Are background verification checks carried out on employees and contractors who have access to our assets?		Please Select Answer				People are an organisation’s most important asset, so personnel assurance is fundamental to good security.  Government organisations will deliver the appropriate combination of recruitment checks, vetting and on-going personnel security management to be assured, and to remain assured, about their people and to mitigate the risks from well-placed insiders.		SPF - Personnel Security and BPSS Document
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		5 - Yes BPSS
3 - Yes BS
3 - Yes neither standard
0 - No		Critical

		5.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?		Please Select Answer				A risk management approach should be used to determine the appropriate levels of personnel security controls.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes no NVS needed
3 - Yes certain role need NVS
0 - No

		5.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?		Please Select Answer				Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes 
0 - No

		5.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?		Please Select Answer				a. An appropriate security governance structure to support the Permanent Secretary, that are properly resourced with individuals who have been appropriately trained. These include:
• A Senior Information Risk Owner (SIRO);
• A Departmental Security Officer (DSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too (including List X accreditation for companies handling SECRET assets);		SPF - Good Governance
ISO27001:2005 - A.8.1.3
ISO27001:2013 - A.7.1.2		5 - Yes
0 - No		Critical

		5.5 Are non-disclosure agreements in place with all staff who have access to our assets? 		Please Select Answer						SPF - Information		5 - Yes
0 - No		Critical

		5.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training upon appointment, and regular updates to organisational policies and procedures, as relevant for their job function?		Please Select Answer				Everyday actions and the management of people, at all levels in the organisation, contribute to good security. A strong security culture with clear personal accountability and a mature understanding of managing risk, responsibility and reputation will allow the business to function most effectively. Government organisations will have: 
a. A security culture that supports business and security priorities and is aligned to HMG’s overarching priorities and the organisation’s own appreciation of risk;		SPF - Culture Awareness
ISO27001:2005 - A.8.1.2, A.8.2.2
ISO27001:2013 - A.7.2.1, A.7.2.2		5 - Yes
0 - No		Critical

		5.7 Regarding your organisations information security training programme, which of the following is accurate?						b. Encourages personal responsibility through the management of and delivery of appropriate security training;
c. Processes, systems and incentives to deliver this;
d. Mechanisms to drive continuous improvement; tackle poor and inappropriate behaviour; enforce sanctions; and encourage the sharing of best practice.
		SPF - Culture Awareness

		All staff are required to complete annual security awareness training.		Please Select Answer								1

		Training is incorporated as part of induction process.		Please Select Answer								1

		Training is integrated as a module into our organisations overarching training programme.		Please Select Answer								1

		Training needs analysis has been undertaken and bespoke training delivered to specific roles.		Please Select Answer								1

		All training includes a form of assessment, poor performance is recorded and followed up on.		Please Select Answer								1

		5.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?		Please Select Answer				Well-tested plans, policies and procedures will reduce organisations’ vulnerability to security incidents (especially from the most serious threats of terrorism or cyber attack), but also leaks and other disruptive challenges.d. Effective management structures, policies and procedures for detecting, reporting, responding to and handling incidents, including disciplinary measures that are well communicated and understood by staff;  
e. Reporting mechanisms to the HMG organisation,  of incidents of unauthorised disclosure and breaches of official information, including incidents concerning classified information from foreign governments, agencies or organisations. And to the Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
a. Business continuity arrangements aligned to Industry standards,  to maintain key business services, building resilience and security to facilitate a rapid and effective response to and recovering from incidents		SPF - Culture Awareness
ISO27001:2005 - A.8.2.3
ISO27001:2013 - A.7.2.3		3 - Yes
0 - No

		5.9 Upon termination of employment is there a process in place to ensure assets are returned and rights to assets revoked?		Please Select Answer						SPF - Personal Security
ISO27001:2005 - A.8..3.1, A.8.3.2, A.8.3.3
ISO27001:2013 - A.7.3.1, A.8.1.4, A.9.2.6		3 - Yes
0 - No		Critical is NO

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		6.0 Organisation - This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation. 

		6.1 Does your company have a senior individual responsible for the security of our information within your custody?		Please Select Answer		Contact Name:
Role:
Email Address:		Effective leadership is a critical component of good security and accountability. The Permanent Secretary (or equivalent) will own the organisation’s approach to security and ensure that these issues receive the attention and investment required.
		SPF - Good Governance
ISO27001:2005 - A.8.1.1
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No		Critical

		6.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisations information security policy?		Please Select Answer				a. Suppliers should ensure an appropriate security governance structure is in place to support the CEO/Director  that are properly resourced with individuals who have been appropriately trained. These could include:
• A Senior Information Risk Owner (SIRO); - Senior Responsible for information risks
• A Chief Security Officer Security Officer (CSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too 		SPF - Good Governance
ISO27001:2005 - A.6.1.3
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No

		6.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging; 						For more information please see ISO/IEC 27001		SPF - Good Governance
ISO27001:2005 - A.6.1.7
ISO27001:2013 - A.6.1.4

		Information security best practice
		Please Select Answer								1

		Government policy and legislation		Please Select Answer								1

		Threats and vulnerabilities		Please Select Answer								1

		Technologies		Please Select Answer								1

		6.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?		Please Select Answer						SPF - Risk Management		3 - Yes
0 - No

		6.5 Is a process in place to manage change to systems i.e. capacity management and separation of testing environments?		Please Select Answer				System performance should be maintained when considering changes to resources and capacity requirements. Development and testing environments should be separated from the operational environment.		SPF - Technology and Services
ISO27001:2013 - A.12.1.3, A.12.1.4

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		7.0 Security Policy - An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review. 

		7.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?		Please Select Answer				b. A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management
If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 7.2		SPF - Risk Management
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11		5 - Yes
0 - No		Critical

		7.2 Does the security policy reference:						For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11

		The importance of security to your organisation		Please Select Answer								1

		Legislation and regulation that your organisation is required to be compliant with		Please Select Answer								1

		Staff responsibilities for information		Please Select Answer								1

		Incident and breach management policies		Please Select Answer								1

		 Business continuity arrangements		Please Select Answer								1

		Staff training & awareness requirements.		Please Select Answer								1

		7.3 Has your security policy; 								SPF - Risk Management
SPF - Good Governance
SPF - Culture Awareness
ISO27001:2005 - A.5.12
ISO27001:2013 - A.5.12

		been reviewed in the last 12 months?		Please Select Answer								1

		been approved by the senior management?		Please Select Answer								1

		been made accessible to all staff?		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		8.0 Asset Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 

		8.1 Is a process in place to ensure assets are classified according to their value and in line with Government classification policy?		Please Select Answer				 Mechanisms and processes to ensure assets are properly classified and appropriately protected;		SPF - Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes Gov Classification
3 - Yes In house
3 - No, retain Gov markings
0 - No

		8.2 Has an owner been assigned to all information assets which require protection?		Please Select Answer				An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.
Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.		SPF - Good Governance and Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes 
0 - No

		8.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?		Please Select Answer				Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. This includes not taking equipment off-site without authorisation.		SPF - Information
ISO27001:2005 - A.7.1.1
ISO27001:2013 - A.8.2		5 - Yes
0 - No		Critical

		8.4 Do you have policies in place which detail how our assets should be;						Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted (including use of electronic messaging), shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy. This should includes protection of assets when off-site and the need for clear desk policies.
All assets should be returned by employees on termination of employment.
If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 8.5 if no option is selected.		SPF - Information
ISO27001:2005 - A.9.1.5, A.7.2.2, A.9.2.6
ISO27001:2015 - A.8.2, A.13.2, A.11.2.6, A.8.1.4

		handled		Please Select Answer								1		Critcial if No

		copied		Please Select Answer								1		Critical if No

		stored		Please Select Answer								1		Critical if No

		transmitted		Please Select Answer								1		Critical if No

		destroyed		Please Select Answer								1		Critical if No

		returned		Please Select Answer								1		Critical if No

		8.5 How are these procedures communicated to staff?		Please Select Answer						SPF - Culture and Awareness
ISO27001:2005 - A.5.1.1
ISO27001:2013 - A.5.1.1		1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		9.0 Incident Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 

		9.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed and who it should be escalated to?		Please Select Answer				Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies.
If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 9.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1		5 - Yes
0 - No		Critical

		9.2 Do these policies make reference to the following?								SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1

		Individual responsibilities for identifying and reporting security incidents and information security breaches		Please Select Answer								1

		A reporting matrix including escalation points		Please Select Answer								1

		An up to date list of relevant internal and external contact points		Please Select Answer								1

		A timeline detailing at which point the policy should be implemented		Please Select Answer								1

		9.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first;		Please Select Answer						SPF - Preparing for and responding to Security Incidents
ISO27001:2013 - A.16.1		0 - Rectify breach
0 - Determine loss
5 - Report Incident

		9.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?		Please Select Answer				It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need. Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.3
ISO27001:2013 - A.16.1.6		3 - Yes
5 - Yes specific reference
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		10.0 Business Continuity - This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs. 

		10.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?		Please Select Answer				A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard). If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 10.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.1
ISO27001:2013 - A.17.1.1, A.17.1.2		5 - Yes comply BS
3 - Yes
0 - No		Critical

		10.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed? 		Please Select Answer				BCM arrangements should be tested and reviewed at least annually or following significant organisational change.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.5
ISO27001:2013 - A.17.1.3		5 - Yes tested & reviewed
3 - Yes not tested
3 - No formal process
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		11.0 Compliance - This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation. 

		11.1 How does your organisation ensure that relevant legislation and regulation is understood?						For more information please see ISO/IEC 27001		SPF - Culture and Awareness
ISO27001:2005 - A.15.1.1
ISO27001:2013 - A.16.1

		Contact with relevant authorities is maintained		Please Select Answer								1

		All changes are reviewed to determine the impact for your business		Please Select Answer								1

		Relevant legislation and regulation is referenced in internal policies, plans and procedures.		Please Select Answer								1

		11.2 Does your company provide guidance to staff on handling our information with respect to?						All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies. 		SPF - Culture and Awareness
ISO27001:2013 - A.7.2.2

		Data Protection Act		Please Select Answer								1

		Freedom of Information Act		Please Select Answer								1

		Official Secrets Act		Please Select Answer								1

		Environmental Information Act		Please Select Answer								1

		11.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation 
(for example the Data Protection Act)?		Please Select Answer						SPF - Technology and Services
ISO27001:2013 - A.18.2.2		5 - Yes no weakness
5 - Yes action plan
3 - Yes no plan
0 - No

		11.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Risk Management & Technology and Services
ISO27001:2005 - A.6.1.8
ISO27001:2013 - A.18.2.1		5 - Yes  
3 - No Internal Review
0 - No

		11.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?		Please Select Answer				Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.		SPF - Risk Management  
ISO27001:2013 - A.15.1		5 - Yes
0 - No		Critical

		11.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies?						Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers. 
		SPF - Risk Management 
ISO27001:2013 - A.15.1

		Information security requirements are detailed in contracts		Please Select Answer								3		Critical

		Your right to audit is detailed in contracts and is exercised		Please Select Answer								3

		The need to meet recognised standards (such as ISO27001:2013) is stipulated		Please Select Answer								1

		The organisations compliance is measured through self-assessment		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]
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