Official
© Crown Copyright

7 o
&
W

Home Office

Home Office Technology
Live Services

Home Office Service Integration Model
(HOSIM) — High Level Design

Event Management

This document contains confidential and proprietary information of the Home Office. It is furnished for
information and discussion purposes only. Except with the express prior written permission of the Home
Office, this document and the information contained herein may not be published, disclosed, or used for

any other purpose.

This document is provided to inform dialogue between suppliers and the Home Office as part of early
market engagement and procurement activities. All information contained herein may be subject to
further review and change by Home Office Technology.




Official
© Crown Copyright

Document Description

Version vl.l
Senior Responsible Owner Home Office Technology, Director of Live Services
Author

Home Office Technology, Service Integration Model
Strategy and Design

Document Name

HOSIM HLD - Event Management

Document History

Version | Release | Description
Number | Date
1.0 N/A This document was initially apart of the HO Service Integration Model
HLD v1.0 that was released on 24 November 2015.
1.1 13/01/16 | Approved for release.
Document Reviewers
Name Position Organisation
Rob Jones Head of Service Operations HO Technology, Live
Services

Home Office Nominated Individuals

HOSIM High Level Design
Event Management

Not for disclosure outside the Home Office without prior permission
© Crown Copyright




Glossary & Acronyms

Official
© Crown Copyright

Term / Abbreviation Definition

CAB Change Advisory Board also known as SCRB Service Change
& Release Board

Cl Configuration ltem

CMS Configuration Management System

DML Definitive Media Library

ECAB Emergency Change Advisory Board also known as ESCRB
Emergency Service Change & Release Board

ESCRB Emergency Service Change & Release Board

HO Home Office

HOSIM Home Office System Integration Model

HOT Home Office Technology

HLD High Level Design
Process flowchart depicting each of the processes at a high
level containing organisational swim lanes, process inputs &
outputs, process phases and activities.
Underpinning document containing process objectives, common
principles and a matrix of responsibilities with responsibility
narrative.

LLD Low Level Design
Process flowchart depicting each of the processes at a lower
level containing organisational and role swim lanes and process
phases and activities.
Underpinning process description matrix spreadsheet
containing process steps, activity, description, inputs, outputs,
touch points & role based RACI matrix.

PBA Patterns of Business Activity

PCA Patterns of Consumption Activity

RACI / RACI Matrix Responsibility assignment — Responsible, Accountable,
Consulted, Informed.

RfC Request for Change

RfP Request for Proposal
A request for proposal is an invitation for suppliers to submit a
proposal on a specific commodity or service.

RfS Request for Services

ROM Rough Order of Magnitudes

SACM Service Asset & Configuration Management

SCRB Service Change & Release Board

SKMS Service Knowledge Management System

HOSIM High Level Design Not for disclosure outside the Home Office without prior permission

Event Management

© Crown Copyright



http://en.wikipedia.org/wiki/Proposal_(business)
http://en.wikipedia.org/wiki/Commodity
http://en.wikipedia.org/wiki/Service_(economics)

Official
© Crown Copyright

Table of Contents

N Y L\ =T T= T 1= 1 T o | TIPS
1.1  Purpose of thiS dOCUMENT .......cooiiii e
1.2 Relationship to other dOCUMENLS...........iiiiiiiiiiec e eeeans
I I o o Tt ST @ 117 1= €] o PN
1.4 PrOCESS PUIMDOSE. ... ittt e e e e e et e e e e e et et e e e et e e aaaeeeaanns
1.5  COMMON PriNCIPIES ...ttt e e e e e e e e et e e e e e e e e e e eaasnnnnaeeeeeeeenenes
O G o (0 Tot S @Y= 1 TR
1.7  Matrix of RE@SPONSIDIIILIES ......coiee e e e e e e e e eeeenes

HOSIM High Level Design
Event Management

Not for disclosure outside the Home Office without prior permission
© Crown Copyright



Official
© Crown Copyright

1 Event Management

[The contents of this section may be subjected to changes.]

1.1 Purpose of this document

This document describes the High Level Design for the Event Management Process. It is one of
a series of processes that, in aggregate, form the Home Office Technology Live Services
Service Model.

It describes who is accountable for the process within the Home Office Live Services
Organisation, the purpose/objectives of the process, common principles, responsibilities by
‘actor’ and the process flow via Swimlane Diagrams.

The target audience for this document is:-

e Live Services Transformation Programme staff, to aid understanding of what the
programme is required to deliver

e Live Services Operational staff, to aid understanding of how the process must be
operated

e Home Office Technology staff tasked with the delivery of services and who must
therefore be able to comply with the process and operate within it effectively

e Internal and External Service Suppliers who must similarly understand the process
and be able to comply with it in the delivery of their services.
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1.2 Relationship to other documents

This document is one in a series of documents that inter-relate. In an effort to minimise ongoing
maintenance of the Home Office Document Set, reduce duplication of information and ensure
information is concise and at an appropriate level, this document is one of a number in the
overall HOT Service Model Design Set. This document and its relationship to supporting
material is described in the following figure:

Service Model

This document
(please refer to the Service
Model High Level Design
document for a full list of these
High Level Process documents)

PROCESS (n)
Operating Model (Ops
Requirements, Work
Instructions, Training
Materials)

A
&
-
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1.3 Process Ownership

The Home Office Live Services Organisation acts as the service integrator for all Home Office IT
services, and is split into a number of key functions, namely:

e Service Operations (includes Service Desk)

Service Management and Integration

e Live Services Toolset

e Service Architecture, Design and Implementation
e Technical Service Support

e Business Management

e Operational Security.

It is the Service Operations function which is accountable and therefore owns this process.

1.4 Process Purpose

Event Management is the process that establishes alert thresholds and triggers to enable the
monitoring of events that occur in the IT infrastructure to allow for normal operation and also to
detect and escalate exception conditions. An event can be defined as any detectable or
discernible occurrence that has significance for the management of the IT Infrastructure or the
delivery of IT services and evaluation of the impact that a deviation might cause to the services.
Events are typically notifications created by an IT service, Configuration Item (CI) or monitoring
tool. Whilst many events that do occur need some positive action taking upon them, Event
Management also covers the processing of operational informational events, in the form of
Alerts. The objectives of event management in support of the Home Office Technology include:

e To provide a standard process for managing alerts / events and ensure a consistent
approach is adopted.

e To determine the appropriate control action for events and ensure these are
communicated to the appropriate functions.

e To identify and define event criteria, alert thresholds and triggers for IT infrastructure
components.

e To configure services and configuration items with event criteria, alert thresholds and
triggers so that issues are detected and resolved promptly before users are impacted.

e To monitor, control and react to IT infrastructure events and determine the appropriate
course of action, which may be manual or automated.

e To minimise the level of human intervention required in the monitoring of systems and
services.

e To compare actual infrastructure performance and behaviour against design standards
and service level agreements where applicable.
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To undertake regular reviews of event criteria, alert thresholds and triggers for IT
infrastructure components and any actions taken for significant event occurrences and
identify improvement actions as necessary.

To ensure the design of new or changed services takes into account the requirements of
event management.

1.5 Common Principles

The Service Integrator will take ownership of the end-to-end event management process.

The Service Integrator shall ensure that all suppliers collaborate and cooperate with the
Service Desk.

The Service Desk will, as identified during day to day activities, be responsible for the
end-to-end event response and communication between all parties (that is, being
responsible from the time the event was originally logged to the point at which it is
deemed to be resolved and closed).

All Suppliers will be required to provide knowledge updates to the Service Desk to
ensure that the quality of triage is continually improved and that event progression
through to completion is prompt.

The Service Integrator will be responsible for ensuring that the design of new or changed
services takes into account the requirements of event management in order to meet the
service requirements.

The Service Integrator will be responsible for defining, monitoring and reviewing the end-
to-end events that can be automatically monitored using the relevant toolsets and
systems in order to meet the service requirements.

All Suppliers will be responsible for defining, monitoring, reporting & reviewing the events
for which they are responsible that can be automatically monitored using the relevant
toolsets and systems in order to meet the service requirements.

The Service Integrator and Supplier(s) will configure the events for which they have
responsibility, using relevant toolsets and systems.

Events and Alerts that require action and resolution will be handled using the appropriate
process (i.e. Incident Management, Problem Management, Service Knowledge
Management, Service Level Management and Change Management).

All Suppliers will have appropriate interface(s) to the relevant Service Desk toolset, as
agreed with the Service Integrator and where appropriate.

All parties will participate in periodic service data reviews to identify trends, aggravating
factors and weaknesses to identify service improvement opportunities, as required and
agreed.

All Suppliers will inform the Service Integrator of any new Tools, Event types or Alerts
that they can provide.
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1.6 Process Overview
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Service | Define & Configure Monitor & Execute Review
Line
Home Responsible for providing event
Office management service requirements.
Service Responsible for identifying & Responsible for the ongoing monitoring & Responsible for participating periodic
Integrator | designing end-to-end component reporting of end-to-end component events, reviews and post review of actions
events to be monitored. as necessary. taken to determine if the actions taken
Responsible for configuring the Responsible for managing end to end were suitable.
monitoring tools & the distribution of | event occurrences. Responsible for identifying if
support work instructions. Responsible for reviewing the significance improvement actions are required.
of events, filtering events and informing the | Responsible for ensuring that event
Service Desk of the results. tuning & tool configuration are carried
Responsible for identifying actions required OUI’n?Sr reqwnred, following the review of
and executing actions. (This activity may be event responses.
automated or via manual operation.)
Responsible for assessing that the actions
taken have been effective and that the event
can be closed.
Responsible for participating in triage
activities and escalations, as required by the
Service Desk.
Service Responsible for logging events &
Desk escalating information of event occurrences
to the Service Integrator, in order that these
may be reviewed and filtered.
Responsible for coordinating triage
activities and invoke event escalations, as
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support to the identification &
definition of events to be monitored.

Responsible for the configuration of
monitoring tools & the distribution of
support work instructions.

reporting of event component, as necessary.

Responsible for managing and informing
the Service Desk of service event
occurrences.

Responsible for reviewing the significance
of events & filtering events.

Responsible for identifying actions required
and executing actions. (This activity may be
automated or via manual operation.)

Responsible for reviewing that the actions
taken have been effective and for informing
the Service Desk that the event can be
closed.

Responsible for participating in triage
activities and escalations, as required by the
Service Desk.

Service | Define & Configure Monitor & Execute Review
Line
required.
Responsible for closing events based on
informed decisions from the Service
Integrator and the Supplier.
Supplier | Responsible for providing input & Responsible for the ongoing monitoring & Responsible for participating periodic

reviews and post review of actions
taken to determine if the actions taken
were suitable or if additional action is
required.
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