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Glossary & Acronyms 

 

Term / Abbreviation Definition 

CAB Change Advisory Board also known as SCRB Service Change 
& Release Board 

CI Configuration Item 

CMS Configuration Management System 

DML Definitive Media Library 

ECAB Emergency Change Advisory Board also known as ESCRB 
Emergency Service Change & Release Board  

ESCRB Emergency Service Change & Release Board 

HO Home Office 

HOSIM Home Office System Integration Model 

HOT Home Office Technology 

HLD High Level Design 
Process flowchart depicting each of the processes at a high 
level containing organisational swim lanes, process inputs & 
outputs, process phases and activities. 
Underpinning document containing process objectives, common 
principles and a matrix of responsibilities with responsibility 
narrative. 

LLD Low Level Design 
Process flowchart depicting each of the processes at a lower 
level containing organisational and role swim lanes and process 
phases and activities. 
Underpinning process description matrix spreadsheet 
containing process steps, activity, description, inputs, outputs, 
touch points & role based RACI matrix. 

PBA Patterns of Business Activity 

PCA Patterns of Consumption Activity 

RACI / RACI Matrix Responsibility assignment – Responsible, Accountable, 
Consulted, Informed. 

RfC Request for Change 

RfP Request for Proposal 
A request for proposal is an invitation for suppliers to submit a 
proposal on a specific commodity or service. 

RfS Request for Services 

ROM Rough Order of Magnitudes 

SACM Service Asset & Configuration Management 

SCRB Service Change & Release Board 

SKMS Service Knowledge Management System 

 
 

 

http://en.wikipedia.org/wiki/Proposal_(business)
http://en.wikipedia.org/wiki/Commodity
http://en.wikipedia.org/wiki/Service_(economics)
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1 Access Management 
[The contents of this section may be subjected to changes.] 

1.1 Purpose of this document 

This document describes the High Level Design for the Access Management Process. It is one 
of a series of processes that, in aggregate, form the Home Office Technology Live Services 
Service Integration Model, although ownership of this process falls outside Live Services. 
 
It describes who is accountable for the process within the Home Office Live Services 
Organisation, the purpose/objectives of the process, common principles, responsibilities by 
‘actor’ and the process flow via Swimlane Diagrams.  
 
The target audience for this document is:- 

 Live Services Transformation Programme staff, to aid understanding of what the 
programme is required to deliver 

 Live Services Operational staff, to aid understanding of how the process must be 
operated 

 Home Office Technology staff tasked with the delivery of services and who must 
therefore be able to comply with the process and operate within it effectively 

 Internal and External Service Suppliers who must similarly understand the process and 
be able to comply with it in the delivery of their services. 
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1.2 Relationship to other documents 

This document is one in a series of documents that inter-relate. In an effort to minimise ongoing 
maintenance of the Home Office Document Set, reduce duplication of information and ensure 
information is concise and at an appropriate level, this document is one of a number in the 
overall HOT Service Model Design Set. This document and its relationship to supporting 
material is described in the following figure: 
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1.3 Process Ownership 

The Home Office Live Services Organisation acts as the service integrator for all Home Office IT 
services, and is split into a number of key functions, namely: 

 Service Operations (includes Service Desk) 

 Service Management and Integration 

 Live Services Toolset 

 Service Architecture, Design and Implementation 

 Technical Service Support 

 Business Management 

 Operational Security. 

 
It is the <<function>> function which is accountable and therefore owns this process, which is 
not part of Live Services. 
 

1.4 Process Purpose 

Access Management is the process of granting authorised users the right to use a service and 
the process that helps to protect the confidentiality, integrity and availability of assets and 
information. It is therefore the execution of the Information Security and Availability policies and 
procedures.   

 

Controlled access brings value to the business with the key objectives being: 

 To provide a standard process for managing access rights and ensure a consistent 
approach is adopted. 

 To oversee access to services and ensure rights being provided are not improperly 
granted. 

 To manage and ensure access to services is available within the agreed period, based 
on policies and standards. 

 To ensure that the organization is able to maintain the confidentiality of its information 
more effectively.  

 To ensure that all users of services are provided the right level of access; 

 To ensure the ability to audit use of services and to trace the abuse of services. 

 To provide the ability to easily revoke access rights when needed – an important security 
consideration. 
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1.5 Common Principles 

 The Service Integrator will take ownership of the end-to- end access management 
process. 

 Home Office Technology will define and create relevant access policies ensuring all 
security requirements are met. 

 The Service Integrator will be responsible for defining, monitoring, enabling and 
reviewing the end-to-end access models & rights in line with the relevant access policies 
in the Information Security Management System. 

 The Service Desk will, as identified during day to day activities, be responsible for the 
end-to-end provision and removal of access rights and communication between all 
parties. 

 Home Office Business Application Owners and users will be responsible for monitoring 
and reviewing access rights in line with the relevant access policies and for informing the 
Service Desk of changes in users/ groups access rights. 

 All Suppliers will have appropriate interface(s) to the relevant Service Desk toolset as 
agreed with the Service Integrator.  

 All parties will ensure that all access is authorised and relevant to the role / system / 
business application being undertaken / accessed. 

 Access requests will be initiated via the Request Fulfilment and/or Change Management 
processes. 

 The Service Integrator will facilitate periodic reviews of access security policies and 
models with the Service Desk & Suppliers participating, as required. 

 All Suppliers will have the right to escalation where an Access Request has been 
incorrectly assigned. 

 All parties will participate in periodic service data reviews to identify trends, aggravating 
factors and weaknesses to identify service improvement opportunities, as required and 
agreed with the Service Integrator. 

 

 

 



Official 
© Crown Copyright 

 

 
  HOSIM High Level Design 
  Access Management 

Not for disclosure outside the Home Office without prior permission 
© Crown Copyright 

 9 

 

 

 

1.6 Process Overview 
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1.7 Matrix of Responsibilities 

 

Service 
Line 

Define Verify & Execute  Monitor & Review Access Violation Maintain Group Policy 
Objects (GPO) & Access 
profiles 

Home 
Office 

Responsible for the 
definition & creation of 
application access 
security policies in line 
with security 
requirements. 

 Responsible for 
participating in 
periodic reviews of 
access security 
policies & associated 
access models to 
ensure continued 
integrity & relevance. 

Responsible for 
participating in triage, as 
required. 

 

Service 
Integrator 

Responsible for the 
provision of advice & 
guidance on the 
definition and creation 
of application access 
security policies.  

Responsible for the 
definition & creation of 
systems, roles, groups 
& directory services for 
end-to-end access 
models & rights in line 
with the relevant 
application access 
security policies in the 

Responsible for 
verification of the 
access request 
against the relevant 
access model. 

Responsible for 
monitoring identity 
status and 
maintenance of end-
to-end access models. 

Responsible for 
identifying, validating 
and report risk of 
access violations. 

Responsible for 
facilitating in periodic 
reviews of access 
security policies & 
associated access 
models, as required, 
to ensure continued 
integrity & relevance. 

Responsible for the review 
of risks identified and the 
confirming the priority of the 
violations. 

Responsible for the review 
of the submitted violation 
reports and agreeing the 
outlined actions. 

Responsible for 
implementing the corrective 
action plan, as required. 

 

 

Responsible for enforcing 
Directory & GPO 
standards. 

Responsible for 
maintaining user roles, 
profiles and GPOs. 
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Service 
Line 

Define Verify & Execute  Monitor & Review Access Violation Maintain Group Policy 
Objects (GPO) & Access 
profiles 

Information Security 
Management System. 

  

Service 
Desk 

  Responsible for the 
execution and 
validation of access 
requests or 
assignment of access 
requests to relevant 
suppliers, as required. 

Responsible for 
confirming the access 
request has been 
fulfilled and resolved, 
as required. 

Responsible for the 
consolidation of risks 
identified by the 
suppliers. 

 Responsible for identifying 
any access violations and 
escalating the violation as 
defined in the Access 
Security Policy to the 
Service Integrator. 

Responsible for updating 
and closing security 
incidents as directed by the 
Service Integrator. 

 

  

Supplier   Responsible for 
fulfilling assigned 
access requests. 

Responsible for 
reviewing access 
requests & for logging 
possible risks to 
access standards, 

Responsible for 
participating in 
periodic reviews of 
access security 
policies & associated 
access models to 
ensure continued 
integrity & relevance. 

Responsible for escalating 
access violations to the 
Service Desk for review and 
prioritisation. 

Responsible for gathering 
the required access 
violation data and logs for 
the assigned access 
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Service 
Line 

Define Verify & Execute  Monitor & Review Access Violation Maintain Group Policy 
Objects (GPO) & Access 
profiles 

policies and violations.  

 

violation. 

Responsible for providing 
input into the corrective 
action plan and executing 
corrective activity, as 
required. 

 

 

 


