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Term / Abbreviation

Definition

CAB

Change Advisory Board also known as SCRB Service Change
& Release Board

Cl Configuration Item

CMS Configuration Management System

DML Definitive Media Library

ECAB Emergency Change Advisory Board

HO Home Office

HOT Home Office Technology

HLD High Level Design
Process flowchart depicting each of the processes at a high
level containing organisational swim lanes, process inputs &
outputs, process phases and activities.
Underpinning document containing process objectives, common
principles and a matrix of responsibilities with responsibility
narrative.

MIM Major Incident Management

HR Human Resources

IM Incident Management

CM Change Management

LLD Low Level Design
Process flowchart depicting each of the processes at a lower
level containing organisational and role swim lanes and process
phases and activities.
Underpinning process description matrix spreadsheet
containing process steps, activity, description, inputs, outputs,
touch points & role based RACI matrix.

PBA Patterns of Business Activity

PCA Patterns of Consumption Activity

RfC Request for Change

RfP Request for Proposal
A request for proposal is an invitation for suppliers to submit a
proposal on a specific commaodity or service.

RIS Request for Services

ROM Rough Order of Magnitudes

SACM Service Asset & Configuration Management

SCRB Service Change & Release Board

SD Service Desk

Sl Service Integrator

SKMS Service Knowledge Management System

PIR Post Implementation review
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1 Introduction

This document details the policy, process, roles, responsibilities, and procedures (where
discussed and detailed) required to deliver an efficient and effective Change Management
capability to Home Office Technology, and in accordance with contractual agreements. The
document defines how people, processes, and procedures are to be utilised to assess, evaluate
and authorise change to the controlled environments.

The goal of Change Management is to minimise adverse impacts on business operations and
ensure that the best achievable levels of service availability are maintained through the
appropriate management and assessment of risk of all change to the controlled environments.
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2 Change Management Policy

2.1 Purpose

The policy should be used to direct decisions and to ensure consistent and appropriate
development and implementation of processes. This policy section contains the Home Office
Technology leadership’s expectations for the Change Management process.

2.2 Scope

e The Change Management Policy applies to all in-scope services, locations and business
units which are used to deliver the live operational business services.

e Change Management governs the process of managing and auditing a course of events
that guide a Change through each phase of its lifecycle, from logging a new change to
closing a change, while maintaining the integrity of the Home Office Technology at each
step.

e Change management ensures that changes are managed and delivered in a consistent,
predictable and cost-effective manner. This means:

o All changes will be reported through a single point of contact i.e. the appropriate IT
Service Desk.

o All changes will be recorded in a single Service Management tool capturing all
appropriate and relevant information.

o All changes will be prioritised according to their impact on business operations and
the urgency with which they must be deployed.

e The Change Management policy is applied to all in scope controlled environments this
may include environments that are live or considered to be pre-production.

2.3 Change Management Policy

The Change Management process is invoked for changes that impact or present a risk to the
controlled environments and services.

2.3.1 Change Management Definitions

A Change is defined as an alteration in state or configuration of a controlled item within the
Change Management System (CMS).

Standard - Standard changes are changes which have a defined change model. The risk and
impact of the change is known. Some may be pre approved whilst others may require some
level of approval, as defined in the change model.

Normal - Normal changes are the changes that require CAB approval. These changes will
follow the entire workflow and are changes where a change model does not exist. These
changes typically are ones which are not repeated and require detailed assessment.
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Emergency - Emergency changes are changes which are required to resolve or prevent a
P1/P2 incident, to address a security issue or have been identified by the business to have a
negative business impact.

There are some occasions where changes will need to be expedited. In this scenario, a change
should be raised as normal and a justification of why the change has to be expedited will need
to be provided. This justification must include evidence of business sign off. Without this, the
change will go through the normal change flow.

2.3.2 Change versus Release
The primary definition of a Release from a change management perspective is:

e A Release is defined as 1) a change which impacts multiple services and/or suppliers 2)
as two or more inter-related changes that carry dependencies and/or constraints to one
another

A change should only be raised once all Design, Build and Test activities have been
completed. This includes identifying the need to involve additional suppliers in any of these
phases. These suppliers may provide services using either the new or current service model.

If a change is submitted and it is identified that there is impact to additional suppliers that has
not already been assessed as part of Release Management, there is a risk that the change will
be rejected and will require submission as a Release, so that required risk and impact
assessment can be completed.

2.3.3 Change Submission

The change should only be submitted for approval once the Design, Build and Test phases are
complete and accepted. This could be via the Release Management process. Where changes
are required which do not require a formal Release to be raised, the same policy applies. The
requestor will need to evidence that these above stages have been completed.

Changes can be submitted for early visibility without these stages being completed. However,
this type of change will not be progressed to assessment or authorisation stage until all the
details to complete the change request form have been provided.

2.3.4 Change Authorisation

The change authority is the role which authorises changes. Depending on the risk and impact
the RFC may be reviewed at the Change Advisory Board (CAB) meeting. However, the final
approval will be given by the change authority. This role is carried out by the SI Change
Manager during normal business hours of 9:00am to 5:00pm. Outside these hours authority is
then automatically delegated to the ‘on call’ SI Incident Manager.
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A change will not be implemented into the Home Office Controlled Environment unless approval
has been given by SI Change Manager or a delegated authority.

CAB members advising the SI Change Manager (or the delegated authority) can reach one of
three decisions:

e Approved — This will mean that the change can proceed to the Implement phase with no
additional information.

¢ Rejected — 1) Change cannot proceed and is closed; 2) Only the proposed dates have
been rejected leading to the change going back through the assessment stage.

e Conditionally Approved — The change is accepted, as required. However, the change
needs further information to be provided before approval for implementation can be
given.

In the case of changes referred to the CAB, a unanimous decision is required to either approve
or reject a change. However, any rejection can be overruled by the Change Manager by
placing on record the reasons for any objections being overruled.

Outcomes will be notified in writing via a message from any member of the Change
Management team to the Change Requester and Owner. This will include any special
instructions identified to aid successful completion of the Change. For rejected changes, the
reasons for rejection will be recorded and sent to the Requestor. The requestor can then
appeal the rejection. This will then be submitted for review by the SI Change Manager to the HO
Senior Management team for a decision.

Any changes which are implemented without the approval of the change authority will be
deemed as unauthorised.

2.3.5 Unauthorised Change

Changes to the Home Office controlled environments and its associated services that have not
been subject to the Change Management process carry un-quantified and un-qualified risks.
Such changes would not have been subject to necessary risk assessments and resultant
impacts can range from breach of Security through to de-stabilisation/failure of one or more IT
Services. Impacts to existing services can have a financial impact to the Home Office business,
increase operating costs through unplanned effort in investigation/recovery/resolution and be a
cause of customer/end user dissatisfaction.

Unauthorised Change is unacceptable and is viewed by Management as a serious breach of
this policy. Upon identifying an unauthorised change an investigation will ensue to determine
cause and effect, current status and any future action including possible disciplinary action via
HR, if deemed appropriate. In the event that the investigation reveals that the change was
applied by a supplier this may initiate a formal contract review and appropriate action will be
taken.
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2.3.6 Change Advisory Board

The Home Office CAB is made up with members from the Home Office and Supplier
organisations. The Home Office CAB is responsible for approving changes which are normal.
The Home Office CAB will meet twice weekly to review changes and following approval, the
change request can be implemented according to the implementation plans incorporated within
the change request.

Changes that are rejected will be returned to the Change Requestor/Owner with an explanation.
The Change Requestor/Owner or somebody acting on the Change Requestor/Owner behalf
must represent all change requests that are reviewed in the weekly meetings. Changes that are
not represented will be returned to the Change Requestor as rejected due to lack of
representation.

The Home Office Change Advisory Board’s (HO CAB) primary duty is to ensure that HO Service
representatives have exercised appropriate diligence in assessing risks and in planning,
authorising and implementing changes. Additionally, the HO CAB is responsible to ensure that
the change related risks are communicated and understood by the parties they represent when
participating in an HO CAB. Where disagreements arise, involving both business and technical
matters, there is recourse to escalate Senior Management Group to (SMG), or any additional
forums, in order to expedite resolution efforts.

2.3.7 Retrospective Change

In circumstances where one or more incidents are impacting a live service, authority to
implement changes in order to restore the service to a known operational state is automatically
delegated to the Sl Incident Manager or their deputy. In the case of security related incidents,
delegation of authority passes to the System Security Officer who will maintain contact with both
the Incident and Change Manager.

Automatic delegation of authority both in or out of business hours, occurs only in the following
circumstances:

e The Incident has been classified as a P1 or P2 and is service impacting.

e No workaround or temporary solution has been identified.

In all cases a retrospective Request for Change is required to be raised at the earliest
opportunity after resolution has taken place. This should be done within a 24 hour
period.

It is a mandatory requirement that the retrospective change(s) identify the incident record and
any directly associated problem record reference. Retrospective changes will be specifically
identified on the weekly CAB agenda for awareness purposes. The volume of retrospective
changes will be monitored and routinely advised to Problem Management for their awareness
and appropriate action.

Service Integration Model 10
Change Mgt Operating Model Not for disclosure outside the Home Office without prior permission
© Crown Copyright




Official
2.3.8 Post Implementation Update

The change requestor is required to update the change record within 24 hours of the authorised
end date and time of the change. This is required to maintain an accurate view of the state of
the environment enabling Operations to accurately understand any issues that are identified.

Failure to provide this update will result in an unknown state of the environment leading to an
increase in the time taken to diagnose and resolve issues.
2.3.9 Post Implementation Review

A Post Implementation Review (PIR) is a formal review of the change. This can be called for
changes which are successful or unsuccessful to capture and identify areas of potential service
improvement.

A PIR is not to assign fault or blame, but to identify where in the process improvements
can be made to ensure that the same issues do not reoccur.

The following conditions will trigger a formal PIR to be conducted:
e The change has been identified as unsuccessful during the post implementation update.
e The change was an emergency or fast track.

e A change marked as successful in the post implementation has one or more associated
incidents within the next 30 days.

e The SI Change Manager identifies the change as a change which was complex and the
lessons learnt can be utilised to improve the service.

e The SI Change Manager will also randomly review all changes that have a completion
code of 'Successful'. (These are changes that have met all success criteria).

The PIR meeting will be called by the SI Change Manager. This could be a physical or virtual
meeting.

2.3.10 Change Cancellations

The change request can be cancelled at any point during the process except where the change
has been authorised. If the change is no longer required at this point it will be marked as failed.
A reason for cancellation will need to be provided prior to the record being cancelled.
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3 Change Management Process

3.1 Scope

This process covers any change, external or internal, which impacts directly or indirectly on the
services provided to Home Office within the agreed Service Level Agreement.

All changes will be recorded within the Change Management System, regardless of origin (i.e.
self-log, telephone, e-mail, system alert etc.). Once a change has been raised the following
actions are all within scope of Change Management:

e Management of ownership of all changes throughout the lifecycle.
e Assignment and management of assessment tasks.

e Monitoring of the effectiveness of Change Management activities (e.g. identify areas
where changes are continually deferred or where additional information is requested).

e Managing the schedule of changes including the overall forward schedule.

e Provision of change handling statistics and quality metrics (e.g. mis-assigned
assessments, successful changes etc.) in line with Service Level Agreement
requirements and for management information.

¢ Arranging and conducting CAB and ECAB meetings to review Normal and Emergency
changes.

¢ Identifying candidates for formal post implementation reviews to identify service
improvements.

3.2 Objectives

The objectives for Change Management process can found in the HO Service Integration
Model HLD.

3.3 Common Principles

The common principles for Change Management process can found in the HO Service
Integration Model HLD.

See Annex A for the High Level Design Process diagrams on Change Management. Reference
should be made to the HO Service Integration Model for information on the Matrix of
Responsibilities.

3.4 Change Management Lifecycle

The Standard Change Management Lifecycle is broken into six stages:
e Process and Change Model review
e Initiate

e Assessment & Submission
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e Approvals
e Implementation Planning and testing

e Acceptance & Closure

3.4.1 Process and Change Model Review

[The content of this section is under development.]

3.4.2 Initiate

3.4.2.1 Change Form

Every change will be submitted and raised in the service management tool. For those who do
not have direct access to the tool, they will be able to raise the changes via service desk or
submission of a manual version of the form.

The following fields will be represented in both the tool and the manual form:

Field Name Type Description
System
Change Reference Generated Auto generated unique change reference
Requestor name Auto Populated
Change title Free text One line describing the change
Change description Free text Detailed description of the change

Details of where the change originated
Incident, Problem, Service Request,
Release, Service Improvement (must include
Change Source Drop down ability to add reference)

Reason for change Free text Details of why the change is required

Details of the benefits of implementing this
Change benefits Free text change

Impact of not undertaking

the change free text

Primary Impacted CI Selectable from the CMDB

Primary Impacted Service Selectable from the Service Catalogue

Risk and Impact Questions As detailed in risk and impact section 3.4.2.2
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Field Name Type Description

Outlining the testing that has been
Pre tests Free text conducted (could be attachment)
Implementation Plan Free text Detailing the implementation steps
Back out Plan Free text Detailing the Back-out steps

Detailling the tests that will be carried out
post implementation to ensure the change
was deployed successfully and that the
Post Implementation tests | Free text service is operational

Detailing how the success of the change will

Success Criteria Free text be measured
Priority Drop down

Based on the risk and impact score (high,
Impact medium or Low)
Proposed start dates and At point of submission requestor to provide
time proposed start date/time
Proposed end date and At point of submission requestor to provide
time proposed end date/time

Authorised start date and
time The actual authorised change start date/time

Authorised end date and

time The actual authorised change end date/time
Lead Implementation Details who the lead implementation supplier
supplier Free text is for the change

3.4.2.2 Change Form — Risk and Impact

As part of the submission, the requestor will also be asked to complete a series of questions
which will assist in the identification of the risk and impact of the change. The answers and
related weighting will enable change management to have an early indication of the risk and
impact of the change in the form of an aggregated score, the higher the value the higher the risk
and impact.

The following questions will need to be answered as part of the change submission:

Service Integration Model 14
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Number | Change Risk and Impact Questions Answer Weighting
1 Does the change impact the live Yes 10
service?
No 0
1.1 If yes, provide what and how services If yes, free text field
will be impacted clearly defined in the to describe impact
change request (i.e. can users still log
on, print, access applications, save No
document etc.)?
1.2 If yes, what services are impacted? Critical Systems 5
Non Critical 0
1.3 Is the impact an outage? Yes 5
No 0
1.3.1 If yes, provide outage start date /time
and end start date/time.
1.3.2 If above is yes, has the business signed | Yes 0
off the outage?
No 5
1.4 Is the impact to performance only? Yes 5
No 0
15 Is this within the Service Hours? Yes 5
No 0
1.6 Can the date/start time be changed if Yes 0
required?
No 5
2 How many users will be impacted All users
(system wide, site specific, key business
group)? 50 % or more of user
base
<50 %
3 Will the change impact associated Yes 5
systems or equipment (i.e.
relationships with other No 0
Configuration Items) and are the
relevant groups aware?
3.1 If yes, provide details.

Service Integration Model
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Number | Change Risk and Impact Questions Answer Weighting
4 Has testing been undertaken? Yes
No
4.1 If no, provide justification.
4.2 If yes, has the testing completed Yes
successfully including back-out?
No
4.2.1 If yes, has evidence been provided yes
no
4.2.2 If no, provide reasons why this hasn't free text
been provided
5 Can the implementation be Yes
determined as successful within 24
hours? No
5.1 If not, have relevant tests and resources | Yes
been identified in the implementation
plan to confirm the change has been No
implemented successfully?
6 In the event of a failure in Yes 0
implementing the change, can
services be restored within the No 10
allotted change window?
7 Does the change (implementation, Yes 10
back-out or post implementation)
involve other suppliers and/or HO No 0
resources?
7.1 If yes, list suppliers and/or HO free text
Resource.
7.2 If yes, have the resources been Yes 0
secured?
No 5
7.3 If yes, are the activities documented and | Yes 0
clearly understood?
No 5
7.4 If yes, do all involved parties have the Yes 0
correct access/permission to carry out
these activities? No 5

Service Integration Model
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Number | Change Risk and Impact Questions Answer Weighting
7.5 If yes, is the required level of Yes 0
commercial cover for you to support the
change? No 5
7.5.1 If no, provide detalils. free text
8 Has the change been authorised Yes 0
within your change process?
No 10
9 Is this change part of a series of yes
changes?
No
9.1 If yes, provide Cherwell reference. free text
10 Has required level of system(s) yes 0
access been obtained to implement,
back-out and conduct post testing? no 10
11 Is site access required? Yes
No
11.1 If yes, has this been arranged? Yes 0
No 5
12 Are all pre requisites required to Yes 0
implement/back-out and conduct post
testing completed? No 5
12.1 If no, provides reasons

3.4.2.3 Change Priority

Priority in the context of Change Management is different to that of an Incident, Problem or
request. The priority within Change Management is used to determine how urgent the change is
in the event of a schedule or resource conflict. The change with the higher priority will generally
take precedence over one which has a lesser one.

Priority is a calculation of impact and urgency, the impact will be determined by the score
resulting from the risk and impact questions and urgency will be determine by the speed at
which the change is required:

Impact

¢ High — Risk and Impact Score 75 — 115
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Medium — Risk and Impact Score 36 - 74
Low — Risk and Impact Score — 0 — 35

Urgency

High — Change required in first available window
Medium — Change can be scheduled in any window before a specific date and time
Low — Change can be scheduled in any window

Priority Matrix

Impact
High Medium | Low
e
= 1 2 3
T
>
2
g 5
5 g 2 3 4
=
5| 3 4 5
-

3.4.2.4 Change Submission Notification

This should be an auto notification back to the change requestor confirming that the change has
been submitted.

The notification should contain at a minimum the following:

Change Reference Number.

Contact details of the HO Service Desk.
Short Description.

Link to the record within the tool.

Supplier reference (if present)

This notification will provide the requestor with the unique reference for the change, which can
be used when contacting the service desk. It will also provide them a direct link to the change
record in the tool which will eliminate the need to search through the system for the change.
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3.4.2.5 Change Validation

Every change will be validated prior to formal assessment to ensure that the relevant form has been completed correctly and the details
contained within the form meet the relevant quality criteria.

Change Validation - Procedure Diagram

Home Office Service Integration Model — Change Management [RfC] Procedures © Crown Copyright
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Change Validation - Procedure Details

Owner/Service
Owner

Swim lane Activity Details
Change Submit Change Form The Requestor will complete the
Requestor/Product change form either directly within the

tool or the manual form and submit to
Service Desk.

Provide additional information

(1)

The Change Requestor, if required,
will provide additional details to
complete the change form.

Provide additional information

(2)

The Change Requestor/product owner
or Service Owner should provide
additional information to assist in the
resolution of the schedule conflict.

Service Desk —
Change
Administrator

Assess change for
completeness

The Change Administrator will assess
the submitted form to ensure that it
has been completed correctly and the
content matches the relevant quality
criteria.

Is this an emergency?

Determine if the change has been
submitted as an emergency. If yes,
proceed to the ‘Emergency Change
Flow’ (section 3.4.3.2). If no, carry on
with validation flow.

Has the form been completed
Correctly?

The Change Administrator will request
further information from the requestor
where the form or content has not
been complete correctly.

Service Desk —
Change Analyst

Assess proposed dates
against FSC

The Change Analyst will assess the
proposed dates against the forward
schedule of change to determine if
there is the conflict.

Does the change clash?

The Change Analyst will make a
decision based on the assessment
above on whether there is a conflict.

Inform SI of clash

If a clash has been identified, then the
analyst informs the Service Integration
Change Management team.

Update change with new
schedule

Update the change record with the
new agreed date.

Assign Priority and Update
relevant change record

Update the relevant change records
with the output of the change

Service Integration Model
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Swim lane

Activity

Details

prioritisation review.

S| Change Manager

Assess impact of clash

Assess the impact of the conflicting

changes to determine whether one will

require rescheduling.

Rescheduling required?

Based on the assessment above,
determine if one or more of the
changes require rescheduling.

Review with requestor/product
or service owner

Review whether the change can be
rescheduled.

Can change be rescheduled?

Determine if the change can be
rescheduled based on the review
above and if it can, provide the
updated schedule to Service Desk
Change analyst to update change
record.

Elevate change priority and
arrange review

Update the change priority and
arrange a priority review.

Conduct Prioritisation review

Conduct the prioritisation review with
the relevant attendees including, but
not limited to, all change requestors
whose changes are affected, all
product and service owners.

Service Integration Model
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3.4.3 Assessment & Submission + Approvals

3.4.3.1 Normal Change

Normal change will require a higher level of review and assessment. The following workflow represents the activities that will be undertaken to
this type of change.

Normal Change - Procedure Diagram

Home Office Service Integration Model — Change Management [RfC] Procedures © Crown Copyright
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Normal Change - Procedure Details

Swim lane

Activity

Details

Change Requestor

Provide additional
information

The change requestor will provide
requested information to the change
assessors to aid completion of the
assessment.

Service Desk -
Change Administrator

Collate all assessments

Collate all the completed assessments
to enable a review by the SI Change
Management Team.

Submit Change for
Approvals (CAB)

If the SI Change Management team
determine that the change is required to
be reviewed and authorised at the CAB,
ensure that the record has been
allocated to a meeting and add to
relevant agenda.

Update or Close Change
Record

Update the change record with the
decision form either the CAB or the SI
Change Management team. If the
decision is rejection for any other
reason other than the schedule the
change record should be closed

Service Desk —
Change Analyst

Assess SKMS/CMDB and
other sources to identify
Impact

Assess the various sources of
information to determine the impact and
the required reviewers for the change.

Reviewers identified?

Determine if the reviewers can be
identified.

Create Task to Sl

If the service desk were unable to
identify the reviewers then a task is
created and assigned to the SI Change
Management Team.

Assign Risk and Impact
reviewers

Once all required reviewers have been
identified, create and assign the
assessment task.

Change Reviewers

Assess Risk and Impact of
deployment

Assess the risk and impact of the
change deployment to the service for
which they are responsible.

Is there enough
information?

Determine if there is enough information
within the record to conduct the
assessment. If not, request the
additional information that is required to

Service Integration Model
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Swim lane

Activity

Details

complete the assessment.

Complete risk and impact
assessment

Complete the assessment task in the
service management tool.

S| Change Manager

Arrange review session

Should the Service Desk be unable to
identify the reviewers then the SI
Change Management team will arrange
a session with relevant resources to
determine the correct reviewers. This
will include the Service and Product
Owners.

Identify correct routing

Once the correct reviewers have been
identified, inform the service desk so
that the assessment tasks can be
created and submitted.

Investigate cause of
routing issues

The SI Change Management team will
investigate the cause of the failure.

Identify Service
Improvements

Post investigation, identify the
improvements that can be made to
ensure that the same routing issue does
not reoccur.

Instigate update to
appropriate
system/artefact via
relevant process

Using the appropriate process and
procedure, instigate the update of the
relevant system or artefact to ensure
that the routing issue does not reoccur.

Review Risk and Impact
assessments

Review all the completed assessments
to identify all risks and understand
impact of the change.

CAB Review required?

Based on the review above, determine if
the change is required to be reviewed in
CAB.

Authorise Change

Authorise the change either via CAB or
as the change authority for changes
which did not go to CAB for review.

CAB Approvers

Approve Change?

Assess the risk and impact of the
change and make decision to either
authorise or reject.

Provide reason for
rejection

For changes which are rejected, provide
reasons for the rejection. If the change
has been rejected as the schedule

Service Integration Model
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Swim lane

Activity

Details

cannot be authorised then the change is
taken back to the assessment phase. If
the change is rejected for any other
reason, then change is updated and
closed by Service desk.

Service Integration Model
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3.4.3.2 Emergency Change

Emergency changes will have to be managed in a different way to normal and standard changes as they require immediate response. The
following workflow details the activities that will be undertaken to manage these types of changes.

Emergency Change - Procedure Diagram

Home Office Service Integration Model — Change Management [RfC] Procedures ® Crown Copyright
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Emergency Change - Procedure Details

Swim lane

Procedure Step

Activity Details

Service Desk — Change
Administrator

Escalate Emergency change
to SI Change

As soon as the change has
been raised as Emergency the
Service Desk shall notify the
S| Change team.

Categorise Change as Normal
and follow normal workflow

If the SI Change Management
team determine that the
change does not meet the
Emergency change criteria
they will notify Service Desk to
change the category.

Arrange ECAB Meeting

Once confirmed that the
change is Emergency and the
ECAB members have been
identified, the Service Desk
shall arrange the meeting.

Submit Change for Approvals
(ECAB)

Send out appropriate
information to the ECAB
members ready for actual
meeting.

Update or Close the change
record

Update the change record
with the decision of the ECAB
meeting including attendees
and any risks that were
identified and accepted.

S| Change Manager

Assess Change

Assess the Emergency
change against the defined
criteria to establish whether it
has been met.

Does the change meet the
Emergency criteria?

Based on the assessment
above, determine if the criteria
has been met. If no, inform
Service desk to change
category to ‘Normal’.

Identify additional ECAB
members

Identify all the members
required to assess the change
at the ECAB and inform the
service desk.

Authorise Change

Post the ECAB, if the decision
was to authorise the change,
update the record.

Service Integration Model
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Swim lane

Procedure Step

Activity Details

ECAB

Approve Change?

Assess the risk and impact of
the change and make decision
to either authorise or reject.

Provide reason for rejection

For changes which are
rejected, provide reasons for
the rejection.

Service Integration Model
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3.4.3.3 Change Assessments

Each change will require assessments to be carried out by various suppliers and internal teams,

these assessments will be based on a series of questions that should be answered to identify
the potential risk and impact.

The following questions will be part of each assessment:

Number | Assessor Change Risk and Impact Answer Weighting
Questions
1 Is there sufficient information to Yes 0
conduct the change assessment?
No 10
11 If no, provide details of what is required. | free text
2 Does the change impact the service Yes 10
you provide?
No 0
2.1 If yes, describe the impact. free text field
2.2 If yes, has this been authorised via your | Yes 0
change process?
No 5
221 If no, provide reasoning. free text or
attachment
3 Does the change require your Yes 10
involvement in implementation, back-
out or Post deployment testing? No 0
3.1 If yes, have the resources been Yes 0
secured?
No 5
3.2 If yes, are your activities documented Yes 0
and clearly understood?
No 5
3.3 If yes, do you have the correct Yes 0
access/permission to carry out these
activities? No 5
3.4 If yes, is the required level of Yes 0
commercial cover in place for you to
support the change? No 5
3.4.1 If no, provide details. free text
Service Integration Model
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Number | Assessor Change Risk and Impact Answer Weighting
Questions
3.5 If yes, as result of this change have you | Yes 5
had to raise a dependant change?
No 0
351 If yes, provide Cherwell reference. free text
4 Will you be required to carry out post | Yes 5
implementation testing on your
Services? No 0
4.1 If yes, have the activities been Yes 0
documented and clearly understood?
No 5
4.1.1 If yes, provide details of activities. free text or
attachment
4.2 If yes, have the resources been Yes 0
secured?
No 5
5 Does the change clash with any Yes 5
planned maintenance of your
service? No 0
51 If yes, provide details. free text field
5.2 If yes, can the maintenance be Yes
rescheduled?
No
5.3 If no, provide details. free text fields
6 Is there any other risk or impact that | Yes 10
you would like to highlight?
6.1 If yes, please provide details. free text field
The assessment score will be categorised in the following manner:
e High Score - 60 -90
e Medium Score - 30 - 59
e Low Score—-0-29
3.4.3.4 Which CAB Notification
This should be an auto notification to the change requestor and all identified assessors,
informing them which CAB the change will be reviewed at. This will be during the Sl
Service Integration Model
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Assessment stage of the process as this is when it is determined which CAB the change will be
reviewed. The notification should be resent if the allocated CAB changes.

The notification should contain at a minimum the following:
e Change Reference Number.
e Contact details of the HO Service Desk.
e Short Description.
e Link to the record within the tool.

e The date and time of the CAB that the change will be reviewed in, including, dial in
details and meeting locations.

e Supplier reference (if present)

This notification will provide the Requestor with the exact date of when the change will be
reviewed at CAB and, will automate a manual process which is currently undertaken to notify
the requestors to attend CAB meetings.

3.4.3.5 Assessment Task Notification

This should be an auto notification to the identified change assessors via the assessment tasks,
a reminder that the assessment is pending at 25%, 50% and 75% of their specific assessment
SLA (Will vary from supplier to supplier) and a notification 24 hours prior to the deadline. These
notifications are only sent if the task is not closed or in a status of awaiting further information.

The notification should contain at a minimum the following:
e Change Reference Number.
e Contact details of the HO Service Desk.
e Short description.
e Link to the record within the tool.
e Assessment due date.

e Supplier reference (if present)

This notification will provide periodic reminders to the assessors that the assessment task is
pending.

3.4.3.6 Change Authorisation/Rejection Notification

This should be an auto notification to the change requestor informing them of the outcome of
the Authorisation review (either CAB or Change Manager). It should inform them whether the
change was authorised or rejected. This notification will apply to all types of change, including
Normal, Emergency and Standard.
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The notification should contain at a minimum the following:
e Change Reference Number.
e Contact details of the HO Service Desk.
e Short Description.
e Link to the record within the tool.

e |If authorised, confirmation of authorisation, planned start date and time, planned end
date and time.

e If rejected, confirmation of rejection including reason for rejection and details of how the
decision could be appealed.

e Supplier reference (if present)

This notification will provide the requestor with the details of the outcome of the CAB or ECAB
(Normal and Emergency) and any authorisation required for Standard, it provides the details of
the window that has been authorised to avoid any ambiguity.

3.5 Implementation Planning and Testing

[The content of this section is under development.]
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3.6 Acceptance & Closure

3.6.1.1 Review and Closure

All changes will require a form of review to determine the success and determine potential service improvement opportunities. The following
workflow details the activities that will be undertaken to ensure all changes are reviewed prior to closure.

Review & Closure - Procedure Diagram

Home Office Service Integration Model — Change Management [RfC] Procedures © Crown Copyright
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Review & Closure - Procedure Details

Swim lane

Activity

Details

Change Requestor

Implement change in
authorised window

Implement the change as per
the implementation plan within
the authorised window.

Update the change record
within 24hours

Once the change has been
implemented, conduct the
agreed post implementation
testing and update the change
record and add any details
that may be relevant.

Complete Update Questions

Provide answers to the

guestions that are required to
determine initially whether the
change was successful or not.

Change Successful?

Based on the answers of the
questions, the system will
determine whether the change
can be deemed successful at
this initial stage.

Service Desk — Change
Administrator

Inform SI Change

If the change has been
marked as unsuccessful,
inform the SI Change Team.

Arrange PIR

Once the SI Change Team
has identified the PIR
attendees, arrange the
meeting.

Update Change Record and
raise service improvements

Update the change record
with the output of the PIR
meeting and raise any Service
Improvements that were
identified

Monitor for associated
incidents for 30 days

For changes which were
initially marked as successful,
monitor the system to identify.

Any Issues?

If any incidents have been
associated with a Change,
then inform the SI Change
Team'.

Close Change

If no issues have been
identified or the PIR is
completed, close the change

Service Integration Model
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Swim lane Activity Details

record with the appropriate
closure information.

S| Change Manager Identify PIR attendees Identify who will be required to
attend the PIR meeting for the
particular change.

Complete PIR report Complete the PIR report post
the PIR meeting.

Conduct PIR? On occasions, where the
change was high profile or
complex and successful, the
S| Change Manager may wish
to conduct a PIR to identify
the positives and ensure that
these are fed back.

PIR Review Conduct PIR Conduct the PIR meeting to
identify the cause of failure
and potential service
improvements.

3.6.1.2 Post Implementation Notification

This should be an auto notification to the Change Requestor requesting them to update the
change record. The notification should be sent 30 minutes after the planned end date and time.
The notification should contain the questions that need to be answered enable the requestor to
complete by replying to the email itself.

The notification should contain at a minimum the following:
e Change Reference Number.
e Contact details of the HO Service Desk.
e Short Description.
e Link to the record within the tool.
e Mandatory questions that need to be answered.

e Supplier reference (if present)

This notification will try to ensure that the status of changes are known post implementation by
mandating the update within the 24hours, and providing a mechanism by which the Requestor
does not have to log into the tool to update. This will enable the HO Service Desk and Sl
Change Management Team to have a greater understanding of the status of all the changes.
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3.6.1.3 Post Implementation Update

Every change will require the requestor to update the record within 24hours. This is an initial
update to provide an early indication of the success of the change.

The update will require the following questions to be answered:

Number | Post Implementation Questions Answer
1 Was the change completed within the | Yes Change marked as
authorised change window? ‘Implementation
Successful’.
No Change to be
marked as ‘Pending
PIR'.
11 If no, provide detalils. Free text field
2 Did the change meet the success Yes Change marked as
criteria? ‘Implementation
Successful’.
No Change to be
marked as ‘Pending
PIR'.
2.1 If no, provide detalils. Free text field

3.6.1.4 Post Implementation Review Notification

This should be an auto notification to the Change Requestor informing them that their change
has been identified as a change which required a formal PIR to be conducted. This could be
identified in one of three ways:

1. “No” was answered in the post implementation questions,
2. Anincident was associated to the change in the 30 day review period or

3. The SI Change Management team have identified the change as a candidate for a PIR

The notification should contain at a minimum the following:
e Change Reference Number
e Contact details of the HO Service Desk
e Short Description
e Link to the record within the tool
e Supplier reference (if present)
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e Confirmation that the change has been identified as requiring a PIR & providing details of
why (which of the options above was used to identify)

This notification will inform the requestor that their change will require a formal PIR to be
conducted.

Service Integration Model
Incident Mgt Operating Model Not for disclosure outside the Home Office without prior permission
© Crown Copyright

37



Official

4 Roles and Responsibilities

4.1 Process Roles and Responsibilities
[The content of this section may be subjected to further changes.]

The following key roles have been identified for Change Management at this moment in time.

Roles & Responsibilities will be developed further as the Services are on-boarded and the
Service Model maturity evolves:

Service Integration Change Manager:

e Challenge the change priority and classification where necessary to ensure that the
change is progressed using the correct workflow and within the correct timescales.

e Participate in triage (identifying the required assessors) as required and be a point of
escalation to challenge suppliers where to facilitate ownership of Change assessments
and ensure that they are being managed effectively.

e Assess the change once all the individual assessments have been completed.
e Act as the Change Authority during standard service hours.

¢ |dentify change which may require PIR.

e Chair all CAB, ECAB and PIR meetings.

e Provide management reports to the business and to other work streams within HOT as
required.

Change Administrator (Service Desk):
e Carry out day to day management of all changes.
e Validate submitted changes.

e Ensure that changes are progressed through to suppliers through the creation of
assessment tasks.

e Ensure that basic, automated communications are sent out to users that require them.

e Ensure that relevant changes are escalated as required to the SI Change Management
team.

¢ Raise change records where the requestor does not have direct access to the service
management tool.

e Update the change record with all decision and feedback from assessors.
e Close the change once all criteria have been met.
e Schedule ECAB and PIR meetings.

e Prepare the CAB agenda and record the minutes.
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Change Analyst (Service Desk):

e Assess change for schedule conflicts.

¢ ldentify the relevant assessors for review of the change.

e Update priority of changes.

¢ Notify SI Change Management of any emergency change.

e Monitor and track change assessments including all risk and impact that has been
identified.

Change Requestor:

e Complete and submit of the change form.

e Provide any additional information that may be required during assessment and
authorisation stage of the change.

e Update the change record post implementation.

e Participate in all CAB, ECAB and PIR meetings, as requested.

Change Assessor:

e Complete of the change assessment within the agreed timelines (agree at transition
stage for suppliers).

¢ Identify any potential impact to risk that the change may present.

e Participate in all CAB, ECAB and PIR meetings, as requested.

4.2 Roles Access in Service Management Tool

Identified roles will have (at a minimum) the following access levels in Service Management
tool:

Change Requestor:

e To create and submit change requests.
e To attach documents as required (e.g. further detail, screenshots etc).
e To update the submitted change prior to authorisation.

e To complete the post implementation update questions.

Change Administrator:
All of the above plus:

e To clone an existing and closed change, where required.
e To access SKMS and CMDB, as required.

e To create assessment tasks and assign to relevant assessors.
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To link Changes to other records including incidents, problems, releases, service
requests and other changes.

To send ad-hoc notifications. (These will largely be automated. But it may be necessary
to send a request for additional information.)

To update and close tasks.
To close Changes.

To produce pre-defined reports including CAB agenda.

Change Analyst:

All of the above plus:

To update change priority.

S| Change Manager:

All of the above plus:

To assign change to appropriate CAB.
To authorise changes.

To reject changes.

To identify changes for PIR.

To place changes on hold.

To update the change at any point in the process.

Change Assessor:

All of change Requestor plus:

To complete the assessment task questions.
To add attachments to the assessment task.
To close the assessment task.

To request further information from the change requestor.

Service Integration Model
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5 SLASs, CSFs, KPIs and Metrics

5.1 Service Level Agreements

There is no overall SLA for changes as there are aspects which will not be in the control of the
process, (mainly the time allocated to Suppliers to conduct Risk and Impact assessments) as
these will be defined in the Supplier agreement.

There are however several areas within the change management process that formal SLAs can
be setup to ensure that changes are progressed within and agreed timeframe.

The following are the key parts of the process that can have generic SLAs applied, as they do
not rely on the supplier being involved:

Activity

SLA

Responsibility

Change Validation

24 hours from change
submission (Applicable to
Normal change only.
Emergency changes should
be processed and escalated
immediately)

Service Desk

Response to Escalation
(where the service desk were
unable to identify the change
assessors)

24 hours

Service Integrator

S| Change Management
Assessment

5 working days (includes
allocation of change to
relevant CAB)

S| Change

Post Implementation Update

24hours form the end date
and time

Change Requestor

5.2 Critical Success Factors, Key Performance Indicators and Metrics

[The content of this section is under development.]

There are 2 key perspectives that have to be considered to ensure that the overall performance

of the process is managed:

1. Overall Process performance (Owned by Service Integration)
2. Day to day management (Owned by Service Desk as the day to day operational function

of the process).
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6 Reporting

[The content of this section is under development.]
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/ Governance

[The content of this section is under development.]
The following areas are currently being considered:

e CAB - Terms of reference including scope, membership, format, frequency

e ECAB - Terms of reference including scope, membership, format, frequency

¢ PIR Meeting - Terms of reference including scope, membership, format, frequency
e Appeals handling procedure and hearing sessions

e Service reviews - Terms of reference including scope, membership, format, frequency
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Annex A — Change Management HLD Process Diagram
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Annex B — Relationship to Other
Processes

The Change Management process is related to/has interfaces with the Home Office owned and
published processes as defined within the ITIL 2011 framework:

Process

Description

Service Asset and

The CMS is used to determine the impact of the change, using the ClI

Configuration relationships to identify the services that are impacted. Every aspect of

Management the CMS requires a corresponding to update the data. This can be in the

(SACM) form of standard, normal or emergency change. There are expectations
to this when the update of the data is carried out as part of data
correction.

Release Release Management will be responsible for the Design, Build and Test

Management (RM)

phases of the deployment. Change management will be invoked once
the release or components of the release are ready to be deployed into
the controlled environments.

Request Fulfilment
(RF)

Service Requests may automatically create/ generate standard changes
in order to complete the fulfilment. It will be one of the keys sources of
change.

Service Catalogue
(SCat)

The Service catalogue will help identify the assessors that should be
allocated to review the change by maintaining the service relationships
and details of the suppliers who are responsible for this service.
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Annex C — Change Management Status Maps

The Change Management process is configured fully into the service management toolset. The following illustrates the status maps for normal
and emergency change.

Normal Change

2 Crown Copyright

Rejectzc; gsoposed__ —Change Approved
No PIR ——» Awaiting Closure ——No incidents attached
Required
Incident attached
'—Validation Faile;dﬁ
s Awaiting Awaiting . .
Submission  |———> Validation = Assessment | Approval Implementation Awaiting Review Closed
i !
IR Required
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Change Rejected
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Emergency Change
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Annex D - Interim Change Handling

Change Process Interactions

During the phase when Suppliers and services are being on-boarded to the new service model,
there will be an interim arrangement on Change handling as the existing process will also be
managing change across the Business As Usual (BAU) services and environments.

There will effectively be two change management processes running in parallel with the current
BAU acting as the primary at the initial stage, until a point in time where the services and
suppliers have been on boarded to the new service model. At this stage, the process detailed
within this document will act as the prime. During this initial phase the current SCRB will be
used as the CAB for the new process.

At this initial phase there will be three distinct scenarios where the processes will interact:

1. When a change has been raised by the new supplier that requires BAU support or has
impact to BAU services, where this support or impact has not been agreed prior to
submission.

2. When the new supplier is required to assess a BAU change. In both cases the current
BAU CAB will be used to authorise changes.

3. When a change has been raised by the new supplier that requires no BAU support or
has no BAU impact.
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Change Process Interactions — Diagram
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Change Entry Requirements

As part of the scope of the process in the new service model, there will be an expectation that
the build, test and cross supplier impact analysis is complete prior to the submission to of the
change request.

The following will need to be provided as a minimum prior to the change being submitted:

1. Release Note - Formal notification of a planned Release. Describes an updated and
expanded description of the Release since the Release definition was issued.

2. Dates/Times for implementation, including clear outage times (where required) — should
include business, Ministerial and CSSB approval.

3. Implementation Plan — Describes how the Release will be deployed into the live
environment covering the schedule of activities, communication plans, early life support,
risks and success criteria.

4. Test reports — assured against the test plan — Describes the approach and plan for
testing of the Release. In general, this will need to be reviewed and approved by
interested parties before the testing phase starts.

5. Test acceptance — including business representatives - Details the outcomes of the
Testing phase and any consequential changes to the Release and Deployment Plan.

6. Updated design/support documentation (where required).

Service Integration Model
Incident Mgt Operating Model Not for disclosure outside the Home Office without prior permission
© Crown Copyright

50



Official

Interim Change Management Procedure Diagram — Scenario 1
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Swim lane

Activity

Details

Change Requestor
(New Supplier)

Service Desk

S| Change Manager

Current BAU Process
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Interim Change Management Procedure Diagram — Scenario 2

Interim Change Management (Scenario 2) — Change to be Assessed by New Suppliers
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Swim lane

Activity

Details

BAU Change Process

BAU Change Process

The change is initiated by the
existing teams using the BAU
change process and tools

New supplier assessment
required?

As part of the BAU process
identify whether a new supplier is
required to assess the change,

If no carry on with BAU process

Raise change in Cherwell

If a new supplier is required to
assess the change then a
change record will need to be
raised in the Cherwell tool

Provide additional information

For change which have require a
new supplier assessment,
provide the required additional
information

Implemented Change

Implement the authorised change

BAU review and Closure

Once the change has been
implemented the change will go
through the BAU Review and
Closure procedure

Service Desk

Change Validation Procedure

HO Service desk will validate the
change as per the procedure
documented in section 3.4.2.5

Request further information

Should SI Change Management
or the supplier have any queries
pass these to BAU Change
Management

Update Cherwell record

Update the change record in
Cherwell with the feedback and
response to the assessments

Provide updates to BAU Change
process

Inform the BAU change team of
the outcome of the assessment

Review and Closure procedure

Update status of the change
according to the updates
provided by the BAU Change
Team
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Swim lane

Activity

Details

S| Change
Management

Assess Change

Assess the change to ensure that
all required assessors have been
identified including both internal

and external teams and suppliers

Any Queries?

Determine if there is sufficient
information to assess the
change, if yes then close
assessment task if no then
request further information

Supplier

Assess Change

Assess the change to ensure that
impact to the services for which
the supplier is responsible is
known and understood. If
required ensure that the
resources required are secured,
all activities are clearly
understood and any commercial
cover is in place.

Any Queries?

Determine if there is sufficient
information to assess the
change, if yes then close
assessment task if no then
request further information

Close Assessment Task

Once the assessment is
complete close the relevant task
in Cherwell
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Interim Change Management Procedure Diagram — Scenario 3

Interim Change Management (Scenario 3) — Change Raised By New Supplier — No BAU Involvement or Impact
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Swim lane

Activity

Details

Change Requestor
(New Supplier)

Build and Test Change

The supplier will build and test
the change prior to formal
submission for assessment and
authorisation.

Raise Change in Cherwell

Submit change in Cherwell tool,
either directly in the tool or vi the
manual form

Implement change

Implement authorised change as
per the implementation plan
within the authorised window.

Provide status updates

Provide updates to the Service
Desk on the status of the
change.

Service Desk

Change Validation Procedure

HO Service desk will perform the
activities outline in the validation
procedure.

Raise change record in TFS

The change will have to be
raised in the TFS system.

Cross reference records

Cross reference both the
records.

Move workflow in TFS to ‘ready
for approval’

Once the change has been
confirmed as ready for
authorisation by the SI Change
team the workflow within TFS is
moved to ready for authorisation
which enables the change to be
reviewed at the next available
CAB.

Update both change records

Update both the change records
with the outcome of the CAB.

Update both records with status
updates

Update both records with any
status updates from the
requestor.

Review and Closure Procedure

HO service desk will then follow
the activities detailed within the
review and closure procedure.
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Swim lane

Activity

Details

S| Change Manager

Asses Change ready for
authorisation

Assess the change to determine
readiness for authorisation.

Change ready for authorisation?

Based on assessment above,
determine if the change is ready.
If yes, inform the service desk.

Authorise Change in Cherwell

Post the ECAB, if the decision
was to authorise the change,
update the record.

Current BAU Process

Review change at BAU CAB

Assess the risk and impact of the
change and make decision to
either authorise or reject.

Change Authorised?

If authorised, inform the SI
Change Manager. If rejected,
change moves back to S
Change Management
assessment stage.
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