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Glossary & Acronyms 
 
 

Term / Abbreviation Definition 

CAB Change Advisory Board also known as SCRB Service Change 
& Release Board 

CI Configuration Item 

CMS Configuration Management System 

DML Definitive Media Library 

ECAB Emergency Change Advisory Board also known as ESCRB 
Emergency Service Change & Release Board  

ESCRB Emergency Service Change & Release Board 

HO Home Office 

HOT Home Office Technology 

HLD High Level Design 
Process flowchart depicting each of the processes at a high 
level containing organisational swim lanes, process inputs & 
outputs, process phases and activities. 
Underpinning document containing process objectives, common 
principles and a matrix of responsibilities with responsibility 
narrative. 

MIM Major Incident Management 

HR Human Resources 

IM Incident Management 

LLD Low Level Design 
Process flowchart depicting each of the processes at a lower 
level containing organisational and role swim lanes and process 
phases and activities. 
Underpinning process description matrix spreadsheet 
containing process steps, activity, description, inputs, outputs, 
touch points & role based RACI matrix. 

PBA Patterns of Business Activity 

PCA Patterns of Consumption Activity 

RfC Request for Change 

RfP Request for Proposal 
A request for proposal is an invitation for suppliers to submit a 
proposal on a specific commodity or service. 

RfS Request for Services 

ROM Rough Order of Magnitudes 

SACM Service Asset & Configuration Management 

SCRB Service Change & Release Board 

SD Service Desk 

SI Service Integrator 

SKMS Service Knowledge Management System 

 
 

http://en.wikipedia.org/wiki/Proposal_(business)
http://en.wikipedia.org/wiki/Commodity
http://en.wikipedia.org/wiki/Service_(economics)
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1 Introduction 
The goal of Problem Management is to minimise the adverse impact of Incidents and Problems 
on the business that is caused by errors within the IT Service and to prevent recurrence of the 
incidents related to these errors. In order to achieve this goal, Problem Management seeks to 
get to the root cause of Incidents and then initiate actions to improve or correct the situation. 

 

Problem Management supports Incident Management via inputs from trend analysis of the 
incidents, identifying recurring Incidents and responding to major Incidents. Whereas Incident 
Management is focused on getting the End User back up and running as soon as possible 
(resolving that occurrence of the Incident), Problem Management focuses on identifying and 
resolving the underlying root cause of the Incidents. 

 

This document defines the process required to identify, investigate, and resolve Problems in the 
IT services. 
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2 Problem Management Policy 
2.1 Purpose 

The policy should be used to direct decisions and to ensure consistent and appropriate 
development and implementation of processes. This policy contains the Home Office 
Technology leadership’s expectations for the Problem Management Operating Model. 

 

2.2 Problem Management Policy 

All Suppliers delivering IT Services and third party suppliers engaged by them must abide by 
the relevant policy and procedures set out in this Problem Management Operating Model. 

 

In those instances where it is not possible or feasible to meet the agreed Problem Management 
Process, procedures and policies as defined, requests for exceptions can be raised. Exceptions 
shall only be permitted through an agreed authorization process. 

 

2.2.1 Problem Management Definition 

A Problem is defined as a cause of one or more Incidents. The cause is not usually known at 
the time a Problem Record is created, and the Problem Management Process is responsible for 
further investigation. 

2.2.2 Problem / Known Error Logging 

Problems can be requested by anyone including the Suppliers and passed to the Service Desk 
for verification. The Service Desk will then raise the Problem Record in the Service 
Management tool.  Investigative or remedial work should not take place before a Problem or 
Known Error record is created 

2.2.3 Problem / Known Error Classification and Prioritisation 

All Problems will be classified using same classification structure used for Incident management 
which will drive the referral route. 

 

All Problems should be prioritised according to their impact on business operations and the 
urgency with which they must be permanently resolved. Specific service levels will be applied to 
each problem priority level to ensure that performance can be monitored and measured. 

2.2.4 Problem / Known Error Assessment 

Decisions on whether or not a Problem/Known error will be resolved are based upon Business 
impact, risk, cost, and time to resolve. Not all the Problems/Known Errors can be permanently 
resolved however all should be assessed. 

2.2.5 Problem Re-assignment and Triage 

All Problems should be effectively dealt with and handled by the correct individual/group. 
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The initial triage for the Problem assignment should be managed by the Service Desk resulting 
in raising a problem record and assigning related task to a Supplier Group.   

 

If the assigned supplier is unable to resolve the root cause of the problem (task), they will re-
assign the task to the appropriate supplier group/individual.  If the Supplier Group assignee 
does not know the correct assignment group, they will communicate back to the Service Desk. 
The Service Desk will then engage the SI Problem Manager, invoking further Triage procedure. 

2.2.6 Problem Tasks Assignment  

There may be a reported problem that requires multiple suppliers to undertake investigations in 
order to resolve the reported problem. Tasks may be assigned to each supplier for resolution as 
part of the main problem. 

2.2.7 Known Error Closure  

Prior to the Known Error records closure, the SI Problem Manager shall obtain a confirmation 
from the relevant Service Provider’s Problem Assignees that the original symptoms, as defined 
within the Known Error, have been remediated and the underlying issue is resolved.   

2.2.8 Problem Closure  

The Service Desk Problem Manager shall evaluate and determine the status of the Problem 
Record. Once evaluated and completed to their satisfaction, the record shall be closed by the  
Service Desk Problem Manager. Once closed, the Problem Record cannot be re-opened. All 
closed problems will be subject to review to confirm successful resolution and identify learning 
and improvement opportunities. 
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3 Problem Management Process 
3.1 Scope 

The process predominantly comes into play when, via ongoing monitoring, the Problem 
Management function has identified cause for concern relating to the Incident data being 
reported out of the Service Management Tool; i.e. identifying a “Problem”. However, the 
Problem Management process is also invoked for many other reasons, including Major 
Incidents and any other requirement to identify the root cause of an issue. The process covers the 

identification, logging and classification, investigation & diagnosis, resolution & closure stages. 

 

3.2 Objectives 

The objectives for Problem Management process can be found in the HO Service Integration 
Model HLD.   

3.3 Common Principles 

The common principles for Problem Management process can be found in the HO Service 
Integration Model HLD.  

 

Annex C shows the relationship of Problem Management to other processes. 

 

Refer to Annex A for the High Level Process diagram on Problem Management.  Reference 
should be made to the HO Service Integration Model for information on the Matrix of 
Responsibilities. 

3.4 Problem Management Lifecycle 

The Problem Management Lifecycle is broken into five stages: 

 Identification 

 Logging & Prioritisation 

 Investigation & Diagnosis  

 Resolution & Closure  

 Monitor & Reporting 

3.4.1 Identification 

A Problem can be requested by anyone, as recorded in the Problem Management Policy. It can 
be identified by the Home Office, Service Integrator or even Supplier.  Problem Detection can 
come from many areas but four of the major areas involved are as follows:  

 Incident Matching 

 Trend Analysis 

 Requests for a Problem record  

 Major Incident Closure activities   

HOSIM%20HLD%20-%20Problem%20Management.doc#PM_Objectives
HOSIM%20HLD%20-%20Problem%20Management.doc#PM_Common_Principles
HOSIM%20HLD%20-%20Problem%20Management.doc#PM_Matrix_of_Responsibilities_HLD
HOSIM%20HLD%20-%20Problem%20Management.doc#PM_Matrix_of_Responsibilities_HLD


Official 

 
Service Integration Model 
Problem Mgt Operating Model 

 
Not for disclosure outside the Home Office without prior permission 

© Crown Copyright 

 9 

 

3.4.2 Logging & Prioritisation 

3.4.2.1 Provide update for existing problem or create a new problem record 

All relevant information relating to the nature of the Problem must be logged within the Service 
Management toolset so that a full historical record is maintained.  Where a suspected Problem 
is detected, a Problem Request should be raised by the Problem Requester and passed to the 
Service Desk Problem Manager for verification. The Service Desk Problem Manager will review 
the request to determine if there is a problem, and if so, ascertain if there is already an existing 
problem record to investigate the issue. Where a new problem record is deemed to be required, 
the request will be updated to show it has been accepted and a new Problem record created. 
 
Incidents that are identified as being caused by the problem should be linked to the Problem 
record within the Service Management toolset. 

 

Problem Record Fields  

The Problem Form that will be used to record the reported problem will have fields as follows, 
ensuring all the data is captured: 

 Unique ID 

 *Problem Status 

 Problem Title (Short Description) 

 Problem Statement (Detailed Description) 

 Affected Service 

 Problem Category (3 levels Inherit from incident) 

 Problem Priority 

 Primary Service Provider (Supplier name) 

 Manager Assigned (At Task level) 

 Problem Owner (On Service Desk) 

 Business Impact 

 Relationships to CIs 

 Links to related Problem Records 

 Links to related Incident Records 

 Workarounds 

 Resolution 

 Links to RFCs/ Change Records 

 Problem status change history 

 

*Problem status can be one of the following: 

 New 

 Acknowledged 

 Researching (Root cause still not found) 

 In Progress (Ascertain the Root cause to known error or resolved status) 

 Resolved 

 Closed 
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3.4.2.2 Classify & determine problem impact, urgency & priority 

Classification of problem 
Classification will form a foundational part of the new Service Integration Model and supporting 
Service Tool.  It will drive the routing of many records to the correct supplier for further activities 
such as Incident investigation and resolution, problem root cause analysis, change 
management impact assessment and approvals etc.   
 
Best practise suggests that the same categorisation structure should be used for both Problems 
and Incidents. Prioritisation provides the order for working on Problems. 
 
Key Benefits: 

 This structure will enable the ultimate mapping of a requirement (incident, change, 
problem) to be taken from a service right through to the supplier that provides the 
affected component.  

 Separates the Technical services, allowing for changes to be made without impact to the 
other. 

 Provides the ability to logically group Technical Services irrespective of the commercial 
agreements e.g. Supplier A could be supporting components of more than one Technical 
Service (Many to one). 

 Quickly find solutions (workarounds and/or fixes) to Problems. 

 Properly route Problems to the correct support group/Supplier. 

 Gather sufficient data to speed diagnoses by nth level support. 

 Builds maturity toward more proactive operations. 

 

The proposed and agreed classification structure will be: Service  Component  Sub-
Category (Symptom) and this will lead to specific screen. Specific Screens are displayed based 
on a given classification of Problem being selected. Questions for Specific screens will be 
populated depending on the Services being on boarded. The Service Tool will have capability 
for the service desk analyst to search for the component or Service or Sub-category resulting in 
all possible combinations in the result to choose from without any impact to the performance of 
the tool. 
 
Prioritisation of Problem 
Prioritisation provides the order for working on Problems. 
 
The default level of priority in the Service Management Tool will be Level 3 when raising a new 
problem record. 

 Impact = "Means a measure of the effect of an Incident, Problem, or Change on 
Business Processes. Impact and Urgency are used to assign Priority." 
 

 Urgency = "Means a measure of how long it will be until an Incident, Problem or Change 
has a significant Impact on the Business.  Impact and Urgency are used to assign Priority 
Levels." 

 
The Problem Priority Matrix will be displayed to the Service Desk Analyst on the Service 
Management Tool. 
 
 

Impact Definitions 
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Impact Definition 

High  Majority of the users are affected if problem not resolved. RCA 
needs to be prioritised. Critical impact to business functions is 
experienced.  

Medium Multiple users are affected as system or component down or 
degraded, causing limited effectiveness or slow response time.  

Low Some users are affected. Minor service interruption. Problem that 
was not critical, but needed to be addressed. 

 
 

 

Urgency Definitions 

Urgency Definition 

High Problems needs resolution immediately as incident/s will be 
recurring, impacting multiple users with negative financial impact 
and/or substantial reputational damage. 

 

There was no workaround, and there were widespread reports of 
related Incidents. 

Medium The system or application was not critical. However, a quick 
turnaround is needed. 

Low Incident reoccurs at low frequency. Workaround-developed delay 
was acceptable. 
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Priority Matrix 
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*P4 & P5 may not be used 

3.4.3 Problem Investigation & Diagnosis 

3.4.3.1 Triage Function 

Triage is the process of determining & assigning the problem to the correct resolver group 
based on categorisation & prioritisation.  However, there can be scenarios where triage of the 
problem by the Service Desk results in non-acceptance/agreement/bouncing of ticket by 
different suppliers leading to involvement of higher authority (Service Integrator) after 
escalation.  
 
The Triage procedure flow and details are documented in Annex D. Triage activities are part of 
the problem referral stage in the Problem Management Process. 

3.4.4 Problem Resolution & Closure  

In this stage of the process, a known error record is created if a permanent solution is not found 
or a permanent solution is identified and the problem is resolved. Knowledge Management 
Database is updated accordingly and if need be, a Request for Change (RFC) is raised with the 
process interfacing with the Change Management process. 

3.4.5 Problem Monitoring & Reporting 

After problem is closed there should be lessons learnt in order to ensure that the service 
improvements can be done and problems are handled/resolved in a better/efficient way. Also 
escalation will be carried out if required, involving the Service Integrator. Trend analysis from 
the Service Reports is key to Proactive Problem Management resulting in the service 
improvements.  
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4 Notifications 
Notifications that are expected from the Service Management Tool at various intervals/stages 
during problem are as follows: 

 On creation of a P1/P2 problem, an email and a text will be sent giving classification, 
priority and short description to a pre-defined list of Service Management staff.  

 Notification of any task being assigned to the SI Problem stack to be sent to all the 
members of the SI Incident and the Problem team by email/text. 

 Notification of any task being assigned to the resolver group to be sent to all members of 
the resolver group by email/text. 

 Notification of any P1/P2/P3 problem being resolved to be sent by email to all the 
members of SI Incident and Problem team. This should not be sent to the user. 
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5 Roles and Responsibilities  
5.1 Roles and Responsibilities 

Following key roles have been identified for Problem Management at this moment of time. 
Roles & Responsibilities will be developed further as the Services are on-boarded and the 
Service Integration Model evolves: 

 

Service Desk Problem Manager: 

 Day to day management of the problem records. 

 Create new problem records when requested to do so seeking agreement from the SI 
Problem Manager, if required. 

 Escalation of the problem records to the SI Problem Manager, where required. 

 Ensure that the relevant incidents are linked to the problem records. 

 Ensure suppliers perform investigations and recommends fixes in a timely manner. 

 Validate workarounds provided by suppliers to enable the problems to become known 
errors. 

 Manage the KEDB in an effective manner. 

 Arrange and facilitate the problem review meetings with the suppliers, as required. 

 

Service Integrator Problem Manager: 

 Provide assurance to the business that suppliers are dealing with the problem records in 
an acceptable way according to priority. 

 Re-prioritise problem records, as required, following the discussion with both the 
business and the supplier. 

 Attend the problem reviews. 

 Request for the problem records to be created against the particular suppliers in 
response to MI or repeat incidents if not picked up by the supplier. 

 Produce management reports for the business and the HOT senior management.  

 

5.2 Roles Access in Service Management Tool 

Identified roles will have the following access levels in Service Management tool: 
 

Service Desk Problem Manager: 

 To create the Problem records (including cloning an existing, closed problem where 
required although this will be a much rarer occurrence than cloning an incident). 

 To access the SKMS and the CMDB as required. 

 To edit the Problems. 

 To link the Problems to other Problems. 

 To link the incidents to existing problem records. 

 To link the Problems to Knowledge Articles (and vice versa if necessary). 

 To assign the tasks. 

 To resolve the tasks. 
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 To resolve the Problems. 

 To close the tasks. 

 To close the Problems. 

 To create the Problem Register. 

 To create the Known Error register. 

 
Service Integrator Problem Manager: 

 All the above, except to close the tasks and close the Problems. 

 To create adhoc reports based on requests from the business and HOT. 

 To create the reports based on incidents to allow trending. 
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6 SLAs, CSFs, KPIs & Metrics 
 
There are several areas within the problem management process for which formal Key 
Performance Indicators or Service Level Agreements could be established to ensure that 
problems are progressed within an agreed timeframe. There are 2 keys perspectives that have 
to be considered to ensure that the overall performance of the process is managed:  

 Overall Process performance (Owned by Service Integration)  

 Day to day management (Owned by the Service Desk as the day to day operational 
function of the process).  

 
There are aspects which will not be in the control of the process investigation & resolution 
stream; mainly the time allocated to Suppliers to investigate and resolve the problems, as these 
will be defined in the Supplier agreement. There is a real possibility that these times will vary 
from supplier to supplier. 
 
The following are the key parts of the process that can have generic SLAs/KPIs applied as they 
do not rely on the supplier being involved: 

 Problem Logging & Classification 

 Problem Referral (Identifying the correct suppliers for investigation and resolution) 

 Problem review and closure 

 
Within each of these there may be several measures defined to ensure that each activity can be 
conducted within a defined period of time. 
 
OVERALL SLAs 
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Activity SLA/KPIs Role 

Overall Problem KPIs & SLA 

Call Logging & 
Classification (Logging 
& classification with 
initial triage) 

30 minutes Service Desk 

Triage for Problem 
Referral 

P1=60 minutes 

P2 and P3 = Same % of what P1 is to agreed 
user resolution depending on the Service 

Service Integrator 

Investigation & 
Resolution of Problem 

Depends on the contracted SLA’s with Suppliers 
for P1, P2 & P3 

Supplier 

 

Critical  Success Factor 
(CSF) 

Key Performance Indicator (KPI) Performance 
Indicator 

Day to Day - Service Desk KPIs 

Initial Service Desk 
Response Times 

Average call answer response time 
 

Call abandoned rate (not abandoned) 
 

The percentage of emails where the time from 
receipt of the email to ticket being logged, 
acknowledgement sent to the User and 
assigned to the Resolver group is < 1hr 

 

Classification accuracy Time to classify the problem 
 

Correct Classification rate 
 

Quality of Knowledge 
Articles 

Accuracy of Knowledge Articles 
 

Triage time & quality 

 

Triage Time (% of incidents triaged in agreed 
time from receipt of call) 

 

Triage Quality (Sent to correct resolver team) 
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7 Reporting 
 
The Service Management tool will provide functionality enabling users to subscribe for the 
reports. 
 
All Problem Management Reports that will be produced from the Service Management Tool are 
listed in Annex B. 
 
 
Other than out of box reports, the following reports will be produced by Tool for Service 
Integrator: 

 All the reports listed by Supplier/Service e.g. Past Week Incidents by Priority (filtered by 
Supplier) 

 Report showing aged problems i.e. a bar chart with <month, >month <3 months, >3 
months <6 months and >6 months by priority filtered by supplier/.service 
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8 Governance 
 

[The content of this section is under development and may be subjected to further changes.] 

 

 Problem  Review Meeting -Terms of Reference 

 Agenda 

 Minutes and Actions from Meeting 

 Customer Satisfaction Review - TOR 

 Periodic Review of service data,  analyse trends, aggravating factors, weaknesses, 
improvements and changes – TOR 
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Annex A – Problem Management HLD Process Diagram 
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Annex B – Reports (Out of Box from Service Management) 
All the Problem Management Reports that will be produced from the Service Management Tool are listed (as per Cherwell Service Out of Box 
Problem Management Reports document) below: 
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Annex C – Relationship to Other 
Processes 
The Problem Management process is related to/has interfaces with the Home Office owned and 
published processes as defined within the ITIL 2011 framework: 

 

Process Description 

Change 
Management (CM) 

When a permanent resolution has been identified, the implementation of 
the same is agreed with the Home Office. If required, a Request for 
Change is raised via the Change Management process the resolution is 
implemented by the resolver group. The Change Manager informs the SI 
Problem Manager about change implementation results. 

Service Asset and 
Configuration 
Management 
(SACM) 

The Configuration Management System (CMS) is integral to Problem 
Management as a source of invaluable information for use during 
trending, root cause analysis and business impact analysis. The data 
held on Configuration Items (CIs) within the Configuration Management 
Data Base (CMDB) allows Problem Management to easily trace root 
causes through the infrastructure and to understand the wider impact to 
the business of a component failure, enhanced by the CI relationship 
details. 

 

The Configuration Manager will be informed via a formal change request 
of CI attribute to be corrected as an output from the Problem Analysis. 

Knowledge 
Management 

The purpose of the Knowledge Management is to ensure that the right 
information is delivered to the appropriate place or competent person at 
the right time to enable informed decision. Problem Management 
generates knowledge such as Workarounds that Knowledge 
Management must make available to Incident Management. It also 
depends on knowledge from configuration management to understand 
the service supplied to the Home Office. 

Service Desk and 
Incident 
Management 

Incidents are often caused by underlying Problems, which must be 
solved to prevent the incident from recurring. Incident Management 
provides a point where these are reported. 

 

Problem Management will identify Workaround’s such as a set of 
instructions which provides Incident Management and the Service Desk 
with the means of handling and/or dealing with Incidents.  
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Process Description 

Event 
Management 

Data from IT Infrastructure and Services Monitoring Tool should be easily 
available for Problem Management as it is crucial for proactive Problem 
Management activities. The SI Problem Manager may use this data for 
trend analysis. 
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Annex D - Triage Procedure 
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Triage Procedure Details 

Swim lane Activity Details 

Product 
Owner/Service 
Owner 

Provide additional 
information 

The Product and Service Owner will provide 
additional information, as required by the 
Supplier for completing the task. 

Service Desk  SKMS/CMDB to 
determine routing 

Check the SKMS/CMDB for the information on 
the affected CI as per classification and supplier 
responsible for the support.  

Supplier Identified? (1) Determine if the supplier can be identified to 
create a task and assign. 

Create Task for 
possible suppliers 

Where an issue has been refined down to a 
service, example Network, then a task should 
be created and assigned to the ‘possible’ 
supplier. 

Supplier Identified? (1) Determine if the supplier can be identified to 
create a task and assign. 

Assign Relevant Task 
to Suppliers 

If the Supplier is clearly identified, raise and 
assign task to that supplier. 

Supplier Identified? (2)  

Supplier doesn’t accept the task or after 
investigating concludes that the task has been 
wrongly assigned. Supplier sends the task back 
to Service Desk for reassessment.  

Create Task to SI If the Supplier is still not identified, escalate and 
create a task for the SI to determine the right 
supplier. 

Supplier Identified? (2) Determine if the supplier can be identified to 
create a task and assign. 

Assign Relevant Task 
to Suppliers 

If the Supplier is clearly identified by the Service 
and Product owner, raise and assign task to that 
supplier. 

Re Assess Routing If supplier after being assigned a task 
investigates and finds that task was not 
correctly assigned, then they will assign the task 
back to the Service Desk to reassess the 
routing. 

All Tasks complete? Determine if all tasks have been completed after 
the supplier assigns task back to the service 
desk. 
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Swim lane Activity Details 

Update Record If all tasks have been completed, update the 
record on the service management tool. 

Check Progress of 
other tasks 

If all tasks are not completed, check progress of 
other tasks assigned to the suppliers. 

Suppliers Accept Task Accept the task given by the Service Desk for 
RCA and solution 

Is there enough 
information? 

Determine if there is enough information in the 
Task assigned. If NOT, request more 
information from Service desk. 

Assess Task If information is enough, the task should be 
assessed and progressed to carry out the RCA 
and find solution to the problem. 

Is the task correctly 
routed? 

Determine if the task assigned to the supplier 
has been correctly routed. If NOT, assign the 
task back to the Service Desk. 

Complete Task If assignment of task is correct, investigate and 
complete the task. 

Service 
Integrator 

Arrange Review 
Session 

After the Service Desk escalates to the SI for 
identifying the correct supplier the SI should 
arrange for a review session involving suppliers, 
as required.  

Identify correct routing 
– Update Task 

The SI will update the task assigned, recording 
the correct routing and assign the task back to 
the Service Desk with updated supplier 
information. 

Investigate cause of 
routing issue 

The SI will investigate and record the cause of 
routing issues to avoid repetition and delay of 
resolution.  

Identify Service 
Improvements 

Service improvements will be captured with 
details by SI. 

Instigate update to 
appropriate system / 
artefact via relevant 
process 

The SI will follow the process, & update the 
information in the relevant system, for example, 
SKMS/CMDB for the Service Desk to clearly 
identify the relevant supplier. 

 


