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	Appendix C - Supplier Questionnaire
(Data Privacy)

	
Dear Supplier,

The Pirbright Institute treats the management, security and privacy of all personal data as a priority for the organisation.  We strive to ensure that the management of personal information related to our employees and our referring partners is managed at the highest level in the business. As with all companies in Europe, we need to abide by the terms of the EU General Data Protection Regulation (2016) and within the UK, the UK Data Protection Act (2018).

As one of our potential suppliers it is therefore important that we take precautions to ensure that the data that we may share with you is managed appropriately, kept secure, and not shared with other third parties without our knowledge. 

Please complete and answer all questions as comprehensively as possible. If space is insufficient, please continue on a separate sheet of paper and append to the questionnaire. If you have any questions, then please forward these to our data protection lead:
- Jason Dyson (dataprotection@pribright.ac.uk).


	General Information 

	Company Name:
	 

	Company Address:
	

	Full Name of primary contact:
	

	Job Title:
	

	Email:
	

	Telephone:
	

	Describe the services(s) you will be supplying/are supplying to The Pirbright Institute:
	



	Person responsible for Data Privacy

	Full Name:
	

	Job Title:
	

	Email:
	

	Telephone: 
	



	Your Policies

	Provide a copy of your GDPR or Privacy Policy (a link to the policy on your website may be provided). 

	

	Provide a copy of your IT Security Policy.

	




	Certifications 

	Does your company hold any recognised Security Certifications? 
e.g. ISO27001, Cyber Essentials, Cyber Essentials Plus, IASME etc.?

	☒ Yes
	☒ No

	If yes, which certifications? 
Please send us a copy of your certificate and scope.

	

	If no, describe what security measures – i.e. organisational and technical, are in place in the organisation.

	



	Third Party Providers 

	Do you make use of any third-party suppliers to assist you in the processing of our data?

	☐ Yes
	☐ No

	If yes, is a contract in place with each of the suppliers that conforms with Article 28 of the GDPR?

	

	If yes, please list the sub processors:

	



	Transfer of Data 

	Will any of the data that is provided by us be held in cloud storage outside EEA?

	☐ Yes
	☐ No

	If so, is this to a EU recognised trusted country i.e. where there is an adequate level of data protection (list is here) ? 

	☐ Yes
	☐ No

	If so, is this to a US organisation where Privacy Shield in in place?

	☐ Yes
	☐ No



	Governance
	
	

	Do you ensure that data is only accessed by individuals with a legitimate need for doing so? 

	☐ Yes
	☐ No

	Is data privacy a standing item on your Leadership / Board room agenda? 

	☐ Yes
	☐ No

	Do you have a breach management process in place that would allow us to be informed of a potential loss, damage, unauthorised access or damage to our data within 72 hours? 

	☐ Yes
	☐ No




	Audit 

	If required, are you willing to allow an information security and data privacy audit by The Pirbright Institute if applicable?

	☐ Yes
	☐ No

	If required, are you willing to allow a Competent Authority and Regulatory Authority to conduct an unannounced audit on your premises in relation to the material/service provided to The Pirbright Institute if applicable?

	☐ Yes
	☐ No
	☐ N/A



	Additional Comments:
	








	Signature:
	

	Print Name:
	

	Job Title:
	
	Date:
	



Please return this form to dataprotection@pribright.ac.uk.
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