Attachment 10b  - Framework Schedule 1 (Specification Appendix B) Lot 6 Additional Technical Requirements
1. Overview
1.1. The service includes all Buyer and Payee User Interfaces and Transaction services. 
2. Buyer User Journey
2.1. [bookmark: _GoBack]The Buyer User Journey shall be developed between the Authority and the Supplier during agreed consultation phase of the Implementation Period.
3. Implementation Period
3.1. The Implementation Period means the period after the Framework Award Date during which the Co-Design will be agreed and the date you will implement the Specification and Co-Designed services for User Acceptance Testing (Lot 6 Go-Live date).

3.2. Within the first three weeks of the Implementation Period, You shall appoint an implementation team with a named implementation manager who shall have a minimum of two (2) years’ experience in a relevant Payment Acceptance and online portal environment to develop the Co-Design stage and start to develop the Buyer Journey.

3.3. The timings of Co-Design shall be agreed between Us and You in the period of collaboration as set out in paragraph 3.2 above.

3.4. Resources must be maintained during the implementation period irrespective of other Framework Supplier activities. 

3.5. The objective of Co-Design is for the Authority and the successful Tenderer (Supplier) to develop and agree an ambitious and viable proposition that would successfully provide the support that the Authority and Buyers require, which includes those areas highlighted in this Appendix B, set out in Framework Schedule 1 (Specification) and Appendix A – Technical Requirements, including, but not limited to, the following (the timings of Co-Design are to be clarified in due course): 

3.5.1. The extent of the Authority’s obligations under the Contract;
3.5.2. The impact of the Services on Buyers;
3.5.3. Services’ innovation;
3.5.4. The use of technology to support Buyers;
3.5.5. Changes in the Services;
3.5.6. Branding of Services;
3.5.7. Collaborative marketing approach;
3.5.8. Buyer focus groups User Acceptance Testing and creating a Buyer journey to suit Buyers; and
3.5.9. Any additional design of the Services
[bookmark: _pq2l3kwoh5vs]Service Security
4. [bookmark: _x8bdbuyzxfhr]Security Architectural Principles
4.1. The Service Provider should adhere to the CCS Service Security Architectural Principles and as a Government service it will need to be delivered and operated under the HMG Security Policy Framework https://www.gov.uk/government/publications/security-policy-framework.  
 
4.2. In order to be able to consume a solution with the confidence, each HMG Department and CCS Suppliers has developed bespoke security profile which they expect the service to be assured against.  However, in order that Crown Commercial is able to deliver common goods and services across Government, there is a need to define a common set of security controls.  

4.3. The service provided must be designed to achieve the following minimum security goals:
4.3.1. make an initial compromise of the system difficult;
4.3.2. limit the impact of any compromise;
4.3.3. make disruption of the system difficult; and
4.3.4. make detection of a compromise easy

4.4. An attacker can attempt to subvert technology, people and processes to undermine security, a Supplier’s security architecture shall consider all the technology, people and processes relating to the service.

4.5. In support of achieving the security goals, outlined above, the Supplier shall undertake the following security controls:
4.5.1. 
Incorporate the security standards defined with the Crown Commercial Service Digital and Technology Strategy into the Service Specification.  
4.5.2. Evidence compliance with the HMG Minimum  Cyber Security Standard https://www.gov.uk/government/publications/the-minimum-cyber-security-standard
4.5.3. Demonstrate delivery of  the NCSC Cloud Security Principles outcomes https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles
4.5.4. Evidence the Software Delivery  Life cycle is undertaken securely through the application of the NCSC Secure Development and Deployment guidance.https://www.ncsc.gov.uk/collection/developers-collection?curPage=/collection/developers-collection/principles
4.5.5. An CHECK/CREST IT Security Health Check (ITSHC) of the Service has been performed within 12 months of go-live and annually thereafter.  The testing has been undertaken in accordance with HMG best practice. https://www.gov.uk/government/publications/it-health-check-ithc-supporting-guidance/it-health-check-ithc-supporting-guidance
4.5.6. Comply with the relevant Supplier Information Security Assurance Policy 

4.6. The Supplier shall nominate an individual who is responsible for ensuring achievement of the security goals described above and will work with the Authority to ensure these are acted upon.   
5. Data Management
5.1. It is the responsibility of the Service Provider to ensure that all data obtained through this Agreement is kept up to date, accurate and is held and maintained within a secure system in the EEA or in a country or territory that ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data. 

5.2. We believe there may be higher Customer take up if the Service is hosted in the United Kingdom, but this is not a mandatory requirement. 

5.3. The Supplier shall provide the data to the Authority as and when required, and in a format specified by the Authority.
6. [bookmark: _h5tqrq58hvno]Transaction Security
6.1. It is the responsibility of the Service Provider to ensure all data collected through this Contract is classified as OFFICIAL SENSITIVE under the Government Security Classifications Scheme. Further information can be found on the following link: https://www.gov.uk/government/publications/government-security-classifications 

6.2. All employees who will be handling data collected as part of this Contract will be required to undergo basic recruitment checks, applying the requirements of the HMG Baseline Personnel Security Standard (BPSS) for all individuals with access to OFFICIAL SENSITIVE information. Further details can be found on the following link: https://www.gov.uk/government/publications/hmg-personnel-security-controls. 

6.3. CCS reserves the right to request, and you should upon that request, undertake a further Security Check (SC) clearance for those individuals who have access to the entire data set or frequent and uncontrolled access to SECRET assets and/or occasional, supervised access to TOP SECRET assets.

6.4. The Service Provider should be able to demonstrate to CCS, at any time, that the business solutions meet the required levels of personal, procedural, policy, data and technical security as set out in this Specification and the Concession Contract.

6.5. The Service Provider must meet a minimum security standard of Cyber Essentials accreditation by Go Live Date. Further information can be found on the following link: 
https://www.cyberaware.gov.uk/cyberessentials/ 

6.6. Software that interconnects with HMG systems or manage HMG data will be required to undergo assessment to identify technical risks. Proportionate assurance processes shall be demonstrated to provide confidence that these identified risks are properly managed.

6.7. The Service Provider will be required to demonstrate evidence of Cyber Security procedures at the relevant milestones as scheduled in schedule 9 of the Contract.

6.8. CCS will work with you as required to ensure the proportionality of the contract and establish the:
6.8.1. accreditation/assurance plan prior to Go Live Date and during the Term of the Agreement;
6.8.2. Roles and Responsibility of the various Stakeholders within the Organisation.

6.9. Before the Service Live Date and annually thereafter, the Service Provider will be required to undertake CHECK Assurance with an approved National Cyber Security Centre provider in accordance with Schedule 9. More information can be found on the following links:
	https://www.ncsc.gov.uk/scheme/penetration-testing
	https://www.ncsc.gov.uk/articles/using-check-provider
6.10. The Service Provider should comply with all current and future legislation appropriate to the secure operation and use of IT systems in providing services and systems to Customers.

6.11. Where the Service Provider proposes to use sub-contractors to provision part of the services and systems and these sub-contractors will be involved in handling commercially sensitive and/ or personal information with regard to the services and systems, such sub-contractors shall also be compliant with the above data security requirements.

6.12. The Service Provider must comply with the forthcoming EU General Data Protection Regulation (GDPR) and the Data Protection Act 2018 when they come into force on 28 May 2018.
[bookmark: _trd1qgucvc4b]Service Provision
7. Service Documentation
7.1. Documentation for the service should cover the setup, management and configuration of the service. Documentation must be aligned with the current version of the service. Documentation must be available online and via PDF’s, and ideally be supported by a demonstration site.
8. Service Environments
8.1. Sandbox: The Service should include a test or Sandbox environment for Customers. This will allow a Customer to setup and test service usage without incurring fees. Switching from Sandbox to Production should be minimal effort for the Customer.

8.2. Production: The service must include a live or Production environment for Customers. This will be used for live transactions. 
9. Customer Onboarding
9.1. Customers should be able to plug-in the service using REST API’s. The Onboarding process should be as simple as possible and be configurable without changing code in the service.
10. Customer Offboarding
10.1. At the end of the service contract period Customers should be able to manage (test, schedule and end) the transition from the current service to any new service provider without incurring additional costs, unless this is part of the contract agreement. The Customer will be considered offboarded 30 days after their last transaction has been completed and any dispute period finished. 
11. Service Availability
11.1. The service should be available 99.8% of the time; outside published and scheduled service maintenance times, and security patches/updates times. 
11.2. Customers shall be notified of all scheduled/unscheduled service outages and availability figures published on a regular basis.
12. Service Updates
12.1. The Service Provider must ensure that any updates to the service are fully tested and secure before being applied. Unless Customers are notified and given the opportunity to test and schedule service updates, any service update must not impact on a Customers payment environment. The service should be extensible by design and free to contracted Customers of the Service.
13. Service Disputes
13.1. The Service provider must have a dispute management process to support Customers. This must cover disputes between Customer and Payee and Customer and Service Provider. The Dispute process should be documented and regularly reviewed.
14. End of Service Provision
14.1. End of service provision will be enacted 30 days after the last contracted Customer of the service is offboarded (see above). As part of the service termination, all Customer data must be securely removed (see GDPR) and transactions logs cleared. Any end-of-service costs should be covered by the Service Provider within the Commercial Agreement, if not these costs must be covered in the Commercial Agreement.
15. Service Termination
15.1. If for any reason the Service Provision is Terminated whilst Customers are still in Production, the service provider must complete all transactions, including the dispute period, and allow the bulk transition of Customers onto a new service provider or via a managed termination of service process. Any Service Termination costs should be covered by the Service Provider within the Commercial Agreement, if not these costs must be covered in the Commercial Agreement.
[bookmark: _lckmf4da3zsy]Service Usage
16. [bookmark: _7e3dp3bqj3f2]Payee Onboarding
16.1. The service must allow a Payee to be on-boarded onto the service for free. The service must adhere to the FCA regulations that apply to the service provision. Payees that share Customers should be able to setup multiple payments without creating multiple service accounts.   
17. [bookmark: _5l47j295z3cm]Payee Offboarding
17.1. The service must allow a Payee to close their account without incurring costs. All transactional data and history must be removed in accordance to GDPR and FCA regulations. 
18. [bookmark: _bt4cq0jg6ec1]Payee Disputes
18.1. The service must provide dispute management capabilities between the Customer and Payee.
19. [bookmark: _j1ki6f9denke]Payee Refunds
19.1. The service must provide refund capabilities between the Customer and Payee.
[bookmark: _e7uvu779ww8o]Management Information
20. Transaction Data
20.1. To support disputes, refunds and report each Customer/Payee transaction should be traceable and uniquely identified. Once a transaction is deemed to be completed; outside the dispute period and reported, the transaction data should be sort for Customer and CCS reporting, however no account data should be available as per GDPR and/or FCA regulations. Storage of historical account data should be available without cost to Customers and Payees.
21. Management & Usage Reporting
21.1. The service provider should on an agreed and scheduled basis provide CCS with usage reports covering transactional and historical data. This should include the transaction ID, Payee ID, Customer ID, Transaction Date, Amount and any reference information but NOT account data.  
[bookmark: _1w3kuy6p72aw]
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Crown Commercial Service

Business Strategy

1.1 Core & Alignment

The CCS Business Plan for 2018/19 has a focus
on the customer, building our capability and
maximising commercial benefits through growth

in our commercial products and solutions and
penetrating further into the central government and,
particularly, wider public sector markets. The plan
highlights our ambitious growth plans and strategic
Key Performance Indicators.

The Digital Services Team (DST) is a fundamental
part of supporting and enabling the business to
achieve these targets. This strategy outlines what
we will be doing to achieve that ambition as well as
CCS’s overall growth target through to 2021.

DST forms part of the Finance, Planning &
Performance Directorate. The Directorate’s purpose is:

“Ensuring that CCS achieves its purpose of
delivering outstanding commercial benefits
and value to its customers and leadership of
the Government's public procurement policy
agenda. Our focus is on delivering outstanding
business solutions, ensuring that CCS is a well
run, effective and efficient organisation.

"We do this by being a trusted delivery partner,
focusing on the future, being fully engaged
across the organisation and delivering
excellent outcomes.”

Within this, DST’s specific objectives to support the CCS Business Plan cover:

ID Key Directorate Objectives Link to the 3 Link to the 7 D Key deliverables Performance indicator(s) / targets /
CccCs CCS key dates
Strategic enablers
Objectives
See annex 1 See annex 1
3 |Digital Services All - our Digital 1 | Provide digital outcomes and new technologies to support CCS Business Monthly Tech Portfolio Dashboard
We design, build, run and maintain the Directorate | Transformation Outcomes, through our Delivery team. This includes our new eSourcing and Monthly BIB Dashboard & Reporting
technology solutions that underpin CCS’ core work Programme eProcurement platforms, a replacement of our levy services and improved Bl

underpins the
achievement

delivery. Working in partnership across the
CCS business, we aim to fundamentally

and data gathering, enrichment and intelligence (throughout FY18/19)

improve customer-centric services and of all CCS
solutions for our users and customers. We will Strategic
support the business and together deliver Objectives

products, technology and services that fit for
purpose and easy to work with.

e Delivery of Digital Solutions

e Digital Support

e Digital commercials

e Security and Assurance

2 | Incrementally improve existing services and provide continuous service &
business improvements through our agile Continuous Service Improvement
teams

Reporting Strategy to be agreed (M2)

3 | Protect and assure our technology estate with effective IT Risk and Cyber
Security controls. Including effective technology solutions to support
Information Security requirements, e.g. GDPR

Reporting Strategy to be agreed (M2)

4 | Maintain, support and keep running our technology and business operations
systems. Ensuring an “always available” service with responsive incident
management. Maintain strong relations with 3rd party support partners.

Service Management Report Strategy to
be agreed (M2)

5 | Design, execute against and maintain the integrity of our Digital Enterprise
Architecture and Technology futures

Digital Enterprise Architecture (Q1)
Technology Architecture Map &
Roadmap (Q1)

TDDA Outputs




http://intranet.crowncommercial.gov.uk/wp-content/uploads/2018/04/4825-18-Business-Plan-2018_19-v3.pdf
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The Business Strategy to significantly increase
spend through CCS is fundamentally underpinned
by the creation of new digital services and
offerings for our customers, primarily through the
development of the Crown Marketplace.

In mid-2018 DST took ownership of delivery

of the Crown Marketplace technology strategy
and delivery. The key objectives of the Crown
Marketplace, as outlined in the Business Plan,
now fall to DST to execute and deliver against. In
this there will be a closer engagement with GDS
to bring the Digital Marketplace into CCS as a
strategic part of the Crown Marketplace offering
and its underpinning technology.

More broadly, our digital and technology services
division is focused on designing, building and
running Not just new services but in operating our
core operational platforms and in securing our
estate and people.

All of this strategy will be delivered through the
existing operational budget, using previously
agreed investment and CCS portfolio plans. No
additional investment will be sought.

1.2 Alignment to Government

The CCS Digital and Technology Strategy is
informed by the Government Transformation
Strategy, adapting it to make it personal to our
organisation. The role of this paper is to show how
our technology strategies are building a digital
service of the future within CCS.

CCS'’s strategy also supports the UK digital
strategy, which sets out how we’ll build on our
success to date to develop a world-leading digital
economy that works for everyone.

As a standing member on the Government
Technology Leaders Network, DST will ensure
we influence, create and abide by the technology
direction set by the Network. We will adopt best
practice and ensure our teams are fully aligned to
Common Technology Services and Technology
Code of Practice.




https://www.gov.uk/government/publications/uk-digital-strategy

https://www.gov.uk/government/publications/uk-digital-strategy

https://governmenttechnology.blog.gov.uk/category/common-technology-services/

https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice

https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
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Transform, Enable, Deliver, Protect

In CCS our Digital and Technology objectives are
split into four core areas:

Transform - Creating and then running great digital
services focused on our buyer / customer needs;
and frequently iterating and improving on those
services

Enable - Offering the technology, services, data
intelligence & insight and digitally interactive means
to enable our people to work with freedom to
provide excellent customer outcomes

Deliver — A professional, Agile, nimble and
responsive team who provide quick to market
solutions to support our business and our customers

Protect — Secure by Design, Secure in Delivery,
Secure in Operations. We will provide the cyber and
information security to protect our assets, our people
and our customers. We will not promote a service to
live that doesn’t align to our service & acceptance
standards

2.1 Transform

We are evolving our services in CCS from very
analogue and back office systems support into
front-facing customer self-servicing offerings. This
includes new web channels, digital marketplaces,
buyer-led eProcurement-to-Pay and offering CCS as
a PaaS to our customers.

To make such a transformation our plans will be
based on clear input from our customers. In order to
do this we developed a UX Strategy, which aligns
to the GDS User Research standards. Our approach
is consistent with and complimented by the GDS
Service Standard.

@ O

2.2 Enable

We’ll improve the way our people work through
improved digital services, technology and intelligence
and data sharing.

Our teams are spread across Great Britain and many
are frequent travellers by the nature of their role. It is
particularly important that we provide technology to
enable continued access to the services important
to their role, collaboration with others in CCS, and
across Government and delivery. We'll do this by:

e Making it easier for our staff to work together
and be more productive, through constantly
reviewing, improving and adding to our standard
office tools and collaboration applications

e We’'ll look to introduce new social tooling,
improved and reliable connectivity

* Increasing the adoption of Salesforce and
providing access to the mobile versions

e Improving workforce and financial management
services

e Providing progressive web applications and
channels that don’t restrict our staff to location or
device when accessing key services, applications
and systems

e We will support our Data & Insights team by
investing in self-service and data science
capabilities, give our staff access to data that will
enable a smarter workforce and provide them
with access to up-to-date and accurate data
that we hold or have had enriched from trusted
sources

®



https://docs.google.com/presentation/d/1nDtapbBEHFYqS--91nsSyJXgKTX3Kk-CyrYVtg4d0Hc/edit#slide=id.g21382427fa_1_58

https://www.gov.uk/service-manual/user-research

https://www.gov.uk/service-manual/service-standard

https://www.gov.uk/service-manual/service-standard
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2.3 Deliver

Our aim is to deliver services that are linked to the
corporate strategy, through the right technology and
in alignment to the Government Service Standard
and GDS Service Design.

We will adopt an Agile-first approach to our build and
run-change of services; but will not be evangelical in
this pursuit, recognising that it is not always the most
pragmatic or advantageous way to deliver.

We will deliver projects and products at the right
time, to the prioritisation order of the CCS Portfolio
and in accordance with business need. We will
ensure that every delivery has an end-to-end service
delivery model in place by the end of the initial
delivery, managed by skilled people who can operate
and continuously service improve the product as
needed.

We will be able to measure our success through the
speed of delivery to market, user satisfaction, user
adoption and a reduction in overall operating costs,

supporting the measurement of return on investment.

2.4 Protect

We will provide services that secure our estate and
protect our staff and our corporate and personal
data. Our offerings will be easy to use but secure by
design. We will engender trust from our customers
by providing simple to navigate, use and procure
from services that are inherently secure and
trustworthy. We will ensure that the services we build,
buy and iterate upon are designed and transitioned
into the live environment in a controlled manner.

We will do this in the following ways:

e By March 2019 we will have developed and
publish our Cyber Security Strategy.

e We will develop our people through the Cyber
Certified Professional Scheme

e Services will be designed, delivered and operated
in alignment to

0  Cyber Essentials

o The 10 Steps; and
o 5 Step Digital Service Security

e Develop strong transition management services

e All our services are controlled by our Operational
Acceptance Criteria and Service Acceptance
Criteria




https://www.gov.uk/service-manual/service-standard

https://www.gov.uk/service-manual/service-standard

https://www.gov.uk/service-manual/agile-delivery

https://www.cyberessentials.ncsc.gov.uk/

https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

https://www.ncsc.gov.uk/guidance/digital-service-security

https://docs.google.com/spreadsheets/d/1eG_kyP8HgABFMKautKNpblMfkD3aeyTxdLvUoIQbJMY/edit?usp=sharing

https://docs.google.com/spreadsheets/d/1eG_kyP8HgABFMKautKNpblMfkD3aeyTxdLvUoIQbJMY/edit?usp=sharing

https://drive.google.com/open?id=1qGkbqOkPdnzE8M6wQ5A_XVlmVX7STBvo7yA4JzZ3iFc

https://drive.google.com/open?id=1qGkbqOkPdnzE8M6wQ5A_XVlmVX7STBvo7yA4JzZ3iFc
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Our Technology

3.1 Target Architecture & Technology Solutions
Our legacy technology estate is very eclectic, has much duplication in terms of service and data, and is very
limited in interconnectivity or external service offerings.

The vision for CCS is to provide as much self-service and straight-through processing to our customers
as is feasible. It is also to develop an interconnected, data enriched, easily scalable and micro-serviced
architecture.

Our Target Architecture provides a shared architecture with reuse of services and maximum use of
commaodity IT.

We will choose services and applications that support continuous improvement and services that meet user
needs and expectations

Access

Channels - Webservices CCS / GOV.UK paas Offerin Mobile
Buyer & (JSON / XML) Website 8 Applications

Supplier

Web &
Authentication & Sign-On Services | Channel

Analytics
. . . Live Chat /
Intelligent Routing . . R Buyer Business
Flows Guided Match Supplier Services Services R:::::;t /

API Layer ] [ Customer Contact ]

Solutions

Sourcing
E-Procurement e .
Platform Layer Quote, Tender, Marketplace Catalogues Contracts Rea}llhn}e
\ Auction, Evaluate Finder Purchasing
SALESFORCE 3
Management

PEIE]
Lake /
DataWare
house

In-house User Access Channel / Direct Service Interface

Business Sinel External
- N . ingle
Services Service Payment Data Subn!ission Bl Analytics & custtfmer D ats
Layer Management & CaSie Visualisation Database Enrichment
Services
Infrastructure . S
Services Azure / AWS BPaa$ Networking Storage Comms RPA Refer.ence
Services






Crown Commercial Service

As we move to our new technology architecture, over the period of this Strategy, we will rationalise our
application estate in the following manner:

Website (x18)
MISO (bespoke)

SERVICE CURRENT PLATFORM FUTURE PLATFORM
Sourcing & Procurement Bravo (x2) e-Sourcing Replacement
DMP Crown Digital Marketplace (hybrid)
Mecator TRUK (Contracts Finder & OJEU)
Basware (x2)
IBM Emptoris
Contracts Finder
OJEU
Contract Management N/A e-Sourcing Replacement
Authentication DigiTS (bespoke) Pan-Gov Authenticator Solution
Gov Verify Pan-Gov Register / Credit Checker
Sid4Gov Salesforce
D&B
Hadrian
Caesar
Salesforce
Spend Analytics & Levy Bravo Data Submission Service (bespoke)
MISO (bespoke) CaSie Enhanced
CaSie Spend Anaysis Replacement tool
App Infrastructure AWS (x4) AWS (core customer services
IBM (bespoke) AZURE (data, analytics, ML, continuity, business services
AZURE
Salesforce (customised) Salesforce (CRM)
Customer Interfaces Bravo Website (x2)
Salesforce Salesforce

cXML / JSON / APIs

Optal

cXML
IBM emptor

ERP CIPHR Workday
CODA ePCS
ePCS
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As CCS transforms into a digital delivery entity our Delivery, Technology Operations and Assurance functions
need to consider the digital tools to be adopted.

Whether we are moving to a continuous delivery and integration model or just assuring a 24/7 platform
availability to customers we need to ensure we have the right monitoring, management and delivery capability
commensurate with that service. Any tool selection will be pragmatic and funding must be from within the
budgets of the new service offerings we provide as an organisation.

The diagram below represents a range of options and tools that will need to be selected from to support our
digital delivery and support approach. With each project, build and technology decision we make through
TDDA, we will build an infrastructure and toolset to support our strategy.

APF DEVELOPWAMINT MLATTOM CONIGURBATION & MAEAYS PERTORMANCE & OFS ACCEPTANRCE TIVY

DEVELOPMENT

INFRAS TRUCTURE

MANAGIEMINT
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3.2 Technology & Architecture Principles & Standards
Our technology principles in CCS align to the Technology Code of Practice, directed by the priorities of the
CCS Strategy and underpinned by CCS’s Governance.

Our Technology Principles & Architecture Requirements form a living document, governed by our Technology,
Digital & Design Authority (TDDA).

Based on the drivers of the organisation, we have these technical goals:
Services that people want to use

Available and consistent data

More intelligent systems that let people focus on what they do best
Compliant data and systems

O~ b

More consolidated services and technology with more efficient use of money

In five broad categories we direct on our key principle themes:

Build What Customers Want * Understand how technology meets needs

e Automate

* Make consistent

* Improve customer engagement

Share, Consult, Promote * Re-use data

* Aligned Governance

e Develop & Promote Thought Leadership

e Data quality & accuracy

Use What is there, Build What is Unique | ¢ Reuse where able, buy what is standard, build the unique
* Rationalise & consolidate

* Make it interoperable

e Data consistency & reconciliation

* Make it accessible and shared

Commission and Own * Challenge the status quo

* Know your market & value chain

* Own & operate our services

* Buy supporting services, design & deliver the core
* Learn by testing and incremental change

* Make it scalable

Measure and Assure e Clear quality goals

* Measurable

e Compliant

* Monitored

* Secure information & managed events

@ O ®
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3.3 Digital Principles & Standards

The Digital Enterprise needs to ensure a fully digital service can be provided both to internal and external
customers. It needs to be flexible, tolerant and adaptable at pace. Our Digital Principles can be defined as a
platform blueprint from which everything we do in Digital derives:

DIGITAL PLATFORM STRATEGY BLUEPRINT

Drlivery AP B Architecture
Infrastrusturg Remediation Infrastructure

L — - &

Esperimental Customer Touch Point

Technology

Deliver Fasivr

ERSATIE WIS LIRS
O Pipatines
S LY

Dapioymant Runtime

Hulld Foosysivm

Erewebiges § wpes o e
Service Boundaries
Event Driven Archilediure

Public Gatewsys

Comlm Trisighins

DT e e Db S

Rasltime Architecturss [APT)

Dars Land Doty

Diats ax 5 Prosdect

Esperimeni

Hasprmsilily
Dhats CodlecLion
Cansry Rekeais Prooss
Tomghe Architeclure
Batiog Ted oy

Wisualiuation

Comsdsiont
Fapuricncy
Sl Cutlimer View
Content STrateny
Peruanalitalinn
CD Boer A ORwbe

Channel Andirect

RAaniaring AerELe TR SOA Granuiar Authorimation

Topologhes

FRRE F AR AL AL THMAAS TR

The biggest outcome and the most important aspect of a Digital-by-Design approach is how this will enable
and empower both our people and CCS’s customers. The Digital Experience is what will determine the
success of CCS’s digital transformation.

From a technology perspective, we want to ensure the experience is seamless, easy to navigate and obtain
no matter the medium or channel used. Whomever the customer, whatever the service they require; it should
feel immediate, always available, unrestricted and of the same quality.
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Our People

We will create a modern and professional environment, living the values of CCS and enabling people to
deliver and run great services and improve the buying experience across government and the wider public
sector.

4.1 Creating a Digital Mindset & Organisation

Across CCS we want to create a change in the digital mindset and in how we approach the core aspects of
what we do. In order to transform CCS’s offering we need to organise and govern ourselves differently. This
is not to say a re-think of our Organisational Design across CCS, rather how we approach our delivery and
operations. Over the course of this strategy period we want to create the following digital change:

SOLUTION
SOURCING

- : > : : D LN E Y DELIVERY
LEADERSHIF INMNOVATIEN TALEMNT ADDEL

WL L PROJECT

2 WILE ; r . " r . gat=l]
CORARAAND O IO SCOP

LIPPE i co h D ROLE BOUND S P SED

BOUIMNDY
CORA: MR AL
LR FRE

RAA AL RAL NT RO DML N
LED SEILLS

MG - DY NARMIC & N T IO

IT i ouUT i : L

THICLIGHT COLLABORATE VALLI my
DELIVER

LEADERSHIP DRIVEMN

FLEXIBLE FIT

FOR PURPOSE
SOLIRCIMNG

TO THIS

SELF RAAMAGET D

TEALES EST & LEARN
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4.2 Skills, Talent & Growth

As we embrace new technologies and new ways of working, we will prioritise and invest in up-skilling our staff
to deliver the changes.

As we build new digital services, we will recruit pragmatically in order to support them but initially we will look
internally first at the skills and talent we have.

As we develop our operating model and build our skillsets we will align, were practicable to do so, to
the Digital, Data and Technology Profession. This will help standardise and make clear the roles and
responsibilities of our teams and build clear progression plans.

Continually increasing and iterating on our digital service offering means that we need to enhance our internal
capability so that we can confidently create, operate and support the services we build with a reduced
reliance on external resources.

We will continue to recognise and utilise internal talent and Leadership. We will make use of apprenticeship
models to develop and grow our talent internally, along with a rigorous internal development process to
develop in-house talent from across a broad-range of disciplines.

Our intent is to develop an environment where an individual can make a difference and where our people
feel valued. We want people to feel proud about working for DST and clearly understand how they are
contributing to the corporate goals.
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4.3 Sourcing Suitability & Focus

Our goal is to realise a co-sourced Digital Technology function, that can deliver the transformation and
ongoing service needs to support CCS. Alongside our Technology Principles, we have similar principles for
sourcing suppliers and partners to work with us. CCS cannot maintain a headcount model that supports
bench resources. Therefore co-sourced delivery and support with a flexible and quick-to-land resourcing from
carefully selected external partners is the only way to satisfy the business demand.

Our model follows this 4-grid approach on Core & Non-Core, Critical & Non-Ciritical services.

Core Non Core
Any activity which contributes fo Any activity which does nol
essential service or compefifive confribute fo essential senice
advaniage or competitive advanlage
(e N
~ Insourced
- Retain Complete Control
Mission Critical - Engage and Control
Any activity if performed poorly would - CCS Personnel
pose an immediate threat - Do in-t
\ "our way, our standards”™ 7
/‘ o
Out-Source b
- Give up Full Control
- Disengage and Entrust
Non-Mission Critical - Vendors
Any activily if perfarmed poorly would
nof pose an immediate threat - Leverage and Contract

/

Not all core activity should be considered “off-imits” for owtsourcing and should undergo a
risk assessment on suitabilily and control reqts

x\\ y

® 6

g

4

®





4.4 Our Structure
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We are, currently, a functional-based organisation. This has been essential as we build skills and

support our legacy services. Over the course of this Strategy period up until 2021 we will transform
into multi-disciplinary, self-organised, product-based, teams. This is to support our move to product
creation across CCS.

The capability needs and coverage spread for the CCS technology function can be defined in the
diagram below.

STRATEGY &

GOVERNANCE

IT Governance

T IT Management &
trategy Policies
People & Resources

Performance Innovation Human Resource

Management Management
Stakeholder IT Organisation

Relations Design
Knowledge Leadership, Culture

Management & Value

Financial

Management

Infrastructure & Operations

Service Planning &
Architecture

Security Strategy

Security
Management

Business Process
Controls & Audit

Risk

External

C

Business Continuity

Disaster Recovery
Planning

PPM

Portfolio and
Project
Management

ENGINEERING & DATA
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We have translated this coverage need into the following structure:

CHEF DIGITAL & TTOMNOLOGY OFFCER

N 2 pagement

Service Level Managemsent

TECHNOLOGY DIGITAL ASSURANCE
OPERATIONS & SECURITY

Relatiornship

Dreciorate

STRATEGIC DIGITAL DESIGN &
DEUVERY ARCHITECTURE

IT & DIGITAL STRATEGY

IT BUSINESS MANAGEMENT

INNOVATION

DST Function

PORTIOUIO MOGMT

OEUVERY

PPUNCTIONAL LEADERSHIP, SRTATIGY &

DIGITAL VENDOR MGMT

Part of our strategy is to ensure we have a closer link with and provide better support for our SLT Directorates.
As such, each of the DST Senior Management has a secondary role as a “Directorate Relationship Manager”.
The DRM wiill provide a senior relationship and escalation point for each Directorate. It is an integral part of
ensuring that the Technology function are embedded and supporting business needs and outcomes. It is also
an essential part of the Technology senior management functioning and having an effective relationship and
governance service for the business.
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Technology Maturity Progress

As we progress through this Strategy period we will be evolving our approach to technology management and
delivery. We will want to assess our growth maturity in key areas and ensure we are continuously evolving and
improving throughout. There are 3 core maturity areas we will strive to measure ourselves against over this
period.

The first is improving our continuous delivery model as we move, appropriately, to a DevOps organisation.
By the end of our Strategy period, DST should be fully aligned to the Intermediary Standard defined in the
maturity matrix below. This is not solely a DST initiative and must involve a change in the business’ digital
mindset.

w
@5
ok
= =
2 =
Qo

-4

<

TEST &
VERIFICATION

® 6 0
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The second is our maturity against the Digital Maturity Model. In this instance it is about changing our
organisational approach and our presence to our customers. To understand how digital maturity is strengthening
CCS’ competitiveness we cannot see digital maturity as a whole. It has to be broken down into smaller

parts. We divide digital maturity into nine different operational parts, which we call digital drivers. Each and
every driver is impacted by digitalization. All nine parts must be included in order to successfully develop the
company’s competitiveness. The nine digital motors are: Values, Vision & Mission, Strategy work, Organisation,
Infrastructure, Processes, Data & Analysis, Value Proposition & Revenue models, Touchpoints and Relationships

For the sake of this strategy we have simplified this understanding into the use of the Digital Maturity Model. In
this instance, over the 3 year period, | would expect DST to have led CCS to a fully Integrated level and have
made progress into Optimized maturity.

RPN . .ciment ai Optimized

DIGITAL Experimental Marketing Digital Synergy Customer Synergy
STATE Phase h Phase

Brochure sites &
billpoard stature
wWeb for mers
presence

Diigital assots
becorme agnostic,
customer takes lead

Website & oo b T & i Consurmar led
Facebook ; : : s Digital Platforms

ASSETS

DIGITAL
DISCIPLINE

L -~ CRM & Analytics drive
Wab Architectura . 2 t dynamic online &
Content & ¢ - : offline integrations

Facebook posting eacial B — s & Social CRMM

o e Cross digital channel
Doecper digital iy o A & multiplatform
meatrics + marketing : -

Traffic related
(page views,
unigues, likas)

analytics with

& FOCUS
customer data aligned

KPIs
with busine
Creative Markating MHZzaticsn
& Y Ef L Boardroom lsd
Programmer o bl i)
1=

Thirdly, given the focus on our need to fundamentally deliver a value-driven, customer-focused proposition,
there will be a strong focus on our Infrastructure and Projects. We therefore want to ensure we have fully
adopted the |PA’'s 7 Lenses of Transformation.

® 6 ®
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Our Governance & Technology Business

Management

6.1 Our Governance Structure

The DST senior management consists of the Chief
Digital & Technology Officer, the Deputy Director for
Strategic Delivery, Head of Technology Operations,
Head of Digital Assurance & Security and Head of
Architecture. The Senior Management Team provide
the leadership to DST and outward to the rest of
CCS on technology and digital management.

DEMAND

DST own one Tier 1 governance Authority, the
TDDA, and two governance forums; IT Gateway and
Service Transition. The diagram below represents
how these bodies work together within the
overarching CCS governance structure.

The Accountable people from the SMT for each are:

TDDA - Chief Digital & Technology Officer
IT Gateway - Deputy Director for Strategic Delivery

Service Transition — Head of Technology Operations

INVESTMENT AND CHANGE

COMMITTEE

Demand

Architecture & Design
TECHNICAL & DIGITAL

DESIGN
AUTHORITY

Ensures all new IT solutions
adhere with the Architecture
Blueprint & Principles
Responsible for designing CCS-
wide solutions

management

Sets technology standards

Ensuring clearly defined strategic
roadmaps for IT and Directorates
through liaison with relevant DRM’s

demand

Lifecycle

Governing body for technology &
digital decisions across CCS

DIGITAL SERVICES TEAM - SMT

= Sets strategic direction for IT and ensures business
alignment

= Resolves escalations and manages priorities

= Performs operational reviews, using IT KPIs to inform
decision making

IT GATEWAY

= Tracks and controls project & continuous
improvement requests

= Provides a single entry into GDS for
Quarterly Missions & demand

= Performs delivery management,
assessing IT supply vs. business

= Qversight of Sl through the Delivery

= Technology Portfolio Oversight

Transition

SERVICE TRANSITION

= Accountable for securing the
Production estate

= Assures changes / new products
during delivery & pre deployment.

= Accountable for ensuring all
delivery is designed for service,
security by design and operable

= Escalates unresolvable conflicts to
the Business Relationship
Manager

= Manages logistics for Service
Transition on all related projects
and small changes

DIRECTORATE RELATIONSHIP

MANAGERS

= Sets strategic direction for IT Roadmap on behalf of
the Directorate

= Resolves escalations from IT Gateway and Go-Live
Approval Board

= Performs operational reviews, using IT KPIs to
inform decision making

= Ensure Problem & Incident Management is
managed within agreed SLAs



https://drive.google.com/open?id=1od3lQZWic1mxHojK_hxSawxwEQqj35TYnvuAtsxTK2Y
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6.2 Technology Business

Management

A fundamental element of a well-run modern
technology practise is understanding the principles
of business management. Technology and digital
services is no longer a supporting and enabling part
of any healthy and successful enterprise, regardless
of sector, but leads the majority of direction and
delivery of organisations.

As such, it is incumbent on the DST Management
Team to understand how we fit into the value and
profit chains of CCS. A large part of the CCS Digital
& Technology Strategy will be in implementing
Technology Business Management (TBM) principles.
It is through this framework that decision-making will
proceed and business outcomes will be successfully
delivered. TBM will help:

e Optimising the operational running costs of the
business and looking to release capital for new
investment and capability growth

e Increase the velocity of decision-making through
the use of data, facts and analytics

e Better prioritise our Technology Portfolio and IT
investment decisions

e Have informed discussions, as Relationship
Managers and technology leaders, with our
business partners and the Senior Leadership on
cost, performance, risk and commercial benefits.

@ O

As such, DST will be adopting strategies, processes
and good practice business techniques in:

o)

o)

o)

Positioning for Value

Creating Transparency

Delivering Value for Money

Demand Shaping, rather than Order Taking,

Governing, Planning, Optimizing and
Continuously Improving for Value

Expanding our Business Relationship model





Further information

If you require any help with this guidance please contact
info@crowncommercial.gov.uk

@ 0345 410 2222

You can also learn more about what we offer online:

www.gov.uk/ccs

y @gov procurement

m Crown Commercial Service

4898-18 (Nov 18)



http://ccs-agreements.cabinetoffice.gov.uk/contracts/rm3745

https://twitter.com/gov_procurement

https://www.linkedin.com/company/government-procurement-service




